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The Ancient History of Computers 
and Network Sniffers* 

Len Shustek 

June 14, 2016 
Chairman, Computer History Museum 

*Or: Failure is always an option 
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Why am I here? 

Token Ring Sniffer® 
first shipped September 1986 



 SharkFest ‘16 • Computer History Museum • June 13-16, 2016 

 
 

“sissy computers” 
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1.2 
megabytes! 

network them! 
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version 2 
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CHM has 100,000 things 

• 38,467 physical objects 
• 6,629 photographs 
• 3,002 videos 
• 817 oral histories 
• 42,297 documents 
• 8912 software objects 
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preserving hardware 
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preserving source code 
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Nestar Systems, Inc. 

• File server 
• Transparent redundancy (“The Shadow“) 

• Print server 
• File Transfer Server (modems!) 
• Telex server 
• Email (“The Messenger“) 
• Chat (“Talk“) 
• Database server (DBMaster) 
 
 
 

1. Commodore PET 
2. Apple ][  
3. SUN-like 68000 CPU board 

Apple ][ 
(UCSD P-System PASCAL)  

Apple ][ 
IBM PC and clones 



 SharkFest ‘16 • Computer History Museum • June 13-16, 2016 

 
 

It didn‘t last 

1978 – 1986 
R.I.P. 
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Why did Nestar fail? 

•Too early 
•Bad LAN bets 

• first proprietary flat cable 
• then Datapoint ARCNET 
• then IBM Token Ring 
• Xerox XNS network protocols (not TCP/IP) 

•Corvus and Novell ate our lunch 
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failure is an honorable tradition 
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Who invented the computer? 
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Charles Babbage 
1791-1871 
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Babbage’s lifelong quest 

On finding errors in a newly 
computed set of tables, 
Babbage exclaimed: 
  

“I wish to God these 
calculations had been 
executed by steam” 

 

 
ln(x+1) = x – ½ x2 + 1/3 x3 - ¼ x4 +… 
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2nd 
difference 

2 
2 
2 
2 

The “Method of Differences” 

 
F(x) = x2 + 4 

X F(X) 
1 5 
2 8 
3 13 
4 20 
5 29 
6 40 

1st 
difference 

3 
5 
7 
9 
11 

2nd 
difference 

2 
2 
2 
2 
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Babbage’s Difference Engine 
• began in 1823 
• 6 differences 

 

• 16 digit numbers 
• complex printer 
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Babbage’s Scorecard 

 

 ₤17,000 ($2M) + 19 years 

= 12,000 of 25,000 parts made 

 

The project collapses. 
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Difference Engine #2 

7th-order differences, 31 digit numbers 
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The modern scorecard 

$2M + 17 years 
=  8000 parts made 

Doron Swade 
London Science Museum 

Success! 
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The Analytical Engine 



 SharkFest ‘16 • Computer History Museum • June 13-16, 2016 

 
 

A real computer 
 separate CPU (“mill”) and memory (“store”) 
 pipelining and parallel processing 
 conditional branches and loops 
 microcoded carry lookahead 

and software! 
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lessons we learned 
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engineering department tool 

TART 
 

Transmit and Receive Totaliser 
 

(designed by Nestar UK) 

potted, 
not patented! 
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TART source code 
rem Create the source and destination filters.  Packets will be accepted 
rem if (SRC(source) AND DST(destination)) is non-zero. 
rem This clever idea is due to John Murphy at Datapoint, and can be used 
rem in many more ways than the code here allows. 
 
 IF (STN1$+STN2$)<>"XXXX" THEN 3600 
 FOR I=0 TO 255: SRC%(I)=1: DST%(I)=1: NEXT I:  rem complete wildcard 
 GOTO 3899 
 
3600 IF STN1$<>"XX" THEN 3700 
 FOR I=0 TO 255: SRC%(I)=2: DST%(I)=1: NEXT I:  rem one station wild 
 IF BROADCAST% THEN DST%(0)=3 
 SRC%(STN2%)=3: DST%(STN2%)=3: 
 GOTO 3899 
 
3700 IF STN2$<>"XX" THEN 3800 
 FOR I=0 TO 255: SRC%(I)=2: DST%(I)=1: NEXT I:  rem other station wild 
 IF BROADCAST% THEN DST%(0)=3 
 SRC%(STN1%)=3: DST%(STN1%)=3 
 GOTO 3899 
 
3800 rem neither station wild 
 FOR I=0 TO 255: SRC%(I)=0: DST%(I)=0: NEXT I 
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The end of Nestar 

100 
employees 

Nestar Systems assets 

DSC: Digital Switch Corporation 

“TART” technology 
to Harry and Len 
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Restart: “Network General” 

•Goals 
•Make TART into a product: “Sniffer” 
•Sell 100 of them 
•Figure out something else to do 
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building a PC product in 1986 
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Sniffer V1.0 source code 
 if (menu_key == -K_RIGHT) {  /* scroll version */ 
      tr_makefile (&wwdx, &level [center_level+1], center_level+1); /* make new right memory file */ 
          mv_cs (W_CENT_ROW, 3, &wwtc); /* center window: */ 
          v_natt (LREVERSE, ENDROW, &wwtc); /* reverse bar */ 
      pl_wn (W_TOP_ROW, W_LEFT_COL+3*W_WIDTH-3-SS_STEP, &wwts);  /* scroll window supplies left edge */ 
      step = stepsize;  /* initial hop size for each movement */ 
      for (i=0; i < W_WIDTH-1; i += stepsize) { 
   hslide (W_TOP_ROW, W_LEFT_COL+1+step, /* upper left cnr of slide rectangle */ 
       W_HEIGHT, W_WIDTH*3-4-step,       /* size of rectangle */ 
       -step, video_mode); /* slide to the left */ 
   for (j=0; j < step; ++j) /* add new columns on the right */ 
       show_col (&wwts, SS_STEP-step+j, &wwdx, i+j); 
   } 
      dtemp = wwtl.dataf; 
      wwtl.dataf = wwtc.dataf; /* shift data file ownership */ 
      wwtc.dataf = wwtr.dataf; 
      wwtr.dataf = wwts.dataf; 
      wwts.dataf = dtemp; 
          mv_cs (W_CENT_ROW, 3, &wwtc); /* center window: */ 
          v_natt (LREVBLINK, ENDROW, &wwtc); /* flashing bar */ 
      } 
  else /* -QK_RIGHT */ { /* non-scroll version */ 
      tr_makefile (wwtr.dataf, &level [center_level+1], center_level+1); /* show new right ww */ 
      tr_showfile (&wwtr, LNORMAL, FALSE); 
      tr_makefile (wwtl.dataf, centerl, center_level-1); /* show old center in left ww */ 
      tr_showfile (&wwtl, LNORMAL, FALSE); 
      tr_makefile (wwtc.dataf, rightl, center_level);    /* show old right in center ww */ 
      tr_showfile (&wwtc, LREVBLINK, TRUE);   /* with blinking bar */ 
      } 
  show_info (newrightl->node, &wwtb); /* show info for selected center node */ 
  }  /* can move right */ 
     break; 
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…with 8086 assembler help 
; Do a right slide using backward string moves 
; 
do_right:  add si,colq[bp] ; move si to last word of row 
  add si,colq[bp] 
  sub si,2 
  sal ax,1  ; amount * 2 
  mov di,si 
  add di,ax  ; starting di = si + amount * 2 
  mov bx,v_coq  ; precompute endline adjustment for si/di 
  add bx,colq[bp] ; bx = 2 * (v_coq + colq) 
  sal bx,1 
  std   ;backward string direction 
  mov dl,rowq[bp] ;dl = number of rows to do 
  mov ax,v_seg  ;setup segment regs 
  mov ds,ax 
  mov es,ax 
  call do_move 
  cld   ;leave with direction forward 
quit:  or dh,dh  ;maybe turn video back on 
  jz no_unwait 
  call unwait 
no_unwait:pop es   ;restore segment regs 
  pop ds 
  pop bp 
  ret    ;return 
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The Sniffer ™ 
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What to charge 

Sniffer cost of goods 
computer:   $1800 

network adapter:     $200 
software:        $10 

total:   $2010 

Len: “40% markup: $2800” 
Harry: “$25,000.  It’s worth it.” 
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“Manufacturing” 
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Selling the Sniffer 

•use Manufacturer’s reps 
• thank you, George Comstock 

•demo at the customer 
• “look at all those passwords”  
•  it sold itself 

•more networks, more PIs 
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Price by value, not by cost 

We sold all we could make at $25,000 
and customers were delighted to pay it. 

 
 1986:  8 Sniffers 
    4 employees 
 1995:  1000 Sniffers/month 
    1000 employees 
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What a ride! 

$22M IPO, 
with 29 employees 
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Competition 

“Nutcracker” 
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“This friendly 
reminder is 

brought to you by  
Network General.” 

 

® 
Wall Street Journal 

Full page ad 
October 4, 1995 
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The big wins 

•Ease of use 
•Many protocol interpreters 

• Obsessive about reverse-engineering 
proprietary protocols 

• Customer-written PIs 
•Many network types  
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Standard Protocol interpreters 
3COM 3+ 
AppleTalk ADSP  
AppleTalk AFP  
AppleTalk ARP 
AppleTalk ASP  
AppleTalk ATP  
AppleTalk DDP  
AppleTalk ECHO  
AppleTalk KSP 
AppleTalk LAP  
AppleTalk NBP  
AppleTalk PAP  
AppleTalk RTMP  
AppleTalk ZIP  
ARP 
AT&T 
Banyan VINES AFRP 
Banyan VINES Echo 
Banyan VINES File Svc 
Banyan VINES FRP 
Banyan VINES FTP 
Banyan VINES IP 
Banyan VINES LLC 
Banyan VINES Loopback 
Banyan VINES Matchmaker 

Banyan VINES Ntwk Mgr 
Banyan VINES SPP 
Banyan VINES StreetTalk 
Banyan VINES Svr Svc 
Banyan VINES Talk 
BOOTP 
Bridge bridge mgmt 
Bridge CS-1 
Bridge terminal srvr 
Chaosnet 
ComDesign 
Cronus direct 
Cronus VLN 
Datapoint DLL 
Datapoint RCL  
Datapoint RIO  
Datapoint RMS  
DEC 911 
DEC bridge mgmt 
DEC LAN monitor 
DEC LAST 
DEC LAVC 
DEC NetBIOS 
DECNET CTERM 
DECNET DAP 

DECNET DRP 
DECNET FOUND 
DECNET LAT 
DECNET LAVC 
DECNET MOP 
DECNET NICE 
DECNET NSP 
DECNET SCP 
DNS 
ECMA internet 
EGP 
Excelan 
FTP 
GGP 
IBM SMB 
IBM SNA 
ICMP 
IONET VCS 
IONET VCS CMND 
IONET VCS DATA 
IONET VCS TRANS 
IP 
ISO ACSE 
ISO ASN.1 
ISO CMIP 

ISO Network 
ISO PPP 
ISO ROSE 
ISO Session 
ISO SMTP 
ISO Transport 
LOOP 
Loopback 
Micom test 
NBS internet 
Nestar ARCnet 
Nestar PlanSeries 
NetBIOS 
NetBIOS TCP 
Novell Netware 
PUP address translation 
RPL 
RUnix 
SMTP 
SNAP 
Sun MOUNT 
Sun NFS 
Sun PMAP 
Sun RPC 
Sun RSTAT 

Sun YP 
Symbolics private 
TCP 
Telnet 
TFTP 
TRING DLC 
TRING LLC 
TRING MAC 
TRING RI 
U-B 
Vitalink bridge mgmt 
X.25 
X.25 level 3 
X.75 internet 
Xerox BOOTP 
Xerox EGP 
Xerox GGP 
Xerox ND 
Xerox PUP 
Xerox PUP ARP 
Xerox RIP 
Xerox TFTP 
Xerox XNS 
Xyplex 
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Network types 

• IBM Token-Ring 
• Token Bus 
• Ethernet (thick, thin, 
twisted pair) 

• Datapoint ARCnet 
• Starlan 
• AppleTalk 
• Corvus Omninet 
• FDDI 

• ISDN 
• Frame Relay 
• SDLC 
• ATM 
• X.25 
• Sytek/IBM broadband 
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a school for LAN managers 
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Expert Sniffer 
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DSS: Distributed Sniffer 
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Sniffer Lite: “Watchdog” 
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It’s hard to keep growing 
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Harry 
Len 

It gets complicated 
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the Sniffer ®  lives on… 
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COMMERCIAL 



 SharkFest ‘16 • Computer History Museum • June 13-16, 2016 

 
 

• Collection 
• hardware, software, images, video, documents, source code, etc. 

• Exhibits (real and on the web) 
• Public programs  
• Historical research and journalist outreach 
• Education 
• Corporate archiving 
• new: Software History Center 
• new: “Exponential” Center on entrepreneurship 
 
 



 SharkFest ‘16 • Computer History Museum • June 13-16, 2016 

 
 

Our warehouse, 
20 minutes away 

New third building: 
Archival and 

research center 
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www.computerhistory.org 
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The End 
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