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Book C

Chapter 1
na Commands

I henautility provides the commands for managing the Annex. These
commands allow you to:

« Set and display the operating characteristics of the Annex and its
ports.

* Reboot or reset the Annex and its ports.

« Broadcast administrative messages to the Annex ports.
V Thena utility is stored on and accessed from a UNIX host.

The Annex stores the parameters set usag non-volatile memory.

After a reboot or a reset, the Annex updates its run-time parameters with
the non-volatile parameters changediy Thena utility can

communicate with the Annex only when the Annex is running its
operational code.

All na commands are taken from tha standard input: you can rua
interactively or provide it with input through a file or pipeline. You can
create a script file containinga commands to configure an Annex. This
script file can save the configuration information for a specific Annex
and, when required, restore the configuration.

This chapter illustrates command names, parameter names, and keywords
in their long forms. Examples nh commands sometimes appear without

the interactive command prompt, and with embedded comments that
describe the functions being performed. This format resembles the
appearance afa scripts; the portion of the script entered at the terminal

in response to the command prompt appears in bold type.

Remote Annex Administrator’s Guide for UNIX Book C-1



Chapter 1 na Commands Book C

Command Notation

Interactivena sessions allow you to entea commands with or without
arguments or parameters. If you enter the command without arguments
or parametersja prompts for them. The conventions for an interactive
session are:

* You can abbreviate commands and parameter names to the
minimum number of characters that uniquely distinguish the
name from any other name that may appear in the same context.

« Type a new-line character to end a command entry. To continue
an entry onto the next line, type a backslash (\) character
immediately preceding the new-line character.

« To enter a space as an argument, enclose it in double quotes ("
"); otherwise the space is assumed to be a delimiter.

¢ The UNIX interrupt character (usualTRL-C) returns you to
the command prompt.

Additionally, na permits comments when the # character is present at the
beginning of a comment line. All characters between the # and the next
new line are ignored. Table C-1 describes the supported argumeras for

Book C-2 Remote Annex Administrator’s Guide for UNIX



Book C

Chapter 1 na Commands

Table C-1. Arguments for the na Commands

Argument

Description

annex_identifier

A symbolic name or an IP address assigned to an

Annex:lab or 132.245.254.38 or
0xC0.0x9.0xC8.0x64

annex_list

A list of one or moreannex_identifierseparated by
commas: suppaort32.245.254.42 lab

annex_parameters

A list of one or more Annex parameters and

values separated by white space (space, tab, new

line): pref_load_addr 132.245.254.66
pref_dump_addr 132.245.254.66

interface_identifier

The name of an interface, a list of interface name

separated by commas, or a range of interface names
separated by hyphens. An interface is an Annex port

over which a network protocol can run. Ethernet,
SLIP, and PPP ports are interfaces; CLI and LAT
ports are not. The name of the Ethernet interface

is

en0. SLIP and PPP interface names are of the foim

asyn, wheren is the SLIP or PPP port number. For
example, specify asy2 for PPP port 2. In a list of

asyn interface names, fully specify each name, e.g.,

asyl,asy2,asy3. In a range of msyames, fully
specify the beginning of the range and spegifgr
the end of the range, e.g., asyl-4. When followed
an @ and aannex_identifierinterface_identifier
specifies an interface on a specific Annex:
asyl@132.245.254.42 or asyl-5@lab

by

(continued on next page)

Remote Annex Administrator’s Guide for UNIX Book C-3



Chapter 1 na Commands

Book C-4

Book C

Table C-1. Arguments for the na Commands (continued)

Argument

Description

interface_parameters

A list of one or more interface parameters, with ¢
without values, separated by white space (space
tab, newline)rip_sub_advertise Y

=

interface_set

A list of one or morénterface_identifierseparated
by semicolons. Arnterface_setan include
interfaces on different Annexes:
en0@132.245.254.42;asyl,asy2@lab

port_identifier

A serial port number, a list of port numbers
separated by commas, or a range of port numbe
separated by hyphens. When followed by an @ 3
an annex_identifier, port_identifier specifies a po
for a specific Annex:

5@132.245.254.42 or 1,3,5@lab

port_set

A list of one or morgoort_identifiersseparated by
semicolons. Aport_setcan include ports on
different Annexes:

5@132.245.254.42;1-8@lab

port_parameters

A list of one or more serial port parameters, with
without values, separated by white space:
input_flow_control eia

printer_parameters

A list of one or more parallel printer port
parameters, with or without values, separated by
white spacemap_to_upper N
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Commands

Table C-2 lists th@ma commands; the following subsections describe
them.

Table C-2. The na Commands

Command Description

annex Defines a defaulinnex_listused with subsequent
commands.
boot Boots the Annex.

broadcast |Sends a broadcast message to one or more ports.

copy Copies configuration parameters.

dumpboot |Boots the Annex and produces a dump.

echo Writes the remainder of the line to the standard output.

help or ? Displays help for commands and parameters.

interface Defines a default interface set used with subsequent
commands.

password |Defines a default administrative password used to
communicate with an Annex.

port Defines a defaufport_setused with subsequent commands.

printer Defines a defaulprinter_setused with subsequent
commands.

quit Terminatesia.

read Reads and executes a script file.

(continued on next page)
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Table C-2. The na Commands (continued)

Command Description

reset Resets a port, interface, or subsystem.

set Defines or modifies the value of a parameter.
show Displays the current value of a parameter.
write Writes the current configuration to a script file.

After installingna on a UNIX host, typ@a at a terminal connected to
this host. No arguments or command line options are available.

% na

Annex network administrator Rx.x

command:

Seven of thewa commands use standard UNIX superuser protection —
only a superuser at the host can execute these comnbaods:
broadcast, copy, dumpboot, read, reset andset

annex

Theannexcommand establishes a defaaninex_listhat is used in
subsequent commands. Before issuinganommand, specify the

Annex to which the executed command refers. The Annexes you specify
using theannexcommand become the defaaitnex_listYou can group
several Annexes into a single list, and then issue one command for the
entire group of Annexes. The syntax is:

annexannex_list
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The following example creates annex_listontaining one Annex with
the Internet address 132.245.6.40:

command: annex 132.245.6.40

The following example creates annex_listontaining two Annexes
—one specified by its IP address, and the other specified by its name:

command: annex 132.245.6.40,frontlobby

The following example shows hawa prompts for missing arguments:

command: annex
enter default annex list: 132.245.6.40,frontlobby

The followingannexcommand displays a message identifying the
specified Annex, its Internet address, the number of serial lines it has,
and its software version:

command: annex 132.245.6.1
132.245.6.1: Remote Annex Rx.x,72 ports

The followingannexcommand causes an Annex to prompt for an
administrative password, provided that the password has been set and
security has been enabled:

command: annex frontlobby

Password for 132.245.6.40 <frontlobby>
frontlobby: Remote Annex Rx.x,72 ports

V If you use thena commandpasswordto define a default password for
this na session, and that password matches the Annex administrative
password, no password prompt appears and normal processing
continues (sepasswordon page A-17).
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The password is not echoed when entered usingrthexcommand. If
you enter an incorrect passwond, prompts for the correct one. If the
password is incorrect a second tima,drops the Annex from the
annex_listIf an Annex in the list does not respondjgnores that Annex
and prints a status message:

132.245.6.1: Not responding

Warning:132.245.6.1 has been dropped from the list

Thena utility drops an Annex from thannex_lisif its name could not
be translated to an Internet address, if it does not respond because it is
down, or if the wrong Internet address was entered usinantiex
command.

boot

Thebootcommand reboots all Annexes in tireex_lisand, optionally,
produces a dump of the Annex’s memory, including the operational code.
You can set a time at which the boot is to take placeb®becommand

can send a warning message to users attached to the Annex. Table C-3
lists the supported arguments for tieot command. The syntax is:

boot [-adhlq] [[+] [HH:] [MM]] [annex_lisk [filenamg [warning]

w When the Annex reboots, it terminates all active connections.

If you try to boot software Release 8.0 and above on a unit
with less than 2 MB of system RAM, tiNet, Load, and Status 8
indicators will flash until th&kesetbutton is pressed.

If you try to boot with a non-existent image file name, the Annex will
hang as it searches for the image. You must pre$dbetbutton to
recover.
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Table C-3. Supported Arguments for the boot Command

Argument

Description

Aborts any delayed boots that are pending.

Causes a dump before rebooting.

Causes a diagnostic boot using the ROM Morbtoot
command if the Annex is in Test mode.

Boots the operational image and stores it on local media;
use with the stand-alone file system. Only ROM revisions
0600 and greater with the self-boot option loaded suport

After aboot —lis executed, this command may not show the

newly-loaded image.

for

D

Causes a boot without sending a warning message.

HH:MM

The exact clock time for the boot, e.g., 15:15 indicates 3:1
p.m.

+HH: MM

The number of hours and minutes before the boot takes pl
e.g., +2:15 indicates a boot will occur in two hours and fifte
minutes.

ace,
en

annex_list

Specifies the Annexes to be booted. If you do not include
annex_listthe command prompts for it. Pressing Return
key accepts the defawhnex_list

filename

Identifies the name of the file in which the Annex’s image
maintained. If you do not entefilename the Annex prompts
for one. Pressing theeturn key at the prompt directs the
Annex to boot the defaullename

warning

Allows an additional 249-character message. Warning
messages are sent out to users periodically. If you do not
specify a time delay or message, lo®t command generates
an automatic warning message.
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The following sampldoot command requests a boot in one hour and
fifteen minutes:

command: boot +1:15

annex list (return for default): thirdfloor, 132.245.6.40

filename (return for default): <cr>

warning:  Shutting down for PM

The Annex can request its boot file from a defined preferred load host. If
that host is not defined, or does not respond, the Annex broadcasts its
request and boots from the first load host to respond.

broadcast

Thebroadcastcommand sends a message to specified ports at the
identified Annexes. The syntax is:

broadcast[=port_set| =keyword[@annex_identifidt message
Theport_setargument indicates the port(s) to which the message is to
be broadcast. If themessageequires more than one line, using the \

character at the end of each line inserts a new line. Table C-4 lists the
available keywords.

Table C-4. Supported Keywords for the broadcast Command

Keyword | Description

all Broadcasts to all serial ports and all virtual connections.

serial Broadcasts to all serial ports.

virtual |Broadcasts to all virtual CLI connections (you cannot broadcast
to a single virtual CLI connection).
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V The copy command requires superuser privileges.

Thecopycommand copies a given set of parameters from one Annex (or
port) to another Annex (or port). Table C-5 defines each copy command.

The syntax is:

copy annexannex_identifier annex_list

copy interfaceinterface_nam@annex_identifier interface_set

copy printer printer_numbe@annex_identifier printer_set

copy [port | asynchronous]port_numbe@annex_identifier port _set

Table C-5. Descriptions of the copy Command

Command

Description

copy annex

Copies all Annex parameters except the IP
address, the administrative password, the acg
control protocol key, LAT key, option key, and
the virtual CLI password from the specified
Annex to theannex_list.

eSS

copy interface

Copies all interface parameters from the
specified interface to thaterface_set

copy printer

Copies all printer parameters to multiple parall
printer ports

copy [port |
asynchronous]

Copies all asynchronous port parameters exc
the port password from the specified
asynchronous port to thport_set.
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To copy port 1 parameters to the remaining ports on the same Annex:
command: copy port 1@132.245.6.40 2-16@132.245.6.40

To copy port 1 parameters from one Annex to port 5 on another Annex:
command: copy port 1@frontlobby 5@132.245.6.55

dumpboot

V Thedumpboot command requires superuser privileges. When the
Annex dumpboots, it terminates all active connections.

Thedumpboot command performs a dump of every Annex specified in
theannex_listand then reboots the Annex. You can set the boot time,
and thedumpboot command sends a warning message to users attached
to the Annex. Table C-6 describes the argumentddorpboot. The

syntax is:

dumpboot [-aq] [[+] [HH:] [MM]] [annex_lisf [filenamé [warning

The following is an example of tllaimpboot command:

command: dumpboot

annex list (return for default): backhall

filename (return for default): <cr>

warning:  Diagnostic testing

The Annex sends the dump to a defined preferred dump host. If that host
is not defined or does not respond, the Annex broadcasts its dump request
and dumps to the first host that responds.
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Table C-6. Arguments for the dumpboot Command

Argument

Description

Aborts any delayed dump boots that are pending.

Performs a boot without sending a warning message.

The exact clock time for the boot, i.e., 15:15 indicates 3:15
p.m.

The number of hours and minutes before the boot takes pl
e.g., +2:15 indicates a boot will occur in two hours and fiftg
minutes.

ace,
en

annex_list

Specifies the Annexes for which dumps and boots are to b
performed. If you do not includennex_listthe command
prompts for it. Pressing thieeturn key accepts the default
annex_list.

filename

Identifies the name of the file in which the Annex’s image i
maintained. If you do not enter a filename, the Annex prom
for one. Pressing thReturn key at the prompt directs the
Annex to boot the default flename. The Annex requests th
boot file from a preferred load host if it is defined and
available; otherwise, it broadcasts a boot request.

pts

[}

warning

Allows you to enter an additional 250-character message.
Warning messages are sent out to users periodically. If yo
not specify a time delay or message,dbepboot command
generates an automatic warning message.

1 do
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echo

Theechocommand writes its argument to the standard output. This
command is intended for use in script files. Wée command
automatically putechocommands in the script file it writes. Theite
command section of this chapter includes an exam@etwicommands
included in the script file created by tiweite command. The syntax is:

echomessage

help

Thehelp (or ?) command displays on-line help information abat
Enteringhelp without arguments displays a listred commands.
Table C-7 defines the arguments faip. The syntax is:

help [command_namfgparameter_namg* | syntax

Table C-7. Arguments for the help Command

command_name |Displays the command syntax, along with a
description of the command and its arguments.

parameter_name |Displays the legal values for that parameter.

* Displays available information for all commands and
parameters.
syntax Displays the syntax for all commands.
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Thehelp command_namdisplay looks like this:

command: help boot
command: boot Syntax: boot [-adlg][[+][HH:][MM]]\
[<filename>] [<warning>

Thehelp parameter_namdisplay looks like this:

command: help timezone_minuteswest

timezone_minuteswest (annex parameter):

Minutes west of GMT: an integer

Enteringhelp followed by the first letter or first few letters of the
command or parameter name displays all entries beginning with the
string. The following example represents an abbreviated display:

command: helpt

telnet_escape (serial port parameter):
escape character to use with the telnet command: a character

term_var (serial port parameter):
Terminal variable: a string, maximum sixteen characters

time_broadcast (annex parameter):
broadcast for time server to use if none found:
Y or y to enable; N or n to disable

timezone_minuteswest (annex parameter):
Minutes west of GMT: an integer

toggle_output (serial port parameter):
character used to toggle output: a character

type (printer parameter):
printer interface style: (dataproducts or centronics)
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interface

Theinterface command establishes a defdnterface_setised in
subsequent commands until another interface or list of interfaces is
specified. Grouping interfaces usingiaterface _seallows you to issue
onena command to examine or change the parameter values for multiple
interfaces. The syntax is:

interface interface_sefall

If you do not identify a specific Annex using the @ symbol and a name
or Internet address when entering ithterface_setall Annexes in the
currentannex_listare used. Ainterface_seteferring to the default
annex_lisis updated if a newnnexcommand is issued. Specifyialj

sets the defaulhterface_ seto all SLIP and PPP interfaces pkrsQ.

This example defines the defaunterface_sets interfacasylon the

Annex whose Internet address is 132.254.6.34:
command: interface asyl@132.254.6.34

The next example defines the defandéerface_seas interfaceasyl
throughasy3on the same Annex as above, @ag2on the Annex whose
Internet address is 132.254.35.120:

command: interface asyl-3@132.254.6.34;asy2@132.254.35.120

This example defines the defaufterface_seas all but interfacasy2
on every Annex in the defaudhnex__ list

command: interface en0,asyl,asy3-16
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password

Thepasswordcommand allows you to define a default password for the
currentna session. This command is useful when administering several
Annexes with the same password. The syntax is:

password[password

If you enter the command without giving the password, the Annex
prompts for one, but does not echo it:

command: password

password:

When accessing an Annex with security enabled usingrthex
commandna will try to match the Annex’s default password with the
administrative password. If they match, access is authorized
automatically; if they do not matcha prompts for the Annex-specific
administrative password. Enter a password for a given Annex only once
during anna session, even if the Annex is dropped or the default
annex_listis changed.

port

Theport command establishes a defgquitt_setused in subsequent
commands until another port or a list of ports is specified. Grouping ports
using aport_setallows you to issue onea command to examine or
change the parameter values for multiple ports. The syntax is:

[port | asynchronous][port_set| keyword
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If you do not identify a specific Annex using the @ symbol and a name
or Internet address when enteringploet_sef all Annexes in the current
annex_listare used. Aort_setreferring to the defaulinnex_listis

updated if a newmnnexcommand is issued. The keyword identifies
groups of ports. Table C-8 defines the supported keywordsofor

Table C-8. Supported Keywords for the port Command

Keyword | Definition

all Sets defaulport_setto all serial ports and virtual CLI
connections.

serial Sets defaulport_setto all serial ports.

The following example defines port 1 on the Annex using the Internet
address 132.245.6.34 as the defpalt_set

command: port 1@132.245.6.34

The next example defines ports 1-5 on the same Annex as the default
port_set

command: port 1-5@132.245.6.34

This example defines all but port 6 on every Annex in the default
annex__ list

command: port 1-5,7-16
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printer

Theprinter command selects a subset of the parallel printer ports. The
syntax is:

printer printer_set

If you do not specify arinter_set na prompts for one. The default
printer_setis all printers.

quit

Thequit command terminates tin@ program from a script fileya quits
when it receives an end-of-file character (usualijL-D) or when it
reaches the end of an input file. The syntax is:

quit

read

V Theread command requires superuser privileges.

Theread command reads a script file that contaiascommands. The
naprogram executes these commands as if they were entered at a terminal
in interactive mode. Usead either to restore an Annex configuration

that has been lost, or to copy parameter settings from one Annex to
another. The syntax is:

read filename

You can create script files using a text editor omthite command.
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If you plan to use LAT or a feature enabled throughoiitéon_key
parameter, set tHat_key andoption_key parameters manually (using
na or admin) and reboot the Anndxeforeissuing theead command.
Thelat_keyandoption_keyparameters are not enabled until you reboot,
and any LAT- oioption_key-related parameters in the script file are not
recognized untilat_key or option_key is enabled. Also, make sure the
script file does not contain a differemttion_keysetting; if it does, delete
the setting before issuingread.

If a script file was written from an Annex that haation_key enabled,
and you are reading the file to an Annex on wioigtion_key has not
been enabled, delete thption_keyand all related parameters from the
script file before issuing i@ad.

V Theread command loads parameters even if the subsystem
is disabled.

The following sample script file, calledstscript, modifies Annex
parameters:

# standard parameters for Annexes on our network
set annex pref_load_addr 132.245.6.63
set annex pref_dump_addr 132.245.6.63
set annex load_broadcast Y

set annex name_server_1 dns

set annex pref_namel_addr 132.245.6.9
set annex host_table size 30

set annex cli_prompt “%n%s%p%c”

set annex timezone_minuteswest 360
set annex daylight_savings usa

set annex enable_security Y

set annex vcli_security Y

set annex syslog_mask all

set annex syslog_host 132.245.6.9

Use this script as follows:

command: annex thirdfloor,frontlobby,backhall
command: read testscript
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reset

V Theresetcommand requires superuser privilegesegetissued to a
serial, virtual, olport_set terminates any active connections.

Theresetcommand (available froma or admin) changes some of the
current attributes of all the Annexes in the defanhex_liswithout
rebooting them. Unless you use tesetcommand, changes to
configuration parameters for a specific port, virtual CLI connection,
security, or name server become effective only after booting the Annex.
Table C-9 describes the supported keywords fordhetcommand. The
syntax is:

reset annex=annex_list] annex_subsystem

reset interface[=interface_list | keyworf

reset printer [=printer_port_list | keywordl

reset [port |Jasynchronous]=async_port_list keyword

The allowed values fannex_subsystearesecurity, motd,
nameserver macros, dialout, modem_table lat, syslog andall.

Thereset tlcommand resets the T1 engine and T1 statistics information.
This command is used to change the T1 engine’s parameter configuration.
The T1soft hard, andesfkeywords are described in Table C-10. The
syntax is:

reset t1[soft| hard | esi

Thereset int_modemcommand (available froma oradmin) resets the
specified TImodem_sefThere is no physical reset button. A modem
reset forces the port to be reset. In addition, if the signal protocol is set
to wink start or immediate start, a special AT command is sent to the
modem to select the dialtone detection mechanism. The syntax is:

reset int_modem <modem_set>
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Themodem_segbparameter specifies the individual modem numbers,

separated by commas, or a range of numbers separated by a hyphen. The

valid modem number range is 1 to 24, inclusive.

Table C-9. Keywords for the reset Command

Keyword Definition
all Resets all serial ports and virtual CLI connections.
annex all Resets the message-of-the-day, the security, name se

LAT, andsyslogsubsystems, and customized user
interface macros.

rver,

annex dialout

Resets all dial-out route information: it deletes all filter:
entered via dial-out routes, deletes all routes and chat
scripts from the dial-out database, and resets all ports
have an active dial-out route. Then it re-loads the dial-
routes and chat scripts from thilout section of the
Annex configuration file.

D

that
Out

annex lat

Resets the LAT-specific Annex parameters so that any
future LAT circuits (connections) will use the new value
existing circuits will continue to use the old values. Thi
keyword will not terminate existing LAT circuits.

U n

annex macros

Resets the customized user interface macros.

annex modem

Resets attached modem(s).

annex motd Resets the message-of-the-day.
annex Resets the name server parameters and flushes the
nameserver Annex’s host table.

annex security

Resets the security parameters.

(continued on next page)
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Table C-9. Keywords for the reset Command (continued)

Keyword

Definition

annex syslog | Resets theyslogsubsystem. Thgyslogsubsystem does no

use any changes made to flyslog_portparameter.

t

interface Resets the interface parameters. The syntax is:
reset interface[interface_sefkeyword

printer Resets the parallel printer port. The syntax is:
reset printer [printer_set | keyword

serial Resets all serial ports.

virtual Resets all virtual CLI connections.

Table C-10. Keywords for the reset t1 Command

Keyword

Definition

soft

This setting reconfigures the software parameters and will g
disrupt the service on the DSO channels that are changed.

hard

This setting resets the T1 engine causing the T1 Drop/Inser
interface and modem sessions to terminate.

V If modem sessions and/or equipment are attached to
the Drop and Insert Interface, their service will be
interrupted for a short period of time (usually a few

esf

This setting resets all the statistics in the T1 engine.
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set

V Thesetcommand requires superuser privileges.

Thesetcommand maodifies Annex configuration parameters:

set annex Modifies Annex parameters.
set interface Modifies interface parameters.
set printer Modifies parallel printer port parameters.

set [port | asynchronous]  Modifies asynchronous port parameters.
set tl Modifies T1 parameters.

The syntax is:

set annex{=annex_list annex_parameters

set interface[=interface_list interface_parameters
set printer [=printer_lisf] printer_parameters

set [port | asynchronous]=port_list] port_parameters

set t1 t1_parameters

Theannex_parameterinterface_parameterprinter_parameters
port_parametersandtl_parameterarguments require a name and a

value separated by a space. A space is required between each parameter
argument. You can enter more than one parameter argument with each
command. If you are entering multiple parameter arguments that require

a new line, precede the new line with the “\" character. Changes made

to parameters take effect after booting or resetting the Annex or the

port(s).
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Sample command lines for setting port parameters are:

command: set port speed 9600
command: set port data_bits 7
command: set port stop_bits 1
command: set port parity odd
command: set port control_lines none
command: set port type hardwired
command: set port mode cli
command: set port inactivity_timer 120

show

Theshowcommand displays current Annex, interface, printer, or port

parameters:

show annex Displays Annex parameters.

show interface Displays interface parameters.

show printer Displays parallel printer port parameters.

show [port | asynchronous] Displays asynchronous port parameters.
show t1 Displays t1 parameters.

The syntax is:

show annex{=annex_lisf [keyword| annex_paramete}s

show interface[=interface_lis} [keyword| interface_parametefs
show printer [=printer_list] [keyword| printer_parameters

show [port | asynchronous]=port_lisf] [keyword| port_parameters

show tl t1_parameter
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Each keyword displays a subset of parameters:

* Table C-11 lists the keywords and associated parameters for the
show annexcommand.

« Table C-12 lists the keywords and associated parameters for the
show interfacecommand.

» Table C-13 lists the keywords and associated parameters for the
show [port [asynchronousjcommand.

« Table C-14 lists the keywords and associated parameters for the
show tlcommand.

Table C-11. Keywords for the show annex Command

Keyword Parameters

all Displays all Annex parameters.

appletalk a_router, default_zone_list, node_id, zone

generic inet_addr, subnet_mask, pref_load_addr, pref_dump_addr,

load_broadcast, broadcast_addr, load_dump_gateway,
load_dump_sequence, image_name, motd_file, config_fi
authoritative_agent, routed, server_capability,
disabled_modules, tftp_load_dir, tftp_dump_name,
ipencap_type, ip_forward_broadcast, tcp_keepalive,
option_key, output_ttl, session_limit

e,

ipx ipx_frame_type, ipx_file_server, ipx_dump_username,
ipx_dump_passwd, ipx_dump_path, ipx_do_checksum

lat lat_key, facility_num, server_name, sys_location,
lat_queue_mayx, service_limit, keep_alive_timer,
circuit_timer, retrans_limit, group_value, vcli_groups,
multicast_timer

mop pref_mop_host, mop_password, login_prompt,
login_password, login_timer

(continued on next page)
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Table C-11. Keywords for the show annex Command (continued)

Keyword Parameters
nameserver |nameserver_broadcast, rwhod, pref_namel_addr,
pref_name2_addr, name_server_1, name_server_2,
host_table_size, min_unique_hostnames
router rip_routers, rip_auth
security enable_security, security _broadcast, pref_securl host,
pref_secure2_host, network_turnaround, acp_key,
password, allow_snmp_sets, loose_source_route,
lock_enable, passwd_limit, chap_auth_name
syslog syslog_mask, syslog_facility, syslog_host, syslog_port
time time_broadcast, daylight_savings, timezone_minuteswest,
time_server
tmux tmux_enable, tmux_max_host, tmux_max_mpx,
tmux_delay
vcli max_vcli, cli_prompt, vcli_security, vcli_password
Table C-12. Keywords for the show interface Command
Keyword |Description
all Displays all interface routing parameters (rip_send_version,
rip_horizon, rip_next_hop, rip_sub_accept, rip_accept,
rep_recv_version, rip_default_route, rip_sub_advertise,
rip_advertise).
asyn Displays all interface routing parameters for this asynchronouis
port.
asyn—n |Displays all interface routing parameters for this range of
asynchronous ports.
en0 Displays all interface routing parameters for this Ethernet
interface.
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Table C-13. Keywords for the show [port Jasynchronous] Command

Keyword Parameters

all Displays all asynchronous port parameters.

appletalk |at_guest, at nodeid, at_security, arap_v42bis

editing attn_string, echo, telnet_escape, telnet_crlf, map_to_lower,
map_to_upper, char_erase, line_erase, hardware_tabs,
erase_char, erase_word, erase_line, redisplay_line,
toggle_output, newline_terminal

flow control_lines, input_flow_control, input_start_char,
input_stop_char, output_flow_control, output_start_char,
output_stop_char, ixany_flow_control, need_dsr

generic mode, location, type, term_var, prompt, speed, data_bits,
stop_bits, parity, type_of _modem, max_session_count,
allow_broadcast, broadcast_direction, imask_7bits,
cli_imask?7, ps_history_buffer, banner, dedicated_address,
dedicated port, tcp_keepalive, cli_interface, autobaud,
default_session_mode, dedicated_arguments

lat authorized_groups, latb_enable

ppp local_address, remote_address, dialup_addresses, metri¢
slip_ppp_security, net_inactivity, phone_number,
do_compression, allow_compression from the serial group
and ppp_mru, ppp_acm, ppp_security _protocol,
ppp_username_remote, ppp_password_remote, ppp_ncp

security user_name, cli_security, connect_security,
port_server_security, port_password, ipx_security, ipso_class

serial local_address, remote_address, dialup_addresses, metri¢
slip_ppp_security, net_inactivity, phone_number,
do_compression, allow_compression, net_inactivity _units

(continued on next page)
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Table C-13. Keywords for the show [port Jasynchronous] Command (cont'd)

Keyword Parameters

slip local_address, remote_address, dialup_addresses, metric
slip_ppp_security, net_inactivity, phone_number,
do_compression, allow_compression from the serial group
subnet_mask, slip_load_dump_host, slip_allow_dump,
slip_mtu_size, slip_no_icmp, slip_tos

timers forwarding_timer, forwarding_count, cli_inactivity,
inactivity _timer, input_is_activity, output_is_activity,
reset_idle_time_on, long_break, short_break

tn3270 printer_host, printer_name

VCi login_port_password, login_timeout

Table C-14. Keywords for the show t1 Command

and

rol

Keyword Description

alarmsyslog Displays parameter setting wssor no. These values
enable or disable the alarm event syslogs.

bypass Displays parameter setting yssor no. A setting of
yesremoves the T1 engine from the network.

map Displays mappings for the DSO channels.

ring Displays parameter setting yssor no. A setting of
yes means that an audible ring is sent to the servic
provider for incoming calls.

sigproto Displays the inbound and outbound signaling proto
settings for each DSO channel.

tl _info Displays a character string (128 bytes maximum) o

printable ASCII characters that describe installation
information from the service provider.

(continued on

next page)
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Table C-14. Keywords for the show t1 Command (continued)

Keyword Description

tdi_distance Displays an integer fror to 655that represents the
length of the cable from the T1 Drop/Insert Interface
the PBX or other equipment.

tdi_framing Displays the super frame format used on the T1 Dr

Insert Interface ad4 (super frame) oesf(extended
super frame). The default ésf

tdi_line_code

Displays the T1 Drop/Insert Interface line code setti
as eitheami or b8zs The default i98zs

7]

tni_circuit_id Displays the T1 circuit identifier string (128 charctef
maximum) required by the service provider for
customer service calls.

tni_clock Displays parameter setting la®p, local, or external.
These values represent the source for the T1 clock

tni_esf_fdl Displays parameter setting aissi or att. These values
represent the Facilities Data Link standard.

tni_framing Displays parameter setting @ or est These values

represent the superframe format setting on the T1
Network Interface

tni_line_buildout

Displays parameter setting as 0, 7.5, 15, or 22.5. Th
values represent the cable loss measurement betw
the last line generator and the customer location.

ese
een

tni_line_code

Displays parameter setting asii or b8zs These
values represent the line code used on the T1 Netw
Interface.

ork

tni_ones_density

Displays the T1 Network Interface ones density sett
ason or off.
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write

Thewrite command creates a script file from the configuration data for
a specific Annex. You can modify this script file using any text editor.
Use thewrite command either to back up the current Annex’s
configuration or copy it to multiple Annexes. Once you write a script file,
issuing theead command activates the Annex parameter settings
contained in the file (for more details, seadon page A-19). The syntax
for write is:

write annex_identifier filename

V For security reasons, the following basic Annex and port parameters
are written to the script file as commerdsp_key lat_key,
option_key, password port_password, ppp_password_remote
rip_auth, andvcli_password

Since thénet_addr parameter uniquely identifies the Annex’s
location in the network, it is not written to the script file and it is not
restored during eead. You must set this parameter manually.

You can remove the pound sign (#) from the parameters written as
comments in the script file, enter valid data for their settings, and
issue aead command to copy or restore these parameters to another
Annex.

Entering passwords as plain text in the script file poses a possible
security breach for your system. Take appropriate precautions against
unauthorized access of this file.

Thewrite command writeset annex set printer, set port, andset
interface commands into the script file for each basic Annex, printer,
port, and interface parameter. Thigte command also includescho
commands in the script file. When the script is executed usingdbe
command, the arguments to #tehocommand are written to the standard
output, indicating the progress of ttead.
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The following is an example of thverite command:
command: write 132.245.6.101 fronthall.script

The following example uses theite andread commands to install a

new Annex and to create a back-up copy of an Annex. The firstline writes
configuration data for the AnnéRirdfloor to a file named

thirdfloor.prm . The data fronthirdfloor is copied to the new Annex
specified in theannex_lisdefined using thannexcommand.

command: write thirdfloor.prm
command: annex 132.245.6.40
command: read thirdfloor.prm

Following is an excerpt from the script fil®nthall.script :
# annex 132.245.6.101

echo setting annex parameters

set annex pref_load_addr 132.245.6.75
set annex pref_dump_addr 132.245.6.75
set annex load_broadcast Y

set annex image_name

set annex subnet_mask 255.255.255.0
set annex authoritative_agent Y

echo setting serial port parameters for port 1
set port=1 speed 19200

set port=1 data_hits 8

set port=1 stop_bits 1

set port=1 parity none

set port=64 slip_allow_dump Y

set port=64 do_compression N

set port=64 slip_allow_compression Y
set port=64 slip_no_icmp Y

set port=64 slip_tos Y
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I he configuration parameters define the operating characteristics for
a given Annex. There are three ways in which you can configure and
manage these parameters:

e The host-basenda utility sends requests to the Annex to read,
set, reset, show, or copy configuration parameters (for more
details, sema Commandsn page Book C-1).

e The CLIadmin command is a counterpartmd that runs
locally on the Annex.

e The SNMP agent included in the Annex software provides MIB
objects that can be read and set by a standard SNMP
management station; these MIB objects correspond to the
configuration parameters (for more details, Seeple Network
Management Protocol (SNMBh page Book B-41).

This chapter includes the following sections:

e Parameter Conventions.
¢ Parameter Descriptions.

Parameter Conventions

This section describes the conventions for entering parameter values and
returning those values to the supplied defaults.
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Entering Parameter Values

The conventions for entering parameter values depend on the type of
information the parameter defines.

« For parameters requiring an IP address, specify the address in
dot notation as a decimal number (frOrio 255), a hexadecimal
number, or a combination of both: 192.9.200.100,
0xC0.0x9.0xC8.0x64, or 192.9.200.0x64.

* For parameters requiring a yes/no input, use eitharN.
These parameters are not case sensitive.

¢ For parameters that define passwordsntiedmin command
showdisplays only'<set>" or“<unset>"; it never displays the
values entered for the parameters. If you forget a password after
setting it, you can reset it only by using the ROM moretaise
command to erase all of the Annex’s non-volatile memory.

V Saving the configuration to a file (using thigte
command) prevents having to reconfigure the Annex if

non-volatile memory is erased.

e Parameters that require a string for input allow a maximum of 16
characters, unless otherwise specified.
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Setting Parameters to Supplied Defaults

Each configuration parameter, except the Annex’s IP address, has a
default value. Using thea commandset, you can return any parameter
to its default setting (for more details, sston page Book C-24).
Depending on the parameter type, the syntax options are:

Setting Annex 1. setannex annex_parameter 0

Parameters The set annex annex_parameter 0 command sets parameters that

require a numeric value. For example, to set pref_dump _addr to its
default, 0.0.0.0, enter:

command: set annex pref_dump_addr O

2. set annex annex_parameter

The set annex annex_parameter™ command sets all parameters
that require a string value; these parameters default to either a null
string (") or “<unset>" . For example, to set image _name to its
default, a null string ("), enter:

command: set annex image_name

3. setannex annex_parameter default

The set annex annex_parameter default command sets all other
parameters. These parameters are set by choosing either an option
from a known list or a yes/no response. For example, to set
enable_security to its default, N, enter:

command: set annex enable_security default

Setting Interface To set an interface parameter to its default value, ussethinterface
Parameters command:

1. setinterface [ =interface_set ] interface_parameter "@
2 set interface [ =interface_set ] interface_parameter " "
3. setinterface [ =interface_set ] interface_parameter default
1

Setting T1
Parameters

settl t1_parameters
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Setting Parallel
Printer Port
Parameters

Setting
Asynchronous
Port Parameters

Book C-36

To set a parallel printer port parameter to its default value, usethe
printer command:

set printer [ =printer_set ] printer_parameter ~@
2. setprinter [ =printer_set ] printer_parameter "

3. setprinter [ =printer_set | printer_parameter default

To set an asynchronous port parameter to its default value, use the
set [port | asynchronousktommand:

1. set[port|asynchronous][ =port _set] port_parameter @
2. set[port | asynchronous][ =port _set] port_parameter "

3. set[port | asynchronous][ =port_set] port_parameter default

Theset[port | asynchronous] [=port_se] port_parametef@ command

sets parameters that have single-character default values. Enter the
default value as a two-character sequence consisting of the circumflex
characterX) followed by the at sigr@®). For example, to setase word

to its default value, "W, enter:

command: set port erase_word *@

Theset[port | asynchronous] [=port_sel port_parametet" command

sets parameters that require a string; these parameters default to either a
null string (") or“<unset>". For example, to setser_nameto its

default, the null string, enter:

command: set port user_name

Theset[port | asynchronous] [=port_sel port_parametedefault

command sets all other parameters. These parameters are set by choosing
either an option from a known list or a yes/no responseké&jsord

default sets these parameters to their default values. For example, to set
speedto its default, 9600, enter:

command: set port speed default
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Setting All To set all of the Annex’s parameters to the supplied defaults, use the ROM
Parameters monitorerasecommand (see the appropriate Remote Annex Hardware
Installation Guide). This command erases all parameters, including the
Annex’s IP address. After issuimgase you must re-enter the Annex’s
IP address and re-configure the Annex.

Parameter Descriptions

The Annex configuration parameters are grouped by type, e.g., Annex,
interface, etc. Parameters within these groups are further divided by
relative function. Each function has an associated keyword (e.g.,
nameserver, security, time, etc.). Betandshowcommands accept
these keywords as arguments.

» Table C-15 lists the keywords and the associated parameters that
display with theshow annexcommand.

e Table C-16 lists the keywords and the associated parameters that
display with theshow interfacecommand.

« Table C-17 lists the keyword and the associated parameters that
display with theshow printer command.

* Table C-18lists the keywords and the associated parameters that
display with theshow [port | asynchronousicommand.

« Table C-19 lists the keywords and the associated parameters that
display with theshow t1command.

w The LAT-related parameters are visible only whenldhekey
parameter contains the correct key value (for more details, see
Configuring LAT Servicesn page A-409
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The AppleTalk, tn3270 , and dynamic-dialout parameters are visible
only when theoption_key parameter contains the correct key value
(for more details, se&ppleTalkon page A-301tn32700n page

A-214, andP Routingon page A-169).

Table C-15. Keywords for the show annex Command

Keyword Parameters
all Displays all Annex parameters
generic inet_addr, subnet_mask, pref_load_addr, pref_dump_addr,

load_broadcast, broadcast_addr, load_dump_gateway,
load_dump_sequence, image_name, motd_file, config_file,
authoritative_agent, routed, server_capability,
disabled_modules, tftp_load_dir, tftp_dump_name,
ipencap_type, ip_forward_broadcast, tcp_keepalive,
option_key, session_limit, output_ttl, multisession_enable

vcli max_vcli, cli_prompt, vcli_security, vcli_password

nameserver |nameserver_broadcast, rwhod, pref_namel_addr,
pref_name2_addr, name_server_1, name_server_2,
host_table_size, min_unique_hostnames

security enable_security, security_broadcast, pref_securl_host,
pref_secure2_host, network_turnaround,

loose_source_route, acp_key, password, allow_snmp_sets,
lock_enable, passwd_limit, chap_auth_name

time time_broadcast, daylight_savings, timezone_minuteswest,
time_server

syslog syslog_mask, syslog_host, syslog_facility, syslog_port

mop pref_mop_host, mop_password, login_prompt,

login_password, login_timer

lat lat_key, facility_num, server_name, sys_location,
lat_queue_mayx, service_limit, keep_alive_timer,
circuit_timer, retrans_limit, group_value, vcli_groups,
multicast_timer

(continued on next page)
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Table C-15. Keywords for the show annex Command (continued)

Keyword Parameters

appletalk a_router, default_zone_list, node_id, zone

router rip_routers, rip_auth

ipXx ipx_file_server, ipx_frame_type, ipx_dump_username,
ipx_dump_password, ipx_dump_path, ipx_do_checksum

tmux tmux_enable, tmux_max_host, tmux_delay,
tmux_max_mpx

Table C-16. Keywords for the show interface Command

Keyword Description

all Displays all interface routing parameters (rip_send_version,
rip_horizon, rip_next_hop, rip_sub_accept, rip_accept,
rep_recv_version, rip_default_route, rip_sub_advertise,
rip_advertise).

en0 Displays all interface routing parameters for this Ethernet
interface.

asyn Displays all interface routing parameters for this
asynchronous port.

asyn—n Displays all interface routing parameters for this range of

asynchronous ports.

Table C-17. Keyword for the show printer Command

Keyword

Description

all

Displays all parallel printer port parameters (map_to_upper,
printer_width, hardware_tabs, type, , printer_crlf,
tcp_keepalive).
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Table C-18. Keywords for the show [port | asynchronous] Command

Keyword

Parameters

all

Displays all asynchronous port parameters

generic

mode, location, type, term_var, prompt, cli_interface, spe
autobaud, data_bits, stop_bits, parity, max_session_cou
allow_broadcast, broadcast_direction, imask_7bits,
cli_imask?, ps_history_buffer, banner, tcp_keepalive,
dedicated_address, dedicated_port, type_of modem,
default_session_mode, dedicated_arguments,
backward_key, forward_key, multisession_enable

flow

control_lines, input_flow_control, input_start_char,
input_stop_char, output_flow_control, output_start_char,
output_stop_char, ixany_flow_control, need_dsr

timers

forwarding_timer, forwarding_count, cli_inactivity,
inactivity_timer, input_is_activity, output_is_activity,
reset_idle_time_on, long_break, short_break

security

user_name, cli_security, connect_security,
port_server_security, port_password, ipso_class,
ipx_security

vCi

login_port_password, login_timeout

editing

attn_string, echo, telnet_escape, telnet_crlf, map_to_low
map_to_upper, char_erase, line_erase, hardware_tabs,
erase_char, erase_word, erase_line, redisplay_line,
toggle_output, newline_terminal

er,

serial

local_address, remote_address, address_origin, metric,
slip_ppp_security, net_inactivity, phone_number,
do_compression, allow_compression, net_inactivity_unit

[2)

slip

subnet_mask, slip_load _dump_host, slip_allow_dump,

slip_mtu_size, slip_no_icmp, slip_tos as well as the seri
parameters local_address, remote_address, address_or
metric, slip_ppp_security, net_inactivity, phone_number,

3]
igin,

do_compression, allow_compression

(continued on next page)
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Table C-18. Keywords for the show [port | asynchronous] Command (cont'd)

Keyword

Parameters

ppp

ppp_acm, ppp_mru, ppp_security _protocol,

ppp_password_remote, ppp_ncp, as well as the serial

do_compression, allow_compression

ppp_ipx_network, ppp_ipx_node, ppp_username_remot

parameters local_address, remote_address, address_or
metric, slip_ppp_security, net_inactivity, phone_number,

a)

igin,

appletalk

at_guest, at_nodeid, at_security, arap_v42bis

tn3270

printer_host, printer_name

lat

authorized_groups, latb_enable

Table C-19. Keywords for the show t1 command

Keyword

Description

alarmsyslog

Displays parameter setting yssor no. These values
enable or disable the alarm event syslogs.

bypass

Displays parameter setting yasor no. A setting ofyes
removes the T1 engine from the network.

map

Displays mappings for the DSO channels.

ring

for incoming calls.

Displays parameter setting yssor no. A setting of yes
means that an audible ring is sent to the service provi

der

sigproto

settings for each DSO channel.

Displays the inbound and outbound signaling protocol

tl _info

Displays a character string (120 bytes maximum) of
printable ASCII characters that describe installation
information from the service provider.

(continued on next page)
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Table C-19. Keywords for the show t1 Command (continued)

Keyword Description

tdi_distance Displays an integer fror@ to 655that represents the
length of the cable from the T1 Drop/Insert Interface
to the PBX or other equipment.

tdi_framing Displays the super frame format used on the T1 Drop/
Insert Interface ad4 (super frame) oesf(extended
super frame). The default ésf

tdi_line_code Displays the T1 Drop/Insert Interface line code setting
as eithelami or b8zs The default i©8zs
tni_circuit_id Displays the T1 circuit identifier string (120 charctefs

maximum) required by the service provider for
customer service calls.

tni_clock Displays parameter setting la®p, local, or external.
These values represent the source for the T1 clock

tni_esf_fdl Displays parameter setting assior att. These values
represent the Facilities Data Link standard.

tni_framing Displays parameter setting @ or esf These values
represent the superframe format setting on the T1
Network Interface

tni_line_buildout |Displays parameter setting as 0, 7.5, 15, or 22.5. These
values represent the cable loss measurement betwgen
the last line generator and the customer location.

tni_line_code Displays parameter setting asii or b8zs These
values represent the line code used on the T1 Network
Interface.

tni_ones_density |Displays the T1 Network Interface ones density setting
ason or off.

The parameter descriptions that follow are in alphabetical order. The
Software Reference Guide page C-269 provides a series of tables that
list the parameters in functional groupings.
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a_router

The Ethernet address of the network’s A_Router. The Annex uses this
value as a hint at start-up. When a Routing Table Maintenance Protocol
(RTMP) message arrives from this Ethernet address, the Annex gleans
the AppleTalk DDP address from the packet and tries to talk to the
AppleTalk router. The address is a hexadecimal Ethernet address, e.g.,
00-7F-12-33-44-55. The defaultG9§-00-00-00-00-00

acp_key

This Annex parameter defines the encryption key used to exchange
messages between the Annex and the security server. This parameter
works only when thenable security parameter is setand a security
server is defined. The security server maintains the encryption key for
each Annex in thacp_keysfile. The default for this string fsunset>."

V The Annex and the security server can communicate only when this
parameter’s value matches the Annex’s value in the security server's
acp_keysfile.

address_origin
This asynchronous port parameter determines where the Remote Annex

looks to find the local and remote IP addresses to use for the endpoints
of a PPP/IPCP link. Table C-20 describes the options. The defagatiis
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Table C-20. Valid Options for address_origin Parameter

Option Description

acp The Remote Annex passes its own address, and the user name
and port, to the ACP host. The host then determines the logal

and remote addresses for the link by searching for entries in the
acp_dialupfile.

local The Remote Annex uses values set byldbhal addressand
remote_addresgparameters. It does not seaseap_dialup.

dhcp The Remote Annex contacts a DHCP server to obtain a remote
address dynamically on behalf of the remote client. See

Dynamic Allocation of Network Addressaspage A-479 for a
complete explanatiorf his value is valid only when the

port is effectively in PPP mode (e.g., the mode was set to
ppp or theppp command was issued when the port was
in CLI mode). DHCP is not supported with SLIP.

V Whenaddress_originis set taacp, thelocal andremotefield settings
in theacp_dialup file supersede the values set inltteal_address
andremote_addressport parameters (for more details, see
Determining Dial-up Addresses using the acp_dialup @ilgpage
A-482).

This parameter replaces tialup_addressegarameter for Release
13.2 and later. Earlier releases do not recogmilrizess_originand
require the use dfialup_addressesnstead.

alarmsyslog

This T1 parameter enables or disables the T1 alarm event sysl¥gs. A
enables alarm syslogs, Bindisables it. The default ¥

allow_broadcast
This asynchronous port parameter allows an asynchronous port to receive

administrative broadcast messages generated bpthandbroadcast
commands. A enables this parameter,dmisables it. The default ¥
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allow_compression

This asynchronous port parameter allows the Annex to use TCP header
compression on a SLIP or PPP line. Header compression occurs only if
the other side of the serial link initiates compressioN. énables this
parameter, ahl disables it. The default 8.

allow_snmp_sets

This Annex parameter enables the Annex to accept and process SNMP
setcommands. When disabled, the Annex rejects all SN&P
commands; the Annex SNMP agent returns the ewsuch naméor

the first object in theetcommand. AY enables this parameter, ldn
disables it. The default I8.

arap_v42bis

This asynchronous port parameter enables V.42bis compression during
an AppleTalk session. X enables this parameter, ldrdisables it. The
default isY.

at_guest

This asynchronous port parameter allows guests to log into an AppleTalk
session. Wheat_guestis enabled, if a client requests guest access, the
Annex asks ACP for username guest privilege¥. énables this
parameter, ai disables it. The default IS.
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at_nodeid

This asynchronous port parameter defines the node ID hint used for an
ARA client during connection establishment. This parameter value is an
AppleTalk address in the fornet.node The validnetvalues ar® to

65534 The validnodevalues ar® to 254 The default i9.0.

at_security

This asynchronous port parameter turns on ACP service for an AppleTalk
session on this port. When bath security andenable_securityare
enabled, the Annex uses ACP to get security information about the client,
including authentication, logging, and zone access. Becurity is not
enabled, the Annex uses only local security. Anables this parameter,
anN disables it. The default N.

attn _string

This asynchronous port parameter defines a control character sequence
that returns users to the CLI prompt. Users can define a temporary control
character sequence using the Gtty attn commandstty attn ™"

disables the sequence. The default is no control character sequence,
displayed as "'the default for virtual CLI connections@IRL-A ("A).

V If you are running atats[-sm[portg | [tim€] command with a
defined time interval, the Annex ignores an attention string with

multiple characters.
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authoritative_agent

This Annex parameter enables the Annex to send an ICMP Address Mask
reply to a host that broadcasts a subnet mask requ¥senables this
parameter, aN disables it. The default ¥

authorized_groups

This asynchronous port parameter specifies the LAT protocol remote
group codes that are accessible to users on a given Annex port. You can
enterall, none a series of numbers betweg@and255 separated by
commas (e.gl, 5,7 or arange of numbers betwdeand255separated

by dashes (e.gl-5,200-25%followed byenabledor disabled The

default isall disabled

autobaud

This asynchronous port parameter determines whether or not the Annex
automatically detects line speed when a connection is opened and whether
or not it sets matching terminal port characteristics on the next login. This
parameter works only when the Annex is configured as a VMS interface
(i.e., when theli_interface parameter is set tei). For more

information, see thAnnex Interface for VMS Environments
Administrator's GuideA Y enables this parameter, [disables it. The
default isN.

V To disable the autobaud feature, enter a value ingbedparameter
before settin@utobaudto N.
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autodetect_timeout

This Annex parameter specifies the maximum amount of time the Annex
should wait folauto_detectmode to identify an incoming call as PPP. If

the specified number of seconds is exceeded, or ifthe user enters a carriage
return before the call is detected as PPP, the Annex places the user in CLI
mode. Valid values for the parameter are 1 - 60; the default vadde is

backward_key

This asynchronous port parameter specifies a character or string that
reopens the next lower numbered session (already established at your
port) from within the current session without returning to local mode.
When defining this value, use a unique, unused character (such as Control
B) or a string of characters. To clear an existing setting, enter a null string
("). The default is no control character sequence.

On virtual telne) ports, thebackward_keyvalue is limited to one
printable or Control character. If the user tries to set this value to more
than one character, i.e., a string, the setting is ignored and the previous
value is restored.

On non-virtual ports, hackward_key string can range from 1 to 16
characters.

banner

This asynchronous port parameter controls whether or not the Annex
banner and message-of-the-day display on CLI por.efables this
parameter, ail disables it. The default 6.

V This parameter has effect only at the CLI level.

Remote Annex Administrator’s Guide for UNIX



Book C

Chapter 2  Configuration Parameters

broadcast_addr

This Annex parameter defines the IP address for Annex broadcasts. It is
recommended that you set a subnet broadcast address, if possible. In this
case, you set the subnet portion of the broadcast address to match the
Annex subnet address, as determined by the Annex subnet mask, and you
set the host portion of the broadcast address to all one-bits. For example,
if the Annex subnet address is 132.254.9.0, and the Annex subnet mask
is 255.255.255.252, you should set the broadcast address to 132.254.9.3.
To calculate this, subtract the subnet mask from 255.255.255.255. Thus,
in the previous example, you subtract 255.255.255.252 from
255.255.255.255 to arrive at 0.0.0.3.

If your network is not subnetted, you can specify a network broadcast
address. In this case, you set the network portion of the broadcast address
to match the Annex network address, as determined by the intrinsic mask
for the network class. And you set the host portion of the broadcast
address to all 1-bits.

Finally, you can set a limited broadcast address of 255.255.255.255 that
reaches all nodes on the subnet. However, if you have more than one
subnet on the same physical cable, the Annex will broadcast to all nodes
on all of the subnets. This can be troublesome if some of the subnets or
nodes do not recognize the broadcast.

The default fobroadcast _addris 0.0.0.Q which Annex RIP routing
does not support (because most hosts do not recognize it).
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broadcast_direction

This asynchronous port parameter defines the direction in which an
administrative broadcast message is sent on a port. The options are
network or port; the default igport. This parameter is valid only for a

slaveport (defined by thenode parameter).

If you specifynetwork, the Annex sends administrative broadcast
messages out the network side of the connection to the initiator. If you
specifyport, the Annex sends broadcast messages out the port side of
the connection.

bypass

This T1 parameter is used to remove the T1 engine from the network.
Whenbypassis set toY, the T1 engine is off-line and the T1 Network
Interface (T1NI) and the T1 Drop and Insert Interface (T1DII) are
physically isolated from the T1 engine. When bypass is Sétttee T1
engine has no effect on the T1 circuit. When bypass is détthe T1
engine is attached to both the T1INI and the T1DII. The defa¥lt is

chap_auth_name

This Annex parameter defines the character string that is usedNasiibe
field entry when issuing a CHAfRallengeover a PPP link. The minimum
string length is one character and the maximum string length is 16

characters; the default éhap.

V Change the default value:

< If you want the remote end of the PPP link to pick a secret
token that depends on the received name.

« If you want to achieve the highest level of security.
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char_erase

When this asynchronous port parameter is enabled, the Annex echoes
both the character erase and the word erase characters for a video
terminal; i.e., the previous character (or word) looks as if it has been
erased. AY enables this parameter, lrdisables it. The default ¥

Whenchar_eraseis disabled, the Annex echoes the erase characters for

a hard-copy terminal. It echoes the first erase character as a “\" followed
by the deleted character. Each additional use of the erase character deletes
and displays another character. The first character typed (other than the
erase character) echoes a “/” and the character, e.g., typing
“asdf<Delete><Deleteg”’ echoes asdsdf\fd/g.”

V This parameter has effect only at the CLI level.

circuit_timer

This Annex parameter defines the time interval in tens of milliseconds
between the transmission of LAT packets (e.g., if you entée time
interval will be 90 milliseconds). Allowable values range frbio 25.

The default value i8 (80 milliseconds).

cli_imask7

When this asynchronous port parameter is enabled, the Annex masks CLI
input to seven bits. The Annex masks input only at the CLI. When
cli_imask?7 is disabled, the Annex expects eight-bit ASCII inpuly A
enables this parameter, Brdisables it. The default ¥
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cli_inactivity

This asynchronous port parameter specifies the amount of time in minutes
that the Annex remains idle before disconnecting a CLI session from a
port. Unlike theinactivity timer, this timer does not disconnect a CLI
session with active jobs. Allowable values range ffofar off) to 255
minutes ofimmediate. The default i®.

Enteringddisables the timer; enteri@gg5causes the Annex to disconnect
as soon as it exits from its last job. Enteiimgnediate causes the Annex
to hang up the port immediately after exiting the last job.

cli_interface

This asynchronous port parameter allows you to control the prompt that
appears for VMS or UNIX environments. Allowable values\aieand
uci. The default isici.

When set tarci, theLocal> prompt is displayed followed by the
Username>prompt; theuci setting provides a standard UNIX interface
(with prompts defined by theli_prompt andprompt parameters).

cli_prompt

This Annex parameter defines the Annex prompt for all CLI users. This
parameter uses formatting codes consisting of the percent character (%)
and a single lowercase letter. You can combine up to 16 of these codes
(e.g.,%a%aq. You can also enter text that will appear in the prompt as
long as the entry as a whole does not exceed 32 characters. The default
prompt is %a%c (the strirgnnex). Table C-21 lists the formatting

codes.
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Table C-21. Formatting Codes for Annex Prompts
Code Expansion
%a The stringannex
%c A colon followed by a space.
%d The current date and time in the following format:
Mon Mar 14 13:59:42 1991.
%i The Annex’s IP address.
%] A new line character, skip to the beginning of the next line.
%l The location defined for the port; if none, the styogt nn,
wherennis the number of the serial line.
%n The Annex’s name, if known, or the IP address.
%p The port number, or the virtual CLI connection numberrin
form, wheren is the virtual CLI connection number.
%r The stringport.
%s A space.
%t The current time in 24-hour format.
%u The user name defined for the port; if none, a null string.
cli_security

This asynchronous port parameter enables user authentication by the
host-based ACP server for all CLI connections. When disabled, you
cannot use any Annex security mechanism other than the administrative

password for CLI ports. X enables this parameter,ldisables it. The
default isN.

Whencli_security is enabled, the Annex logs PPP/SLIP logins/
logouts to the ACP log file.
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config_file

This Annex parameter defines the file name for the configuration file
maintained on the load host. This file contains information about
gateways, rotaries, macros, and services; it must reside in the directory
usr/spool/erpcd/bfs The default file name onfig.annex

connect_security

This asynchronous port parameter enables the host-based security policy
for access from the CLI to the network (usiatmet andrlogin only). If
connect_securityis enabled, the user must receive authorization to
connect to a host on the network. The supplied security policy scans the
file /install-directory/acp_restrict to authorize a connection to a host
from the Annex. If authorization is not granted, the connection is not
made. AY enables this parameter, lrdisables it. The default IS.

control_lines

This asynchronous port parameter defines the type of hardware control
lines used on this port. Table C-22 describes the valid options; the default
isnone

Table C-22. Valid Options for the control_lines Parameter

Option Description

both Allows both flow control and modem control.

flow_control Configures the control lines for flow control (RTS/
CTS), but does not activate hardware flow control.

modem control Configures the control line for modem control using
DTR/DCD/DSR hand-shaking.

none Does not implement hardware control lines.
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data_bits

This asynchronous port parameter defines the number of data bits in a
character. This value does not include the start, stop, or parity bits.
Allowable values aré through8. The default is.

daylight_savings

This Annex parameter defines the daylight savings time for your
geographic location. The Annex uses this parameter to adjust the time
display for daylight savings time. Valid options ag australian,

british, canadian east_europeanmid_european west_european
andnone the default isus.

dedicated_address

This asynchronous port parameter, along withdéngicated port
parameter, defines one host and one TCP port to which this port can
connect. To use this parameter, settioeeparameter tdedicated The
dedicated_addresss the host’s IP address. The defaul®.i3.0.0

V This parameter is obsolete; it has been replaced with
dedicated_argumentgseededicated_argumentsn page A-55).

dedicated arguments

This asynchronous port parameter defines the command line arguments
used for dedicated ports. The parameter accepts a 100-character string.
Use this parameter in conjunction with thede(seemodeon page A-75)
anddedicated_portparameters. The default isall string ().
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dedicated_port

This asynchronous port parameter selects the application name or TCP
port number to which this port can connect. The optiornebret, rlogin,
call, or a TCP port number. The defaultéiet.

V If port 5B (login) is selected, the Annex uses BBayin. If a port in
the 7000 to 7999 range is selected, the Annex uses TCP. Otherwise,
the Annex usetelnet.

For more details on configuring the Annex for use with dedicated ports,
seeDedicated Port®n page A-62.

default_zone_list

This Annex parameter contains the zone list that is sent to AppleTalk
clients in case of an ACP failure. The string size ranges from 1 to 100
characters. You must use spaces to separate zone nameg (el
engineering lalh To escape embedded spaces within a zone name, use
the backslash (\) character. If you do not set this parameter, the Annex
provides the network zone list. The default isul string ("").

default_session_mode

This asynchronous port parameter defines the default session mode when
the VMS interface is configured (i.e., wheln interface is set tovci).

Valid options arénteractive, passthru, passall ortransparent. The

default isinteractive.
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dhcp_broadcast

This Annex parameter enables and disables the use of DHCP broadcast
messages; a DHCP proxy client will use it to determine if it can generate
DHCP broadcast messages as a means of “discovering” a DHCP server.
The options for the parameter &fer N, N being the default (i.e., the
broadcast of DHCP messages is disabléiayp_broadcastfunctions
consistently with all other broadcast parameters defined in the system.

disabled _modules

This Annex parameter allows you to disable individual software modules
to free memory space. If you enter more than one module, separate
module names using commas. Valid optionsaamin, atalk, dialout,

edit, fingerd, ftpd, ipx, lat, nameserver ppp, slip, snmp, tn3270, tstty,

vci, all, ornone The default izci (disables the Annex VMS interface).

ﬁ You should exercise extreme caution when disabling modules:

e Entering a null string (") sets this parameter to its default
value.

» If disabled_moduless set to a value other thanne and
server_capability includes the operational image, no
modules are disabled; a syslog message announces this
override.

« Thevci option disables the Annex interface for VMS
environments along with the following commands:
backwards, change clear, crash, define disconnect
forwardlis, forward, list, logout, resume set, show

¢ Iflat_keyis invalid andserver_capabilityis set taone, the
LAT code is freed for use by the system.
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« Disabling LAT also disables the CLI commarsdsvices
connect andqueue

» Disablingadmin andsnmpcan cause problems if host-based
nais not available. To change parameters in this case, return
to monitor mode, erase the parameters in non-volatile
memory, and reconfigure the Annex.

« Disablingdialout also disables filtering.
do_compression
This asynchronous port parameter starts TCP/IP header compression on
a SLIP link. When enabled, the Annex negotiates for TCP/IP compression

for both sides of the connectionYAenables this parameter,ddisables
it. The default isN.

echo
This asynchronous port parameter directs an Annex to echo all characters

as a user types. This echo occurs only at the CLI levéleAables this
parameter, ail disables it. The default ¥

enable_security
This Annex parameter activates the security system. To enable any

security features, set this parameteYtd Y enables this parameter, an
N disables it. The default .

erase_char

This asynchronous port parameter defines a control character sequence
forthe CLI erase character. The default idibketekey (displayed a=).
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erase_line

This asynchronous port parameter defines a control character sequence
for the CLI line erase character. The defauttigL-u (*U).

erase_word

This asynchronous port parameter defines a control character sequence
for the CLI word erase character. The defauttieL-w (*w).

facility_num

This Annex parameter identifies a LAT host by number. Allowable values
range from0 to 32767 The default value i8.

forward_key

This asynchronous port parameter specifies a character or string that
reopens the next available, higher numbered session already established
at your port. When defining this value, use a unique, unused character
(such as Control F) or a string of characters. To clear an existing setting,
enter a null string (™). The default is no control character sequence.

Onvirtual telne) ports, thdéorward_key value is limited to one printable

or Control character. If the user tries to set this value to more than one
character, i.e., a string, the setting is ignored and the previous value is
restored.

On non-virtual ports, forward_key string can range from 1 to 16
characters.
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forwarding_count

This asynchronous port parameter controls Annex port behavior for
received characters. When set to a number other than zero, the port does
not forward characters until it receives the specified number of characters.
When set to zero, the port uses the value irfidivearding_timer

parameter. Allowable values range fr@ro 255 The default i9.

w If you use botHorwarding_count andforwarding_timer, the
Annex uses the value that occurs first.

Settingforwarding_count to one offorwarding_timer to zero may
have a severe effect on the network when heavy serial input occurs.

forwarding_timer

This asynchronous port parameter sets the amount of time in ten
millisecond (ms) intervals that can elapse before an Annex forwards
received data. If new data arrives before the timer expires, the Annex
resets the timer. Allowable values range fi@ta 2550r off. The default
is5 (50 mg; if you set the value 10, the Annex uses.

V If you use botHorwarding_count andforwarding_timer, the
Annex uses the value that occurs first.

Settingforwarding_count to one offorwarding_timer to zero may
have a severe effect on the network when heavy serial input occurs.
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group_value

This Annex parameter specifies the LAT protocol remote group codes
that can access local services offered by an Annex. To access these
services, the Annex must have at least one enabled group code that
matches the service’s group codes. Valid optionalaneone a series of
numbers between 0 and 255 separated by commas, or a range of numbers
between 0 and 255 separated by dashes, followeaidhtedordisabled

The default isall disabled

hardware _tabs (asynchronous)

This asynchronous port parameter allows the Annex to convert ASCII tab
characters to the correct number of spaces when a terminal does not
support hardware tabs. This occurs only at the CLI lev¥.ehables

this parameter, aN disables it. The default ¥

hardware_tabs (parallel)

This parallel printer port parameter enables the printer to use hardware
tab stops. When disabled, the Annex converts a tab character to the
number of spaces necessary to reach the next tabyseomables this
parameter, ahl disables it. The default M.

host_table_size

This Annex parameter defines the number of entries allowed in the host
table. Allowable values range frobrto 255 Entering255allows an

unlimited number of entries; enteri@g4indicates that there is no host
table. In this case, the Annex requires a name server to resolve every host
name. The default i84.
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image_name

This Annex parameter defines the file hame containing the operational
code that loads by default when you boot an Annex. The string size ranges
from 0 to 100 characters. The default isufl string (™).

imask_7bits

This asynchronous port parameter enables an Annex to mask input to
seven bits. When disabled, the Annex expects eight-bit ASCII input. This
parameter has no effect on transmitted characteYseAables this
parameter, ai disables it. The default IS.

V SLIP and PPP will not work if this parameter is enabled.

inactivity _timer

This asynchronous port parameter specifies the number of minutes that
a port can remain inactive. If the timer expires, the Annex terminates all
sessions and resets the port.

You can use thmput_is_activity andoutput_is_activity parameters to
define activity as input to the port or output from the port. Setting these
parameters thl causes the timer to run independent of activity. Allowable
values range fror to 255. The default i (timer disabled).

If you want a port to reset after a given number of minutes, regardless of
any activity, you must also set the following parameters:

inactivity _timer X
input_is_activity N
output_is_activity N

type dial_i
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These setting are required because the timer does not start until one of
the following events occur:
1. Inputoccurs and input_is_activity is setto Y.
Output occurs and  output_is_activity is setto Y.

A port with type set to dial_in starts (regardless of the value of
the control_lines parameter).

inet_addr

This Annex parameter defines the Annex’s IP address. This 32-bitaddress
contains four 8-bit fields separated by periods. Each field contains a
number ranging from 0 to 255 or a hexadecimal number. The IP address
always displays in decimal notation. This parameter has no default.

input _flow _control

This asynchronous port parameter specifies the method of flow control
for input received from a device connected to an asynchronous port.
Table C-23 describes the valid options; the defaldels

Table C-23. Valid Options for the input_flow_control Parameter

Option Description

bell The Annex rings the terminal bell (serd® when its input
buffer is full.

eia Flow control is delegated to a lower level (e.g., a parallel part).

Thecontrol_lines parameter must be setftow control or
both, and the device must be wired appropriately.

start/stop |Designates flow control by recognizing xon and xoff
characters. This action is independent ofdbetrol_lines
parameter setting.

none Disables flow control; characters are lost if the buffers
overflow.
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input_is_activity

This asynchronous port parameter defines activity as input. When
enabled, the Annex sets the inactivity timer when it receives input at the
port. AY enables this parameter, drdisables it. The default ¥

input _start _char

This asynchronous port parameter defines the control character sequence
that restarts input if thimput_flow_control parameter is set &tart/
stop. The default iTRL-Q (*Q).

input _stop _char

This asynchronous port parameter defines the control character sequence
that stops input if thmput_flow_control parameter is set giart/stop.
The default iCTRL-S (*S).

ipencap_type

This Annex parameter specifies whether the Annex LAN interface
encapsulates IP packets in the Ethernet Version 2 format or the IEEE
802.3 Data Link Layer format. The values for this parametatheznet
orieee802 The default igthernet
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ip_forward_broadcast

This Annex parameter allows an Annex to broadcast a packet to the SLIP
or PPP interfaces. When the Annex receives a packet sent to a broadcast
address (except 0.0.0.0 and 255.255.255.255), it scans the list of installed
interfaces and matches the broadcast address against the interface’s
remote address using a subnet or net mask. If these addresses match, the
Annex copies the packet to that interface. When disabled, the Annex does
not scan the interface list and does not copy broadcast packéts. A
enables this parameter, Brdisables it. The default M.

ipso_class

This asynchronous port parameter specifies the U.S. Department of
Defense basic IP Security Option (IPSO) classification level included in
TCP packets generated locally on Annex CLI, dedicated, or adaptive
asynchronous ports.

The option is not added to locally generated ICMP messages, RIP
updates, or other system packets. The Annex does not check incoming
packets for the presence of the IPSO. Valid options for the classification
level aretopsecret secret confidential, unclassified andnone. If you
specifynone, no IPSO classification is added. The defautioise

ipx_do_checksum

This Annex parameter controls whether or not the Annex enables an IPX
checksum. A enables this parameter, irdisables it. The default is.
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ipx_dump_password

This Annex parameter contains a user password for logging on to the
Novell file server before the Annex sends a dump file to the server. The
string size ranges from 0 to 16 characters. The defditiset>".

ipx_dump_path

This Annex parameter specifies the full pathname that stores the uploaded
Annex dump image on the Novell file server. The string size ranges from
0 to 100 characters. This parameter has no default value.

ipXx_dump_username

This Annex parameter provides a user name for logging on to the Novell
file server before the Annex sends a dump file to the server. The string
size ranges from 0 to 48 characters. This parameter has no default value.

ipx_file_server

This Annex parameter contains the name of the Novell file server from
which the Annex boots. The string size ranges from 0 to 48 characters.
This parameter has no default value.

ipx_frame_type

This Annex parameter defines the framing used for IPX packets on the
Ethernet interface. Valid options agthernetll, raw802_3 802_2 or
802_2snap The default isaw802_3
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IpX_security

This asynchronous port parameter controls whether or not IPX security
is enabled on the port. A enables this parameter, ldrdisables it. The
default isN.

ixany_flow_control

This asynchronous port parameter treats any input character as a start
(XON) character, if output has been suspended by a stop (XOFF)
character. AY enables this parameter, drdisables it. The default IS.

keep_alive_timer

This Annex parameter defines the number of seconds between the
transmission of identification packets during times of network inactivity.
This parameter works only for the LAT protocol. The packets serve only
as notices to remote nodes that the host's services are available. Allowable
values range fror0 to 255 (seconds). The default29 (seconds).

lat_key

This Annex parameter restricts access to LAT-related Annex commands,
parameters, functions, and the LAT protocol within the Annex. Each
Annex requires a unigue key value (contact your supplier to obtain a LAT
key). After setting the key, your system administrator must reboot the
Annex.
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lat_queue_max

This Annex parameter limits the number of HIC requests that the Annex
can queue. This parameter affects only the operation of HIC requests
received after changing the parameter’s value and setting LAT. Allowable
values range frorhito 2550r none (enteringnonesets the value 255).

The default value i4.

latb_enable

This asynchronous port parameter enables the Annex to decode a LAT
hosts’s data-b packet. Data-b packets change certain asynchronous port
parameters (see your LAT host’s documentation for more detaié). A
enables this parameter, Brdisables it. The default M.

V If latb_enableis set toY and the LAT host sends a data-b slot
message requesting that flow control (XON/XOFF) be turned off, the
Annex turns off flow control and passes XON/XOFF characters to the
host. This scenario can adversely affect both XON/XOFF and the
cursor keys on the terminal.

line_erase

This asynchronous port parameter allows an Annex to echo line erase for
a video terminal. When enabled, the Annex erases all characters on the
line and moves the cursor back to the beginning of the line. When
disabled, the Annex echoes the line erase character for hard-copy
terminals, making the deleted line visible and positioning the print head
at the beginning of the next line. The line erase occurs only at the CLI
level. AY enables this parameter, Mrdisables it. The default ¥
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load broadcast

This Annex parameter defines, during a boot, whether or not the Annex
requests the configuration or message-of-the-day files from other hosts
on the network if any or all of the files are not available on the preferred
load host. AY enables this parameter, drdisables it. The default &

load_dump_gateway

This Annex parameter specifies the gateway’s IP address. A gateway is
required if the preferred load or dump host is on a different network or
subnet than the Annex. The defaul®i6.0.0(no gateway).

load _dump_sequence

This Annex parameter specifies available network interfaces (Ethernet,
SLIP, or self) and the order in which they are used for a down-line load
or an up-line dump. You can list more than one interface by using commas
to separate interface names. Table C-24 describes the valid options.

Table C-24. Valid Options for the load_dump_sequence Parameter

Option | Description

net For use with a local area network. This is the default value.

slnn |For use with a SLIP line, wherm is the number of the serial port.

self  |Instructs the Annex to boot its image from the Flash ROMs. Sinc¢e
the Annex cannot dump back to itself, when bootingeld always
have a secondary load/dump interface by setting
load_dump_sequencdo self,netor self,sihn.
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local _address

This asynchronous port parameter defines the IP address for the
asynchronous port on the Annex side of a link. This IP address is used
whenever SLIP or PPP is in effect for the port (for example, because the
mode parameter is set &ip or ppp, or because the mode is set to
auto_detectand SLIP or PPP is detected). The defauwdt@s0.0

location

This asynchronous port parameter defines an asynchronous port location
or description that displays with the Gltho command. The string size
ranges from 0 to 16 characters. The defaultnalbstring (™).

lock _enable

This Annex parameter enables any port to use the Annex Interface for
VMS Environment'dock command. AY enables this parameter, lin
disables it. The default IS.

login_password

This Annex parameter specifies the password for all ports using a VMS
interface. The string size ranges from O to 16 characters. For security
reasons, the Annex displays this valué<as®t>" or “<unset>." The

default is*<unset>."

V This parameter works only wheti_interface is set tovci and
login_port_passwordis set toY.
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login_port_password

This asynchronous port parameter enables the port password when the
VMS command interface is configured (i.e., wieéninterface is set to
vci). AY enables this parameter, Hrdisables it. The default .

login_prompt

This Annex parameter defines the prompt that appears for all ports using
a VMS interface. The string size ranges from 0 to 16 characters. The
default is the # symbol.

V This parameter works only whetfi_interface is set tovci.

login_timer

This Annex parameter specifies the number of minutes a port using a
VMS interface can remain inactive. Valid values @through60
(minutes). Enterin@ sets the timer to 30 minutes. The defauBds

V This parameter works only whel_interface is set tovci.

login_timeout
This asynchronous port parameter enables a login timer when the VMS

command interface is configured (i.e., whdininterface is set tovci).
A'Y enables this parameter, Hrdisables it. The default IS.
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long _break

This asynchronous port parameter enables an Annex to return a user to
the CLI prompt after receiving a break signal of more than two seconds.
When disabled, the Annex passes the break to the local applicatfon. A
enables this parameter, Brdisables it. The default ¥

loose source route

This Annex parameter controls the Loose Source Routing protocol which
defines a sequence of IP addresses that a datagram must fofow. A
enables this parameter, Brdisables it. The default ¥

When enabled, The Annex forwards all IP packets that haueothse
Source Routing and Recargtion set. The Annex forwards all IP packets
that have thé&trict Source Routing and Recangtion set only if the next
routing address is directly reachable by the Annex. Otherwise, the Annex
drops these packets and sends an ICMP Dgstination Unreachable
message with a code 8burce Route Failed

When disabled, the Annex will not forward any IP packets that have the
Strict Source Routing and RecardLoose Source Routing and Record
options set. The Annex accepts these packets only if the Annex itself is
the ultimate destination. If the packets are not addressed to the Annex,
they are dropped and the Annex sends an ICMPDgstination
Unreachablemessage with a code 8burce Route Failedill to the
originator.

V Loose source routing can pose a security risk if you use filters on your
network router. If you are concerned with security, set this parameter
toN.
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map

This T1 parameter controls the mapping of the modems to the T1 Drop
and Insert Interface (T1DIl) and the T1 Network Interface (T1NI) DSO
channels. The modems can be mapped to any unoccupied sloton the T1NI
or the T1DII. The T1NI and the T1DIl can be mapped to each other on
channels that are not occupied by modems. Table C-25 lists the options
that are used with thmap parameter.

Table C-25. Options for the map Parameter

Option Description

map_val modem_numbel These options map an interface channel to a
modem. Thenap_valoption defines the
interface as:

ds1_modemfor the T1 Network Interface (the
DSO0 channel).

di_modemfor the Drop/Insert Interface.

Themodem_numbesption must be specified.
Themodem_numberalue ranges from 1 to 24|

map_val Themap_valoption by itself maps the T1
Network Interface to the Drop/Insert Interface.
Themap_valdefines the type of channel as
data, voice, orunused

map_to_lower

This asynchronous port parameter enables an Annex to convert uppercase
characters sent from a terminal into lowercase characters. This conversion
occurs only at the CLI level. Enable this parameter for older terminals
that do not support lower case characters.gnables this parameter, an

N disables it. The default .
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map_to_upper (asynchronous)

This asynchronous port parameter enables an Annex to convert lowercase
characters sent to a terminal into uppercase characters. This conversion
occurs only at the CLI level. Enable this parameter for older terminals
that do not support upper case charactehé efhables this parameter, an

N disables it. The default IS.

map_to_upper (parallel)

This parallel port parameter enables an Annex to convert lowercase
characters sent to a terminal using the CLI into uppercase characters.
Enable this parameter for older terminals that do not support upper case
characters. A enables this parameter, ldrlisables it. The default is.

max_chap_chall_int

This Annex security parameter enables the RA 6300to re-issue a CHAP
challenge to a remote node at random times during the course of a PPP
connection. The parameter itself specifies the maximum number of
seconds in the interval from which the RA 6300 randomly chooses the
timesto re-issue the challenge. Valid value9&wé5535approximately

18.2 hours). For example, a value of 60 specifies an interval ranging from
one to 60 seconds. The defaul®jsvhich disables the re-issuing of
challenges.

max_session_count

This asynchronous port parameter specifies the number of active sessions
(jobs) allowed per port. The allowable values range ftdm16. The
default is3.
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max_vcli

This Annex parameter determines the maximum number of virtual CLI
connections the Annex can create at a time. Allowable values are the
stringunlimited or a decimal number fro6to254. A value of0 prevents
any virtual CLI connections. The defaultuslimited.

metric

This asynchronous port parameter defines the hop count to the remote
end of the asynchronous line when thede parameter is set &lip or

ppp. Modify this parameter only if you want the Annex to use a route
other than the SLIP or PPP interfaces to the remote end. Allowable values
arelto 15 The default id.

min_unique_hostnames

This Annex parameter determines whether or not you can identify a host
in the host table by entering a minimal string rather than the full host
name. AY enables minimum uniqueness,Mulisables it. The default

isY.

mode

This asynchronous port parameter sets the mode for access to an
asynchronous port. It determines whether access is initiated by a device
connected to the Annex or from the network through the Annex to the
device. Table C-26 describes the valid options; the defatiit is
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Table C-26. Valid Options for the mode Parameter

Option Description

adaptive Allows a port to have botblaveandcli capabilities. If a
connection is initiated on the serial side, the port emters|
mode; if a connection is initiated via a port server, the p
entersslavemode.

arap Allows a port to perform as a network interface
using ARAP.

auto_adapt  |Allows a port to detect whether packets are incoming o

outgoing. For incoming packets, the port behaves as if
were inauto_detectmode. For outgoing packets, it
operates irslavemode.

auto_detect

Allows a port to identify an incoming packet'’s protocol ar
to convert to IPX, PPP, ARAP or CLI.

d

cli

Allows a port connected to a terminal or incoming mode
access to the CLI. The CLI provides access to the netw
and connections to other hosts via tdleet, connect
rlogin andtn3270 commands.

Thetn3270command is available only if tregption_key
parameter is set to the correct value for the Annex.

m
ork

connect

Allows a port to communicate with a LAT host via the
connectcommand. This option works with the
dedicated_argumentsparameter.

dedicated

Allows a port to communicate only with one specific hos

defined using thdedicated_addressanddedicated_port
parameters. Communication can beteiaet or rlogin,
but not viatn3270 or connect

—

D

ipXx

Allows dial-in Novell access.

ndp

Allows Novell dial-in, dial-out, and routing.

ppp

Allows a port to perform as a network interface using P
IP packets are encapsulated by PPP.

(continued on next page)
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Table C-26. Valid Options for the mode Parameter (continued)

Option Description

rlogin Allows a port to communicate via thiegin command.Use
this option in conjunction with the asynchronous port
parametededicated _arguments

slave Allows port access through the port server. This mode

provides Annex login lines for hosts that have no Ethernet
interface and/or that require access to modems and serial line
printers attached to the Annex. It does not provide access fto
the CLI.

slip Allows a port to perform as a network interface using SLIP.|IP
packets are encapsulated by SLIP.

telnet Allows a port to communicate via thelnet command.Use
this option in conjunction with the asynchronous port
parametededicated_arguments

tn3270 Allows a port to communicate via th@3270command. Use
this option in conjunction with the asynchronous port
parametededicated_arguments

unused The port has no connection; the Annex ignores it.

V You should mark a port as unused if it is not connected to
a device.

mop_password

This Annex parameter contains the MOP maintenance password. In this
8-byte password, each byte consists of two hexadecimal digits. The string
size ranges from O to 16 characters. For security reasons, the Annex
displays values as “<set>" or “<unset>.” The defautkisnset>."
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motd_file

This Annex parameter defines the file name for the message-of-the-day
file maintained on the load host. The string size rangesOrm 6
characters. The default file nameristd; the file resides in the directory
chosen during the host installation process (typically
lusr/spool/erpcd/bfy.

multicast_timer

This Annex parameter defines the number of seconds that can elapse
between service announcement transmissions for the LAT protocol.
Allowable values range frorh0 to 180 (seconds). The default 39.

multisessions_enable (Annex)

This Annex parameter allows multisessions to be managed on a terminal
server basis. When enabled, terminals that support DEC’s Terminal
Device/Session Management Protocol (TD/SMP) can display two active
windows simultaneously over one communication lin&. énables this
parameter, ai disables it. The default IS.

multisessions_enable (asynchronous port)

This asynchronous port parameter allows multisessions to be managed
on a per port basis. X enables this parameter, Erdisables it. The
default isN.
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name_server_1

This Annex parameter defines the type of name service used with the
primary name server. When using this parameter, you must specify a host
using thepref_namel_addr The options ardns, ien_116ornone The
default isnone

name_server_2

This Annex parameter defines the type of name service used with the
secondary name server. The service type specified with this parameter is
queried if the type specified wittame_server_1is not available. When
using this parameter, you must specify a host ysiaff name2_addr

The options arens, ien_116 ornone The default isone

nameserver_broadcast

This Annex parameter defines whether or not the Annex broadcasts a
name server request if the preferred name servers do not respénd. A
enables this parameter, Hdisables it. The default 1.

need_dsr

This asynchronous port parameter allows an Annex to use the DSR (Data
Set Ready) signal to determine whether a device is attached to the
corresponding asynchronous line. The Annex will not allow connection
to a slave port and will not activate the CLI until the DSR signal is active.

If DSR is deactivated, the connection to a slave line is terminated and the
CLI is deactivated.
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When disabled, the DSR signal is not required to connect to a slave line,
and DSR is not required to activate a CLI line (¢lelem Signalsen

page A-99 for details on usimgeed_dsrin conjunction with modem
control). DSR is always considered active on ports that do not have a DSR
signal (ports with partial modem control lines)YAenables this

parameter, ahl disables it. The default Is.

net_inactivity

This asynchronous port parameter defines the amount of time that
network protocols (e.g., SLIP, PPP, ARAP) running on the serial line can
remain inactive before the port is reset. Valid option®&0255 a zero
value indicate®ff. The default i© (off).

Use this parameter in conjunction witat_inactivity_units.

w Since the accuracy of the inactivity timer is within five seconds, if
net_inactivity_units is set to seconds, we recommend using a value
for net_inactivity that is a multiple of five.

net_inactivity_units

This asynchronous port parameter defines the units of time used for the
port’s inactivity timer. Valid options arminutesorsecondsThe default
is minutes.

Use this parameter in conjunction witht_inactivity.

V If you are using an ISDN line, it is important to set_inactivity to a
small value, such &0, andnet_inactivity units to seconds
otherwise, you may incur high costs from your ISDN service
provider.
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To set an inactivity timer of two minutes, set:

net_inactivity_units=minutes
net_inactivity=2

To set an inactivity timer of 30 seconds, set:

net_inactivity units=seconds
net_inactivity=30

An inactivity timer can be set to the following combinations:

0 to 4 minutes 15 seconds (= 255 seconds) in 1 second intervals
0 to 4 hours 15 minutes (= 255 minutes) in 1 minute intervals

network_turnaround

This Annex parameter defines the approximate number of seconds that
an Annex waits for a response from a security server (an algorithm defines
the actual time which typically is longer than the defined value). This
parameter works only when tle@able security parameter is set t@.
Allowable values range frorhto 255 The default i.

Setting this parameter to a high number is not recommended unless a
large timeout value is required for contacting (for security) slow hosts or
waiting for a slow host's response to a security request.

newline_terminal

This asynchronous port parameter interprets carriage returns and line
feeds atthe CLI level. When enabled, a line feed terminates both the input
and the output lines. When disabled, a carriage return or a line feed
terminates the input line and a carriage return followed by a line feed
terminates output lines. A enables this parameter, ldmlisables it. The
default isN.
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node id

This Annex parameter specifies the address the Annex tries to acquire at
start-up. If this address is in use, the Annex must acquire a new node ID.
Thenode _idis an AppleTalk address in the format.node Valid net

values aré to 65534 valid nodevalues ar® to 254 The default i9.0.

option_key

This Annex parameter enables the following features:

* The AppleTalk-specific functions and parameters.
¢ The CLItn3270command.

» dial-out routing and filtering.

« IPX.

These features are available separately or in any combination. Each
Annex requires a unique key value for the feature(s) you choose; contact
your supplier to obtain aoption_key value.

output _flow _control

This asynchronous port parameter defines the method that a device uses
to stop output from an Annex. Table C-27 describes the valid options; the
default isstart/stop.
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Valid Options for the output_flow_control Parameter

Option

Description

bell

Comparable to setting the parametendne

eia

Selects hardware flow contreiiaworks only if thecontrol_lines
parameter is set fitow control or both and the device is wired

properly.

start/
stop

Specifies XON/XOFF flow control (independent of the
control_lines parameter). Upon receiving XOFF
(output_stop_chan, the Annex stops sending output to the
device. Upon receiving XONb(itput_start_char), the Annex
starts sending output to the device. The Annex removes thes
characters from the data stream.

both

Specifies both in-band (XON/XOFF) and out-of-band (CTS/RT
flow control (if control_lines is set tcflow_control or both).

Both flow controls are independent; data flows out of the port
only if CTS is high and the last received character was XON.
Receiving XOFF or dropping CTS stops output (Annex to
device) flow.

S)

none

Specifies no flow control; characters are lost if the buffers
overflow.

output_is_activity

This asynchronous port parameter defines activity as output. When
enabled, the Annex resets the inactivity timer when it sends output from
the port. If the lingype is hardwired, the Annex also places an entry in
thewho table. AY enables this parameter, lrdisables it. The default

is N.
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output _start _char

This asynchronous port parameter defines the control character sequence
that restarts output dutput_flow_control is set tostart/stop. The
default iSCTRL-Q (*Q).

output _stop char

This asynchronous port parameter defines the control character sequences
that stops output if theutput_flow_control parameter is set start/
stop. The default i£TRL-S (*S).

output _ttl

This Annex parameter sets the time-to-live (TTL) for packets the Annex
generates for RIP updates. TTL is a field in IP packets that limits their
lifetime on the network. Each time a packet crosses a router, the router
decrements the packet's TTL by 1. When the value reaches 0, the packet
is discarded. Allowable values range frarto 255 The default i$4.

parity

This asynchronous port parameter defines the type of parity that the
asynchronous port uses. The optionseae odd, ornone The default
isnone
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password

This Annex parameter modifies the Annex’s administrative password.
This password is used for access to the superuser CLI commands and for
administrative access to an Annex. It overrides thel@iK and virtual

CLI passwords. The string size ranges from 0 to 15 characters.

V If the Annex is configured with an IP address, the default
administrative password is the Annex’s IP addiess
dotted-decimal notation

If the Annex is not yet configured with an IP address and the
administrative password has not been modified (either via this
parameter or via the Clpasswdcommand), the default password is
a null string("").

If the Annex is not configured with an IP address and boots via MOP,
IPX, or from FLASH ROM, the default password is a null st(iiy

and entering a carriage return at Basswordorompt places you in
superuser mode.

Even ifpasswordis not set, the default administrative password is
required to access the superuser CLI commands.

Changes to this parameter take effect immediately.

passwd_limit

This Annex parameter defines the maximum number of times a user can
try to enter a password before an Annex resets the port. Entering zero sets
the limit to 3. Allowable values range frobrto 10 (entering0 sets the

value to the default). The defaultds
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phone_number

This asynchronous port parameter defines the default phone number used
with dynamic dialing on the port. This 32-character string must be
compatible with the modem connected to the port. The defaultulf a

string ("").

port_password

This asynchronous port parameter defines a port password for local
password protection. You can use this password as a back-up for
host-based security if the security servers do not respond or as an
additional line of security after entering a user name password.

When using SecurlID, sport_passwordto a null string (") and do
not set a port password in thep_passwdile (seeUsing the SecurlD
Card on page A-524 for more details).

port_server_security

This asynchronous port parameter enables a host-based security policy
for access to the port through the port server. When enabled, only
authorized users can access the polt. @nables this parameter, idn
disables it. The default IS.
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ppp_acm

This asynchronous port parameter (async control mask) specifies which
of the first 32 bytes (0x0 to 0x1F) of the ASCII character can be sent as
clear text and which should be protocol-escaped.

The Annex requests tippp_acmparameter as its local mask. If the peer
rejectsppp_acm the Annex accepts the hint if it is a superset of the
Annex’s mask; otherwise, it uses the PPP default of OXFFFFFFFF. The
Annex accepts any mask from the peer. Values rangedx60000000

to Oxffffffff . The Annex default i§x00000000

Theppp_acmparameter is a bit mask that is set as follows:

* ppp_acmfor ASCII NUL (decimal 0) is 2 to the power of 0 =
0x00000001

¢ ppp_acmfor ASCIlI SOH (decimal 1) is 2 to the power of 1 =
0x00000002

* ppp_acmfor ASCII DC1 (decimal 17) is 2 to the power of 17 =
0x00020000

e ppp_acmfor ASCIlI DC3 (decimal 19) is 2 to the power of 19 =
0x00080000

Thus, the mask for XON/XOFF (DC1 and DC3) equals the OR function
of 0x00020000 and 0x00080000, or 0x000a0000.

When the Annex sends an ACCM to the host, it follows this calculation
to determine the initial value requested:

e The value set foppp_acm(a 32-bit integer) is read in as the
ACCM.
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« If input_flow_control is set tostart/stop, the following two
additions are made:

If input_start_char is 0—-31 decimal, the bit indexed by this
parameter is set in the ACCM.
If input_stop_charis 0—31 decimal, the bit indexed by this
parameter is set in the ACCM.

« If output_flow_control is set tostart/stop, the following two
additions are made:

If output_start_char is 0-31 decimal, the bit indexed by this
parameter is set in the ACCM.

If output_stop_charis 0—31 decimal, the bit indexed by this
parameter is set in the ACCM.
For example, the initial ACCM sent to the peer is 0XO00A0001 if
ppp_acmis set to 0x00000001 (i.e., the ASCII NUL character will not
be sent) and the following parameters are set as indicated:

input_flow_control  start/stop
input_start_char S
input_stop_char "Q
output_flow_control start/stop
output_start_char f
output_stop_char h

Since the output flow control parameters are outside the range 0-31
decimal, they do not affect the ACCM.

Thena/admincommandhow port ppp_acmstill displays thg@pp_acm
setting. The CLI commangetstat —ipnn, wherennis the port number,
displays the true mask (ACCM) value, i.e., the value negotiated between
the two PPP processes.
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ppp_ipx_network

This asynchronous port parameter élayte, Novell network number the
Annex suggests for the remote PC client on an IPXCP (IPX over PPP) link. Valid
values ar®0000001to FFFFFFFF, or 0. Leading zeroes, if any, should be
included. The network number must be unique on the network and on the Annex
itself.

When the IPXCP connection is established, the Annex and the client
negotiate the network number, each suggesting a value. The peer
suggesting the highest number wins the negotiation, and the network
number is set to that value. If both ends of the link set the network number
to 0, a unique, randomly-generated number is used as the default.

This parameter is overridden by the network number in the remote address
field of theacp_dialup file, if that field is configured correctly.

ppp_ipx_node

This asynchronous port parameter is a string of 12 hexadecimal digits
representing the 6-byte, non-zero node number the Annex suggests for
the node number of the remote PC client on an IPXCP (IPX over PPP)
link. Valid values aré®§0000000000@0 FFFFFFFFFFFE, except for
multicast addresses. A multicast address is any address that has a 1 in the
last bit of the first octet. For example, the Appletalk multicast address is
090007000000, of which the first octet (09) is 0000 1001 in binary; the
rightmost 1 is the multicast indicator.

If the client suggests any valid value for the node number, that number
will be used instead of thepp_ipx_nodevalue.
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This parameter is overridden by the network number in the remote address
field of theacp_dialupfile, if that field is configured correctly. If the node
number is not set i@mcp_dialupor through th@pp_ipx_node parameter,

and no value is suggested by the client, the Annex uses its own Ethernet
address plus 1.

ppp_mru

This asynchronous port parameter defines the maximum receive unit
(MRU) that the Annex requests as its local MRU. If NAKed and the
remote hint is less than this value, the Annex accepts the hint; otherwise,
the Annex requests the PPP defalB00. Values range fror§4to 1500

The default isL1500

ppp_ncp

This asynchronous port parameter specifies the PPP network control
protocols that run on the interface. The Annex negotiates for these
protocols only. Valid protocol settings are one or more of the following:
ipcp (Internet Protocol Control Protoco8tcp (AppleTalk Control
Protocol),ipxcp (Internet Packet Exchange Control Protocwl,
(Multilink PPP), andtcp. Separate multiple protocols with commas. You
can also specifgll to indicate all of the protocols, which is the default.
For information on Multilink PPP, see tMultilink PPP Addendum

ppp_password_remote

This asynchronous port parameter defines a PPP port user’s password.
The string size ranges from 0 to 16 characters. For security reasons, the
Annex displays this parameter’s value as “<set>" or “<unset>.” The
default is“<unset>.”
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ppp_sec_auto

This asynchronous/synchronous parameter, used in conjunction with the
ppp_security_protocolparameter, allows the useanfto_detectmode

for PPP clients regardless of whether the clients support PAP/CHAP. The
values for the parameter are Y or N, wittas the default.

ppp_security protocol

This asynchronous port parameter defines the security check for the peer
that the Annex requires before starting the network control protocol. If
the Annex wants to use security and the peer refuses, the Annex closes
the link. Valid options arehap (challenge-handshake protocqiap
(password authentication protocalhap-pap, andnone The default is

none

V LCP requests for CHAP received by the Annex are always ACKed,
regardless of this parameter’s setting.

ppp_username_remote

This asynchronous port parameter defines the user name by which the
Annex identifies itself when the remote PPP peer asks for authentication.
The string size ranges from 0 to 15 characters. The defaunltilssdring

().
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pref_dhcpl_addr

This optional Annex parameter specifies the IP address of the DHCP
server that a DHCP client will attempt to discover as the primary source
for DHCP services. A DHCP client will broadcasta DHCP message when
thedhcp_broadcastparameter has been set to Y. The value for
pref_dhcpl_addrmay be set t6.

pref_dhcp2_addr

This optional Annex parameter specifies the IP address of the DHCP
server that a DHCP client will attempt to discover as a backup source for
DHCP services when the primary DHCP server does not respond. A
DHCP client will broadcast a DHCP message whedliop broadcast
parameter has been set to Y. The address specifigdfoglhcp2_addr

will be used only ipref_dhcpl_addris non-zero and does not respond.
The value fopref_dhcpl_addrmay be set t0.

pref_dump_addr

This Annex parameter specifies the IP address for the preferred dump
host. This is the host to which the Annex first tries to dump. The default
is0.0.0.0

V A dump is not sent if the address is set to the default value.
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pref load_addr

This Annex parameter specifies the IP address for the preferred load host.
This is the host to which the Annex first requests a load of its operational
code. The default i8.0.0.0

V Set this address to the boot host’s IP address.

pref_mop_host
This Annex parameter specifies the Ethernet address of the preferred
MOP load or dump host. This address consists of six parts separated by

dashes. Each part contains a hexadecimal value. The default value is
00-00-00-00-00-00

pref_namel addr

This Annex parameter defines the IP address of the host specified in the
name _server_1 parameter. The default@0.0.0

pref_name2_addr
This Annex parameter specifies the IP address of the host specified in the

name_server_2 parameter or a back-up host that serves if
name_server_2s set tonone The default i9.0.0.0
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pref securel host

This Annex parameter specifies the IP address of the security server to
which the Annex first sends security requests. This parameter works only
if the enable security parameter is set 8. The default i9.0.0.0

pref secure2_ host

This Annex parameter specifies the IP address of the host that is the
back-up server if the host specifiegpief_securel hosis not available.
This parameter works only if theable security parameter is set 6.
The default i9.0.0.0

printer_crlf

This parallel printer port parameter converts a carriage return to a carriage
return followed by a line feed before it is sent to the printer. When
disabled, a carriage return translates to a carriage return followed by a
null string. AY enables this parameter, ldrdisables it. The default is.

printer_host

This asynchronous port parameter specifies the IP address or fully
gualified domain name of a machine running a Berkeley-stgieerver.
Thetn3270command uses this server for the print-screen function (for
more details, sem32700n page A-214). The default@s0.0.0
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printer_name

This asynchronous port parameter specifies the printer usedb827@
command’s print-screen function. You must enter a name listed in the
etc/printcap file on the remote host by tpeinter_host parameter (for
more details, sem32700n page A-214). There is no default value for
this parameter.

printer_width

This parallel printer port parameter sets the maximum number of
characters per line. The Annex follows this number of characters with a
<newline>. If this parameter is set@pthe Annex does not insert a
<newline> into the data stream. The defaul.is

prompt

This asynchronous port parameter defines a port-specific prompt string.
The prompt string consists of displayable characters and embedded
formatting codes. Each formatting code, which consists of a percent
character (%) followed by a single character, is compressed and stored
as a single character in non-volatile memory. The maximum number of
characters stored for the prompt string is 16. Since each formatting code
consists of two characters, the maximum string size is 32 characters.
String sizes smaller than 32 characters are rejected as bad values if they
cannot be stored into 16 characters in non-volatile memory after the
formatting codes are compressed into single characters. Table C-21 on
page A-53 lists and describes these codes. The Annex parameter
cli_prompt defines the default prompt.
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ps_history buffer

This asynchronous port parameter is used witheimet command to
indicate how much incoming data to buffer on a slave port. Incoming data
is buffered continuously before, during, and after the Telnet session; no
data buffering occurs during LAT access to the port. The port must be
reset after setting or changing this value. Values rangeGrtor82767

The default i€ (disabled).

redisplay_line

This asynchronous port parameter defines the reprint line character for
CLI users. The allowable value is a control character sequence. The
default iSCTRL-R (*R).

remote_address

This asynchronous port parameter defines the IP address for a host at the
other end of the asynchronous line. This parameter works whenever SLIP
or PPP is in effect for the port (for example, becausmtite parameter

is set toslip or ppp, or because the mode is seatwo_detectand SLIP

or PPP is detected). The defaulfi6.0.0

reset_idle _time_on

This asynchronous port parameter defines whetpat oroutput resets
the idle timer. The idle time is the time lapse between activity and
inactivity at the device. This parameter is used withathe command.
Valid options arenput andoutput. The default isnput.
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retrans_limit

This Annex parameter defines the number of times an Annex retransmits
a packet before notifying the LAT user about a network failure. Allowable
values range from to 120. The default value i8.

rng

This T1 parameter provides the audible ring to the central office for
incoming calls. When enabled, the audible ring is sent to the central office.
A'Y enables this parameter, Mrdisables it. The default ¥ This
parameter is used with the wink_start and immediate_start protocols only.

rip_accept

This Interface parameter defines the networks for which the Annex
accepts advertised routes. Table C-28 lists the valid options; the default
isall.

Table C-28. Valid Options for the rip_accept Parameter

Option Description

access_spec |Uses the formificlude | excludé network_listwhere
include means accept RIP updates only for the networks jn
network_list andexcludemeans accept all RIP updates
except for those inetwork_list You can list up to eight
network IP addresses imetwork_list

none No RIP updates are accepted over the interface.

all RIP updates for all networks are accepted.
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rip_advertise

This Interface parameter defines the networks for which the Annex will
advertise routes. Table C-29 lists the valid options; the default
isall.

Table C-29. Valid Options for the rip_advertise Parameter

Option Description

access_speqUses the formifclude | excludg network_listwhere
include means advertise only the networksigtwork_list
andexcludemeans advertise all networks except those in
network_list The list can contain up to eight network

addresses.
none Turns off advertising for the interface.
all Advertises all networks over the interface.

rip_auth

This Annex parameter contains the password that controls authentication
for RIP 2 packets. The string size ranges from 0 to 16 characters. The
Annex displays this parameter’s value as “<set>" if a password is entered
or “<unset>" if a null string is entered. When “<unset>, " authentication

is turned off and all RIP packets are accepted. The defaululbsiring

().

rip_default_route

This Interface parameter allows an Annex to advertise that it is the default
router. Valid values ar@throughl5, oroff. A value of 1 through 15
indicates the hop count that will be advertised. A value of O or off turns
off the advertisement. The defaultos.
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rip_horizon

This Interface parameter controls the split horizon algorithm for RIP.
Table C-30 describes the valid options for this parameter. The default is

poison

Table C-30. Valid Options for the rip_horizon Parameter

Option Description
off Disables split horizon.

split Enables split horizon without poison reverse.

poison |Enables split horizon with poison reverse.

rip_next_hop

This Interface parameter specifies whether or not the next hop value is
included in RIP version 2 advertisements. Valid optionsaver,
needed oralways The default isieeded

rip_recv_version

This Interface parameter controls the RIP version(s) that an Annex
accepts. Table C-31 describes the valid options for this parameter. The

default isboth.

Table C-31. Valid Options for the rip_recv_version Parameter

Option Description

1 Only version 1 packets are accepted.
2 Only version 2 packets are accepted.
both Both versions are accepted.
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rip_routers

This Annex parameter lets you force RIP to direct periodic RIP updates
to a router list rather than broadcasting updates. Valid values are the IP
addresses of up to eight directly reachable routers. The Annex ignores
any address that is not on an attached subnet. Specifying the agfault,
restores broadcasting.

rip_send_version

This Interface parameter controls the RIP version(s) that an Annex sends
over the IP interface(s). Table C-32 describes the valid options for this
parameter. The default @@mpatibility .

Table C-32. Valid Options for the rip_send_version Parameter

Option Description

1 Version 1 packets are sent to the broadcast address.

2 Version 2 packets are sent to the RIP multicast address.
compatibility |Version 2 packets are sent to the broadcast address.

rip_sub_accept

This Interface parameter controls whether or not subnet routes are
accepted over the SLIP, PPP, and Ethernet interfaces. When enabled,
subnet routes are accepted; when disabled, subnet routes are rejected. A
Y enables this parameter, Hrdisables it. The default ¥
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rip_sub_advertise

This Interface parameter controls whether or not the Annex advertises
subnet routes over the SLIP, PPP, and Ethernet interfaces. When enabled,
subnet routes are advertised; when disabled, subnet routes are not
advertised. A enables this parameter, l[drdisables it. The default 16

routed

This Annex parameter determines whether or not the RIP routing daemon
is enabled. When the daemon is enabled, the Annex performs both active
and passive RIP routing. When the daemon is disabled, no RIP routing
occurs. AY enables this parameter, rdisables it. The default ¥

rwhod

This Annex parameter determines whether or not the Annex listens for
RWHO broadcasts when it builds the host tabl&. énables this
parameter, ail disables it. The default ¥

security _broadcast

This Annex parameter determines whether or not the Annex broadcasts
for security validation if the preferred security servers are not available.
When enabled, the Annex broadcasts for security; when disabled, the
Annex does not broadcast for securityy &nables this parameter, lan
disables it. The default 1.
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server_capability

This Annex parameter defines an Annex as a file server host. An Annex
can provide operational code only for another Annex. Table C-33
describes the valid options; the defauhdme

Table C-33. Valid Options for the server_capability Parameter

Option | Description

all The Annex is a file server for the configuration, operational
image, and message-of-the-day files.

config | The configuration files.

image |The Annex’s operational code.

motd The message-of-the-day file.

none The Annex is not a file server.

server_name

This Annex parameter names the Annex in the LAT protocol. The name
should match the NMS host’s node name used in the HIC configuration
file. The string size ranges from 1 to 16 characters. The default value is
the physical Ethernet address, represented as a hexadecimal value,
appended to the strirlgAT_ (for example LAT_080002BF0020

service_limit

This Annex parameter defines the maximum number of LAT services that
an Annex can maintain in its local service table. When the table is full,
the Annex removes the service that has been idle longest. If all services
are busy and the table is full, the Annex discards a new service. Allowable
values range from6 to 2048 The default i256

Remote Annex Administrator’s Guide for UNIX



Book C

Chapter 2  Configuration Parameters

session_limit

This Annex parameter specifies the maximum number of active sessions
the Annex allows at one time. Allowable values range ftaml152or
none (enteringnone sets the value th152. The default i9152

short _break

This asynchronous port parameter allows an Annex to return a user to the
CLI prompt after receiving a break of less than two seconds. This occurs
only at the CLlI level. AY enables this parameter, drdisables it. The
default isY.

sigproto

This T1 parameter specifies the inbound and outbound signaling
protocols supported by each T1 channel (DS0). Each channel supports
an inbound protocol and an outbound protocol. Both protocols must be
specified even if they are the same. If the protocol pair is invalid, it is
rejected with an error message. For inbound-only channels, the outbound
protocol must be set twone For outbound-only channels the inbound
protocol must be set twone The signaling protocols are as follows:

Table C-34. Signaling Protocols

Protocol Possible Settings

loop_start Bidirectional (default)

ground_start Bidirectional

wink_start Inbound, outbound, or bidirectional
immediate_start Inbound, outbound

none
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slip_allow_dump

This asynchronous port parameter enables an Annex to dump its
operational code across a SLIP linkYAenables this parameter, bn
disables it. The default 1.

slip_load_dump_host

This asynchronous port parameter defines the IP address of the host from
which an Annex receives a load or to which an Annex sends dumps over
the SLIP interface. If thwad_dump_sequenc@arameter is set ginn,

you must enter a valid address here. This parameter’s value overrides
values inpref_load_addrandpref_dump_addr. The default i©.0.0.0

slip_mtu_size

This asynchronous port parameter sets the maximum transmission unit
(MTU) size on a SLIP/CSLIP port. This parameter forces the SLIP
interface to uskarge (1006) orsmall (256) MTUs. The default small.

slip_no_icmp

This asynchronous port parameter controls whether or not the Annex
discards any ICMP packets directed to the SLIP link. When enabled, the
Annex reduces unnecessary traffic and messages over the SLIP link. A
Y enables this parameter, Erdisables it. The default IS.
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slip_ppp_security

This asynchronous port parameter controls dial-up SLIP/PPP access.
When this parameter and teieable_securityparameter are enabled, the
Annex determines whether or not the user at the CLI is authorized to
execute alip or ppp commmand. A enables this parameter, En
disables it. The default IS.

slip_tos

This asynchronous port parameter allows an Annex to send interactive
traffic (telnet, rlogin, andftp control sessions) before sending any other
traffic. This parameter provides a type-of-service based SLIP queuing. A
Y enables this parameter, Hrdisables it. The default .

speed

This asynchronous port parameter defines the baud rate of the
asynchronous line between the device and an Annex. The value entered
in this parameter must match the device’s baud rate. Allowable values
areautobaud, 50, 75, 110, 134.5 150, 200, 300, 600, 120Q 180Q 200Q

2400 360Q 480Q 7200 960Q 1920Q 3840Q 5760Q andL15,200 The

default is960Q

V If you want the line speed to be determined automatically, use the
autobaud parameter. If you setutobaudto N, you must enter a
value inspeed

Not all Annexes support all port speeds (see your Annex hardware
guide for detailed information).
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stop_bits

This asynchronous port parameter specifies the number of stop bits for a
port. Allowable values arg, 1.5, or2. The default i4.

subnet_mask (Annex)

This Annex parameter defines the Annex’s IP subnet mask. It is used to
divide a network into subnets. The parameter’s default is based on the
network portion of the Annex’s IP address.

V Setting this parameter incorrectly can cause routing problems.

subnet_mask (port)

This port parameter defines the subnet mask for an asynchronous SLIP
or PPP interface. Typically, you use this parameter to divide a network
into subnets. Specifyir@0.0.Qwhich is the default, sets the subnet mask

to 255.255.255.255vhich denotes a non-subnetted host address.

V Setting this parameter incorrectly can cause routing problems.

sys_location

This Annex parameter supplies LAT host location or identification
information. The string size ranges from 0 to 32 characters. The default
is anull string ().
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syslog_facility

This Annex parameter defines the local facility to which the UNIX
syslogddaemon sends Annex syslog messages. Valid options are
log_local 0 throughlog_local7. The default idog_local?7.

If the host to which messages are logged does not support 4.3BSD
logging, this parameter is ignored and messages are logged by priority
level (defined byyslog mask).

syslog_host

This Annex parameter defines the IP address of the host that logs Annex
messages. The defaudt0.0.Q causes the Annex to broadcast its log
messages.

syslog_mask

This Annex parameter defines the priority levels that the Annex logs. The
options arall, none, or a combination of levels separated by commas.
The defaultpone, disables logging. Table C-35 lists the levels in priority
order (sedevent Logging Using syslaan page Book B-29 for more
details on usingyslogfor event logging).
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Table C-35. Priority Levels for the syslog_mask Parameter

4]

Priority Level | Description

emergency |Hardware failures.

alert All Annex reboots.

critical Configuration and initialization problems, such as format
errors in the configuration file or lack of memory.

error All line initialization errors, including CLI.

warning Indications of minor problems.

notice Time server queries and information about responses.

info Start and end CLI sessions and Annex jobs created by th
rlogin, telnet, connect ping, andtap commands.

debug Activate and exit all Annex processes.

syslog_port

This Annex parameter routes syslog messages to an asynchronous port
where messages are time and date stamped. Valid optiohthaoeigh

the Annex’s port count. A zero value indicates syslogging takes place
over the network; a non-zero value indicates the port to which syslog
messages are sent. The default is

A sample message looks like this:

ThuMay1910:44:55<190>cli[354]: PortBegin:1:CLlI:::[local]
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tl info

This T1 parameter stores installation information from the service
provider, such as a telephone number to call should the network go down.
This parameter is limited to a 120-byte string of printable ASCII
characters.

tcp_keepalive (Annex)

This Annex parameter specifies the length of time a TCP connection must
be idle before an Annex sends keep-alive messages. A keep-alive message
contains no data but solicits an acknowledgment from the other end of a
connection to determine whether the connection is still active. If the
recipient does not acknowledge the message after eight retries, the Annex
drops the connection. Valid values @rarough255(minutes). A value

of O sets the keep-alive time 1@0minutes, which is the default; a value

of 255disables the keep-alive mechanism. itipe keepaliveparameters

for serial-line ports and parallel ports override this parameter for those
individual ports.

tcp_keepalive (asynchronous)

This asynchronous port parameter specifies the length of time a TCP
connection must be idle on one or more specific asynchronous ports. This
parameter overrides the Annep_keepaliveparameter for connections

to the host from adaptive, CLI, and dedicated ports, and for connections
from the host to slave and adaptive ports. Valid value® ar@55

(minutes). The default 8 Entering a zero specifies that the keep-alive
time isthe value settnp_keepalive entering 255 disables the keep-alive
mechanism for the port.
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tcp_keepalive (parallel)

This parallel printer port parameter specifies the length of time a TCP
connection must be idle on one or more specific printer ports. This
parameter overrides the Anniep_keepaliveparameter for connections
from applications such aprint orrtelnet to one or more printer ports.
Valid values ar@® to 255minutes. When set to zero, the keep-alive timer
uses the value set in thep_keepaliveparameter. When set to 255, the
keep-alive mechanism for the printer port is disabled. The defdllt is

tdi_distance

This T1 parameter defines the distance, in feet, of the cable that runs from
the T1DII to the Private Branch Exchange (PBX) or other equipment.
The parameter setting is an integer fi@to 655 The default setting &

tdi_framing

This T1 parameter controls which super frame format is used on the T1
Drop/Insert Interface. The parameter settingddrésuper frame) and
esf(extended super frame). The default settingsisThe value for
tdi_framing may or may not be the sametais framing .

tdi_line_code

This T1 parameter selects the line code to be used on the T1 Drop/Insert
Interface (T1DII). The device connected to the T1DIl determines which
line code to use. The parameter settingsaareandb8zs The default
setting isb8zs
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telnet_crlf

This asynchronous port parameter converts a carriage return in a Telnet
session to a carriage return followed by a line feed. When disabled, a
carriage return translates to a carriage return followed by a null string. A
Y enables this parameter, Hrdisables it. The default M.

telnet_escape

This asynchronous port parameter defines the character that returns a CLI
user to theelnetprompt. Setting this parameterladisables the Telnet
escape character. The defaulCTRL-] ().

term_var

This asynchronous port parameter identifies the type of terminal using
the CLI connection. You must enter a valid terminal type for the host.
The Annex passes the terminal type setting to the host. The string size
ranges from 0 to 16 characters. The defaultnslbstring ().

tftp_dump_name

This Annex parameter provides the file name used to dump an Annex’s
core image vidftp if the Annex operational image aedpcd fail. The
parameter must include the entire path of the dump file, including parent
directories. The file you enter must have read and write permissions.
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tftp_load_dir

This Annex parameter defines the string that precedes all files (e.g., image
name, configuration, andotd files) when you boot an Annex \iip .

This string’s value is determined by the system servingtihneequests.

This string does not precede tfftp_dump_name.

time_broadcast

This Annex parameter defines whether the Annex broadcasts for the time
if the preferred load host is not available or does not provide atime server.
A'Y enables this parameter, Hrdisables it. The default .

time_server

This Annex parameter determines whether or not the Annex queries for
time service. Table C-36 lists the IP addresses to which the network
administrator can set this parameter. The defaOl0ig.0

Table C-36. IP Addresses for the time_server Parameter

Address Description

loopback address | Do not query for time service.

0.0.0.0 Query the boot host for time service.
127.0.0.1 Do not send out direct time queries.
host address Send queries to given host address.

broadcast addresg Send queries to given broadcast address — may require
direct broadcasservice on the network routers. This
setting does not respect ttime_broadcastparameter
setting.
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timezone_minuteswest

This Annex parameter defines the time zone in which the Annex resides.
Enter a positive number of minutes for time zones west of GMT, or a
negative number for time zones east of GMT. For example, 20léor

U.S. Eastern Standard Time, which is five hours west of GM®0dor

Paris, which is one hour east of GMT. The defausOi@

tmux_delay

This Annex parameter defines the maximum number of milliseconds
during which small packets can accumulate to form larger packets. When
the time expires, the Annex sends the multiplexed packet. Valid values
are0 through255 (milliseconds). Enterin@ sets this parameter to 20.

The default i0.

tmux_enable

This Annex parameter controls whether or not an Annex uses TMux to
multiplex small TCP packets into a single IP packet. This parameter
works only if the host supports TMux. When enabled, and the host does
not support TMux, the Annex will not support multiplexingY A&nables

this parameter, aN disables it. The default 1.
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tmux_max_host

This Annex parameter specifies the maximum number of host addresses
allowed in the TMux address table. If the number of host addresses
exceeds the value entered here, the Annex discards the oldest entry.
Allowable values ar&0 through255, the default i$4.

tmux_max_mpx

This Annex parameter specifies the largest user packet that can be placed
in a TMux packet. The Annex does not multiplex larger packets, but
passesthem directly to the IP layer. Allowable valueS dur®ugh65535

the default is700.

tni_circuit_id

This T1 parameter stores the T1 circuit identifier string. The T1 circuit
identifier string comes from the service provider and is used for customer
service calls. The parameter setting is a string of up to 120 characters.
The default setting is the null string.

tni_clock

This T1 parameter sets the clock for the T1 Network Interface. Parameter
settings includdoop (service provider)local (Annex),external (T1
Drop/Insert Interface). The default settinddsp.
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tni_esf fdl

This T1 parameter sets the T1 facilities data link (FDL) format. The FDL
format is used in conjunction with the ESF format and determined by the
service provider. The parameter settings incli&| (ANSI T1.403)
andAT&T (AT&T TR54016) standard formats. The default valu&lis .

tni_framing

This T1 parameter controls which super frame format is used on the
T1 Network Interface. Parameter settings incldd€super frame) and
esf(extended superf frame). The default settingsisThe value for
tni_framing may or may not be the sametds framing .

tni_line_buildout

This T1 parameter sets the Line Build-Out (LBO) value. The Channel
Service Unit (CSU) portion of the T1 Network Interface requires the
administrator to configure a LBO value. The service provider will supply
avalue measured in decibels (dB) based on the amount of cable loss from
the service provider’'s location to the Annex. Parameter settings include
0, 7.5, 15, and22.5 The default i®.

tni_line_code
This T1 parameter selects the line code for the T1 Network Interface. The

service provider determines the line code setting. Parameter settings
includeami andb8Zs. The default setting is8zs
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tni_ones_density

This T1 parameter is used to defeat the Annex’s ones density monitor.
The Annex T1 engine has a built in ones density monitor that provides
the network with the correct number of one pulses. The ones density
monitor does the following:

1. The monitor does not allow the Annex to transmit more than
fifteen consecutive zeros.

2. The monitor ensures that the Annex has at least N ones in every
time window of 8X(N+1) bits, where N=1 to 23.
This parameter has an and aroff setting. This parameter should be set
to on when using AMI coding. The defaultadgf.

toggle output

This asynchronous port parameter defines the character that flushes the
output buffer for CLI users. The flush character must era-x (*X),

wherex represents an alphanumeric value (not case sensitive). Pressing
this character flushes the output buffer. The defaaitig -0 (~0).

type (asynchronous)

This asynchronous port parameter affects the operation of two portions
of the Annex code: th@ho database (the data set that the Annex queries

when the CLiwho command is issued or when the Annefrigered

from a remote host) and the action of dedicated ports. The options are

dial_in andhardwired. The default idhardwired.
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When set talial_in, the user is registered with thino database as soon
as a process (CLI or slave) attaches to the line, regardless of the
input_is_activity andoutput_is_activity parameter settings. For
dedicated ports, the Annex continuously retries the connection,
regardless of errors, as long as DCD is high or modem controls are
disabled.

When set tdhardwired, the user is registered with tiwo database
according to thénput_is_activity andoutput_is_activity parameter
settings. If neither parameter is set, any user on this port is invisible to
who. If input_is_activity is set, when the user enters data, the line is
registered with thevho database (generally used for hardwired CLI
terminals). Ifoutput_is_activity is set, the line is registered when the
Annex first sends data (generally used for hardwired printers or other
slave devices). In any case, this entry is removed on a hang-up or when
the slave line is released.

For dedicated ports, if the connection times out without having received
input from the user, the Annex prompusess return to restart logiand
then waits for input, or a hang-up, before retrying the connection.

type (parallel)
This parallel printer port parameter specifies the type of printer attached

to the port. Valid options aeentronicsor dataproducts. The default is
centronics
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type_of modem

This asynchronous port parameter defines a 16-byte string that specifies
the modem type connected to the port. The modem type indexes a modem
description table that is loaded into the Annex at boot time. This string
must match théype_of _moderfield in themodem section of the last

read configuration file; otherwise, the Annex logs a warning message.
The Annex also logs warnings when connecting to a port with an
unrecognized value itype_of _modem

For more details on using the configuration file and modem management,
seeParsing the Configuration Filen page A-345 an@reating modem
Entries in the Configuration Filen page A-374.

user_name

This asynchronous port parameter defines an asynchronous port’s user
name as a string. The Cisho command displays this value; the CLI
rlogin command passes this value to a host. The defauttLiB string

("):

vcli_groups

This Annex parameter specifies which LAT remote group code is
assigned to virtual CLI users. All virtual CLI users have the same group
code. Values are specified as a series of numbers separated by commas
(e.g., 1,5,7) or a range of numbers separated by a dash (e.g., 200-255).
Following the range, specify the keywardableor disable Allowable

values arall, none, or numbers betwedrand255 Following the range,
specify the keywor@nableor disable The default isone enable
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vcli_inactivity

This Annex parameter specifies the amount of time in minutes that a
virtual CLI session can remain inactive. If the specified interval of time
has expired, the Annex will terminate the virtual session. The range of
values for this parameter is 0 to 255; the default isdicating that the
inactivity timer is deactivated.

vcli_password

This Annex parameter defines a password required for virtual CLI
connections to the Annex. The string size ranges from 0 to 15 characters.
This parameter is useful for local password protection and as a back-up
to host-based security. For local password protection, set the
enable_securityparameter t, set thevcli_security parameter tiN,

and define a password for this parameter. As a back-up for host-based
security, setting this parameter causes the Annex to request a password
on a virtual CLI connection whenever the security server does not
respond. The default fsunset>".

V Changes to this parameter take effect immediately.

vcli_security

This Annex parameter enables user validation on virtual CLI connections
to and from an Annex for the duration of the connection. When enabled,
the Annex enables connection security for all virtual CLI connections
and executes the same user validation, including user name and password,
that it uses with CLI security on asynchronous ports. This parameter
works with host-based security only whendhable security parameter

is settaY. A'Y enables this parameter, l[daisables it. The default M.
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Zzone

This Annex parameter defines the AppleTalk zone name that the Annex
uses at start-up. The string size ranges from 0 to 32 characters. You must
separate zone names with spaces (e.g., general pubs lab). To escape
embedded spaces, use the backslash (\) character. The defawil is a
string ().
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The Command Line Interpreter (CLI) is the command interface for
the Remote Annex. Atthe CLI, you enter commands that connect to hosts,
manage jobs (or sessions), display and modify port parameters, and
display Remote Annex and network information.

The CLI provides two groups of commands — user and superuser; the
superuser commands are used for Remote Annex administration.

V Each CLI command can contain a maximum of ten arguments.

Command Syntax

Squelch

You can shorten any CLI command or host name to the minimum number
of letters that make the name unique. This is catlimiimum uniqueness

If you do not want the Remote Annex to interpret a host name using
minimum unigueness, enclose the name in double quotes (). For
example, entering hosts “new” prevents ambiguities between hosts
newark and new. You can enter commands and host names in lower case,
upper case, or a combination of the two. The Remote Annex performs
any necessary case conversion.

If six consecutive CLI errors occur within six seconds (e.g., invalid
command, noise on the line), the Remote Annex triggers a squelch, i.e.,
stops all I/O for approximately four seconds after receiving the sixth error.
Pressingreturn after this period of time returns you to the

CLI prompt.

V If the errors occur over a time period greater than six seconds, the
Remote Annex ignores them and restarts the timer.
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If four consecutive squelches occur without an intervening known
command or if serial errors (framing/parity) occur while the line is
squelched, the Remote Annex shuts down the line for 20 seconds and
syslogsexcessive errors on pant shutting dowrn(wheren is the port
number.)

CLI Commands

Table C-37 lists both the user and superuser CLI commands.

To access the superuser CLI commands, issigaitenmand at the user
CLI prompt and enter the Remote Annex’s administrasuggassword
(for more details on the superuser passwordsgen page A-204). The
default superuser prompt is a # symbol instead of a colon:

annex: Ssu

Password:
annex#

Table C-37. CLI Commands

Command |Type Description

admin superuser |Enters administrative mode.

arap user Converts a CLI line into an ARAP connection|

arp superuser |Displays the Internet-to-hardware address
translation tables.

(continued on next page)
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Table C-37. CLI Commands (continued)

Command |Type Description

bg user Puts a job in the background.

boot superuser |Reboots the Remote Annex.

compact |superuser |Compresses non-volatile memory space.

connect user Uses LAT to connect to an advertised LAT
service.

control superuser |Changes the state of DTR and RTS or output;
test message.

cp superuser |Copies a file in the local file system.

dialout superuser | Displays the current dial-out database.

edit superuser | Edits configuration files.

fg user Returns to an established job.

filter superuser | Enters the filtering subsystem of the CLI use
interface.

hangup user Disconnects all jobs and resets user CLI
connections.

help user Displays help information for user CLI
commands.

help —m superuser | Displays help information on macros.

hosts user Displays the current host table.

hosts superuser |Flushes the host table.

ipx user Converts a CLI port to an IPX port.

(continued on next page)
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Table C-37. CLI Commands (continued)

IS

Command | Type Description

jobs user Displays a list of current jobs.

kill user Terminates a job.

lock user Locks a port.

Is superuser |Displays the self-boot ROM’s directory.

modem  |superuser |Displays the modem types supported by the
Remote Annex.

mv superuser |Renames a file in the local file system.

netstat user Displays network statistics.

passwd |superuser |Changes the administrative password.

ping superuser |Sends ICMP Echo Request packets to a host.

ppp user Converts a CLI port to a PPP interface port.

procs superuser |Displays processes at the Remote Annex.

gueue user Displays information about queued HIC reques
or removes a particular HIC request from the
queue.

rlogin user Connects to a host using thegin protocol.

rm superuser |Deletes a file in the local file system.

route superuser |Adds/deletes routes to/from the active routing
table.

services |user Displays the LAT services that have been
advertised by LAT nodes.

slip user Converts a CLI port to a SLIP interface port.

(continued on next page)
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Table C-37. CLI Commands (continued)

n

=3

Command Type Description

stats user Displays Remote Annex statistics.

stats —c superuser |Clears all serial line statistics to zero.

stats —T user Displays T1 network interface statistics.

stty user Displays and modifies CLI port parameter

Su superuser |Enters and exits superuser administrative
mode.

t1 loopback |superuser |Places the T1 engine in loopback mode.

tap superuser |Displays input and output for a serial port

telnet user Connects to a host using the Telnet
protocol.

tn3270 user Connects to an IBM VM/CMS or MVS hos
using then3270variation of the Telnet
protocol. This command is available only
the network administrator has set the
option_key parameter to the correct value

who user Displays Remote Annex users.
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If the option_key parameter is enabled for the Remote Annex interface
for VMS environments, you will also have access to the non-privileged
and privileged VMS commands listed in Table C-38 and Table C-39. For
more details on these commands, setntieeface for VMS Environments
Administrator's Guideand thelnterface for VMS Environments User’s

Guide

*{ V Remote Annex VMS commands have different minimum uniqueness
criteria than standard Remote Annex CLI commands, e.g., if the

option_keyis enabled for VMS, the Remote Annex recognizes a CLI

entry of “r" as theesume sessiomommand.

Table C-38. Non-privileged Remote Annex VMS Commands

the

ons.

Command Description

backwards |Selects next available, lower numbered session to which
your port is connected.

close Closes sessions.

connect Uses LAT to connect to an advertised LAT service.

disconnect |Disconnects sessions.

forwards Selects next available, higher numbered session to whic
your port is connected.

list port Displays information about communications server ports
from the permanent database.

list server Displays information from the permanent database about
communications server.

lock Locks a port to prevent unauthorized access.

logout port | Logs out of the terminal server and disconnects all sessi

resume Returns to a session you have suspended.

session

set port Specifies or modifies port characteristics immediately.

(continued on next page)
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-privileged Remote Annex VMS Commands (continued)

Command Description

set Enables your port to perform privileged operations.
privileged

set session | Specifies characteristics for your current LAT session.
show port Displays information from the operational database abou

communication server ports.

show server

Displays information from the operational database abou
communications server.

show service

Displays information about LAT services to which you car
connect.

show Displays connected active sessions for your port.
sessions
show users |Displays information about interactive port users on the

server.

Table C-39. Privi

ileged Remote Annex VMS Commands

Command

Description

clear services

Deletes entries for one or all local LAT services
from the operational database.

ice

crash Performs a dump before rebooting.

define port access Specifies the type of access allowed for the dev|
using the port.

define port Allows you to authorize that groups of LAT

authorized groups service nodes be available to the port.

(continued on next page)
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Table C-39. Privileged Remote Annex VMS Commands (continued)

Command

Description

define port autobaud

Sets automatic detection of the speed, parity, @
character size of the port device on login and s
the Remote Annex port characteristics to matc

and
ets
h.

define/set/change
port break

Specifies handling of the Break key during a
session

define/set/change port
character size

Specifies the number of bits in data characters
exchanged between the port and the Remote
Annex.

define port
CLI interface

Indicates CLI behavior as related to logging in,
passwords, inactivity timers and the port defau
prompt.

=

define/set/change port
default session mode

Specifies the initial setting of the LAT
session mode.

define port dsrlogout

When enabled, logs out of a port when the
attached device powers down.

define/set/change port
flow control

Specifies flow control.

define/set/change port
inactivity logout

Determines if the communications sever
automatically logs out of a port after a period o
inactivity.

—h

define/set/change port
input flow control

Specifies input flow control.

define/set/change port
local switch

Specifies a switch character that you can use to

reenter local mode from service mode.

define/set/change port
multisessions

Allows two active windows over a single
communication line.

(continued on next page)
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Table C-39. Privileged Remote Annex VMS Commands (continued)

Command

Description

define/set/change
port username

Defines or changes a username assigned to a

port.

define server
circuit timer

Specifies the frequency with which the server
communicates with service nodes when LAT
sessions are active.

define server
inactivity timer

Specifies the period of time after which the sery
will log out of an inactive port.

er

define server
keepalive timer

Defines or changes the time interval at which t
server will transmit a keepalive message over
LAT virtual circuit, when there is no other traffig
originating at the server.

define server LAT key

Enables and disables the LAT protocol, and is
used as a security mechanism to restrict acces
LAT within the Remote Annex.

S to

define server lock

Specifies whether or not interactive port users
can use théock command.

define server
login password

Defines or changes the port password that
interactive users must type when logging in to
server port.

<))

define server
login prompt

Defines or changes the prompt that requests t
user’s login password.

ne

define server
maintenance password

Defines or changes the user password require,

for remote applications such as NCP and TSM.

define server
login prompt

Defines or changes the prompt that requests t

ne

user’s login password.

(continued on next page)
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Table C-39. Privileged Remote Annex VMS Commands (continued)

Command

Description

define server
maintenance password

Defines or changes the user password required
for remote applications such as NCP and TSM.

define server MOP host]

Requires the physical Ethernet address for the
preferred VMS host.

define/set/change port
modem control

Specifies whether or not the Remote Annex
manipulates modem signals.

define port name

Specifies the name of the port.

define/set/change
port noloss

Specifies whether or not the port will store data
in its type ahead buffer while waiting for a
session connection to be made. If so, it will then
pass the data to the connection partner.

define/set/change port
output flow control

Specifies output flow control.

define/set/change
port parity

Specifies whether or not the port will provide a|
parity bit with each character for error checking.

define/set/change
port password

Specifies whether or not a user requires a
password to log in to the Remote Annex.

define port
session limit

Limits the number of connected sessions on the
port.

define/set/change
port speed

Specifies the port speed in bits per second.

define/set/change
port stop bits

Tells the Remote Annex to use 1, 1.5, or 2 stop
bits when outputting a character.

(continued on next page)
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Table C-39. Privileged Remote Annex VMS Commands (continued)

Command

Description

define/set/change
port type

Defines or changes the type of terminal
connected to your port, the ports specified in tk
port-list, or all ports.

ne

define server
multicast timer

Specifies time to elapse between service
announcement transmissions.

define server name

Specifies a 1-to- 16 character name for the
Remote Annex.

define server number

Specifies a facility number for the Remote
Annex.

define server
password limit

Specifies the number of times a user can try tg
enter the correct password for any
password-protected Remote Annex operation.

define server privileged
password

Specifies the password a user must enter
following aset privilegedcommand in order to
use privileged commands at the port.

define server
gueue limit

Specifies the maximum number of queued
connection requests for remote access to Ren
Annex ports.

ote

define server retransmit
limit

Specifies the number of times a LAT message
retransmitted to a service node when the Rem
Annex receives no messages of acknowledgm

S
pte
ent.

define server security

Determines whether or not the Remote Annex
performs any security checking.

define server
session limit

Specifies the maximum number of active
sessions that the Remote Annex allows at one
time.

(continued on next page)
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Table C-39. Privileged Remote Annex VMS Commands (continued)

Command Description

define server software |Specifies the file name of the Remote Annex
software image.

initialize server Reboots the Remote Annex.
set unprivileged Returns the port back to non-privileged status fo
set privileged inhibit unauthorized use. Enables your port to

perform privileged operations.

set server all Resets the Remote Annex subsystems (security,
LAT, etc.) from the permanent database, re-reads
themacro andservicesections of the
configuration file, and re-reads the

message-of-the-dayile.

admin

The superuseadmin command is a local substitute for the host-resident
na command, especially in stand-alone environments. Thea@iin
command set provides a subset of the host-residesgtmmand set. The
syntax is:

admin [commandl

Entering theadmin command alone at a superuser CLI connection puts
you in administrative mode. The CLI prompt is replaced witratirain
prompt. The attention key guit command at thadminprompt
terminates thadmin session and returns you to the CLI prompt.

Table C-40 describes the Catimin command set.
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Table C-40. The Superuser admin Command Set

Command |Description

broadcast |Sends a broadcast message to one or more ports.

help or ? Displays theadmin help screen.

port Enters the defauftort_set

printer Enters the defauftrinter_set

quit Terminates thadmin session.

reset Resets a port, interface, or subsystem.

set Modifies the value of a configuration parameter.

show Displays the current value of a configuration parameter.

These CLladmin commands function like theima counterparts, with
the following exceptions:

e The CLIadmin commands function only on the local Remote
Annex.

¢ When issuingadmin with command line arguments (not as a
subsystem) you must include thert_set

¢ Thehelp command provides a help summary only for the CLI
admin command set. Enterifgelp command_namimdicates
the command’s syntax.

¢ Theresetcommand does not reset the connection from which
theresetis issued. To reset your port or connection, return to the
CLI and issudangup.

« Iftheresetcommand is issued without arguments, it asks if the
user wishes to reset the defqudirt_set Only one character is
expected as inpuRgturn, y, orY resets the defaubiort_set
and any other response terminates the command).
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Any command issued without arguments, excepét responds
with an error or usage message; the commands do not prompt
for missing arguments.

Theshowcommand displays the annex, port, or printer
parameter values for the local Remote Annex. If there are more
than 24 lines of information to displayn#re prompt appears
after the 24th line. Pressimgfor quit returns to thadmin

prompt; the attention character terminatesaitii®in session;

and any other key continues the display.

Thena commands thaadmin does not support are:

\ 4

annex
boot, dumpboot

copy
echo

passwd

read, write

Thena utility is stored on and accessed from a UNIX host.
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arap

Thearap command converts a CLI line into an AppleTalk Remote
Access Protocol (ARAP) connection. Resetting the port returns the CLI
to its original mode. The syntax is:

arap

The command display looks like this:

annex: arap
Remote Annex switching line to ARAP.

arp

The superusearp command displays and, optionally, modifies the
IP-to-hardware address translation table used by the Address Resolution
Protocol (ARP). Since the Remote Annex builds the ARP table
dynamically, you rarely need to modify it. Table C-41 defines the
arguments for this command. The syntax is:

arp [—adg [hos] [addf] [temp | pub]

Using either thdnostor the—a argumentarp displays a host name, if
known, or & in place of the host name, the Internet and Ethernet
addresses, and thiene to live(TTL) field for each entry. For example:

annex# arp-a

thirdfloor (132.245.6.65) at 00-80-2d-00-2a-c0 ttl=20
oleom (132.245.6.12) at 00-80-20-06-34-39 tl=19

? (132.245.6.20) at 00-80-20-01-fe-b1 ttl=19

caddy (132.245.6.25) at 00-80-2d-00-22-41 ttl=20
(23f4.3e) at 08-00-4e-34-22-39 ttl=16
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Table C-41. Arguments for the Superuser arp Command

Argument

Description

host

Displays the current ARP table entry for that host.

addr

Displays the current ARP table entry for that address.

Displays all entries in the table.

Deletes the entry specified witlost

Creates an entry fdrost specified using either a name or Internet
address, at the hardware address specifietitly If you do not
includetemp or pub, the entry is permanent and not published,

temp

The created entry is temporary and is to be deleted after 20
minutes. Temporary entries are not published.

pub

The created entry is to be published. The Remote Annex resppnds

to requests for the host’'s hardware address.

V Although thearp command shows AppleTalk information, you
cannot manipulate it. Sin@gp interprets all address as IP addresses,
if you try to delete an AppleTalk address such as 1.123 asingd,

the ARP table entry 1.0.0.123 is deleted.
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bg

Thebg (background) command puts a job into the background and
displays the job number, the CLI command that created it, and an
ampersand&) to indicate that the job is in the background.

The Remote Annex forwards output generated by the background job to
the terminal, if another job is active. If another job is not active, the output
is held until you activate a job by issuing fgecommand. Table C-42
describes the arguments foy. The syntax is:

bg [-d] [%] [%, +, — n, hosthamg

Table C-42. Arguments for the bg Command

Argument Description

—d Discards output from the background job to the terminal
screen until the job is terminated or brought to the
foreground.

%, %%, %+ Puts the most recent job (+) into the background.

%— Puts the previous job (=) into the background.

n, %n Puts jobn into the background.

%hostname Puts the job atostnamento the background.

You can omitbg from the command entry when you use one of the
arguments beginning witbh.
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Enteringbg with no arguments is the same as enteboigi; it puts the
most recent job into the background. Bigecommand display looks like
this:

annex: bg
2 telnet secondhost &

boot

The superusdrootcommand reboots the Remote Annex and, optionally,
produces a dump of the Remote Annex’s operational code. You can set
a time at which the boot is to take place. Bhet command also sends

a warning message to users attached to the Remote Annex. Table C-43
describes the arguments fasot. The syntax is:

boot [-adhlqgr] [tim€] [filenamé [warning

Table C-43. Arguments for the boot Command

Argument | Description

-a Aborts any delayed boots that are pending. Sends an aborf
message to all users.

—d Causes an up-line dump before rebooting.

-h Causes a diagnostics boot.

- Boots the operational image and stores it onto local media] for
use with the stand-alone file system. Only ROM revisions 0601
and greater with the self-boot option loaded supglort

—q Performs a boot without sending a warning message.

—r Uses the last loaded image name for rebooting.

(continued on next page)
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Table C-43. Arguments for the boot Command (continued)

Argument | Description

time Defines the time for a shut down as either an offset +MM or
+HH:MM, or a clock time HH:MM.

filename |ldentifies the name of the file in which the Remote Annex’s
image is maintained. If you do not enter a filename, the
Remote Annex prompts for one. If you enter a blank line, the
Remote Annex boots the image defined inith@ge_name
parameter. Pressing tReturn key at the prompt directs the
Remote Annex to boot the default flename.

warning Allows an optional message (up to 249 characters) to be sent to
the users. This prompt appears only if Hggargument is not
specified.

The following command line requests that the Remote Annex reboot an
hour and fifteen minutes from the time of entry:

annex# boot +1:15

bootfile: <cr>

warning:  Shutting down for PM

The Remote Annex can request its boot file from a defined preferred load
host. If that host is not defined, or does not respond, the Remote Annex
broadcasts its request and boots from the first load host to respond
(assuming théoad_broadcastparameter is set t0).

{y Booting the Remote Annex with a non-existenage filename
causes the unit to hang as it searches for the image. Presdrestie
switch recovers from this condition.
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compact

The superusezompactcommand consolidates all valid (in-use) records

to the beginning of the non-volatile memory (EEPROM). The Remote

Annex stores configuration parameters and file system records in this

memory. When the amount of free space nears depletion, the Remote
Annex logs a syslog warning message, ang#teommand may fail.

The syntax is:

compact[-g

The—sargument displays the non-volatile memory’s total space and
available free space (in bytes). The amount of free space is determined
by the amount of unused space at the end of the non-volatile memory.

Compacting can take as long as three minutes for an 8K EEPROM, and
20 minutes for a 32K EEPROM. During this time, no process can access
the non-volatile memory, including @timin commands and many CLI
commands. You must wait for the CLI to issue its prompt before
continuing.

V The R6.x ROM Monitor compact command is incompatible with R7.0
and above. Once the Remote Annex boots the current operational
image, use only the CLI superuser compact command to compress
non-volatile memory.
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connect

Theconnectcommand uses the LAT protocol to connect to an advertised
LAT service. This command is available only if you have enabled LAT
by setting thdat_key parameter correctly. The syntax is:

connectservice[hostnamdport]]

If you enter the command without arguments,dbenectcommand

returns anissing service nameror. If the service to which you are
connecting requires a password, you are prompted for one. If you enter
connectwith only the desiredervicename, the command connects to
the highest-rated service with that name. If you enter botbetvice

name and thbBostnameconnectoverrides this distribution mechanism
and tries to establish a connection to that service on that host. Entering
connectwith theservice hostnameandport causes the Remote Annex

to attempt to connect to that service on that port on that host.

control

The superusezontrol command is a diagnostic tool that allows you to
reset DTR and RTS or to output a short test message for a specified port.
Table C-44 describes the argumentsdantrol. The syntax is:

control port [dtr— | dtr+ | rts— | rts+] | port testmsg[times| forever]

The following command example output the default message ten times
on Port 14:

annex# control 14 testmsg 10
Enter test message, or press Return for default: <cr>
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If the port is not a CLI port, or has not been opened as a slave port from
a host, the command displaysvice must be in use.

Table C-44. Arguments for the Superuser control Command

Argument | Description

port Specifies the port; it is required.
dtr— De-asserts DTR.

dtr+ Asserts DTR.

rts— De-asserts RTS.

rts+ Asserts RTS.

testmsg |Outputs a message to a CLI port or to a port that has been
opened as a slave from a host. After the message prompt
appears, pressing tiReturn key displays the default messag
The quick brown fox jumped over the lazy dogs

U

times Specifies the number of times the message is output.

forever The message is output until a break is entered.

V The Remote Annex Private Enterprise MIB contains two objects,
anxpDtrSignal andanxpRtsSignal that enable you to read and set
the DTR and RTS control lines on non-idle ports via SNMP (for more
details on using SNMP, s&mple Network Management Protocol
(SNMP)on page Book B-41).

cp

The superuserp command copies a file in the local file system. The
syntax is:

cp source_filename destination_filename
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Thesource_filenameés the file to be copied; thdestination_filenamis
the new file. The Remote Annex overwrites the destination file if it exists;
it reports an error if the source file does not exist.

V Only ROM revisions 0600 and greater with the self-boot option
installed support this command.

dialout

The superusatialout command displays each dial-out route along with
all of the defined parameters for each route, as well as all defined chat
scripts. The syntax is:

dialout [do route_numbdr

Thedialout doroute_numbecommand displays only the specified route
and the chat scripts that it references.

Thedialout command display looks like this:

annex# dialout

Route do44:

mode: ppp local_address: 132.245.88.12
remote_address: 132.245.44.12net_inactivity: 10

phone_number: "92030401" do_compression: Y
allow_compression: Y net_inactivity_units: minutes
subnet_mask: 255.255.255.0  ppp_ncp: ipcp

rip_sub_advertise: Y rip_sub_accept: Y

rip_advertise: all rip_accept: all

advertise: Y

ports: 13-16

filter: in exclu proto udp src_port router netact
filter: out exclu proto udp src_port router netact
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Route do131:

mode: ppp local_address: 132.245.88.12
remote_address: 131.110.0.13 net_inactivity: 10

phone_number: "92050111" do_compression: Y
allow_compression: Y net_inactivity_units: minutes
subnet_mask: 255.255.255.248 ppp_ncp: ipcp

rip_sub_advertise: Y rip_sub_accept: Y

rip_advertise: all rip_accept: all

advertise: Y

ports: 1-2

filter: in exclu proto udp src_port router netact
filter:out exclu proto udp src_port router netact

Thedialout do route_numbecommand display looks like this:
annex# dialout do44

Route do44:

mode: ppp local_address: 132.245.88.12
remote_address: 132.245.44.12net_inactivity: 10
phone_number: "92030401"do_compression: Y
allow_compression: Y net_inactivity units: minutes
subnet_mask: 255.255.255.0ppp_ncp: ipcp
rip_sub_advertise: Y rip_sub_accept: Y
rip_advertise: all rip_accept: all

advertise: Y

ports: 13-16

filter: in exclu proto udp src_port router netact

filter: out exclu proto udp src_port router netact

edit

The superuseaxrdit command allows you to edit any local Remote Annex
file. It provides a full screen editor that supports a small set of terminal
types: vt100, wy75, and wy85 (set tfeem_var parameter to the
appropriate terminal type). The syntax is:

edit filename

The editor supports quit, write-and-exit, page-up, page-down, and arrow
keys. A menu bar at the top of the screen describes how to perform these
functions.
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fg

Thefg (foreground) command resumes a job that has been suspended or
placed in the background. If the Remote Annex saved any output from
the host while the job was interrupted, the output appears on the terminal
immediately after reconnecting. Otherwise, nothing appears until you
enter a carriage return. Table C-45 describes the argumeffgs Tdre

syntax is:

fg [-q] [%] [%, +, — n, hostnamg
Entering thdg command with no arguments puts the most recent job into
the foreground. The command display looks like this:

annex: fg

2 telnet secondhost

Entering% is the same as enterifg$o and returns you to the most recent
job. Optionally, you can omfg from the command entry when using
one of the arguments beginning with the following example usés—

to bring the previous job to the foreground:

annex: %-—
1 rlogin firsthost

Table C-45. Arguments for the fg Command

Argument Description

—q Prevents a one-line message from appearing on the terminal
screen when bringing a session to the foreground.

%, %%, %+ |Brings most recent job (+) to foreground.

%— Brings previous job (-) to foreground.

n, %n Brings jobn to foreground.

%hostname | Brings job athostnaméo foreground.
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filter

The superusdilter command allows you to filter the traffic that crosses
the Remote Annex. It affects both the currently running configuration and
the configuration stored in non-volatile memory. Tilter command has
eight subcommandadd, list, enable disable delete help, usage and

quit. The syntax can be either one of the following:

filter

filter subcommand

If you use the first syntax, the Remote Annex enters the filtering
subsystem and displays tfiker prompt. At this prompt, you can issue

any of the eight subcommands. You return to the CLI prompt from the
subsystem by issuing the quit subcommand.

The second syntax lets you issue filtering subcommands directly at the
superuser CLI prompt. When the subcommand completes, you are still
at the superuser CLlI level.

Thefilter command display looks like this:

annex# filter
filter:

Thefilter list command display looks like this:

annex# filter list

Num Stat Ifname Dir Scope Family Actions/Parameters

1 ena en0 in incl ip disc icmp/port_pair=*,nfs
2 ena en0 in incl ip disc/port_pair=* tftp
annex#

For more details, sdealtering on page A-249.

Remote Annex Administrator’s Guide for UNIX



Book C

Chapter 3 Using the CLI Commands

hangup

Thehangupcommand terminates all of your jobs, resets the CLI for the
port, and drops the modem control signal DTR; it restores the default
terminal characteristics defined for the port. Also, enterindpémgup
command at the CLI prompt disconnects a virtual connection to another
Remote Annex. The syntax is:

hangup

If you have any open jobs on the CLI, tiengup command lists them

and prompts for permission to terminate each job before completing the
command. For example:

annex: hangup

Following background job(s) will be terminated:

-1 telnet mouse

+2 telnet 132.245.6.35

Do you still wish to hangup (y/n)[n]: y
Terminating jobs, resetting line and disconnecting.

w If you are using a modem, configure it to respond when the DTR
signal is dropped.

help

Thehelp or ? command provides on-line help. The syntax is:

help [commandl

? [commanil

Enteringhelp or? with a CLI command as the argument (éhglp host9
displays a short description of that command and its syntax. Entering

help or ? without an argument displays a summary of all CLI commands
and macros available on the current port.
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help —m

The superusdnelp —m command displays a list of all macros and their
assignegort_setfor that Remote Annex. The syntax is:

help —m[macro_namg

Thehelp —mdisplay looks like this:

annex01# help —-m

Name Assigned Ports Description

1 1,12 :Menu 1

2 1-16,v :Read EMAIL

3 1-16,v :Command disabled

4 1-16,v :Another who command
init_cli 7 :Set stty commands

init_cli 2,4,6,8,10,12,14,v  :Another who command
init_cli 1,3,5,16 :Dedicated port macro
init_psr 2,4,6,10 :Port 10 information
annex01#

Thehelp —m[macro_namkdisplay looks like this:

annex01# help -m menu2

Macro Name: menu2 Description: Menu 2

Command List (command access restrictions apply):
bg, boot, fg hangup, help, hosts, jobs, menu, pg,
procs, rlogin, telnet, who

Assigned Ports: 1,12

Functional Text:

(No available data)
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In the previous sample display, tBemmand Listield applies only to
menus: it lists the commands available from the menu. The following
conditions may restrict command access:

e Superuser commands are not available from a
non-superuser CLI.

e The aliases listed may not be available from a given port.

¢ Command masks may apply.

e Other restrictions may apply.

hosts

Thehostscommand displays the names and addresses of hosts and other
Remote Annexes listed in the Remote Annex’s host table (known hosts).
The command also displays any status information that a host broadcasts.
Table C-46 describes the argumentshfosts Table C-47 describes the
statusfield in thehostscommand display. The syntax is:

hosts[—gng [hosl[ip_addres§

Thehostscommand display looks like this:

annex: hosts

Host Name Status Users Load Internet Addr
alpha -- - - 132.245.6.65
neon up 12 0.40 132.245.6.30
calvin down 16 3.55 132.245.6.128
hobbes down ? 8 2.01 132.245.6.1
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Table C-46. Arguments for the hosts Command

Argument | Description

—q Displays only the names of known hosts.

-n Displays data from the Remote Annex’s list of name serve
hosts, rather than the list of all hosts, as well as the defaul
domain and domain search list contents.

-S Displays the name and Internet address of the currently
connected security host.

host Displays information fohost.Specifyhostas a name or an

IP address.

IEN-116 name servers cannot do reverse address queries
Specifying an IP address succeeds only if the address is if
local host table.

Table C-47. Status Field Definitions

Field Definition

-- The host does not broadcast status information.

up The host broadcasted within the last several minutes.
down? Six minutes have elapsed since the host’s last broadcast.
down More than 12 minutes have elapsed since the host’s last

broadcast.
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The superusdrostscommand provides information about hosts and
name servers. Table C-48 describes the argumeritesta The syntax

IS:

hosts[—qgaffn] [host..]

Table C-48. Arguments for the Superuser hosts Command

Argument Description

—q Displays only the names of known hosts.

—anhost Adds new name servers to the name server table; thes
entries are not saved in non-volatile memory and are Ig
when the Remote Annex is rebooted. The syntax is:
hosts —anhost[protocol [max_retry
[time-out_retry[base[multiplier]]]]]

All omitted values are set to defaultsne-out_retryis
measured in minutebaseis in milliseconds; and
multiplier is in tenths.

—f host Flushes that host from the host table. Entering the
command withouhostflushes all entries except the
Remote Annex’s own entry.

—ff host Deletes permanent entries loaded fromgaeway
section of the configuration file.

—fn Flushes all name servers.

—fn ip_address

Flushes all name servers of the given IP address.

—n

Lists all name servers.

host

Displays information fohost.Specifyhostas a name or
an IP address.

IEN-116 name servers cannot do reverse address que
Specifying an IP address succeeds only if the address
the local host table.
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IpX

Theipx command configures a CLI port for IPX usage, while leaving the
portmode set tocli. This command allows IPX administrators to take

full advantage of security features such as SecurlD and Enigma. When a
Fastlink Il user in terminal mode logs into a Remote Annex CLI port, the
Remote Annex authenticates the user according to the value of the
cli_security parameter and the configuration of Remote Annex security
parameters.

V Althoughipx is a user level command, only the superhsdp
command displays information about it.

jobs

Thejobscommand displays information for all current jobs (or sessions).
The syntax is:

jobs

The command displays the CLI command used to create the job. A plus
sign (+) displayed with the job indicates the most recently active job; a
minus sign (-) indicates the previously active:

annex: jobs

—1 telnet firsthost

+2 rlogin secondhost
3 telnet thirdhost
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kill

Thekill command terminates a connection and ends a job. The Remote
Annex accepts up to four arguments to kill multiple jobs. Table C-49
describes the arguments fall . The syntax is:

kill [%][%, +, —, n, hostnamg...

Entering thekill command without arguments kills the most recent job
and displays the job number and the CLI command that created it:

annex:  Kkill
2 [terminated] rlogin secondhost

Table C-49. Arguments for the kill Command

Argument Description

%, %%, %+ Kills most recent job (+).

%— Kills previous job (-).

n, %n Kills job n.

%hostname Kills job athostname.

lock

Thelock command prevents unauthorized use of the port to which the
terminal is attached. THeck command prompts for a password, and
denies access to the port until that password is entered. The syntax is:

lock [time-ou
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A Keyprompt appears after the port is locked and remains until you enter

the correct password. For example
annex: lock

Key:

Again:

Remote Annex port 3 locked

Key:

V The password never displays with #eyor Againprompts.

Thelock command permits you to defindiae-out This is the amount
of time in minutes that the port is locked. After passing this limit, the
Remote Annex resets and unlocks the port flideagup). For example:

annex: lock 60

Entering the Remote Annex’s administrative password, or resetting the
port, unlocks the port.

Is

The superusds command displays the image name along with revision
information for the operational image stored in the self-boot ROM. The
syntax is:

Is

Thels command displays three fields from each file:

e The size in bytes.
* The last modified date.

¢ The file name.
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The self-boot image file name is a special case: the image’s revision
information is also displayed. Since the directory is part of the file system,
it is displayed along with the other files (the directory’s name is “.").

V Only ROM revisions 0600 and greater with the self-boot option
installed support this command.

modem

The superusanodemcommand lists the modem types supported by the
Remote Annex. The Remote Annex supports a modem type ifitis defined
in themodem section of the configuration file and at least one of the
Remote Annex ports has the configuration parantgper of modem

set to that modem type. Table C-50 defines the arguments for this
command. The syntax is:

modem [—al|

Enteringmodemwithout arguments lists only the modem types used on
this machine.

Table C-50. Arguments for the modem Command

Argument | Description

-a Lists the modem types that are used and each of the strings
specified for the modem(s)

- Lists the the names of all of the modems defined in the
configuration file but not used on this machine.
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Sample displays for thmodem, modem —a andmodem —lcommands
look like this:
annex# modem

type_of_modem S1200
type_of_modem USR_144

annex#t modem —a
type_of_modem S1200

ready_status 0
connect status 1105111213 14 1548 4950
reset_cmd ATZS0=1
setup_cmd ATE1V0QO0X1S0=1
dial_cmd ATDT
timeout 40 seconds
retry 2
type_of_modem USR_144
ready_status 0
connect status 15101314151617181920212543
reset_cmd ATZS0=1
setup_cmd ATE1Q2V0X1&B1&C1&D2&H1&I0&K0&R2S0=1
dial_cmd ATDT
timeout 90 seconds
retry 2
annex#

annex# modem —|
type_of_modem Optima96
type_of_modem Optimal44
type_of_modem Courierv32
type_of_modem UDS3229 (unused)
type_of_modem Codex3260 (unused)

type_of_modem T224 (unused)
type_of_modem U1496 (unused)
type_of_modem T2500 (unused)

type_of_modem TrailBlazer(unused)

type_of_modem PPM144 (unused)

type_of_modem penrilAXL (unused)

type_of_modem INTEL-HS  (unused)
annex#
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more

The superusanore command provides a read-only mechanism for
reviewing files in the local file system. The syntax is:

more filename
The file is displayed from the beginning to the end. This command pauses
after every 23 newline characters and prompts the user to press a key.

Pressingy or the attention key cancels the command; pressing any other
key displays the next page of the file.

V Only ROM revisions 0600 and greater with the self-boot option

installed support this command.

myv
The superusanv command renames a file in the local file system. The
syntax is:

mv source_filename destination_filename

Thesource_filenamés the existing file; theéestination_filenamis the
new file. The Remote Annex overwrites the destination file if it exists; it
reports an error if the source file does not exist.

V Only ROM revisions 0600 and greater with the self-boot option
installed support this command.
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netstat

Thenetstatcommand displays statistics and information that the Remote
Annex has obtained from the network. The command is similar to the
UNIX netstatcommand in format and display, but offers additional
options. Table C-51 describes the argumentsétstat The syntax is:

netstat [-AaCfgimnpQRrSstx[—i | —r [network_numbér —sS
[server_namf| ? | —n] Z] port

V Since the Remote Annex is a multitasking system, this command can
produce misleading information if the underlying data structures are
changing rapidly.

The display format varies according to the options selected and the
network protocols implemented for the Remote Annex Bsplaying
Network Statisticen page Book B-1 for sample display formats).
Enteringnetstat without arguments displays the local and remote
addresses, the send and receive queue sizes (in bytes), the protocol, and
the internal state of the protocol for all active connections.

Addresses display as eithrst portor networkport. The latter displays

if a socket’s address does not include a specific host address. Known host
names are displayed; otherwise, the Internet addresses are displayed.
Unspecified or wildcard addresses and ports appear as an asterisk (*).
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Table C-51. Arguments for the netstat Command

Argument

Description

-A

Displays the default information along with the address of a
associated protocol control blocks.

Displays the state of all sockets, including those used by se
processes.

Displays the contents of the route cache.

Displays the state of the hardware interfaces, e.g., AppleTa
SLIP, PPP, as well as a dial-out route’s interface name.

—iaport

Displays statistics for a specific Remote Annex ARA interfa

Ce.

—ip port

Displays the current state of a PPP interface.

Displays interface queues.

Displays the state of the hardware interfaces plus additional
information about the SLIP interfaces.

Displays filtering statistics.

Displays RIP statistics.

Displays statistics for memory buffer allocation.

Displays all network addresses as numbers rather than nam
symbols; can be used in combination with, —a, —i, —r, —t. It
displays the IP addresses and TCP ports in decimal notatio

es or

Displays information about rotaries.

Displays the routing table, including dial-out routes.

Displays only AppleTalk routes.

Displays only IP routes.

(continued on next page)

Remote Annex Administrator’s Guide for UNIX Book C-159



Chapter 3 Using the CLI Commands

Book C-160

Book C

Table C-51. Arguments for the netstat Command (continued)

Argument | Description

-S Displays network protocol statistics. LAT statistics display
only if the correctat_key value is set. AppleTalk statistics
display only if the correabption_key value is set.

—Is Displays routing statistics.

—t Displays the default active connection information along with
the attached device name.

—X Displays information about IPX.

—Xi Displays information about Remote Annexes currently in use
for dial-in or LAN-to-LAN routing.

—X? Displays information about using thetstat —-xcommand.

—Xm Displays information about the amount of memory availablg in
the large and small IPX buffer pools.

—Xr Displays the routes defined in the Remote Annex’s IPX routing
table.

—Xr Displays the Remote Annex route for that network.

network_

number

—XS Displays server names, types, and addresses.

—XS Displays information for the specified server (seever_name

server_ argument is case-sensitive).

name

—XS Displays the Remote Annex route for each server.

—XS Displays the Remote Annex route for the specified server (the

server_ server_nameargument is case-sensitive).

name

—Z Displays the network zone list for AppleTalk.
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passwd

The superusgrasswdcommand changes the Remote Annex’s
administrative password. The Remote Annex does not echo passwords.
Pressing th&®eturn key after the prompts for the new password sets the
password back to its default. The syntax is:

passwd

The passwdcommand display looks like this:

annex# passwd
Current password:

New password:
Confirm new password:

w If the Remote Annex is configured with an IP address, the default
administrative password is the IP address.

If the Remote Annex is not yet configured with an IP address and the
administrative password has not been modified (either via this
command or via the Remote Annex parameassword, the default
password is a null string").

If the Remote Annex is not configured with an IP address and boots
via MOP, IPX, or from FLASH ROM, the default password is a null
string("") and entering a carriage return at Basswordporompt

places you in superuser mode.

ping

Use the superusging (packet internet groper) command to determine
whether a remote host, router, or Remote Annex can be reached and to
view statistics about packet loss and delivery time.ihg command
sends an Internet Control Message Protocol (ICMP) Echo Request
message to elicitan ICMP Echo Response from the specified host, router,
or Remote Annex. The command prints output for each response
returned. Table C-52 describes the argumentpifay.
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The syntax is:

ping [—artv] host[databytegcouni]

Table C-52. Arguments for the Superuser ping Command

Argument

Description

—a

Generates AppleTalk Echo Protocol (AEP) echo request pac
to a target node. Displays the time the packet took to turn
around.

kets

Bypasses the normal routing table and sends the message
directly to a host on an attached network. An error returns if
host is not on a directly attached network. This optiorpoag a
local host through an unlisted interface in the routing table.

the

Traces the path of a packet from the local host to the desting
host and back, displaying information about each router in th
path. This option allows you to see whether a packet arrived
and/or returned from its remote destination and, if not, wherg
stopped. The option is based on the Traceroute facility descr
in RFC 1393. For more information, sésing the —t
(traceroute) Optioron page A-165. Table C-53 on page A-16]
describes the fields displayed by this option. You car-usith
the—r and/or—v option, but not with-a.

ition
e
at
Bt
bed

1

Displays the IP and ICMP packet headers for the reply from
host.

the

host

The host, router, or Remote Annex to which pireg is sent.

databytes

The number of bytes of data in the ICMP Echo Request
message. The default5§.

count

The number of pings to be sent to the destination. The defay
unlimited. When invoked with thet option,ping ignores the

Itis

countargument.
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Each Echo Request includes a time stamp if the number of data bytes is
greater than eight. This time stamp calculates the round-trip time and is
returned unchanged in the Echo Response. The default packet size is 64
bytes, 56 of which are data and 8 are header. You can change the number
of data bytes using ttdatabytesargument.

Unless issued with the option or thecountargumentping continually
sends one request per second, and displays a line of output for every
response. Entering any character from the keyboardgitogasT hecount
argument allows you to send a limited number of requests. WWhgn
stops, it displays a brief summary.

The following is a sampleing display, which the user stops by entering
a keyboard character; tiReNG Statisticsappear after the character is
entered.

annex# ping caddy

PING caddy: 56 data bytes

64 bytes from 132.245.6.25: icmp_seq=0. time=37. ms
64 bytes from 132.245.6.25: icmp_seq=1. time=12. ms
64 bytes from 132.245.6.25: icmp_seq=2. time=12. ms
64 bytes from 132.245.6.25: icmp_seq=3. time=12. ms
---- caddy PING Statistics ----

4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 12/20/37

The following is a samplping display for a host that does not answer,
which the user stops by entering a keyboard charact@tttie Statistics
appear after the character is entered.

annex# ping zinc

PING zinc: 56 bytes of data

---- zinc PING Statistics ----
15 packets transmitted,0 packets received, 100% packet loss
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If zinc(in the previous example) is on another netwpirkg displays the
following:

annex# ping zinc

PING zinc: 56 bytes of data

---- zinc PING Statistics ----

Host is unreachable... Received from 132.254.55.11
annex#

In the preceding examplE32.254.55.1 s the router connecting the local
network to other networks.

Sample Displays Using the —a and —v Options

The following is a samplping —a display for a Macintosh:

annex# ping —a 03fe.88

PING xenna: 56 data bytes

---- zinc PING Statistics ----

64 bytes from 03fe.88: aep_seq=0. time=7. ms
64 bytes from 03fe.88: aep_seq=1. time=5. ms

The following is a samplping —v display:

annex# ping —v 132.245.55.222 56 1

PING 132.245.55.222: 56 data bytes

64 bytes from 132.245.55.222: icmp_type=0 (echo reply)
x00: x00400045

x04: x00000f8b

x08: x000001ff

x0c: xde37f584

x10: xdf37f584

x14: x6de10000

x18: x00000171

x1c: x2d458f5d

x20: x0001d11le

x24: x0b0a0908

x28: x0f0e0d0c

x2c: x13121110

icmp_code=0

64 bytes from 132.245.55.222: icmp_seq=0. time=5. ms
---- 132.245.55.222 PING Statistics ----

1 packets transmitted, 1 packets received, 0% packet loss
round-trip (ms) min/avg/max = 5/5/5

annex#
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In the preceding display, the 4-byte hexadecimal numbers in the line
beginningx00through the line beginninglOrepresent the IP header,

while the remaining hexadecimal numbers represent the ICMP header
and data. The bytes in the header lines are displayed in reverse order, so
read them from right to left.

Using the —t (traceroute) Option

Theping —t command sends only one ICMP Echo Request. This request,
called theoutbound packetontains an IRacerouteoption and a
traceroute hop count of zero. If an outbound packet crosses routers on
the path to its destination, each router increments the hop count by 1,
forwards the packet, if possible, and returns a traceroute message to the
originator (Figure C-1 illustrates an outbound packet that crosses two
routers). This message indicates whether or not the packet was forwarded.
If so, the message contains the incremented hop count and information
about the outbound interface over which the packet was forwarded. If the
packet could not be forwarded, the router discargnity —t terminates,

and the traceroute message contains zeros in place of interface
information.

If an outbound packet reaches its destination, the destination node sends
an ICMP Echo Response, called thturn packetto the router from

which it received the outbound packet. The destination node copies the
traceroute option from the outbound packet to the return packet and sets
the return packet’s hop count to zero. If the return packet passes through
the routers in the path back to fiieg —t source, each router increments

the hop count by 1, forwards the packet, if possible, and returns a
traceroute message to thi@g —t source (see Figure C-1).
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The traceroute message indicates whether or not the packet was
forwarded. If so, the message includes the incremented hop count and
information about the interface over which the packet was forwarded. If
the packet could not be forwarded, the router discarggd,—t

terminates, and the traceroute message contains zeros in place of interface

information.
[ 00 00 ]
g
ping —t IXEXI
source > Router 1 Router 2 ping —t
destination
—
Key:
—» Outbound Packet
<& Traceroute message caused by outbound packet

Return packet
Traceroute message caused by return packet

Figure C-1. Overview of ping —t Actions

Using the information carried in the outbound packet, along with the
return packet and the traceroute messggeg,—t displays the path of

the packets and the characteristics of the routing interfaces along the way
and back. And, if a packet cannot be forwargéty —t locates the failure.
Table C-53 on page A-167 describes the fields displayqunigy—t.
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Table C-53. Fields Displayed by the ping —t Option

Field

Definition

Dir

The direction in which the ICMP packet is heading. The >
symbols indicate an outbound packet heading towards th
ping —t destination. The <<< symbols indicate a return
packet heading back towards hiag —t source. The ***
symbols indicate that a router could not forward the pack
In this case, the router discards the packetpamgl—t
terminates.

Router

The IP address of the router interface over which the
outbound or return packet was forwarded.

Hops

The number of routers that the outbound or return packet
crossed. If the count skips a hop (e.g., goes from 4 to 6),
traceroute message was lost, probably due to network
congestion.

has

Speed

The speed, in bits per second, of the interface over which
outbound or return packet was forwarded. If the packet cq
not be forwardedping —t displays a zero in this field.

the
uld

MTU

The maximum transmission unit (in bytes) of the interfacg
over which the outbound or return packet was forwarded.
The MTU is the largest packet size the interface can forw
without fragmenting the packet. If the packet cannot be

forwarded because its size exceeds the MTU and its hea

indicates not to fragmerping —t displays a zero in this field,

D

ard

der
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The sample topology shown in Figure C-2 is assumed bpitige—t
examples that follow it.

132.254.66.1 132.254.99.2 132.254.33.3  132.254.33.4
l Router 1 l Router 2 l i — e
—t G asnnnnas B, et G asssnnnn B
LI = T
ping -t 132.254.66.2 132.254.99.3 ping -t
source destination

Figure C-2. Topology for ping —t Examples

Given the topology in Figure C-2, tipghg —t command displays output
such as the following when a traceroute packet passes successfully to the
ping —t destination and back (see Table C-54).

V The line numbers at the right of this example are for reference only;
they are not part of the actual display.

annex# ping -t 132.254.33.4

PING hobbes: 56 data bytes line 1

Dir Router Hops Speed (b/s) MTU line 2
>>> 132.254.99.2 1 19200 1024 line 3
>>> 132.254.33.3 2 10000000 1500 line 4
<<< 132.254.99.3 1 19200 1024 line 5
<<< 132.254.66.2 2 10000000 1500 line 6
64 bytes from 132.254.33.4: time=10. ms line 7
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Table C-54. The ping —t Command Display

Line

Description

line 1

Indicates thaping —t has started.

line 2

Contains the display header.

line 3

Indicates that Router 1 was the packet’s first hop on the path|to

the ping —t destination. The interface over which Router 1
forwarded the outbound packet has an IP address of

132.254.99.2, a speed of 19200 bits per second, and can transmit
packets of up to 1024 bytes in length without fragmenting them.

line 4

Indicates that Router 2 was the packet’'s second hop on the path to

the ping —t destination. The interface over which Router 1
forwarded the outbound packet has an IP address of
132.254.33.3, a speed of 10000000 bits per second, and can
transmit packets of up to 1500 bytes in length without
fragmenting them.

line 5

Indicates that Router 2 was the return packet’s first hop on th
way back to the@ing —t source. The interface over which Route
2 forwarded the packet has an IP address of 132.254.99.3, a $

[¢]

=

peed

of 19200 bits per second, and can transmit packets of up to 1024

bytes in length without having to fragment them.

line 6

Indicates that Router 1was the return packet’s second hop orn
way back to the@ing —t source. The interface over which Route

2 forwarded the packet has an IP address of 132.254.66.2, s|a

speed of 10000000 bits per second, and can transmit packets of

up to 1500 bytes in length without having to fragment them.

line 7

Indicates theping —t source has received the return packet and
that the round-trip took 10 milliseconds.
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In the following example, the second router is unable to forward the
outbound packet, as indicated by the asterisks)(under theDir
heading. Note that the hop count remaink, aince the packet crossed
only one router.

annex# ping —t 132.254.33.4
PING hobbes: 56 data bytes

Dir Router Hops  Speed (B/s) MTU
>>> 132.254.99.2 1 19200 1024
ok 132.254.33.3 1 0 0
PpPPp

Theppp command allows a user at a remote host to dial into a modem
attached to the Remote Annex and convert the CLI portto a PPP interface.
Resetting the port returns it to CLI mode. The syntax is:

ppPP

The command display looks like this:

annex: ppp
Switching to PPP and starting LCP and ATCP negotiations.

If you issue thepp command, and the port is not configured properly
for PPP, the terminal displayi$is port cannot be used for PR§ee
Point-to-point Protocol (PPPdn page A-111 for more details).

V Althoughppp is a user level command, only the superbhsép
command displays information about it.

You cannot apply the minimum uniqueness featugpim
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The superusgrrocs command displays information about Remote
Annex processes in a tabular format. It is used for debugging Remote
Annex software. Table C-55 describes the argumentsréms;

Table C-56 describes the fields in fw@cs command display; and

Table C-57 describes the Remote Annex processes. The syntax is:

procs [—ir] [—ppid] [-ddeV

Table C-55. Arguments for the Superuser procs Command

Argument | Description
=i Displays statistics on time spent in interrupt routines.
—r Displays only processes that are currently running on
the Remote Annex.
—ppid Displays only processes for the specifiédi
—ddev Displays only processes attached to the spedaifi@dEntering a

? displays processes without an attached device.

A typical display looks like this:

annex# procs

PID
0
193
194
195
233
234

PPID SF SSIZz USPTR IP CP SIG CTIME CPU TIME DEV NAME

0
0
0
0

231

WO 1000 c9444 0 O O 0 0:00.306 ?
WO 23c c8464 0 0 O 0 0:00.002 ?
SO ¢3c ¢813¢c 12 12 O 0 0:00.034 2
SO 43c c¢7550 12 12 O bel23 0:00.001 2

Rc  63c 99044 12 12 be38a 0:00.085 ?
X0 ¢3¢ 97ccc 12 12 0 be38b 0:00.680 vi

o
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watch
route
timed

telnet
cli
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Table C-56. The Superuser procs Command Display

Command Description

PID Process ID in decimal.

PPID Parent process ID in decimal.

SX Status:S (sleeping) W (semaphore waitR (runnable) X
(executing — always the CLI process execupnars), E
(event wait), an@ (zombie, waiting for parent to collect exit
status).

xF Flag bits:0x01 (system mode))x02 (process pre-empted),
0x04 (SIGCLD sent to parent on exif)x08 (go to zombie
on exit).

STACK System stack pointer in hexadecimal.

SSIz Stack size in hexadecimal.

USPTR User stack pointer in hexadecimal.

IP Initial priority at process creation in decimal.

CP Current priority in decimal.

SIG Pending signals for process in hexadecimal.

CTIME Creation time of the process. Calculated as the number gf
seconds since January 1, 1970 and expressed as the last six
hexadecimal digits.

CPU TIME |CPU time used by the process, in minutes, seconds, and
milliseconds.

DEV Device:? for system processes, port number for a physical
port, v followed by a number for a virtual CLI.

NAME The name of the process.
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Table C-57. Remote Annex Processes

Process Purpose

adm_timer Watches serial ports for activity (idle timer,
inactivity timer).

cli One per active CLI.

connect_rdr

One pair per activeonnectcommand.

connect_wtr

dp_mon Listens for dedicated port requests.
erpcd Listens for incomingerpcd requests.
fingerd_lis User information for listener.
line_adm Port and virtual line administrator.
arap An ARAP line client.

atalkd AppleTalk daemon.

Ipd Listens foraprint commands.
netdattimer Ages the host table.

ping The ping command.

ppp A PPP line client.

p_srvr_conv Prompts for CLI and rotary access.
reset_mach Listens for theeset allcommand.
rlogin_rdr One pair for each activdogin command.
rlogin_witr

root The initial process.

(continued on next page)
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Table C-57. Remote Annex Processes (continued)

Process Purpose

routed Listens for and transmiRIP messages.

rwhod Listens forrwho requests.

slip A SLIP line client.

snmpd Listens forSNMP commands and requests.

syslog_port Logs messages to the port specified insysdog_port
parameter.

telnet_cmd One pair per activeelnet command.

telnet_rdr

telnetd_lis Listens for incoming Telnet requests.

telnetd_rdr One pair per active incoming Telnet session.

telnetd_wri

timed Maintains the Remote Annex time-of-day clock.

watcher Maintains the watchdog timer.

gueue

Thequeuecommand displays information about queued HIC requests
or removes a particular HIC request from the queue. It is available only
after LAT is configured. Table C-58 describes the argumentpifeue

The syntax is:

queue[[[-h hostnamg[—sservicé [—p port]], [-r entry_id [-V]]
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Table C-58. Arguments for the queue Command

Argument | Description

-h Displays only the entries originating from thestname.

-s Displays only the entries requestisgyvice.

—p Displays only the entries requesting connectiopdd.

—r Removes the entry associated vétitry idfrom the queue. Do

not combine this argument with another argument.

-V Displays theservice_namand theport_numberfor each queued
service that is available.

Entering the command without arguments displays all the requests in the
queue. For each entigueuedisplays theservice_namand the
port_numberequested (if specified), the host requesting the service, the
entry_idassigned to each queued request, the time (in minutes) that the
request has been waiting in the queue, and the request’s position in the
gueue.

Thequeuecommand display looks like this:

annex: queue

position port  time

in gueue _ host (from) service (to) (to) (min)  entryid
1 vax_marketing lab_printer 10 17 538

3 vax_sales laser_printer 8 11 384

4 vax_marketing modem_pool - 8 82

7 annex_lab modem_test 2 2 611

Queue positions 2, 5, and 6 are not displayed because they are being
used for non-LAT requests.
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The following example shows a display usmgeue —hhost_name

annex: queue —h vax_marketing

position port  time

in queue _ host (from) service (to) (to) (min)  entryid
1 vax_marketing lab_printer 10 17 538

4 vax_marketing modem_pool - 8 82

The following example shows a display usmgeue —rentry_id

annex: queue —r 538
Entry 538: removed

The following example shows a display usimgeue —v

annex: queue —v

Service Name Ports
TERMINAL 2,3
WPVAX 3,4,12

No entries found.

rlogin

Therlogin command connects to the specified host usingltiggn
protocol. The syntax is:

rlogin host[-| user_namg

The—l user_namergument logs you into the remote host under that

user_namgotherwise, it sends portisser_namer prompts for
user_name

Therlogin command display looks like this:

annex: rlogin slowpo
login:
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m

The superusam command deletes one or more files in the local file
system. The syntax is:

rm filename...

The Remote Annex reports an error if a specified file does not exist, and
continues with the next file name in the list.

V Only ROM revisions 0600 and greater with the self-boot option
installed support this command.

route

The superusepute command adds routes to and deletes routes from the
RIP route cache and active routing table.

V The gateway address specified intthiate command must be the
remote_addressf the PPP or SLIP link, not thecal address

Table C-59 describes the argumentsrémute. The syntax is:
route [-fF] add [-g dest mask gatewdynetrid

route [-fF] add default gateway[metrid

route [-fF] delete[default | des}
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Added routes are eithegmporaryor hardwired

« Atemporary route does not age but a RIP route can replace it.

* A hardwired route does not age and a RIP route cannot replace

it.

V If you are usingelnet to connect to the Remote Annex, deleting the
route leading to the host to which you are connected breaks the
connection.

For more details on routing, see IP Routing on page A-169.

Table C-59. Arguments for the Superuser route Command

Argument

Description

—f

Flushes the temporary routes from the routing table and ro
cache.

ute

—F

Flushes the hardwired and interface routes from the routin

)

table and route cache. An interface route is a route to a network

directly connected to the Remote Annex. Remote Annex R
automatically enters these routes into the routing cache an
table.

P
d

Flushes all routes from the routing table and cache.

Adds a route to the route cache. It also adds the route to the
routing table if thegatewayargument specifies an address that

is directly reachable on an active interface.

S

Specifies a hardwired route that RIP cannot replace.

(continued on next page)
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Table C-59. Arguments for the Superuser route Command (continued)

Argument

Description

default

Specifies the default route.

{y In general, using route to add or delete a default
route can have unpredictable results. The only time
you can safely use route to add a default route is
when a default route is not defined in the
configuration file and the Remote Annex is not
receiving

dest

Specifies the destination address of the route.

mask

Specifies the subnet mask to apply to the destination addré

BSS.

gateway

Specifies the IP address of the gateway (router) thatisto b
next hop for the route. This address must be on a network
directly attached to the Remote Annex.

2 the

metric

Specifies the number of hops to the destination. Values rar
from 1 throughl5; the default idl.

ge

delete

Deletes a route (temporary, hardwired, or interface) from th

e

route cache and the routing table.
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services

The servicescommand displays information about available LAT
services that have been advertised by LAT hosts. The format of this
display depends on the arguments and information that you supply on the
command line. Table C-60 describes the argumentseiwices

Table C-61 describes the command display. The syntax is:

services[-vh] service_name host_name

Entering theservicescommand without arguments displays a summary
of available LAT services on the network. Available services are
restricted by group codes (sg®up_valueon page Book C-61). The
summary typically includes treervice namestatis, andservice
identification

Table C-60. Arguments for the services Command

Argument Description

-V Displays the expanded view of LAT services on the
network. The expanded view includes Hgevice name
rating, service identificationhost namghost
identification host statusandfacility numberof the
advertising host. If multiple services have the same name,
the summary includes only the service of the highest
rating.

service_name | Displays a summary of all services having setvice

name regardless of the service’s rating. This summary
displays théhost namdield of the requested service rathe
than theservice naméeld.

=

service_name |Displays a summary of the service having that
host_name service_namen the host specified by thest_name

(continued on next page)
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Table C-60. Arguments for the services Command (continued)

Argument Description

-h Displays a summary of all available LAT services by host.

—vh Displays the expanded view of all available LAT services
by host.

-h Displays a summary of all the services available from the

host_name specified host.

—vh Displays the expanded view of all services available for the
host_name specified host.

If multiple services have the same name, the summary includes only the
service of the highest rating. For example:

annex: services
Local Server Name : ALPHA

Service Name Host Status Service Id

TERMINAL Reachable LAT server

DAO08 Unreachable LAT server

LAT_00802D0018B6 Reachable Modem

WPVAX Reachable SYS$SANNOUNCE

The following example displayservices —v
annex: services —v terminal

Local Server Name: ALPHA

Service Name : TERMINAL

Service Id : LAT server Rating 19
Host Name T WPVAX Host Id : 3f
Host Status : Reachable Facility # :0
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The following example displayservices —h

annex: services —h wpvax

Local Server Name : ALPHA

Host Name : WPVAX

Service Name
TERMINAL

Host Status Service Id
Reachable LAT server

The following example displayservices —vh

annex: services —vh wpvax

Local Server Name: ALPHA

Host Name : WPVAX Hostld  :3f
Host Status : Reachable Facilty# :0

Service Name : TERMINAL
Service Id : LAT server Rating 19

Table C-61. The services Command Display

Field

Definition

Service Name

A string indicating the name of the service being
offered.

Service A string indicating the service’s use or purpose.

Identification

Rating An integer typically indicating the number of resourc
(ports) available for the service on the indicated host.

Host Name A string indicating the name of the host offering the

service.

(continued on next page)
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Table C-61. The services Command Display (continued)

Field Definition

Host A string typically indicating the host’s location or other

Identification special characteristics of the host offering the service.

Host Status A string indicating the disposition of the host offering
the service.

Facility Number |An integer indicating the facility number or the host
number of the host offering the service.

slip

Theslip command allows a user at a remote host to dial into a modem
attached to the Remote Annex and convert the CLI port to a SLIP
interface. The syntax is:

slip

The command display looks like this:

annex: slip

Username: ellis

Password:

Switching to SLIP.

Remote Annex address is 132.245.254.65. Your address is
132.254.6.90.
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If you issue theslip command, and the port is not configured properly
for SLIP, the terminal displaybhis port cannot be used for SL{fer
more details on using a SLIP link, s&erial Line Internet Protocol (SLIP)
on page A-137).

w The remote host must be configured to use these addresses.
Resetting the port returns it to CLI mode.

You cannot use the minimum uniqueness feature with the
slip command.

stats

Thestatscommand displays Remote Annex statistics. Table C-62
describes the arguments &iats The syntax is:

stats[-sm[portg[tim€] |[-op]

Table C-62. Arguments for the stats Command

Argument

Description

—-S

Displays statistics for all serial ports. You can enter a single |
(-sH or a range of ports-65—100r—s5,7,9-1p This argument
also displays control line status in which an asserted signal
appears in upper case letters and a de-asserted signal appé
lower case letters.

bort

pars in

—stime

Displays serial line statistics, pausing between each display
number of seconds specified fiyje Entering the attention
character, attention string, or tBeeak key aborts the display.

the

Displays statistics for active control lines much the samesas
but displays the modem controls for inactive control lines (i.
unattached slave lines) rather than displayahe

A1%

(continued on next page)
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Table C-62. Arguments for the stats Command (continued)

Argument | Description

—mtime |Displays statistics for both active and inactive control lines,
pausing between each display the number of seconds specified
by time

—p Displays parallel printer statistics for all connected printers,
including the printer type, number of characters transmitted, and
printer status. You can specify the printer by number.

-0 Displays the status of the Remote Annex keyed options and
disabled modules.

V If you specify a time interval, the Remote Annex ignores an attention
string that contains multiple characters.

Thestatscommand display looks like this:

annex: stats

S/W Version: Remote Access Rx.x Build #2: Thu Sep 14 20:37:27 EDT 1995
H/W: Remote Remote Annex 4000 H/W Rev: 36. ROM Rev 0811.
Comm: eth-aui&twi/64asy/1lpar Mem: 5SmDRM/64kEEPRM/16kSL1/16kSL2

Boot from: 132.245.88.5 Date: Thu Sep 21 13:27:50 1995 EDT
Image: oper.46.enet Uptime: 15 hours 48 mins
Inet addr: 132.245.88.170 Subnet mask: 255.255.255.0

Ethernet addr:00-80-2d-00-b4-42 Broadcast addr: 132.245.88.255
Default domain: <unknown>
CPU current/average =1%/0% procs active/max/limit=87/88/800
rescheds = 0/32 switches = 48/109401 activates = 49/109722
Loading:
CPU current/average = 1%/0% procs active/max/limit=87/88/800
rescheds = 0/32 switches = 48/109401 activates = 49/109722
Mbufs:
total=5400 free=3273 minimum free=3200 denied=0
Serial Ports:
Total bytes: rcv'd=24982 xmt'd=5934
Errors: parity=0 framing=0 fifo overruns=0
Parallel Ports:
Total bytes: xmt'd=0

(continued on next page)
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Memory:
total=5242880 avail=3894424 free=2073480 min free=1782488
fails=0

annex:

V If the Remote Annex is operating without IP protocols (i.e.,
inet_addr parameter set to 255.255.255.255),dtats command
omits thelnet addrandSubnet maskelds as well as thBroadcast
addr field from the display.

If the Remote Annex is operating without IP on the Ethernet interface,
but IP protocols are enabled (i.e., Hfubnet_maskparameter is set to
255.255.2555.255), tteats command showsunused>in place of

the subnet mask value and omits Breadcast addfield from the
display.

Thestats —scommand displays statistics for all serial ports:

annex01# stats —s
P# Control Lines Speed CharTx CharRx ParityOverrunFraming

1 none 38400 2550 0 0 0
2 CTS RTS 4800 2550 0 0 0
iotal 111883711987 0 0 0

Thestats -mcommand displays statistics for active control lines, but
displays the modem controls for all active and inactive control lines rather
than displayingdle.

annex01# stats —m

P# Control Speed CharTx CharRx Parity Overrun Framing
Lines

1 CTSRTSDTR 9600 O 0 0 0 0
DCD DSR

2 CTSTRSDTR 9600 O 0 0 0 0
DCD DSR

64 ctsRTSDTR 9600 0 0 0 0 0
dcd dsr
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Thestats —ocommand displays the status of the keyed options and the
disabled modules:

annex01# stats —o
KEYED OPTIONS:

LAT: keyed on but disabled by disabled_modules
Atalk: keyed off

tn3270: keyed off

dialout/RIP/filtering: keyed off

IPX: keyed on but disabled by loader

MODULES DISABLED:
atalk, dialout, ipx, lat, tn3270, vci

V In the above command display, IPX is disabled by both the
disabled_modulesparameter and by the loader. In this case, the
loader takes precedence since removing IPX from
disabled_moduleswill still not enable it.

Thestats —-pcommand displays statistics for all parallel ports:

annex0l1# stats —p
P# Type CharTx Status

1 CT 576 selected, paper error, busy
2 DP 1318 selected

total 1894

stats —c

The superusestats —ccommand clears the serial line statistics to zero.
You can enter a single pordb) or a range of ports-¢5-7.

stats —T

Thestats -T command displays T1 network interface statistics for the
Remote Annex. Table C-63 describes the argumenstdts -T. The
syntax is:

stats -T[ current | total | all | interval_sef clear_alarm ]
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Table C-63. Arguments for the stats -T Command

Argument

Description

current

Displays current T1 statistics information for the curren
15-minute interval.

total

Displays the summary of T1 statistics information for th
last 24 hours.

e

all

Displays the T1 statistics for each one of the valid
intervals. There are up to 95 intervals (15 minutes per
interval) for a 24-hour period.

interval _set

Displays the T1 statistics for the selected intervals only.

You can enter a single interval or a range of intervals fr
1to 96. Interval 1 is the most recent interval. For examy
stats -T 4-6, 1(displays intervals 4, 5, 6, and 10.

DM
le:

clear_alarm

Clears the alarm condition saved in the history buffer.
Once the alarm history buffer is cleared, the next alarm
event is captured and stored in the history buffer.
Subsequent alarm events will not overwrite the history
buffer. This option is available only to the Superuser.

All T1 statistics are captured in 15-minute periods. Information on

intervals being captured is kept in “current.” Once the 15-minute interval
expires, the information in “current” is transferred to interval #1, and the

current statistics are cleared before restarting the statistics capture
process. All intervals are aged every 15 minutes. Intatvatomes+1,
and interval 96 is discarded. The 96 intervals cover a

24-hour period. Interval #1 becomes valid only after the T1 engine has

been on-line for at least 15 minutes.
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Thestats -T current command display looks like this:

annex# stats -T current
alarm history:[no blue no red no yellow], Fri July 28 16:48:37 1995 EDT

Alarms: no blue no red no yellow

engine: offline  no sync no D&l sync  no loss of signal

serial number: 0811

circuit ID:

T1 info:

unit ID: XYLOGICS T1-ENGINE 085234 Rev. A 07/19/95 6343
loopback mode: No loopback uptime: 69:07:49

Current Statistics

number of valid seconds: 469

bursty errored seconds (ESF only):0Controlled slip seconds:0

errored seconds: 0 Severely errored seconds
unavailable seconds: 0

out of frame errors: 0 bipolar violations: 0

CRC errors (ESF only):
received net alarms:

controlled slilps: 0

oo

annex#

The information displayed fromsats -T command is described in
Table C-64.
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Table C-64. The stats -T Command Display

Field Description

Sync When Sync is true, the T1 engine is detecting frame
synchronization. When Sync is false. the T1 engine has
lost frame synchronization and enters the red alarm stelate.

Loss of Signal |When Loss of Signal is true, the T1 engine is not detecﬂing
pulses on the T1 network interface receiver. When Loss of
Signal is false, the T1 network interface is receiving
pulses. The loss of signal condition causes the T1 engjne
to transmit AIS (all ones unframed) on the T1 network
interface.

Blue Alarm When the Blue Alarm is true, the T1 engine is receiving
AIS (all ones unframed) from the network. When the Blue
alarm is false, the T1 engine is not receiving AlS. The
Blue Alarm event saved in the history buffer is also
displayed.

Red Alarm When the Red Alarm is true, the T1 engine has detected
loss of frame synchronization. During this condition, th
T1 interface is sending a Yellow Alarm to the network.
When the Red Alarm is false, The T1 engine is in fram
synchronization and the sync indication is true. The Re
Alarm event saved in the history buffer is also displaye

11

O s ®

Yellow Alarm | When the Yellow Alarm is true, the T1 engine is receiving
a Yellow alarm from the network. When the Yellow alarm
is false, the T1 engine is not receiving a Yellow alarm
from the network. The Yellow Alarm event saved in the
history buffer is also displayed.

(continued on next page)

Book C-190 Remote Annex Administrator’s Guide for UNIX



Book C

Chapter 3 Using the CLI Commands

Table C-64. The stats -T Command Display (continued)

Field

Description

Loopback

The loopback status has the following possible states:

None- There is no loopback in progress. The test LED
the front panel is not illuminated.

Local - The T1 network interface is in local loopback. th
test LED on the front panel is illuminated.

Line - The T1 network interface is in line loopback. Th
test LED on the front panel is illuminated.

Payload- This means that the T1 network interface is
payload loopback. The test LED on the front panel is
illuminated.

e

11

>

Online

When illuminated, the T1 engine is engaged with the
network. Otherwise, the T1 Network Interface and Dro
Insert Interface are isolated from the T1 engine.

p/

Up Time

Amount of time the T1 engine has been up, in hours,
minutes, and seconds. The “hours” field is a 16-bit
register that can count up to 2700 days (more than 7
years).

Serial Number

The T1 engine’s serial number.

Circuit ID The T1 engine’s Circuit ID displayed from the
tni_circuit_id parameter.
Unit ID The T1 engine’s Unit ID displayed as:

“XYLOGICS T1-ENGINE 085nnn Rev. n mm/dd/yy
XXXX”

Where:

085nnn -This is the firmware number.

Rev. n- This is the firmware revision number.
mm/dd/yy - This is the firmware release date.
xXxxx - This is the EPROM check sum.

(continued on next page)
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Table C-64. The stats -T Command Display (continued)

Field Description

DIl Sync When DIl Sync is true, the Drop/Insert Interface is
receiving ones pulses and is in frame sync. When DII
Sync is false, the Drop/Insert Interface is out of frame
sync or not receiving pulses and is sending AIS (all ones
unframed).

Interval The 15-minute interval being displayed. This is an integer
from 1 to 96, “current” or “total”.

Number of Part of the “current” report which indicates the number|of

Valid Seconds |seconds for which the statistics data has been collected.

Number of Part of the “total” report which indicates the number of

15-minute valid 15-minute periods. This could also be derived from

Periods the uptime.

Bursty Errored |A Bursty Errored Second (BES) is a second with more

Seconds than one, but less than 320 CRC error events.

Controlled Slip |A Controlled Slip Second (CSS) is a second with one or

Seconds more Controlled Slips.

Errored An Errored Second is a second with one or more ESF

Seconds error events; that is, one or more CRC error events or pne
or more Out of Frames (OOFs).

Severely A Severely Errored Second (SES) is a second with 320 or

Errored more CRC error events or one or more OOFs.

Seconds

Unavailable Unavailable Seconds (UAS) are a count of one second

Seconds intervals during which service is unavailable.

(continued on next page)
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Table C-64. The stats -T Command Display (continued)

Field

Description

Out of Frame
Errors

An Out of Frame (OOF) event begins when any two of]
four consecutive frame synchronizing bits received fro
the network interface are incorrect. An OOF state end
when a reframe occurs.

BiPolar
Violations

A BiPolar Violation (BPV) error event for an
AMI-coded signal is the occurrence of a pulse of the sa
polarity as the previous pulse. A BPV error event for a
B8ZS-coded signal is the occurrence of a pulse of the
same polarity as the previous pulse without being a pa
the zero substitution code.

me

t of

CRC Errors

A CRC error occurs when the CRC field calculated by
customer installation, based on the incoming DS1 sign
does not agree with the CRC field contained in the DS
signal received from the network.

he
al
1

Controlled Slips

A CS is the occurrence of a replication or deletion of g
DS1 frame by the receiving terminal.

Receive
Network Alarm
Seconds

The number of seconds with alarm events.
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stty

Using thestty command, which is similar to the UNIstty command,
you can display and change port parameters that control terminal
characteristics, CLI connection options, and special characters. The
syntax is:

stty [parametervalud]

Table C-65 describes the parameters that can be set usstythe
command; Table C-66 describes the parameters thatttheommand
displays, but doesot set (it displays only the

current settings).

V Parameter changes are valid only for this CLI session.

Thestty command displaythe current parameter settings:

annex: stty
Remote Annex port 3

—newlin echo —ilower —olower crtcera crtlera tabs
cera lera wera Idisp flush tesc

"7 Ul *wl 'Rl [*O1 [N

prompt: %a%c

break Ibreak —ixany broadcast climask7

iflow: bell, oflow: xonoff, isize: 1, fwdtimer: 5, attn: "A
ostopc ostartc

[*S] [*Q]

baud: 9600, bchar: 8, stopb: 1, parity: none, control_lines:
none

—imask?7

annex:
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You can modify these parameters usingstifecommand. Rebooting the
Remote Annex, resetting the port, or issuithgagup command returns

the parameters to their original values. There are several ways to enter a
new parameter value:

As either on or off. A minus sign () before the parameter name
indicates off. For example, enteribgeak defines thdBreak

key as an attention signal; enteridgreak indicates the key is

not defined as an attention signal.

As one value from a list of available values. For example, the
baud parameter requires a numeric value.

As the parameter name followed by a single character, which is
often a control character — for example, i@ (line erase)
argument followed bgZ TRL-U. (Thestty command displays this
value as "U.) Specify control characters in one of two ways: 1)
enter a circumflex (*) followed by the desired character — for
example, entet ¢ to indicateCTRL-C; or 2) enter the special
character — for example, hold down tbentrol key while you

type C.

As a string, e.g., the stringartha for theuser parameter.

To undefineor turn off a parameter that requires a value, enter one of the
following values along with the parameter:

undef (or u).
none (or n).

The two characters and@ (indicating a null string) for
parameters that require control characters.

Double quotes (") for the parametgr®mpt, term, anduser
(this is the only way to turn off these parameters).
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Table C-65. Setting Parameters Using stty

Parameter

Description

attnstring

Defines a control character sequence as an attention

character or string. Entering this character or string returns

you to the CLI prompt. Make sure the selected control
character sequence is not one that is used with any hos

applications. If both break and Ibreak are not defined, and

you do not define an attention character or string, you nj

log off the host to return to the CLI prompt. The default for

a serial connection is a null string (""); the default for a
virtual CLI connection i€TRL-A.

backstring

—

ust

Defines a control character sequence as a backward switch
character or string. Entering this character or string reopens

the next lower numbered session, already established 3

your port, from within the current session without returning

to local mode. Make sure the selected control character

t

sequence is not one that is used with any host applicatipns.

To clear an existing switch, enter a null string ().

On virtual ports, the switch is limited to one character; @
non-virtual ports, the switch string can range from 1-16
characters.

baudvalue

Sets the serial line speed for input and output. Possible

=)

values are: 75, 110, 134.5, 150, 200, 300, 600, 1200, 1800,
2000, 2400, 3600, 4800, 7200, 9600, 19200, 38400, 57600,

115200 The default is 9600.

bchar
argument

Defines the data bits per character, not including the start

bit, stop bits, or the parity bit (if any). Possible values ar
5, 6, 7, or 8. The default is 8.

break
—break

Defines a break as an attention signal. Generally, the b

is generated by a key labeled Break. Setting —break turps

off Break as an attention signal.

(continued on next page)
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Table C-65. Setting Parameters Using stty (continued)

Parameter Description

broadcast Enables the terminal to display Remote Annex
—broadcast |administrative messages. Setting the parameter —broadcast
prevents any display of administrative messages. The
default is broadcast.

cera Sets the character-erase character. The default is Delete

character (CTRL-?).

climask7 Masks CLI input to seven bits. When climask? is disabled,
8-bit ASCII input is expected.

crt Sets the following defaults for video terminals: crtcera,
crtlera, tabs, echo, —newlin, —ilower, and —olower.

crtcera Controls how both the character erase (cera) and the wprd

—crtcera erase (wera) are echoed. Setting crtcera echoes the erase

characters in an appropriate way for a video terminal; the
previous character (or word) appears as if it has been
erased. The default is crtcera. Setting —crtcera echoes the
erase characters in a way appropriate for a hard-copy
terminal. The first erase character is echoed as a \ folloyved
by the deleted character. Each additional use of the erase

character deletes and displays another character. The first

character typed (other than the erase character) echoes a /
and the character; typing as@felete Deleteg echoes as

asdf\fd/g.
crtlera Controls how the line erase (lera) is echoed. Setting crtlera
—crtlera erases all characters on the line and moves the cursor back

to the beginning of the line. Setting —crtlera echoes the line
erase character in a way that is suitable for hard-copy
terminals. It echoes the erase character and a new line| so
that the deleted line is still visible but the print head is
positioned at the beginning of the next line. The default|is
crtlera.

(continued on next page)
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Table C-65. Setting Parameters Using stty (continued)

er

Parameter Description

echo Controls the echoing of characters as they are typed

—echo Setting —echo turns off echoing. The default is echo.

flushcharacter |Sets the flush character. When pressed, this charactg
flushes your output buffer. The defaultGsRL-O.

forw string Defines a control character sequence as a forward sw

character or string. Entering this character or string
reopens the next available higher numbered session
already established at your port. Make sure the seleg
control character sequence is not one that is used wi
any host applications. To clear an existing switch, en
a null string (").

On virtual ports, the switch is limited to one characte
on non-virtual ports, the switch string can range from
1-16 characters.

itch

ted
th
er

iflow argument

none

eia

Specifies the method the Remote Annex uses to stof
input from the terminal if the Remote Annex’s input
buffer is about to overflow. The default is bell. Possib
values are:

Specifies no flow control; characters are lost if the
buffers overflow.

Selects hardware flow control and works only if the
control_lines parameter is enabled for hardware flow
control and the terminal is wired appropriately.

xonoff

bell

Specifies XON/XOFF flow control. The Remote Anne
sends XOFF when its buffers are nearly full and seng
XON when the buffer level reaches a safe level. This
known as in-band flow control.

is

The Remote Annex rings the terminal bell when its ing
buffer is full.

ut

(continued on next page)
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Table C-65. Setting Parameters Using stty (continued)

default is Ibreak.

Idisp character

Sets the reprint line character. The defautTiRL-R.

Parameter Description

imask?7 Enables clearing the eighth bit of received characters.

—imask7 This parameter has no effect on transmitted characters.
When the parameter data_bits is set to 5, 6, or 7, imgsk7
has no effect at all. Setting —imask7 does not clear the
eighth bit. The default is —imask?.

ilower Controls case conversion for characters sent from the

—ilower terminal to the Remote Annex. Use ilower for older
terminals without lower case characters. The Remote
Annex converts typed upper case characters to lower
case. The default, —ilower, does not change case.

ixany Specifies that typing any character restarts the output to

—ixany the screen that was stopped with the XOFF characte.
The default is —ixany.

Ibreak Defines a long break as an attention signal;

—lbreak —lbreak turns off long break as an attention signal. The
default is Ibreak.

Idisp character | Sets the reprint line character. The defautTRL-R.

ixany Specifies that typing any character restarts the output to

—ixany the screen that was stopped with the XOFF charactef.
The default is —ixany.

Ibreak Defines a long break as an attention signal;

—lbreak —lbreak turns off long break as an attention signal. The

(continued on next page)
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Table C-65. Setting Parameters Using stty (continued)

Parameter

Description

leracharacter

Sets the line erase character. The defadTRL-U.

newlin
—newlin

Defines the terminal as a new line terminal, which
sends a carriage return followed by a line feed whe
Return is pressed and displays a carriage return
followed by a line feed when a line feed character is
received. The default is —newlin.

oflow argument

none

eia

xonoff

both

bell

Specifies the terminal’'s method for stopping output
from the Remote Annex. The default is xonoff.
Possible values are:

No flow control; characters are lost if the buffers
overflow.

Selects hardware flow control and works only if the
control_lines parameter is enabled for hardware flo
control and the terminal is wired appropriately.

Specifies XON/XOFF flow control. When the Remo
Annex receives XOFF, it stops sending output to thg
terminal; when it receives XON, it starts sending

output again. Setting ostopc to CTRL-S for XOFF a

ostartc to CTRL-Q for XON allows you to type these

characters to stop and to start output before data sc
off the screen.

Specifies both XON/XOFF and CTS/RTS flow contrg
Both flow controls are independent. Data flows out
the port only if CTS is high and the last received XO
XOFF character was an XON. Receiving XOFF or
dropping CTS stops output flow from the Remote
Annex to the device.

e

D

hd

olls

N/

Has the same effect as setting the parameter to no

ne.

(continued on next page)

Remote Annex Administrator’s Guide for UNIX



Book C

Chapter 3 Using the CLI Commands

Table C-65. Setting Parameters Using stty (continued)

Parameter

Description

olower
—olower

Controls case conversion for characters sent from the
Remote Annex to the terminal. Setting olower converts
lower case characters to upper case. The default,
—olower, does not change case.

ostartc
character

Sets the restart output character. The defadTiRL-Q.

ostopccharacter

Sets the stop output character. The defad@fiBL-S.

parity argument

Type of parity checked on input and generated on output.

Possible values are: none, even, or odd. The default s
none.

promptcode

%a
%cC
%d

%i

%j

%l
%n
%p

Changes the CLI prompt. The prompt is specified as
alphanumeric characters and embedded formatting

codes that are expanded when the prompt is displayed.
The formatting codes consist of a percent character (%)
followed by a single lower case character. The defaulf is
%a%c annex). The formatting codes are:

The stringannex

A colon followed by a space.

The current date and time in standard UNIX format,
such as Mon Mar 14 13:59:42 1988.

The Remote Annex’s IP address.

—

A new line character; skip to the beginning of the nex
line.

The location defined for the port or the strpayt nn.

The Remote Annex’s name or IP address.

The port number.

(continued on next page)
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Table C-65. Setting Parameters Using stty (continued)

>

mns
N

Parameter Description
%r | The stringport.
%s | A space.
%t | The current time in 24-hour format, such as 13:59:42
%u | The user name defined for the port or a null string.
stopbargument | Number of stop bits. Possible values are: 1, 1.5, and
The default is 1.
tabs Specifies replacing output tab characters with spaces.
—tabs the terminal does not have hardware tab support, use
—tabs. The default is tabs.
termstring Identifies the type of terminal using the CLI connection.
The value should be a valid terminal type for the host.
tesccharacter | Sets the Telnet escape character. This character retu
you to thetelnetprompt when you are in a Telnet sessi
with the remote host. The defaultG$RL-].
fwdtimertime Defines the time in hundredths of a second for the
forwarding timer. This timer causes data read from a
serial port and stored in a buffer to be forwarded to a
host when it expires.
username Sets the user name for the connection.
weracharacter |Sets the word erase character. The defad@TRL-W.
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Table C-66. Displaying Parameters Using stty

Parameter

Description

cliidletimertime

Displays the number of minutes fona jobstimer in
which the CLI hangs up when the last CLI session
exits.

control_lines
argument
none
flow

modem

both

Displays the function of the hardware control lines.

The default is none. Possible values are:

The Remote Annex ignores the hardware control
lines.

Configures CTS and RTS for flow control, but doe
not activate hardware flow control.

Configures DTR, DCD, and DSR for asynchronou
modem control (seeeed_dson page Book C-79).

(2]

Configures CTS, RTS, DTR, DCD, and DSR for
both flow control and modem control.

idletimertime

Displays the number of minutes in which the port
can be inactive before all sessions are terminated

isizevalue

Displays the input buffer size in 240-byte blocks.

signalvalue

Displays the current state of the control lines
(specified in the control_lines parameter) in which
plus (+) indicates the signal is asserted and a min

a

(-) indicates the signal is not asserted.
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Su

When entered in superuser mode, the supesus@mmand returns you
to the user CLI and requires no password.

w If the Remote Annex is configured with an IP address, the default
administrative gu) password is the IP address in dotted-decimal
notation.

If the Remote Annex is not yet configured with an IP address and the
administrative password has not been modified (via the Remote
Annex parametgpasswordor via the CLIpasswdcommand), the
password is a null string").

If the Remote Annex is not configured with an IP address and boots
via MOP, IPX, or from FLASH ROM, the default password is a null
string("") and entering a carriage return at Basswordporompt

places you in superuser mode.

t1 loopback

The superusél_loopbackcommand places the T1 engine into loopback
mode. None of the loopback conditions persist through a power down or
reboot. A major consideration to those using the T1 service must be made
before using this command since it will completely disrupt the T1 service.

The syntax for thél loopbackcommand is:
tl loopback|[ none | line | payload | local ]

Table C-67 describes the argumentstioloopback
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Table C-67. Arguments for the T1_Loopback Command

Argument Description

None No loopback. This is the default. If the t1_loopback
command is initiated with no parameters, then none
is assumed. It cancels any user specified loopbacks.

Line Line loopback provides the network a means to test
the T1 circuit for single ended fault isolation. The
line loopback regenerates the DS1 signal and dogs
not correct bipolar violations.

Payload Payload loopback is used to provide a loopback
toward the network. The data portion of the DSOs|is
looped back.

Local Local loopback will loopback the data from the

customer side of both the T1 Network Interface and
the T1 Drop/Insert Interface.

V Network direction loopbacks in most
cases can be initiated by the Telco. The

front panel Test indicator illuminates
when the T1 is in loopback.

tap

The superuseéap command displays input and output on a device
attached to a specific port. Any input from the port performing the tap is
inserted into the tapped port’s input stream. Table C-68 describes the
arguments fotap. The syntax is:

tap [—aksvy port
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Entering theap command without thport argument displays the
messag€Ll: Destination address require@ntering thaap port

command without additional arguments displays any output to the port
on the terminal. Keystrokes from the terminal are interpreted as if they
are typed on the port. After establishing a tap, the terminal displays the
messag&Varning: This port is being tappednless thesargument was
selected. To stop a tap, break back to the CLI prompt and issue the CLI
kill for thetap job.

Thetap command creates a Remote Annex job likaeheet andrlogin
commands. You can break back to the CLI prompt and execute other CLI
commands. However, wheap is not the active job, all activity on the
tapped port is suspended.

Flow control on the tapping port affects the tapped port. Suspending
output on the tapping port also stops output on the tapped port.

The—k and—-v arguments allow you to usap as a limited software line
monitor. You can monitor traffic in both directions, including incoming
special conditions (i.e., line breaks, flow control, and characters with
special interpretations).

Thewho command displays a tap on a port only when itis invoked locally
in superuser mode using the Glu command.
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Table C-68. Arguments for the Superuser tap Command

Argument | Description

-a Use ANSI enhanced display mode escape sequences instedd of
angle brackets for highlighting all input displayed-y For
printing characters, the escape sequence 033 133 061 155 octal
(ESC [ 1 m) is output instead of <; the escape sequence 033 133
060 155 (ESC [ 0 m) is output instead of >. Both the escape
sequences and the angle brackets are output for special

characters. These escape sequences can begin and end a draphic
rendition such as bold or reverse video.

-k Displays input and output data, but the order of the displayed
data may not match the actual time sequence of the events.
Special characters and control line changes are stored in a
limited buffer; if they occur too rapidly, some may be lost. Ang
brackets distinguish input from output. Additional information
also appears in angle brackets:

e

Control characters: <*J> for line feed, <”I> for tab, etc.

Special characters: the characters defined as special for the
tapped port, such as flow control or attention characters, display
as <spcl "S>, <spcl *Q>, etc.

Line breaks: <break> and <break end>.

Control line state changes: <rts—> and <rts+>, <dcd—> and
<dcd+>, etc.

) Do not display a warning message after establishing the tap. [This
option is useful when the device connected to the port is not|a
terminal, and the message might interfere with its normal
operation.

-V Display output from the tapped port in verbose mode. Contral
codes (000 to 037 octal) display a DEL (177octal) display
as”?. Codes greater than 177 octal display With preceding
their 7-bit representation. For example, 012, the code for ling
feed, displays as *J; 212 displays as M—"J.

—X Display hexadecimal codes for all characters. Use this option
with either—k or —v.

port The number of the port to be tapped.
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telnet

Thetelnet command establishedelnet connection between two ports

on two machines. Table C-69 describes the arguments for this command;
Table C-70 describes the commands that you can issuetekiag The
syntax is:

telnet [-Irst] [host[port]]

Table C-69. Arguments for the telnet Command

Argument | Description

- In character-at-a-timenode, if neither side negotiates for ech
telnet —I directs the Remote Annex to send a LF character t
the terminal for each CR received.

O O

Do not issue &elnet -l if stty echois turned on.

—r Requestsaw mode. In raw moddglnet passes data between
the terminal and a TCP connection in line-by-line mode.

-S Requestsilentmode. Prevents the Remote Annex connectigon
from sending progress or termination messages unless an
unexpected error occurs. Usgin combination with-r and—t,

or alone; it is most useful in macros to hide the telnet interface
from the user.

—t Opens dransparenfTCP connection to the specified port in
which the Telnet protocol is not used. The Telnet escape
character is ignored.

host Opens a connection to that host.

port Allows you to enter a TCP port number on the specified hosgt to
which telnet makes a connection.
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If you enter the command without argumengdnet enters command

mode and displays the Telnet prompt. After connecting to the remote
host,telnet prints a message called a connect banner, which displays the
Telnet escape character. If pressed, the Telnet escape character returns
you to thetelnetprompt, where you can entetnet commands. For
example:

annex: telnet topsy

Trying...

Connected to topsy

Escape character is “]".

4.3 BSD UNIX (topsy)

login:

After establishing the connectidielnetis in input mode. Input mode
supports eithecharacterat-a-timeor line-by-line mode. In
character-at-a-time mode, the Remote Annex immediately sends each
typed character to the host, where character echoing and line editing
occur.

In line-by-line mode, the Remote Annex retains input until you press
eitherReturn or an interrupt character. In this mode, character echoing
and line editing are performed locally at the Remote Annex. Using the
telnet modecommand, you can change both the mode and where echoing
occurs.

You can send Break to the remote host by using either the regular break
or the long break key. This allows you to seri8f@ak sequence using
alocal break, rather than using the Tes®etd brkcommand. To do this,
you must turn off the regular and/or long break as the CLI attention
character (sesttyon page A-194).
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If a foreign port is not specifieteInet defaults to port 23. The local port
is chosen to represent the user location as follows:

« If the user connects to the Remote Annex via a serial port
through a modem or a terminal, the local port is chosen as 10000
+ port*100 + sequentialwhereport is the serial line number (1
to 99), andcsequentiais a number (0 to 99) that distinguishes
connections, and is chosen sequentially.

« If the user connects to the Remote Annex via the network, by

usingtelnet annexnamethe local port is chosen as 10000 +
sequentiglwheresequentiais a number (0 to 99) that

distinguishes connections and is chosen sequentially. If all local
ports from 10000 to 10099 are in use, a random unused port in
the range 20000 to 29999 is chosen.

Table C-70. Issuing Commands Using telnet

Command Description

close Closes a telnet session and returns to the CLI
prompt.

display Displays the state of the toggle arguments and th
definitions of the special characters.

modetype[echd Specifies the input mode. The value tigpeis

specified as line for line-by-line and character for
character-at-a-time. Thechoargument specifies
whether echoing is performed by the Remote Anr
(local_echo) or by the host (remotcho). The
defaults for echo are remotcho for character
mode and locakcho for line mode.

open [—-rt]host[porf]

Opens a connection to the specified host. You ca
enter either the host’s name or its Internet addreg
If a port is not specified, telnet connects to the
default Telnet port (23). Ther argument turns off
all Telnet protocol interpretatiort opens a
transparent TCP connection to the specified port

(you must specify the port number).

(continued on next page)
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Table C-70. Issuing Commands Using telnet (continued)

Command Description
quit Closes any open telnet session and exits telnet.
status Displays the current status of telnet.

send prgumentg

Sends one or more special character sequences
the remote host. Valid arguments include:

ao |Sends the Telngkbort Outputsequence, causing
the remote host to stop sending output to your
terminal.
ayt |Sends a Telnéire You Thersequence.
brk |Sends a Telnddreaksequence.
ec |Sends a TelndErase Charactesequence.
el |Sends a Telnefrase Linesequence.
escape |Sends the current Telnet escape character.
ga |Sends a Telngbo Aheadsequence.
ip Sends a Telndhterrupt Processequence.
nop |Sends a Telndlo Operatiorsequence.
synch |Sends a Telneynchsequence.
? | Displays help information for theendcommand.
set [gpecial Sets the Telnet special characters. (3pecial
charactet charactersthatsetaccepts can also be designated

by theirstty counterparts (aliases), e.g., specify
escapeasset escape "pr set esc 1)) Setting the
value for aspecial characteto U turns off that
character’s function. Use tliisplay command to
display thespecial characteassignmentsSpecial
charactersinclude:

(continued on next page)
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Table C-70. Issuing Commands Using telnet (continued)

Command

Description

eof

Sets theeof character to be sent to the host (if
Telnet is operating in line-by-line mode).

erase

Sets the erase character that, when entered, ser
thesend eaccommand (if theelnet session is in
localcharsmode and in character-at-a-time mode
The initial value is taken from thsity cera
character.

escape

Sets the Telnet escape character used to enter

ds

command mode. The initial value is taken from the

stty tesccharacter.

flushoutput

Sets thdlushoutput character that, when entered

sends theend aoccommand (if the Telnet session is

in localcharsmode). The initial value iISTRL-O.

interrupt

Sets the interrupt character that, when entered,

sends theend ipcommand (if the Telnet session is

in localcharsmode). The initial value ISTRL-C.

kill

Sets thdine erasecharacter that, when entered,

sends thasend elcommand (if the Telnet session is

in localcharsmode and in character-at-a-time
mode). The initial value is taken from thgy lera
character.

quit

Sets theyuit character that, when entered, sends
send brk command (if the Telnet session is in
localcharsmode). The initial value iISTRL-\.

Displays help for theetcommand.

toggleargument

Toggles (turns on/off) arguments that control how
telnet responds to events. Thésplay command
displays the current value. Arguments include:

binary

Togglestelnet binary mode. Using binary mode
eliminates some translation errors that can occur
with carriage return and line feed characters. Thg¢
initial setting is not to use binary mode.

(continued on next page)
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Table C-70. Issuing Commands Using telnet (continued)

Command Description

crlf | Toggles carriage return-line feed mode.When
enabled, a carriage return received from the seria
port is encoded as a Telnet protocol carriage
return-line feed end-of-line sequence. When
disabled, a carriage return received is encoded gs a
Telnet protocol carriage return-null carriage-retur
sequence.

>

Additionally, when using ther flag, enabling this
mode causes the Telnet encoder to send a carriage
return-line feed for areceived carriage return and|to
delete a subsequent line feed from the input stregam
if it is the next received character. When disabled,
all characters received are sent without this
translation.

crmod | Toggles carriage return mode. When enabled, mpst
carriage return characters received from the host|are
translated into a carriage return followed by a lin
feed. This mode is used when the host sends only a
carriage return without a line feed. The initial value
disables carriage return mode.

1%

localchars |Toggles the local recognition of Telnet special
characters. When enabled, the special characters are
recognized by the Remote Annex and are mapped
into appropriate Telnet control sequences. The
initial setting iswill mapwhen the mode is
line-by-line, andvon’t mapwhen the mode is
character-at-a-time. You can toggle tbealchars
betweernwill mapfor both modeswon’t mapfor
both modes, and the initial settingwifl /won’t
translate based on mode.

(continued on next page)
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Table C-70. Issuing Commands Using telnet (continued)

Command Description

options | Toggles displaying internal Telnet protocol
processing. The initial value is no display.

? | Displays help information on theggle command.

? [command Displays help information. Without arguments,
telnet prints a help summary. If you specify a
commandtelnet prints help information for that
command.

tn3270

Thetn3270command is a variation ¢élnetthat allows you to log on to

an IBM host from an ASCII terminal attached to the Remote Annex. The
IBM host to which you connect can be running either the Virtual Machine/
Conversational Monitor System (VM/CMS) or the Multiple Virtual
Systems (MVS). While you are connected to an IBM host, your ASCII
terminal emulates an IBM 3278 (Model 2) full-screen terminal. This is
the only member of the IBM 3270 family of terminals that the Remote
Annextn3270supports. Table C-71 describes the argumenta 3270

The syntax is:

tn3270[host[port]]

Remote Annex Administrator’s Guide for UNIX



Book C Chapter 3 Using the CLI Commands

Table C-71. Arguments for the tn3270 Command

Argument | Description

host Opens a connection twst Specifyhostas either an IP addres
(in dotted decimal notation) or a host name. If you use a hos
name, it must be defined in the Remote Annex’s host table @
available from the Remote Annex’s name server lgstson
page A-149name_server_bn page Book C-79, and
name_server_dn page Book C-79).

= =~ O

port Specifies the number of the protocol porthmstto which
tn3270connects. The default is the standard Telnet port (23).

V This product supports only the United States ASCII character set.

Once it has opened a connection to a hn8g70displays a connect
banner. The remote hostthen displays its own connect banner and prompts
you to log on:

annex: tn3270 132.345.254.3

Trying...

Connected to 132.245.254.3

Escape char is “\]”

VIRTUAL MACHINE/CMS
VM/CMS

Fill in your USERID and PASSWORD and press Enter

USERID ===>

PASSWORD ===>

In the previous example, note the line that displays the escape character.
Use this character to ent®3270 command mode from within a logon
session (sem32700n page A-214). To change this escape character,
issue the CL&tty command with theescargument before executing the
tn3270command.

V A second escape character is defined imtap3270file. You can use
this escape character instead of the one that displays when a
connection is opened.
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Entering the&n3270command puts the Remote AnnexnB8270
command mode and displays th8270prompt:

annex: tn3270
tn3270:

In tn3270 command mode, you can issue the commands shown in
Table C-74 on page A-225.

V Thetn3270command is available only if thogtion_key parameter
is set to the correct value. Each Remote Annex requires a unique
value. Depending on what you requested when you purchased your
Remote Annex, this value may be affixed to the bottom of your
Remote Annex. If it is not, you must obtain a valid value from your
supplier. You will be asked for your Remote Annex’s Ethernet
address, which is taped to the back of the unit.

When requesting 813270 option_keyvalue from your supplier, be
sure to mention any of the othagstion_key features currently
enabled for your Remote Annex. To check the status of the options
enabled for your Remote Annex, issue the &tlats -ocommand.

ASCII Terminal Requirements and Setup

An ASCII terminal connected to the Remote Annex must have the
following characteristics in order to use270

e Cursor addressing and movement. If a terminal does not have
this featuretn3270denies access to the IBM host and displays
the error messageerminal must have cursor addressing
capability

* A screen size of at least 24 lines and 80 columns. If the screen is
smaller,tn3270denies access to the IBM host and displays the
error messag@erminal must have at least 24 lines and 80
columns
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tn3270uses the standard UNIX filermcapto determine whether or not

a particular terminal type has these features. An administrator must make
termcap accessible tt3270and ensure that the terminals ugimge 70

have terminal types listed in this file ($@enfiguration Checkligin page
A-226).

Print Screen and Transparent Mode

The Remote Annein3270has two features not available with the
Berkeley version ofn32700n which it is based. These are:

* The IBM print-screen function.

» The ability to turn transparent mode on or off.

Transparent mode is useful for running file transfer programs such as
Kermit. The command you use to turn transparent mode on or off depends
on the IBM host. This feature requires no special configuration.

The print-screen feature lets you dump a screen from the IBM host session
to a printer. To do this, enter the Remote Annex key sequence that is
mapped to the IBMLPRT key.

The network administrator must configure the print-screen feature. This
includes mapping a Remote Annex key sequence to theLIBRT key
(seeTerminal Emulatioron page A-218 an@onfiguration Checklisdbn

page A-226). It also involves setting th@/admin port parameters
printer_name andprinter_host. These parameters have user-level
equivalentsprinter andprinthost, that can be set using the Gitty
command. Table C-72 describes both sets of parameters.
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Table C-72. Print-screen Parameters Set Using stty and na/admin

stty na / admin Explanation

printername printer_namename | Specifies the name of the printe
to which screen dumps are to b
sent. This name must be listed i
the/etc/printcap file on the host
specified aprinthost or
printer_host.

> D =

printhostip_addr |printer_hosipaddr |Specifies the IP address of a
host running a Berkeley-style
line printer daemon (Ipd) serve
and configured to accept print
requests from the Remote
Annex.

Terminal Emulation

To make an ASCII terminal emulate a 3278 termitmd270 simulates

the special 3278 keys. For example, a 3278 terminal has a key labeled
EEOF that erases the contents of the current field from the location of the
cursor to the end of the field. An ASCII terminal does not have this key.

To simulate the 3278 keytr3270maps them to keys sequences you can
enter from an ASCII terminal. The key sequeno@270uses depend

on the Remote Annex terminal type and are defined in the standard Unix
file /etc/map3270 So thatn3270can access the file, you must copy it
into (or create a link to it in) the directory on the load host that contains
the Remote Annex operational image (Seafiguration Checklisbn

page A-226).

Each entry in anap3270file begins with the name(s) of the terminal
type(s) to which it applies. A vertical bar (]) separates one type from
another. Following the terminal type(s) are the key-sequence definitions,
grouped by function.
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Figure C-3 shows part ofraap3270entry that applies to six terminal
types —-avt, vt10Q etc. Each definition begins with a reserved name, such
asenter identifying the IBM key or function. Not all key names listed in
amap3270file refer to actual keys on a 3278 keyboard (Table C-73 on
page A-221 describes the key names).

avt | vt100 | vt100nam | pt100 | vt125 | vt102
enter ='"\m’;
clear ='~z’ | \EOM’;

#for tn3270 print-screen function
Iprt = \Ep’;

nl ='""?"

tab = "V';

btab = ""b’;

left ="~h’ | \E[D";

right ="' | \E[C";

Figure C-3. Portion of a Sample map3270 File

The reserved name imaap3270definition is followed by an equal sign

(=) and one or more ASCII key sequences, each of which is enclosed in
single quotation marks. Withinmaap3270ASCIl sequence, a caret (")
introduces a control character (or a control-character sequence), and ESC
is represented as backslash E (\E).

If more than one sequence can be used for the same IBM function, a
vertical bar separates the sequences. For example,rimafh&270file
shown in the preceding example, the IBMar function is defined as
either of the following sequences: *z or \EOM.
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From an ASCII terminal itn3270 emulation mode, you enter key
sequences as follows:

< To enter a non-printing character (i.e., a character preceded by »
in map3270Q, hold down theCTRL key while you enter the
character. For example, to enter ‘*z’, hold downG@idRL key
while typingz. If there is a second character in the key
sequence, hold down ti@TRL key, type the first character,
releasethe CTRL key, and then type the second character. For
example, to enter the sequence “*pp’, hold dowrQRBL key
while typingp, then releas€TRL and type anothgy. CTRL
sequences are not case-sensitive; ‘*p’ and ‘P’ generate the
same ASCII code.

V ‘M indicates that you press tH&TRL key while you
enter a caret).

« To enter an escape character (i.e., a character preceded by \E in
map3270Q, press th&SC key, release it, and then enter each
character in the sequence. For example, if you were actually to
enter the three-character sequence \EOM'’, you would press the
ESC key, release it, and then type an upper€asalowed by
an uppercase M (ESC sequenagscase sensitive).

For more information on how to set up a VT100-type terminal to use
special keys, se@onfiguration Checklisbn page A-226.
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In reality, it is not likely that you would be required to type a
three-character escape sequence, because most of these sequences are
mapped to special keys such as the those on the numeric keypad. For
example, on a VT220 terminal that Hésypadmode set té\pplication

you can send the sequence \EOM by pressingmiter key. describes

how to set up a VT100-type terminal to use special keys.

If map3270does not contain an entry for the ASCII terminal you are
using, or if there is nmap3270file, tn3270uses the defaults shown in
Table C-73. This table:

e Separates key-sequence choices with the word “or”.
¢ Uses CRTL- and ESC instead of ~ and \E.

« Does not enclose key sequences in single quotes.
For more information, see tBerkeley UNIXnanual pages fanap327Q

Table C-73. Default Key Mappings for tn3270

IBM 3270 ASCII Key Sequence Description
Key Name

Command Keys

ENTER CTRL-m Enter
CLEAR CTRL-z Clear screen
LPRT CTRL-ppor CTRL-p P Print screen
Cursor Movement Keys

NL CTRL-n New line
TAB CTRL-i Tab

BTAB CTRL-b Back tab

(continued on next page)

Remote Annex Administrator’s Guide for UNIX Book C-221



Chapter 3 Using the CLI Commands Book C
Table C-73. Default Key Mappings for tn3270 (continued)
IBM 3270 |ASCII Key Sequence Description
Key Name
Command Keys (continued)
LEFT CTRL-h or ESC D or ESC [ D or ESC O | Cursor left
RIGHT CTRL-lor ESC C or ESC [ C or ESC O [ Cursor right
upP CTRL-k or ESC A or ESC [ A or ESC O ACursor up
DOWN CTRL-j or ESC B or ESC [ B or ESC O B Cursor down
HOME ESCh Cursor home
Editing Keys
DELETE |CRTL-d Delete character
EEOF CTRL-e Erase end of field
EINP CTRL-w Erase input
INSRT ESC<space> Insert

Program Function Keys

PFK1 - ESC1-ESC90rESC[1-ESC][9 PF1 — PF9 keys
PFK9 orESCO1-ESCO9

PFK10 ESCOorESC[0O0orESCOO0 PF10 key
PFK11 ESC—orESC[—-o0or ESC O — PF11 key
PFK12 ESC=0orESC[=0rESCO = PF12 key
PFK13 ESC!orESC[!orESCO! PF13 key
PFK14 ESC@orESC[@orESCO @ PF14 key
PFK15 ESC#orESC[#0rESCO # PF15 key

(continued on next page)
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Table C-73. Default Key Mappings for tn3270 (continued)

IBM 3270 Key | ASCII Key Sequence Description
Name

PFK16 ESC$0rESC[$0rESCO$ PF16 key
PFK17 ESC % or ESC [ % or ESC O % |PF17 key
PFK18 ESC"orESC[~orESCOA" PF18 key
PFK19 ESC &orESC[&0orESCO & |PF19 key
PFK20 ESC*orESC[*orESCO* PF20 key
PFK21 ESC (or ESC [ (or ESC O ( PF21 key
PFK22 ESC)orESC[)orESCO) PF22 key
PFK23 ESC _orESC[_orESCO _ PF23 key
PFK24 ESC+orESC[+0r ESCO + PF24 key
Program Attention Keys

PA1 CTRL-p1 PA1 key

PA2 CTRL-p 2 PA2 key

PA3 CTRL-p 3 PA3 key

Local Control Keys

ESCAPE CTRL-c Telnet escape
FLINP CTRL-x Flush input
MASTER_R |[CTRL-g Unlock and redisplay
ESET

RESHOW CTRL-v Redraw screen
RESET CTRL-t Unlock keyboard

(continued on next page)
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Table C-73. Default Key Mappings for tn3270 (continued)

IBM 3270 ASCII Key Sequence Description

Key Name

DP ESCdorESC[dorESCOd Duplication character

FM ESCforESC[forESCOf Field mark character

FERASE CTRL-u Field erase

SYNCH CTRL-r Synch with user

TREQ CTRL-a Test request

XOFF CTRL-s Suspend output to
screen

XON CTRL-q Resume output to
screen

tn3270 Command Mode

Table C-74 shows the commands you can isste3ia70 command
mode. Enter this mode in one of two ways: 1) by entering the escape
character while you are connected to a host, or 2) by issuing the CLI
tn3270command with no arguments. When you enter the escape
character, the current host session is suspended.

V Thetn3270commands are a subset of talmet commands (see
Table C-70 on page A-210).
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Table C-74. Commands Used in tn3270 Command Mode

Command Description

close Closes the connection to the remote host and returns
you to the CLI prompt. On the Remote Annex, this
method of ending a connection is equivalent to using
quit (seeEnding a tn3270 Sessiam page A-226).

open host[port]] |Opens a connection tmst Specifyhostas either an IP
address (in dotted decimal notation) or a host name|. If
you use a name, it must be defined in the Remote
Annex’s host table or available from the Remote
Annex’s name server. If you do not specify a host,
tn3270 prompts you for it by displaying “to:”. If you
do not specify a portn3270connects to the default
Telnet port (23)Note: If your Remote Annex is
already connected to a host #i@270, you cannot use
opento make a tn3270 connection to another host. o
do that, enter the CLI attention string (defined via the
CLI stty command), and then re-invoke3270from
the CLI.

quit Closes the connection to the remote host and returns
you to the CLI prompt. On the Remote Anneguit is
equivalent tcclose(seeEnding a tn3270 Sessiam

page A-226).
status Displays the status of the currén8270 connection.
<CR> Entering a carriage return (and nothing else) at the

tn3270prompt resumes the suspended session. (You
suspend a session by entering the escape character.)

? [commandl Displays information about one or all of the commands
described in this table. If you specdgmmand?
displays information about that particular command
Issued without an argumertdisplays summaries of
all commands.
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Ending a tn3270 Session

The best way to endta3270session is to issue the CMS or MVS
LOGOFF command This closes the connection in the most orderly
fashion and returns you to the CLI

command level.

If you cannot issue BOGOFF (perhaps because the remote host is not
accepting commands), the next best way to end the connection is to enter
thetn3270escape character and then isse®seor quit command.

Either of these commands closes the connection and returns you to the
CLI prompt.

Configuration Checklist
To configure your network to use3270for the first time:

1. Create one or more user accounts on the IBM host(s) to be
accessed.

2. Verify that the IBM hosts allow telnet-tn3270 access.

3. Use na, admin, or an SNMP directive to set the Remote Annex
port parameter term_var to the appropriate terminal type for
each Remote Annex port on which  tn3270 is to run.

4.  If your Remote Annex boots from a load host that has the
standard UNIX files /etc/termcap and /etc/map3270, copy those
files into the directory that contains the Remote Annex’s
operational image. If the Remote Annex uses  erpcd to boot, the
operational image is in the load-host directory
lusr/spool/erpcd/bfs. If the Remote Annex uses  tftp to boot, the
image is in tftp’s directory.

When tn3270 is invoked, it queries the load host for map3270 and
termcap . If the host cannot supply the files, tn3270 searches for the
files in the manner specified by the Remote Annex’s
load_dump_sequence parameter.
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w During this proces$n3270broadcasts fanap3270and
termcap — even if the Remote Annésad_broadcast
parameter is set fd.

If tn3270follows the configured load-dump sequence but
still cannot findmap3270andtermcap, it uses default,
compiled versions of the files that are built into the
Remote Annex’s operational image. The default
map3270file is shown in Table C-73. The default
termcap file contains definitions for the following
terminal types: VT100; WYSE Models 75 and 85; and
IBM 3151 (Forterm_var, specify these ag100, wy75,
wy85, andibm3151 See Step 3.)

Another Remote Annex cannot act as a boot-server for
map3270andtermcap because a boot server only returns
files in its cache, and these two files are not cached.

Configure each terminal you specified in Step 3 to transmit 7-bit
(rather than 8-bit) control codes, to match the 7-bit codes in
termcap and map3270.

At the same time, if your terminal has a keypad, you may want to
configure the terminal to take advantage of the map3270 keypad
mappings. For example, if you are using a Remote Annex term_var
of vt100 but the terminal has a numeric keypad (which an actual
vt100 does not), you can configure the terminal as V7200 7 bit,
VT300 7bit, or VT400 7bit, which do support keypads. The model you
select depends on the capabilities of the terminal. Consult the
programmer’s manual for the terminal being emulated. For example,
if you are configuring a VT100 to emulate a V1220, use the VT220
DEC Programmer’s Reference Manual.
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Use the following procedure to perform the two functions just

described:

¢ Use the terminal’s set-up utility or edrmcap to set the
terminal’s control codes to 7 bits and (optionally) to specify
a terminal model number that supports a numeric keypad.

V VT100emulation mode always uses 7 bits, although
not all set-up utilities indicate that

it does.
To access the set-up utility, press the appropriate key
(typically labeledSetup. Then choose the option that lets
you select a value for the emulation mode parameter. (On
VT200s, VT300s, and VT400s, the option is lab&ederal,
and the parameter you selecMsde ForMode select the
valueVT400 7bit, VT300 7 bigr VT200 7 bit.)

Instead of using the set-up utility, you can set the emulation
mode by editing theermcap file.

To set the emulation mode to VT200 7 bit, enter the following
string in aris control sequence in the portiontefmcap that
corresponds to the terminatisrm_var port parameter:

\E[62;1"p
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To set emulation mode to VT300 7 bit, enter:
\E[63;1"p

Do not confuse control sequence length with data bits
(which can also be setto 7 or 8 via the set-up utility).
The latter is a hardware parameter that specifies the
number of bits per character the terminal transmits.

The emulation of one ASCII terminal by another
should not be confused with the emulation of an
EBCDIC, IBM 3278 terminal by an ASCII terminal
running tn3270.

* Inthe section ofermcap that corresponds to tierm_var
port parameter for the terminal, enter the strkig= in an
iscontrol sequence to enable Keypad Application mode when
a user invoketn3270. This allows the user to enter escape
sequences by pressing the single keypad keys listed in
map327Q

w Sincetn3270does not support thre control
sequence, the keypad remains in Application mode
when the user ends a host session.

Using the na command set annex, set the option_key parameter
to enable tn3270; then, reboot the Remote Annex.

The option_key parameter is a mechanism for restricting access to
tn3270 (and other features) on the Remote Annex. Each Remote
Annex requires a unique option_key value. On some Remote
Annexes, the option_key value is affixed to the underside of the box.
If you do not find it there, contact your supplier. Until this key is set
properly, the parameters discussed in the next step are not available.
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If you plan to use the IBM print-screen function:

Usena, admin, or an SNMP directive to set the Remote
Annex port parameteginter_host, printer _name, and
user_namefor each port that is to use3270 Set the first
two parameters as explained in Table C-72 and make sure
thatuser_nameis set to a non-null value.

Configure the UNIX host specified byinter_host to allow
print requests from the Remote Annex. See the manual pages
for the host’s line-printer daemolpg).

If your Remote Annex obtaimeap3270from a host that is
running Berkeley UNIX, modifynap3270to include the
ASCII key sequence for the IBM print-screen KePRT).
Since the print-screen function is not supported by Berkeley
tn3270, LPRT is not included in Berkelawap3270files.

Make sure that the Remote Annex’s name is either listed in the
Remote Annex’s host table or available from the Remote

Annex’s name server (see hosts on page A-149, name_server_1
on page Book C-79, and name_server_2 on page Book C-79).

Use the na command reset to reset the ports configured in Steps
7 and 8 (see reset on page Book C-21 for more details).
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who

Thewho command displays information on the current users of the
Remote Annex’s ports. This command also displays current users on
other Remote Annexes, and on remote hosts, if those hostkrperd
running forwho @host The command accepts one or more arguments.
The syntax is:

who [[h=]host| [u=]user [p=]port | @hostjusei@host| —| @hosi

If you enter the command without argumemthp displays a list of all
the Remote Annex users:

annex: who

Port What User  Location When Idle  Address

1 CLI bob Ext 528 8:44am [local]

2 CLI -—- 9:02am [local]

4 LPD - 9:45am oaxaca

6 ARAP cobb  P-01-03-con 9:59am [local]

16 PSVR cody Ipq port 10:00am :43  support

vl CLI ellis Ext 632 10:00am :41  192.9.200.133
v2 CLI carey --- 10:43am 192.9.200.60
annex:

Table C-75 describes the arguments for this command; Table C-76
describes the information that ttWao command displays.
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Table C-75. Arguments for the who Command

Argument

Description

[h=]host

A single host or multiple hosts displayed in fadres
column, or with a job entry in thdsercolumn. Abbreviating
a host name displays any host whose name can be expan
For example, specifyinigo selectdorneo, bolo, andbonzo.

To avoid potential ambiguity with other strings (such as a
username), enter the host name with the type. For exampl
enteringh=bo avoids displaying information for uskobby.

ded.

o

[u=]user

A single user or group of users with entries appearing in th
Usercolumn. Using an abbreviated user name displays an
expandable user name. For example, speciflyisglects both
kevin andkathryn .

<

[p=]port

A specific port with an entry in tieort column; for example,
2 displays Port 2, ane? displays Virtual Port 2. If you entgf

all virtual CLI ports are displayed. Optionally, you can ente
the type; for examplg=2 or p=v2.

@host

All users at the specified hosthéstis a 4.3BSD system, the
display is thdinger command. Ihostis a Remote Annex, the
display is thewvho command.

usei@host

A specific user at the specified hostdistis a 4.3BSD
system, the display is the same asfitnger usercommand. If
hostis a Remote Annex, the display is the same as/tite
usercommand.

—| @host

All users at the specified hostHéstis a 4.3BSD system, the
display is the same as tfieger —| command. Ihostis a
Remote Annex, the display is the same asthe command.
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Table C-76. The who Command Display

Field Description

Port The number for the serial poxtpnindicates a VCLI
connection.

What One of the following connection types:

CLI | The port is defined as a CLI port and was opened by a device
connected to the port or by a connection from a host as a
virtual CLI.

LPD |The portis defined as a Remote Annex line printer daemon
(Ipd).

PSVR |The port is defined as a slave port and was opened via a
network connection to the port server.

DP |The port is defined as dedicated.

PPP |The portis defined as a PPP interface.

SLIP |The portis defined as a SLIP interface.
ARAP | The port is defined as an ARAP interface.

User Displays each user’s name and current jobs. Three dashes
indicate that no name is defined.

Location |Displays a location defined for the port.

When Displays the time that the port was opened from the Remote
Annex time-of-day clock.

Idle Displays the amount of time (hours and minutes) since the|last
activity on the port.

Address | Displays the source of the connection. The name or network

address indicates the host or Remote Annex originating th
connection{local] indicates a serial port.

D
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Chapter 4
Utilities

I his chapter describes the following Annex utilities and daemons:

e aprint
e erpcd
e rtelnet

Theaprint utility sends files directly to an Annex printer connected to
either the parallel or serial line port. Thaprint utility can be used as a
direct command or integrated with the standard host print-spooling
mechanim. Table C-77 describes the argumentsaiorint. The syntax
is:

aprint [-AannexX—Lline]] [-f] [-Fstring] [—pprinterpor] [filename..]

V The-L and-pfields are mutually exclusive. If both fields are missing,
the Annex uses parallel printer port 1; usiid with no—p field
sends data to parallel printer port 1.

In general, applications written for use with the Annex should not use
aprint to connect to serial ports. Instead, the ports should be
configured as slave or adaptive and applications should use TCP to
connect to them directly (sdéne Port Server and Rotaries page
A-71).

Remote Annex Server Tools For Windows®Rdoes not support the
aprint utility.
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Table C-77. Supported Arguments for aprint

Argument

Description

—Aannex

The name or Internet address of the Annex to which the
printer is attached.

—Lline

The Annex port number on which to printlife is 0 or
missing, the parallel port is used; sge

—f

Preventsaprint from supplying form-feeds between files
By default,aprint supplies a form-feed at the start and e
of every file.

—Fstring

Thestring used to produce a form-feed instead of the
default (*L). If the printer does not recognize #igng as a
form-feed, it prints thetring, does not supply a form-feed
andaprint does not look at the file.

—F is ignored it-f is specified.

—pprinterport

The Annex parallel port on which to print. If this field is
missing, parallel printer port 1 is used.

filename

The file(s) to print. If no file is specified, the standard ing
is used.

Theaprint utility provides the following error messages:

¢« Command syntax errors
Usage: aprint [-Aannex][-L#][—Fstring][-f][file]...

Old style—Pprinter flag cannot be combined with new flags:

Can’t mix —A and —P flags
Can’t mix —L and —P flags

Out of range number used fek# option:
invalid serial/parallel unit number N

Book C-236 Remote Annex Administrator’s Guide for UNIX



Book C Chapter 4  Utilities

» Host system configuration error

can’t get service to printer

letc/servicesshould have an entry likerinter 515/tcp

* Initialization errors
—Aannexnot found on network:

can't find host address for Annex “annexname”

—L# port is in use or disabled:

Annex can’t access requested printer

Old style—Pprinter not found inetc/printcap:

unknown printer NAME

System network software problems occurred before connection
established:

aprint: could not get socket

aprint: bind

aprint: connect

aprint: transport option (N) not available
aprint: setsockopt (N)

* Network errors
Network error while sending form-feed before print job:

file “filename” aborted while sending formfeed to Annex

Network error occurred while sending contents of file:

file “filename” aborted while sending data to Annex
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Network error occurred while sending form-feed after last file:

error sending final formfeed to Annex

Network errors occurred while establishing contact with Annex:

error during Annex port select
error during wait for ACK after port select

Network error occurred while waiting for acknowledgment of
print job completion from Annex:

error during wait for final ACK

Unexpecte®SIGPIPEerror from system software:

Annex connection was lost unexpectedly
Annex connection was lost during attempt to spool
“filename”

—Pprinter found in/etc/printcap, but it is not an Annex printer:
NAME is not an Annex printer

Negative acknowledgment or time-out while waiting for Annex
to acknowledge completion of print job:

Annex didn’t acknowledge final data

System network software problems occurred during
communication with Annex:

aprint: recv/read failed
aprint: recvmsg

aprint: sendmsg failed
aprint: write failed

aprint: read failed. errno N
aprint: rcvfrom

aprint: sendto failed
Unknown error
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Theerpcd, or expedited remote procedure call daemon, responds to all
Annex boot, dump, and ACP security requests. This daemon contains
two programs:

* Dbfs— the block file server used to access host files and dump
Annex images.

¢ acp-the Access Control Protocol program for host-based
security requests.

Table C-78 lists the arguments fnpcd. The syntax is:

letc/erpcd[ [-D[level] [—c [maxnumbdr[—d [udppori[—f [directory\
[-pl[—s[directony [-u [filenamé [-b [max_coh [—x
[max_tota]\
[-g[period]

When operational code is being downloaded to Annexes, a minimum of
one host, accessible to an Annex, must be rureripgd with thebfs
program enabled. A UDP port (121) fenpcd must be defined in the
services database and #mervicedile must be configured properly.

{y For experiC coders only: the hostrpcd daemon can implement
macros, extended commands, command logging, and arbitrary
security restrictions through a set of interface routines to the Annex
CLI. These are documented in @ep_policy.docfile; the
acp_policy.cfile contains examples (for more details on
implementing code changes, $éedifying the Supplied Security
Applicationon page A-546 anillodifying the Coden page A-556).
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For more details on installirgypcd, see 15etting Up the File Serven
page A-344, and 2) th&nnex Installation Notes

For more details on using tlep_userinfofile, seeCreating the
acp_userinfo Fileon page A-454. For more information on blacklisting,
as enabled through thé, —x, and—g arguments, se®verview of
Blacklistingon page A-491 an@onfiguring Blacklistingpn page A-493.

Table C-78. Supported Arguments for erpcd

Argument Description

—Dlevel Restartserpcd in test mode on the load server host — i
does not detach from thy and it prints out extensive
debugging information. Entering a debuggiegel
increases the amount of debugging information. For each
level specify aD. For example-DD specifies 2 levels.
Note that there is no spece betweenDbke

—cmaxnumber | Specifies the maximum number of child processes that
erpcd can create (so that it can handle simultaneous

requests).

—d udppot Specifies a UDP port number; the default is 121.

—f directory Specifies the location of th¥s files (load/dump);
defaults to the definduofs directory (usually
/usr/spool/erpcd/bfg.

—p Prints the daemon’s process ID to standard output so that

automatic mechanisms can start/stop this process.

—sdirectory Specifies the location of the security filasg_*) and
eservicey, defaults to the defined install-annex directofy
(usually/etc).

(continued on next page)
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Table C-78. Supported Arguments for erpcd (continued)

Argument

Description

—ufilename

Invokes theacp_userinfofile syntax checker on the file
designated bfilename If filenameis omitted stdin is

used. Running this option does not interfere with any other
erpcd running on the system.

Parsing errors are printed stderr. Error messages are in
the form:

<filename: line <numbek: <severity: <descriptiorr

where dilename is the name of the file amber
designates the line on which the error occussyerity is
either arerror or awarning (error indicates there is a
serious parsing errowarningindicates the parser
remedied the situation by conversion), ani@scriptior»
describes the error.

—bmax_con

The number of consecutive login failures a user is
permitted before being blacklisted. Valid values are 0-8| A
value of 0 enables blacklisting upon any login failure (not
recommended). This value can also be set via the
MAX_BL_CON variable in acp_policy.h. The default, a
pre-set via MAX_BL_CON, is 5. If MAX_BL_CON is
undefined and you do not specily max_con ACP never
blacklists based on consecutive login failures. For more
information, se€onfiguring Blacklistingon page A-493.

"2

(continued on next page)
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Table C-78. Supported Arguments for erpcd (continued)

Argument Description

—xmax_total | The number of non-consecutive login failures a user is
permitted before being blacklisted. Valid values are 0-20.
A value of 0 enables blacklisting upon any login failure
(not recommended). This value can also be set via the
MAX_BL_NONCON variable in acp_policy.h. The
default, as pre-set by MAX_BL_NONCON, is 10. If
MAX_BL_NONCON is undefined and you do not specify
—x max_totaJ ACP never blacklists based on consecutiye
login failures. For more information, s€enfiguring
Blacklistingon page A-493.

—g period The time period, in weeks, over whiofax_totalis
applied. Login failures that occurred more than this
number of weeks ago do not count toward blacklisting.
Valid values are 0-52. his value can also be set via the
MAX_BL_NONCON variable in acp_policy.h. The
default, as pre-set via MAX_BL_PERIOD, is 26. If
MAX_BL_PERIOD is undefined or is set to 0,
MAX_BL_NONCON is effectively disabled. For more
information, see€Configuring Blacklistingon page A-493.

Default User Name and Password Verification

The Annex supports both native and proprietary support routines and
integratedbasswdandpasswd/shadowfiles (for more details, see
Encrypting Security Messageais page A-436 andodifying the Supplied
Security Applicatioron page A-546).
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When the proprietary routines are used for reading and writing files, these
files are callecdcp_passwdand, if enabledacp_shadowthey are

located in the installation directory. When the native routines are used
(selected with —-DNATIVEPASSWD and/or —-DNATIVESHADOW),

erpcd queries the standard library routines for validating user passwords.
(The use oshadowfiles is selected with -DUSESHADOW for both
native and proprietary routines.)

Using the native routines allovespcd to query NIS for user logins,
enabling nicely distributed databases; using the proprietary routines
separates this query from the host code, enabling tighter security control.

The integrategpasswdform keeps both the user names/UIDs (useld by
and other programs to translate UIDs and user names) and
one-way-encrypted passwords (usi#affed DESncryption) in a single

file. Thepasswd/shadowform places am in place of a password in the
passwdfile and saves the encrypted passwords in a separate file called
shadow

The integrategpasswdform is a Berkeley standard; thasswd/shadow

form is System V-based. Tipasswd/shadowform is more secure

because the permissions on the user names (which are world-readable)
and the encrypted passwords (root-readable only) can be set separately.
Additionally, thepasswd/shadowform allows password aging, forcing
users to change their passwords periodically. bmwertprogram,

located in therpcd directory, can change the integrapegswdform to
passwd/shadowform and vice-versa.)

Remote Annex Administrator’s Guide for UNIX Book C-243



Chapter 4  Utilities

rtelnet

Book C-244

Book C

Thertelnet daemon establishes a Telnet connection between a serial line
on the Annex and a character special file on the st {ile).
Table C-79 describes the argumentsrteinet. The syntax is:

rtelnet [-abcdfhkmnoprstCDFOPRTV] [-Ifile] [-uuser] [-Mmode]
annex_id annex_poftlevihew_dev_name

Thertelnet utility runs on top of the pseudo-terminal facility provided

by UNIX hosts. A pseudo-terminal is a pair of character devices: a master
side and a slave side. The slave side presents an interface resembling a
tty device; itis driven by theelnet process operating on the master side.

{y Generally, applications written for use with the Annex should not use
rtelnet to connect to serial ports. Instead, the ports should be
configured aslaveor adaptive and applications should use TCP to
connect to them directly (sdéne Port Server and Rotaries page
A-71).

Remote Annex Server Tools For Windows®Rdoes not support the
rtelnet utility.

Table C-79. Supported Arguments for rtelnet

Argument | Description

-a Use alternate pty banks -- switch between BSD and SysV ptys.

-b Requests negotiation for Telnet binary mode when
communicating with the Annex.

—C Default to CBREAK mode on the pty -- avoid cooked line

—d Turns on socket-level debugging.

(continued on next page)
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Table C-80. Supported Arguments for rtelnet

Argument

Description

£

Opens network connection when the slave pseudo-device ig
opened. Use in conjunction withm to ensure thatelnet drops
the connection when the slave device is not in use.

Resets the Annex port when the connection closes; valid on
the Annex’spasswordparameter is not set. Use in conjunctio
with —m.

y if

Periodically retries network connection (‘'keepalive').

Appends log output to given file name.

Drops the network connection when the slave pseudo-devic
closed. This argument frequently is used for dial-out moden
causing them to hang up when a programtifke=xits.

e is

Never open the slave side of the pseudo-device.

Holds the slave side of the pseudo-device open at all times.

Provides the process ID of the child on standard output.

Overwrites thelevicenameif it already exists. Withoutr,
rtelnet exits with an error messagedévicenamealready
exists. The-r argument will not remove regular links, files, o
directories.

Uses a symbolic link instead of a hard link for the slave.

Creates a transparent TCP connection to the indicated Ann
The connection is made through Annex ports in the 7000 ra
rather than the 5000 range, and no Telnet option negotiatior
carriage return/line-feed mapping is used.

BX.
nge,
or

(continued on next page)
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Table C-80. Supported Arguments for rtelnet (continued)

Argument Description

—uuser Change UID to <user> before creating pseudo-device.

—-C Don't try to fix cooked-mode pseudo-device problems with
LF insertion.

-D Turns on verbose-output debugging. When this argument is
suppliedrtelnet does not fork off a daemon. Ratheelnet
displays the Telnet option negotiation and all received data
on the terminal on which it was started.

-F Forcestelnet to fork into background, even in debug mode.

—Mmode Sets default pseudo-device file mode to <mode> (given in
octal).

-0 Disables out-of-bantklnet data (for pre-R7.0 Annexes).

-P Interprets the port number as a TCP port (1-65535 or
name).

-R Renames the slave pseudo-device to given name rather|than
linking.

-T Truncates (rather than breaks) lines that would choke the
pseudo-device.

-V Displays the version information on standard output and
exits.

annex_id The Annex’s host name or IP address.

annex_port | The Annex’s serial port number.

device_name | The name of the pseudo-device to create (usually in the
/dev directory).

V Thertelnet -t command provides the best throughput performance.
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I his section consists of a series of tables that provide the following
information about the Annex.

Configuration Parameters

Table C-81 on page A-249 is a list of all configuration
parameters.

Table C-82 on page A-279 is a list of Annex parameters.

Table C-83 on page A-291 is a list of AppleTalk-specific Annex
parameters.

Table C-84 on page A-292 is a list of LAT-specific Annex
parameters.

Table C-85 on page A-294 is a list of RIP-specific Annex
parameters.

Table C-86 on page A-295 is a list of T1-specific Annex
parameters.

Table C-87 on page A-296 is a list of TMux-specific Annex
parameters.

Table C-88 on page A-297 is a list of VMS-specific Annex
parameters.

Table C-89 on page A-298 is a list of RIP-specific Interface
parameters.

Table C-90 on page A-299 is a list of asynchronous port
parameters.

Table C-91 on page A-309 is a list of AppleTalk-specific
asynchronous port parameters.

Table C-92 on page A-310 is a list of LAT-specific asynchronous
port parameters.
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« Table C-93 on page A-311 is a list of PPP-specific asynchronous
port parameters.

e Table C-94 on page A-313 is a list of SLIP-specific
asynchronous port parameters.

¢ Table C-95 on page A-315 is a list of VMS-specific
asynchronous port parameters.

e Table C-96 on page A-317 is a list of parallel port parameters.

Commands

e Table C-97 on page A-318 is a listred commands.
¢ Table C-98 on page A-321 is a list of CLI commands.
» Table C-99 on page A-323 is a list of CLI superuser commands.

e Table C-100 on page A-325 is a list of ROM Monitor
commands.

Miscellaneous
¢ Table C-101 on page A-326 is a list of formatting codes for
Annex prompts.
e Table C-102 on page A-327 is a list of variable arguments.
» Table C-103 on page A-328 is a list of Annex processes.
V All table entries are listed in alphabetical order.

Parameters that require a string input allow a maximum of 16
characters, unless otherwise specified.
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Parameter

Values

Default

Description

a_router

hexadecimal
ethernet address

00-00-00-0
0-00-00

The ethernet
address of the
network A_Router.

acp_key

<unset> or
a string

<unset>

Specifies a string
for the Annex’s
encryption key;
used for passing
messages between
the Annex and the
ACP security server.

address_origin

local, acp, dhcp

local

Determines where a
Remote Annex will
look to find the

local and remote IP
addresses to use as
the endpoints of a
PPP/IPCP link. This
parameter works
only when the mode
parameter is set to

“slip” or “ppp”.

alarmsyslog

Y orN

Enables or disables
the T1 alarm event
syslogs.

allow_broadcast

Y or N

Permits the port to
receive Annex
administrative
broadcasts.

allow_
compression

Y or N

The Annex uses
TCP/IP header
compression if the
SLIP/PPP link's end
point also uses
compression.
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Parameter Values Default Description
allow_snmp_ Y orN N Enables/disables
sets SNMP sets to the
Annex.
arap_v42bis Y orN Y Enables V.42bis
compression during
an ARAP session.
at_guest Y orN N Allows guests to log
into an ARAP
service.
at_nodeid 0.0 to 65534.254|0.0 Defines the node ID
given to an ARA
client during
connection
establishment.
at_security Y orN N Enables ACP service
for the port.
attn_string control char. Defines a control
sequence character sequence
virtual as an attention
CLI="A character or string.
authoritative_ YorN Y Enables the Annex
agent to reply to an ICMP
Address Mask
Request.
authorized_ optional code disabled Specifies which LAT
groups range within 0 to remote group codes
255 followed by are accessible to
“enabled” or users on a particular,
“disabled” Annex port.
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Parameter Values Default Description
autobaud Y orN N Determines whether
or not the Annex
automatically
detects line speed
when a connection is
opened, and
whether or not it sets
matching terminal
port characteristics
on the next login.
backward_key vcli: one o Reopens the next
printable or lower numbered
control character. session from within
non-vcli: string the current session
(1to 16 without returning to
characters) local mode.
banner YorN Y Enables/disables the
Annex banner and
message-of-the-day.
broadcast_addr [0.0.0.0 or 0.0.0.0 Defines the Internet
255.255.255.255 address for use wher
or broadcasting. A
all ones for the value of
host portion and 255.255.255.255
all zeroes for the broadcasts to all
network or nodes on a subnet.
subnet portion RIP routing does
not recognize
0.0.0.0.
broadcast_ network or port |port Defines the
direction direction of
administrative
broadcasts for slave
ports.
bypass Y orN Y Removes the T1

engine from the
network.
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Parameter

Values

Default

Description

chap_auth_
name

A string of 1-16
characters

chap

Defines the entry
used for theName
field of a CHAP
challenge

char_erase

Y or N

Enables/disables
echoing character
erase for a CRT.

circuit_timer

1-25

(80 ms)

The time interval in
tens of milliseconds
between the
transmission of
LAT packets.

cli_imask?7

Y or N

Enables/disables

masking eight-bit

CLI input to seven
bits.

cli_inactivity

0-254,
immediate, or off

0 (off)

Sets the amount of
time that the Annex
waits before hanging
up the port after it
becomes idle.

cli_interface

vCi or uci

uci

Allows you to
control the prompt
that appears for
VMS or UNIX
environments.

cli_prompt

coded string of
up to 16 codes

%a%c

Customizes the CLI
prompt.

cli_security

Y or N

N

Enables/disables
CLI security for an
Annex.

config_file

user-defined

config.
annex

Specifies the name
of the configuration
file.
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Parameter Values Default Description
connect_security |Y or N N Enables/disables the
host-based security
policy for access
from the CLI to the
network.
control_lines modem__ none Specifies the type of
control, hardware control
flow_control, lines used on the
both, port.
none
data_bits 5,6,7,0r8 8 Defines the number
of data bits in a
character; does not
include start, stop, or,
parity bits.
daylight_savings |us, us Defines the daylight
australian, savings type.
british,
canadian,
east_european,
mid_european,w
est_european,
none
dedicated Internet address |0.0.0.0 Defines the host to
address which a dedicated
port connects.
dedicated_ 100-character ™ Defines the
arguments string command line
arguments used for
dedicated ports. Use
with the mode and
dedicated_port
parameters.
dedicated_port |telnet, rlogin, telnet Specifies
call, TCP port application or TCP
number port number to
which a dedicated
port connects.
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Parameter Values Default Description

default_zone_list | 100-character Defines the zone list
string that is sent to ARA
clients as the local
back-up to an ACP

failure.
default_session_ |interactive, inter- Defines the default
mode passthru, passall, active session mode when
transparent the VMS interface

is configured (i.e.,
when cli_interface
is set to vci).

dhcp_broadcast |Y or N N Enables/disables the
broadcast of DHCP
messages, the
means by which
DHCP clients
discover DHCP
servers for dynamic
IP addressing.

disabled admin, atalk, none Selectively disables
modules dialout, edit, modules and frees
fingerd, ftpd, space to the
ipx, lat, memory pool.
nameserver, ppp,
slip, snmp,

tn3270, tstty,
vci, all, none

do_compression |Y or N N Starts TCP/IP
header compression
on the SLIP or link.

echo Y orN Y Enables/disables
local character
echoing.

enable_security |Y or N N Enables/disables
security subsystem.

erase_char control char. N Defines the

sequence (DEL key) |character erase

character.
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Parameter Values Default Description
erase_line control char. AU Defines the line
sequence erase character.
erase_word control char. W Defines the word
sequence erase character.
facility_num 0-32767 0 Identifies a LAT host
by number.
force_CTS Y orN N Controls the CTS
(Clear to Send)
signal on a given
port.
forward_key vcli: one " Reopens the next
printable or available higher
control character. numbered session
non-vcli: string already established
(1to 16 at your port.
characters)
forwarding_ 0-255 0 When set, the port
count will not forward
received characters
until it receives the
specified number of
characters.
forwarding_ 0-255, off 0 Sets the amount of
timer time, in tens of
milliseconds, that
will elapse before
forwarding received
data.
group_value optional code disabled Security mechanism

range within O -
255, followed by
“enabled” or
“disabled”

that restricts access
to LAT services for
all users on the
Annex.
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Parameter

Values

Default

Description

hardware_tabs
(asynchronous)

Y or N

Y

Allows the terminal
to expand ASCII tab
characters if the
terminal does not
support hardware
tabs.

hardware_tabs
(parallel port)

Y or N

Enables/disables
use of hardware tab
stops for parallel
printers.

host_table_size

1-255,
(255=unlimited,
254=none)

64

Sets the maximum
number of entries in
the host table.

image_name

host file name
(up to 100
characters)

Specifies the name
of the file
containing the
Annex’s operational
code.

imask_7bits

Y orN

When enabled, the
Annex port ignores
the eighth bit of
received characters.

inactivity _timer

0-255

0 (off)

Specifies the
amount of time, in
minutes, a port can
remain inactive
before all sessions
are terminated and
the port reset.

inet_addr

Internet address

no default

Sets the Annex’s
Internet address.

input_flow_
control

eia, start/stop,
bell, none

bell

Specifies the
method of flow
control for input
received from device
connected to serial
port.
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Parameter Values Default Description
input_is_activity |[Y or N Y Defines activity as
input.
input_start_char |control char. "Q Defines the control
sequence character sequence
that restarts input.
input_stop_char |control char. S Defines the control
sequence character sequence
that stops input.
ipencap_type ethernet or ethernet Sets the IP
ieee802 encapsulation type.
ip_forward_ Y orN N Enables the Annex
broadcast to scan the interface
list and copy
broadcast packets.
ipso_class topsecret, secret,| none Specifies the U.S.
confidential, Department of
unclassified, Defense basic IP
none Security Option
(IPSO)
classification level
included in TCP
packets generated
locally on Annex
CLI, dedicated, or
adaptive
asynchronous ports.
ipx_do_ Y orN N Controls whether or
checksum not the Annex
enables an IPX
checksum.
ipx_dump_ 0-16 chars. <unset> Controls whether or
password not the Annex

enables an IPX
checksum.
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Values

Default

Description

ipx_dump_path

0-100 chars.

No default

Specifies the full
pathname that
stores the uploaded
Annex dump image
on the Novell file
server.

ipx_dump_
username

0-48 chars.

No default

Provides a user
name for logging on
to the Novell file
server before the
Annex sends a dump
file to the server.

ipx_file_server

0-48 chars.

No default

Contains the name
of the Novell file
server from which
the Annex boots.

ipx_frame_type

ethernetll,
raw802_3,
802_2,
802_2snap

raw
802_3

Defines the framing
used for IPX packets
on the Ethernet
interface.

ipx_security

Y orN

Controls whether or
not IPX security is
enabled on the port.

ixany_flow_
control

Y orN

Treats any input
character as a start
(XON) character if
output has been
suspended by a stop
(XOFF) character.

keep_alive
timer

10-255

20 seconds

The time interval, in
seconds, between
the transmission of
identification
packets during
times of network
inactivity.
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lat_key

unique value

no default

Enables/disables the
LAT protocol as

well as LAT-specific
Annex parameters.

lat_queue_max

1-255 or none

Limits the number
of HIC requests that
the Annex can
gueue.

latb_enable

Y or N

Enables the Annex
to decode a LAT
host's data-b packet,

line_erase

Y or N

Enables/disables
echoing line erase
for a CRT.

load_broadcast

Y orN

Enables/disables
broadcasting for
files other than the
image if one or all
are not available.

load_dump_
gateway

Internet address

0.0.0.0

Specifies the
gateway’s Internet
address. A gateway
is required if the
preferred load or
dump host is
located on a
different network or
subnet than the
Annex.

load_dump_
sequence

net, shn, self

net

Defines the network
interface(s) for use
when loading and
dumping.

local_address

Internet
address

0.0.0.0

Defines the Internet
address for the port
(Annex side of link).
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location

string of 1 to 16
characters

Defines a string that
represents the port’s
location.

lock_enable

Y or N

Enables any port to
use the Annex
Interface for VMS
Environment’s lock
command.

login_password

<unset> or a
string of 1 to 16
characters

<unset>

Specifies the
password for all
ports using a VMS
interface.

login_port_
password

Y or N

Enables the port
password when the
VMS command
interface is
configured (i.e.,
when cli_interface
is set to vci).

login_prompt

string of 1 to 16
characters

Defines the prompt
that appears for all
ports using a VMS
interface.

login_timer

0-60

30

Specifies the number
of minutes a port
using a VMS
interface can remain
inactive.

login_timeout

Y or N

Enables a login
timer when the VMS
command interface
is configured (i.e.,
when cli_interface
is set to vci).
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long_break

Y or N

Y

When enabled, the
Annex returns the
user to the CLI
prompt after
receiving a break
greater than two
seconds.

loose_source_

route

Y or N

Allows the Internet
protocol to use
loose source routing

map

map_val
modem_number

Unset

Controls the
mapping of the
modem, T1 Drop/
Insert interface, and
T1 Network
Interface.

map_to_lower

Y or N

Enables/disables
case conversion
(from upper to
lower) for
characters sent from
the terminal to the
Annex.

map_to_upper
(serial port)

Y orN

Enables/disables
case conversion
(from lower to
upper) for
characters sent from
the terminal to the
Annex.

map_to_upper
(parallel port)

Y orN

Enables/disables
case conversion for
parallel printers that
do not support
lower case
characters.
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max_session_ 1-16 3 Specifies the number
count of active sessions
(jobs) allowed per
port.
max_vcli unlimited, unlimit-ed | Sets the maximum
0-254 number of virtual
CLlIs the Annex can
create at one time.
metric 1-15 1 Defines the hop
count to the remote
end of the serial line
min_unique_ Y orN Y Enables/disables
hostnames using minimum
unigueness for host
names.
mode adaptive, arap, |cli Sets the mode for
auto-adapt, access to an
auto-detect, cli, asynchronous port.
connect,
dedicated, ipx,
ndp, ppp, rlogin,
slave, slip,
telnet, tn3270,
unused
mop_password | string <unset> Contains the MOP
maintenance
password. In this
8-byte password,
each byte consists
of two hexadecimal
digits.
motd_file file name of up to | motd Defines the name for

16 characters

the
message-of-the-day
file.
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multicast_timer

10-180 seconds

30

Defines the number
of seconds that can
elapse between
service
announcement
transmissions for
the LAT protocol.

multisessions_
enable (Annex)

Y or N

Allows
multisessions to be
managed on a
terminal server
basis. When
enabled, terminals
that support TD/
SMP can display
two active windows
simultaneously over
one
communications
line.

multisessions_
enable
(asynchronous
port)

Y or N

Allows
multisessions to be
managed on a per
port basis.

name_server_1

dns, ien_116,
none

none

Defines the first
preference name
server.

name_server_2

dns, ien_116,
none

none

Defines the second
preference name
server.

nameserver_
broadcast

Y orN

Enables/disables
broadcasting for a
name server host in
case preferred hosts
are not available.

Remote Annex Administrator’s Guide for UNIX

Book C-263



Chapter 5 Software Reference Guide

Book C

Parameter

Values

Default
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need_dsr

Y or N

N

For use with a
modem connected
to a slave port.
When enabled, the
connection fails if
no DSR signal is
present; when
disabled, the Annex
accepts the
connection, but
waits for DSR and
DCD before
communicating
with the modem.

net_inactivity

0-255

Defines the amount
of time an
asynchronous port
can remain inactive
before the port is
reset.

net_inactivity
units

minutes or
seconds

minutes

Defines the units of
time used for the
port’s inactivity
timer.

network _
turnaround

1-255

Sets the number of
seconds to wait for
an answer from a
security host.

newline_
terminal

Y orN

Interprets carriage
returns and line
feeds at the CLI
level.
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node_id

0 to 65534.254

0.0

Contains the
address an Annex
tries to acquire at the
start of an AppleTalk
session. If this
address is in use, the
Annex must acquire
a new node ID. This
new ID is stored in
non-volatile RAM.

option_key

unique value

no default

Enables ARA,
tn3270, filtering,
and dial-out routing.

output_flow
control

eia, start/stop,
bell, both, none

start/stop

Defines method of
flow control that the
terminal uses to
stop output from the
Annex.

output_is_
activity

Y or N

Defines activity as
output.

output_start_

char

control char.
sequence

"Q

Defines the
character that
restarts output.

output_stop_

char

control char.
sequence

S

Defines the control
character sequence
that stops output.

output_ttl

1-255

64

Defines a
locally-generated
packet’s
time-to-live on the
network.

parity

even, odd,
none

none

Defines the type of
parity that the device
uses.

password

<unset> or
a string

<unset>

Sets the Annex’s
administrative
password.
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passwd_limit

0-10

3

Defines the
maximum number of
times a user can try
to enter a password
before an Annex
resets the port.

phone_number

32-char string

null string

Defines the phone
number for use with
dynamic dialing.

port_password

<unset> or
a string

<unset>

Defines a password
for the port for use
with local password
protection or as a
back-up for
host-based security.

port_server_
security

Y or N

Enables/disables a
host-based security
policy for access to a
port via the port
server.

ppp_acm

0x00000000 to
OXxffffffff

0x
00000000

Specifies which of
the first 32
characters in a TCP.
IP packet will be
escaped before
being sent to the
network.

PPP_ipX_
network

00000001 to
ffffffff, or O

randomly
generated
number

Specifiesa 4-byte,
Novell network
number the Annex
suggests for the
remote PC client on
an IPXCP link.
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ppp_ipx_node 000000000000 to| Ethernetadd | Specifies a string of
frfffffffffe ress plus 12 hexadecimal
one digits representing
the 6-byte, non-zero
node number the
Annex suggests for
the node number of
the remote PC client
on an IPXCP link.
ppp_mru 64-1500 1500 Defines the
maximum receive
unit for PPP.
ppp_ncp ipcp, atcp, ipxcp, |all Specifies which
mp, ccp, all protocol(s) run on
the interface.
ppp_password_ | <unset> or <unset> Defines a PPP port
remote a string user’s password as 3
string.
ppp_security pap, none Enables password
protocol chap, chap-pap, authentication
none protocol for PPP
ports.
ppp_username_ |<unset> or “u Defines a PPP port
remote astring of 1to 15 user’s name as a
characters string.
pref_dhcpl_ Internet address |0.0.0.0 Specifies the IP
addr address of a DHCP

server that a DHCP
client will attempt
to discover as a
primary source of
dynamic IP
addresses.
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pref_dhcp2_
addr

Internet address

0.0.0.0

Specifies the IP
address of a DHCP
server that a DHCP
client will attempt
to discover as a
backup source of
dynamic IP
addresses. This
address is used only
if if
“pref_dhcpl_addr”
has a non-zero value
and does not
respond.

pref_dump_
addr

Internet address

0.0.0.0

Defines the address
for the preferred
dump host.

pref_load_addr

Internet address

0.0.0.0

Defines the address
for the preferred
load host.

pref_mop_host

Ethernet address

00-00-00-0
0-00-00

Specifies the
Ethernet address of
the preferred MOP
load or dump host.

pref_namel_
addr

Internet address

0.0.0.0

Defines the address
for the first
preference name
server host.

pref_name2_
addr

Internet address

0.0.0.0

Defines the address
for the second
preference name
server host.

pref_securel
host

Internet address

0.0.0.0

Defines the address
for the first
preference security
server host.
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pref_secure2_
host

Internet address

0.0.0.0

Defines the address
for the second
preference security
server host.

printer_crlf

Y or N

Converts a carriage
return to a carriage
return followed by a
line feed before it is
sent to the printer.

printer_host

Internet
address

0.0.0.0

Specifies the IP
address or fully
gualified domain
name of a machine
running a
Berkeley-styldpd
server.

printer_name

valid name

no default

Specifies the name
of the printer to
which dumps are
sent.

printer_width

integer

Sets the maximum
number of
characters per line.

prompt

string of up to 16
codes

%a%c

Defines a
port-specific CLI
prompt.

ps_history
buffer

0-32767 (0 =
disabled)

Specifies how much
data to buffer on a
slave port.

redisplay_line

control char.
sequence

"R

Defines the reprint
line character.

remote_address

Internet address

0.0.0.0

Defines the Internet
address for the host
at the other end of
the serial line.

reset_idle_time_o
n

input or output

input

Resets the idle timer
on input or output.
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retrans_limit 4-120 8 The number of times
to retransmit a
packet before
notifying the user of
a network failure.
ring Y orN Y Specifies if the T1
engine should
provide the audible
ring to the central
office for incoming
calls.
rip_accept access_spec, all Controls which
none, all routes are accepted
from RIP updates.
rip_advertise access_spec, all Controls which
none, all routes are
advertised.
rip_auth <set> or Enables/disables
<unset> RIP authentication.
rip_default_ 0-15,0ff 0= |off Advertises that the
route off) Annex is the default
router and indicates
the hop count.
rip_horizon off, split, poison |poison Controls the split
horizon algorithm.
rip_next_hop never, needed, |[needed Specifies whether or
always not the next hop
value is included in
RIP version 2
advertisements.
rip_recv_version |1, 2, both both Controls which RIP
version the Annex
accepts.
rip_routers router_list, all all Forces RIP to direct

periodic RIP updates
to a list of routers.
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rip_send_ 1,2, compat- Controls which RIP
version compatibility ibility versions the Annex
sends.
rip_sub_accept |Y orN Y Accepts or rejects
subnet routes.
rip_sub_ Y orN Y Advertises the
advertise subnet routes.
routed Y orN Y Enables/disables the
RIP routing daemon,
rwhod Y orN Y Enables/disables
listening for RWHO
broadcasts.
security Y orN Y Enables/disables
broadcast broadcasting for a
security server host
in case preferred
hosts are not
available.
server_ all, config, none Allows the Annex
capability image, motd, to act as a load host
none
server_name string of 1 to 16 |physical A string of
characters Ethernet characters used to
address name the Annex in
appended |the LAT protocol.
to string
LAT_
service_limit 16-2048 256 The upper bound on

the number of
services that the
Annex can maintain
in its local service
table.
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Parameter

Values

Default

Description

session_limit

1-1152, none
(1152 = none)

1152

Specifies the
maximum number of
active sessions the
Annex allows at one
time.

short_break

Y or N

When enabled, the
Annex returns the
user to the CLI
prompt after
receiving a break
shorter than two
seconds.

sigproto

proto_in
proto_out

unset

Specifies the
inbound and
outbound signaling
protocols for each
DSO0.

slip_allow_
dump

Y or N

Enables/disables
dumping across a
SLIP link.

slip_load_
dump_host

Internet address

0.0.0.0

Defines the host
from which the
Annex receives a
load or to which the
Annex dumps over
the SLIP link.

slip_mtu_size

small or
large

small

Forces SLIP
interface to use large
(1006) or small
(256) maximum
transmission units.

slip_no_icmp

Y or N

Discards any ICMP
packets directed to
the SLIP link.

slip_ppp_
security

Y or N

Enables/disables
access to thslip
andppp commands
from the CLI.
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slip_tos Y orN N When enabled, the
Annex sends
interactive traffic
before any other
traffic.
speed autobaud, 50, 9600 Defines the speed of
75, 110, 134.5, the serial line
150, 200, 300, between the device
600, 1200, 1800, and the Annex.
2000, 2400,
3600, 4800,
7200, 9600,
19200, 38400,
57600, 115200
stop_bits 1,15,2 1 Specifies the number
of bit time intervals
between successive
characters.
subnet_mask IP subnet mask |0.0.0.0 Defines the Annex’s
(Annex) IP subnet mask.
subnet_mask subnet mask 0.0.0.0 Defines the subnet
(port) mask for a SLIP/
PPP interface.
sys_location a string ofupto |"™ Supplies host
32 chars. location or
identification
information.
syslog_facility log_locah log_local7 |Defines the facility
(n=0-7) for logging Annex
syslogmessages.
syslog_host Internet address |0.0.0.0 Defines the host for

logging Annex
messages.
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Values

Default

Description

syslog_mask

emergency, alert,
critical,

none

Determines the
priority levels that

ASCII characters

error, are to be logged.
warning,
notice,
info,
debug,
all,
none
syslog_port 0—Annex port 0 Routessyslog
count messages to a serial
port. Zero indicates
syslogging over the
network.
tl info a 120-byte string | Unset Stores T1
of printable installation

information from the
service provider.

tcp_keepalive 1-255 (in 0 Specifies whether or
(Annex) minutes) ((0 = not the Annex sends
120) keep-alive messages
for idle TCP
connections.
tcp_keepalive 1-254 (in 0 Overrides the
(serial port) minutes) (255 = | (matchestcp|Annextcp_keepalive
disabled, 0 = _keepalive |parameter for one or
tcp_keepalive Annex more specific serial
Annex) parameter |ports.
setting)
tcp_keepalive 1-254 (in 0 Overrides the
(parallel port) minutes) (255 = | (matchestcp|Annextcp_keepalive
disabled, 0 = _keepalive |parameter for one or
tcp_keepalive Annex more specific
Annex) parameter |parallel ports.
setting)
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tdi_distance

an integer from
0to 655

0

Specifies the length,
in feet, of the cable
from the T1 Drop/
Insert interface to
the PBX or other
equipment.

tdi_framing

d4 or esf

esf

Controls which
super frame format
isused onthe T1
Drop/Insert
Interface.

tdi_line_code

ami or b8zs

b8zs

Selects the line code
to be used on the T1
Drop/Insert
Interface.

telnet_crlf

Y or N

When enabled, a
carriage return
translates to a
carriage return
followed by a line
feed; when
disabled, a carriage
return translates to a
carriage return
followed by a null
string.

telnet_escape

control char.
sequence

g

Defines the
character that
returns the user to
thetelnetprompt.

term_var

string of 1 to 16
characters

Identifies the type
of terminal using
the CLI connection.
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tftp_dump_ string host- Provides the name of
name dependent |the file to use when

dumping the core
image using tftp if
the Annex
operational image
and erpcd fail.

tftp_load_dir string host- The string
dependent |prepended to the
image, motd, and
configuration file
names for tftp
transfers.

time_broadcast |Y or N N Enables/disables
broadcasting for a
time server host in
case the preferred
load host is not

available.
time_server loopback 0.0.0.0 Determines whether
address, 0.0.0.0, or not the Annex
127.0.0.1, host gueries for time
address, service.
broadcast
address
timezone_ + or - number 300 Sets the time zone
minuteswest by number of
minutes east or west
(+/-) of GMT.
tmux_delay 0-255 ms 20 Defines the

maximum number of
milliseconds during
which small packets
can accumulate to
form larger

packets. When the
time expires, the
Annex sends the
multiplexed packet.
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tmux_enable

Y or N

N

Controls whether or
not an Annex uses
TMux to multiplex
small TCP packets
into a single IP
packet.

tmux_max_host

10-255

64

Specifies the
maximum number of
host addresses
allowed in the TMux
address table.

tmux_max_mpx

5-65535

700

Specifies the largest
user packet that can
be placed in a
TMux packet.

tni_circuit_id

string of up to
120 characters

null string

Stores the T1 circuit
identifier string

from the service
provider.

tni_clock

loop, local, or
external

loop

Controls from
where the T1 clock
is set.

tni_esf_fdl

ANSI or ATT
format

ATT

Defines the T1
Facilities Data Link.

tni_framing

d4 or esf

esf

Controls which
super frame format
is used on the
T1Network
Interface.

tni_line_
buildout

0, 7.5, 15, or 22.5

0

Specifies the
measured cable loss
between the last T1
line generator and
the customer
location.

tni_line_code

ami or b8zs

b8zs

Selects the line code
to be used on the T1
Network Interface.
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tni_ones_density |on or off off Defeats the T1
built-in ones density
monitor.
toggle_output control char. O Defines the flush
sequence character.
type hardwired or hard-wired |Defines the type of
(asynchronous) |dial_in device connected to
the serial port.
type centronics or centronics | Defines the printer
(parallel port) dataproducts interface for a
parallel printer port.
type_of _modem |16-byte string no default |Specifies the
modem type
connected to the
port.
user_name string of 0 to 16 |" "(null Defines a string that
characters string) represents the user
of the port.
vcli_groups either all, none, |none Specifies which
or port range of 0| enable remote group codes
- 255 followed by are accessible to
none or disable virtual CLI users.
vcli_password <unset> or a <unset> Defines the virtual
string CLI password for
local password
protection.
vcli_security Y orN N Enables/disables
security on virtual
CLI connections.
zone stringof 0to 32 |™ Provides the

characters

AppleTalk zone for
use at start-up.
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a_router hexadecimal 00-00-00-00-00-00| The ethernet address o
ethernet address the network A_Router.
acp_key <unset> or a <unset> Specifies a string for
string the Annex’s
encryption key; used
for passing messages
between the Annex and
the ACP security
server.
allow_snmp_sets Y orN N Enables/disables
SNMPsetsto the
Annex.
authoritative_agent Y orN Y Enables the Annex to
reply to an ICMP
Address Mask
Request.
autodetect_timeout 1-60 (seconds) |30 Specifies the maximum
amount of time an
Annex should wait for
auto_detect mode to
identify an incoming
call as PPP.
broadcast_addr 0.0.0.0 or 0.0.0.0 Defines the Internet
255.255.255.255 address for use when
or broadcasting. A value
all ones for the of 255.255.255.255
host portion and broadcasts to all nodes
all zeroes for on a subnet. RIP
the network or routing does not
subnet portion recognize 0.0.0.0.
chap_auth_name A string of 1-16 |chap Defines the entry used

characters

for theNamefield of a
CHAP challenge
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circuit_timer 1-25ms 8 Defines the time
interval in tens of
milliseconds between
the transmission of
LAT packets

cli_prompt coded string of |%a%c Customizes the CLI

up to 16 codes prompt.
config_file user-defined config.annex Specifies the name of

the configuration file.

daylight_savings us, us Defines daylight
australian, savings type.
british,
canadian,
east_european,
mid_european,
west_european,
none
default_zone_list 100-character |™ Defines the zone list
string that is sent to ARA
clients as the local
back-up to an ACP
failure.
dhcp_broadcast Y orN N Enables/disables the
broadcast of DHCP
messages, the means
by which DHCP
clients discover DHCP
servers for dynamic IP
addressing.
disabled_modules admin, atalk, none Selectively disables
dialout, edit, modules and frees
fingerd, ftpd, space to the memory
ipx, lat, pool.
nameserver, ppp
slip, snmp,

tn3270, tstty,
vci, all, none
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enable_security Y orN N Enables/disables
security subsystem.
facility_num 0-32767 0 Identifies a LAT host
by number.
group_value optional code disabled Security mechanism
range within 0 - that restricts access to
255, followed by LAT services for all
“enabled” or users on the Annex.
“disabled”
host_table_size 1-255, 64 Sets the maximum
(255=unlimited, number of entries in
254=none) the host table.
image_name host file name; |™ Specifies the name of
up to 100 the file containing the
characters. Annex’s operational
code.
inet_addr Internet address | no default Sets the Annex’s
Internet address.
ipencap_type ethernet or ethernet Sets the IP
ieeeB802 encapsulation type.
ip_forward_broadcast |Y or N N Enables the Annex to
scan the interface list
and copy broadcast
packets.
ipx_do_checksum Y orN N Controls whether or
not the Annex enables
an IPX checksum.
ipx_dump_password 0-16 chars. <unset> Controls whether or
not the Annex enables
an IPX checksum.
ipx_dump_path 0-100 chars. No default Specifies the full

pathname that stores
the uploaded Annex
dump image on the
Novell file server.
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Parameter

Values

Default

Description

ipx_dump_username

0-48 chars.

No default

Provides a user name
for logging on to the
Novell file server
before the Annex sends
a dump file to the
server.

ipx_file_server

0-48 chars.

No default

Contains the name of
the Novell file server
from which the Annex
boots.

ipx_frame_type

ethernetll,
raw802_3,
802_2,
802_2snap

raw802_3

Defines the framing
used for IPX packets
on the Ethernet
interface.

keep_alive_timer

10-255

20 seconds

The time interval, in
seconds, between the
transmission of
identification packets
during times of
network inactivity.

lat_key

unique value

no default

Enables/disables the
LAT protocol as well
as LAT-specific Annex
parameters.

lat_queue_max

0-255 or none

4

Limits the number of
HIC requests that the
Annex can queue.

load_broadcast

Y or N

Enables/disables
broadcasting for files
other than the image if
one or all are not
available.
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Default

Description

load_dump_gateway

Internet address

0.0.0.0

Specifies the
gateway'’s Internet
address. A gateway is
required if the
preferred load or
dump host is located
on a different network
or subnet than the
Annex.

load_dump_sequence

net, shn,
self

net

Defines the network
interface(s) for use
when loading and
dumping.

lock_enable

Y or N

Enables any port to use
the Annex Interface for
VMS Environment'’s
lock command.

login_password

<unset> or a
string of 1 to 16
characters

<unset>

Specifies the password
for all ports using a
VMS interface.

login_prompt

string of 1 to 16
characters

#

Defines the prompt that
appears for all ports
using a VMS interface.

login_timer

0-60

30

Specifies the number
of minutes a port using
a VMS interface can
remain inactive.

loose_source_route

Y or N

Allows the Internet
protocol to use loose
source routing.

max_vcli

unlimited
0-254

unlimited

Sets the maximum
number of virtual
CLls the Annex can
create at one time.

min_unique_
hostnames

Y or N

Enables/disables using
minimum uniqueness
for host names.
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Parameter

Values

Default

Description

mop_password

string

<unset>

Contains the MOP
maintenance
password. In this
8-byte password, each
byte consists of two
hexadecimal digits.

motd_file

file name of up
to 16 characters

motd

Defines the name for
the message-of-the-da
file.

multicast_timer

10-180 seconds

30

Defines the number of
seconds that can elaps
between service
announcement
transmissions for the
LAT protocol.

[¢)

multisessions_enable

Y or N

Allows multisessions
to be managed on a
terminal server basis.
When enabled,
terminals that support
TD/SMP can display
two active windows
simultaneously over
one communications
line.

name_server_1

dns, ien_116,
none

none

Defines the first
preference name
server.

name_server_2

dns, ien_116,
none

none

Defines the second
preference name
server.

nameserver_broadcast

Y or N

Enables/disables
broadcasting for a
name server host in
case preferred hosts ar|
not available.
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Values

Default

Description

network_turnaround

1-255

2

Sets the number of
seconds to wait for an
answer from a security
host.

node_id

0 to 65534.254

0.0

Contains the address
an Annex tries to
acquire at the start of
an AppleTalk session.
If this address is in use
the Annex must
acquire a new node ID,
This new ID is stored
in non-volatile RAM.

option_key

unique value

no default

Enables ARA, tn3270,
filtering, and dial-out
routing.

output_ttl

1-255

64

Defines a
locally-generated
packet’s time-to-live
on the network.

password

<unset> or a
string

<unset>

Sets the Annex’s
administrative
password.

passwd_limit

0-10

Defines the maximum
number of times a user
can try to enter a
password before an
Annex resets the port.

ppp_sec_auto

Y or N

Allows the use of
auto_detect mode
regardless of whether
the clients support
PAP/CHAP.

Remote Annex Administrator’s Guide for UNIX

Book C-285



Chapter 5 Software Reference Guide

Book C-286

Book C

Parameter

Values

Default

Description

pref_dhcpl_addr

Internet address

0.0.0.0

Specifies the IP
address of a DHCP
server that a DHCP
client will attempt to
discover as a primary
source of dynamic IP
addresses.

pref_dhcp2_addr

Internet address

0.0.0.0

Specifies the IP
address of a DHCP
server that a DHCP
client will attempt to
discover as a backup
source of dynamic IP
addresses. This addres
is used only if if
“pref_dhcpl_addr”
has a non-zero value
and does not respond.

pref_dump_addr

Internet address

0.0.0.0

Defines the Internet
address for the
preferred dump host.

pref_load_addr

Internet address

0.0.0.0

Defines the Internet
address for the
preferred load host.

pref_mop_host

Ethernet address

00-00-00-00-00-00

Specifies the Ethernet
address of the
preferred MOP load or
dump host.

pref_namel_addr Internet address [0.0.0.0 Defines the Internet
address for the first
preference name
server host.

pref_name2_addr Internet address [0.0.0.0 Defines the Internet

address for the second
preference name
server host.
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pref_securel host Internet address [0.0.0.0 Defines the Internet
address for the first
preference security
server host.
pref_secure2_host Internet address |0.0.0.0 Defines the Internet
address for the second
preference security
server host.
retrans_limit 4-120 8 The number of times to
retransmit a packet
before notifying the
user of a network
failure.
rip_auth <set> or Enables/disables RIP
<unset> authentication.
rip_routers Internet address | all Forces RIP to direct
periodic RIP updates to
a router list rather than
broadcasting updates.
routed Y orN Y Enables/disables RIP.
rwhod Y orN Y Enables/disables
listening for RWHO
broadcasts.
security_broadcast Y orN Y Enables/disables
broadcasting for a
security server host in
case preferred hosts ar|
not available.
server_capability all, config, none Allows the Annex to
image, motd, act as a load host.
none
server_name string of 1 to 16 |physical Ethernet |A string of characters
characters address appended|used to name the

to string LAT _

Annex in the LAT
protocol.
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Parameter Values Default Description

service_limit 16-2048 256 The upper bound on
the number of services
that the Annex can
maintain in its local
service table.

session_limit 1-1152, none |1152 Specifies the maximum
(1152 = none) number of active
sessions the Annex
allows at one time.

subnet_mask IP subnet mask |0.0.0.0 Defines the Annex’s
Internet subnet mask.
syslog_facility log_locah log_local7 Defines the facility for
(n=0-7) logging Annexsyslog
messages.
syslog_host Internet address | 0.0.0.0 Defines the address of
the host logging Annex
messages.
syslog_mask emergency, alert, none Determines the priority
critical, levels for logging
error, syslogmessages.
warning,
notice,
info,
debug,
all,
none
syslog_port O0-Annex port 0 Routessyslog
count messages to a serial

port. Zero indicates
syslogging over the

network.
tcp_keepalive 1-255 (in 0 Specifies whether or
(Annex) minutes) not the Annex sends
(0 =120) keep-alive messages
for idle TCP
connections.
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Values

Default

Description

tftp_dump_name

string

host-
dependent

Provides the name of
the file to use when
dumping the core
image using tftp if the
Annex operational
image and erpcd fail.

tftp_load_dir

string

host-
dependent

The string prepended
to the image, motd, ang
configuration file
names for tftp
transfers.

time_broadcast

Y or N

Enables/disables
broadcasting for a
time server host in case
the preferred load host
is not available.

time_server

loopback
address, 0.0.0.0,
127.0.0.1, host
address,
broadcast
address

0.0.0.0

Determines whether or
not the Annex queries
for time service.

timezone_minuteswest

+ or - number

300

Sets the time zone by
number of minutes eas
or west (+/-) of GMT.

tmux_delay

0-255 ms

20

Defines the maximum
number of
milliseconds during
which small packets
can accumulate to form
larger packets. When
the time expires, the
Annex sends the
multiplexed packet.

tmux_enable

Y or N

Controls whether or
not an Annex uses
TMux to multiplex
small TCP packets
into a single IP packet.
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Parameter Values Default Description
tmux_max_host 10-255 64 Specifies the maximum
number of host
addresses allowed in
the TMux address
table.
tmux_max_mpx 5-65535 700 Specifies the largest
user packet that can be
placed in a TMux
packet.
vcli_groups either all, none, |none Specifies which remote
or port range of |enable group codes are
0 - 255 followed accessible to virtual
by none or CLI users.
disable
vcli_inactivity 0-255 0 Specifies the amount of
(minutes) time that a VCLI
session can remain
inactive.
vcli_password <unset> or <unset> Defines the virtual
a string CLI password for
local password
protection.
vcli_security Y orN N Enables/disables
security on virtual CLI
connections.
zone string of 0 to 32 |™ Provides the AppleTalk

zone for use at start-up.
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Table C-83. AppleTalk-specific Annex Parameters
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Parameter Values Default Description
a_router hexadecim | 00-00-00-00-00-00 | The ethernet address of the
al ethernet network A_Router.
address
default_zone_list 100-char |™ This zone list is sent to ARA
string clients as the local back-up to
ACP.
node_id Oto 0.0 Contains the address an Anne
65534.254 tries to acquire at the start of ah
AppleTalk session. If this
address is in use, the Annex
must acquire a new node ID.
This new ID is stored in
non-volatile RAM.
option_key unique Enables/disables AppleTalk.
zone stringof 0 |™ Provides the AppleTalk zone
to 32 for use at start-up.
characters
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Parameter Values Default Description
circuit_timer 1-25 8 (80 ms) |The time interval in tens
of milliseconds
between the
transmission of LAT
packets.
facility_num 0-32767 42 Also known as the host
number.
group_value optional disabled |Security mechanism
code range that restricts access to
within O - LAT services for all
255, users on the Annex.
followed by
“enabled”
or
“disabled”
keep_alive_timer |10-255 20 seconds| The time interval, in
seconds, between the
transmission of
identification packets
during times of network
inactivity.
lat_key unique value |no default |Enables/disables the
LAT protocol as well as
LAT-specific Annex
parameters.
lat_queue_max 1-255 4 Limits the number of
HIC requests that the
Annex can queue.
multicast_timer 10-180 30 Defines the number of
seconds seconds that can elapsg

between service
announcement
transmissions for the
LAT protocol.
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Parameter Values Default Description
retrans_limit 4-120 8 The number of times to
retransmit a packet
before notifying the
user of a network
failure.
server_name string of 1 physical A string of characters
to 16 Ethernet |used to name the Anne
characters |address in the LAT protocol.
appended
to string
LAT _
service_limit 16-2048 256 The upper bound on the
number of services that
the Annex can maintain
in its local service table
sys_location a string; up |™ Supplies host location
to 32 chars. or identification
information.
vcli_groups either all, none Specifies which remote
none, or enable group codes are
port range accessible to virtual CLI
of 0 - 255 users.
followed by
none or
disable
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Table C-85. RIP-specific Annex Parameters

D

Parameter Values Default | Description
option_key |unique Enables/disables active routing.
output_ttl 1-255 64 Defines a locally-generated packet’s
time-to-live on the network.
rip_auth <set> or Enables/disables RIP authentication.
<unset>
rip_routers |router_list, |all Forces RIP to direct periodic RIP
all updates to a list of routers.
routed Y orN Y Enables/disables the RIP routing
daemon.
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Table C-86. T1-specific Annex Parameters

Parameter Values Default | Description
tl info a 120-byte Unset |Stores T1 installation
string of information from the service
printable provider.
ASCII
characters
tdi_distance an integer 0 Specifies the length, in feet, of
from O to 655 the cable from the T1 Drop/
Insert interface to the PBX or
other equipment.
tdi_framing d4 or esf esf Controls which super frame
format is used on the T1 Drop/
Insert Interface.
tdi_line_code |ami or b8zs b8zs |Selects the line code to be used

on the T1 Drop/Insert
Interface.
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Table C-87. TMux-specific Annex Parameters

Parameter

Values

Default

Description

tmux_delay

0-255 ms

20

Defines the maximum number of
milliseconds during which small packets
can accumulate to form larger packets.
When the time expires, the Annex sends
the multiplexed packet.

tmux_enable

Y or N

Controls whether or not an Annex uses
TMux to multiplex small TCP packets intg
a single IP packet.

tmux_max_host

10-255

64

Specifies the maximum number of host
addresses allowed in the TMux address
table.

tmux_max_mpx

5-65535

700

Specifies the largest user packet that can
placed in a TMux packet.
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Table C-88. VMS-specific Annex Parameters

Parameter Values Default Description
lock_enable Y orN N Enables any port to use the Annex
Interface for VMS Environment'’s lock
command.
login_password <unset> or |<unset> |Specifies the password for all ports
astring of 1 using a VMS interface.
to 16
characters
login_prompt string of 1 |# Defines the prompt that appears for all
to 16 ports using a VMS interface.
characters
login_timer 0-60 30 Specifies the number of minutes a poft
using a VMS interface can remain
inactive.
multisessions_enable [Y or N N Allows multisessions to be managed gn
a terminal server basis. When enabled,
terminals that support TD/SMP can
display two active windows
simultaneously over one
communications line.
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Parameter Values Default Description
rip_accept access_spec, |all Controls which routes
none, all are accepted from
RIP updates.
rip_advertise access_spec, |all Controls which
none, all interfaces routes are
advertised over.
rip_default_route |0 - 15, off (0 = |off Advertises that the
off) Annex is the default
router and indicates
the hop count.
rip_horizon off, split, poison Controls the split
poison horizon algorithm.
rip_next_hop never, needed, | needed Specifies whether or
always not the next hop value
is included in RIP
version 2
advertisements.
rip_recv_version 1, 2, both both Controls which RIP
versions the Annex
accepts.
rip_send_version |1, 2, compat- Controls which RIP
compat-ibility |ibility versions the Annex
sends.
rip_sub_accept Y orN Y Accepts or rejects
subnet routes.
rip_sub_advertise |Y or N Y Advertises the subnet

routes.

Remote Annex Administrator’s Guide for UNIX



Chapter 5 Software Reference Guide

as

t

Table C-90. Asynchronous Port Parameters
Parameter Values Default Description
address_origin local, acp, local Determines where a Remote
dhcp Annex will look to find the local
and remote IP addresses to use
the endpoints of a PPP/IPCP
link. This parameter works only
when the mode parameter is se
tO Hslipn Or upppn.
allow_broadcast Y orN Y Permits the port to receive
Annex administrative broadcast
allow_compression YorN N The Annex uses TCP/IP heade
compression if the SLIP/PPP
link’s end point also uses
compression.
arap_v42bis Y orN Y Enables V.42bis compression
during an ARAP session.
at_guest Y orN N Allows guests to log into an
ARAP service.
at_nodeid 0.0to 0.0 Defines the node ID given to an
65534.254 ARA client during connection
establishment.
at_security Y orN N Enables ACP service for the
port.
attn_string control char. |™ Defines a control character
sequence sequence as an attention
virtual character or string.
CLI="A
authorized optional code |disabled Specifies which LAT remote
groups range within O group codes are accessible to

to 255
followed by
“enabled” or
“disabled”

users on a particular Annex port.
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Parameter Values Default Description
autobaud YorN N Determines whether or not the
Annex automatically detects
line speed when a connection is
opened, and whether or not it
sets matching terminal port
characteristics on the next login|
backward_key vcli: one . Reopens the next lower
printable or numbered session from within
control the current session without
character. returning to local mode.
non-vcli:
string (1 to

banner YorN Y Enables/disables the Annex
banner and message-of-the-day.
broadcast_direction network or port Defines the direction of
port administrative broadcasts for
slave ports.
char_erase YorN Y Enables/disables echoing
character erase for a CRT.
cli_imask? YorN Y Enables/disables masking
eight-bit CLI input to seven bits.
cli_inactivity 0-254, 0 (off) Sets the amount of time that the
immediate, Annex waits before hanging up
or off the port after it becomes idle.
cli_interface vci or uci uci Allows you to control the
prompt that appears for VMS or|
UNIX environments.
cli_security Y orN N Enables/disables CLI security
for an Annex.
connect_security Y orN N Enables/disables the host-based

security policy for access from
the CLI to the network.
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Parameter Values Default Description
control_lines modem__ none Specifies the type of hardware
control, control lines used on the port.
flow_
control,
both, none
data_bits 5,6,7,0or8 |8 Defines the number of data bits
in a character; does not include
start, stop, or parity bits.
dedicated_address Internet 0.0.0.0 Defines the host to which a
address dedicated port connects.
dedicated_arguments |100-char. Defines the command line
string arguments used for dedicated
ports. Use with the mode and
dedicated_port parameters.
dedicated_port telnet, rlogin, |telnet Specifies application or TCP pornt
TCP port number to which a dedicated
number port connects.
default_session_mode |interactive, interactive | Defines the default session
passthru, mode when the VMS interface i$
passall, configured (i.e., when
transparent cli_interface is set to vci).
do_compression Y orN N Starts TCP/IP header
compression on the SLIP link.
echo Y orN Y Enables/disables local character
echoing.
erase_char control char. |*? Defines the character erase
sequence (DEL key) character.
erase_line control char. |*U Defines the line erase character.
sequence
erase_word control char. |"W Defines the word erase character.

sequence
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Parameter Values Default Description

forward_key vcli: one " Reopens the next available
printable or higher numbered session
control already established at your port
character.
non-vcli:
string (1 to

sequence

forwarding_count 0-255 0 When set, the port will not
forward received characters
until it receives the specified
number of characters.
forwarding_timer 0-255, off 0 Sets the amount of time, in tens
of milliseconds, that will elapse
before forwarding received data,
hardware_tabs Y orN Y Allows the terminal to expand
(asynchronous) ASCII tab characters if the
terminal does not support
hardware tabs.
imask_7bits Y orN N When enabled, the Annex port
ignores the eighth bit of received
characters.
inactivity _timer 0-255 off Specifies the amount of time, in
(0 = off) minutes, a port can remain
inactive before all sessions are
terminated and the port is reset
input_buffer_size 1-255 1 Allocates, in 512-byte blocks,
amount of per-port memory.
input_flow_control eia, start/ bell Specifies the method of flow
stop, bell, control for input received from
none device connected to serial port.
input_is_activity Y orN Y Defines activity as input.
input_start_char control char. |"Q Defines the control character
sequence sequence that restarts input.
input_stop_char control char. |"S Defines the control character

sequence that stops input.
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Parameter Values Default Description
ipso_class top-secret, none Specifies the U.S. Department
secret, of Defense basic IP Security
confidential, Option (IPSO) classification
unclassified,n level included in TCP packets
one generated locally on Annex CLI
dedicated, or adaptive
asynchronous ports.
ipx_security Y orN N Controls whether or not IPX
security is enabled on the port.
ixany_flow_control Y orN N Treats any input character as a
start (XON) character if output
has been suspended by a stop
(XOFF) character.
latb_enable Y orN N Enables the Annex to decode a
LAT host’s data-b packet.
line_erase YorN Y Eables/disables echoing line
erase for a CRT.
local_address Internet 0.0.0.0 Defines the Internet address for
address the port on the Annex side of the
link.
location stringof1to |™ Defines a string that represents
16 characters the port’s location.
login_port_password |[Y or N N Enables the port password whep
the VMS command interface is
configured (i.e., when
cli_interface is set to vci).
login_timeout Y orN N Enables a login timer when the
VMS command interface is
configured (i.e., when
cli_interface is set to vci).
long_break YorN Y When enabled, the Annex

returns the user to the CLI
prompt after receiving a break

longer than two seconds.
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Parameter Values Default Description
map_to_lower Y orN N Enables/disables case conversion
(from upper to lower) for
characters sent from the
terminal to the Annex.
map_to_upper Y orN N Enables/disables case conversion
(from lower to upper) for
characters sent from the
terminal to the Annex.
metric 1-15 1 Defines the hop count to the
remote end of the serial line.
max_session_count 1-16 3 Specifies the number of active
sessions (jobs) allowed per port.
mode adaptive, cli Sets the mode for access to an
arap, asynchronous port.
auto-adapt,
auto-detect,
cli, connect,
dedicated,
ipx, ndp, ppp,
rlogin, slave,
slip, telnet,
tn3270,
unused
multisessions_enable |[Y or N N Allows multisessions to be
managed on a per port basis.
need_dsr Y orN N For use with a modem connected
to a slave port. When enabled,
the connection fails if no DSR
signal is present; when disabled,
the Annex accepts the
connection, but waits for DSR
and DCD before communicating
with the modem.
net_inactivity Integer or 0 |0 (off) Defines the amount of time for
toll saving network inactivity.
net_inactivity units minutes or minutes Defines the units of time used for
seconds the port’s inactivity timer.
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Parameter Values Default Description
newline_terminal Y orN N When enabled, a line feed
terminates both the input and th
output line(s). When disabled, o
input, either a CR or a LF
terminates the input line; a CR
followed by a LF terminates
output line(s).
output_flow_control eia, start/stop Defines method of flow control
start/stop, that the terminal uses to stop
bell, both, output from the Annex.
none
output_is_activity Y orN N Defines activity as output.
output_start_char control char. |"Q Defines the character that restarnts
sequence output.
output_stop_char control char. |"S Defines the control character
sequence sequence that stops output.
parity even, odd, none Defines the type of parity that the
none device uses.

phone_number

32-char string

The phone number for use with
dynamic dialing.

port_password <unset> or <unset> Defines a password for the port
a string for use with local password
protection.
port_server_security |Y or N N Enables/disables a host-based
security policy for access to a
port via the port server.
ppp_acm 0x00000000 |0x0000000 |Specifies which of the first 32
to Oxffffffff characters in a TCP/IP packet
will be escaped before being sent
to the network.
ppp_ipx_network 00000001 to |randomly Specifiesa 4-byte, Novell
Hiiliii# generatednu| network number the Annex
or0 mber suggests for the remote PC client

on an IPXCP (IPX over PPP)
link.
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Parameter Values Default Description
ppp_ipx_node 00000000000 | Ethernet Specifies a string of 12
Oto address hexadecimal digits representing
frfffffffffe plus one the 6-byte, non-zero node
number the Annex suggests for
the node number of the remote
PC client on an IPXCP (IPX ove
PPP) link.
ppp_mru 64-1500 1500 Defines the maximum receive
unit used with PPP.
ppp_ncp ipcp, atcp, all Specifies which protocol(s) run
ipxcp, mp, on the interface.
ccp, all
ppp_password_remote | <unset> or <unset> Defines a PPP port user’s
a string password as a string.
ppp_security _protocol |pap, none Enables password
chap, authentication protocol for PPP
chap-pap, ports.
none
ppp_username_remote | <unset> or <unset> Defines the PPP port user’s nan
al-15 as a string.
character
string
printer_host Internet 0.0.0.0 Specifies the IP address or fully
address qualified domain name of a
machine running a
Berkeley-styldpd server.
printer_name valid name no default |Specifies the name of the printe
to which dumps are sent.
prompt string of up | %a%c Defines a port-specific CLI
to 16 codes prompt.
ps_history_buffer 0-32767 (0= |0 Specifies how much data to
disabled) buffer on a slave port.
redisplay_line control char. |[*R Defines the reprint line characte
sequence
remote_address Internet 0.0.0.0 Defines the Internet address for
address the host at the other end of the

serial line.
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Parameter Values Default Description
reset _idle_time_on input or input Resets the idle timer on input o
output output.
short_break YorN Y When enabled, the Annex
returns the user to the CLI
prompt after receiving a break
shorter than two seconds.
slip_allow_dump YorN Y Enables/disables dumping across
a SLIP link.
slip_load_dump_host |Internet 0.0.0.0 Defines the host from which the
address Annex receives a load or to
which the Annex dumps over the
SLIP link.
slip_mtu_size small or small Forces SLIP interface to use
large large (1006) or small (256)
maximum transmission units.
slip_no_icmp Y orN N Discards any ICMP packets
directed to the SLIP link.
slip_ppp_security YorN N Enables/disables access to the
slip andppp commands from the
CLL.
slip_tos Y orN N When enabled, the Annex sends
interactive traffic before any
other traffic.
speed autobaud, 50, | 9600 Defines the speed of the
75, 110, asynchronous line between the
134.5, 150, device and the Annex.
200, 300, 600,
1200, 1800,
2000, 2400,
3600, 4800,
7200, 9600,
19200, 38400,
57600,
115200
subnet_mask subnet mask |0.0.0.0 Defines the subnet mask for an

async SLIP/PPP interface.
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Parameter Values Default Description
stop_bits 1,15,0r2 1 Specifies the number of bit time
intervals between successive
characters.
tcp_keepalive 1-254 (in 0 (matches |Overrides the Annex
(serial port) minutes) tcp_ tcp_keepalive parameter for one
(255 = keepalive or more specific serial ports.
disabled, Annex
0= parameter
tcp_keepalive |setting)
Annex)
telnet_crlf YorN N When enabled, a carriage return
translates to a carriage return
followed by a line feed; when
disabled, a carriage return
translates to a carriage return
followed by a null string™).
telnet_escape control char. |"] Defines the character that returns
sequence the user to théelnetprompt.
term_var stringof 1to |™ Identifies the type of terminal
16 characters using the CLI connection.
toggle_output control char. |"O Defines the flush character.
sequence
type hardwired or |hard-wired |Defines the type of device
(asynchronous) dial_in connected to the serial port.
type_of_modem 16-byte string |no default | Specifies the modem type

connected to the port.

user_name

string

Defines a string that represents
the user of the port.
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Table C-91. AppleTalk-specific Asynchronous Port Parameters

Parameter Values Default | Description
arap_v42bis Y orN Y Enables/disables V.42bis compression during
ARA session.
at_guest YorN N Allows ARA guest login service.
at_nodeid 0.0to 0.0 Defines the node ID given to an ARA client
65534.2 during connection establishment.
54
at_security Y orN N Enables/disables ACP service for this port.
ppp_ncp ipcp, all Specifies which protocol(s) run on the
atcp, interface.
ipxcp,
mp,
ccp, all
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Table C-92. LAT-specific Asynchronous Port Parameters

Parameter Values Default Description
authorized optional disabled |Specifies which LAT remote group
groups code range codes are accessible to users on a
within 0 to particular Annex port.
255
followed by
“enabled” or
“disabled”
latb_enable Y orN N Enables the Annex to decode a LAT

host's data-b packet.
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Table C-93. PPP-specific Asynchronous Port Parameters
Parameter Values Default Description
address_origin local, acp, |local Determines where a Remote
dhcp Annex will look to find the local
and remote IP addresses to use
the endpoints of a PPP/IPCP link.
This parameter works only when
the mode parameter is set to “slip
or “ppp”.
allow_compression Y orN N The Annex uses TCP/IP header
compression if the PPP link’s end
point initiates compression.
local_address IP 0.0.0.0 Defines the IP address for the po
(Annex side).
metric Integer 1 Defines the hop count to the
remote end of the serial line.
ppp_acm 0x00000000 | 0x00000000 | Specifies which of the first 32
to Oxffffffff chara. in a TCP/IP packet will be
escaped before being sent to the
network.
ppp_mru 64-1500 1500 Defines the maximum receive
unit used with PPP.
ppp_ncp ipcp, atcp, |all Specifies which protocol(s) run
ipxcp, mp, on the interface.
ccp, all
ppp_password_remote |<unset>or |<unset> Defines a PPP port user’s
a string password as a string.
ppp_security pap, none Enables password authentication
protocol chap, protocol for PPP ports.
chap-pap,
none
ppp_username_remote |<unset> or |<unset> Defines the PPP port user's nam
al-15 as a string.
character
string
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Parameter Values Default Description

remote_address IP address |0.0.0.0 Defines the IP address for the ho
at the remote end of the link.

slip_ppp_security Y orN N Enables access to thep
command from the CLI.

subnet_mask Internet 0.0.0.0 Defines an Internet subnet mask

subnet mask|

for the interface.
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Table C-94. SLIP-specific Asynchronous Port Parameters

to

t

=

nd

st

Parameter Values Default Description
address_origin local, local Determines where a Remote Annex
acp, dhcp will look to find the local and remote IR
addresses to use as the endpoints of
PPP/IPCP link. This parameter works
only when the mode parameter is set
“slip” or “ppp”.
allow_compression Y orN N The Annex uses TCP/IP header
compression if the SLIP link's end
point also uses compression.
do_compression Y orN N Starts TCP/IP header compression on
this SLIP link.
local_address Internet 0.0.0.0 |Defines the Internet address for the pg
address (Annex side of link).
metric integer 1 Defines the hop count to the remote e
of the serial line.
remote_address Internet 0.0.0.0 |Defines the Internet address for the hg
address at the other end of the serial line.
slip_allow_dump Y orN Y Enables/disables dumping across a
SLIP link.
slip_load_dump_host |Internet 0.0.0.0 |Defines the host from which the Anne
address receives a load or to which the Annex
dumps over the SLIP link.
slip_mtu_size smallor |small Forces SLIP interface to use large
large (1006) or small (256) maximum
transmission units.
slip_no_icmp Y orN N Discards any ICMP packets directed t
the SLIP link.
slip_ppp_security Y orN N Enables/disables access to slip
command from the CLI.
slip_tos Y orN N When enabled, the Annex sends

interactive traffic before any
other traffic.
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Parameter Values Default Description

subnet_mask Internet 0.0.0.0 |Defines an Internet subnet mask for tk
subnet interface.
mask
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Table C-95. VMS-specific Asynchronous Port Parameters

Parameter Values Default Description
autobaud Y orN N Determines whether or not the
Annex automatically detects line
speed when a connection is opened,
and whether or not it sets matching
terminal port characteristics on the
next login.
backward_key vcli: one L Reopens the next lower numbered
printable or session from within the current
control session without returning to local
character. mode.
non-vcli:
string
(1to 16
characters)
cli_interface vCi or uci uci Allows you to control the prompt
that appears for VMS or UNIX
environments.
forward_key vcli: one " Reopens the next available higher
printable or numbered session already
control established at your port.
character.
non-vcli:
string
(1to 16
characters)
default_session_mode | interactive, |inter- Defines the default session mode
passthru, active when the VMS interface is
passall, configured (i.e., when cli_interface i$
transparent set to vci).
login_port_password |Y or N N Enables the port password when the

VMS command interface is
configured (i.e., when cli_interface i$
set to vci).
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Parameter Values Default Description

login_timeout Y orN N Enables a login timer when the VM$
command interface is configured
(i.e., when cli_interface is set to vci),

multisessions_enable |Y or N N Allows multisessions to be managed

on a per port basis.
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Table C-96. Parallel Printer Port Parameters

Parameter Values Default Description

hardware _tabs |[Y or N N Enables/disables use of hardware tap
stops.

map_to_upper |[YorN N Enables/disables printing in upper
case only.

printer_crlf Y orN N Converts a carriage return to a carriage

return followed by a line feed before it
is sent to the printer.

printer_width integer 0 Sets the maximum number of
characters per line.
tcp_keepalive 1-254 (in 0 Overrides the Annex tcp_keepalive
(parallel port) minutes) (255 |(matchestcp |parameter for one or more specific
= disabled, _keepalive |parallel ports.
0= Annex
tcp_keepalive |parameter
Annex) setting)
type centronics or |centronics | Defines the printer interface.
dataproducts
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Command Arguments Description

annex annex_list Sets the defaulinnex_list

boot [-adhlq] [timg] [filenamé [warning | Reboots the Annex. Only
ROM revisions 0600 and
greater with the self-boot
option installed support the
—| argument.

broadcast =[port_set| =broadcast_keyword |Sends a broadcast message t

[@annex_identifidt message port(s).
copy annex annex_identifier annex_list Copies Annex parameters to

other Annexes.

copy interface

interface_name@annex_identifier
port_set

Copies all interface parameter
from the specified interface to
theinterface_set

copy [port|
asynchronous]

port_numbe@
annex_identifier port_set

Copies port parameters excef
the port password from the
specified asynchronous port t
theport_set

—

1=

copy printer

@annex_identifier annex_list

Copies printer parameters to
multiple printer ports.

dumpboot [-aq] [[+] [HH:] [MM]] Boots an Annex and produces
annex_list filename warning an up-line dump.

echo message Echoes the remainder of the
line to standard output.

help or ? command Displays command syntax.

interface interface_setall Groups interfaces in an
interface_setallowing you to
issue onena command to
change parameter values for
all interfaces in the group.

password Enters the default password.

Remote Annex Administrator’s Guide for UNIX



Book C

Chapter 5 Software Reference Guide

Command Arguments Description

port | [port_set| keyword Groups asynchronous ports irj

asynchronous aport_set allowing you to
issue a singlea command to
change values for all ports in
the group. This command is
synonymous with the
asynchronouscommand.

printer printer_set Selects a subset of the paralle
printer ports. The default
includes all printers.

quit Terminates th@a session.

read filename Reads and executes a script

file.

reset annex

[=annex_list] annex_subsystem

Resets a subsystem without
rebooting an Annex.

reset interface

[=interface_list | keywort

Resets an interface
parameter(s)without rebooting
an Annex.

reset port |
asynchronous

[=async_port_lis{ keyword

Resets an asynchronous port
parameter(s) without rebooting
an Annex.

reset printer

[=printer_port_list | keyword

Resets parallel printer port
parameter(s) without rebooting
an Annex.

reset tl [ soft | hard | esf ] Reseta the T1 engine and ES
statistics.
set annex [=zannex_lis annex_parameters Modifies the value of an

Annex parameter(s).

set interface

[=interface_lisi
interface_parameters

Modifies the value of an
interface parameter(s)

set port | [=port_list] port_parameters Modifies the value of an

asynchronous asynchronous port
parameter(s).

set printer [=annex_list printer_parameters | Modifies the value of a paralle

printer parameter(s).
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Command

Arguments

Description

show annex

[=annex_list [keyword|
annex_parametér

Displays the current value of
an Annex parameter(s).

show interface

[=interface_list [keyword|
interface_parametets

Displays the current value of
an interface parameter(s).

show port |
asynchronous

[=port_sel [keyword|
port_parametéer

Displays the current value of
an asynchronous port
parameter(s).

show printer

[=port_sel [keyword|
printer_parameter

Displays the current value of a
parallel printer parameter(s).

write annex_identifier filename Writes the current
configuration to a script file.
# Indicates a comment line

(useful in command files).
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Command |Arguments Description

arap Converts a CLI line into an ARA
connection. When the port is reset, |i
reverts to its original mode.

backward |[switch] string, none Reopens the next lower numbered
session already established at you
port, from within the current sessiol
without returning to local mode.

bg [-d] [%] [%, +, —, number hostnamg |Puts a job into the background.

connect service[hostnamégport]] Uses the LAT protocol to connect t
an advertised LAT service.

fg [—q] [%] [%, +, —, number hostnamg | Brings a job to the foreground.

forward [switch] string, none Reopens the next available higher
numbered session already
established at your port.

hangup Disconnects all jobs and resets all
CLI connections.

helpor? |[comman{l Displays help information on CLI
commands.

hosts [—gn] [hosi Displays the names and addresses
hosts and other Annexes listed in th
Annex’s host table.

ipXx Converts a CLI port to an ipx mode
port.

ipxroute  |add {default | network} gateway hops ticks | Sets up routing information for IPX

replace {default | network} gateway hops ticks ||inks.
delete {default | network} gateway

jobs Displays a list of current jobs.

kill [%] [%, +, —, number hostnamg Terminates a job.

lock [time-out Locks a port.

netstat [-AaCfgimnpQRrSstxZ] Displays network statistics.

ppp Converts a CLI port to a PPP port.
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Command |Arguments Description
queue [[[-h hostnamg[—sservicg [—p port]], |Displays information about queued
[-r entry_id] HIC requests or removes a HIC

request from the queue.

rlogin hostnamd—I usei Connects to a host usimtpgin.

services [-vh] service hostname Displays LAT services that have
been advertised by LAT hosts.

slip Converts a CLI port to a SLIP port.

stats [-smp[portg[timg] |[-op] Displays Annex statistics.

stats -T [ current | total | allipterval_sef Displays the status and statistics of

clear_alarm ] the T1 Network Interface.

stty [parameterfvalud] Displays and modifies CLI
port parameters.

su Enters and exits superuser
administrative mode.

telnet [[—rst] host[port]] Connects to a host usitginet.

tn3270 [host[port]] Connects to an IBM VM/CMS or
MVS host using thén3270
variation of the Telnet protocol.

who [[h=]host| [u=]user [p=]port Displays information about current

| @host|user@host| —| @hos]

users of Annex ports.
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Table C-99. CLI Superuser Commands

Command Arguments Description
admin Enters administrative mode.
arp [-add [hos] [addi[temp |pub] Displays/modifies the

Internet-to-hardware address
translation table.

boot [-adlq] [[+] [HH:][MM]] [filenamé |Reboots the Annex. Only ROM
[warning revisions 0600 and greater with the

self-boot option installed support the
—| argument.

broadcast Sends a broadcast message to a pprt
or ports.

compact [-9 Consolidates all valid records to the
beginning of the EEPROM.

control port[dtr— |dtr+ |rts— |rts+] | port |Resets DTR and RTS or outputs a

testmsg[times| forever] test message.

cp src_filename dst_filename Copies a file in the local file system.

dialout [-1] route_name Displays the current dial-out
database.

edit filename Edits local files.

filter Enters the filtering subsystem of the
CLI user interface.

help —-m [macrd Displays help information on
macros.

hosts [—gaffn] [host..] Displays information about hosts
and name servers.

Is Displays the self-boot ROM'’s
directory.

modem [—al] Lists the modem types supported by
the Annex.

more filename Provides a read-only mechanism fgr
reviewing files in the local file
system.
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Command Arguments Description

mv src_filename dst_filename Renames a file in the local file
system.

passwd Changes the administrative
password.

ping [—artv] host[databyteqgcouni] Sends ICMP Echo Request packets
to host.

port Enters the defaufiort_set

printer Enters the defaufirinter_set

printer Enters the defaufirinter_set

procs [=r] [-ppid] [-ddeV Displaces processes at the Annex.

quit Terminates thadmin session.

reset Resets a port or subsystem.

rm filename Deletes a file in the local file system.

route [-fF] add [-s] dest mask gateway [metric] | Adds or deletes a route from the

[-fF] add default gateway [metric] routing table.
[-fF] delete [default | dest]

set Modifies the value of a
configuration parameter.

show Displays the current value of a
configuration parameter.

stats —c Clears all serial line statistics to zerp.

su Returns you to the CLI.

t1_loopback |[ none | line | payload | local ] Places the T1 engine into loopback
mode.

tap [-aksvA port Displays input and output for a serig
port.
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Table C-100. ROM Monitor Commands

Command Arguments Description

addr [—d] Displays the unit's ROM-resident
Ethernet address in hexadecimal
notation or prompts for values.

boot [-Iv | filenare] Boots and loads Annex operational
code. Only ROM revisions 0600 and
greater with the self-boot option
installed support thel argument.

config Displays the current hardware
configuration and revision levels.

console_ Changes the console port's baud rate

baud so that it can interface with any
modem to which it is connected.

erase Erases non-volatile memory.

help or ? Displays ROM Monitor commands.

image [—d | filenamé Sets the default image file name.

ipx [-d] Sets several parameters associateg
with IPX booting and dumping.

lat [-d] Allows you to set the LAT key from
the ROM monitor.

mop [-d] Sets the MOP load/dump address.

net Executes a loopback test on the
LAN.

ping host_ip_addresgdata_siz¢ Sends an Internet Control Message

[npacket} Protocol (ICMP) mandatory

ECHO_REQUEST datagram to elicit
an ICMP ECHO_RESPONSE from
host or gateway.

1572

ports Tests the serial line ports.

sequence [-d | [interface[, interfacq...] Edits the load-dump sequence
interface list.

slip [—d] [port] Defines a serial port as a SLIP
interface.
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Command

Arguments Description

stats

—slip

Displays the current network

statistics gathered by the ROM.

Table C-101. Formatting Codes for Annex Prompts

002.

Code |Expansion

%a The stringannex

%c A colon followed by a space.

%d The current date and time in this format: Mon Jan 6 13:59:42 1

%i The Annex’s Internet address.

%j A new line character, skip to the beginning of the next line.

%l The location defined for the port; if none, the stogt nn, where
nnis the number of the serial line.

%n The Annex’s name, if known, or the Internet address.

%p The port number, or the virtual CLI connection numbesmiform,
wheren is the virtual CLI connection number.

%or The stringport.

%s A space.

%t The current time in 24-hour format.

%u The user name defined for the port; if none, a null string ("").
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Table C-102. Variable Arguments

Variable

Argument

annex_list

annex_identifier [, annex_identifier]

annex_identifier

symbolic name | Internet address

annex_parameter

annex_parameter value [annex_parameter value] ...

port_parameter

port_parameter value [port_parameter value] ...

port_set

port_identifiers [; port_identifiers]

port_identifier

port_number [, port_number] |
port_number—port_number

port_number

1..64

printer_parameter

parallel_port_parameter [value]
[parallel_port_parameter
[value]]

broadcast_keyword

all | serial | virtual

port_keyword

all | serial

reset_keyword

all | annex | lat | macros | security] | nameserver |
serial | virtual

show_keyword

all | lat | interface | device | editing

time

[[+] [HH:] [MM]]
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Table C-103. Annex Processes

Process Purpose

adm_timer Watches serial ports for activity (idle timer, inactivity
timer).

cli One per active CLI.

connect_rdr

One pair per activeonnectcommand.

connect_wtr

dp_mon Listens for dedicated port requests.

erpcd Listens for incomingerpcd requests.

fingerd_lis User information for listener.

line_adm Port and virtual line administrator.

Ipd Listens foraprint commands.

netdattimer | Ages the host table.

ping Theping command.

p_srvr_conv |Prompts for CLI and rotary access.

reset_ mach |Listens for theeset allcommand.

rlogin_rdr One pair for each activdogin command.

rlogin_wtr

root The initial process.

routed Listens for RIP messages.

rwhod Listens forrwho requests.

snmpd Listens forsnmp commands and requests.

syslog_port |Logs messages to the port specified insysog_port
parameter.

telnet_cmd One pair per activieelnet command.

telnet_rdr

telnetd_lis Listens for incomindelnet requests.

telnetd_rdr One pair per active incomirtglnet session.

telnetd_wri

timed Maintains the Annex time-of-day clock.
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Process Purpose

watcher Maintains the watchdog timer.
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a_router parameter C-43
acp_key parameter C-43
acp_passwd file C-86, C-243
acp_policy.c file C-239
acp_policy.doc file C-239
acp_shadow file C-243
address_origin parameter C-43
admin command

reference C-132

set descriptions C-132
admin prompt C-132

using with quit command C-132
administrative password

using with su command C-122
alarmsyslog parameter C-44
allow_broadcast parameter C-44
allow_snmp_sets parameter C-45
annex command C-6 to C-8
aprint utility C-235 to C-238

error messages C-236

supported arguments C-236
arap command

reference C-135
arap_v42bis parameter C-45
arp command

arguments C-136

reference C-135
at_nodeid parameter C-46
at_security parameter C-46
authoritative_agent parameter C-47
authorized_groups parameter C-47
autobaud parameter C-47

B

backward_key parameter C-48
banner parameter C-48
bfs C-239
bg command
arguments C-137

Index

reference C-137
boot command C-8 to C-10
arguments, for CLI C-138
reference, for CLI C-138
supported arguments for C-9
broadcast command
supported keywords for C-10
broadcast_addr parameter C-49
broadcast_direction parameter C-50
bypass parameter C-50

C

CHAP C-91

chap_auth_name parameter C-50
char_erase parameter C-51
circuit_timer parameter C-51

CLI

See also CLI commands, CLI port parameters

command syntax definition C-121

errors (squelch) C-121
CLI commands C-121 to C-233

admin superuser command C-132 to C-134

arap user command C-135

arp superuser command C-135
bg user command C-137

boot superuser command C-138

compact superuser command C-140

connect user command C-141

control superuser command C-141

cp superuser command C-142

dialout superuser command C-143

edit superuser command C-144
fg user command C-145
hangup user command C-147
help user command C-147

hosts superuser command C-151

hosts user command C-149
ipx user command C-152
jobs user command C-152
kill user command C-153

list of user and superuser commands C-122
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to C-125, C-321 to C-325
lock user command C-153
Is superuser command C-154
modem superuser command C-155
more superuser command C-157
mv superuser command C-157
netstat user command C-158 to C-160
passwd superuser command C-161
ping superuser command C-161 to C-170
ppp user command C-170
procs superuser command C-171
queue user command C-174 to C-176
rlogin user command C-176
rm superuser command C-177
route superuser command C-177 to C-179
services user command C-180 to C-183
slip user command C-183
stats -c superuser command C-187
stats user command C-184 to C-193
stty user command C-194 to C-203
su superuser command C-204
tap superuser command C-205 to C-207
telnet user command C-208 to C-214
tn3270 user command C-214 to C-230
who user command C-231 to C-233

circuit_timer C-51
cli_prompt C-52
config_file C-54
daylight_savings C-55
default_zone_list C-56
dhcp_broadcast C-57
disabled _modules C-57
enable_security C-58
facility_num C-59
group_value C-61
host_table_size C-61
image_name C-62
inet_addr C-63
ip_forward_broadcast C-65
ipencap_type C-64
ipx_do_checksum C-65
ipx_dump_password C-66
ipx_dump_path C-66
ipx_dump_username C-66
ipx_file_server C-66
ipx_frame_type C-66
keep_alive_timer C-67
lat_key C-67
lat_queue_max C-68

list of C-279 to C-290

list of AppleTalk-specific C-291
list of LAT-specific C-292
list of RIP-specific C-294
list of T1-specific C-295
load_broadcast C-69
load_dump_gateway C-69
load_dump_sequence C-69
config_file parameter C-54 lock_enable C-70
configuration parameters login_password C-70
Annex login_prompt C-71
a_router C-43 login_timer C-71
acp_key C-43 loose_source_route C-72
allow_snmp_sets C-45 max_chap_chall_int C-74
authoritative agent C-47 max_vcli C-75
broadcast_addr C-49 min_unique_hostnames C-75
chap_auth_name C-50 mop_password C-77

cli_imask7 parameter C-51
cli_inactivity parameter C-52
cli_interface parameter C-52
cli_prompt parameter C-52
cli_security parameter C-53
compact command
reference C-140
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motd_file C-78
multicast_timer C-78
multisessions_enable C-78
name_server_1 C-79
name_server_2 C-79
nameserver_broadcast C-79
network_turnaround C-81
node_id C-82

output_ttl C-84
passwd_limit C-85
password C-85
pref_dhcpl_addr C-92
pref_dhcp2_addr C-92
pref_dump_addr C-92
pref _load _addr C-93
pref_mop_host C-93
pref_namel_addr C-93
pref_name2_addr C-93
pref_securel host C-94
pref_secure2_host C-94
retrans_limit C-97
rip_auth C-98
rip_routers C-100
routed C-101

rwhod C-101
security_broadcast C-101
server_capability C-102
server_name C-102
service_limit C-102
session_limit C-103
subnet_mask C-106
sys_location C-106
syslog_facility C-107
syslog_host C-107
syslog_mask C-107
syslog_port C-108
tcp_keepalive C-109
tftp_dump_name C-111
tftp_load_dir C-112
time_broadcast C-112
time_server C-112

timezone_minuteswest C-113
tmux_delay C-113
tmux_enable C-113
tmux_max_host C-114
tmux_max_mpx C-114
vcli_groups C-118
vcli_password C-119
vcli_security C-119

zone C-120

asynchronous port

address_origin C-43
allow_broadcast C-44
arap_v42bis C-45
at_nodeid C-46
at_security C-46
authorized_groups C-47
autobaud C-47
backward_key C-48
banner C-48
broadcast_direction C-50
char_erase C-51
cli_imask7 C-51
cli_inactivity C-52
cli_interface C-52
cli_security C-53
connect_security C-54
control_lines C-54
data_hits C-55
dedicated_address C-55
dedicated_arguments C-55
dedicated_port C-56
default_session_mode C-56
do_compression C-58
echo C-58

erase_char C-58
erase_line C-59
erase_word C-59
forward_key C-59
forwarding_count C-60
forwarding_timer C-60
hardware_tabs C-61
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Index-4

imask_7bits C-62
inactivity timer C-62
input_flow_control C-63
input_is_activity C-64
input_start_char C-64
input_stop_char C-64
ipso_class C-65
ipx_security C-67
latb_enable C-68
line_erase C-68

list of C-299 to C-308

list of AppleTalk-specific C-309
list of LAT-specific C-310
list of PPP-specific C-311
list of SLIP-specific C-313
list of VMS-specific C-315
local_address C-70
location C-70
login_port_password C-71
login_timeout C-71
long_break C-72
map_to_lower C-73
map_to_upper C-74
max_session_count C-74
metric C-75

mode C-75
multisessions_enable C-78
need_dsr C-79
net_inactivity C-80
net_inactivity units C-80
newline_terminal C-81
output_flow_control C-82
output_is_activity C-83
output_start_char C-84
output_stop_char C-84
parity C-84
phone_number C-86
port_password C-86
port_server_security C-86
ppp_acm C-87
ppp_ipx_network C-89
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ppp_ipx_node C-89
ppp_mru C-90
ppp_password_remote C-90
ppp_security_protocol C-91
printer_host C-94
printer_name C-95

prompt C-95
ps_history_buffer C-96
redisplay_line C-96
reset_idle_time_on C-96
short_break C-103
slip_allow_dump C-104
slip_load_dump_host C-104
slip_mtu_size C-104
slip_no_icmp C-104
slip_ppp_security C-105
slip_tos C-105

speed C-105

stop_bits C-106
subnet_mask C-106
tcp_keepalive C-109
telnet_crif C-111
telnet_escape C-111
term_var C-111
toggle_output C-116

type C-116

type_of _modem C-118
user_name C-118

list of all C-249 to C-278
parallel printer port

hardware_tabs C-61
list of C-317
map_to_upper C-74
printer_crlf C-94
printer_width C-95
tcp_keepalive C-110
type C-117

parameter conventions C-33 to C-37

entering parameter values C-34
setting parameters to supplied
defaults C-35 to C-37



parameter descriptions C-37 to C-120

RIP-specific interface

list of C-298

rip_accept C-97
rip_advertise C-98
rip_default_route C-98
rip_horizon C-99
rip_next_hop C-99
rip_recv_version C-99
rip_send_version C-100
rip_sub_accept C-100
rip_sub_advertise C-101

synchronous port

T1

allow_compression C-45
ppp_username_remote C-91
remote_address C-96

alarmsyslog C-44
bypass C-50

map C-73

ring C-97

sigproto C-103

tl info C-109
tdi_distance C-110
tdi_framing C-110
tdi_line_code C-110
tni_circuit_id C-114
tni_clock C-114
tni_esf fall C-115
tni_framing C-115
tni_line_buildout C-115
tni_line_code C-115
tni_ones_density C-116

TMux-specific Annex

list of C-296

VMS-specific Annex

list of C-297

arguments C-142
reference C-141
control_lines parameter C-54
copy command C-11
cp command C-142

D

data_bits parameter C-55
daylight_savings parameter C-55
dedicated_address parameter C-55
dedicated_arguments parameter C-55
dedicated_port parameter C-56
default_session_mode parameter C-56
default_zone_list parameter C-56
dhcp_broadcast parameter C-57
dialout command

reference C-143
dialout - command C-144
disabled_modules parameter C-57
disabling

modules C-57
do_compression parameter C-58
dumpboot command C-12

arguments for C-13

E

echo command C-14
echo parameter C-58
edit command
reference C-144
enable_security parameter C-58
erase_char parameter C-58
erase_line parameter C-59
erase_word parameter C-59
erpcd C-239 to C-243
command syntax C-239

description of C-239
supported arguments C-240, C-241, C-242
eservices file C-239

connect command

reference C-141
connect_security parameter C-54
control command
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F input_stop_char parameter C-64
interface command C-16

facility_num parameter C-59 ip_forward_broadcast parameter C-65

fg command ipencap_type parameter C-64
arguments C-145 ipso_class parameter C-65
reference C-145 ipX

filter list command C-146 command C-152

forward_key parameter C-59 ipx_do_checksum parameter C-65

forwarding_count parameter C-60 ipx_dump_password parameter C-66

forwarding_timer parameter C-60 ipx_dump_path parameter C-66

G ipx_dump_username parameter C-66

ipx_file_server parameter C-66
group_value parameter C-61 ipx_frame_type parameter C-66

ipx_security parameter C-67

H ixany_flow_control parameter C-67
hangup command J
reference C-147
hardware_tabs parameter jobs command
asynchronous port C-61 reference C-152
configuring for parallel printer C-61
help command C-14 to C-15 K
arguments for C-14 keep_alive_timer parameter C-67
reference, for CLI C-147 key values
host_table_size parameter C-61 option_key C-82
hosts superuser command kill command
arguments C-151 arguments C-153, C-155
reference C-151 reference C-153
hosts user command
arguments C-150 L

command display C-149
reference C-149
status field definitions C-150

lat_key parameter C-67, C-141
lat_queue_max parameter C-68
latb_enable parameter C-68

I line_erase parameter C-68
load_broadcast parameter C-69, C-139

image_name parameter C-62 load_dump_gateway parameter C-69
imask_7bits parameter C-62 load_dump_sequence parameter C-69, C-226
inactivity_timer parameter C-62 valid options for C-69

inet_addr parameter C-63 local_address parameter

input_flow_control parameter C-63 asynchronous port C-70

input_is_activity parameter C-64 location parameter C-70

input_start_char parameter C-64 lock command
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reference C-153
lock_enable parameter C-70
login_password parameter C-70
login_port_password parameter C-71
login_prompt parameter C-71
login_timeout parameter C-71
long_break parameter C-72
loose_source_route parameter C-72
Is command

reference C-154

M

map parameter C-73
map_to_lower parameter C-73
map_to_upper parameter

asynchronous port C-74

parallel port C-74
map3270 file C-215, C-221
max_chap_chall_int parameter C-74
max_session_count parameter C-74
max_vcli parameter C-75
metric parameter

asynchronous port C-75
min_unique_hostnames parameter C-75
mode parameter

configuring for asynchronous port C-75
modem command

reference C-155
modem_set parameter C-22
mop_password parameter C-77
more command

reference C-157
motd_file parameter C-78
multicast_timer parameter C-78

multisessions_enable (Annex) parameter C-78

multisessions_enable (asynchronous port)
parameter C-78

mv command
reference C-157
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na
annex command C-6 to C-8
boot command C-8 to C-10
broadcast command C-10
command notation C-2 to C-5
commands C-1to C-32
introduction to C-1
list of C-5
list of arguments for C-3
copy command C-11
dumpboot command C-12
echo command C-14
help command C-14 to C-15
interface command C-16
list of commands C-318 to C-320
password command C-17
port command C-17
printer command C-19
quit command C-19
read command C-19
reset command C-21 to C-23, C-230
set command C-24
show command C-25 to C-29
write command C-31
name_server_1 parameter C-79
name_server_2 parameter C-79
nameserver_broadcast parameter C-79
need_dsr parameter C-79
net_inactivity parameters C-80
net_inactivity _units parameter C-80
netstat command
arguments C-159
reference C-158 to C-160
network_turnaround parameter C-81
newline_terminal parameter C-81
node_id parameter C-82

@)
option_key parameter C-126, C-216, C-229
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output_flow_control parameter C-82
output_is_activity parameter C-83
output_start_char parameter C-84
output_stop_char parameter C-84
output_ttl parameter C-84

P

parameter
conventions C-33to C-37
descriptions C-37 to C-120
entering values C-34
setting to supplied defaults C-35 to C-37
all parameters C-37
Annex parameters C-35
asynchronous port parameters C-36
interface parameters C-35
parallel printer port parameters C-36
parity parameter C-84
passwd command
reference C-161
passwd file C-242
passwd_limit parameter C-85
password command C-17
password parameter C-85
phone_number parameter C-86
ping command
fields displayed by ping -t option C-167
reference C-161to C-170
sample displays using -a and -v options C-
164
using ping -t (traceroute) option C-165
with count argument C-163
ping -t command C-165 to C-170
command displays C-168
topology for ping -t examples C-168
port command C-17
supported keywords for C-18
port_password parameter
asynchronous port C-86
setting when using SecurlD C-86
port_server_security parameter C-86
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ppp command

display C-170

reference C-170
ppp_acm parameter C-87
ppp_ipx_network parameter C-89
ppp_ipx_node parameter C-89
ppp_mru parameter C-90
ppp_password_remote parameter C-90
ppp_security _protocol parameter

asynchronous port C-91
ppp_username_remote parameter

synchronous port C-91
pref_dhcpl_addr parameter C-92
pref_dhcp2_addr parameter C-92
pref_dump_addr parameter C-92
pref_load_addr parameter C-93
pref_mop_host parameter C-93
pref_namel_addr parameter C-93
pref_name2_addr parameter C-93
pref_securel host parameter C-94
pref_secure2_host parameter C-94
printer command C-19
printer_crlf parameter C-94
printer_host parameter C-94, C-230
printer_name parameter C-95, C-230
printer_width parameter C-95
procs command

Annex-specific processes C-173

arguments C-171

command display C-172

reference C-171
prompt parameter C-95
ps_history_buffer parameter C-96

Q

queue command C-174to C-176
arguments C-175
command display C-175
examples C-176
reference C-174to C-176
quit command C-19
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R

read command C-19
redisplay_line parameter C-96
remote_address parameter
synchronous port C-96
reset command C-21 to C-23
keywords for C-23
reset t1 command C-21
reset_idle_time_on parameter C-96
reset_internal_modem command C-21
resume session command C-126
retrans_limit parameter C-97
ring parameter C-97
rip_accept parameter C-97
valid options for C-97
rip_advertise parameter C-98
valid options for C-98
rip_auth parameter C-98
rip_default_route parameter C-98
rip_horizon parameter C-99
rip_next_hop parameter C-99
rip_recv_version parameter C-99
rip_routers parameter C-100
rip_send_version parameter C-100
valid options for C-100
rip_sub_accept parameter C-100
rip_sub_advertise parameter C-101
rlogin command
reference C-176
rm command
reference C-177
ROM monitor commands
list of C-325
route command
arguments C-178
reference C-177 to C-179
routed parameter C-101
rtelnet -t command C-246
rtelnet utility C-244 to C-246
command syntax C-244
description of C-244
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supported arguments C-244, C-245
rwhod parameter C-101

S

security _broadcast parameter C-101
serial line

displaying statistics C-185
server_capability parameter C-102
server_name parameter C-102
service_limit parameter C-102
services command

arguments C-180

command display C-182

examples C-181

reference C-180 to C-183
session_limit parameter C-103
set command C-24, C-37
shadow file C-243
short_break parameter C-103
show annex command

keywords for C-26, C-27
show command C-25 to C-29, C-37
show interface command

keywords C-27, C-39
show port command

keywords for C-28
show printer command

keyword C-39
sigproto parameter C-103
slip command

display C-183

reference C-183
slip_allow_dump parameter C-104
slip_load_dump_host parameter C-104
slip_mtu_size parameter C-104
slip_no_icmp parameter C-104
slip_ppp_security parameter C-105
slip_tos parameter C-105
SNMP

for configuring Annex parameters C-33

speed parameter C-105
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squelch C-121
statistics
for Annex C-185
for serial line C-185
stats -c command
reference C-187
stats command
arguments C-184
command display C-185 to C-193
displaying Annex statistics C-185
reference C-184 to C-193
stop_bits parameter C-106
stty command
reference C-194 to C-203
setting parameters with C-194 to C-202
su command C-122
reference C-204
subnet_mask parameter
Annex C-106
port C-106
sys_location parameter C-106
syslog_facility parameter C-107
syslog_host parameter C-107
syslog_mask parameter
priority levels for C-108
syslog_port parameter C-108

T

tl_info parameter C-109
tap command
arguments C-207
reference C-205 to C-206
tcp_keepalive parameter
Annex C-109
asynchronous port C-109
parallel printer port C-110
tdi_distance parameter C-110
tdi_framing parameter C-110
tdi_line_code parameter C-110
telnet C-178
telnet command

Index-10

arguments C-208

issuing commands with C-210 to C-214

ports and C-210

reference C-208 to C-214
telnet_crlf parameter C-111
telnet_escape parameter C-111
term_var parameter C-111, C-228
termcap file C-226
tftp_dump_name parameter C-111
tftp_load_dir parameter C-112
time_broadcast parameter C-112
time_server parameter C-112

addresses C-112
timezone_minuteswest parameter C-113
tmux_delay parameter C-113
tmux_enable parameter C-113
tmux_max_host parameter C-114
tmux_max_mpx parameter C-114
tn3270 command

and terminal emulation C-218

arguments C-215

ASCII terminal requirements and setup C-

216
command mode C-224
configuration checklist C-226
configuring C-226 to C-230
default key mappings C-221 to C-224
ending a session C-226

print screen and transparent mode features C-

217

reference C-214 to C-230
tni_circuit_id parameter C-114
tni_clock parameter C-114
tni_esf fall parameter C-115
tni_framing parameter C-115
tni_line_buildout parameter C-115
tni_line_code parameter C-115
tni_ones_density parameter C-116
toggle output parameter C-116
type parameter

asynchronous C-116
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parallel printer port C-117
type_of _modem parameter C-118, C-155

U

user_name parameter C-118, C-230
utilities C-235 to C-246

erpcd daemon C-239

rtelnet daemon C-244

Vv

vcli_groups parameter C-118
vcli_password parameter C-119
vcli_security parameter C-119
VMS
environments C-126
non-privileged Annex VMS
commands C-126, C-127
privileged Annex VMS commands C-
127 to C-132

w

who command
arguments C-232
command display C-233
reference C-231 to C-233
write command C-31, C-34

Z

zone parameter C-120
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