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PREFACE

This manual describes how to control of the operation of CONTROL DATA® Network Operating
System (NOS) Version 2. NOS provides network capabilities for interactive and transaction
processing in addition to local and remote batch processing.

NOS 2 operates on the following computer systems:

CDC® CYBER 180 Computer Systems
Models 810, 830, 835, 840, 845, 850, 855, 860, 990, and 995

CDC CYBER 170 Computer Systems
Models 171, 172, 173, 174, 175, 176, 720, 730, 740, 750, 760,
815, 825, 835, 845, 855, 865, and 875

CDC CYBER 70 Computer Systems
Models 71, 72, 73, and 74

6000 Computer Systems

AUDIENCE AND ORGANIZATION

This manual is written for system administrators. Section 1 introduces the user validation
and accounting capabilities of NOS. Section 2 describes user validation in detail. This
section also contains examples of the use of MODVAL. Section 3 describes user accounting
and the special system file PROFIL. Section 4 describes resource accounting. Section 5
describes account dayfile messages. Section 6 describes problem reporting.

CONVENTIONS

Unless otherwise stated, it is assumed that you are in the batch subsystem when you enter
commands from an interactive terminal.

Some of the CYBER 170 Computer Systems share many of the functional and architectural
attributes of the CYBER 180 Computer Systems. Specifically, CYBER 170 Models 815, 825, 835,
845, and 855 fall into this category. It is sometimes convenient to refer to the CYBER 180
models and these CYBER 170 wmodels collectively. This manual uses the term 180-class
mainframes to refer to this collection.

Extended memory for model 176 is large central memory extended (LCME). Extended memory for
the 180-class mainframes and the models 865 and 875 is unified extended memory (UEM).
Extended memory for models 865 and 875 may also include extended core storage (ECS) or
extended semiconductor memory (ESM). Extended memory for all other NOS computer systems is
either ECS or ESM. ECS and ESM are the only forms of extended memory that can be shared in
an ECS wultimainfrawe complex and can be accessed by a distributive data path (DDP).

In this wanual, ECS refers to both ECS and ESM. The term extended memory, unless otherwise
noted, refers to all forms of extended memory.
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Programming information for the various forms of extended memory is in the COMPASS Version 3
Reference Manual and in the appropriate computer system hardware reference manual.

Interpret uppercase characters within command formats literally. Lowercase characters are
variables and are described immediately following the line that shows the command format.

SUBMITTING COMMENTS

The last page of this manual is a comment sheet. Use the comment sheet to suggest specific
improvements for the manual and to report any errors. If the comment sheet has already been
used, you can mail your comments to:

Control Data Corporation

Publications and Graphics Division ARH219
4201 Lexington Avenue North

St. Paul, MN 55126-6198

If you have access to SOLVER, an online problem reporting facility, you can use it to submit
comments about the manual. Use NS2 as the product identifier.

IN CASE OF TROUBLE

Control Data”s Central Software Support maintains a hotline to assist you if you have
trouble using our products. If you need help beyond that provided in the documentatiom, or
find that the product does not perform as described, call us at one of the following numbers
and a support analyst will work with you.

From U.S.A. and Canada: (800) 345-9903
From other countries: (612) 851-4131

Address questions about physical packaging and/or distribution of printed materials to the
following address:

Control Data Corporation

Literature and Distribution Services
308 North Dale Street

St. Paul, Minnesota 55103

or you can call (612) 292-2101. 1If you are a Control Data employee, call (612) 292-2100.

RELATED PUBLICATIONS

The following is a list of NOS operating system manuals and NOS product set reference
manuals.

Control Data also publishes a Software Publications Release History of its software manuals
and revision packets. This history lists the revision level of each manual that corresponds
to a given level of software installed at a site. These manuals are available through
Control Data sales offices or Control Data Literature Distribution Services, 308 North Dale,
St. Paul, Minnesota, 55103,
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You should be thoroughly familiar with the material

The

Control Data Publication

NOS Version 2 Operations Handbook

NOS Version 2 Reference Set, Volume 2
Guide to System Usage

NOS Version 2 Reference Set, Volume 3
System Commands

in the

following

publications:

Publication Number

60459310

60459670

60459680

following publications provide additional information about NOS and its product set.

Control Data Publication

CDCNET Configuration and Site Administration
CDCNET Network Operations

COMPASS Version 3 Reference Manual

Message Control System Version 1 Reference Manual

Network Access Method Version 1
Network Definition Language Reference Manual

NOS Version 2 Analysis Handbook

NOS Version 2 Applications Programmer”s Instant
NOS Version 2 Diagnostic Index

NOS Version 2 Full Screen Editor User”s Guide
NOS Version 2 Installation Handbook

NOS Version 2 Reference Set, Volume 1
Introduction to Interactive Usage

NOS Version 2 Reference Set, Volume 4, Program Interface

NOS Version 2 Screen Formatting Reference Manual
NOS Version 2 Security Administrator”s Handbook
NOS Version 2 System Overview

NOS Version 2 Systems Programmer”s Instant

NOS Version 2 Tape Management System (TMS)
Site Operations Manual

NOS Version 2 Tape Management System (TMS)
User Reference Manual
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Publication Number

60461550
60461520
60492600

60480300

60480000
60459300
60459360
60459390
60460420

60459320

60459660
60459690
60460430
60460410
60459270

60459370

60463350

60463110



Control Data Publication Publication Number
Remote Host Facility Access Method Reference Manual 60459990
Remote Batch Facility Version 1 Reference Manual 60499600
19003 System Console CC596A 60463610

Hardware Operation/Maintenance Guide

You might also want to consult the NOS System Information Manual. It is an online manual
that includes brief descriptions of all NOS and NOS product manuals. You can access this
manual by logging into NOS and simply entering the coumand EXPLAIN.

DISCLAIMER

NOS and its product set are intended to be
used only as described in this document.
Control Data cannot be responsible for the
proper functioning of undescribed features or
parameters.
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INTRODUCTION

The user validation and user accounting capabilities of NOS are based on two special system
files, VALIDUs and PROFILa. In this manual, the user validation and accounting files are
referred to as VALIDUs, VALINDs, and PROFILa. Table 1-1 lists file names that correspond to

the appropriate operating system levels.

VALIDUs controls user validation, including the following:

) Identification of users
° Identification of resources available to users

e Limitation of job resource usage

PROFILa controls user accounting, including the following:

. Identification of accounting file users
e Assignment of accounting parameters
° Scheduling of system access

e Limitation of total resource usage

As the structures of the user validation file and user accounting file change, concurrent
file name changes can also occur to make it easier for sites to convert from one system to

another.
Table 1-1. Validation and User Accounting File Names
User User User
Validation Indexes Accounting
System File File File
NOS 2.0, 2.1 VALIDUZ VALINDZ PROFILB
NOS 2,2 VALIDUS VALINDS PROFILC
NOS 2.3 VALIDUS VALINDS PROFILC
NOS 2.4.1 and later VALIDUS VALINDS PROFILC

VALIDUs contains user names. PROFILa contains charge and project numbers.

identify the user, the user”s permanent files, and the user”s resource limitationms.

and project numbers control and record billing charges.

60459840 D
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To initialize the user validation file, use the GENVAL command described in section 2. To
initialize the user accounting file, see section 3.

The billing unit that reflects the resources used by the system during a job or a session is
called the system resource unit (SRU). SRU calculations allow balancing the use of
resources. Section 4 describes the SRU formula. The parameters for SRU computation are
related to the charge and project numbers. The PROFILa file contains indexes to determine
the SRU computation parameters to be used while a charge and project number are in effect
for the job or session.

Section 5 gives the history of system usage. Section 6 explains how to report software
problems to Control Data.
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USER VALIDATION 2

The VALIDUs file is a special system file maintained as a direct—access permanent file under

user name SYSTEMX (user index 377777g), The seventh character of the name VALIDUs
(represented by a lowercase s) varies from one operating system level to another. For the
correct seventh character of VALIDUs refer to chapter 1.

The VALIDUs file is created by GENVAL and wanaged by MODVAL, and can be updated only from a
console as a system origin job. In addition, in a secured system, update of VALIDUs
requires security administrator privileges.

GENVAL

The GENVAL command creates a VALIDUs file and a corresponding VALINDs file on a family
device that does not already have a VALIDUs file. This is usually a family device that has
just been initialized. The new VALIDUs file contains only the special user names (refer to
Special User Names).

Enter GENVAL from the console by typing one of the following:
GENVAL ,FM=fauilyname. (under DIS)
or
X.GENVAL(FM=familyname) (under DSD)

The default family is used if the FM=fawilyname parameter is not specified. GENVAL aborts
if a VALIDUs file currently exists under user index 377777g, After GENVAL creates the
validation files, type one of the following commands to make the files fast—attach files
(refer to System File Initialization in NOS Version 2 Analysis Handbook for more information
on fast—attach files).

ISF,FM=familyname. (under DIS)
or
X.ISF(FM=familyname) (under DSD)

After you couwplete this procedure, you can use MODVAL to add new user nawmes to the VALIDUs
file created.

MODVAL VALIDATION FILE MANAGER

The validation file manager, MODVAL, can be executed from a system origin job or frou a
batch job. MODVAL can directly update the VALIDUs file only from a system origin job (using
input directives or the K display). When run from a batch job, MODVAL cannot access the
VALIDUs file. Either a copy of the new file or a directive file is established as a local
file and processed later by a system origin job to update the VALIDUs file.

60459840 D 2-1



MODVAL CONSOLE INPUT

You can use the console options (DSD or DIS) to access VALIDUs with MODVAL according to the
following general procedure. For our discussion, we will assume that you are under DSD. If
you are under DIS, you do not have to type X.

1.

3.

5.

Type:
B,0.
AB.
X.MODVAL,

The B,0 display appears on the right screen. Note the job sequence name that is
assigned to MODVAL. To the right of this entry, the following intensified message
appears:

REQUEST *K* DISPLAY
Type:
K, jsn.
where jsn is the job sequence name shown on the B,0 display.

The first MODVAL display appears on the left screen. It is a listing of the optionms
available for manipulating the validation file VALIDUs (refer to figure 2-1).

Type in one of the following five console options available on the left screen. All
of the batch input directives (refer to MODVAL Batch Input) are also available for
console input. In addition, the following are provided specifically for comsole
input. All directive entries must be prefixed by K and a period (K.). All examples
in this section show K., although you may not have to type it, since it will remain
on the screen after a carriage return.

Options Description
K.C,username Create option. The user name username is added to the VALIDUs

file. At this point, enter input directives to set the
characteristics of this user name.

K.D,username Delete option. The user name username is deleted from the
existing VALIDUs file. No further action is needed for this
option. The user executing MODVAL cannot be the username
deleted with this option. Permanent files associated with this

username are not purged until a reformat of the VALIDUs file is
done (MODVAL, OP=R).

K.I,username Inquire option. Information for user name username is displayed
on the second MODVAL display (refer to figure 2-3). You cannot
use this option for data entry.

K.U,username Update option. The user name username must be on the existing

VALIDUs file. Enter input directives to update the
characteristics of this user name.

60459840 B
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6.

Options Description
K./username, Use this slant (/) directive to update username as you do with
parameter=value the U option; however, i1f username is not found, a new user name

is created automatically. It is possible under this option to
switch control directly from one user name to another without
returning to the initial MODVAL display (refer to figure 2-1).
If you use the / directive exclusively, input is analogous to
batch input; that is, you can enter the parameter specification
on the same line as username.

For a create, inquire, or update option, the second MODVAL display (refer to figure
2-3) replaces the first on the left screen.

Enter KK. to bring up the list of instructions on the right screen (refer to figure
2-2).

If you enter a create option (either by C or /), the new user name will appear with
default values for the parameters. If the directive is included with the slant (/),
it will appear on the display but will not, at this point, be entered on the file.
If you enter an update option (either by U or /), the existing user name will appear
with current parameters. If a modification directive is included with a / input,
the new value will appear on the screen but will not be entered on the file. From
here, you will have to go to step 7.
If you enter an inquire option (K.I,username), the display will show the information
requested, and the procedure will stop at this step. Enter K.END to return to the
first MODVAL display (refer to figure 2-1) and to enter more user names and their
associated parameters.
For a C or U option, type in the directive in with the format:

K.parameter=value

To cause the changes made by the create and update options to be written to the
validation file, type:

K.END
If you do not want thése changes to be made on the validation file, type:
K.DROP
To terminate the run without updating the validation file, type:
K.STOP
In the case of DROP or END, the first MODVAL display (refer to figure 2-1) will
return to the left screen, and you can enter more user names and their associated

parameters or enter K.END to terminate the run.

Table 2-1 summarizes the basic input for comnsole optioms.
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Table 2-1. Input for Console Options

Create Delete Inquire Update
K.C,username K.D,username K.I,username K.U,username
K.parameter=value K.END K.END T K.parameter=value

K.ENDT
or
K./username

K.parameter=value

K.ENDT

K.ENDT
or
K./username

K.parameter=value

K.END

TAt this point, enter K.END to terminate MODVAL, or enter another

console option.

60459840 A
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/ K. MODVAL. JSN

VALIDUS CREATED yy/mm/dd. UPDATED yy/mm/dd.

MODVAL

INPUT DIRECTIVES ARE THE SAME AS BATCH INPUT DIRECTIVES.
THE FOLLOWING DIRECTIVES ARE ALSO PROVIDED -

DIRECTIVE DESCRIPTION
C,UN CREATE OPTION. THIS DISPLAY ONLY.
D,UN DELETE OPTION. THIS DISPLAY ONLY.
I,UN INQUIRE OPTION. THIS DISPLAY ONLY.
U,UN UPDATE OPTION. THIS DISPLAY ONLY.
/UN TERMINATE INPUT FOR PRESENT USER NAME IF ANY,
UPDATE VALIDUS FILE. INITIATE ACTION ON *UN%.
UN = 1-7 CHARACTER USER NAME.
\\\\\\_¥ K.END FROM THIS DISPLAY ENDS THE MODVAL RUN.

/

Figure 2-1. First MODVAL Display, Left Screen
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/ K. MODVAL.

K DISPLAY COMMANDS

DROP
END

STOP

/UN

~ e~ +

K.

JSN

TERMINATE INPUT FOR ACTIVE USER.

COMPLETE UPDATE OR INGUIRE OF ACTIVE USER. FROM
INITIAL DISPLAY, END RUN.

TERMINATE INPUT FOR ACTIVE USER, IF ANY. END RUN.

TERMINATE INPUT FOR PRESENT USER NAME AND UPDATE
VALIDUS FILE. INITIATE ACTION ON *UNx.

PAGE LEFT DISPLAY FORWARD.

PAGE LEFT DISPLAY BACKWARD.

PAGE RIGHT DISPLAY FORWARD.

PAGE RIGHT DISPLAY BACKWARD.

PARAMETER INPUT

DATA ENTRY FORMAT IS OF THE FORM MT=XX,CM=XX,TL=XX, ETC.
ALL NUMERIC FIELDS ARE ASSUMED TO BE DECIMAL UNLESS A
POSTRADIX IS SPECIFIED. FOR EXAMPLE - 4000B

PAGE 1 OF 3

Figure 2-2. MODVAL Display, Right Screen (sheet 1 of 3)
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K. MODVAL. JSN

MODVAL IDENTIFIERS PAGE 2 OF 3
AW - ACCESS WORD (LEFT FROM BIT 0)
CPWC, CTPC, CLPF, CSPF, CSOJ, CASF, CAND
CCNR, CSRP,CSTP,CTIM,CUCP,CSAP, CBIO
CPRT, CPLK, CQLK, CUST, CNVE, CMNT, CNOP
CSAF,CNRD,COPR,CLTD,COPI,CACA, CPAM
SO - REMOTE TERMINAL PROGRAM (LEFT FROM BIT 0)
CCLM,BCSM, TCSM,SLID,GLID,LFID, ABTM
UC - SERVICE CLASS (LEFT FROM BIT 1)
sY,BC,RB,TS,DI,NS,SS,MA,CT,10,11,12,13
SAL - SECURITY ACCESS LEVEL (LEFT FROM BIT 0)

LVLO,LVL1,LVL2,LVL3
LVL4,LVL5,LVLG, LVLY7

60459840 D
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K. MODVAL. JSN

MODVAL IDENTIFIERS PAGE 3 OF 3

SAV - SECURITY PRIVILEGE (RIGHT FROM BIT 59)
CSAP,COLD,CPWX,CFPX,CLJL,CLFL,CWLF,CULT

SAC — SECURITY ACCESS CATEGORY (LEFT FROM BIT 0)
CATCO,CATO1,CATO2,CATO3,CATO4,CATO5,CATO6
CATQ7,CATO8,CATO9,CAT10,CAT11,CAT12,CAT13
CAT14,CAT15,CAT16,CAT17,CAT18,CAT19,CAT20

CAT21,CAT22,CAT23,CAT24,CAT25,CAT26,CAT27
CAT28,CAT29,CAT30,CAT3Y

K.

Figure 2-2. MODVAL Display, Right Screen (sheet 3 of 3)
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K. MODVAL. JSN
USER KTEST PAGE 1 OF 5
CREATED yy/mm/dd. UPDATED yy/dd/mm.
CONTENTS DESCRIPTION
Ul = 3737378 USER INDEX (1-377777B).
AL = 158 APPLICATION ACCESS LEVEL (1-17B).
MT = & MAGNETIC TAPES (0-7).
RP =0 REMOVABLE PACKS (0-7).
CONTENTS VALUE DESCRIPTION
CM = 768 ( 37378) CENTRAL MEMORY FL (0-77B).
EC = 12B ( 240B) EXTENDED MEMORY FL (0-77B).
LP = 758 ( 62976) LINES PRINTED (0-778B).
MS = 74B (246272) MASS STORAGE PRUS (0-77B).
SL = 718 (208000) SRU LIMIT (0-77B).
TL = 508 ( 20544) TIME LIMIT (0-77B).
I,KTEST.
K.
Figure 2-3. Second MODVAL Display, Left Screen (sheet 1 of 5)
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K. MODVAL. JSN
USER  KTEST PAGE 2 OF 5
CONTENTS VALUE DESCRIPTION
CP = 208 « 1024) CARDS PUNCHED (0-77B).
PT = 52B ( 43520) UNITS PLOTTED (0-77B).
CC = 73B ( 1008) COMMANDS (0-77B).
DF = 67B (  944) DAYFILE MESSAGES (D-77B).
bB = 3 ( 6) DEFERRED BATCH (0-7).
DT = 45B ( 37) DETACHED JOBS (0-778).
s =5 ( 20480) INDIRECT ACCESS FILE SPACE (0-7).
DS =6 ( 32768) DIRECT ACCESS FILE SIZE (0-7).
FC =2 ( 16) PERMANENT FILE COUNT (0-7).
FS =1 ( 8) INDIRECT ACCESS FILE SIZE (0-7).
AW = 00000000000177777777 ACCESS WORD (4 CHARACTERS).
CN = 1282 CHARGE NUMBER (1-10 CHARACTERS).
PN = 73CD5923 PROJECT NUMBER (1-20 CHARACTERS).
PID PERSONAL ID (0-20 CHARACTERS).
K.
Figure 2-3. Second MODVAL Display, Left Screen (sheet 2 of 5)
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K. MODVAL. JSN
USER  KTEST PAGE 3 OF 5
CONTENTS DESCRIPTION
SH = SHELL PROGRAM NAME (1-7 CHARACTERS).
S0 = 128 SHELL PROGRAM OPTIONS (4 CHARACTERS).
SP = (0B SYSTEM PROLGGUE FILE INDEX (1~77B).
UP = USER PROLOGUE FILE NAME (1-7 CHARACTERS).
UC = BCSYTS DEFAWLT SERVICE CLASS FOR ORIGIN TYPES
BC,RB,IA (2 QR 4 CHARACTERS).
VM = 26B VALIDATION MASK (2 CHARACTERS).
IS = BATCH INITIAL SUBSYSTEM (4-8 CHARACTERS).
PA = 00D TERMINAL PARITY (EVEN OR ODD).
PX = FULL TRANSMISSION (FULL OR HALF).
RO = 23 RUBOUTS (0-31).
TC = ASCII CHARACTER SET (ASCII OR NORMAL).
1T = 713 TERMINAL TYPE (3-7 CHARACTERS).
K.
Figure 2-3. Second MODVAL Display, Left Screen (sheet 3 of 5)
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K. MODVAL. JSN
USER  KTEST PAGE 4 OF 5
CONTENTS DESCRIPTION
PASSWORDS MUST BE 4-7 CHAR.
XB = BATCH PASSWORD EXPIRATION DATE (YYMMDD).
XI = INTERACTIVE PASSWORD EXPIRATION DATE
(YYMMDD) .
SAL = 3778 SECURITY ACCESS LEVELS (1-7 CHAR).
SAV = 77608 SECURITY ACCESS PRIVILEGES (4 CHAR).
SAC = 037777777777  SECURITY ACCESS CATEGORIES (1-7 CHAR).
SC = UNLIMITED SECURITY COUNT (0-778B).
K.
Figure 2-3. Second MODVAL Display, Left Screen (sheet 4 of 5)
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K. MODVAL. JSN
USER  KTEST PAGE S OF £
STATUS APPLICATION STATUS APPLICATION
ON IAF oN RBF
ON TAF ON MCS
ON TVF ON cs
ON PLATO ON ITF
ON TLF ON NJF
ON NETOU OFF PSU
ON AP1 ON AP2
ON AP3 OFF VEIAF
K.
Figure 2-3. Second MODVAL Display, Left Screen (sheet 5 of 5)
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MODVAL BATCH INPUT

Batch jobs that use MODVAL cannot access the VALIDUs file, resident on user name SYSTEMX.
Refer to Examples of MODVAL Use, example 15, which explains how to update VALIDUs by

creating a file of batch input directives that are automatically used by a system origin job
as MODVAL input.

MODVAL uses the following files in batch processing.

Default Name Use

INPUT File containing the input data directives used to create or
update the validation file VALIDUs.

NEWVAL Interim copy of the new validation file to be created or
reformatted. ”§w3
VALIDUs 0ld validation file to be updated or reformatted.
SOURCE File that receives the source input for each user name.
VALINDs File containing all the available user indexes for the present

VALIDUs file. VALINDs is always used in conjunction with the
validation file N=NEWVAL or P=VALIDUs (refer to MODVAL Command).

OUTPUT File that receives output listings.

=
2-14 ﬂﬁmﬁ
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MODVAL COMMAND

Access the MODVAL validation file manager with the MODVAL command. The following is the
coumand format.

MODVAL, D, ,Pys- 5P«

where each parameter is a keyword or a keyword equated to a value.

Py

Description

CV=option Specifies the conversion options used when converting froum a
previous version of a NOS validation file to a NOS 2.6.1 validation
file.

Option Description

A Use this conversion option with OP=C to convert from
a pre-NOS 2 validation file to a NOS 2.6.1 validation
file. During the creation run, the input directive
parameter TC=STANDARD is converted to TC=NORMAL.

C Use this conversion option with OP=C to convert from
a pre-NOS 2.3 validation file to a NOS 2.6.1
validation file. During the creation run, the input
directive parameter AW=CNRD validates all users for
charge and project number other than default.

D Use this conversion option with OP=C to convert from
a pre-NOS 2.3 validation file to a NOS 2.6.1
validation file. During the creation run, the input
directive parameter AW=COPR validates all newly
created users for password without randomization.

F Use this conversion option with OP=C to convert from
a pre-NOS 2.2 validation file to a NOS 2,6.1
validation file. During the creation run, the input
directive parameter AW=NUL is converted to
AW=NUL,AW=CSAF to force setting the alternate family
peruission.

G Use this conversion option with OP=C to convert from
a pre~NOS 2.6.1 validation file to a NOS 2.6.,1
validation file. During the creation run, the input
directive AW=COPI is automatically inserted so users
need not enter a personal identification during
interactive login.

H Use this conversion option with OP=C to convert froum
a pre-NOS 2.6.1 validation file to a NOS 2.6.1
validation file. During the creation run, the input
directive AW=CACA is automatically inserted to allow
users to log in to more than one terminal at a time.

More than one conversion option can be
selected at a time, Thus, the directive
CV=FGH is valid.
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FA

FM=familyname

I=infile

L=outfile

N=newfile

0P=C

0P=C,LO=E

0P=C,LO=EN
or
0P=C,LO

0P=K

OP=L or OP=L,LO=A

0P=L,LO=AL
OP=L,LO=EN

or
OP=L,LO

2-16

Description
Indicates MODVAL does not abort when directive errors are detected.
Forces an attachment of VALIDUs and VALINDs for system origin type
jobs (for option OP=S, U, or R). In a secured system, use of this
parameter requires security administrator privileges.
Name of the family the user wants MODVAL to access. You can specify
this option only from a system origin job. The default is the
family under which the job is currently running.

Local file name of the file that contains input data or source
data. Default is INPUT.

File that receives list output. Default is OUTPUT.

Local file name of the interim file that becomes the newly created
or reformatted validation file. Default is NEWVAL.

Create option. Processes the input file and creates the interim
validation file (N=NEWVAL) and the file of associated user indexes
(U=VALINDs).

Initiates the create (0P=C), then lists the errors encountered in
processing.

Produces a list of errors for the create processing.

K display option. All other options (multiple OP specifications)
are cleared, and you must enter instructions using the K display.

OP=K is valid only for system origin jobs. The system files VALIDUs
and VALINDs are automatically attached (the FA parameter is not
necessary). In a secured system, use of this parameter requires
security administrator privileges.

For a system origin job, if no parameters are specified and the call
is

MODVAL.

the K display option is automatically selected. If parameters are
not specified, OP=U is the default.

Reads the validation file, sorts the copy by user name, and writes
it to the output file for listing according to the format in figure
2-4,

Same as LO=L, since A is a default value.

File is sorted by user index.
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MODVAL ,0P=L,LO=N. yy/mm/dd. hh,mm.ss. PAGE 1

USER
NAME

USERAAA
USERBBB
USERCCC
USERDDD
USERXYZ
LIBRARY
SYSTEMX

USER CREATION LAST MOD
INDEX DATE DATE

1 77/06/15. 81/06/21.
10 79/04/04. 79/04/04.
130 77/06/15. 78/02/14,

260 81/10/08. 81/10/08.
4263 81/08/07. 81/08/07.
377776  77/06/15. 78/04/13.
377777  77/06/15. 78/04/13.

Pi
0P=L,LO=L

OP=L,LO=N

OP=L,LO=NL

0P=R

OP=S

OP=U

60459840 D

Figure 2-4., Format of VALIDATION File Listing

Description

Reads the information on the local file identified in the parameter
list, sorts by user name, and writes it to the output file for
listing according to the format in figure 2-4,

Reads the validation file, sorts the copy by user index, and writes
it to the output file for listing according to the format in figure
2-4,

Reads the information on the local file identified in the parameter
list, sorts the copy by user index, and writes it to the output file
for listing according to the format in figure 2-4.

Reformats the validation file and purges all files of each deleted
user. Until this option is selected, all files of deleted users
remain in the permanent file system even though they cannot be
accessed. This allows a user to be redefined (with UI parameter on
input directive) if an error occurs in deleting the user.

Specifies a source run that returns the validation file specified by
the P parameter (default=VALIDUs) to source format (directive
images) on the file gpecified by the S parameter (default=SOURCE).

When file VALIDUs is converted to source code to be
upgraded to a newer level of NOS, the MODVAL command
should first be executed with the OP=R parameter
specified, so that any files remaining from deleted
usernames are purged. If OP=R is not executed first,
these orphaned files in the permanent file system may
never be deleted, because VALIDUs will contain no
record of them or their user indices.

Update option. Updates the local copies of VALIDUs and VALINDs with
data on the input file. Prevents rerunning the job and toggling the
validation bits twice. You can use this option with certain other
options (for example, OP=URS)., It is the default option for a
nonsystem origin job or a system origin job for which at least one
parameter is specified on the MODVAL command.
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1 Description
OP=U,LO=E Initiates the update (OP=U) and then lists the errors encountered in
processing.
0P=U,LO=EN Produces a list of errors for the update processing.
or
0P=U,L0
0P=Z Command line update option. Similar to the update option except
that directives are included on the MODVAL command.
0P=Z,LO=E Initiates the command line update (OP=Z), then lists the errors
encountered in processing.
OP=Z,LO=EN Produces a list of errors for the command line update processing.
or
0P=Z,L0
P=oldfile Local file name of the copy of the old validation file to be updated

RP

S=sourcefile

SI

U=userfile

or reformatted. Default is VALIDUs.

Indicates that passwords may be any length up to seven characters
(regardless of how the COMSACC RPWL is set), and that passwords do
not have to be specified when creating a user. Use RP only if the
input file was created using an OP=S run on an existing user
validation file containing passwords shorter than the
installation-required wminimuum.

File that receives source data for each user name. Default is
SOURCE.

Specifies that the input for a create run (OP=C) is generated by a
previous source run (0OP=S8)., User names with duplicate user indexes
are created if they exist on the source file. Automatic creation of
special user names is suppressed. (Special user names are defined
later in this chapter.) Do not use this parameter to create a
validation file in a secured system.

File containing the available user indexes of the current VALIDUs
file. Default is VALINDs.

INPUT DIRECTIVES

An input directive enters user names under a create run (OP=C) and modifies existing user
names under an update run (OP=U). The format of the input directive is

/username arameter,=value arameter,=value,,...
»P 1 1° 2 2°?

where username is the one- to seven—character user name referenced, and

parameterj=valuei is a system usage definition for this name. Valid characters for
username are A through Z, O through 9, and *. The user name parameter must begin with a /
in column 1. The user name and all other paraweters must end with a separator.

Valid separators include any character whose 6-bit display code value exceeds 44g (except
-, /, =, and blank), as well as end-of-line. Thus, if an input directive parameter is East
on an input directive, no other separator need follow it. An asterisk (*) can separate all
parameters except user names, charge numbers, and project numbers.
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All parameters relative to a user name must appear before you enter another user name or end
the input stream.

All data within a user name entry is free format to column 72. A parameter cannot be split
between cards or lines, but a directive can be split. Blanks are ignored. To allow
sequencing and identification of input directives, all data past column 72 is ignored.

Example:

The following is acceptable., The directive can be split between two lines.
/ROBERTR, AW=CSPF
AW=CLPF

Example:

The following is not acceptable. A parameter is split between two lines.
/ROBERTR ,AW=CSPF,AW=
CLPF.

A list of the allowable parameters and their descriptions follows. In the descriptions, bit
0 is the rightmost bit in a word.

Parameter Description

AlL=al Application access level. al is a one- or two-digit number in
the range 0 through 17g, This parameter defines the highest-
level path over which the user can wmake an application-
to—-application connection. The path access level for an
application-to—application connection path is specified in the
OUTCALL statement that defines the path (refer to Network
Definition Language Reference Manual). By default, AL is set to
zero.

AP=appl Application validation. appl is a one- to seven—character
application name that toggles a particular bit in the
application permission field (bits 47 through 0) of the
application validation word. If more than one application
corresponds to a single bit, any of the application names for
that bit may be specified for appl. For each bit that is set, a
specific application or set of applications is accessible to the
user. Blanks are suppressed.
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Parameter Description

The following application perwission bits are defined in the
application validation word.

appl EEE Description

IAF 0 Interactive Facility.

RBF 1 Remote Batch Facility.

TAF 2 Transaction Facility.

MCS 3 Message Control System.

TVF 4 Terminal Verification Facility.

CSs 5 Communication supervisor. A user validated

for this application can become a diagnostic
operator and (if also validated for
permission bit CNOP) a network operator.
(Refer to the NOS Version 2 Analysis Handbook
for information concerning the network
operator and communication supervisor.)

PLATO 6 PLATO Education Facility.
ITF 7 Interactive Transfer Facility.
TLF 8 TIELINE Facility.

NJF 9 Network Job Entry Facility.
NETOU 10 Network Operator Utility,
PSU 11 Printer Support Utility.
APl 12 Local application 1.

AP2 13 Local application 2.

AP3 14 Local application 3.

VEIAF 15 NOS/VE Interactive Facility
-— 16-35 Reserved for CDC.

—-— 36-47 Reserved for installation.

The Network Validation Facility is automatically available to
all Network Access Method (NAM) users; hence, no bit position is
defined for this application. By default, no other applications
are available to the user (bits 47 through 0 are zero).
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Parameter Description

To set or clear all application permission bits in the
application validation word, specify the following for appl.

ALL Sets all application permission bits in the
application validation word.

NUL Clears all application permission bits in the
application validation word.

AW=perm Access word validation. perm is a2 four-character designation
that toggles a particular permission bit in the access word.
For each bit that is set, special permission is given to that
. user. The bit is set when the parameter is first encountered,
t' and it is cleared if the parameter is used again. A maximum of
36 entries per record is allowed. Blanks are suppressed.

The following permission bits are defined in the access word.

perm Bit Description
CPWC 0 User can change batch and interactive
passwords,
CTPC 1 User can use the Access subsystem commands
é' ' (terminal use only). Refer to the NOS

Version 2 Reference Set, Volume 3, for a
description of access subsystem commands.

_CLPF 2 User can create direct access permanent files.
CSPF 3 User can create indirect access permanent

‘ files.
CS0J 4 User can have system origin capability from

any job origin if the debug option is turned

C@*\ on by the operator.

User can also assign a device by specifying
its EST ordinal. This does not require that
the debug option be turned on.

User can also call the PP hardware diagnos-—
tics of the 881/883 pack reformatting utility
FORMAT if engineering mode is enabled.

_CASF 5 User can access the system file (with the
COMMON,SYSTEM command).

CAND 6 User can request nonallocatable devices (for
example, magnetic tape units).

CCNR 7 User can use system without entering charge
or project number,
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Parameter

perm

CSRP
CSTP

CTIM
Ccucp

CSAP

CBIO

CPRT
CPLK

CQLK

CUST

CNVE

CMNT

CNOP

CSAF

CNRD

Bit

10

11

12

13

14

18

19

20

21

22

Description
Description

User can issue removable auxiliary device
commands.

User has special TAF privileges of updating
task libraries online.

User is not logged off because of timeout.
User can access system control point facility.

User has special accounting privileges.
(Refer to User Accounting for a description
of special accounting user privileges.)

User has batch input/output (BIO) subsystem
privileges. (V carriage control character.
Refer to NOS 2 Reference Set, Volume 3.)

User can preserve extended memory (use
PROTECT command).

User can transfer permanent files between
hosts.

User can transfer queued files between hosts.

User can specify a logical identifier
(ST=1id) of a wainframe on the Job or ROUTE
command and specify dlid/slid in the ROUTE or
MFQUEUE parameter block.

User can access the NOS Virtual Environment
(NVE) subsystem.

User has maintenance privileges.

User can control network processing units
(NPUs) - that is, a user who is validated for
the CS application can also becowme a network
operator. (Refer to the NOS Version 2
Analysis Handbook for information concerning
the network operator.)

User can specify an alternate family on the
LDI, ROUTE, or USER commands, or on the ROUTE
macro.

User can specify a charge and project number

other than the default (specified by CN and
PN parameters).

60459840 D
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Parameter Description
perm Bit Description
COPR 23 User can specify a password without
randomization.
) CLTD 24 User is validated to specify preferred file

residence as locked to disk on the SAVE,
DEFINE, and CHANGE commands.

COPI1 25 User need not enter his or her personal
identification at interactive login. If this
bit is not set, the user is prompted to enter
a personal identification at interactive
login. The user need not enter his or her
personal identification if it is null. See
the description on the PID directive for more
information.

CACA 26 Allow concurrent interactive access. If this
T bit is not set, the user can only be logged
in on one interactive connection to this host.

CPAM 27 Using a non-system—origin job, the user can
read system status information, such as the
6@’* system dayfile, account file, and error log,
\ if privileged analyst mode is enabled.
(Privileged analyst mode is enabled by either
the IPRDECK or a DSD command.) Privileged
analyst mode cannot be enabled if the system
is running in secured wmode.

By default, all new user names are created with CPWC, CLPF,
CCNR, CSPF, CNRD, COPR, CSAF, COPI, and CACA permissions, unless
an AW parameter is entered. In this case, the user name is
created with only these permissions specified.
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Parameter

CC=cc

CM=cm

CN=chargenumber

CP=cp

60459840 D

Description

To set or clear all permission bits in the access word, specify
the following for perm.

ALL Sets all permission bits in the access word.
NUL Clears all permission bits in the access word.

Maximum number of batch commands processed for a user. cc
consists of two numeric characters followed by a radix. Blanks
are suppressed. The maximum value is 77g, which specifies
unlimited batch command processing. If you omit this parameter,
the system supplies a value of 34g, The system uses the
formula

maximum batch commands = (cc x 100g) + KCCI

to calculate the limit of batch commands processed. (Refer to
the NOS Version 2 Installation Handbook for a description of the
COMSACC KCCI parameter.)

Maximum central memory space a user is allowed. cm consists of
two numeric characters followed by a radix. Blanks are
suppressed. The maximum value is 77g, which specifies all
available central memory space of the machine. If you omit this
parameter, the system supplies a value of 15g, The system

uses the formula

central memory limit = (em x 40g) + KCMI

to calculate the central memory space limit expressed in units
of 100g words. (Refer to the NOS Version 2 Installation
Handbook for a description of the COMSACC KCMI parameter.)

Charge number associated with the user. chargenumber is a one-
to 10-character string. Valid characters are A through Z, 0O
through 9, and *, When you use default CHARGE command
(CHARGE,*), this value is used. If the user does not have CNRD
privileges (not restricted to default charge number), this is
the only charge number allowed for this user.

Number of cards that can be punched from a user”s routed punch
file. cp consists of two numeric characters followed by a
radix. Blanks are suppressed. The maximum value is 77g,
which specifies unlimited punched output. If you omit this
parameter, the system supplies a value of 0. The system uses
the formula

cards punched = (cp x 100g) + KCPI
to calculate the limit of cards punched from a routed file.

(Refer to the NOS Version 2 Installation Handbook for a
description of the COMSACC KCPI parameter. )
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Parameter

CS=cs

DAC=username

DB=db

DF=df

Description

Cumulative size of all indirect access files for this user. The
user is validated for the upper limit corresponding to the cs
value specified.

Upper Limit Allowed
(Octal Count of PRUs)

4

Use job origin control
1000

5000

50000

100000

200000

400000

Unlimited

NOoOUMES WD~ O

If CS is not specified, CS=0 is assumed.

Delete user name. username is the user name to be deleted from
the VALIDUs file. This user name must match the current user
name as specified after the most recent /. Use this parameter
only with update (OP=U) and K display options.

Maximum number of executing jobs and queued input and output
files the user is allowed to have in the system concurrently.
db < 7. If db=7, an unlimited number of queued files of
executing jobs is allowed. All noninteractive jobs and queued
input and output files are counted. If you omit this parameter,
the system supplies a value of 0. The system uses the formula

jobs = 2db

to calculate the limit of jobs. If db is zero, a value of zero
is returned.

If the user has the permiséion bit CSOJ set and the system is in
debug mode, or if the job is of system origin, the DB parameter
is ignored and an unlimited number of jobs is allowed.

Maximum number of MESSAGE requests the user can issue to the
system and job dayfiles. df consists of two numeric characters
followed by a radix. Blanks are suppressed. The maximum value
is 77g, which specifies unlimited MESSAGE requests. If you
omit this parameter, the system supplies a value of 34g. The
system uses the formula

maximum MESSAGE requests = (df x 100g) + KDFI
to calculate the limit of job MESSAGE requests. (Refer to the

NOS Version 2 Installation Handbook for a description of the
COMSACC KDFI parameter.)
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Parameter

DS=ds

DT=dt

EB=password

EC=ec

EI=password

60459840 D

Description

File size allowed for an individual direct access permanent
file. The user is validated for the upper limit corresponding
to the ds value specified.

Upper Limit Allowed
(Octal Count of PRUs)

Use job origin control
1000

5000

50000

100000

200000

400000

Unlimited

NV WN - |%

If DS is not specified, DS=0 is assumed.

Maximum number of detached jobs the user is allowed to have in
the system concurrently. dt consists of two digits followed by
a radix. Blanks are suppressed. The maximum value is 77g,
which specifies that an unlimited number of detached jobs is
allowed. If you omit this parameter, the system supplies a
value of 0. The system uses the formula

detached jobs = dt + KDTI

to calculate the limit of detached jobs. (Refer to the NOS
Version 2 Installation Handbook for a description of the COMSACC
KDTI parameter.)

Encrypted batch password. A l4-digit, octal encrypted password
to be used for batch and system origin jobs.

Maximum extended memory space a user is allowed. ec consists of
two numeric characters followed by a radix. Blanks are
suppressed. The maximum value is 77g, which specifies all
extended memory space of the machine. If you omit this
parameter, the system supplies a value of 0. The system uses
the formula

extended memory limit = (ec x 20g) + KECI
to calculate the extended memory limit expressed in units of
10008 words. (Refer to the NOS Version 2 Installation
Handbook for a description of the COMSACC KECI parameter.)

Encrypted interactive password. A l4-digit, octal encrypted
password to be used for interactive jobs.

2-25



2-26

Parameter

FC=fc

FS=fs

FUI=userindex

Description

File count., fc is the maximum number of permanent files allowed
to the user. The user is validated for the upper limit
corresponding to the fc value specified.

fc Upper Limit Allowed (Octal)

Use job origin control
10

40

100

200

1000

4000

Unlimited

NounmpPpwNn-=O

If you do not specify FC, FC=0 is assumed.

Maximum file size allowed for an individual indirect access
permanent file. The user is validated for the upper limit
corresponding to the fs value specified.

Upper Limit Allowed
(Octal Count of PRUs)

Use job origin control. No controls are enacted.
10

30

100

300

1000

2000

Unlimited

If you do not specify FS, FS=0 is assumed.

Force user index. userindex is the user index assigned to the
user name specified after the most recent /, whether the user
index is assigned to another user name or not. Use caution with
this option because problems can occur when multiple user names
are associated with the same user index. If the VALIDUs file is
returned to source format (OP=S on MODVAL command) and a new
VALIDUs file is created from this source, multiple user name per
user index associations will be lost. Use this parameter only
with update (OP=U) and K display options.

Since user indexes are usually thought of as octal values, be
sure to add the radix B to indicate an octal value.
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Parameter

IS=subsystem

LP=1p

MS=ms

MT=mt

60459840 D

Description

Initial subsystem for the terminal. You may specify one of the
following values for each user name. By default, the initial
subsystem is NULL.

subsystem Description

ACCESS Access subsystem

BASIC BASIC subsystem

BATCH Batch subsystem

EXECUTE Execute subsystem

FORTRAN FORTRAN Version 5 subsystem

FINTS FORTRAN Extended Version 4 subsystem
NULL Null subsystem

Number of lines that can be printed from a user”s routed print
file. 1lp consists of two numeric characters followed by a radix.
Blanks are suppressed. The maximum value is 77g, which
specifies unlimited print output. If you omit this parameter,
the system supplies a value of O. The system uses the formula

lines printed = (lp x 2000g) + KLPI

to calculate the limit of lines printed from a routed output
file. (Refer to NOS Version 2 Installation Handbook for a
description of the COMSACC KLPI parameter.)

Maximum number of additional mass storage PRUs the user is
allowed to allocate for a job. It applies to all file space
written by the job, including direct access permanent files. ms
consists of two numeric characters followed by a radix. Blanks
are suppressed. The maximum value is 77g, which specifies
unlimited additional mass storage PRUs. If you omit this
parameter, the system supplies a value of 1. The system uses
the formula

PRU limit = (ms x 10000g) + KMSI

to calculate the PRU equivalent of the actual mass storage
tracks additionally allocated to the job files. (Refer to NOS
Version 2 Installation Handbook for a description of the COMSACC
KMSI parameter.)

The job is charged for mass storage space one track at a
time. When a new track is allocated to one of the job"s
files, the job is immediately charged for the entire
track (even if the job does not actually write data onto
the entire track). Thus, depending on the different
track sizes of the devices you use, two jobs with
identical mass storage validations may not be able to
write the same number of PRUs.

Number of magnetic tapes allowed. mt £ 7. If mt=7, unlimited
tapes are allowed. If you omit this parameter, the system
supplies a value of 0.
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Parameter

PA=pa

PB=password

PI=password

PID=personal id

PN=projectnumber

PT=pt

PW=password

Description

Terminal parity for Remote Diagnostic Facility users. The
terminal operates with even or odd parity. One of the following
values may be entered for each user name record. By default, PA
is set to even parity.

pa Description
EVEN Terminal operates with even parity.
oDD Terminal operates with odd parity.

Batch password used for batch, remote batch, and system origin
jobs. Its minimum length is set by the COMSACC installation
parameter RPWL. Its maximum length is seven characters. The
installation default for the RPWL parameter is four.

This parameter is processed in the same way as the PW
parameter. However, it applies only to the batch password.

Interactive password used for interactive jobs (login to any NAM
application). Its minimum length is set by the GCOMSACC installa-
tion parameter RPWL. Its maximum length is seven characters.

The installation default for the RPWL parameter is four.

This parameter is processed in the same way as the PW parameter.
However, it applies only to the interactive password.

A zero- to 20-character (letters A through Z, digits O through
9) personal identification. If the access word bit COPI is not
set, the system prompts for the personal identification after
the password during login.

Project number associated with the user. projectnumber is a
one— to 20-character string. Valid characters are A through Z,
0 through 9, and *. When you use the default CHARGE coummand
(CHARGE,*), this value is used. If the user does not have CNRD
privileges (not restricted to default charge number), this is
the only charge number allowed.

Number of plot units a user is allowed. pt consists of two
numeric characters followed by a radix. Blanks are suppressed.
The maximum value is 778  ywhich specifies an unlimited number
of plot units allowed. If you omit this parameter, the system
supplies a value of 0. The system uses the formula

plot unit limit = (pt x 2000g) + KPTI

to calculate the limit of plot units a user may have. (Refer to
NOS Version 2 Installation Handbook for a description of the
COMSACC KPTI parameter.)

A password (A through Z, 0 through 9) whose miniwmum length is set
by the COMSACC installation parameter RPWL. Its maximum length
is seven characters. The installation default for the RPWL
parameter is four. Blanks are not significant. This parameter
sets both the batch and interactive passwords. When you enter PW
to change the passwords, the associated password expiration dates
are advanced to the current date plus the number of days defined
as the default password expiration term (COMSACC symbol). The
user passwords are not displayed on the MODVAL K displays, since
they are stored internally as encrypted values. The PW parameter
is required when creating a user unless the RP parameter is
specified on the MODVAL coumand or the minimum required password
length is zero. If this parameter is not required and you omit
it, the user must enter a null password at login.
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Parameter

PX=node

RL=ALL

60459840 D

Transmission mode for Remote Diagnostic Facility users.

Description

should be only one entry per user name record. Since the

terminal operates in full- or half-duplex mode, either of the
following values is available for mode.

to half duplex.

mode Description
FULL System enters echoplex mode automatically.
HALF System does not enter echoplex wode

automatically.

Resource limits.
unlimited values.

This parameter sets all resource limits to

The user has unlimited use of the following resources:

Identifier
cc
CcM
Ccp
Cs
DB
DF
DS
DT
EC
FC
FS
LP
MS
MT
PT
RP
SL

TL

Resource
Batch commands
Central memory field length
Cards punched
Cumulative indirect file size
Deferred batch jobs
Dayfile wessages
Direct access file size
Detached jobs
Extended memory field length
Permanent file count
Indirect access file size
Lines printed
Mass storage PRUs
Magnetic tapes
Units plotted
Removable disk packs
SRU limit

CPU time limit

There

By default, PX is set
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Parameter

RP=rp

RO=ro

SAC=category

SAL=level

Description

Number of rewmovable disk packs allowed. rp £ 7. If rp=7,
unlimited removable disk packs are allowed. If you omit this
parameter, the system supplies a value of 0.

Rubout count for Remote Diagnostic Facility users. This is the
character count delay associated with the user”s terminal. ro
consists of two numeric characters followed by a radix. Blanks
are suppressed. One value from 0 to 37g may be entered for
each user name record. A value of 37g denotes that the system
will use the default number for the user”s terminal type. By
default, RO is set to 37g,

Security access categories. category is a one- to seven-
character symbolic name that toggles a particular bit in the
access category field (bits 31 through 0) of the security
validation word. For each bit that is set, the corresponding
access category is available to the user. Blanks are
suppressed. These validations are checked only in a secured
system. By default, no security access categories are selected.

The following access category bits are defined in the security
validation word. The site can redefine the names asociated with
the access categories. The category listings given here are
default values, which are defined in common deck COMSMLS.

category Bit Description
CATnn nn User is validated for access category nn

(00 < nn < 31).

To set or clear all access category bits in the security
validation word, specify the following for category.

ALL Sets all validation bits for the security access
categories.

NUL Clears all validation bits for the security access
categories.

Security access levels. level is a one—~ to seven—character
symbolic name that toggles a particular bit in the access level
field (bits 47 through 36) of the security validation word. For
each bit that is set, the corresponding access level is
available to the user. Blanks are suppressed.

In a secured system, a user must be valid for at least one
access level to use the system. These validations are not
checked in an unsecured system.

The following access level bits are defined in the security
validation word. LVL7 is the highest security access level and
LVLO is the lowest. The site can redefine the names associated
with the access levels., The level listings given here are
default values, which are defined in common deck COMSMLS.
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Parameter

SAV=privilege

60459840 D

Description

level Bit Description

LVL7 43 User is validéted for access level 7.
LVL6 42 User is validated for access level 6.
LVL5 41 User is validated for access level 5.
LVL4 40 User is validated for access level 4.
LVL3 39 User is validated for access level 3.
LVL2 38 User is validated for access level 2.
LVL1 37 User is validated for access level 1.
LVLO 36 User is validated for access level 0.

By default, all new user names are created with LVLO validation
unless you enter a SAL parameter, In this case, the user is
created with only those access levels specified.

To set or clear all access level bits in the security validation
word, specify the following for level.

ALL Sets all validation bits for the security access
categories.

NUL Clears all validation bits for the security access
categories.

Security access validation. This parameter sets privileges that
apply to both secured and unsecured systems. privilege is a
four-character designation that toggles a particular bit in the
privilege field (bits 59 through 48) of the security validation
word. For each bit that is set, the corresponding special
permission is allowed to that user. A bit is set when the
parameter is first encountered and cleared if the parameter is
used again. Blanks are suppressed. The following privilege
bits are defined in the security validation word. By default,
no security access validations are selected.

privilege Bit Description
CSAP 59 User has security administrator

privileges. This bit cannot be cleared
by its owner. That is, the user
executing MODVAL and clearing this
permission bit wmust not be the user
whose permission is being cleared.

COLD 58 User can execute online diagnostics.

This bit applies to both secured and
unsecured systems.
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Parameter

SC=count

Description

privilege Bit Description
CPWX 57 User can assign user password expiration

date or term. This bit applies to both
secured and unsecured systeus.

CFPX 56 User can assign perumanent file password
and permit expiration date or term.
This bit applies to both secured and
unsecured systems.

CLJL 55 User can lower (downgrade) the access
level of a job. This bit applies to
secured systems only.

CLFL 54 User can lower (downgrade) the access
level of local or permanent files. This
-— bit applies to secured systems only.
CWLF 53 User can write to or extend files that

are at a lower access level than the
user”s job (write—down privilege). This
bit applies to secured systems only.

CULT 52 User can write to unlabeled wmagnetic
) tapes. This bit applies to both secured
and unsecured systems.

To set or clear all privilege bits in the security validation
word, specify the following for privilege.

privilege Description
ALL Sets all privilege validation bits.
NUL Clears all privilege validation bits.

Security count. If the user name has security administrator
privileges (CSAP security privilege), the expiration dates for
both batch and interactive passwords are nonexpiring. The
security count is unlimited. These values are set automatically
and cannot be changed.

This parawmeter specifies the number of security conflicts
allowed before the user is denied access to the system. The
security count is decremented by the system when a security
conflict occurs. The security count is not decremented for an
unsuccessful attempt to log in. (For a description of security
conflicts, refer to the NOS Version 2 Reference Set, Volume 3,
chapter 3.) A value of 77g indicates an unlimited security
count. O weans no access is allowed. If not specified, the

default value is SC=50g, The security count is not included
as output from a LIMITS command.

Shell program name. sh is a one- to seven—character name of the
shell program for screening user commands. For the Remote
Diagnostic Facility, the system library program name is RMSHELL.
The default is no SHELL program name.
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Parameter

SL=s1

SO=option

SP=sp

60459840 D

Description

Maximum SRU accumulation for a user”s job. sl consists of two
numeric characters followed by a radix. All blanks are suppressed.
The waximum value is 77g, gpecifying unlimited SRU accumulation.

If you omit this parameter, the system will supply a value of 0.
The system uses the formula

maximuw SRU accumulation = [(s1)2 x 10g + KSLI] x 10g

to calculate the maximuw SRU accumulation that a user”s job may
have. (Refer to the NOS Version 2 Installation Handbook for a
description of the COMSACC KSLI parameter.)

Shell control option. option is a four-character symbolic name that
toggles a particular bit in the shell program control word (bits 0
through 6). Each bit that is set identifies a privilege allowed for
a user. The bit is set when the parameter is first encountered and
cleared if the parameter is used again.

option Bit Description

ABTM 6 Clears shell processing if screening program
aborts.

LFID 5 Allows load of shell program from local file.

GLID 4 Allows load of shell program from global
library.

SLID 3 Allows load of shell program from system
library.

TCSM 2 System monitors commands directly from

terminal input.
BCSM 1 System monitors commands outside procedures.

CCLM 0 System monitors commands inside procedures.

By default, all new user names are created with shell options SLID
and BCSM unless you enter an SO parameter. In this case, the user
is created with only those options specified.

System prologue file index. sp is a one- or two-digit, octal,
permanent file index that identifies the system prologue to

execute. If specified, the prologue named PROCsp is executed as the
first command of each job belonging to this user. The system
prologue file PROCsp must be a permanent file under user name
LIBRARY, permitted to user name SYSTEMX. It may be either a
procedure or a binary file. By default, SP is set to zero, meaning
no system prologue is required.

If the value of SP is in the range of 1 to 7, the
corresponding prologue name should be PROCOL to PROCO7.

For SP, a value of 70g or more indicates a security prolog. A
security prologue can be used to lock a user into a specific
application so that whenever a security prologue aborts, the user job
automatically aborts or an interactive user is logged out.
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Parameter
TC=tc
TL=t1l
TT=tt
UC=otsc
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Description

Default character set to be used by the terminal. One of the
following values is available for each user name. The default
is NORMAL.

te Description
NORMAL ASCII graphic 63/64-character set.
ASCII ASCII 128-character set.

Determines the waximum CPU time that a user”s job step may run.
tl consists of two numeric characters followed by a radix.
Blanks are suppressed. The waximum value is 77g, which
specifies unlimited CPU time for each job step. If you omit
this parameter, the system will supply a value of 0. The system
uses the formula

CPU time limit = [(tl x 100g) + KTLI)

to calculate the maximum CPU time that a user”s job step may
run. (Refer to NOS Version 2 Installation Handbook for a
description of this COMSACC KTLI parameter.)

Further, for interactive jobs the system establishes a lower
bound for the CPU time limit. The lower bound is determined by
selecting the larger value of the CPU time limit described above
or the CPU time limit calculated by multiplying UTIS by 108.
(Refer to NOS Version 2 Installation Handbook for a description
of this COMSREM UTIS parameter.)

Terminal type for Remote Diagnostic Facility (RDF) users (except
for Models 865 and 875). You way specify one of the following
values for each user name. The default is TTY,.

te Description
TTY Teletype or other ASCII cowpatible terminal
BLKEDT Block mode terminal
713 CDC 713 display terminal

User default service class for each origin type. ot is a two-
character wnemonic for origin type, and sc is a two-character
mnewonic for the corresponding user default service class. Only
one entry for each origin type is available for each user name.

You may specify the following origin types:

ot Description

BC Batch origin type

RB Remote batch origin type
IA Interactive origin type
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Parameter Description

You may specify the following service classes:

sc Description
sY System service class
BC Batch service class
RB Remote batch service class
TS Interactive service class
DI Detached interactive service class
éw?\ NS Network supervisor service class
MA Maintenance service class
CT Communication task service class
In Installation—defined service class n (0 <n <3)

The default service class for each origin type follows.

< ot sc Description

BC BC Batch
RB RB Remote batch
IA TS Interactive

The origin type is always required. If you also specify a

service class, it is assigned as the user default service class
C@M\ for the selected origin type. If you do not specify a service

class, the default service class for the selected origin type is
assigned as the user default.

UI=userindex User index assigned to this user. If you do not supply this
entry, the system assigns the next available user index.
userindex consists of six numeric characters followed by a
radix. Blanks are suppressed. The maximum value is 377777g,
You cannot use this parameter with the K display or update
option. You must use the FUI parameter instead.

Since user indexes are usually thought of as octal values, be
sure to add the radix B to indicate an octal value.

UP=up User prologue name. up is a one- to seven—character permanent
file name that identifies the user prologue to execute., If
specified, the user prologue is executed (following the system
and project prologues, if any) as the first commands of each job
belonging to the user.

Gﬁ““
655\
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Parameter

VM=sc

Description

Service classes a user is allowed to select. sc is a
two—character service class symbol that toggles a particular bit
in the validation mask. For each bit that is set, the user is
allowed the corresponding service class. A bit is set when the
parameter is first encountered. It is cleared if the parameter
is used again,

After the VM parameter is processed, the bits corresponding to
the service classes specified by the UC parameter (or the
defaults) are set. Therefore, all users are validated to use
the user default service classes specified by the UC parameter,
regardless of what is specified by the VM parameter (including
NUL).

To use a service class that differs from the default
service class set for an origin type, the service class
must be validated by the IPRDECK or DSD class coumand.
For more information, refer to the NOS Version 2
Analysis Handbook.

You may specify the following service classes:

sc Bit Description
- 0 Unused
SY 1 System service class
BC 2 Batch service class
T
RB 3 Remote batch service class
TS 4 Interactive service class
DI 5 Detached interactive service class
NS 6 Network supervisor service class
- 7 Reserved
MA 8 Maintenance service class
—
CT 9 Communication task service class
iO 10 Installation—defined service class 0
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Parameter

XB=yynmddT

XD=yymmddT

XI=yyumﬂdT

XT=termT

XTB=t erml

XTI=termT

Description
sc EEE Description
Il 11 Installation-defined service class 1
I2 12 Installation-defined service class 2
13 13 Installation-defined service class 3

To set or clear all service class bits in the validation mask,
specify the following for sc.

sc Description
ALL Sets all service class validation mask bits.
NUL Clears all service class validation mask bits.

Batch expiration date. This parameter is the same as the XD
parameter except that it sets only the batch password expiration
date.

Expiration date., This parameter sets the password expiration
date for the batch and interactive passwords to yymmdd, and it
sets the default date.

Interactive expiration date. This parameter is the same as th