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The intended audience for this manual is OpenVMS system managers.
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The OpenVMS System Manager’s Manual: Essentials consists of the following
chapters:

Chapter 1, Overview of This Manual

Chapter 2, Using OpenVMS System Management Utilities and Tools
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¢ The manuals in the networking kit of the OpenVMS Standard Documentation
Set:

— DECnet for OpenVMS Guide to Networking
— DEChnet for OpenVMS Networking Manual
— DECnet for OpenVMS Network Management Ultilities

Conventions

XX

In this manual, every use of OpenVMS AXP means the OpenVMS AXP operating
system, every use of OpenVMS VAX means the OpenVMS VAX operating system,
and every use of OpenVMS means both the OpenVMS AXP operating system and
the OpenVMS VAX operating system.

The contents of the display examples for certain utility commands described
in this manual may differ slightly from the actual output provided by these
commands on your system. However, when the behavior of a command differs
significantly between OpenVMS VAX and OpenVMS AXP, that behavior is
described in text and rendered, as appropriate, in separate examples.

The following conventions are used to identify information specific to OpenVMS
AXP or to OpenVMS VAX:

The AXP icon denotes the beginning of information
AXP specific to OpenVMS AXP.

The VAX icon denotes the beginning of information
L VAX J specific to OpenVMS VAX.

The diamond symbol denotes the end of a section of
¢ information specific to OpenVMS AXP or to OpenVMS
VAX.

The following conventions are also used in this manual:

Ctrl/x A sequence such as Ctrl/x indicates that you must hold down
the key labeled Ctrl while you press another key or a pointing
device button.

PF1 x A sequence such as PF1 x indicates that you must first press
and release the key labeled PF1, then press and release
another key or a pointing device button.

GOLD x A sequence such as GOLD x indicates that you must first press
and release the key defined GOLD, then press and release
another key. GOLD key sequences can also have a slash (/),
dash (-), or underscore (_) as a delimiter in EVE commands.

In examples, a key name enclosed in a box indicates that
you press a key on the keyboard. (In text, a key name is not
enclosed in a box.)



)

[]

{}

boldface text

italic text

UPPERCASE TEXT

numbers

A horizontal ellipsis in examples indicates one of the following
possibilities:

¢ Additional optional arguments in a statement have been
omitted.

* The preceding item or items can be repeated one or more
times.

¢ Additional parameters, values, or other information can be
entered.

A vertical ellipsis indicates the omission of items from a code
example or command format; the items are omitted because
they are not important to the topic being discussed.

In format descriptions, parentheses indicate that, if you
choose more than one option, you must enclose the choices
in parentheses.

In format descriptions, brackets indicate optional elements.
You can choose one, none, or all of the options. (Brackets
are not optional, however, in the syntax of a directory name
in a VMS file specification, or in the syntax of a substring
specification in an assignment statement.)

In format descriptions, braces surround a required choice of
options; you must choose one of the options listed.

Boldface text represents the introduction of a new term or the
name of an argument, an attribute, or a reason.

Boldface text is also used to show user input in Bookreader
versions of the manual.

Italic text emphasizes important information, indicates
variables, and indicates complete titles of manuals. Italic
text also represents information that can vary in system
messages (for example, Internal error number), command lines
(for example, /PRODUCER=name), and command parameters
in text.

Uppercase text indicates a command, the name of a routine,
the name of a file, or the abbreviation for a system privilege.

A hyphen in code examples indicates that additional
arguments to the request are provided on the line that follows.

All numbers in text are assumed to be decimal, unless
otherwise noted. Nondecimal radixes—binary, octal, or
hexadecimal—are explicitly indicated.
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Overview of This Manual

Together, the two parts of this manual explain tasks and concepts related to
managing a system. This chapter describes this manual and how to use it.

The OpenVMS System Manager's Manual explains system management tasks so
that both new and experienced system managers can perform them. However,
before performing these tasks, you should be familiar with the following:

¢ User-level tasks such as creating and editing files and command procedures.
For more information, see the OpenVMS User’s Manual.

* DCL commands. For more information, see the OpenVMS DCL Dictionary.

Information Provided in This Chapter
This chapter describes the following tasks:

Task Section

Using the OpenVMS System Manager’s Manual Section 1.1
Finding information about managing complex environments Section 1.3
Finding information about managing small systems Section 1.4

This chapter explains the following concept:

Concept Section

How this manual relates to other system management documentation Section 1.2

1.1 Using the OpenVMS System Manager’s Manual
The OpenVMS System Manager’s Manual is made up of two parts:
¢ This book, OpenVMS System Manager’s Manual: Essentials

* A second book, OpenVMS System Manager’s Manual: Tuning, Monitoring,
and Complex Systems

Use these two books to get step-by-step instructions for general system
management tasks.

The first page of each chapter in these books provides two tables to help you find
information within the chapter
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The Task Table

The first table lists the major tasks described in the chapter. If you need to
perform a task quickly, go directly to the section that explains that task. For
example, in this chapter the task table lists the following tasks:

Task Section

Using the OpenVMS System Manager’s Manual Section 1.1
Finding information about managing small systems Section 1.4
Finding information about managing complex environments Section 1.3

The Concept Table

The second table lists the major concepts explained in the chapter. If you want
to learn more about an underlying concept, go to the appropriate concept section.
For example, the concept table in this chapter lists the following concept:

Concept Section

How this manual relates to other system management documentation Section 1.2

1.2 How This Manual Relates to Other System Management

Documentation

This manual is intended to be used as a companion to other OpenVMS system
management manuals. Figure 1-1 shows the books you should be prepared to
use along with the OpenVMS System Manager’s Manual.

1.3 Finding Information About Managing Complex Environments

If you are managing large or complex configurations, you will need additional
specialized information. Table 1-1 lists some typical environments and OpenVMS
manuals containing specialized information for managing those environments.

Table 1-1 Documentation for Managing Complex Environments

Task Manual

Networked environments DECnet for OpenVMS Guide to Networking
DECnet for OpenVMS Networking Manual
DECnet for OpenVMS Network Management Utilities

VMScluster environments VMScluster Systems for OpenVMS

tHighly available systems Building Dependable Systems: The OpenVMS VAX
Approach

Environments with both VAX A Comparison of System Management on OpenVMS AXP

and AXP computers and OpenVMS VAX

TVAX specific
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1.4 Finding Information About Managing Small Systems

If you are managing a small standalone system—for example, a desktop
workstation—you probably need to perform only basic system management tasks.

Table 1-2 lists the tasks you are likely to perform, and where to find instructions
for performing these tasks.
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Table 1-2 Documentation for Managing Small Standalone Systems

Task

Chapter, Section, or Other
Manual

Installing and upgrading the operating system

Installing layered products

Loading software licenses

Booting the system

Shutting down the system

Using VMSTAILOR to remove files from the system disk
Modifying site-specific startup command procedures
Modifying login command procedures

Setting up user accounts

Backing up workstation disks

Backing up and restoring the system disk

Starting the queue manager and creating the queue database
Setting up and starting simple queues

Setting system parameters with AUTOGEN

Tuning the system

The Upgrade and
Installation Manual

Section 3.3
Section 3.3.2
Section 4.1.2.1
Section 4.8.1
Section 5.1
Section 5.2
Section 5.3
Section 6.3
Section 10.15.6
Section 10.17
Section 12.4
Section 13.1
Section 14.5
Chapter 16
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Using OpenVMS System Management Utilities
and Tools

This chapter provides general information about system management utilities
and tools that are provided with the OpenVMS operating system.

Procedures for using utilities and tools to perform specific tasks are provided

in the relevant chapter of this manual. For example, this chapter generally
describes the System Management utility (SYSMAN). Section 14.7 describes how
to use SYSMAN to manage system parameters. Section 8.11.2 describes how to
use SYSMAN to manage disk quotas.

To use system management tools, you might also need to refer to the following:

¢ Online help for online information about commands and qualifiers for DCL
and system management utilities

* The OpenVMS System Management Utilities Reference Manual for detailed
information about commands and qualifiers for system management utilities

* The OpenVMS DCL Dictionary for detailed information about DCL commands
and qualifiers

Information Provided in This Chapter
This chapter describes the following tasks:

Task Section

Logging in to the SYSTEM account Section 2.2
Using SYSMAN to centralize system management Section 2.3
Using OPCOM to communicate with system users Section 2.4
Using VMSKITBLD.COM to modify a system disk Section 2.5

This chapter explains the following concepts:

Concept Section
OpenVMS system management tools Section 2.1
DCL commands for system management Section 2.1.1
System messages Section 2.1.2
DCL command procedures for system management Section 2.1.3
System management utilities Section 2.1.4
The MGRMENU.COM command procedure Section 2.1.5
The System Management utility (SYSMAN) Section 2.3.1
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Concept Section

A SYSMAN management environment Section 2.3.3
A SYSMAN profile Section 2.3.5
The Operator Communication Manager (OPCOM) Section 2.4.1

2.1 Understanding OpenVMS System Management Tools

Digital supplies the following software tools to monitor and control system
operations and resources:

Tool For More Information
DIGITAL Command Language (DCL) commands; for example, Section 2.1.1

COPY and MOUNT

System messages Section 2.1.2
Command procedures; for example, AUTOGEN.COM and Section 2.1.3
STARTUP.COM

System management utilities; for example, the Authorize utility Section 2.1.4
(AUTHORIZE) and the Backup utility (BACKUP)

The MGRMENU.COM command procedure Section 2.1.5
The Operator Communication Manager (OPCOM) Section 2.4

2.1.1 DCL Commands

You perform many system management tasks by entering DCL (DIGITAL
Command Language) commands. For example, you enter the DCL command
MOUNT to make disks and tapes available to the system. Most of the DCL
commands used by system managers require special privileges (such as OPER
privilege). See the OpenVMS DCL Dictionary or DCL Help for the requlred
privileges and syntax for each command.

The general format of a DCL command is as follows: '
command-namel/qualifier,...]] [parameter]....] [/qualifier[,...]]

Because a command can be continued on more than one line, the term command
string is used to define the entire command. A command string is the complete
specification of a command, including the command name, command qualifiers,
parameters, and parameter qualifiers.

For complete descriptions of each DCL command, see the online DCL help or the
OpenVMS DCL Dictionary. If you are not familiar with DCL command syntax,
see the OpenVMS User’s Manual.

2.1.2 System Messages
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When you enter commands in DCL or in utilities, the system returns messages
to help you understand the result of each command. System messages can
indicate the following:

*  Successful completion of a command
¢ Information about the effect of the command

* Warning about the effect of the command
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* Failure to successfully complete the command

At times, you might need to interpret a system message—for example, to find
out how to recover from a warning or failure. The Help Message utility (Help
Message) allows you and system users to quickly access online descriptions

of system messages from the DCL prompt. For more information about Help
Message, see the OpenVMS System Messages: Companion Guide for Help
Message Users. In addition, the OpenVMS System Messages and Recovery
Procedures Reference Manual provides detailed descriptions of system messages.

2.1.3 DCL Command Procedures

You can use command procedures to efficiently perform routine tasks. A
command procedure is a file containing DCL commands and, optionally,

data used by those DCL commands. When you execute a command procedure,
the system reads the file and executes the commands it contains. This eliminates
the need for you to enter each command interactively. You can create command
procedures to automate some of the routine system management tasks specific to
your site.

A simple command procedure can contain a sequence of commands that you use
frequently. For example, you could include the following commands in a command
procedure called GO_WORK.COM:

§ SET DEFAULT [PERRY.WORK]
§ DIRECTORY
$ EXIT

When you execute this command procedure with the command @GO_WORK, you
set your default directory to [PERRY.WORK] and display a list of files in that
directory.

With complex command procedures, you can use DCL instead of a high-level
programming language. For more information on creating command procedures,
see the OpenVMS User’s Manual.

Executing Command Procedures in Batch Mode

You can execute command procedures in batch mode by submitting the
procedure to a batch queue. When resources are available, the system creates
a batch process to execute the commands in the procedure. Usually, processes
running in batch mode execute at a lower process priority to avoid competing
with interactive users for system resources. '

You might execute a command procedure in batch mode for the following reasons:
¢ To automate a task

¢ To process work at a lower scheduling priority, so as not to compete with
interactive users for system resources

¢ To perform a task during off hours, such as at night or on weekends

A batch-oriented command procedure can include a command to resubmit itself to
a batch queue, thereby repetitively performing the task with no user intervention.
For example, you might create a batch-oriented command procedure to run the
Analyze/Disk_Structure utility to report disk errors. If you include a command to
resubmit the procedure to a batch queue, the procedure will automatically execute
when scheduled, unless errors cause the procedure to fail. The following is a
simple example of this kind of command procedure, named SYSTEM-DAILY.COM:

2-3
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$ SET NOON

$! Resubmit this procedure to run again tomorrow.

$!

$ SUBMIT/KEEP/NOPRINT/QUEUE=SYSS$BATCH/AFTER="TOMORROW+1:00" /USER=SYSTEM -

SYS$MANAGER: SYSTEM-DAILY.COM;
$!
$! Purge the log files

$ PURGE/KEEP=7 SYS$MANAGER:SYSTEM-DAILY.LOG

$!
$! Analyze public disks
$!

$ ANALYZE/DISK/LIST=SYS$SMANAGER:WORK1.LIS; WORKI:
$ ANALYZE/DISK/LIST=SYS$MANAGER:WORK2.LIS; WORK2:

$!
§! Print listings
$!

$ PRINT/QUEUE=SYS$PRINT SYSSMANAGER:WORK1.LIS;,SYS$MANAGER:WORK2.LIS;

$ EXIT

Digital-Supplied Command Procedures for System Management

Digital provides several command procedures that you can use when managing a
system. Table 2—1 lists some commonly used command procedures.

Table 2-1 System Management Command Procedures

Command Procedure

Function

SYS$SYSTEM:STARTUP.COM

SYS$STARTUP:SYSTARTUP_VMS.COM

SYS$SYSTEM:SHUTDOWN.COM

SYS$UPDATE:AUTOGEN.COM

SYS$UPDATE:VMSINSTAL.COM

The system uses this command
procedure to automatically perform
certain tasks that are required to
start up an OpenVMS system. This
procedure is executed when the system
boots. Do not modify this command
procedure.

STARTUP.COM executes this procedure
when the system boots. Add commands
to this procedure to perform site-specific
tasks each time the system boots.

Use to shut down the system in an
orderly fashion.

Use to automatically set system
parameters and page, swap, and dump
file sizes to values appropriate for the
system configuration and work load.

Use to install software on a running
system.

2.1.4 System Management Utilities

With the operating system, Digital supplies a number of system management
utilities to help perform system management tasks. A system management
utility is a program that performs a set of related operations. For example, you
use the Mount utility (MOUNT) to make disks and tapes available to the system,
and you use the Backup utility (BACKUP) to save and restore files.

24

Most system management utilities require special privileges. Generally, you run
these utilities from the SYSTEM account, which has all privileges by default.
Section 2.2 describes logging in to the SYSTEM account.
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You invoke most utilities using the following command format:
RUN SYS$SYSTEM:utility_name

To invoke other utilities, such as MOUNT and ANALYZE/DISK_STRUCTURE,
you enter a DCL command. For example:

$ ANALYZE/DISK_STRUCTURE

For information on invoking utilities and the commands you can use in these
utilities, see the OpenVMS System Management Utilities Reference Manual.

Table 2-2 lists the system management utilities and their purposes. This manual
describes how to use most of these utilities. For detailed information on utility
commands and qualifiers, see the OpenVMS System Management Utilities

Reference Manual.

Table 2-2 System Management Utilities

Utility Name

Purpose

Accounting utility (ACCOUNTING)
ACL editor (access control list editor)

Analyze/Disk_Structure utility
(ANALYZE/DISK_STRUCTURE)

Audit Analysis utility (ANALYZE
/AUDIT)

Authorize utility (AUTHORIZE)

Backup utility (BACKUP)

Bad Block Locator utility (BAD)
tCrash Logger Utility Extractor
(CLUE)

Error Log utility (ERROR LOG)
Exchange utility (EXCHANGE)

Help Message utility (Help Message)

Install utility (INSTALL)
LAT Control Program utility (LATCP)

fLocal Area Disk Control Program
utility (LADCP)

To produce reports of resource use.
To create and maintain ACLs.

To check the validity of Files—11 Structure Level 1 and Structure
Level 2 disk volumes, and to report errors and inconsistencies.
Also used to repair these inconsistencies.

To produce reports and summaries of security events from the
system security audit log file. Use this utility to interpret the
large amounts of auditing information that the system may
generate.

To add and modify records in the existing user authorization and
network authorization files, or to create new files. Also used to
add and modify records in the rights database.

To copy or save files and disk volumes. Also used to restore saved
files and volumes.

To analyze block-addressable devices and record the location of
blocks that cannot reliably store data.

On VAX systems, to obtain information about crash dumps.

To report the contents of a system error log file.

To transfer data to and from mass storage volumes that are
written in formats other than standard formats recognized by the
operating system.

To quickly access information about system messages returned
by DCL commands.

To improve performance or enhance privileges of images.

To set up and control the LAT software on OpenVMS host
systems. LAT software allows you to connect terminals and
printers to multiple remote systems.

On VAX systems, to set up and control the local area disk (LAD)
software on OpenVMS host systems. Use LAD software with
InfoServer systems.

TVAX specific

(continued on next page)
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Table 2-2 (Cont.) System Management Utilities

Utility Name Purpose

Log Manager Control Program utility To create and manage the transaction logs used by DECdtm
(LMCP) services.

Monitor utility (MONITOR) To monitor systemwide performance.

Mount utility (MOUNT) To make a disk or magnetic tape volume available for processing.
Network Control Program (NCP) To set up, control, monitor, and test a DECnet network.
Operator Communication Manager To communicate messages.

(OPCOM)

System Generation utility (SYSGEN) To create and install page, swap, and dump files and to manage

system parameters.
1O0n VAX systems, to load and connect device drivers.

System Management utility (SYSMAN) To centralize system management. Allows you to perform system

management tasks simultaneously on one or more nodes.
$#On AXP systems, to load and connect device drivers.

TVAX specific
1AXP specific
This manual does not describe the following utilities in detail:

Utility For More Information

Bad Block Locator utility (BAD) OpenVMS Bad Block Locator Utility Manual
online help

Exchange utility (EXCHANGE) OpenVMS Exchange Utility Manual
online help

LASTCP (LASTCP) and LADCP utilities (LADCP) InfoServer Client for OpenVMS LASTCP and
LADCP Utilities Manual

Network Control Program utility (NCP) DECnet for OpenVMS Network Management
Utilities

online help

2.1.5 The MGRMENU.COM Procedure
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To help you perform basic system management tasks, Digital provides a command
procedure named SYS$EXAMPLES:MGRMENU.COM. This procedure displays a
menu that you can use to perform the following tasks:

¢ Add a user account
* Build a standalone BACKUP kit
¢ Shut down your system

You can use this command procedure as is, or modify it to serve your own site-
specific needs. If you modify this procedure, Digital recommends you first copy
the procedure to another directory (for example, SYS$MANAGER), so that an
original version of MGRMENU.COM is always available in the SYSSEXAMPLES
directory.
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To see and use the menu, enter the following command:

$ @SYS$EXAMPLES :MGRMENU

2.2 Logging In to the SYSTEM Account

To use system management utilities and perform system management functions,
log in to the system manager’s account (SYSTEM).

Caution

Digital recommends that you change the password for the SYSTEM
account frequently to maintain system security. Because the SYSTEM
account has full privileges by default, exercise caution when using it.

If your site has strong security requirements, you should disable
interactive use of the SYSTEM account and set up separate privileged
accounts for individuals who must perform privileged activities on the
system. This will allow you to more closely account for privileged activity
on the system.

How To Perform This Task
1. Press the Return key on the console terminal.
2. In response to the system’s request for your username, enter SYSTEM.

3. In response to the system’s request for your password, enter the password
that you chose for the SYSTEM account when you installed or upgraded the
operating system, or the current password if you changed it since then.

4. After you enter your password, the system prints a welcome message on the
console terminal. If you have logged in previously, the system also prints the
time of your last login. When the dollar sign ($) prompt appears, login is
complete and you can enter commands.

Example

@ On VAX systems:

Username: SYSTEM
Password:

Welcome to OpenVMS VAX Version n.n on node x

Last interactive login on Thursday, 20-FEB-1994 16:41
Last non-interactive login on Friday, 21-FEB-1994 17:06 ¢

On AXP systems:

Username: SYSTEM
Password:
Welcome to OpenVMS AXP (TM) Operating System, Version n.n on node x
Last interactive login on Thursday, 20-FEB-1994 16:41
Last non-interactive login on Friday, 21-FEB-1994 17:06 ¢
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2.3 Using the System Management Utility (SYSMAN) to Centralize
System Management

If you manage more than one computer, you can use the System Management
utility to centralize system management.

The following table lists some major SYSMAN features and points to sections in
this chapter that contain more information.

For More
Feature . Information

Enable a system to execute SYSMAN commands from remote nodes Section 2.3.2

Define your SYSMAN management environment Section 2.3.4
Adjust your SYSMAN profile to set privileges, default device and Section 2.3.6
directory, and DCL verification

Execute DCL commands from SYSMAN Section 2.3.8
Create SYSMAN command procedures Section 2.3.9
Set up SYSMAN with an initialization file Section 2.3.10

2.3.1 Understanding SYSMAN

The System Management utility (SYSMAN) centralizes system management,

so that you can manage nodes or VMSclusters from one location. Rather than
logging in to individual nodes and repeating a set of management tasks, SYSMAN
enables you to define your management environment to be a particular node, a
group of nodes, or a VMScluster environment. With a management environment
defined, you can perform traditional system management tasks from your local
node; SYSMAN executes these tasks on all nodes in the target environment.

You need OPER and TMPMBX privileges to run SYSMAN.

SYSMAN uses many of the same software tools that you traditionally use

to manage a system. It can process most DCL commands, such as MOUNT
and INITIALIZE. It can also execute many system management utilities and
command procedures, such as AUTHORIZE and AUTOGEN.

SYSMAN also includes its own commands that let you perform the following

tasks:
For More
Command Task Information
ALF (automatic login Associate a terminal or port with a user ~ Section 6.13.1
facility) name
CONFIGURATION Inspect or modify VMScluster Section 19.4
parameters
DISKQUOTA Control and monitor disk usage Section 8.11.2
10 Control and display the I/O configuration Section 7.4.2
of an AXP system
LICENSE Load and unload licenses Section 3.3.2
PARAMETERS Inspect and modify system parameters Section 14.7
+AXP specific
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For More
Command Task Information
STARTUP Customize startup databases by Section 5.4

inspecting and modifying software
startup components

2.3.2 Enabling a Remote System to Execute SYSMAN Commands

The SMISERVER process must be running on a remote node for SYSMAN
commands to execute on that node. SMISERVER is the detached process
responsible for executing SYSMAN commands on remote nodes.

Any node that is part of a VMScluster normally starts the SMISERVER process
in the system startup procedure SYS$SYSTEM:STARTUP.COM. (The system
parameter CLUSTER on the node must have a value of 1 or more.)

To start the SMISERVER process on a workstation that is not part of a
VMSecluster, include the following command line in the site-specific startup
command procedure SYSTARTUP_VMS.COM:

$ @SYSSSYSTEM:STARTUP SMISERVER
For more information about SYSTARTUP_VMS.COM, see Section 5.2.7.

You can also enter this command interactively to restart the SMISERVER process
without rebooting the system.

2.3.3 Understanding a SYSMAN Management Environment

When you use SYSMAN, it is important to define the management environment
you will be working in. The management environment is the node or nodes on
which subsequent commands will execute.

By default, the management environment is the local node (the node from which
you execute SYSMAN). To execute commands on one or more other nodes, you
can redefine the management environment to be any of the following:

*  Your own VMScluster

* A subset of nodes in your VMScluster

* A nonclustered node available through DECnet for OpenVMS
*  Another VMScluster

¢ A subset of nodes in another VMScluster

* Any group of individual nodes

Refer to Figure 2—-1 during the following discussion of management
environments.

2-9



Using OpenVMS System Management Utilities and Tools
2.3 Using the System Management Utility (SYSMAN) to Centralize System Management

Figure 2-1 Sample SYSMAN Management Environment
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You can use NODE21 as the management environment, or you can define the
environment to be any node, group of nodes, or VMScluster shown in Figure 2-1.

If you execute SYSMAN from NODE21, then NODEZ21 is the local node; it is the
management environment when SYSMAN starts. All other nodes are remote
nodes.

2.3.4 Defining the SYSMAN Management Environment

To define the management environment, use the SYSMAN command SET
ENVIRONMENT. Whenever you redefine an environment, SYSMAN displays the
new context. You can always verify the current environment with the command
SHOW ENVIRONMENT.

When you are not working on your local node or within your own cluster, your
environment is a nonlocal environment. SYSMAN makes this distinction

for security reasons; when you are defining a nonlocal environment, such as a
different VMScluster, SYSMAN prompts for a password. SYSMAN also prompts
for a password when you attempt to manage a system under a different user
name. You can change your user name by including the /USERNAME qualifier
on the SET ENVIRONMENT command.

A SYSMAN environment remains in effect until you change it or exit from
SYSMAN.

2.3.4.1 Defining Another Node as the Environment

You can define a management environment to be any node available through
DECnet. To define one or more nodes to be your management environment, use
the SET ENVIRONMENT/NODE command. For example, the following SET
ENVIRONMENT command defines the management environment to be NODE22:
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$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> SET ENVIRONMENT/NODE=NODE22
$SYSMAN-I-ENV, current command environment:
Individual nodes: NODE22
Username ALEXIS will be used on nonlocal nodes

The following command defines the management environment to be a group of
nodes — NODE23, NODE24, and NODE25:

SYSMAN> SET ENVIRONMENT/NODE=(NODE23,NODE24,NODE25)
Remote Password:

$SYSMAN-I-ENV, Current Command Environment:
Individual nodes: NODE23,NODE24,NODE25
At least one node is not in local cluster
Username ALEXIS will be used on nonlocal nodes

2.3.4.2 Using Logical Names to Organize Management Environments

If you want to organize the nodes in your VMScluster according to specific
categories (for example, all CI-based nodes or all nodes with C installed), you can
define logical names to use with the SET ENVIRONMENT/NODE command, as

follows:

1. Create the logical name table SYSMAN$NODE_TABLE by putting the
following command into the file SYS$MANAGER:SYLOGICALS.COM, which
is executed during system startup:

$ CREATE/NAME_TABLE/PARENT=LNM$SYSTEM_DIRECTORY SYSMANSNODE TABLE

2. Define one or more logical names to be a node or list of nodes by putting a
command similar to the following into SYS$MANAGER:SYLOGICALS.COM:

$ DEFINE CI_NODES NODE21,NODE22,NODE23/TABLE=SYSMANSNODE_TABLE

3. When you set your SYSMAN environment from the DCL level, specify one of
the logical names you created for this purpose. For example:

$ RUN SYSS$SYSTEM:SYSMAN
SYSMAN> SET ENVIRONMENT/NODE=(CI_NODES)

Remote Password:

$SYSMAN-I-ENV, current command environment:
Individual nodes: NODE21,NODE22,NODE23
At least one node is not in the local cluster.
Username SYSTEM will be used on nonlocal nodes.

You can also define logical names for VAX and AXP nodes in a dual-architecture
VMScluster, as explained in Section 19.5.

Example

The following example demonstrates how you can define multiple logical names
to organize several management environments:

$ CREATE/NAME_TABLE/PARENT=LNM$SYSTEM_DIRECTORY SYSMAN$NODE_TABLE
$ DEFINE CI_NODES SYSZ,SYSB/TABLE=SYSMAN$NODE_TABLE

$ DEFINE C NODE21,NODE22,NODE23/TABLE=SYSMAN$NODE_TABLE

$ DEFINE PASCAL NODE23,NODE18,CI_NODES/TABLE=SYSMAN$NODE_TABLE

$ RUN SYS$SYSTEM:SYSMAN

SYSMAN> SET ENVIRONMENT/NODE=(C,PASCAL)

Remote Password:

%SYSMAN-I-ENV, current command environment:
Individual nodes: NODE21,NODE22,NODE23,NODE18,SYS2,SYS8
At least one node is not in the local cluster.
Username SYSTEM will be used on nonlocal nodes.
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2.3.4.3 Defining a VMScluster Environment

To define your management environment to be a VMScluster, use the SET
ENVIRONMENT/CLUSTER command.

In SYSMAN, VMScluster environments can be one of two types:

VMScluster Environment Definition

Local VMScluster from which you are using SYSMAN

Nonlocal Any VMScluster other than the one from which you are
executing SYSMAN

To expand the management environment in Figure 2-1 from NODE21 to Cluster
1, enter the following command from NODE21:

SYSMAN> SET ENVIRONMENT/CLUSTER
$SYSMAN-I-ENV, Current Command Environment:
Clusterwide on local cluster
Username ALEXIS will be used on nonlocal nodes

In the VMScluster environment shown in Figure 2-1, SYSMAN executes
commands on all nodes in Cluster 1, namely NODE21, NODE22, and NODEZ23.

To manage a nonlocal VMScluster with SYSMAN, use the /NODE qualifier to
identify the cluster. If you define a VMScluster alias, the /NODE qualifier can
use the alias rather than the node name.

If you use the /CLUSTER and /NODE qualifiers together, the environment
becomes the VMScluster where the given node is a member. For example,

to perform management tasks on Cluster 2 in Figure 2-1, enter the SET
ENVIRONMENT command with the /CLUSTER qualifier and name one node
within Cluster 2 using the /NODE qualifier:

SYSMAN> SET ENVIRONMENT/CLUSTER/NODE=NODE24
Remote Password:

$SYSMAN-I-ENV, Current Command Environment:
Clusterwide on remote node NODE24
Username ALEXIS will be used on nonlocal nodes

For information about using SYSMAN to manage a VMScluster that contains
both AXP and VAX nodes, see Section 19.5.

2.3.5 Understanding Your SYSMAN Profile

When you use SYSMAN across VMSclusters, SYSMAN establishes a profile
that contains your rights, privileges, and defaults, and verifies that you are an
authorized user. If you encounter privilege problems when using SYSMAN, it
helps to know how SYSMAN determines your profile.

SYSMAN looks for three possible scenarios when determining your profile:

e If the environment is a VMScluster that has common SYSUAF and
RIGHTSLIST databases, SYSMAN assigns the profile in effect on the local
node to the SMISERVER process on the target node(s). This profile includes
both authorized and current privileges.

e If the environment is a VMScluster and does not have common SYSUAF and
RIGHTSLIST databases, SYSMAN checks the SYSUAF on the target node(s)
to see if you are an authorized user. If you are, SYSMAN copies your profile
from the SYSUAF on the target node(s) to the SMISERVER process on the
target node(s).
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¢ If the environment has nodes that are not part of your local VMScluster,
or if you have recently changed your user name, SYSMAN prompts for a
password before it checks the SYSUAF on the target node. If you enter the
correct password and the SYSUAF shows that you are an authorized user,
SYSMAN copies your profile from the SYSUAF on the target node(s) to the
SMISERVER process on the target node(s).

The profile does not include symbolic names, logical names, preset terminal
characteristics, or key definitions established through a login command procedure.
The only environment that has the attributes defined in a login command
procedure is the local node from which you are executing SYSMAN.

2.3.6 Adjusting Your SYSMAN Profile

Use the SYSMAN command SET PROFILE to change your SYSMAN
management profile. The qualifiers /PRIVILEGES, /DEFAULT, and /VERIFY
enable you to change the following attributes of the SMISERVER process:

Attribute Qualifier For More Information
Current privileges /PRIVILEGES Section 2.3.6.1
Default device and directory /DEFAULT Section 2.3.6.2

DCL verification of DO /VERIFY Section 2.3.7
commands

This profile is in effect until you change it with the SET PROFILE command,
reset the environment (which may change your profile automatically), or exit from
SYSMAN. '

The SET PROFILE command temporarily changes the attributes of your current
local process. However, when you exit from SYSMAN, all attributes are restored
to the values that were current when SYSMAN was invoked.

2.3.6.1 Changing Your Current Privileges
The SYSMAN command SET PROFILE/PRIVILEGES temporarily changes your

current privileges in an environment.

Frequently, system management commands require special privileges. You might
need to add privileges before you execute certain commands in an environment.
System managers usually have the same privileges on all nodes; if you do not
have the required privileges on a node, SYSMAN cannot execute the command
and returns an error message.

Example
The following example makes SYSPRV one of your current privileges:

SYSMAN> SET PROFILE/PRIVILEGES=SYSPRV
SYSMAN> SHOW PROFILE
$SYSMAN-I-DEFDIR, Default directory on node NODE21 -- WORK1:[MAEW]
$SYSMAN-I-DEFPRIV, Process privileges on node NODE21 --
TMPMBX
OPER
NETMBX
SYSPRV
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2.3.6.2 Changing Your Default Device and Directory

Use the SET PROFILE/DEFAULT command to reset the default device
and directory specification for your process and all server processes in the
environment.

Most often, the default device and directory specified in your UAF record is a
first-level directory in which you create and maintain files and subdirectories.
SYSMAN uses this default device and directory name when resolving file
specifications. It also assigns the default device and directory name to any
files that you create during a session.

In some cases, you might need to change the default device and directory in your
SYSMAN profile. For example, you might have a directory containing command
procedures as well as some system management utilities that require the default
directory to be SYS$SYSTEM.

Example

The following example sets the default device and directory to
DMA1:[SMITH.COM]:

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> SET PROFILE/DEFAULT=DMAl:[SMITH.COM]

2.3.7 Setting DCL Verification

Using the SET PROFILE/VERIFY command, you can turn on DCL verification,
which displays DCL command lines and data lines as they execute.

SYSMAN can execute DCL commands using the DO command. By default,
SYSMAN DCL verification is turned off.

Example

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> SET PROFILE/VERIFY

2.3.8 Executing DCL Commands from SYSMAN

The SYSMAN command DO executes DCL commands, command procedures,

and SYSMAN commands on all nodes in a VMScluster environment. In
VMSclusters or in any environment with multiple nodes, you enter a set of
commands once, and SYSMAN executes the commands sequentially on every
node in the environment. SYSMAN displays the name of each node as it executes
commands, or an error message if the command fails.

If a node does not respond within a given timeout period, SYSMAN displays a
message before proceeding to the next node in the environment. You can specify
a timeout period with the SET TIMEOUT command.

Each DO command executes as an independent subprocess, so there is no process
context retained between DO commands. For this reason, you must express all
DCL commands in a single command string, and you cannot run a procedure that
requires input.

In a VMScluster environment, SYSMAN executes DO commands sequentially
on all nodes in the VMScluster. After a command completes or times out on one
node, SYSMAN sends it to the next node in the environment. Any node that is
unable to execute a command returns an error message.

For more information about using the DO command to manage a VMScluster, see
Section 19.5. You can also refer to the OpenVMS System Management Utilities
Reference Manual for a complete description of the DO command.
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Example

In the following example, SYSMAN runs the Install utility and makes a file
known on all nodes in the VMScluster when you enter the commands from the
local node:

§ RUN SYS$SYSTEM:SYSMAN

SYSMAN> SET ENVIRONMENT/CLUSTER

SYSMAN> SET PROFILE/PRIVILEGE=CMKRNL

SYSMAN> DO INSTALL ADD/OPEN/SHARED WORK4:[CENTRAL]STATSHR

3SYSMAN-I-OUTPUT, Command execution on node NODE21
$SYSMAN-I-OUTPUT, Command execution on node NODE22

2.3.9 Creating SYSMAN Command Procedures

The SYSMAN command @ executes SYSMAN command procedures on each node
in the environment.

Example

The following example creates and executes a SYSMAN command procedure to
display the current date and system time for each VMScluster node:

$ CREATE TIME.COM
SET ENVIRONMENT/CLUSTER
CONFIGURATION SHOW TIME [Ctiz]
$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> QTIME
$SYSMAN-I-ENV, Current command environment:
Clusterwide on local cluster
Username SYSTEM will be used on nonlocal nodes

System time on node NODE21: 19-JUN-1994 13:32:19.45
System time on node NODE22: 19-JUN-1994 13:32:27.79
System time on node NODE23: 19-JUN-1994 13:32:58.66
SYSMAN>

2.3.10 Setting Up SYSMAN with an Initialization File

You can create an initialization file that is used each time you invoke SYSMAN.
In the initialization file, you can perform tasks such as defining keys and setting
up your environment.

The default file specification for the SYSMAN initialization file is
SYS$LOGIN:SYSMANINLINI. If you want your SYSMAN initialization file to
have a different file specification, you must define the logical name SYSMANINI
to point to the location of the file. The following is a sample initialization file that
defines several keys:

$ TYPE SYSMANINI.INI

DEFINE/KEY/TERMINATE KP0 "SET ENVIRONMENT/CLUSTER/NODE=(NODE21,NODE22)"
DEFINE/KEY/TERMINATE KP1 "CONFIGURATION SHOW TIME"

DEFINE/KEY/TERMINATE KP2 "SHOW PROFILE"
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2.4 Using OPCOM to Communicate with System Users

The Operator Communication Manager (OPCOM) is a tool for communicating
with users and operators on the system. OPCOM allows you to perform the
following functions.

Function For More Information
To broadcast messages to users who are logged in Section 2.4.3

To designate terminals as operator terminals, enabling Section 2.4.4

them to display messages broadcast by OPCOM

To record messages broadcast by OPCOM in a log file Section 17.5.3

To send requests to an operator! Section 2.4.5

To reply to operator requests’ Section 2.4.6

LThese functions are used in sites where operators are assigned to help users mount disk or tape
volumes and printer forms

2.4.1 Understanding the Operator Communication Manager (OPCOM)
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Figure 2-2 The Operator Communication Manager (OPCOM)
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OPCOM uses the following components:

Component

Description For More Information

The OPCOM process The system process that manages OPCOM Section 2.4.2

operations. Unless you disable it, the OPCOM
process automatically starts at system startup
time. (On small workstations, the OPCOM process
is disabled.)

Operator terminals Terminals designated to display messages Section 2.4.4

broadcast by OPCOM. Usually, the console
terminal (with the device name OPAQ:) is the
operator terminal. However, you can designate any
user terminal as an operator terminal.

The operator log file A file that records messages broadcast Section 17.5

OPCOM messages

by OPCOM. The file is named
SYS$MANAGER:OPERATOR.LOG.

Messages broadcast by OPCOM. These messages Section 17.5.2
are displayed on operator terminals and written

to the operator log file. The messages might be

general messages sent by you, user requests,

operator replies, or system events.

REPLY and REQUEST DCL commands that allow you to use and control Section 2.4.3,

commands

OPCOM. Section 2.4.5, and
Section 2.4.6

OPCOM Defaulits
OPCOM uses the following defaults:

OPCOM is started by default (except on workstations where OPCOM startup
is disabled by default).

Except for workstations in a VMScluster environment, OPAO is enabled as
an operator terminal, and the log file SYS$MANAGER:OPERATOR.LOG is
opened. All OPCOM classes are enabled.

OPCOM Requirements
OPCOM has the following requirements:

In order to execute any OPCOM commands, OPCOM must be running and
OPCOM commands must be entered from a terminal device designated as an
operator terminal.

OPCOM commands require at least OPER privilege. SHARE privilege is also
needed if another process is logged in to the designated operator terminal,
and SECURITY privilege is needed to enable or disable the security class.

In order to designate an operator terminal in batch or SYSTARTUP,
SYS$COMMAND must be assigned to a valid terminal device.

2.4.2 Starting OPCOM
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The OPCOM process must be running to execute OPCOM commands. The

OPCOM process starts automatically during system startup, unless it is disabled
(startup is disabled on workstations). You might need to start OPCOM in the

following instances:

If you want to run OPCOM on a workstation
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* If a software problem causes the process to fail and also prevents OPCOM
from restarting automatically

Starting OPCOM on a Workstation
To start OPCOM interactively, enter the following command:
$ @SYS$SYSTEM:STARTUP OPCOM

To start OPCOM each time the system boots, edit the site-specific startup
command procedure SYS$MANAGER:SYSTARTUP_VMS.COM to remove
the comment delimiter (!) from this command line. For more information on
modifying SYSTARTUP_VMS.COM, see Section 5.2.7.

Restarting OPCOM

If a software problem causes the process to fail, OPCOM attempts to restart
itself. However, if a software problem prevents OPCOM from restarting, you can
manually restart the process by entering the following command from the system
manager’s account (SYSTEM):

$ @SYS$SYSTEM:STARTUP OPCOM

If a software problem causes OPCOM to fail, submit a software problem report
(SPR) to report the problem to Digital. Include the process dump file named
SYS$SYSTEM:OPCOM.DMP. When OPCOM fails, it creates this file to allow
Digital representatives to determine the cause of the failure.

2.4.3 Sending Messages to Users
To broadcast a message to users, enter the REPLY command as follows:
REPLY [/qualifier...] ['message-text']
For example:
$ REPLY/ALL/BELL "Please log off"
Use the following qualifiers to control OPCOM messages:

Qualifier Description

/ALL Broadcasts a message to all terminals that are
attached to the system or VMScluster. These
terminals must be turned on and have broadcast-
message reception enabled. ‘

/BELL Rings a bell at the terminal receiving a message
when entered with the /ALL, the /TERMINAL, or
the /USERNAME qualifier; two bells when entered
with the /URGENT qualifier; and three bells when
entered with the SSHUTDOWN qualifier.

/NODE[=(node-namel,...]) Broadcasts a message to the local node only, or to a
node or nodes you specify.
/SHUTDOWN Sends a message beginning “SHUTDOWN...”; if

used with the /BELL qualifier, rings three bells at
terminals receiving the message.

/TERMINAL=(terminal-namel,..]) Broadcasts the message to the specified terminals.

/URGENT Broadcasts a message beginning “URGENT...”; if
used with the /BELL qualifier, rings two bells at
terminals receiving the message.
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Qualifier Description

/USERNAME=(usernamel,...]) Broadcasts a message to all terminals at which users
are logged in to the system (or VMScluster), or only
to the terminals of the specified users.

For more information, see the OpenVMS DCL Dictionary.

Examples

The REPLY command in the following example sends a message to all users
logged in to node WLDWND. When the message is displayed, a bell rings at the
terminal.

$ REPLY/ALL/BELL/NODE=WLDWND "Please log off"

The REPLY command in the following example sends a message to the user
logged in at terminal TTC1. When the message is displayed, a bell rings at that
terminal.

$ REPLY/BELL/TERMINAL=TTCl: "Your file has completed printing"

2.4.4 Designating Operator Terminals
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Normally, the console terminal (with the device name OPAOQ:) is automatically
an operator terminal. However, you can designate any terminal as an operator
terminal. You can also disable a previously designated operator terminal.
Enabling Operator Terminals

To designate a terminal as an operator terminal, enter the REPLY/ENABLE
command at the terminal. For example:

$ REPLY/ENABLE

$
$3%%%%%%%%% OPCOM 13-JUL-1993 11:30:30.56 %%%2%%%%%%%%
Operator BHAKSFTA20: has been enabled, username SYSTEM

The REPLY/ENABLE command requires OPER privilege.

To designate an operator’s terminal in batch or in startup command procedures,
SYS$COMMAND must be assigned to a valid terminal device.

If your facility is very large, there may be several operators, each of whom

is assigned to specific tasks. If this is the case, you can specify the classes of
messages the operator terminal receives and responds to when you enable the
operator terminal, as follows:

REPLY/ENABLE=(class],...])

The following table describes each class of messages:

Class Description

CARDS Displays messages sent to the card readers.

CENTRAL Displays messages sent to the central system operator.

CLUSTER Displays messages from the connection manager pertaining to
VMScluster state changes.

DEVICES Displays messages pertaining to mounting disks.

LICENSE Displays messages pertaining to licenses.
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Class Description

NETWORK Displays messages pertaining to networks; the keyword
CENTRAL must also be specified to inhibit network messages.

OPER1 to OPER12 Displays messages sent to operators identified as OPER1 to

OPER12.

PRINTER Displays messages pertaining to print requests.

SECURITY Allows messages pertaining to security events; requires
SECURITY privilege.

TAPES Allows messages pertaining to mounting and dismounting tape
volumes.

For example:
$ REPLY/ENABLE=(PRINTER,OPER3)

Disabling Operator Terminals

A terminal that you designate as an operator’s terminal remains enabled even
when the operator logs out. To return the terminal to normal (nonoperator)
status, enter the REPLY/DISABLE command from the terminal.

Example

The following example designates terminal TTAS3 as an operator terminal,
enabling it to receive messages concerning printers, magnetic tapes and disks,
and messages intended for the central operator. Later, it relinquishes terminal
TTAS’s ability to receive messages concerning tapes. The terminal still receives
and can respond to messages about disks and printers and messages directed to
CENTRAL.

$ REPLY/ENABLE=(PRINTER,DISKS, TAPES,CENTRAL)

$
$$%%%%%%%%% OPCOM 13-JUL-1993 11:37:09.52 2%%%%%3%%%%
Operator TTA3 has been enabled, username SYSTEM

$
$5%3%%4%%%%% OPCOM 13-JUL-1993 11:37:09.53 %%9%%3%%%%%

Operator status for operator TTA3
CENTRAL, PRINTER, DISKS, TAPES

$ REPLY/DISABLE=TAPES

2%5%%%%%%%%% OPCOM 13-JUL-1993 11:37:09.53 3%%%%%%%%%%
Operator status for operator TTA3

CENTRAL, PRINTER, DISKS

$ REPLY/DISABLE

$2299%%%%%%% OPCOM 13-JUL-1993 11:38:50.68 $33%3%3%%%%
Operator TTA3 has been disabled, username SYSTEM

2.4.5 Sending Requests to an Operator

In sites where operators are assigned to assist users by mounting volumes and
changing printer forms, users can communicate with operators by entering
REQUEST commands and the following qualifiers:

Qualifier Description

/REPLY Sends a request and requests a reply to the message. Requests
sent with this command are issued a unique identification
number to which the operator sends the response. The user
cannot enter any commands until the operator responds.
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Qualifier Description

[TO=(operatorl,...]) If your facility is very large, there may be several operators,
each of whom has specific tasks. The /TO qualifier lets users
send requests to a specific operator. Options are as follows:
CARDS, CENTRAL, CLUSTER, DEVICES, DISKS, LICENSE,
NETWORK, OPER1 to OPER12, PRINTER, SECURITY,
TAPES.

The DCL commands MOUNT/ASSIST and BACKUP/ASSIST also request
operator assistance. For more information, see the following sections:

¢ For MOUNT requests, see Section 8.5.
* For BACKUP requests, see Section 10.9.1.

Example

Assume an operator is monitoring an operator terminal enabled for the PRINTER
class. The following PRINT command submits an output job that requires a
special print form (/FORM=LETTER). The REQUEST command sends a message
to the operator. After completing the request, the operator would send a reply, as
explained in Section 2.4.6.

$ PRINT/COPIES=2/QUEUE=LQ_PRINT REPORT.OUT/FORM=LETTER
Job REPORT (queue LQAl, entry 401) pending
$ REQUEST/REPLY/TO=PRINTER -

_$ "Have queued job 401 as FORM=LETTER; can you print it?"
30PCOM-S-OPRNOTIF, operator notified, waiting...10:42:16.10
$0PCOM-S-OPREPLY, AFTER 11:00
19-APR-1993 10:25:32.40, request 3 completed by operator OPAQ

2.4.6 Replying to Operator Requests
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In sites where operators are assigned to assist users by mounting volumes
and changing printer stock, operators can reply to user requests using REPLY
commands. Operators can use the following qualifiers:

Qualifier Description

/ABORT=id-number Replies to the request specified by the identification number and
cancels the request.

/PENDING Replies to the request specified by the identification number
and prevents the user from entering other commands until the
operator fulfills or aborts the request. The current terminal must
be enabled as an operator terminal.

/STATUS Reports which classes are enabled, and all outstanding user
requests for the terminal from which this command was entered.
The current terminal must be enabled as an operator terminal.

[TO=id-number Replies to the request specified by the identification number and
completes the request. The current terminal must be enabled as
an operator terminal.

Note that you can also use a variation of the REPLY/TQO
command in response to a MOUNT/ASSIST and BACKUP
/ASSIST commands. For more information, see Section 8.5 and
Section 10.9.1.

An operator working with magnetic tapes would also use additional REPLY
qualifiers specific to magnetic tape operations. For more information, see
Section 8.8.2.4. For detailed information on the REPLY command and its
qualifiers, see the OpenVMS DCL Dictionary.
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Example

In the following example, the REPLY/TO command replies to operator request
number 5, issued by user ROBINSON. The MOUNT device is switched to DUA4,
and the user is notified.

33333%%%%% OPCOM, 19-APR-1993 10:20:50.39 %%3%%3333%%%
request 5 from user ROBINSON
Please mount volume GRAPHIC FILES in device _DUAll:
Shelf 4 - slot B

$ REPLY/TO=5 "SUBSTITUTE DUA4"

2.5 Using VMSKITBLD.COM to Modify a System Disk

The command procedure. SYS§UPDATE:VMSKITBLD.COM allows you to
duplicate system files from an existing system disk on another disk. The
procedure gives you the following options:

Option Description For More Information

BUILD Builds a new common system disk after Section 2.5.1
destroying all existing files on the disk.

COPY Copies the operating system files to an existing Section 2.5.2
disk without destroying nonsystem files that are
currently on the disk.

ADD Adds a new system root directory to an existing Section 2.5.3
system disk.

VMSKITBLD uses ‘two disks:

Disk Description
Source disk The disk from which you copy system files. The source disk must be an
existing system disk.
Target disk The disk to which you move the system files.
Caution

Do not attempt to use VMSKITBLD with the current system disk as
the target disk. VMSKITBLD.COM deletes files that are required for a
running system.

2.5.1 Using VMSKITBLD.COM to Build a New System Disk

At some point, you might want to create a new system disk. For example, suppose
that your existing system disk is an RA81 disk. If you purchase a larger RA90
disk and want to use it as your system disk, you could use the VMSKITBLD
BUILD option to build a new system disk on the RA90 disk.

The existing system disk is the source disk. The new disk is the target disk.

Caution

The VMSKITBLD BUILD option initializes the target disk, deleting all
of its previous contents. For information on copying files to an existing
system disk without destroying files, see Section 2.5.2.
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If you want to build your operating system on another disk and you are not
concerned about losing the current contents of the target disk, use the BUILD
option as described in the following procedure.

How to Perform This Task

1. If the source disk is not the current booted system disk, boot the operating
system from the source disk.

2. Log in to the SYSTEM account.

Make sure the disk is spun up and on line. If you are using a removable disk,
you must also place the disk into the appropriate drive.

4. Enter the following command to invoke VMSKITBLD:
$ @SYSS$UPDATE:VMSKITBLD
VMSKITBLD prompts you to choose one of the following options:
* Operation [BUILD,ADD,COPY]}?

5. Enter BUILD and press the Return key.

VMSKITBLD displays messages that either prompt you for information
needed to complete the operation or inform you of the procedure’s status.

a. In response to the following prompt, enter the name of the source disk:
* Enter mounted SOURCE disk name (ddcu:):

b. In response to the following prompt, enter the top-level system directory
for the source disk:

* Enter SOURCE disk top level system directory [default = SYSO]:
In most cases, you can choose the default value [SYSO].

c. In response to the following prompt, enter the name of the target disk:
* Enter TARGET disk name (ddcu:):

d. In response to the following prompt, enter the volume label of the target
disk:

* Enter the TARGET disk’s label [default = VAXVMSRL5]:

e. In response to the following prompt, enter the top-level system directory:
* Enter TARGET disk top level system directory [default = SYSO0}:
In most cases, you can choose the default value [SYSO0].

f. The procedure displays the following message to warn you that the target
disk will be initialized and to allow you to stop the procedure:

The target disk will be initialized.
* Target disk, _DUAQ:, ready to be initialized? (Y/N): Y
Make sure it is safe to destroy the contents of the target disk, and enter Y
to continue.

When the system displays the dollar sign ($) prompt, the system disk is
built. VMSKITBLD automatically dismounts the target disk. At this point,
the target disk contains all the operating system files required for a complete
system.
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6. Complete the system disk by creating a rights database and network proxy
database and configuring the system with appropriate system parameters.
For instructions, see Section 2.5.1.1.

7. To use the new system disk, reboot the system with the new system disk.

Example

The following example runs VMSKITBLD.COM to build a new system disk. It
copies the files on the current system disk to create a new system disk on the
DUAO: disk.

* Enter mounted SOURCE disk name (ddcu:): SYS$SYSDEVICE:
* Enter SOURCE disk top level system directory [default = SYSO]: |Return]
* Enter TARGET disk name (ddcu:): DUAQ: |Return]
* Enter the TARGET disk’s label [default = VAXVMSRL5]: |Retum
* Enter TARGET disk top level system directory [default = SYSO]: [Retum]
The target disk will be initialized.
Target disk, DUAQ:, ready to be initialized? (Y/N): Y
Target disk, DUAO:, has been initialized.
$MOUNT-I-MOUNTED, VAXVMSRL5 mounted on DUAO:
Creating system specific directories -..
Creating cluster common directories ...
Creating SYSGEN files ...
$SYSGEN-I-CREATED, DUA0:<SYS0.SYSEXE>SWAPFILE.SYS;l created
$SYSGEN-I-CREATED, DUA0:<SYS0.SYSEXE>PAGEFILE.SYS;1 created
%SYSGEN-I-CREATED, :DUAO:<SYSO.SYSEXE>SYSDUMP.DMP;1 created
Copying files from source disk ...
Copying DECwindows file from source disk ...
Writing a boot block ...
System disk complete.

*

$

2.5.1.1 Completing a System Disk Built with VMSKITBLD.COM
After you create a new system disk using the VMSKITBLD BUILD option, use
the following procedure to complete the new system disk:

1. Boot the new system disk using a conversational boot. For instructions, see
one of the following manuals:

— On VAX systems, see the upgrade and installation supplement for your
computer.

— On AXP systems, see the OpenVMS AXP Upgrade and Installation
Manual.

2. When the SYSBOOT> prompt appears, enter the USE DEFAULT command
to boot with default values for all system parameters.

3. Enter the CONTINUE command to continue booting.

4. After the system boots, log in to the SYSTEM account. The password for
the system account will be the default password, MANAGER. Make sure you
change this password.

5. Use the Authorize utility to create a rights database and a network proxy
database. For more information, see the Security Guide.

6. Run AUTOGEN from the SAVPARAMS phase to set appropriate values for
system parameters. Be sure to specify the CHECK_FEEDBACK option. See
Section 14.5 and the AUTOGEN section of the OpenVMS System Management
Utilities Reference Manual for detailed information on running AUTOGEN.

To reboot from the former system disk, specify REBOOT as the end phase
when invoking AUTOGEN.
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To reboot the system from the new system disk, specify SHUTDOWN as the
end phase and reboot manually, specifying the new system disk.

Example

SYSBOOT> USE DEFAULT
SYSBOOT> CONTINUE

$ SET DEFAULT SYS$COMMON:[SYSEXE]

$ RUN AUTHORIZE

UAF> CREATE/RIGHTS

UAF> CREATE/PROXY

UAF> EXIT ‘

$ @SYSSUPDATE:AUTOGEN SAVPARAMS REBOOT CHECK FEEDBACK

2.5.2 Using VMSKITBLD.COM to Copy System Files to an Existing Disk
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You can use VMSKITBLD to copy the operating system files to a target disk
without deleting the files already existing on the target disk. For example, if you
accidentally delete a large number of system files from a system disk, you can use
VMSKITBLD to copy the system files from another system disk.

To do this, the operating system must be running and the source disk that you
intend to copy from must be mounted.

When you use the COPY option of VMSKITBLD.COM, the user-modified files
(including SYSUAF.DAT and site-specific command files) are not copied from
the source disk; VMSKITBLD uses the unaltered TEMPLATE versions of

these files. In addition, the procedure does not create the system-specific files
SWAPFILE.SYS, PAGEFILE.SYS, or SYSDUMP.DMP.

Before VMSKITBLD copies each new system file, it deletes the older version of
the file from the target disk.

How to Perform This Task

1. Log in to the SYSTEM account.

2. Place the target disk into the appropriate drive.

3. Note the device name of the target disk.

4. Enter the following command to invoke VMSKITBLD:
$ @SYSSUPDATE: VMSKITBLD '
VMSKITBLD prompts you to choose one of the following options:
Operation [BUILD,ADD,COPY]?

5. Enter COPY and press the Return key.

VMSKITBLD displays messages that either prompt you for information
needed to complete the copy operation or inform you of the procedure’s
status.

a. In response to the following prompt, enter the name of the source disk.

* Enter mounted SOURCE disk name (ddcu:):
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b. In response to the following prompt, enter the top-level system directory
for the source disk:

* Enter SOURCE disk top level system directory [default = SYS0]:
In most cases, you can choose the default value [SYS0].
c. In response to the following prompt, enter the name of the target disk:
* Enter TARGET disk name (ddcu:):
d. In response to the following prompt, enter the top-level system directory:
* Enter TARGET disk top level system directory [default = SY¥S0]:

In most cases, you can choose the default value [SYSO0].

When the system displays the dollar sign ($) prompt, the files have been
copied and the system disk is complete. VMSKITBLD automatically
dismounts the target disk.

Example

* Enter mounted SOURCE disk name (ddcu:): SYS$SYSDEVICE:
* Enter SOURCE top level system directory [default = SYSO0]: |Retum]
* Enter TARGET disk name (ddcu:): DUAQ: [Retum]
* Enter TARGET disk top level system directory {[default = SYS0]: |Retumn]
¥DCL-I-ALLOC, DUAO: allocated
%MOUNT-I-MOUNTED, VAXVMSRL5 mounted on DUA(:
Copying files from source disk ...
Copying DECwindows files from source disk ...
Writing a boot block ...
System disk complete.

2.5.3 Using VMSKITBLD.COM to Add an Alternate System Root Directory

Use the ADD option to create an alternate system root directory on a target
system disk. You might use this option to create a test environment. For
example, if you want to test software on the operating system without interfering
with the current version of the system, you can create an alternate system root
directory and create a boot command procedure to select that version for testing
sessions.

The system disk that you are adding to cannot be in use.

Note

Do not use the ADD option to create a system root to add a new system to
a VMScluster environment. Instead, use the SYS$MANAGER:CLUSTER_
CONFIG.COM procedure.

The ADD option creates only new specific root directories. The current common
directory is linked to the new root.

How to Perform This Task
1. Log in to the SYSTEM account.

2. Check the number of free blocks on the system disk to make sure you have
adequate space for the new files, including SWAPFILE.SYS, PAGEFILE.SYS,
and SYSDUMP.DMP. The sizes of these files are determined by the type of
computer you use. For information on calculating size for page, swap, and
dump files, see Section 15.4.

2-27



Using OpenVMS System Management Utilities and Tools
2.5 Using VMSKITBLD.COM to Modify a System Disk

2-28

3. Make sure the target system disk (your backup copy) is dismounted and on
line.

4. Enter the following command to invoke VMSKITBLD:
$ @SYSSUPDATE:VMSKITBLD
VMSKITBLD prompts you to choose one of the following options:
Operation [BUILD,ADD,COPY]?

5. Enter ADD and press the Retﬁrn key.

VMSKITBLD displays messages that either prompt you for information
needed to complete the operation or inform you of the procedure’s status.

a. In response to the following prompt, enter SYS$SYSDEVICE and press
Return:

* Enter mounted SOURCE disk name (ddcu:):

b. In response to the following prompt, press Return to choose the default:
* Enter SOURCE disk top level system directory [default = SYS0]:

c¢. In response to the following prompt, enter the name of the target disk:
* Enter TARGET disk name (ddcu:):

d. In response to the following prompt, enter the new root directory
specification.

* Enter TARGET disk top level system directory [default = SYS0}:

Note

Do not specify directories SYSE or SYSF. SYSE is reserved for storing
standalone BACKUP. SYSF is reserved for Digital use.

When the system displays the dollar sign ($) prompt, the target system
directory contains the new system root directory. VMSKITBLD automatically
dismounts the target disk.

6. Configure the new system root by booting the target disk and running
AUTOGEN. For instructions, see Section 2.5.3.1.

Example

The following example adds an alternate system root directory named SYSA on
the target disk SHEMP$DUAS:

Enter mounted SOURCE disk name (ddcu:): SYS$SYSDEVICE:
Enter SOURCE top level system directory [default = SYS0]:/RETURN]
Enter TARGET disk name (ddcu:): SHEMP$DUAS: [RETURN]
Enter TARGET disk top level system directory [default = SYS0}: SYSA |RETURN]
%DCL-I-ALLOC, _SHEMP$DUAS: allocated
$MOUNT-I-MOUNTED, VAXVMSRL5 mounted on _SHEMP$DUA5:

Creating system specific directories ...

Creating SYSGEN files ...
3SYSGEN-I-CREATED, _SHEMPSDUAS:<SYSA.SYSEXE>SWAPFILE.SYS;1 created
%$SYSGEN~I-CREATED, _SHEMP$DUA5:<SYSA.SYSEXE>PAGEFILE.SYS;1 created
%SYSGEN-I-CREATED, _SHEMP$DUAS5:<SYSA.SYSEXE>SYSDUMP.DMP;1 created
System disk complete.

L
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2.5.3.1 Configuring a System Root Added with VMSKITBLD
After you use VMSKITBLD to add an alternate system root directory to a system
disk, you must configure system parameters for the new root. Perform the
following steps:

1.

Shut down the system and halt your computer. For instructions on shutting
down your system, see Section 4.8.1.

2. Perform a conversational boot, as described in one of the following manuals:
— On VAX systems, see the upgrade and installation supplement for your
computer.
— On AXP systems, see the OpenVMS AXP Upgrade and Installation
Manual.
3. When the conversational boot prompt (SYSBOOT>) appears, enter the
following commands:
SYSBOOT> USE DEFAULT
SYSBOOT> CONTINUE
4. After the system boots, log in to the SYSTEM account and execute AUTOGEN
from the SAVPARAMS phase to set appropriate values for system parameters.
To reboot from the former root, specify REBOOT as the end phase when
invoking AUTOGEN.
To reboot from the new root directory, specify SHUTDOWN as the AUTOGEN
end phase, and reboot manually. :
See Section 14.5 and the OpenVMS System Management Utilities Reference
Manual (AUTOGEN) for detailed information on AUTOGEN.
Example

SYSBOOT> USE DEFAULT
SYSBOOT> CONTINUE

$ @SYSSUPDATE:AUTOGEN SAVPARAMS REBOOT CHECK FEEDBACK
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Installing, Upgrading, and Updating Software

This chapter describes the concepts related to installing, upgrading, and updating
operating system software. This chapter also explains the steps for using the
VMSINSTAL command procedure, which you use to:

* Update and upgrade the operating system software
* Install and update layered-product software

Refer to the Upgrade and Installation Manual for instructions for installing,
upgrading, or updating a particular software product.

Information Provided in This Chapter
This chapter describes the following tasks:

Task Section
Preparing to use the installation command procedure Section 3.3.1
Running the software installation command procedure Section 3.4
Selecting a product list Section 3.4.1
Selecting the source Section 3.4.2
Selecting options Section 3.4.3
Selecting the destination Section 3.4.4
Specifying backup qualifiers Section 3.4.5
Completing the installation Section 3.4.6
Recovering from a system failure Section 3.6

This chapter explains the following concepts:

Concept Section
What happens during an installation Section 3.1.1
What happens during an upgrade Section 3.1.2
What happens during an update Section 3.1.3
How the software installation command procedure works Section 3.2
What software installation command procedure options do Section 3.5

3.1 Understanding Installation, Upgrade, and Update Procedures

The following table outlines the differences between installation, upgrade, and
update procedures.
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Procedure Description

New Used to install the operating system for the first time.

installation +TOn VAX systems, used to run the operating system as a C2 class
system.

Upgrade Used to make major changes to an existing version of the operating
system.

Update Used to make minor fixes to an existing version of the operating
system.

TVAX specific

The Upgrade and Installation Manual contains instructions for performing a new
installation and an upgrade procedure.

The following sections explain what happens during installation, upgrade, and
update procedures for the operating system software.

3.1.1 What Happens During an Installation

When you install the operating system, the installation procedure does the
following:

Initializes the system disk, erasing its contents
Creates a system directory structure on the new system disk

Transfers system files from the distribution media to the new system disk

Caution

The installation procedure initializes the target disk, erasing its contents.
For this reason, use the installation procedure only on new computers or

if you are sure you want to replace the entire contents of the target disk

with new system files.

You use the installation procedure under the following conditions:

If your computer is new; that is, if it has never had any version of the
operating system running on it.

If your computer is running a version of the OpenVMS operating system and
you are sure you are willing to destroy the entire contents of the system disk,
including both system and user files.

If you are running the operating system, but are not able to perform an
upgrade. For example, if you do not have a standard version of the OpenVMS
operating system on your system disk, the upgrade procedure might not work
correctly.

On VAX systems, if you want to run the operating system in a C2 security
environment. ¢

To install the operating system, follow the installation procedure in the current
Upgrade and Installation Manual.
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3.1.2 What Happens During an Upgrade

When you upgrade the operating system, the upgrade procedure does the
following:

* Makes room for the upgrade by purging and deleting most system files but
leaves some system files and all user files intact. The upgrade also leaves
most layered products intact. In most cases, you do not need to reinstall
layered products after you upgrade.

* Transfers the system files from the distribution media to the system disk.
* Merges old system libraries with new libraries.
* Cleans up files and structures used only during the upgrade.

In most cases, if you are already running a standard version of the operating
system, you can use the upgrade procedure to obtain a higher version. The
upgrade procedure does not initialize the system disk.

Caution

The upgrade procedure does not work correctly if you have changed the
names of system directories on your system disk. Restore the names of
the original system directories on the system disk before attempting an
upgrade. (Check the VMSKITBLD.DAT file in SYS$UPDATE for original
system directory names.)

To perform an upgrade, see the current version of the Upgrade and Installation
Manual for a step-by-step description of the upgrade procedure.

3.1.3 What Happens During an Update

>

An update procedure, which is similar to the installation of a layered product,
makes minor fixes to the operating system. When you update the operating
system, the update procedure replaces some system files.

On VAX systems, the update procedure also applies patches to some of the system
files. o

You perform one type of update after installing or upgrading software. This
update is referred to as a mandatory update. The directions for an installation
or an upgrade indicate when to perform a mandatory update.

Some releases of the operating system are applied with an update procedure.
These releases are called maintenance releases. Instructions for applying the
update are separate from the cover letter; the update procedure has its own order
number. :

Caution

The update procedure does not work correctly if you have changed
the names of system directories on your system disk. Restore the
names of system directories before attempting an update. (Check the
VMSKITBLD.DAT file in SYS$UPDATE for original system directory
names.)
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3.2 Understanding the Software Installation Command Procedure
(VMSINSTAL.COM)

To install and upgrade most software products, you use the command procedure
SYS$UPDATE:VMSINSTAL.COM. You also use VMSINSTAL.COM to upgrade
your system to the most recent version of the operating system and for any
subsequent maintenance updates. After software is installed, it is available every
time the system starts up.

The following sections describe tasks related to using VMSINSTAL.COM:

Task Section
How to prepare your system for running VMSINSTAL.COM Section 3.3.1
How to register and load licenses Section 3.3.2
How to run VMSINSTAL.COM Section 3.4
How to select appropriate VMSINSTAL.COM options Section 3.5
What to do if the system fails while you are running Section 3.6
VMSINSTAL.COM

Note

The following sections do not describe specific VMSINSTAL.COM
procedures. The examples used are for illustration only. For details of a
particular product, refer to the installation documentation for the specific
product or update.

3.3 Preparing Your System for Installing Layered Products

This section provides guidelines for preparing your system for using
VMSINSTAL.COM. Each software product that you install might not require
you to follow all of the guidelines listed in this section. Refer to the installation
documentation of each product to determine which of the following you need to
follow.

3.3.1 Preparing to Use VMSINSTAL.COM

Before you use VMSINSTAL.COM, you need to do the following (not necessarily
in the order listed): , ‘

* Back up your system disk, as described in Section 10.17. Use the backup copy
as a working copy for the installation.

VMSINSTAL.COM might delete the older version of the product before

it installs the newer version. If the system fails during installation, you
might have to make a new working copy of the system disk and restart the
installation.

¢ Login to the SYSTEM account at the console terminal.

* Be sure all users have logged out and all batch jobs have completed by using,
respectively, the SHOW USERS and SHOW SYSTEM/BATCH commands.
Keep users off the system until VMSINSTAL.COM completes by using the
following command:
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$ SET LOGINS/INTERACTIVE=0

¢ Shut down DECnet for OpenVMS. (Section 20.4.4 contains instructions for
doing this.)

* Check system parameters. (GBLPAGES, GBLSECTIONS and NPAGEDYN
often need to be adjusted.) Read the documentation supplied with each
layered product to be installed, and find out if the product has any specific
resource requirements.

If you need to change parameter values, increment the values by adding
ADD_ parameter-name symbols to MODPARAMS.DAT. (See Section 14.5.1.1.)

Use AUTOGEN with feedback to properly size the system resources. (See
Section 14.4.1.)

e Make sure the limits in the SYSTEM account authorization record are equal
to or greater than the recommended limits.

To check these limits, run the Authorize utility (AUTHORIZE) to display the
current limits of the SYSTEM account’s user authorization file.

To run AUTHORIZE, enter the following commands:

§ SET DEFAULT SYS$SYSTEM
$ RUN AUTHORIZE

At the UAF prompt (UAF>), enter the following command:
UAF> SHOW SYSTEM
See Section 6.1.2 for details.

* If necessary, use the Authorize utility to modify the SYSTEM account limits.
Changes you make do not take effect until you log out and log in again.

For example, to increase the DIOLM limit to 18, enter the following command:
UAF> MODIFY SYSTEM/DIOLM=18
See Section 6.1.2 for details.

* Physically mount the first distribution media that contains the software
product. See Section 8.5 for details.

* Register and load licenses, as explained in the next section.

3.3.2 Registering and Loading Licenses

A license refers to the authorization you have to use a product. The License
Management Facility (LMF) lets you register, manage, and track software
licenses on line.

A Product Authorization Key (PAK) contains information that is provided for
many Digital products. The data provided in the PAK allows you to register a
software license in the license database on a system.

You need to register and load your operating system license before you start the
installation, as explained in the following steps:

1. Log in to the system manager’s account, SYSTEM.
2. Register the license in one of two ways:

e Invoke the SYS§UPDATE:VMSLICENSE.COM procedure. When it
prompts you for information, respond with data from your License
Product Authorization Key (PAK).
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e At the DCL prompt, enter the LICENSE REGISTER command with the
appropriate qualifiers that correspond to License PAK information.

3. Use one of two methods to load a license:

* The License Management facility (LMF) loads the PAK only on the local
node.

* The System Management utility (SYSMAN) allows you to load the PAK
throughout an entire cluster. (SYSMAN commands are a subset of LMF
commands.)

You need to install a license only on the local node before you use
VMSINSTAL.COM.

For more information about loading licenses, see the OpenVMS License
Management Utility Manual.

3.4 Running the Software Installation Command Procedure
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At the beginning of the software installation command procedure,
VMSINSTAL.COM, several prompts and messages direct and explain the
installation. These prompts and messages differ, depending on the software
product that you are installing.

Before you begin, make sure that you read the installation instructions for the
specific product or update. If you need assistance during an installation, enter a
question mark (?) for an explanation of possible responses.

When you start VMSINSTAL.COM, the procedure asks if you are satisfied with
the backup of your system disk. If you have a recent backup of your system
disk, continue; otherwise, back up your system disk before continuing with the
installation.

If you do not satisfy all conditions required to start VMSINSTAL.COM, the
procedure displays a warning message explaining the problem and asks you
if you want to continue. Digital strongly recommends that you satisfy these
conditions before you try to start VMSINSTAL.COM again.

Caution

If you continue without making the required corrections, Digital cannot
guarantee that the installation will be supported.

How to Perform This Task
Enter a command in the following format:

@SYS$UPDATE:VMSINSTAL product-list source; [OPTIONS option-list] [destination] [qualifiers]

Example
$ @SYS$UPDATE:VMSINSTAL CALENDAR020 MUAQ:

The command in this example installs the product CALENDAR, from save sets
named CALENDARO020, on a magnetic tape on the MUAO: drive. (This command
shows the simplest case, in which you use no options or qualifiers.)
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The following sections explain these parameters in the VMSINSTAL.COM
command line:

Parameter For More Information
Product list Section 3.4.1
Source Section 3.4.2
Options Section 3.4.3
Destination Section 3.4.4
Backup qualifiers Section 3.4.5

Section 3.4.6 explains how to complete an installation.

3.4.1 Selecting a Product List

Products are stored in a save set, which is a specially formatted file that contains
a group of files. Installation and upgrade procedures move the files from the save
set to your system disk.

The product-list parameter lists the products that you want to install. You can
use this parameter when you install layered products or update the operating
system. (When you perform an upgrade procedure, you can list only one product,
VMSnnn.)

If you use a wildcard character (*), all versions and updates of all products from
the distribution media will be installed in alphabetical order.

Note

Do not use the wildcard character if you are installing layered products
and updating the operating system at the same time. In this case,
you need to update the system first. If you use the wildeard character,
VMSINSTAL sorts the product list in alphabetical order; the operating
system would probably not be installed first.

If you want to specify more than one item in the product-list parameter, separate
the items using commas and no intervening spaces. Specify the product list in
the following format:

facvvu

Table 3—1 explains the format of facvvu. Using this format, you can install a
specific version and update of a product from distribution media containing
several versions and updates. If you do not include a version and update number,
all versions and updates to the specified product from the source are installed in
alphabetical order.

Table 3-1 Format of facvvu Save-Set File Name

fac The product name code (1 to 36 alphanumeric characters)
Vv The major version number (2 digits)
u The update number (1 digit)

If you are installing from a distribution kit, the list of products on your
distribution media is included with the bill of materials for the distribution
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kit. If the list is not available, you can obtain one by using the DIRECTORY

‘command; the distribution media then finds and displays the products that are

included.

How to Perform This Task
To obtain the product list, enter commands in the following format:

MOUNT/OVERRIDE=ID device:
DIRECTORY device:[0,0]

Device is the drive that holds the distribution media.

If you are installing from a disk directory, obtain the product list by entering the
DIRECTORY command, specifying the disk directory in the following format:

DIRECTORY node::device:[directory]
Examples

1. $ MOUNT/OVERRIDE=ID MUAO:
¥MOUNT-I-MOUNTED, VMS060 mounted on _MUA(:
$ DIRECTORY MUAO:[0,0]

The DIRECTORY command in this example directs the distribution media to
find the products included on the MUAO: drive; for example:

Directory MUA0:{000,000]

000000.DIR;1 BACKUP.SYS; 1 BADBLK.SYS; 1 BADLOG.SYS; 1
BITMAP.SYS;1 CONTIN.SYS;1 CORIMG.SYS;1 DECW060.C;1
DECW060.D;1 DECWO060.E;1 DECW060.F;1 INDEXF.SYS;1
ISL SCRIPT.ESS;1  SECURITY.SYS;1 SYS0.DIR;1 VMS060.A;1
VMS060.B8;1 VMS060.C;1 VMS060.D;1 VMS060.E;1
VMS060.F;1 VOLSET.SYS;1

Total of 22 files.

2. $ DIRECTORY BRAVO::DUAl:[0,0}

The DIRECTORY command in this example directs the distribution media to
find the products on the node BRAVO, which is on the DUAL: device.

Note

If you want to access a remote node, you must have read and execute
access (R,E) to the directory.

3.4.2 Selecting the Source

The source parameter identifies the source of the optional software product as one
of the following:

* A drive that holds the distribution media; for example, a TK50 drive
designated as the MUAO: drive.

* A disk directory to which the product save set has been transferred from the
distribution media for later installation.

You specify a disk directory as the source when you select the Get Save Set
option. For more information about this option, see Section 3.5.3.

¢ A disk directory on another node.
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You can also use a logical name to specify the source. If you do not specify the
source, VMSINSTAL.COM asks you for it, as follows:

* Where will the distribution volumes be mounted:

3.4.3 Selecting Options

The VMSINSTAL.COM command procedure permits the use of six options.
Table 3-2 briefly describes each option. Section 3.5 contains a detailed description
of each option.

Table 3-2 VMSINSTAL.COM Options

Letter .

Choice  Option Description

Al Autoanswer Makes it easier to reinstall a product after an upgrade by
providing responses to the questions and prompts during
the reinstallation

AWD= Alternate Lets you specify an alternate working device for the

Working Device  temporary working directory

G! Get Save Set Saves you time by allowing you to store product save sets
temporarily on a magnetic tape or in a disk directory

L File Log Logs all file activity to the terminal during installation

N Release Notes Displays or prints the online release notes file supplied by
the layered product

R Alternate Root Lets you install the product on a system disk other than

that of the running system

1Used only when installing layered products.

You specify each option by entering the appropriate option letter after the
keyword OPTIONS in the command that starts VMSINSTAL.COM. The
OPTIONS keyword is optional. However, if you have an option list, you must
enter OPTIONS before it. If you enter an option list without the OPTIONS
keyword, VMSINSTAL.COM displays an informational error message and the
installation ends. (The option-list parameter lists the options requested.)

How to Perform This Task

To specify each option:

1. Invoke the VMSINSTAL.COM procedure, entering appropriate option letters
after the keyword OPTIONS.

, 2. Press Return.

If you specify more than one option, separate the options with commas. Do not
separate the options with spaces.

Example
$ @VMSINSTAL.COM NEWAID021 MTAO: OPTIONS A,N

3-9
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3.4.4 Selecting the Destination

The destination parameter is optional. By default, VMSINSTAL.COM
assumes that the product is to be installed in the system common directory
SYS$COMMON on the system disk. However, you must use this parameter in
the following two instances:

¢ To install the product in an alternate root. The product is installed on a
system disk other than that on which the target system is running. Specify
the alternate system root in the following format:

device:[SYSn.]

where:

device The device on which the alternate root resides
SYSn. The top-level directory of the alternate system root

You can also specify a previously defined logical name for the alternate root.

¢ To copy the product kit save sets into a storage directory for later installation.
For more information on the Get Save Set option, see Section 3.5.3.

Specify the destination directory in the following format:

device:[directory]

where:
device The destination disk device
directory Usually a directory dedicated to product save sets on the specified disk

3.4.5 Specifying Backup Qualifiers
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The VMSINSTAL.COM command procedure includes a BACKUP command that
copies the save sets to the destination directory. You can specify qualifiers with
the Get Save Set option to qualify the BACKUP command further.

The following example includes the Get Save Set option and BACKUP qualifiers:

$ @SYSSUPDATE:VMSINSTAL TEST042 DUAQ:[KITS] OPTIONS G DUBO:[KITS] -
_$ "VERIFY/LOG/CONFIRM"

Following are explanations of the qualifiers shown in the example:

Qualifier Explanation

/VERIFY Specifies that the contents of the output specifier be compared with the
contents of the input specifier after a save, restore, or copy operation
is completed. If a file does not compare successfully, an error message
reporting this fact is displayed.

/LOG Causes the file specification of each file processed to be displayed at the
terminal during the operation. The default is /NOLOG.
/CONFIRM Displays a prompt on your terminal before each file is processed. To

process the file, you must reply by entering Y or YES and pressing
the Return key. The system interprets any other response, including
simply pressing the Return key, as NO.

The qualifiers must be enclosed in quotation marks because they are passed as a
parameter of the Get Save Set option (G). VMSINSTAL passes the parameter to
the BACKUP command within VMSINSTAL.
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See the OpenVMS System Management Utilities Reference Manual for more
information about the BACKUP command and its qualifiers.

3.4.6 Completing the Installation

When the installation is complete, VMSINSTAL.COM does one of the following,
depending on the requirements of the product you have installed:

* Performs an automatic shutdown of the system; you might be instructed to
reboot manually.

¢ Returns you to the system prompt.

When the product is installed, back up the updated system disk. For instructions,
see Section 10.17.

3.5 Understanding Software Installation Command Procedure
Options

When you use VMSINSTAL.COM, the software installation command procedure
asks if you want to select up to six possible options, which Section 3.4.3 describes
briefly. The following sections describe the VMSINSTAL.COM options in detail.

3.5.1 Using the Autoanswer Option (A) (Layered Products Only)

The Autoanswer option makes it easier to reinstall a product by providing
responses to VMSINSTAL.COM questions and prompts during the reinstallation.
You use the Autoanswer option most often to reinstall products after an upgrade.

If you specify the Autoanswer option when you install a product initially, an
answer file is created in the form product.ANS in the SYS$UPDATE directory,
where product is the product name parameter that you provide when you start
VMSINSTAL.COM.

The answer file contains a record of your responses to questions and prompts
from VMSINSTAL.COM. For example, if you install the product NEWAID010
with the Autoanswer option, VMSINSTAL.COM creates an answer file called
NEWAIDO010.ANS.

When you reinstall the product and specify the Autoanswer option (typically
after upgrading your operating system), VMSINSTAL.COM reads the answer file
instead of asking you questions.

If you want to create a new answer file when you reinstall a product, you must
first delete the existing answer file.

Example

Following is a sample answer file, NEW$PRODUCT010.ANS, for a product called
NEW$PRODUCT V1.0:

TYP SYS$SCOMMON: [ SYSUPD]NEWSPRODUCT010.ANS;1

Do you want to install the entire kit [Y]? \

Are these selections correct [Y]? \

Does this product have an authorization key registered and loaded? \Y
Will you allow a system shutdown after this product is installed [YES]? \
How many minutes for system shutdown [0]: \

Do you want to do an automatic system reboot [YES]? \

Ly Kk ok k¥
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3.5.2 Using the Alternate Working Device Option (AWD=)

Restriction

You cannot use this option to upgrade the operating system.

You can use the Alternate Working Device option to specify an alternate
working device for the temporary working directory (defined as the logical
name VMI$KWD). This option allows you to perform an installation with fewer
free blocks on the system disk than are otherwise required.

If you do not specify this option, VMSINSTAL.COM creates the temporary
working directory in the following location:

SYS$SPECIFIC:[SYSUPD.facwu]
Table 3-1 explains the format of facvvu.

How to Perform This Task
Use the following format to specify this option:

AWD=dev:[dir]

where:

dev Specifies the alternate working device

dir Specifies the directory under which the facvvu subdirectory will be created

Specifying a directory is optional. If you do not specify a directory,
VMSINSTAL.COM creates the working directory on the specified device with

the following directory specification: [000000.facvvu]. If you specify a directory,
VMSINSTAL.COM creates the working directory as a subdirectory within the
directory that you specify (for example, [WORK facvvu]). If the directory that you
specify does not exist, VMSINSTAL.COM does not create it.

Example

To use the working directory [INSTALL.NEWAIDO010] on the alternate device
DUAZ2:, specify the following:

$ @SYSSUPDATE:VMSINSTAL.COM NEWAID010 CSAl: OPTIONS AWD=DUA2:[INSTALL]

3.5.3 Using the Get Save Set Option (G) (Layered Products Only)
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Note

You cannot use this option to copy operating system kits.

Installing products either from a distribution tape or from console media directly
onto your system disk is time-consuming. The Get Save Set option saves you
time by allowing you to copy product save sets and store them temporarily while
you do other work; you can then perform an update more quickly at a time that
is convenient for you.

You might consider dedicating a user disk on a node that other licensed system
users can access. You can store product save sets on this dedicated user disk to
give other licensed system users fast access to the product save-set directory.
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3.5.3.1 Storing a Product Save Set
To store a product save set on a disk directory using the Get Save Set option,
enter a command using the following syntax:
@SYS$UPDATE:VMSINSTAL.COM product-iist source OPTIONS G device:[directory]
The directory you specify must exist, and the device must be mounted.

Examples

If you specify just one option, enter the disk directory name immediately after
the OPTIONS G parameter, leaving a space between G and the disk directory.
For example, if you are storing save sets for a product named NEWAIDO010 from
the console drive into disk directory USER1:[PRODUCTS], enter the following

command:
$ @SYSSUPDATE:VMSINSTAL.COM NEWAID010 CSAl: OPTIONS G USERL:[PRODUCTS]

If you specify more than one option, place the disk directory name after the last
option, leaving a space between the last option and the disk directory name. For
example:

$ @SYSSUPDATE:VMSINSTAL.COM NEWAID010 CSAl: OPTIONS G, -
_S AWD=DUA2:[INSTALL] USERI:[PRODUCTS]

VMSINSTAL.COM creates one or more files to store the product save set in the
disk directory. The save-set file name has the following format:

facvvu.x

Table 3-1 explains the format of facvvu. The format of the file type (x) is as
follows:

x A literal file type that is used to identify save-set files, where A is the first save
set, B the second, and so forth

Note

Valid file types for save-set files include the literal range A through Z and
the numeric range VMI_0027 through VMI_9999.

3.5.3.2 Installing a Product

Suppose you are storing Update 1 to Version 2.0 of the product NEWAID, and
this product requires four save sets. VMSINSTAL.COM creates the following four
files:

NEWAIDO21.A
NEWAIDO021.B
NEWAIDO021.C
NEWAIDO021.D

To install the product on your system, enter a command in the following format:
@SYSSUPDATE:VMSINSTAL product-list device:[directory]

Example
For the product NEWAIDO10, enter this command:

$ @SYSSUPDATE:VMSINSTAL NEWAID010 USER1:[PRODUCTS]
VMSINSTAL.COM installs the NEWAID product on your system disk.
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3.5.4 Using the File Log Option (L)

The File Log option logs all file activity to the terminal during installation. File
activity is defined as any action that alters the disposition of a file, such as
creating a new file, updating a library, or deleting a file.

3.5.5 Using the Release Notes Option (N)
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Use the Release Notes option to display or print the online release notes file
supplied by a layered product and by the update procedure.

Note

Not all layered products provide online release notes.

The release notes file receives the file name facvvu.release_notes, where facvvu
represents the product name code, version, and update numbers (see Table 3-1);
for example, NEWAID010.RELEASE_NOTES.

How to Perform This Task

If release notes are available and you specify option N, VMSINSTAL.COM asks
you the following questions. (The default answers are indicated in brackets.)

Release notes included with this kit are always copied to SYS$HELP.

Additional Release Notes Options:
1. Display release notes
2. Print release notes
3. Both 1 and 2
4. None of the above.
O *Select option [2]:
@ *Queue name [SYS$PRINT]:

© *Do you want to continue the installation [NJ:

Following are explanations that correspond to the numbered entries in the
example.

@ This prompt allows you to choose options 1 through 4.

@ This prompt is displayed only if you select option 2 or option 3. If you enter
the name of a print queue, the system displays a message saying that the
release notes have been queued successfully to the printer. If you do not
specify a print queue, the release notes are sent to SYS$PRINT by default.

© This prompt allows you either to continue or to end the installation. The
default is to end the installation.

If the product does not supply release notes, VMSINSTAL.COM diSplays
two error messages. It also asks whether you want to continue or to end the
installation, as follows:

$VMSINSTAL.COM~-W-NOFILE, New File facvvu.RELEASE_NOTES does not exist.
$VMSINSTAL.COM-W-NORELNOTE, unable to locate release notes.

*Do you want to continue the installation [N]:

To continue the installation (whether or not release notes are available), enter
"Y (for YES) and press Return.
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3.5.6 Using the Alternate Root Option (R)

You can use the Alternate Root option to install the product on a system disk
other than that of the running system. You might use this option to test a
layered product without disturbing the running system.

The operating system in the alternate root must be complete and have the same
version or update level as the running system. All files and software products
that the product installation refers to must be present in the alternate root.

Notes

Not all optional software products allow you to install a product on an
alternate root. Consult the documentation of the specific product to
determine whether you can install the product on an alternate root.

Also, Digital does not support the installation of a product on an alternate
root on the existing system disk.

If you specify option R, the product is installed on the alternate root. However,
you cannot create accounts or request a system reboot on an alternate root.

3.6 Recovering from a System Failure

If the system fails during installation of an update or optional software product,
VMSINSTAL.COM attempts to continue the installation upon rebooting.
Depending on when the system failed, one of three conditions exists:

The system disk was not altered before the system failure. In this case,
VMSINSTAL.COM instructs you to restart the installation.

The system disk or a library used by the installation was corrupted. In this
case, VMSINSTAL.COM instructs you to restore either the system disk or the
corrupted library from the backup copy and to restart the installation.

VMSINSTAL.COM continues the installation. In this case, the procedure
performs most of the installation. In addition, VMSINSTAL.COM might tell
you that you must perform some tasks manually to complete the installation.
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Starting Up and Shutting Down the System

This chapter describes various ways to start up and shut down your system.

To initiate startup of your system, you boot it. Many systems have unique
booting commands. For detailed booting instructions for your system, see the
following manuals:

¢ On VAX systems, see the upgrade and installation supplement for your VAX
computer.

*  On AXP systems, see the Upgrade and Installation Manual.

Information Provided in This Chapter
This chapter describes the following tasks:

Task Section
Booting with modified system parameter values Section 4.2
Booting in an emergency Section 4.3
Booting with controlled startup Section 4.4
Solving booting problems Section 4.5
Writing a new boot block on the system disk Section 4.6
tReducing rebooting times on nonclustered systems Section 4.7
Performing an orderly shutdown with SHUTDOWN.COM Section 4.8.1
Performing an orderly shutdown with SYSMAN Section 4.8.4
Performing an emergency shutdown with OPCCRASH Section 4.8.5
Performing an emergency shutdown with CRASH Section 4.8.6
TVAX specific

This chapter explains the following concepts:

Concept Section

The booting and startup processes Section 4.1.1
Nonstop boot: the most common booting operation Section 4.1.2.1
Conversational boot: for special booting functions Section 4.1.2.2
System startup and STARTUP.COM Section 4.1.3
1The OpenVMS Snapshot facility Section 4.7.1
System shutdown procedures Section 4.8
The order of shutdown events Section 4.8.2
VAX specific
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4.1 Understanding Booting and System Startup

AXP

Booting is the process of loading system software from the system disk into
processor memory. When you boot your system, it automatically performs a series
of tasks to start up your system. These tasks are collectively known as system
startup.

You must have installed the operating system before you boot the system for the
first time.

Booting procedures vary for different computers. For example, computers with
console storage devices use a boot command procedure. You can copy and edit this
command procedure to specify the location of the system disk. Other computers
have an internal memory device that provides the name of the system disk.

On AXP systems, you cannot boot from a magnetic tape device. ¢

4.1.1 The Booting and Startup Processes
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Together, the booting and startup processes comprise the following steps:

1. You enter the BOOT command. The boot procedure deposits information in
the general-purpose registers.

2. The bootstrap image is loaded from read-only memory (ROM) into main
memory. The bootstrap image is a program that allows access to the system
disk. It finds SYS$SYSTEM:SYSBOOT.EXE and loads it into memory.

3. SYSBOOT.EXE loads the system parameters stored in the default parameter
file into memory. (For more information on the default parameter file and
loading of system parameters at boot time, see Section 4.2.)

If you are performing a conversational boot, the procedure stops and displays
the SYSBOOT> prompt. (For information on conversational booting, see
Section 4.1.2.2.) Otherwise, SYSBOOT.EXE loads the operating system
executive into memory and transfers control to the executive.

When the executive finishes, it executes the SWAPPER process.
The SWAPPER creates the SYSINIT process.
SYSINIT creates the STARTUP process.

STARTUP executes SYS$SYSTEM:STARTUP.COM (unless you

indicated another file using SYSMAN, SYSGEN, or conversational

boot). STARTUP.COM executes a series of other startup command
procedures, including SYSTARTUP_VMS.COM. (For more information on
STARTUP.COM, see Section 4.1.3. For more information on other startup
procedures, see Section 5.2.1.)

Noe ove

The current values of system parameters are written back to the default
parameter file.

8. The boot process finishes, and you can log in to the operating system.
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4.1.2 Types of Booting Operations

You can perform the following types of booting operations:

For More
Type Purpose Information
Nonstop boot To boot without stopping to perform special Section 4.1.2.1
operations. Use this kind of boot in most cases.
Conversational To perform special boot operations—for Section 4.1.2.2
boot example, to change system parameters before
booting.

4.1.21 Nonstop Boot: The Most Common Booting Operation
The most common boot operation is a nonstop boot from the system disk.
You perform a nonstop boot if you do not want to stop to perform special
operations—for example, to change system parameter values—before booting.

You would perform a nonstop boot after shutting down a system to perform
hardware maintenance. Or, if the system disk drive were broken and you had a
copy of the operating system on an alternate system disk, you would perform a
nonstop boot from the alternate system disk.

Follow the instructions for a nonstop boot in either of the following manuals:

* On VAX systems, see the upgrade and installation supplement for your VAX
computer.

*  On AXP systems, see the Upgrade and Installation Manual.

4.1.2.2 Conversational Boot: For Special Booting Functions
A conversational boot is used in programming research and development
environments where you must alter operating conditions for experimentation,
testing, and debugging. You use a conversational boot to perform the following
operations:

For More
Operation Information

Boot after showing or modifying individual system parameter values.!  Section 4.2.1

Boo‘f using system parameter values from an alternate parameter Section 4.2.2
file.
Boot with default values for system parameters; for example, when Section 4.3.1

modified system parameter values have caused the system to become
unbootable.!

Boot without running startup or login procedures; for example, when Section 4.3.2
modified startup or login procedures have caused the system to
become unbootable.

Boot without the user authorization file; for example, when the user  Section 4.3.3
authorization file has been modified so that you cannot log in.

Boot with an alternate site-independent startup procedure. Section 4.4.1

Boot with a minimum startup. Section 4.4.3

1In most cases, Digital recommends that you use AUTOGEN to modify system parameters. In spec1al
cases, however, you can use a conversational boot to modify a parameter value temporarily.

change a parameter value permanently, you must edit MODPARAMS.DAT and run AUTOGEN For
instructions, see Section 14.5.
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For More
Operation Information
Display startup procedure commands while booting. Section 4.4.4

To boot your system conversationally, follow the instructions for a conversational
boot in either of the following manuals:

* On VAX systems, see the upgrade and installation supplement for your VAX
computer.

* On AXP systems, see the Upgrade and Installation Manual.
4.1.3 System Startup and STARTUP.COM

Immediately after your system boots, it runs the site-independent command
procedure SYS$SYSTEM:STARTUP.COM to start up the system and control the
sequence of startup events. This section describes STARTUP.COM.

Caution

Do not modify SYS$SYSTEM:STARTUP.COM. This file is deleted and
replaced each time you upgrade your system to the next version of the
operating system. Leaving STARTUP.COM intact prevents you from
inadvertently altering any commands in the file, which in turn could
cause the startup procedure to fail.

Although you should not modify STARTUP.COM, in special cases you might need
to control site-independent startup when booting your system. For information,
see Section 4.4.

STARTUP.COM uses a series of command procedures, executable images, and
database files to perform the following startup tasks:

* Define systemwide logical names required for the symbolic debugger, language
processors, linker, image activator, and help processor.

e Start processes that control error logging, SMISERVER (the system
management server), the job controller, the operator log file, and security
auditing.

* Connect devices that are physically attached to the system by invoking the
SYCONFIG.COM procedure. Configure devices and load their I/O drivers.

* Install known images to reduce I/O overhead in activating the most commonly
run images or to identify images that must have special privileges.

STARTUP.COM executes the following site-specific startup command procedures
in this order:

SYS$MANAGER:SYCONFIG.COM
SYS$MANAGER:SYLOGICALS.COM
SYS$MANAGER:SYPAGSWPFILES.COM
SYS$MANAGER:SYSECURITY.COM
SYS$MANAGER:SYSTARTUP_VMS.COM

For information on site-specific startup command procedures, see Section 5.2.

A
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4.1.4 Messages Indicating Booting and Startup Progress

When you successfully boot a system, it displays messages similar to the
following:

1. The following message indicates that the system is executing the command
procedure SYS$SYSTEM:STARTUP.COM:

The OpenVMS system is now executing the system startup procedure.

This procedure configures and initializes the system and executes several
site-specific command procedures. For more information, see Section 4.1.3.

2. A short time later (up to a few minutes), the system displays a message
similar to the following: :

The OpenVMS system is now executing the site-specific system startup commands.

This message indicates that the system is executing SYSTARTUP_VMS.COM.
You can modify this file to perform various operations at startup time. For
more information, see Section 5.2.7.

3. Finally, the procedure displays informational messages and accounting
information. For example:
Startup processing continuing...

$SET-I-INTSET, login interactive limit=64, current interactive value = 0
19-APR-1994 15:00:00.00

SYSTEM job terminated at 19-APR-1994 15:00:00.00
Accounting information:
Buffered I/0 count: 133 Peak working set size: 401
Direct I/0 count: 12 Peak pagefile size: 2379
Page faults: 325 Mounted volumes: 0
Charged CPU time: 0 00:00:55.23 Elapsed time: 0 00:01:31.24

After the system displays this information, you can log in.

4.2 Booting with Modified System Parameter Values

Using a conversational boot, you can modify system parameter values as follows:

For More
Task Information

Boot after showing or modifying individual system parameter values  Section 4.2.1
Boot with an alternate system parameter file Section 4.2.2
Boot with default values for system parameters Section 4.3.1

Before using a conversational boot to show or modify system parameter values,
you need to be familiar with the following terms:

Term Definition

Active values System parameter values stored in memory and used by the active
system.

Current values System parameter values stored in the default parameter file.

When the system boots, it sets active values for system parameters
using the current values.
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Term Definition

TOn VAX systems, the default system parameter file is
SYS$SYSTEM:VAXVMSSYS.PAR.

#On AXP systems, the default system parameter file is
SYS$SYSTEM:ALPHAVMSSYS.PAR.

Default values System parameter values stored in the default list and used by
default.

TVAX specific

FAXP specific

For more information on system parameters, see Section 14.1.

4.2.1 Booting After Showing or Modifying Individual System Parameter Values

In a conversational boot operation, you can show and modify values for individual
parameters.! The system modifies the values both in memory and in the system
parameter file.

How to Perform This Task

1. Follow the instructions for performing a conversational boot in one of the
following manuals:

¢ On VAX systems, see the upgrade and installation supplement for your
VAX computer.

¢ On AXP systems, see the Upgrade and Installation Manual.

2. At the SYSBOOT> prompt, enter SHOW and SET commands to show and
change the value of system parameters. For example:

SYSBOOT> SET UAFALTERNATE 1

For information about SET and SHOW commands, see the OpenVMS System
Management Utilities Reference Manual (SYSGEN).

3. After you show or set the necessary parameter values, enter the CONTINUE
command to continue booting.

Example

SYSBOOT> SHOW UAFALTERNATE

Parameter Name Current Default Min. Max. Unit
Dynamic

UAFALTERNATE 0 0 0 1 Boolean

SYSBOOT> SET UAFALTERNATE 1
SYSBOOT> CONTINUE

4.2.2 Booting with an Alternate System Parameter File

In programming research and development environments where you must alter
operating conditions for experimentation, testing, and debugging, you might
want to temporarily boot your system using system parameter values stored in
a parameter file other than the default parameter file. The conversational boot
operation lets you reset active values using a different parameter file.!

! In most cases, Digital recommends that you use AUTOGEN to modify system

parameters. In special cases, however, you can use a conversational boot to modify a
parameter value temporarily. To change a parameter value permanently, you must edit
MODPARAMS.DAT and run AUTOGEN. For instructions, see Section 14.5.
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How to Perform This Task

1

Follow the instructions for performing a conversational boot in one of the
following manuals: A
e On VAX systems, see the upgrade and installation supplement for your
VAX computer. . .

* On AXP systems, see the Upgrade and Installation Manual.

2. At the SYSBOOT> prompt, enter a command in the following format:
USE file-spec
For file-spec, specify the file name and type of the alternate parameter file.
The file must be in SYS$SYSTEM. You cannot specify a device name. For
example:
SYSBOOT> USE SYS$SYSTEM:ALTPARAMS.DAT

3. Enter the CONTINUE command to continue booting.

Example

SYSBOOT> USE SYSSSYSTEM:ALTPARAMS.DAT
SYSBOOT> CONTINUE

4.3 Booting in an Emergency

If a system problem prevents your system from booting, you might need to
perform an emergency boot operation. Table 4-1 describes these emergency boot
operations.

Table 4-1 Emergency Boot Procedures

For More
Operation Use Information
Booting with default When parameter values in the Section 4.3.1
system parameters parameter file have been modified
so that the system is unbootable
Booting without startup If an error in the startup or login Section 4.3.2

and login procedures procedures prevent you from logging in

Booting without the user If you have forgotten the password and  Section 4.3.3
authorization file cannot log in to a privileged account

4.3.1 Booting with Default System Parameters

If the current values stored in the parameter file have been incorrectly modified,
these incorrect values might cause the system to become unbootable. With a
conversational boot operation, you can reset the active values for all system
parameters to the default value.l

1

In most cases, Digital recommends that you use AUTOGEN to modify system
parameters. In special cases, however, you can use a conversational boot to modify a
parameter value temporarily. To change a parameter value permanently, you must edit
MODPARAMS.DAT and run AUTOGEN. For instructions, see Section 14.5.
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How to Perform This Task

s

1. Perform a conversational boot by following the instructions in one of the
following manuals:

*  On VAX systems, see the upgrade and installation supplement for your
VAX computer.

¢  On AXP systems, see the Upgrade and Installation Manual.
2. At the SYSBOOT> prompt, enter the following command:

SYSBOOT> USE DEFAULT

This command specifies that default values should be used for all parameters.
3. Enter the following command to continue booting:

SYSBOOT> CONTINUE

4. When the system finishes booting, determine which changed parameter
caused the problem, and reset the parameter value. If you specified the value
for the parameter in the AUTOGEN parameter file MODPARAMS.DAT, fix
the value in that file and run AUTOGEN. For more information, see Section
14.5.

5. Shut down and reboot the system.

Example

SYSBOOT> USE DEFAULT
SYSBOOT> CONTINUE
Username: SYSTEM
Password:

$ EDIT SYS$SYSTEM:MODPARAMS.DAT

[Insert the following line in MODPARAMS.DAT: ]
MIN NPAGEDYN = 2999808

$ @SYSSUPDATE:AUTOGEN SAVPARAMS REBOOT

4.3.2 Booting Without Startup and Login Procedures

If the system does not complete the startup procedures or does not allow you to
log in, bypass the startup and login procedures. The startup and login procedures
provided by Digital should always work. However, if you introduce an error
when modifying the startup or login procedures, it is possible to accidentally lock
yourself out of the system.

How to Perform This Task

1. Perform a conversational boot operation by following the instructions in one
of the following manuals:

* On VAX systems, see the upgrade and installation supplement for your
VAX computer.

* On AXP systems, see the Upgrade and Installation Manual.
2. Enter the following command at the SYSBOOT> prompt:
SYSBOOT> SET/STARTUP OPAQ: .
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3. Enter the following command to continue booting:
SYSBOOT> CONTINUE

4. When the system is booted, the operator console displays the DCL command
prompt ($). You are logged in.

5. Enter the following DCL command:
$ SET NOON

This command directs the operating system to ignore any errors that might
occur. If you do not enter this command and you invoke an error, the system
will log you out.

6. Correct the error condition that caused the login failure. That is, make the
necessary repairs to the startup or login procedures, or to the UAF.

Invoke a text editor to correct the file. Note that some system consoles might
not supply a screen-mode editor. You can also copy a corrected file and delete
the incorrect version by using the RENAME and DELETE commands.

7. Invoke SYSMAN and enter the following commands to reset the startup
procedure:

$ RUN SYS$SYSTEM:SYSMAN .
SYSMAN> PARAMETERS USE CURRENT

SYSMAN> PARAMETERS SET/STARTUP SYS$SYSTEM:STARTUP.COM
SYSMAN> PARAMETERS WRITE CURRENT

SYSMAN> EXIT

$

8. Perform a normal startup by entering the following command:
$ @SYS$SYSTEM:STARTUP
Example

SYSBOOT> SET/STARTUP OPAQ:

SYSBOOT> CONTINUE

$ SET NOON

$ SET DEFAULT SYS$SYSROOT:[SYSEXE}

$ RUN SYS$SYSTEM:SYSMAN

SYSMAN> PARAMETERS USE CURRENT

SYSMAN> PARAMETERS SET/STARTUP SYS$SYSTEM:STARTUP.COM
SYSMAN> PARAMETERS WRITE CURRENT

SYSMAN> EXIT

$ @SYS$SYSTEM: STARTUP

4.3.3 Booting Without the User Authorization File

Ordinarily, the startup and login procedures provided by Digital always work;
however, certain user interventions can cause them to fail. A very simple way to
lock yourself out of the system is to set passwords to login accounts and forget
them. In such an emergency, you can use the alternate user authorization file
rather than the standard user authorization file.

Note

You can use this method only to log in to the system from the console
terminal; you cannot use other terminal lines.
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Setting the system parameter UAFALTERNATE defines the logical name
SYSUAF to refer to the file SYS$SYSTEM:SYSUAFALT.DAT. If this file is
found during a normal login, the system uses it to validate the account and
prompts you for the user name and password.

If it cannot find this file, the system assumes that the UAF is corrupt and accepts
any user name and any two passwords to log you in to the system from the
system console. Logins are prohibited from all other terminal lines.

When you perform this procedure, the system assigns the following values to your
user account:

Field Value

Name User name

UIC [001,004]

Command interpreter DCL

Login flags None

Priority Value of the system parameter DEFPRI
Resources Values of the PQL system parameters
Privileges ' All

The process name is usually set to the name of the device on which you logged in
(for example, _OPAQ:).

How to Perform This Task

1. Perform a conversational boot by following the instructions in one of the
following manuals:

* On VAX systems, see the upgrade and installation supplement for your
VAX computer.

*  On AXP systems, see the Upgrade and Installation Manual.
2. At the SYSBOOT> prompt, enter the following command:
SYSBOOT> SET UAFALTERNATE 1

3. If your system is running DECwindows Motif for OpenVMS systems, you
must also disable the windowing system by entering the following command:

SYSBOOT> SET WINDOW_SYSTEM 0
4. Enter the CONTINUE command to continue booting:
SYSBOOT> CONTINUE

5. When the startup procedure completes, log in on the console terminal by
entering any user name and any two passwords in response to the Username:
and Password: prompts.

6. Enter the following command to use the default UAF:
$ DEFINE/SYSTEM/EXECUTIVE_MODE SYSUAF SYS$SYSTEM:SYSUAF.DAT

7. Use the Authorize utility to fix the problem that caused you to be locked out
of the system (for example, a forgotten password). Enter HELP MODIFY
at the UAF> prompt for information about modifying passwords. For more
details, see the OpenVMS System Management Utilities Reference Manual.
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8. Enter the following commands to invoke SYSMAN and clear the
UAFALTERNATE system parameter you set in step 2:

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> PARAMETERS USE CURRENT
SYSMAN> PARAMETERS SET UAFALTERNATE 0

In most cases, Digital recommends that you use AUTOGEN to modify system
parameters. However, since this parameter is being changed only temporarily,
you can use SYSMAN or SYSGEN to change it back.

9. If you disabled the windowing system in step 3, reenable it by entering the
following command:

SYSMAN> PARAMETERS SET WINDOW SYSTEM 1

10. Enter the following command to save the changed system parameter values:
SYSMAN> PARAMETERS WRITE CURRENT

11. Shut down and reboot the system.

Example

SYSBOOT> SET UAFALTERNATE 1
SYSBOOT> SET WINDOW _SYSTEM 0
SYSBOOT> CONTINUE

Username:

Password:

Password:

$ DEFINE/SYSTEM/EXECUTIVE_MODE SYSUAF SYS$SYSTEM:SYSUAF.DAT
$ SET DEFAULT SYS$SYSTEM

$ RUN AUTHORIZE

AUTHORIZE> MODIFY SYSTEM/PASSWORD=FGLFTUTU

AUTHORIZE> EXIT

$ RUN SYSS$SYSTEM:SYSMAN

SYSMAN> PARAMETERS USE CURRENT
SYSMAN> PARAMETERS SET WINDOW_SYSTEM 1
SYSMAN> PARAMETERS SET UAFALTERNATE 0
SYSMAN> PARAMETERS WRITE CURRENT

SYSMAN> EXIT
$ @SYS$SYSTEM: SHUTDOWN

4.4 Booting with Controlled Startup

Section 4.1.3 explains the site-independent startup command procedure,
SYS$SYSTEM:STARTUP.COM. By default, when your system boots, it
automatically executes STARTUP.COM to execute startup events. Under

special circumstances, you might want to control site-independent startup when
you boot the system. For example, you might want to perform one of the following

tasks:

Task For More Information
Boot with an alternate site-independent startup procedure Section 4.4.1

Boot with an alternate site-independent startup command Section 4.4.2

procedure by default

Boot with minimum startup Section 4.4.3
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Task For More Information

Display startup procedure commands as they execute Section 4.4.4

Caution

Do not modify STARTUP.COM. The system requires this procedure to
correctly start up the system. For information on modifying site-specific
startup procedures to perform site-specific operations, see Section 5.2.

4.4.1 Booting with an Alternate Site-Independent Startup Procedure

4-12

The default system startup procedure is SYS$SYSTEM:STARTUP.COM.

Digital recommends you do not modify STARTUP.COM. However, in special
environments, you might want the system to perform special startup commands.
The conversational boot lets you specify that the system temporarily use an
alternate startup procedure.

You can also perform site-specific startup events by adding commands to the
site-specific startup command procedures. For more information, see Section 5.2.

How to Perform This Task

1. Follow the instructions for performing a conversational boot in one of the
following manuals:

* On VAX systems, see the upgrade and installation supplement for your
VAX computer.

* On AXP systems, see the Upgrade and Installation Manual.
2. Enter the following command to show the current startup file:
SYSBOOT> SHOW/STARTUP

3. Enter a command in the following format to specify the alternate site-
independent startup command procedure:

SET/STARTUP file-spec

Specify for file-spec the entire file specification for the startup file to be used,
including the device and directory. For example:

SYSBOOT> SET/STARTUP SYS$SYSTEM:XSTARTUP.COM

If the startup file specified as file-spec does not exist, the system displays the
following message:

Error opening primary input file SYSS$INPUT
File not found

Check the file name you entered. Make sure you specified it correctly.
4. Enter the following command to verify the change:

SYSBOOT> SHOW/STARTUP
5. Enter the following command to continue booting:

SYSBOOT> CONTINUE

To make your alternate site-independent startup procedure the default startup
procedure, see Section 4.4.2.
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Example

SYSBOOT> SHOW/STARTUP

Startup command file = SYS$SYSTEM:STARTUP.COM .
SYSBOOT> SET/STARTUP SYS$SYSTEM:XSTARTUP.COM

SYSBOOT> SHOW/STARTUP

Startup command file = SYS$SYSTEM:XSTARTUP.COM

SYSBOOT> CONTINUE

4.4.2 Specifying an Alternate Default Startup Command Procedure

The default system startup procedure is SYS$SYSTEM:STARTUP.COM. However,
in special environments, you might want the system to perform special startup
commands. If you frequently require a startup command procedure other than
SYS$SYSTEM:STARTUP.COM, you can specify that the alternate procedure be
used by default.

How to Perform This Task

1. Edit the file SYS$SYSTEM:MODPARAMS.DAT. AUTOGEN uses this file to
modify parameters.

2. Add a line to MODPARAMS.DAT assigning the name of your alternate
procedure to the symbol STARTUP. For example:

STARTUP = "SYS$SYSTEM:MY STARTUP.COM"

3. At a convenient time, invoke AUTOGEN. When the system reboots, the
procedure specified in step 2 becomes the default startup command procedure.

Example
$ EDIT SYS$SYSTEM:MODPARAMS.DAT

[Insert the following line in MODPARAMS.DAT:]
STARTUP = "SYS$SYSTEM:MY STARTUP.COM"

$ @SYSSSYSTEM:AUTOGEN SAVPARAMS REBOOT

4.4.3 Booting with Minimum Startup.

In special cases, you might want to boot your system without performing the full
sequence of startup events. For example, if a startup event prevents you from
logging in, you might want to boot the system without executing the startup, so
that you can log in and fix the problem.

When you boot with minimum startup, the system starts only the components
that are absolutely required to run the system. These tasks can vary between
different releases of the operating system.

How to Perform This Task

1. Follow the instructions for performing a conversational boot in one of the
following manuals:

* On VAX systems, see the upgrade and installation supplement for your
VAX computer.

* On AXP systems, see the Upgrade and Installation Manual.
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2. At the SYSBOOT> prompt, enter the following command:
SYSBOOT> SET STARTUP_ Pl "MIN" '

3. Enter the following command to continue booting:
SYSBOOT> CONTINUE

4. After the system boots, log in and enter the following commands to invoke
SYSMAN and clear the STARTUP_P1 parameter you set in step 2:

$ RUN SYS$SYSTEM:SYSMAN

SYSMAN> PARAMETERS USE CURRENT
SYSMAN> PARAMETERS SET STARTUP P1 ""
SYSMAN> PARAMETERS WRITE CURRENT

Example

[perform a conversational boot]
SYSBOOT> SET STARTUP_P1 "MIN"
SYSBOOT> CONTINUE

[system completes booting]

Username:
Password:

Password:

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> PARAMETERS USE CURRENT
SYSMAN> PARAMETERS SET STARTUP_PI "
SYSMAN> PARAMETERS WRITE CURRENT
4.4.4 Booting While Displaying Startup Procedure Commands

In some cases—for example, when you are trying to test a startup command
procedure, or when troubleshooting startup problems—it is helpful to display the
startup commands as they are executed.

How to Perform This Task

1. Follow the instructions for performing a conversational boot in one of the
following manuals:

e On VAX systems, see the upgrade and installation supplement for your
VAX computer.

¢ On AXP systems, see the Upgrade and Installation Manual.
2. At the SYSBOOT> prompt, enter the following command:

SYSBOOT> SET STARTUP P2 "YES"
3. Enter the following command to continue booting:
SYSBOOT> CONTINUE

4, After the system boots, log in and enter the following commands to invoke
SYSMAN and clear the STARTUP_P2 parameter you set in step 2:

$ RUN SYS$SYSTEM:SYSMAN

SYSMAN> PARAMETERS USE CURRENT
SYSMAN> PARAMETERS SET STARTUP P2 ""
SYSMAN> PARAMETERS WRITE CURRENT
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Example

[perform a conversational boot]
SYSBOOT> SET STARTUP P2 "YES"

SYSBOOT> CONTINUE
[system completes booting]

Username:
Password:

Password:

$ RUN SYSS$SYSTEM:SYSMAN
SYSMAN> PARAMETERS USE CURRENT
SYSMAN> PARAMETERS SET STARTUP P2 ""
SYSMAN> PARAMETERS WRITE CURRENT
4.4.5 Displaying Startup Procedure Commands with SYSMAN

In addition to performing a conversational boot to display startup procedures, you
can use SYSMAN to display startup status with the STARTUP SET OPTIONS
command. The advantage of using SYSMAN is that you can obtain verification
and logging for multiple nodes at a time.

SYSMAN startup logging redefines STARTUP_P2 to specify:
¢ The amount of debugging information STARTUP.COM displays
e  Whether to keep a log of the startup

The STARTUP SET OPTIONS command provides four options, as shown in
Table 4-2.

Table 4-2 Startup Logging Options

Option Function

/VERIFY=FULL Displays every line of DCL executed by component startup
procedures and by STARTUP.COM.

/VERIFY=PARTIAL Displays every line of DCL executed by component
startup procedures, but does not display DCL executed by
STARTUP.COM.

/OUTPUT=FILE Creates SYS$SPECIFIC:[SYSEXE]STARTUP.LOG, which

/OUTPUT=CONSOLE contains all of the output generated by startup procedures.
Alternatively, you can display the output on the console.

/CHECKPOINTING Displays informational messages describing the time and
status of each startup phase and component file.

How to Perform This Task

1. At the $ prompt, enter the following command:
$ RUN SYS$SYSTEM:SYSMAN

2. At the SYSMAN> prompt enter the following command:
SYSMAN> STARTUP SET OPTIONS/[qualifier]

Qualifiers can be any of the options specified in Table 4-2. These options take
effect the next time you boot the system.
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Example

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> STARTUP SET OPTIONS/VERIFY=FULL/OUTPUT=FILE/CHECKPOINTING

This example requests startup logging with:

Full verification
Output to the STARTUP.LOG file
Checkpointing

To show the current startup options, enter the following command:

SYSMAN> STARTUP SHOW OPTIONS

For more information, see the OpenVMS System Management Utilities Reference

Manual.

4.5 Solving Booting Problems

A hardware or software malfunction can prevent the operating system from

booting when you enter the BOOT command.
Hardware Problems

A read error on a disk drive or console medium, or a machine check error, might
indicate a hardware malfunction. When a hardware problem occurs, a question
mark (?) usually precedes the error message that is displayed on the system

console terminal. You should then do one or both of the following:
1. Consult the hardware manual for your computer.
2. Contact your Digital Services representative.

Software Problems

If the operating system is loaded into memory but the STARTUP.COM command
procedure does not execute, a software malfunction has probably occurred.
Suspect this condition if a message similar to following does not appear:

The OpenVMS system is now executing the system startup procedure.

Perform one or both of the following actions to correct the situation:

* Try again, by repeating the boot procedure. For instructions, see one of the

following manuals:

— On VAX systems, see the upgrade and installation supplement for your

VAX computer.
— On AXP systems, see the Upgrade and Installation Manual.

If you have a removable system disk, replace it with a backup copy of the

system disk. Try to boot the system again.

* Leave the system disk in the original drive. Restore a backup copy of the
system disk using standalone BACKUP. For instructions, see Section 10.17.

Try to boot the system again.
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4.6 Writing a New Boot Block on the System Disk

Block 0 on a system disk is the boot block. It contains the location and size
of the bootstrap image that is used to boot the system. Certain processors, in
order to boot, must read this boot block to obtain the location of the bootstrap
image.

Processors that read a boot block include the following:

VAX-11/750

VAX 8200, 8250, 8300, and 8350

VAX 6000-200, 6000-300, 6000—400, 6000-500, and 6000-600
VAX 7000 and VAX 10000

All AXP systems supported by OpenVMS AXP Version 1.5 (subject to change
for future systems)

To determine if your system reads the boot block, check one of the following
manuals:

On VAX systems, see the upgrade and installation supplement for your VAX
computer.

On AXP systems, see the Upgrade and Installation Manual.

If you suspect that the boot block on the system disk is invalid, you can write a
new boot block using the Writeboot utility (WRITEBOOT). The following actions
might cause a boot block to become invalid:

" Modifying the bootstrap image with the SET FILE/MOVE command or the

$MOVEFILE system service.
Restoring a backup of the system disk created without the /IMAGE Qualiﬁer.

Adding a new version of the bootstrap image, for example, during an
operating system upgrade. (When the upgrade procedure adds a new version
of the bootstrap image, it automatically uses WRITEBOOT to write a new
boot block.) :

You must have LOG_IO privilege to use the Writeboot utility.

How to Perform This Task
@ On VAX systems, follow these steps to use the Writeboot utility:

1.

To start the Writeboot utility, enter the following command:
$ RUN SYSSSYSTEM:WRITEBOOT

The procedure displays the following message:

Target system device (and boot file if not VMB.EXE):?

On VAX systems, VMB.EXE is the default bootstrap image. Enter a response
in the following format:

device:[VMS$COMMON.SYSEXE]VMB.EXE;

Use the device name format described in the upgrade and installation
documentation for your processor. If you want to boot using a bootstrap
image other than the default, you must specify the full file specification of the
image, including device and directory.
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3. The procedure displays the following message:
Enter VBN of boot file code (default is one):

Ordinarily, the boot code is located at virtual block number (VBN) 1 of the
bootstrap image. Press Return to accept the default value of 1.

4. The procedure displays the following message:
Enter load address of primary bootstrap in HEX (default is 200):

The load address is the location in memory (specified in hexadecimal
notation) to which the system loads the bootstrap image. Ordinarily you
copy the bootstrap image to address 200. Press Return to accept the default
value of 200.

5. The Writeboot utility writes the information you specified to the boot block
(block 0) in the [VMS$COMMON.SYSEXE] directory of the system disk. ¢

AXP On AXP systems, follow these steps to use the Writeboot utility:
1. To start the Writeboot utility, enter the following command:
$ RUN SYS$SYSTEM:WRITEBQOT

The procedure asks you whether you want to write the VAX portion of the
boot block:

Update VAX portion of boot block (default is Y):
Enter NO.
The utility displays the following prompt:
Update Alpha portion of boot block (default is Y¥):
Press Return to acccept the default value of Y.

4. The utility prompts you for the AXP bootstrap image:
Enter Alpha boot file:

On AXP systems, APB.EXE is the default bootstrap image. Enter a response
in the following format:

device:[VMS$COMMON.SYSEXE]APB.EXE;
For device, specify the device name of the system disk.

5. The Writeboot utility writes the information you specified to the boot block
(block 0) in the [VMS$COMMON.SYSEXE] directory of the system disk. ¢

On VAX and AXP systems, the Writeboot utility might display one or more of the
following error messages:

¢  You lack LOG_IO privilege
This message means you do not have the correct privilege to use the Writeboot
utility.

*  You lack READ or WRITE access to TARGET DEVICE. DISMOUNT and
REMOUNT

This message means that access to the target device is limited. Check the
WRITE PROTECT button on the disk drive.

4-18



Starting Up and Shutting Down the System
4.6 Writing a New Boot Block on the System Disk

e VBN must be >=1
This message means you cannot specify a 0 as the virtual block number
(VBN).

Example

On VAX systems, the following example writes a boot block on a system disk:

$ RUN SYS$SSYSTEM:WRITEBOQOT

Target system device (and boot file if not VMB.EXE):? DUAOQ:[VMS$COMMON.SYSEXE]VMB.EXE
Enter VBN of boot file code (default is one):|Retum

Enter load address of primary bootstrap in HEX (default is 200): |Retun] ¢

On AXP systems, the following example writes a boot block on a system disk:

$ RUN SYS$SYSTEM:WRITEBOOT
Update VAX portion of boot block (default is Y): N

Update Alpha portion of boot block (default is Y): |Retum]
Enter Alpha boot file: DUAO:[VMS$COMMON.SYSEXE]APB.EXE; ¢

4.7 Reducing Rebooting Times on Nonclustered Systems (VAX

Only)

Some VAX workstation systems can significantly reduce the time needed for
rebooting by using the OpenVMS Snapshot facility. You can use the Snapshot
facility only for workstations that are not in a VAXcluster environment; the
Snapshot facility can also only be used on VAX systems.

The following sections describe the concepts and use of the Snapshot facility.

4.7.1 Understanding the Snapshot Facility (VAX Only)

The Snapshot facility lets you reduce system startup time by booting your system
from a saved system image disk file. That is, some systems can reduce rebooting
time because Snapshot eliminates the need to execute many of the procedures in
the traditional startup process, as well as the time needed for DECwindows login.
The Snapshot facility is especially well suited to single-user workstations.

The Snapshot facility supports some, but not all, software components that may
be on your workstation system. To accommodate any features or components

on your system that Snapshot does not support, a procedure executed during a
Snapshot reboot performs the required startup procedures for such components.
This procedure, called SYS$MANAGER:SNAPSHOT$SYCLEANUP.COM, is
analogous to the SYS$MANAGER:SYSTARTUP_VMS.COM file (previously called
SYSTARTUP_V5.COM).

The time saving for system startup will depend on your specific hardware and
software configuration; however, many workstations can be expected to reduce
startup time by 50-80 percent or more. (“Startup time,” for the purpose of this
discussion of the Snapshot facility, is defined as the time between entering the
console BOOT command to the time that a user is able to perform useful work
after logging into the system, including the installation and activation of all
layered produces, network communications, and workstation windowing systems.
The time does not include power-up diagnostics that are not executed in response
to the boot command.)
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The snapshot procedure checks each active process on the system to verify

that each process conforms to a set of rules that guarantee data integrity. The
snapshot procedure then makes the system quiescent by placing all processes

in an MWAIT state and by rescheduling itself as a real-time process running

at software priority 31. When the system is quiescent, the snapshot procedure
requests a flush of the file system caches and then copies the contents of physical
memory, the page file, and the swap file to a snapshot file. At this point, the
snapshot procedure, if successful, invokes a system restart.

4.7.2 Using Snapshot (VAX Only)

To use the Snapshot facility, you must take a system snapshot that can be used
for subsequent rebooting. The following list briefly how to prepare for and take
the system snapshot; each of these activities is described in greater detail in
subsequent sections:

1. Prepare for a system snapshot by modifying your site-specific
startup procedure so that startup activities on your system that are
supported by Snapshot remain in SYSSMANAGER:SYSTARTUP_
VMS.COM, and that all other startup activities are moved to
SYS$MANAGER:SNAPSHOT$SYCLEANUP.COM. Other preparations
include ensuring the proper system quotas and ensuring that the proper
environment is in place.

2. After preparing your system, you take a system image snapshot by
executing the Snapshot command procedure that is supplied on your system.
This procedure does the following:

® Writes out the memory to a system image snapshot.

e Sets the appropriate system parameter so that subsequent system reboots
will use the system image snapshot by default.

¢ Shuts down your system.

3. If the system image snapshot is successful, then the system image file that
you created is used each time that you reboot your system. If the system
image snapshot is not successful, go back to the previous step and correct the
errors that prevented you from taking the successful snapshot. Section 4.7.5
contains some useful hints in resolving some errors that you might encounter.

The sections that follow describe how to prepare your workstation for a snapshot
image, how to use the snapshot command procedure, and how to troubleshoot
problems with the Snapshot facility.

4.7.3 Preparing Your Workstation for a Snapshot (VAX Only)
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To prepare your workstation for the system image snapshot that will be used
during system reboot, you must do the following tasks, which are explained in
detail later in this section:

1. Ensure that account quotas are set to sufficient levels.

2. Modify your site-specific startup procedures to conform to the requirements of
the Snapshot facility.

3. Modify certain parameters.

Note that the Snapshot facility is valid only for workstations that are not in a
VAXcluster environment. Therefore, the VAXCLUSTER system parameter must
be set to 0 for you to use the Snapshot facility. For information on setting system
parameters, see Chapter 14.
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1. Setting Account Quotas

You should take the system image snapshot from the SYSTEM account. Make
sure the following quotas for the SYSTEM account are met or exceeded:

¢ A WSDEF quota of at least 1024 blocks

e A WSQUO quota of at least 1024 blocks

To determine the current quotas for the SYSTEM account and to modify the
current quotas, see Chapter 6.
2. Modifying Site-Specific Startup Procedures for the Snapshot Facility

The Snapshot facility supports a finite number of applications and components
on your system. If you want to use the Snapshot facility, you must be sure
that the site-specific startup file, SYSSMANAGER:SYSTARTUP_VMS.COM,
includes references to only those features that Snapshot supports. Features
that are unsupported by Snapshot should be addressed in a separate file,
SYS$MANAGER:SNAPSHOT$SYCLEANUP.COM.

The following functions are supported by the Snapshot facility:

* Starting batch and print queues without special symbionts. Note, however,
that these queues are temporarily stopped when you create a snapshot.

¢ Defining logical names.

¢ Installing images that are not revised between reboots.
¢ Starting up DECnet Phase IV.

¢ Defining DCL symbols.

¢ Loading licenses.

* Mounting Files—11B disks. CD drives are supported; however, their power-
failure initialization sequence is long, and you can realize a faster system
restart by dismounting such disks before taking the system image snapshot.

All other operaﬁons are unsupported and might cause the snapshot to fail. Some
of the most common unsupported operations are as follows:

¢ Loading user-written drivers

* Loading user-written system images

¢ Running layered product images

*  Mounting LAD, InfoServer, DFS, and foreign or non-Files—11-B disks

Before attempting to run the Snapshot facility command procedure, you
should remove the commands that start up any of these operations (as
well as commands that start up any other unsupported operations) from
SYS$MANAGER:SYSTARTUP_VMS.COM.

Applications that are not supported by the Snapshot facility (and therefore
removed from SYS$MANAGER:SYSTARTUP_VMS.COM) should be placed in
the post-startup cleanup file, SYS$MANAGER:SNAPSHOT$SYCLEANUP.COM.
This file is executed after a system startup that has been generated from a
saved system image. The SYS$MANAGER:SNAPSHOT$SYCLEANUP.COM
file has the same format as the standard SYS$MANAGER:SYSTARTUP_
VMS.COM file. A template for the cleanup file is available in the file
SYS$MANAGER:SNAPSHOT$SYCLEANUP.TEMPLATE.
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3. Modifying Other Parameters

For your workstation, follow each of these steps to prepare for a system image
snapshot:

* Turn off logging in the Session Manager.

To do this, create a file named SYS$MANAGER:DECW$PRIVATE_APPS_
SETUP.COM and restart DECwindows, as follows:

$ SET DEF SYS$MANAGER
$ CREATE DECWSPRIVATE APPS SETUP.COM
$ DECW$SESSIONLOG == "FALSE"

[CriZ]

$ Q@DECW$STARTUP RESTART

Restarting the DECwindows Software stops everything displaying on your
workstation. Do you really want to restart the DECwindows Software? Y

¢ Turn off broadcast for the console by issuing the following command:
$ SET TERMINAL/PERMANENT/NOBROADCAST OPAQ:

* Set the SYSSDECDTM_INHIBIT logical name.

Set the SYS$DECDTM_INHIBIT logical name by adding the following line to
the file SYSSMANAGER:SYLOGICALS.COM:

$ DEFINE /SYSTEM /EXEC SYS$DECDTM INHIBIT TRUE

*  You cannot open writable files.

You can take a saved image snapshot so that the rebooted system will display
either of the following:

* The DECwindows LOGIN screen

* The pause screen of an active session
If you want the LOGIN screen, skip the remainder of this section.

An essential part of taking a successful snapshot is to eliminate open writable
files. If you want to take a saved image snapshot with an active paused
screen, be sure that the following DECwindows applications are not active in
your session, because they might have open files:

* Message Window—avoid specifying “Message Window” for automatic
startup

* Linkworks—avoid specifying “Linkworks Startup” for automatic startup
or other applications, such as the Bookreader

e Cardfiler
e DECwindows Mail

e (Calendar

Some of these applications can be started after the snapshot reboot by adding
them to the SYSSMANAGER:SNAPSHOT$SYCLEANUP.COM file.

4.7.4 Taking the Saved Image Snapshot (VAX Only)

After you have prepared your system as described in Section 4.7.3, you are ready
to run the Snapshot facility command procedure that takes a system image
snapshot, and then shuts down and reboots your system. The following sections
describe this procedure.
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Taking the System Image Snapshot

From a DECterm window, set host to 0 and log in to the SYSTEM account, as
shown in the following sequence:

$ SET HOST 0
Username: SYSTEM
Password:

$

Now execute the following DCL commands:

$ SET DEF SYS$MANAGER
$ @SNAPSHOT

The Snapshot facility procedure will remind you of some preparations and ask
if you want to continue; answer “YES” if you have completed the steps in the
previous section.

The Snapshot procedure automatically logs off. At this time, either PAUSE the
workstation or EXIT from the current session. Note that any keystrokes that you
type before pausing or exiting will be stored in the typeahead buffer and will be
executed after the system has rebooted.

Note

You must either pause the workstation or detach or log out from any
interactive jobs before the system image snapshot is taken. (Without
this restriction, anyone with physical access to your workstation could
shut down and then reboot the workstation, and then have access to the
currently logged-in account.)

Also note that in DECwindows Motif for OpenVMS systems, unpausing
the screen opens SYSUAF.DAT and VMS$MAIL_PROFILE.DATA for
write. In such a case, you will not be able to take another snapshot
attempt until a new session has started.

Snapshot Reboot

After successful creation of the snapshot file, the system will enter an autoreboot
sequence and the following messages are displayed:

$SNAPSHOT-I-OPEN, opening the snapshot file

$SNAPSHOT-I-RESTART, restart to follow

If the following message is displayed, then the system image has been saved and
the snapshot procedure is successful:

$SNAPSHOT-S~-SUCCESS, snapshot file write is complete

If you see these audit messages, close the console window. The snapshot
procedure is complete when the windows have been refreshed.

If you do not see these messages, the snapshot procedure was not successful. See
Section 4.7.5 for some hints on solving problems after an unsuccessful attempt to
run the snapshot procedure.
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Final Cleanup

You might find that the creation of a good snapshot file takes several attempts in
order to place the system in the desired state. Once a good snapshot file has been
created, you can continue to use it as long as none of the files that were open at
the time of the snapshot are deleted or modified.

Create a SYSSMANAGER:SNAPSHOT$SYCLEANUP.COM from
SYS$MANAGER:SNAPSHOT$SYCLEANUP.TEMPLATE and review this
procedure to add any desired site-specific restart operations such as the starting
of queues and batch jobs. You can modify this procedure after taking a valid
system snapshot, and the saved system image will remain valid.

4.7.5 Problem Solving When Using the Snapshot Facility (VAX Only)
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The following sections describe some of the problems that you might encounter
with the Snapshot facility and offer solutions. '

Diagnosis of the snapshot problem depends on where the snapshot failed. Type
SYS$MANAGER:SNAPSHOT$CLEANUP.LOG and look for warning or failure
messages.

In most instances when a system image snapshot fails, the Snapshot facility
resets the system parameter that defines the boot style to 0, to indicate a
traditional boot procedure. However, in some cases this parameter may not be
reset to 0. If your system does not reboot using the traditional boot procedure,
make sure that the BOOT_STYLE system parameter is set to 0.

To verify and change this parameter, you must initiate a conversational boot, as
shown in the following example:

>>>B/1 <disk>

SYSBOOT> SET BOOT 0
SYSBOOT> CONT

Common Snapshot Errors

This section lists some of the errors that you might encounter when trying to set
up a system image snapshot for your system.

¢  Uncertified Images

The following message indicates that an image active at the time of the
system snapshot has not been previously tested with the Snapshot facility:

$SNAPSHOT-W-NORESTART, process <pid> is not restartable and can not
be suspended

Such processes might cache stale data and cause subsequent system
problems. Uncertified processes must be stopped prior to creating a snapshot
file.

¢ Open Writable Files

Processes with open writable files are not allowed because the file can change
between reboots. If the snapshot procedure encounters an open writable file,
the following error message will be returned:

$SNAPSHOT-W~WRITEFILE, process <pid> has an open writable file and

can not be suspended

You can use the DCL command SHOW DEVICES/FILES/NOSYSTEM to
display the open files. Frequently, the file name (*LOG, SYSUAF.DAT,

VMSMAIL_PROFILE.DATA) will indicate which file is writable. Processes
with open writable files must be stopped before a snapshot is possible.
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DECwindows workstations are a special case, because certain mail operations
and the act of unpausing a session can cause SYSUAF.DAT and VMSMAIL_
PROFILE.DATA to become permanently open. In such a case, the session
must be restarted.

The DECwindows Motif for OpenVMS systems server occasionally opens

its log file temporarily to write error and status messages. If a snapshot
attempt occurs at this time, the snapshot will fail with the following error in
SYS$MANAGER:SNAPSHOT$CLEANUP.LOG:

$SNAPSHOT-I-NOTIFY, process 0000004F DECWSSERVER 0 being notified
$SNAPSHOT-W-WRITEFILE, process 0000004F has an open writable file and can
not be suspended

$SNAPSHOT-F-PROCTIMOUT, process synchronization timeout or abort

If this error occurs and the DECwindows Motif for OpenVMS systems
server has not been quiescent (that is, windows have been appearing or
disappearing), then retry the snapshot save operation. If the error still
occurs, then issue the following DCL command to determine which files are
open by the server and look for any log files that might be present:

-$ SHOW DEVICES/FILES/NOSYSTEM SYS$SYSDEVICE:

If a log file is present, check to be sure that the exec mode symbol,
DECW$SM_CREATE_LOG in the DECW$LOGICAL_NAMES table, is
defined to be FALSE.

¢ Unsupported Configurations
You can use the Snapshot facility only on workstations that are not in a
VAXcluster configuration.

e Incomplete Notification

The Snapshot facility procedure relies on an AST notification mechanism to
signal other processes of an impending shutdown and subsequent restart.
Some images, such as DECW$TERMINAL_CREATE (activated by the DCL
command CREATE/TERMINAL), remain in a higher mode and prevent
deliveries of these ASTs. In such cases, the following status notice may
appear in the log after a process synchronization timeout:

$SNAPSHOT-I-PROCSTATUS, process <pid> is signaling an abort.

Such processes must be stopped before the creation of a snapshot file is
possible.

e Tile Size Problems

The system snapshot software creates a snapshot file automatically.
Occasionally, the allocation for this file is incorrect, and the following error is
generated:

$SNAPSHOT-F-INSUFBLOCKS, insufficient blocks in the snapshot file

A related problem is a device allocation failure (RMS Device Full) during the
attempt to create the snapshot file.

In these cases, the snapshot software must guess at the file size because the
file system is shut down at the time that the file is written. The more use
the system has before the snapshot is taken, the more fragmented memory
becomes and there is a higher chance that the guess will be wrong.
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One solution is to manually create or extend the snapshot file. The
%SNAPSHOT-I-FILESTATS message gives the needed file size, and the
following SYSGEN command can perform the actual file creation:

$ RUN SYSS$SYSTEM:SYSGEN
SYSGEN> CREATE SYS$LOADABLE IMAGES:SNAPSHOT.SYS/SIZE=blocks

¢ Disk Space

The availability of a faster system startup procedure may tempt you to bypass
the normal shutdown procedures. In such a case, disk space may eventually
disappear and the system is unable to restart completely.

Always perform a normal system shutdown, or recover disk space by
rebuilding the disks periodically with the DCL command SET VOLUME
/REBUILD. Note that the solution to this problem does not require the
creation of a system snapshot file.

e No Batch Jobs Or Queues On Restart

Because the queue manager has an open writable file, the snapshot procedure
must stop all batch jobs and shut down the queue manager. To restart
these queue files, edit the SYS$MANAGER:SNAPSHOT$SYCLEANUP.COM
procedure and add the queue commands appropriate for your system.

If the snapshot has hung, attempt to force a crash dump. Refer to your system
hardware documentation for instructions on forcing a crash dump.

If the dump does not take place, reboot using a conversational boot and retry the
snapshot with the following command line:

$ @SNAPSHOT DEBUG TRUST DUMP

The TRUST_DUMP parameter indicates that you will not attempt to extend or
delete the system dump file and the snapshot image can always trust the original
system dump file mapping information in the boot control block. The DEBUG
parameter turns off the snapshot watchdog timeout mechanism in case DELTA or
XDELTA is in use. Note that TRUST_DUMP has an effect only if the snapshot
file is on the system disk.

After the dump file write attempt is complete, you must boot normally by
executing a conversational boot and setting BOOT_STYLE to 0, as shown in
the following example:

>>>B/1 <disk>
SYSBOOT> SET BOOT 0
SYSBOOT> CONT

(Note that the SYSGEN parameter BOOT_STYLE is automatically set to 1 by
the Snapshot command procedure. When BOOT_STYLE is 1, an attempt to boot
the system using a system image snapshot is used; when BOOT_STYLE is 0,
the system boot is handled in the traditional manner, with no system image
snapshot.)

Once the system is completely up, you can then analyze the crash dump using the
SHOW SNAPSHOT command in the System Dump Analyzer utility, as follows:

$ SET DEFAULT SYS$SYSTEM
$ ANALYZE/CRASH SYSDUMP.DMP
SDA> SHOW SNAPSHOT



Starting Up and Shutting Down the System
4.7 Reducing Rebooting Times on Nonclustered Systems (VAX Only)

When a New System Image Snapshot Is Needed

Once you create a successful snapshot image file, you can boot your system using
that system image snapshot until any of the following events take place on your
system:

* Memory Configuration Changes
¢ Expired Licenses

* Open files that have changed

* Changes in disk configuration

In most cases, if you try to reboot your system after one of these changes

and the BOOT_STYLE parameter in SYSGEN is set to 1, you will incur an
error. Recovery from these errors usually requires a conversational system boot
(changing the BOOT_STYLE parameter to 0, and then continuing with a normal
boot), followed by the creation of a new snapshot file. ¢

4.8 Shutting Down the System

The operating system provides the following shutdown procedures:

For More
Procedure Purpose Information

SHUTDOWN.COM An orderly shutdown procedure. This procedure Section 4.8.1
shuts down the system while performing
housekeeping functions such as disabling future
logins, stopping the batch and output queues,
dismounting mounted volumes, and stopping
user processes.

OPCCRASH.EXE An emergency shutdown program. Run the Section 4.8.5
OPCCRASH emergency shutdown program if

you are unable to perform an orderly shutdown
with SHUTDOWN.COM.

CRASH.COM An emergency shutdown procedure. Use this Section 4.8.6
emergency shutdown procedure if OPCCRASH
fails. Note that not all VAX and AXP systems
have the CRASH procedure. If your system
has the CRASH procedure, it is located on the
console media, and it can only be executed from
the console terminal.

4.8.1 Performing an Orderly Shutdown with SHUTDOWN.COM

Use SYS$SYSTEM:SHUTDOWN.COM to shut down the system in an orderly
fashion. See Section 4.8.2 for the order of shutdown events.

Do not modify SHUTDOWN.COM. To perform site-specific operations during
shutdown, see Section 4.8.3.

Ordinarily, you shut down the system from the SYSTEM account, which includes
all privileges by default. To execute SHUTDOWN.COM, you must have either the
SETPRYV privilege or all of the following privileges :

* On AXP systems, CMKRNL, EXQUOTA, LOG_IO, NETMBX, OPER, PHY_
IO, SECURITY, SYSNAM, SYSPRV, TMPMBX, and WORLD.
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On VAX systems, AUDIT CMKRNL, EXQUOTA, LOG_IO, NETMBX, OPER,
SECURITY, SYSNAM, SYSPRV, TMPMBX, and WORLD.

You can cancel a shutdown without any side effects by pressing Ctrl/Y before
SHUTDOWN.COM displays the following message:

$SHUTDOWN-I-SITESHUT, The site-specific shutdown procedure will now be invoked.

If you press Ctrl/Y after this display, certain system components might have
already been shut down, and you will need to recover manually. For example, you
might have to manually restart processes, mount disks, or reboot the system.

How to Perform This Task

1.

Log in to the system manager’s account (SYSTEM), or any privileged account,
and enter the following command:

$ @SYS$SYSTEM: SHUTDOWN.COM

This command invokes the orderly shutdown procedure. The procedure
prompts you with a series of questions and messages. The default responses
appear in brackets at the end of each question. Press the Return key to select
the default response.

The system displays the following question:
How many minutes until final shutdown [0]?

Enter an integer. If you have defined the system logical name
SHUTDOWN$MINIMUM_MINUTES, its integer value is the minimum
value that you can enter. For example, if the logical name is defined as 10,
you must specify at least 10 minutes to final shutdown or an error message
is returned. If you do not enter a value, SHUTDOWN.COM uses the logical
name value.

Caution

The default is 0 minutes. If you have not defined the logical name
SHUTDOWNS$MINIMUM_MINUTES, and you do not enter a value,
the system will be shut down immediately after the last question has
been answered.

The system displays the following question:
Reason for shutdown [standalone]:

Enter a one-line reason for shutting down the system. For example, “Monthly
preventive maintenance.”

The system displays the following question:
Do you want to spin down the disk volumes [No]?

Enter YES or NO (Y or N). Note, however, that you cannot spin down the
system disk.

The system displays the following question:
Do you want to invoke the site-specific shutdown procedure [Yes]?

If you have entered site-specific commands in SYSHUTDWN.COM, press
the Return key to accept the default answer, YES. For more information, see
Section 4.8.3.2.
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6. The system displays the following question:
Should an automatic system reboot be performed [No]?

By default, the system does not automatically reboot. However, if you respond
YES, the system attempts to reboot automatically when the shutdown is
complete. For example, you would specify YES if you are rebooting the
system after modifying values for nondynamic system parameters with
SYSMAN or SYSGEN. (When you change nondynamic system parameters,
you must reboot the system for the new values to take effect.)

7. The system displays a question similar to the following:
When will the system be rebooted [later]?
If you entered YES in step 6, the default answer to this question is “[shortly
via automatic reboot]”.

Press Return to take the default, or enter the expected reboot time in the
format you want users to see. For example, you could specify IMMEDIATELY,
or IN 10 MINUTES, or a time such as 2 P.M. or 14:00. If you do not know
when the system will be available again, press Return to specify “later” as the
time when the system will reboot.

8. The procedure prompts you to specify one or more shutdown options, as
follows (if your system is not a member of a VMScluster environment, the
procedure lists only the REBOOT _CHECK and SAVE_FEEDBACK options):

Shutdown options (enter as a comma-separated list):

REMOVE_NODE Remaining nodes in the cluster should adjust quorum
CLUSTER_SHUTDOWN Entire cluster is shutting down

REBOOT CHECK Check existence of basic system files

SAVE FEEDBACK Save AUTOGEN feedback information from this boot

DISABLE AUTOSTART Disable autostart queues
Shutdown options [NONE]

Specify the options you want to use. Choose from the following:

Option Description

REMOVE_NODE Notifies users on all other VMScluster member nodes.

Clusterwide notification is required because users
logged in to any member system can be affected
by the shutdown of another system. For example,
users might have batch jobs running on other
systems, or, in terminal server environments, users
might have alternate sessions in progress on the
system being shut down.

CLUSTER_SHUTDOWN Shuts down an entire VMScluster environment.

REBOOT_CHECK Verifies the presence of files necessary to reboot the
system after shutdown completes.

The procedure checks for the necessary files and
notifies you if any are missing. Replace missing
files before proceeding.
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Option Description

SAVE_FEEDBACK Records feedback data collected from the system since
it was last booted and creates a new version of the
AUTOGEN feedback data file, which AUTOGEN can
use the next time it runs.

For detailed information on using the AUTOGEN
feedback mechanism, see Section 14.4.1.

DISABLE_AUTOSTART Specifies the time interval between the DISABLE
AUTOSTART/QUEUES command and system
shutdown. For more information, see Section 13.9.1.13.

Example
$ @SYS$SYSTEM:SHUTDOWN

SHUTDOWN -- Perform an Orderly System Shutdown

How many minutes until final shutdown [0]: 10

Reason for shutdown: [Standalone] MONTHLY PREVENTIVE MAINTENANCE

Do you want to spin down the disk volumes [No]? |Retum]

Do you want to invoke the site-specific shutdown procedure [Yes]? |Retur]

Should an automatic system reboot be performed [No]? [Return]

When will the system be rebooted [later]? 12:30
Shutdown options (enter as a comma-separated list):

REMOVE_NODE Remaining nodes in the cluster should adjust quorum
CLUSTER_SHUTDOWN  Entire cluster is shutting down

REBOOT CHECK Check existence of basic system files

SAVE FEEDBACK Save BUTOGEN feedback information from this boot

DISABLE_AUTOSTART Disable autostart queues
Shutdown options [NONE]

SHUTDOWN message on AVALON, from user SYSTEM at _AVALONSOPAO:  12:00:00.20
AVAION will shut down in 10 minutes; back up 12:30. Please log off node AVALON.
MONTHLY PREVENTIVE MAINTENANCE

$SHUTDOWN-I-OPERATOR, This terminal is now an operator’s console.
$%%%%3%%3%% OPCOM, 16-JUL-1994 12:01:00.15 $%%33%%3%%%%

Operator status for operator _AVALON$OPA(:

CENTRAL, PRINTER, TAPES, DISKS, DEVICES, CARDS, NETWORK, OPER1, OPER2,
OPER3, OPER4, OPER5, OPER6, OPER7, OPER8, OPER9, OPER10, OPER1l,
OPER12

$SHUTDOWN-I-DISLOGINS, Interactive logins will now be disabled.
$SET-I-INTSET, login interactive limit = 0 current interactive value = 17
$SHUTDOWN-I-SHUTNET, The DECnet network will now be shut down.

SHUTDOWN message on AVALON, from user SYSTEM at AVALON$OPAQ:  12:05:00.20
AVALON will shut down in 5 minutes; back up 12:30. Please log off node AVALON.
MONTHLY PREVENTIVE MAINTENANCE

17 terminals have been notified on AVALON.

SHUTDOWN message on AVALON from user SYSTEM at _AVALONSOPAO:  12:06:55.28
AVALON will shut down in 3 minutes; back up 12:30. Please log off node AVALON.
MONTHLY PREVENTIVE MAINTENANCE
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$%%%%%%%%%% OPCOM, 16-JUL-1994 12:07:12.30 %%%%33%%%3%%

Message from user DECnet on AVALON

DECnet event 2.0, local node state change

From node 2.161 (AVALON), 16-JUL-1994 12:07:22.26

Operator command, 0ld state = On, New state = Shut

SHUTDOWN message on AVALON user SYSTEM at _AVALONSOPAO: 12:08:12.56

AVALON will shut down in 2 minutes; back up 12:30. Please log off node AVALON.
MONTHLY PREVENTIVE MAINTENANCE

$%%3339%%%% OPCOM, 16-JUL-1994 12:08:12:30 333%3%3%3%%%
Message from user JOB_CONTROL on AVALON
-SYSTEM-S-NORMAL, normal successful completion

%%%%%%%%%%% OPCOM, 16-JUL-1994 12:08:42.30 $%%%%3%%%%%
Message from user DECNET on AVALON
DECnet shutting down

SHUTDOWN message on AVALON, from user SYSTEM at _AVALONSOPAO: 12:09:00.20
AVALON will shut down in 1 minute; back up 12:30. Please log off node AVALON.
MONTHLY PREVENTIVE MAINTENANCE

$SHUTDOWN-I-STOPQUEMAN, The queue manager will now be stopped.

SHUTDOWN message on AVALON from user SYSTEM at _AVALONSOPAO: 12:09:12.56
AVALON will shut down in 1 minute; back up 12:30. Please log off node AVALON.
MONTHLY PREVENTIVE MAINTENANCE

17 terminals have been notified on AVALON

%SHUTDOWN-I-SITESHUT, The site-specific shutdown procedure will now be invoked.
$SHUTDOWN-I-STOPUSER, All user processes will now be stopped.
$SHUTDOWN-I-REMOVE, All installed images will now be removed.
$SHUTDOWN-I-DISMOUNT, All volumes will now be dismounted.

23%%%%%%%%% OPCOM, 16-JUL-1994 12:09:42.30 2%%%%%%%%%%

Message from user System on AVALON

_AVATONSOPAQ:, AVALON shutdown was requested by the operator.

SHUTDOWN message on AVALON, from user SYSTEM at AVALONSOPAO:  12:10:00.20
AVALON will shut down in 0 minutes; back up 12:30. Please log off node AVALON.
MONTHLY PREVENTIVE MAINTENANCE

$3339%%%%%% OPCOM, 16-JUL-1994 12:10:02.44 23333333333
Logfile was closed by operator _AVALONSOPAQ:
Logfile was SYS$SYSROOT:[SYSMGR]OPERATOR.LOG; 8

$%%%9%3%%%%% OPCOM, 16-JUL-1994 12:10:32.20 %%3%%%3%%3%%
Operator _AVALON$OPAO: has been disabled, username SYSTEM

SYSTEM SHUTDOWN COMPLETE - USE CONSOLE TO HALT SYSTEM

4.8.2 Understanding the Order of Shutdown Events

The following events occur as the shutdown proceeds. The procedure displays the
corresponding messages on the terminal.

1. At decreasing time intervals, SHUTDOWN.COM broadcasts, to all users on
the system, a message requesting users to log out.

2. SHUTDOWN.COM defines the system logical name SHUTDOWNS$TIME
to be the absolute time of shutdown. For example, if you execute
SHUTDOWN.COM, and at 12:00 you specify the value 10 in response
to the first question, SHUTDOWN defines the logical name to be 12:10
on that day. To see if a shutdown is in progress or to determine the
actual time of shutdown, you can enter the command SHOW LOGICAL
SHUTDOWNSTIME. This feature is useful if you miss a shutdown broadcast
message.
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3. At 6 minutes or less before system shutdown, the terminal from which you
invoked SHUTDOWN becomes an operator’s console. SHUTDOWN disables
all future nonoperator logins and shuts down the DECnet network if it is
running. At this point, users logged in to the system with the SET HOST
command lose their sessions.

4. One minute before shutdown, SHUTDOWN.COM stops batch and output
execution queues and stops the queue manager.

5. At the absolute time of shutdown, SHUTDOWN.COM invokes the site-specific
shutdown command procedure SYS$MANAGER:SYSHUTDWN.COM, if you
requested it.

6. SHUTDOWN.COM stops all remaining user processes; however, system
processes continue. Ancillary control processes (ACPs) might delete
themselves when their mounted volumes are finally dismounted.

7. On multiprocessor systems, SHUTDOWN.COM stops the secondary

processors.
SHUTDOWN.COM removes all installed images.

SHUTDOWN.COM dismounts all mounted volumes and, if you requested it,
spins down the disks. If you defined SHUTDOWN$VERBOSE, the procedure
lists each disk as it is dismounted.

The procedure does not spin down the system disk, nor does it dismount or
spin down the quorum disk (if one exists on your system).

10. SHUTDOWN.COM closes the operator log file.

11. SHUTDOWN.COM invokes the program SYS$SYSTEM:OPCCRASH to shut
down the system.

12. If you requested an automatic reboot, the system reboots, provided you set
the necessary controls. You requested an automatic reboot if you answered
YES to the following question:

Should an automatic system reboot be performed [No]?

If you did not request an automatic reboot, a message similar to the following
appears on the system console:

SYSTEM SHUTDOWN COMPLETE - USE CONSOLE TO HALT SYSTEM

On VAX systems, halt the system after you see this message. ¢

4.8.3 Customizing SHUTDOWN.COM to Perform Site-Specific Operations
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In addition to choosing shutdown options when you execute SHUTDOWN.COM,
you can customize SHUTDOWN.COM to meet the needs of your site in the
following ways.

Method For More Information
Defining logical names Section 4.8.3.1
Modifying the site-specific shutdown command procedure Section 4.8.3.2
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4.8.3.1 Defining Logical Names
Before executing SHUTDOWN.COM, you can define the following logical names
to control the command procedure’s operations:

Logical Name Description

TSHUTDOWNS$DISABLE_AUTOSTART On VAX systems, specifies the number
of minutes between the time autostart is
disabled for queues and the time the system
is shut down. For more information, see
Section 13.9.1.13.

SHUTDOWNS$INFORM_NODES Specifies a list of VMScluster nodes to be
notified when the system is shutting down.
This logical name is described in detail in
this section.

SHUTDOWNS$MINIMUM_MINUTES Defines the minimum number of minutes
you can specify as number of minutes
to shutdown. For example, if your users
require 30 minutes notice before a system
shutdown, define this logical name to “30”.

SHUTDOWNS$TIME Defines the absolute time of shutdown.

SHUTDOWN$VERBOSE If defined to any string, specifies that the
shutdown command procedure is to list each
disk as it is dismounted.

TVAX specific

If you plan to use an option every time you use SHUTDOWN.COM, define the
logical name in the site-specific startup command procedure SYLOGICALS.COM.
For more information, see Section 5.2.5.

Specifying a List of Nodes to Be Notified When the System Is Shutting Down

You can define the logical name SHUTDOWNS$INFORM_NODES to be
a list of VMScluster node that are notified when the system is shut
down.You must define SHUTDOWNS$INFORM_NODES before executing
SYS$SYSTEM:SHUTDOWN.COM.

To define SHUTDOWNS$INFORM_NODES, enter a command in the following
format:

DEFINE SHUTDOWNS$INFORM_NODES "node-list"
For node-list, specify the list of nodes to be informed. For example: -
$ DEFINE SHUTDOWN$INFORM_NODES "NODE1,NODE2,NODE3"

If you plan to inform the same nodes every time you shut down the system, add
the command to the site-specific startup command procedure SYLOGICALS.COM.
For more information, see Section 5.2.5.

If you define SHUTDOWNS$INFORM_NODES, all member nodes included in
the list are notified when you execute SHUTDOWN.COM. Users on the node
that is being shut down are always notified, regardless of whether you define
SHUTDOWNS$INFORM_NODES. If you omit the name of the node that is being
shut down from the list specified in the DEFINE command, SHUTDOWN.COM
automatically adds the name to the list.
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The following information indicates what nodes are notified at different phases of
the shutdown sequence, depending on whether SHUTDOWNS$INFORM_NODES
is defined.

If

SHUTDOWNSINFORM_ If

NODES SHUTDOWNSINFORM_NODES
Shutdown Phase Is Not Defined Is Defined
First shutdown Notify all terminals Notify all terminals
notification on all nodes on all listed nodes
Between first Notify all terminals Notify all users logged
shutdown logged in to the node in on all listed nodes
notification and 2 that is shutting down
minutes before
final shutdown
Between two Notify all users logged Notify all users
minutes before in on all nodes logged in on all listed nodes
final shutdown
notification until
final shutdown
Shutdown canceled  Notify all terminals Notify all terminals

on all nodes on all listed nodes

4.8.3.2 Modifying the Site-Specific Shutdown Command Procedure

You can add site-specific commands to the site-specific shutdown procedure
SYS$MANAGER:SYSHUTDWN.COM. An empty SYSHUTDWN.COM file is
included in your distribution kit.

SHUTDOWN.COM prompts you to indicate if you want to execute the site-specific
procedure SYSHUTDWN.COM:

Do you want to invoke the site-specific shutdown procedure [Yes]?

To invoke the site-specific procedure, press the Return key to accept the default
answer YES.

4.8.4 Performing an Orderly Shutdown with the System Management Utility
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(SYSMAN)

The advantage of using SYSMAN for shutdown is that you can shut down a
group of nodes quickly. SYSMAN enables you to enter all of the shutdown
parameters in one command line, rather than responding to the interactive dialog
in SHUTDOWN.COM. SYSMAN does not wait for the nodes to shut down before
you can use other SYSMAN commands; the interface returns immediately.

How to Perform This Task

1. Enter the following command at the $ prompt:
$ RUN SYS$SYSTEM:SYSMAN

2. At the SYSMAN> prompt, enter the following command:
SYSMAN> SHUTDOWN NODE/[qualifier]
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Qualifiers can be any of the following options:

Qualifier

Function

MINUTES_TO_SHUTDOWN
REASON

REBOOT_TIME
[NOISPIN_DOWN_DISKS
[NOJINVOKE_SHUTDOWN
[NOJAUTOMATIC_REBOOT
[NOJREBOOT_CHECK
[NOJCLUSTER_SHUTDOWN

[NOJIREMOVE_NODE

[NOISAVE_FEEDBACK

Indicates the number of minutes until shutdown
occurs.

Indicates the reason for the shutdown.

Indicates the time you expect to reboot the system,
such as LATER, 2 PM., or 14:00. This time is
displayed in the shutdown message to users.

Spins down disks. The default is NO. You cannot
spin down the system disk.

Invokes the site-specific shutdown procedure. The
default is NO.

Reboots the system automatically when the
shutdown is complete. The default is NO.

Checks for basic operating system files and notifies
you if any are missing. The default is NO.

Shuts down the entire VMScluster. The default is
NO.

Removes the node from the active cluster quorum;
use this when you do not expect the shut-down
node to rejoin the cluster for an extended period.
The default is NO.

Records feedback data from the system since it
was last booted and creates a new version of the
AUTOGEN feedback data file, which you can use
the next time you run AUTOGEN. The default is
NO.

Example

$ RUN SYS$SYSTEM:SYSMAN

SYSMAN> SHUTDOWN NODE/MINUTES_TO SHUTDOWN=10/REBOOT TIME="later" -
_SYSMAN> /REASON="DISK CORRUPTION PROBLEMS"/REBOOT CHECK/SAVE_FEEDBACK

If you enter this command example on NODE21, it requests a shutdown on

NODEZ21 with:

¢ A message to users on all the cluster nodes, specifying:

SHUTDOWN message on node NODE21, from user SYSTEM at NODE21$0PAQ:
12:00:00:20. NODE21 will shut down in 10 minutes; back up later.
Please log off node NODE21. DISK CORRUPTION PROBLEMS

¢ A check for any missing operating system files and notification if there are

any missing

* Creation of a new AUTOGEN feedback data file based on the feedback data
collected since the system was last booted

For more information, see the OpenVMS System Management Utilities Reference

Manual.
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4.8.5 Performing an Emergency Shutdown with OPCCRASH

Ordinarily, you shut down the system using the orderly shutdown procedure
SHUTDOWN.COM. In an emergency, if you cannot use SHUTDOWN.COM you
can execute OPCCRASH.EXE to shut down your system immediately without
performing any of the housekeeping functions that ensure an orderly shutdown.

Note
Use the OPCCRASH procedure only if SHUTDOWN.COM fails.

After SHUTDOWN.COM performs orderly housekeeping tasks, it invokes the
program SYS$SYSTEM:OPCCRASH to shut down the system. OPCCRASH
performs only the following minimal housekeeping functions:

*  Writes the modified page list back to disk. This ensures that all writable
section files are updated to their correct state before the system crashes and
all in-memory data is lost.

* Unless the logical name OPC$NODUMP is defined, creates a crash dump by
writing physical memory to the system dump file. For more information on
the system dump file, see Section 15.1.

To perform this procedure, you must have the CMKRNL privilege. You can enter
the commands from any terminal and any privileged account.

How to Perform This Task
1. Log in to any privileged account.
2. Enter the following command:

$ RUN SYSSSYSTEM:OPCCRASH

3. If the system fails to respond after a few minutes, use the CRASH procedure
or, if your system does not have a CRASH procedure, enter the emergency
shutdown commands described in one of the following manuals:

* On VAX systems, see the upgrade and installation supplement for your
VAX computer.

* On AXP systems, see the Upgrade and Installation Manual.
4. A message similar to the following is displayed at the console:
SYSTEM SHUTDOWN COMPLETE - USE CONSOLE TO HALT SYSTEM
@ On VAX systems, halt the system when you see a similar display. ¢

Example

The following example runs the OPCCRASH program to force a system crash,
and halts the system:

$ RUN SYS$SYSTEM:OPCCRASH
SYSTEM SHUTDOWN COMPLETE - USE CONSOLE TO HALT SYSTEM

>>>HALT

HALTED AT 8000708A
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4.8.6 Performing an Emergency Shutdown with CRASH

Certain computers have an additional emergency shutdown command procedure
named CRASH.COM. Use this emergency shutdown procedure if OPCCRASH
fails. Note that not all systems have the CRASH emergency shutdown procedure.
If your computer has the CRASH procedure, it is located on the console

media, and it can be executed only from the console terminal. See one of the
following manuals for a description of the CRASH procedure or for the equivalent
commands to use to force an abrupt emergency shutdown:

¢ On VAX systems, see the upgrade and installation supplement for your VAX
computer.

¢  On AXP systems, see the Upgrade and Installation Manual.
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Customizing the Operating System

After you have installed the operating system, you can customize it for
site-specific requirements.

Information Provided in This Chapter
This chapter describes the following tasks:

Task Section

Adding and deleting optional files with the OpenVMS Tailoring utility =~ Section 5.1

Modifying site-specific startup command procedures Section 5.2
Modifying login command procedures : Section 5.3
Customizing startup databases Section 5.4
TRegistering images that have system version dependencies Section 5.5
Customizing the Help Message utility (Help Message) Section 5.6
TSetting up your system to compensate for time zones Section 5.7
Saving your customization Section 5.8
TVAX specific

This chapter explains the following concepts:

Concept Section

Site-specific startup command procedures Section 5.2.1
The order of startup events Section 5.2.2
Startup databases Section 5.4.1
The layered product startup database Section 5.4.2

5.1 Adding and Deleting Optional Files with the OpenVMS Tailoring
Utility

The OpenVMS Tailoring utility (VMSTAILOR) lets you customize the size of the
operating system by deleting or adding optional system files. This is particularly
valuable for small systems or systems with limited disk space. For example, if
your system is a MicroVAX II computer with an RD54 system disk, and you will
not use system programming features such as the Delta/XDelta utility or the
System Dump Analyzer utility, you might choose to remove these files from the
system disk.

You delete files from and add files to the system disk by identifying classes and
subclasses of operating system files that you want to add or delete. You might
delete or add an entire class or selected subclasses of files within a class.

1
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If you delete optional files with VMSTAILOR, you can add them again at any
time using VMSTAILOR and your operating system distribution media.

See the Upgrade and Installation Manual for more information about

VMSTAILOR.

5.2 Modifying Site-Specific Startup Command Procedures

An important part of customizing your system is to create or modify site-specific
startup command procedures. Adding commands to these procedures ensures
that the commands are executed each time the system reboots.

5.2.1 Understanding Site-Specific Startup Command Procedures

You should understand the following terms:

5-2

Term

Definition

Startup command procedure

Site-independent startup
command procedure

Site-specific startup
command procedures

A command procedure that executes when the system
starts up.

A startup command procedure that is required for and
provided with all OpenVMS systems, regardless of
site-specific requirements. This procedure is named
SYS$SYSTEM:STARTUP.COM. Do not modify this
procedure.

When your system boots, it automatically executes
STARTUP.COM. For more information, see
Section 4.1.3.

Startup command procedures that you can modify to
perform operations specific to your site. Use any text
editor to add or modify commands in these procedures.

STARTUP.COM executes several site-specific startup
command procedures that Digital provides. These
procedures are listed in Table 5-1.

You can also create your own procedures and execute
them from SYSTARTUP_VMS.COM.

Table 5-1 lists and describes the site-specific startup command procedures
provided by Digital, in the order in which they execute. These procedure are
located in the system directory with the logical name SYS$STARTUP.

Table 5-1 Site-Specific Startup Command Procedures

Order Command Procedure Function

1 SYCONFIG.COM

2 SYLOGICALS.COM

A file to which you add commands for site-
specific device configuration. For more
information, see Section 5.2.4.

A file to which you add commands to define
your site-specific system logical names. For
more information, see Section 5.2.5.

(continued on next page)
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Table 5-1 (Cont.) Site-Specific Startup Command Procedures

Order Command Procedure Function

3 SYPAGSWPFILES.COM A file to which you add commands to install
page and swap files (other than the primary
page and swap files in SYS$SYSTEM,
which are installed automatically). For
more information, see Section 5.2.3.

4 SYSECURITY.COM A file to which you add commands to define
the location of security auditing and security
archive files before starting the security
auditing server. For more information, see
Section 5.2.6.

5 SYSTARTUP_VMS.COM A general-purpose command procedure
to which you add commands to perform
miscellaneous operations for setting up your
site. For example, you might mount public
disks in SYSTARTUP_VMS.COM. For more
information, see Section 5.2.7.

Template Files

Your distribution kit provides two versions of each site-specific command
procedure in the directory SYSSMANAGER:

* An executable version with the file type .COM (for example,
SYS$MANAGER:SYCONFIG.COM). The system executes files with the

file type .COM; you can edit .COM files (except for STARTUP.COM) to meet
your site-specific needs.

¢ A backup version with the file type .TEMPLATE (for example,
SYS$MANAGER:SYCONFIG.TEMPLATE).

Caution

Do not modify or delete the Digital-supplied template command files with
the .TEMPLATE file type. The VMSKITBLD.COM procedure uses these
files to create a new system disk. If you need to use the . TEMPLATE
version of the file because your .COM version is damaged, copy the
.TEMPLATE file to a file with the .COM file type, and edit the copy.

Rules for Modifying Startup Command Procedures

When modifying site-specific startup command procedures, be sure to follow these
rules:

* Conform to the rules of command procedures, as described in the OpenVMS
User’s Manual.

* Keep the files in the SYSSMANAGER directory.
* Keep the file names given to the command procedures.

* Modify only the executable version of the files (with the file type .COM), not
the template version (with the file type TEMPLATE).

* Do not modify the site-independent startup command procedure
STARTUP.COM.
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¢ Before modifying command procedures, understand the order of startup
events. For information, see Section 5.2.2.

Caution

The startup procedures provided by Digital should always work. However,
if you introduce an error in the startup or login procedures, it is possible
to accidentally lock yourself out of the system. Section 4.3.2 describes a
boot procedure to be used in such an emergency.

5.2.2 Understanding the Order of Startup Events

>

_AXP:
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Before modifying the site-specific startup command procedures, you need to
understand the order of system startup events.

A database file named VMS$PHASES.DAT determines the order of the phases of
the startup procedure. It is a sequential list of the phases that STARTUP.COM
starts. It includes a series of four basic phases (INITIAL, CONFIGURE, DEVICE,
and BASEENVIRON) needed to start the operating system, followed by a series
of phases for layered products.

" Caution

Do not modify VMS$PHASES.DAT. The system requires the contents of
this file to remain intact to start up correctly.

On starting up, a system performs tasks in the following order:

1. Defines logical names needed for basic operations, and installs images listed
in SYS$MANAGER:VMSIMAGES.DAT.

2. Executes SYCONFIG.COM.
3. Adds any new drivers by executing one of the following commands:
— On VAX systems, the SYSGEN command AUTOCONFIGURE ALL. This

command automatically configures the device driver database, locates all
standard devices attached to the system, and loads and connects their
device drivers. 4

—  On AXP systems, the SYSMAN command I0 AUTOCONFIGURE. This
command automatically configures the device driver database, locates all
standard devices attached to the system, and loads and connects their
device drivers. ¢

If the symbol STARTUP$AUTOCONFIGURE_ALL is defined as 0 or FALSE
by SYS$MANAGER:SYCONFIG.COM, this step is not performed.

4. Installs the primary swap file, if the file is present.

5. Starts the CONFIGURE process (swappable). If the system parameter
NOAUTOCONFIG is set to 1, the CONFIGURE process is not started. If
the symbol STARTUPSAUTOCONFIGURE_ALL is defined as 0 or FALSE by
SYS$MANAGER:SYCONFIG.COM, this step is not performed.

6. Executes SYLOGICALS.COM. At this point, all devices have been made
available through the AUTOCONFIGURE ALL command (step 3) or will be
made available by the CONFIGURE process (started in step 5).
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7. If the system is a satellite node in a VAXcluster or VMScluster environment,
executes SATELLITE_PAGE.COM to install page and swap files on a
local disk. SATELLITE_PAGE.COM is created when you execute the
CLUSTER_CONFIG.COM procedure.

8. Executes SYPAGSWPFILES.COM.
9. Performs the following steps in no specified order:
* Installs required images

* Starts various operating system processes (OPCOM, CACHE_SERVER,
CLUSTER_SERVER, ERRFMT, JOBCTL)

¢ Executes SYSECURITY.COM and starts the AUDIT_SERVER process

* Starts the License Management facility (LMF) and loads all appropriate
Product Authorization Keys (PAKs) from the LMF database

10. Performs the following steps in no specified order:
* Enables operator consoles and the operator log files

¢ Starts the SMISERVER process

Note

The order of events within system startup might change in future releases
of the operating system.

5.2.3 Modifying SYPAGSWPFILES.COM to Install Page and Swap Files

When the system boots, it automatically installs the primary page and swap
files if they exist in the SYS$SYSTEM directory. If you have moved the page
and swap files out of SYS$SYSTEM, or if you have secondary page and swap
files located on a disk other than the system disk, you must make sure they are
installed each time the system boots. To install these files, add commands to
SYPAGSWPFILES.COM.

Before performing this task, you should understand page and swap files and why
you might want to move them. For more information, see Section 15.2.

The SYPAGSWPFILES.COM file can also include commands other than INSTALL
commands, such as SYSGEN CREATE commands and the DCL commands
INITTALIZE and MOUNT, to set up the page and swap files. Note that, at

the time STARTUP.COM invokes SYPAGSWPFILES.COM, only the system

disk is mounted. Therefore, you might need to add MOUNT commands to
SYPAGSWPFILES.COM to mount the disks that hold the page and swap files.

The system must have installed at least one page file before
SYPAGSWPFILES.COM exits. Otherwise, STARTUP.COM displays the following
error message:

$STARTUP-E-NOPAGFIL, no page files have been successfully installed.

Caution

If a system dump file with the name SYSDUMP.DMP does not exist
in the SYS$SPECIFIC:[SYSEXE] directory, the primary page file
PAGEFILE.SYS must exist in SYS$SPECIFIC:[SYSEXE]PAGEFILE.SYS
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for writing crash dumps.) If neither SYSDUMP.DMP nor PAGEFILE.SYS
is located in SYS$SPECIFIC:[SYSEXE], no crash dump file is produced.

You can also use SATELLITE_PAGE.COM to install page and swap files on a
satellite node’s local disk. SATELLITE_PAGE.COM is created when you run

CLUSTER_CONFIG.COM. For more information on installing page and swap
files on a satellite node’s local disk, see VMScluster Systems for OpenVMS.

How to Perform This Task

1.

Enter SYSGEN CREATE commands in the following format to create
secondary system files in the desired locations:

CREATE file-spec/SIZE=block-count
For example:

SYSGEN> CREATE DUA2:[PAGE_SWAP]PAGEFILE 1.S5YS/SIZE=100000
SYSGEN> CREATE DUAZ:[PAGE_SWAP]SWAPFILE_I.SYS/SIZE=100000

The SYSGEN CREATE command creates or extends files that can be used as
a page, swap, or dump file. You create these files only once.

For more information on creating page and swap files, see Section 15.11. For
more information on the SYSGEN command CREATE, see the OpenVMS
System Management Utilities Reference Manual (SYSGEN).

Invoke any editor to edit SYSSMANAGER:SYPAGSWPFILES.COM.

If necessary, add a MOUNT command to mount the disk or disks that are

to hold the secondary page and swap files. Disks other than the system

disk are not yet mounted at the time SYPAGSWPFILES.COM is invoked. For
information on the MOUNT command, see the OpenVMS System Management
Utilities Reference Manual (MOUNT).

Add the following command to make it easier to invoke SYSGEN:
$ SYSGEN := $SYSGEN

Add commands in the following format to SYPAGSWPFILES.COM to install
the secondary files each time the system boots.

For page files, use the following format:
SYSGEN INSTALL file-spec /PAGEFILE
For swap files, use the following format:
SYSGEN INSTALL file-spec /SWAPFILE

The INSTALL command activates secondary page and swap files. Page and
swap files not located in SYS$SYSTEM must be installed each time the
system boots.

Example

The following commands in SYPAGSWPFILES.COM install secondary page and
swap files on the device DUA10: with the logical name PAGE_SWAP:
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MOUNT/SYSTEM/NOASSIST DUAlQ: SYS2 PAGE SWAP

SYSGEN := $SYSGEN

SYSGEN INSTALL PAGE_SWAP:[SYSTEM]PAGEFILEL. SYS/PAGEFILE

if $status then write sys$output "Installed page file PAGEFILEl.SYS"
SYSGEN INSTALL PAGE_SWAP:[SYSTEM]SWAPFILEI.SYS/SWAPFILE

if $status then write sys$output "Installed swap file swapfilel.sys"

5.2.4 Modifying SYCONFIG.COM to Configure Devices

You can commands to SYCONFIG.COM to perform site-specific device
configuration, including connecting nonstandard devices and suppressing
autoconfiguration.

W

5.2.4.1 Connecting Nonstandard Devices

Standard devices are automatically connected and configured by STARTUP.COM
each time the system boots. Nonstandard devices (devices not supplied by
Digital) are not automatically connected and configured; you must connect

and configure these devices manually by entering certain commands. To

execute these commands each time the system starts up, add the commands
to SYCONFIG.COM.

@ On VAX gystems, add SYSGEN CONNECT commands. For more information
on connecting devices, see Section 7.4. For more information on the SYSGEN
CONNECT command, see the OpenVMS System Management Utilities Reference
Manual (SYSGEN). ¢

On AXP systems, add SYSMAN 10 CONNECT commands. For more information
on connecting devices, see Section 7.4. For more information on the SYSMAN IO
CONNECT command, see the OpenVMS System Management Utilities Reference

Manual (SYSMAN).

Example
To connect a nonstandard device called the QQ device, add the following
commands to SYCONFIG.COM:

§ SYSGEN := $SYSGEN
§ SYSGEN CONNECT QQA0

5.2.4.2 Suppressing Autoconfiguration of Devices

You might want to suppress autoconfiguration for various reasons, including the
following:

* To customize the order in which you configure devices
® To troubleshoot booting problems

e To allow Small Computer System Interface (SCSI) based workstations to use
devices on another workstation’s SCSI bus without causing conflicts during
boot time

You can define a symbol in SYCONFIG.COM to suppress autoconfiguration. For
more information, see Section 7.4.3.

5.2.5 Modifying SYLOGICALS.COM to Define Systemwide Logical Names

To define systemwide logical names, add commands to the command procedure
SYS$MANAGER:SYLOGICALS.COM.

A systemwide logical name is a logical name that applies to the entire system. It
is defined in the system logical name table and can be used by any process in a
system.
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As supplied by Digital, SYLOGICALS.COM contains commands that assign
systemwide logical names on a MicroVAX system that is not in a VMScluster
environment. If your system is not a standalone MicroVAX system, you can
ignore the procedure at the beginning of the template file and add systemwide
logical name assignments to the end of the file.

You can add commands to create your own site-specific systemwide logical names.
In addition, if you want to change default definitions for the following system
logical names, you can include the definitions in SYLOGICALS.COM. Table 5-2

lists some commonly defined logical names.

Table 5-2 Commonly Defined System Logical Names

Logical Name For More Information

LMF$LICENSE OpenVMS License Management Utility Manual
NETNODE_REMOTE DECnet for OpenVMS Networking Manual
NETPROXY Security Guide

QMAN$MASTER Section 12.3

RIGHTSLIST Security Guide

SYS$ERRORLOG Section 17.2.2

SYS$MONITOR Section 17.7.9

SYSUAF Security Guide

VMSMAIL_PROFILE OpenVMS User’s Manual

Digital recommends that you define logical names for system components (for
example, public disks and directories) in executive mode, using the /EXECUTIVE_
MODE qualifier with the ASSIGN or DEFINE command. This ensures that the
logical name is available during system operations such as the activation of
privileged mode images (LOGINOUT, MAIL, and so forth).

For detailed information on logical name assignments and the privilege modes
(executive, kernel, supervisor, and user), see the OpenVMS User’s Manual.

How to Perform This Task
1. Invoke any editor to edit the file SYSSMANAGER:SYLOGICALS.COM.

2. Add logical name definitions in the following format to the end of the file,
immediately preceding the EXIT command:

DEFINE/SYSTEM/EXECUTIVE/NOLOG logical-name equivalence-name
For example:
DEFINE/SYSTEM/EXECUTIVE/NOLOG FINANCE DISK DRAC$DRA2:

For more information about the DEFINE command, see the OpenVMS DCL
Dictionary.

3. Exit the editor to create a new version of the file. The highest version will
automatically be invoked by STARTUP.COM each time the system boots.
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Example

$ DEFINE/SYSTEM/EXECUTIVE/NOLOG FINANCE DISK DRACSDRA2:
$ DEFINE/SYSTEM/EXECUTIVE/NOLOG SYSDSK SYS$SYSDEVICE:

In this example, any user on the system (and any program running on the
system) could use the name FINANCE_DISK (the logical name) in place of
DRAC$DRA2: (the physical device name). Similarly, you can refer to the system
disk (SYS$SYSDEVICE:) as SYSDSK.

5.2.6 Modifying SYSECURITY.COM to Set Up Security Auditing

SYSECURITY.COM runs prior to starting the security audit server process. You

can add commands to this file to mount or define any disks that you want to hold
security auditing log files or local security archive files. For more information on
security auditing, see Section 17.6.

Ordinarily, the system turns on auditing in VMS$LPBEGIN, just before
SYSTARTUP_VMS.COM executes. However, you can change this behavior
by redefining the logical name SYS$AUDIT_SERVER_INHIBIT.

To inhibit the automatic startup of auditing, edit the
SYS$STARTUP:SYLOGICALS.COM command procedure to add the following

line:
$ DEFINE/SYSTEM/EXECUTIVE SYS$AUDIT_SERVER_INHIBIT YES

Then you can initiate auditing during another phase of system startup, perhaps
at the end of SYSTARTUP_VMS.COM, by editing the command file to add the
following line:

$ SET AUDIT/SERVER=INITIATE
For information on editing SYSTARTUP_VMS.COM, see Section 5.2.7.

5.2.7 Modifying SYSTARTUP_VMS.COM to Perform General Operations

To perform any site-specific command not performed by another startup command
procedure, you can add or modify commands in the general-purpose, site-specific
startup command procedure, SYSTARTUP_VMS.COM.

Digital recommends that you edit this procedure to modify or add commands that
perform tasks such as the following:

Task For More Information
Mounting public disks Section 5.2.7.1
Setting the characteristics of terminals and printer devices Section 5.2.7.3
Starting queues and enabling autostart for queues Section 5.2.7.4
Installing known images Section 5.2.7.5
$On AXP systems, installing resident images Section 5.2.7.6
Setting up the OpenVMS InfoServer Client software Section 5.2.7.7
Running the System Dump Analyzer Section 5.2.7.8
Purging the operator’s log file Section 5.2.7.9
Submitting batch jobs that are run at system startup time Section 5.2.7.10
Creating systemwide announcements Section 5.2.7.11
AXP specific
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Task For More Information
Starting up the LAT protocol software Section 5.2.7.12
Starting the DECnet for OpenVMS network Section 5.2.7.13
Starting up the DIBOL Message Manager Section 5.2.7.14
Defining the number of interactive users Section 5.2.7.15

How to Perform This Task
To modify SYSTARTUP_VMS.COM, perform the following steps:

1. Invoke any editor to edit the file.

2. To prevent the command procedure from exiting if it invokes an error, include
the DCL command SET NOON at the beginning of the file. This command
disables error checking after the execution of each command in the procedure.
For more information on error checking, see the OpenVMS User’s Manual.

3. Add commands to perform site-specific operations. Sections 5.2.7.1 to 5.2.7.15
describe operations that are typically performed by this command procedure.

4. Exit the editor to create a new version of the file. The highest version will
automatically be invoked by STARTUP.COM each time the system boots.

5.2.7.1 Mounting Public Disks
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A public volume is a disk that any process on the system can access. To make
disks available for public use, you must do the following:

® Physically load and spin up the disk.
e If the disk is new, initialize it.

* Mount the disk for systemwide access using the DCL command MOUNT. (You
do not need to use the MOUNT command for the system disk, because the
system disk is already mounted when the system starts up.)

For more information on public volumes, see Section 8.1.3 and Section 8.5. For
more information on the MOUNT command, see the OpenVMS DCL Dictionary.

How to Perform This Task
Add MOUNT commands in the following format to the command procedure:

MOUNT/SYSTEM ddcu: volume_label logical_name
where:

* ddcu is the physical device name (including a colon immediately after the
device name). For information on physical device names, see Section 7.1.

* volume-label is an alphanumeric identification that you assign with the
INITIALIZE command.

* logical_name is the logical name that you want to assign to the device.
Consider the advantages of using logical volume names to conceal the
physical device names. If you and the users consistently use the logical
volume name, it is not necessary to know on which physical drive the volume
is mounted. Thus, you can avoid including physical device names in programs
and command procedures.

The /SYSTEM qualifier makes the disk available for systemwide access.
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When mounting disks in a startup command procedure, do not specify the
/CLUSTER qualifier, even in a VAXcluster or VMScluster environment. Each
node executes its own startup command procedure, so each node mounts disks for
itself.

Note

Note that when SYSTARTUP_VMS.COM executes (and only then), the
MOUNT command default includes the /NOASSIST qualifier. This
qualifier means that operator-assisted mounts are disabled. To enable
this feature during SYSTARTUP_VMS.COM, specify /ASSIST with each
MOUNT command. Also, it is necessary to insert a WAIT statement

in the command procedure prior to the first MOUNT statement for a
DSA disk. The wait time is controller dependent. If you omit this wait,
the MOUNT request might fail with a “no such device” status. See the
OpenVMS 1/0 User’s Reference Manual for more information.

For more information on public volumes, see Section 8.1.3 and Section 8.5. For
more information on the MOUNT command, see the OpenVMS DCL Dictionary.

5.2.7.2 Mounting Disks That Must Be Available Early in Startup

If you have any disks that must be mounted early in startup, you can add
MOUNT commands to SYCONFIG.COM. For example, your site might require
that certain files be available before SYSTARTUP_VMS.COM executes. For more
information about SYCONFIG.COM, see Section 5.2.4.

5.2.7.3 Setting Terminal and Printer Characteristics

To establish the device characteristics of the terminals and printers on the
system, use a series of SET commands in your startup command procedure. For
more information on the commands you use to set up devices, see Section 7.5.1
and Section 7.6.1.

If your configuration is simple, you can add the commands to SYSTARTUP_
VMS.COM. If your configuration requires a large number of commands, create a
separate command procedure (for example, DEVICE_SETUP.COM) and execute
it from SYSTARTUP_VMS.COM. When the device setup command procedure
finishes executing, control returns to SYSTARTUP_VMS.COM.

5.2.7.4 Starting Queues and Enabling Autostart for Queues

You should add commands to SYSTARTUP_VMS.COM to perform the following
tasks:

* Enable autostart for queues
¢ Start nonautostart execution queues

If your configuration is simple, you can add these commands to to SYSTARTUP_
VMS.COM. On systems with a large number of queues, you might want to include
the commands in a separate file named, for example, STARTQ.COM, and include
a command in SYSTARTUP_VMS.COM to invoke the queue startup command
procedure. The autostart feature simplifies queue startup, and allows you to start
queues with fewer commands. Digital recommends you use autostart queues
whenever possible to simplify queue startup. For more information on autostart
queues, see Section 13.4.

For more specific information on starting queues and enabling autostart for
queues in system startup, see see Section 13.7.3.
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5.2.7.5 Installing Known Images

Section 16.9 explains how to install commonly used programs as known images
to reduce the I/O overhead in activating those images and to assign attributes or
privileges to the images. You use the Install utility INSTALL) to install known
images. You must reinstall these images each time the system boots.

STARTUP.COM includes a series of INSTALL commands that install certain
system programs as known images. You should include any site-specific INSTALL
commands in SYSTARTUP_VMS.COM to install images each time the system
boots.

Before performing this task, you need to understand installed images. For
information, see Section 16.9.

Example

The following example shows a command sequence you might include in
SYSTARTUP_VMS.COM for installing additional known images:

$ INSTALL
ADD/OPEN/SHARED/HEADER_RESIDENT BASIC
ADD/OPEN/SHARED/HEADER_RESIDENT FORTRAN
EXIT

5.2.7.6 Installing Resident Images (AXP Only)

“AXP

Section 16.9.6 explains how you can use the Install utility to install resident
images on AXP systems. Images must be installed each time the system boots.
You can add commands to SYSTARTUP_VMS.COM to automatically perform this
task each time the system boots. ¢

5.2.7.7 Setting Up the OpenVMS InfoServer Client Software

Chapter 21 explains the InfoServer system and its uses. On VAX systems, if
you use the InfoServer system, you will probably perform some setup tasks in
SYSTARTUP_VMS.COM. For example, you can add commands to SYSTARTUP_
VMS.COM to:

e Start the InfoServer Client for OpenVMS software

* Make remote compact discs available on your system each time the system
boots

5.2.7.8 Running the System Dump Analyzer
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Section 15.9 explains how to run the System Dump Analyzer utility (SDA) each
time the system boots to analyze the system crash dump in case the system
failed the last time it was running. You can do this by adding command lines to

SYSTARTUP_VMS.COM.
For details, see Section 15.9 and the System Dump Analyzer Utility Manual.

Caution

If you use the page file for the crash dump file, you must enter the SDA
command COPY when the system reboots, to copy the dump from the
page file to another file suitable for analysis. For more information, see
Section 15.10.

If you fail to perform the copy operation, pages used to save the crash
dump information are not released for paging, and your system might
hang because it has insufficient paging space. For more information, see
Section 15.10.
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Example .

The following commands, executed in SYSTARTUP_VMS.COM, invoke SDA, save
and analyze the crash dump, and print a listing file:

$ ANALYZE/CRASH_DUMP SYSS$SYSTEM: SYSDUMP . DMP
COPY SYS$SYSTEM:SAVEDUMP.DMP ! Save dump file
SET OUTPUT DISK1:SYSDUMP.LIS ! Create listing file
READ/EXECUTIVE ! Read in symbols for kernel
SHOW CRASH ! Display crash information
|
1
1

SHOW STACK Show current stack

SHOW SUMMARY List all active processes
SHOW PROCESS/PCB/PHD/REGISTERS Display current process
EXIT

5.2.7.9 Purging the Operator Log File

Section 17.5.1 explains the operator log file. Each time you reboot the system,
you create a new version of OPERATOR.LOG. You should devise a plan for
regular maintenance of the versions of this file. Add the following command to
SYSTARTUP_VMS.COM to purge all but the last two versions of the operator log
file:

$ PURGE/KEEP=2 SYS$MANAGER:OPERATOR.LOG

5.2.7.10 Submitting Batch Jobs to Run at Startup Time

Your site might have batch jobs that you want to submit at system startup time.
To submit such batch jobs, add SUBMIT commands in the following format to
SYSTARTUP_VMS.COM:

$ SUBMIT [/qualifier,...] SYSSMANAGER:file-spec
For example:
$ SUBMIT/PRIORITY=255 SYS$MANAGER:SYSDISK REBUILD

This example submits a batch job to run a command procedure each time the
system boots. The job is submitted at a high priority to make sure the job is
scheduled before any batch jobs users might submit. If possible, submit startup
batch jobs at high priority in this way before you start the batch queue.

See Section 13.9.6.4 for information about scheduling of jobs. See the OpenVMS
DCL Dictionary for information about the SUBMIT command.

5.2.7.11 Creating Systemwide Announcements

Usually, the last command in SYSTARTUP_VMS.COM announces to all terminals
that the system is up and running:

$ REPLY/ALL/BELL "OpenVMS Operating System at ANDROMEDA, INC. ready for use."

Before the procedure exits, you can provide site-specific definitions for one or
both of the logical names SYS$ANNOUNCE and SYS$WELCOME. Whenever
a user logs in, the user’s terminal screen displays the messages associated with
SYS$ANNOUNCE and SYS$WELCOME.

Defining SYSSANNOUNCE

You can define SYS$ANNOUNCE to print an announcement at the beginning of
the login procedure for each user. The text prints immediately after a successful
dial-in, Ctrl/Y, or carriage return is received. It also prints on LAT terminals
when a user connects to a service using the CONNECT command. The text can
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contain up to 63 characters. For longer messages, precede the name of a text-
containing file with an at sign (@) so that the login command procedure prints the
entire file as an announcement.

For example, you could include the following command in SYSTARTUP_
VMS.COM:

$ DEFINE/SYSTEM SYSSANNOUNCE "SIRIUS VMSCLUSTER AT ANDROMEDA, INC."

Or you might prefer to print a file by including the following command:
$ DEFINE/SYSTEM SYSSANNOUNCE "@SYSSMANAGER:ANNOUNCE.TXT"

If you do not define SYSSBANNOUNCE, the system does not display an

announcement.

Caution

Sites requiring moderate or high security should restrict the amount of
information displayed in system announcements.

Defining SYS$WELCOME

You can define SYS§WELCOME to display a welcome message whenever a user
logs in. The text prints immediately after the user enters the correct password.
The text can contain up to 63 characters. For longer messages, precede the name
of a text-containing file with an at sign (@) so that the login command procedure
displays the entire file as a welcoming announcement.

For example, you could include a command such as the following in SYSTARTUP_
VMS.COM:

$ DEFINE/SYSTEM SYSSWELCOME "Welcome to Node RANDOM"

If you prefer to display the contents of a file containing a message, you could use
the following line in the procedure:

$ DEFINE/SYSTEM SYS$WELCOME "@SYS$MANAGER:WELCOME.TXT"

If you do not explicitly define SYS$WELCOME, the terminal displays a standard
welcome message similar to the following:

Welcome to OpenVMS Version n.n

You can add the DECnet for OpenVMS node name to this message by including a
translation of the logical name SYS$NODE. When DECnet for OpenVMS starts,
it creates the logical name assignment for SYS$NODE.

SYSTARTUP_VMS.COM, supplied as a template with your distribution
kit, includes additional command examples for SYSSANNOUNCE and
SYS$WELCOME.

5.2.7.12 Starting Up and Customizing the LAT Protocol Software
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Section 22.1 explains the LAT protocol and its uses. To set up your node as a LAT
service node and start the LAT protocol software on your system each time the
system boots, add the following line to SYSTARTUP_VMS.COM:

$ @SYS$STARTUP:LATSSTARTUP.COM

When the procedure executes this command, it invokes LAT$STARTUP.COM,
which in turn invokes the LAT$CONFIG and LAT$SYSTARTUP command
procedures. For more information, see Section 22.4.
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5.2.7.13 Starting the DECnet for OpenVMS Network

If your system participates in a DECnet for OpenVMS network, you must
start the DECnet for OpenVMS software each time your system boots. Edit
SYSTARTUP_VMS.COM to delete the exclamation point (!) at the beginning of
the following command line:

§ @SYS$MANAGER:STARTNET.COM

Before starting the network the first time, you must register your DECnet for
OpenVMS license and configure your network. See Section 20.2 for information
on setting up the DECnet for OpenVMS network.

5.2.7.14 Starting the DIBOL Message Manager

Each node that will execute DIBOL programs must contain a line in
SYS$STARTUP:SYSTARTUP_VMS.COM that executes the command procedure
SYS$STARTUP:DBLSTRTUP.COM. This command procedure starts the DIBOL
Message Manager, used by DIBOL programs as an intermediary in passing
messages.

Example
SYSTARTUP_VMS.COM should contain a line as follows:

$ @SYSSSTARTUP:DBLSTRTUP.COM

5.2.7.15 Defining the Number of Interactive Users
By default, when the system starts up, it limits to 64 the number of interactive
users allowed to log in.

To change the default value for the number of interactive users that you permit to
log in to your system at one time, define the symbol STARTUP$INTERACTIVE_
LOGINS to be the maximum number of users in SYSTARTUP_VMS.COM as
follows:

STARTUPSINTERACTIVE_LOGINS ==n

For n, specify the maximum number of interactive users that can log in at one
time.

Note

You cannot set the number of interactive users to a value higher than the
value authorized by your VAX or AXP computer license.

The maximum number of interactive users influences the service rating that the
LAT software assigns to a service node. The LAT software uses a ratio of current
users to maximum users in calculating a rating. An artificially high user limit

results in a high service rating, indicating—erroneously—that the service node is
more able to provide services. For information on LAT software, see Section 22.1.

Example
$ STARTUPSINTERACTIVE LOGINS == 200
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5.3 Modifying Login Command Procedures to Customize User
Environments
In addition to modifying site-specific startup command procedures, you can add

commands to login command procedures to perform operations each time a
user logs in.

Command Procedure Description

SYS$MANAGER:SYLOGIN.COM A file to which you can add common
commands to execute whenever any user logs
in. If SYSSMANAGER:SYLOGIN.COM exists
and the logical name SYS$SYLOGIN points
to this file, SYLOGIN.COM automatically
executes when any user logs in.

SYS$LOGIN:LOGIN.COM A file to which you or users can add commands
that are to be executed only when individual
users log in to their accounts. If a file named
LOGIN.COM exists in a user’s SYS$LOGIN
directory, it automatically executes when the
user logs in.

Caution

If you introduce an error in login procedures, it is possible to accidentally
lock yourself out of the system. Section 4.3.2 describes a boot procedure
to be used in such an emergency.

The SYLOGIN.COM Procedure

As system manager, you create and maintain SYLOGIN.COM. This file is
supplied on your distribution kit as a template, and contains commands that
you can modify and add to as the needs of your site dictate.

The template for SYSTARTUP_VMS.COM includes the following command line
that assigns the logical name SYS$SYLOGIN to SYLOGIN.COM:

$ DEFINE/SYSTEM/EXEC/NOLOG SYS$SYLOGIN SYS$MANAGER:SYLOGIN.COM

LOGIN.COM Procedures

Each user creates and maintains a personal copy of the login command procedure
LOGIN.COM. This file should be located in the top-level directory for the user’s
account. As a system manager, you might need to help users set up a personal
copy of LOGIN.COM.

Example

See Example 6-1 for a sample SYLOGIN command file. See Example 6-2 and
the OpenVMS User’s Manual for sample LOGIN.COM procedures.

5.4 Customizing Startup Databases with the System Management
Utility (SYSMAN)
Startup databases contain information used to start up system software.
For example, STARTUP.COM uses information in a startup database named

STARTUP$STARTUP_VMS to start the OpenVMS operating system. It uses
information in a startup database named STARTUP$STARTUP_LAYERED
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to start layered products. For more information about startup databases, see
Section 5.4.1.

You can use the STARTUP command of the System Management utility
(SYSMAN) to customize startup databases as follows:

* Display information in any startup database.
* Create a site-specific startup database.

* Add, modify, or remove elements in the layered product database or site-
specific database. (Digital recommends that you not modify the OpenVMS
startup database.)

The following sections describe these tasks.

Before performing these tasks, you need to understand SYSMAN. For more
information, see Section 2.3.1. You should also understand startup databases,
in particular, the layered product startup database. For information, see
Section 5.4.1 and Section 5.4.2.

5.4.1 Understanding Startup Databases

Three startup database files are provided with the operating system, in the
location defined by the logical name SYS$STARTUP:

File Description

VMS$PHASES.DAT Determines the order of the phases of startup in a sequential
list. This file includes a series of four basic phases (INITIAL,
CONFIGURE, DEVICE, and BASEENVIRON) needed
to bring the operating system up to a basic working
environment, followed by a series of phases for layered
products. STARTUP.COM uses this list of phases for startup.
Do not modify this file.

VMS$VMS.DAT Equivalent to the logical name STARTUP$STARTUP_VMS.
This file contains information about the files used to start the
base operating system environment during system startup. Do
not modify this file.

STARTUP$STARTUP_VMS is provided for your information
only. Use SYSMAN to display information in this file. For
more information, see Section 5.4.5.

VMS$LAYERED.DAT Equivalent to the logical name STARTUP$STARTUP_
LAYERED. This file contains information about files that start
site-specific products and layered products. The system uses
the information in this file to start layered products during
system startup. Section 5.4.2 provides more information about
this file.

Use SYSMAN to modify this file so that it contains information
about all the layered product startup files you want to execute
on your system.

If you have site-specific software that you want to manage separately from your
layered products, you can use SYSMAN to create an additional startup database.

5-17



Customizing the Operating System
5.4 Customizing Startup Databases with the System Management Utility (SYSMAN)

5.4.2 Understanding the Layered Product Startup Database

The layered product startup database file (referred to by the logical name
STARTUP$STARTUP_LAYERED) lists the files and command procedures that
start site-specific products and layered products. It contains the following
characteristics of each startup file:

¢ Name of the component file to be run. The file type must be either .EXE or
.COM.

* Phase in which the component file is to run. Each phase describes a minimum
environment that exists at that point in the startup process, as follows:

1. BASEENVIRON—Startup tasks execute here. These must be performed
before the site-specific startup command procedure, SYSTARTUP_
VMS.COM, executes.

2. LPBEGIN—SYSTARTUP_VMS.COM, the site-specific startup command
procedure, executes here, as do any other files that prepare an
environment necessary for layered products.

3. LPMAIN—The majority of layered products execute here. This phase is
the default.

4. LPBETA—Layered products that have a dependency on previously
installed products execute here.

5. END—Products that are dependent on layered products execute here.

Each phase must meet the prerequisites of the following phase; therefore,
the order of the phases is extremely important. Components that occur in a
phase cannot have dependencies on components that are in the same phase or
in subsequent phases. When installing layered products using SYSMAN, be
sure that all requisite components occur in a previous phase.

¢ Mode (or method) by which the component file is to run. Choose one of the
following modes:

— DIRECT (the default, where the command procedure or image is executed
immediately)

— BATCH (valid only for command procedures)
— SPAWN

¢ Node restrictions for the component. This is either the node or nodes on
which the component file should be run, or the node or nodes on which the
component file should not be run.

* Parameters passed to the component file for execution. You can pass up to
eight parameters, using the following format:

(Pl:args,P2:args,...)

You can omit the parentheses if you pass only a single parameter.
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5.4.3 Specifying the Current Startup Database

With SYSMAN, the current database is the one that will be the target for the
SYSMAN commands.

You can display or modify STARTUP$STARTUP_LAYERED or database files
that you create. You can display STARTUP$STARTUP_VMS, but you should not
modify it.

By default, the layered product database is the current database. To perform

commands on another database, specify it as the current database by entering
the SET DATABASE command in the following format:

STARTUP SET DATABASE database
For database, specify the name of the database.

Example

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> STARTUP SET DATABASE STARTUP$STARTUP_LOCAL
$SYSMAN-I-NEWCOMPFIL, current component file is now STARTUP$STARTUP LOCAL

5.4.4 Showing the Name of the Target Startup Database

To display which database is the target database, enter the STARTUP SHOW
DATABASE command as follows:

SYSMAN> STARTUP SHOW DATABASE

Example

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> STARTUP SHOW DATABASE

5.4.5 Showing the Contents of a Startup Database

To display the contents of the current database, enter the STARTUP SHOW FILE
command. For example:

SYSMAN> STARTUP SHOW FILE/FULL

You can specify various qualifiers for this command to control the amount
of information displayed. For more information, see the OpenVMS System
Management Utilities Reference Manual.

Example

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> STARTUP SHOW FILE/FULL

5.4.6 Adding Startup Files to a Startup Database

To add a file to the layered product startup database, use the STARTUP ADD
command. The /MODE qualifier specifies the mode of execution for the file.
The /PHASE qualifier specifies the phase within system startup when the file
is to be executed. For information on the layered product startup phases, see
Section 5.4.2.

Do not use this command to modify STARTUP$STARTUP_VMS; this command
procedure starts the operating system. The STARTUP MODIFY command
requires read and write access to the startup database.

When adding layered product startup files using SYSMAN, be sure that all
requisite components occur in a previous phase.
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Enter the STARTUP ADD command with appropriate qualifiers. For example:
SYSMAN> STARTUP ADD/MODE=DIRECT/PHASE=LPMAIN FOR$LPMAIN_043_STARTUP.COM

For information on the valid qualifiers, see the SYSMAN section of the System
Management Utilities Reference Manual.

Example

$ RUN SYS$SYSTEM:SYSMAN

SYSMAN> STARTUP SHOW DATABASE

¥SYSMAN-I-DATANAME, STARTUP database is STARTUP$STARTUP LAYERED

SYSMAN> STARTUP ADD/MODE=DIRECT/PHASE=LPMAIN FORSLPMAIN 043 STARTUP.COM

5.4.7 Changing Information Associated with a Startup File

Once a file is included in the layered product startup database, you can

modify the information associated with the file by entering the STARTUP
MODIFY command. You can specify any of the following qualifiers to specify the
information that is to be changed:

* /MODE

* /NAME<=filespec

e /PARAMETER=(Pl:argl, P2:arg2,...)
* /PHASE

Do not use this command to modify STARTUP$STARTUP_VMS. This command
requires read and write access to the startup database.

How to Perform This Task
Enter the STARTUP MODIFY command. For example:

SYSMAN> STARTUP MODIFY FILE FOR$LPMAIN 043 STARTUP.COM/NODE=ZNODE

For information on the qualifiers for this command, see the OpenVMS System
Management Utilities Reference Manual.

Example

§ RUN SYS$SYSTEM:SYSMAN

SYSMAN> STARTUP ADD/MODE=DIRECT/PHASE=LPMAIN FOR$LPMAIN 043_STARTUP.COM
SYSMAN> STARTUP SHOW FILE/NODE

SYSMAN> STARTUP MODIFY FILE FORSLPMAIN 043 STARTUP.COM/NODE=ZNODE

5.4.8 Deleting a Record from a Startup Database

Deleting a record from a startup database prevents a product from starting up.
To delete a record, use the STARTUP REMOVE FILE command. This command
leaves the startup file intact, but the file is not used in system startup. This
command requires read and write access to the startup database. Do not use this
command to modify STARTUP$STARTUP_VMS.

To delete a record from a startup database, enter a STARTUP REMOVE FILE
command in the following format:

STARTUP REMOVE FILE filename

For filename, specify the name of the startup file to be removed.
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Example

$ RUN SYSS$SYSTEM:SYSMAN

SYSMAN> STARTUP SHOW FILE/FULL

SYSMAN> STARTUP REMOVE FILE FOR$LPMAIN 043 STARTUP.COM
SYSMAN> STARTUP SHOW FILE/FULL

SYSMAN> EXIT

5.4.9 Preventing a Startup File from Executing

To temporarily prevent a startup file from executing, enter the STARTUP
DISABLE command. You can specify the /NODE qualifier to disable the startup
file on certain nodes.

This command requires read and write access to the startup database. Do not
use this command to modify STARTUP$STARTUP_VMS.

To delete a record from a startup database, enter the STARTUP DISABLE
command as follows:

STARTUP DISABLE FILE filename
For filename, specify the name of the startup file to be disabled.

Example

$ RUN SYS$SYSTEM:SYSMAN

SYSMAN> STARTUP SHOW FILE

SYSMAN> STARTUP DISABLE FILE FORSLPMAIN 043 STARTUP.COM/NODE=ZURICH

5.4.10 Allowing a Previously Disabled Startup File to Execute

If you have disabled a startup file from executing, you can enable it again by
using the STARTUP ENABLE command. You can specify the /NODE qualifier to
enable the startup file on certain nodes.

This command requires read and write access to the startup database. Do not
use this command to modify STARTUP$STARTUP_VMS.

To enable a previously disabled file, enter the STARTUP ENABLE FILE
command in the following format:

STARTUP ENABLE FILE filename
For filename, specify the name of the file to be enabled.

Example

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> STARTUP ENABLE FILE FORSLPMAIN 043 STARTUP.COM/NODE=ZURICH

5.5 Registering Images That Have System Version Dependencies
(VAX Only)

L VAX

On VAX systems, registering images with the Image Registry facility allows you
to continue to use application images (including main images, shared libraries,
and device drivers) that are dependent on a previous version of the operating
system.
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5.5.1 Understanding System Version Dependency and the Image Registry
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(VAX Only)

Applications that run on the OpenVMS operating system depend on various
operating system components, including internal interfaces. For example, an
application might call system routines or reference system data cells or system
data structures. New versions of the operating system sometimes include changes
to those interfaces that can break applications depending on them.

Applications that depend on operating system interfaces are usually bound to a
particular version of the operating system when the application image is linked by
resolving symbols against the system symbol table, SYS.STB. Version-dependent
images reference both of the following:

* The major version number of the operating system.

* A set of component version numbers (version numbers of loadable executive
images).

Images linked against SYS.STB with the Link utility qualifier /SELECTIVE_
SEARCH only include component version numbers for those symbols that
were referenced at link time. Images linked against SYS.STB without the
/SELECTIVE_SEARCH qualifier include references to all component versions.

When you attempt to run an image, the system checks to determine if the image
requires a certain version of the operating system, or of system components. If
the version of the running system does not match the version requirements of the
image, the image fails.

Note

You cannot run AXP images on a VAX system, and vice versa.

The system also checks version numbers when you attempt to install an image
using the Install utility INSTALL) or connect a device driver using the System
Generation utility (SYSGEN).

When you upgrade your system to a new operating system version, an image
might fail because the new operating system version no longer matches

the image’s version requirements. However, an image might continue to be
compatible with the new operating system version, even if it fails the version
check.

Note

In OpenVMS Version 6.0, the major version number was not changed;
only the component version numbers for FILES_VOLUMES, MEMORY_
MANAGEMENT, and SECURITY were incremented to reflect interface
changes in these areas. As a result, many version-dependent images built
in VMS VAX Version 5.x systems (that is, images that do not reference
FILES_VOLUMES, MEMORY_MANAGEMENT, or SECURITY) will run
on OpenVMS Version 6.0 without any action. However, version-dependent
images that do reference these components need to be registered with the
image registry, as explained in this section.
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To continue running a compatible image, you can register the image using the
Image Registry facility. Registering an image records information about the
image in a file called the image registry and exempts the images recorded from
version checks performed by the image activator (which runs images), INSTALL,
and SYSGEN.

Caution

To avoid system crashes and data corruption, inspect and test an image
carefully before you register it. Registering an image does not necessarily
make it work; registering simply bypasses the version checks.

You do not need to register images that are linked as part of installation because
they match the current operating system version. However, linking an image
during installation does not assure that system version dependencies do not exist.
For information about changes in the current operating system version that may
require you to recompile an image or change source code, see the Release Notes.

The Image Registry facility allows you to independently register different versions
of an image. It also allows you to deregister, analyze, and show images in the
image registry.

5.5.2 Using the Image Registry Facility (VAX Only)

To register an image in the Image Registry, run the command procedure
SYS$UPDATE:REGISTER_PRIVILEGED_IMAGE.COM. Enter a command
in the following format:

$ @SYSSUPDATE :REGISTER_PRIVILEGED IMAGE keyword filename

where:

keyword Specifies one or more of the keywords described in Table 5-3, separated
by commas.

filename Specifies the name and location of the image you want to register. The

filename parameter accepts wildcard characters.

Table 5-3 REGISTER_PRIVILEGED_IMAGE.COM Keywords

Keyword Action

ANALYZE Displays version-dependent image names and their subsystem
dependencies.

REGISTER Registers images on the local system.

DEREGISTER Deletes images from the registry on the local system.

SHOW Lists the registry content. To display the complete registry
content, specify a wildcard (*) for the file name.

CONFIRM Confirms that each specified image be added to or deleted from
the registry (used only with REGISTER and DEREGISTER)

TRACE Lists each image file for verification purposes (used only with
REGISTER and DEREGISTER)

HELP Describes the supported keywords and provides examples.

If the image does not have a version dependency, the following message is
displayed:
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REGISTER-I-SUMMARY n images examined, n have dependencies

In this message, n is the number of images examined and the number of images
that have dependencies.

Example
The following example adds Rdb/VMS images to the registry:
$ @SYSSUPDATE:REGISTER PRIVILEGED IMAGE REGISTER SYSSLIBRARY:RDM*

$REGISTER-I-ADDED added RDMPRV to registry
$REGISTER-I-ADDED added RDMSHRP to registry 4

5.6 Customizing the Help Message Database

The Help Message utility (MSGHLP) allows users to quickly access online
descriptions of system messages from the DCL prompt. Users with write access
to Digital-supplied .MSGHLP$DATA files can customize the Help Message
database in more radical ways than general users can. The following sections
describe how to perform the following customization tasks:

Task For More Information
Creating system-level Help Message database search paths Section 5.6.1
Deleting Digital-supplied messages Section 5.6.2
Adding comments to Digital-supplied messages Section 5.6.3
Changing text in Digital-supplied messages Section 5.6.4
Adding messages to Digital-supplied database files Section 5.6.5

Before performing these tasks, you should be familiar with the Help Message
utility. For a complete description of Help Message features, basic tasks, and the
HELP/MESSAGE command and qualifiers, see the OpenVMS System Messages:
Companion Guide for Help Message Users. Also see that manual for a description
of the files that you must manipulate in order to customize the Help Message
database.

Note

Currently, user-supplied comments or additions to Digital-supplied
.MSGHLP$DATA files are not preserved through the next upgrade.
However, your own MSGHLP$DATA files are not affected by future
releases.

Note that you can reuse .MSGHLP files to insert your own messages into
future Digital-supplied database files. Depending on the data format in
future databases, you might also be able to reuse some .MSGHLP files to
insert comments.

5.6.1 Creating System-Level Database Search Paths

Help Message database files need not reside on the system disk. You can create
system logical names to define one or more Help Message search paths to access

multiple MSGHLP$DATA files in different locations.
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When Help Message is installed, the OpenVMS messages database file is installed
by default at SYS$COMMON:[SYSHLPIMSGHLP$LIBRARY.MSGHLP$DATA.
However, this file can optionally be installed on or moved to another disk. The
alternate location must be pointed to by logical name MSGHLP$LIBRARY. Use
this command to define the logical name:

DEFINE/SYSTEM MSGHLP$LIBRARY disk:[directory]MSGHLPS$LIBRARY.MSGHLP$DATA

By default, Help Message attempts to look up messages in the default location
unless the logical name MSGHLP$LIBRARY is defined. If you do not use

the default database location, include the logical name definition command in
SYS$MANAGER:SYLOGICALS.COM so that the database is defined each time
the system is booted.

Note

If you move MSGHLP$LIBRARY.MSGHLP$DATA to a new location after
installation, be sure to set the proper protections on the file and directory
so that the database cannot be accidentally deleted or modified. The
protections at installation are (RWE, RWE, RE, RE) for the directory and
(RWE, RWE, RWE, RE) for the file.

You and other system users can create additional MSGHLP$DATA files, as
described in the OpenVMS System Messages: Companion Guide for Help Message
Users. None of the MSGHLP$DATA files need reside on the system disk.

You can add new files to a systemwide default database search path defined

by MSGHLP$LIBRARY, or you can create specialized search paths to include
different configurations of MSGHLP$DATA files.

To use system resources more efficiently, you can create different search paths
for different user groups, depending on which .MSGHLP$DATA files they need
to access. For example, you could define three different search paths tailored to
different user groups:

DEFINE/SYSTEM logical-name-1 file-a,file-b,file-c
DEFINE/SYSTEM logical-name-2 file-a,file-d
DEFINE/SYSTEM logical-name-3 file-x file-a,file-y,file-z

Note

The first file you list in a search path is the default database for /INSERT
and /DELETE operations that operate on that search path. By default, all
other operations access all the files in a search path.

Users can select an alternate to the system default database by specifying the
/LIBRARY qualifier in the HELP/MESSAGE command. Individual users can also
create their own logical name search paths at the process level.
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Example

The following example defines a Help Message search path that accesses
.MSGHLP$DATA database files in three locations: the Digital-supplied OpenVMS
messages are at USERS:[TOOLS], and other files are at USERS:[INEW_PROJ]
and TEST:[TRY_ME].

$ DEFINE/SYSTEM MSGHLPSLIBRARY USERS:[TOOLS]MSGHLP$LIBRARY.MSGHLP$DATA, -
_$ USERS:[NEW_PROJ]OUR_MESSAGES.MSGHLP$DATA,TEST: [TRY_ME]NEW.MSGHLP$DATA

5.6.2 Deleting Digital-Supplied Messages from the Database
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You can delete Digital-supplied messages from the database to conserve system
resources or improve response time.

How to Perform This Task

1. Use the /EXTRACT qualifier to create a .MSGHLP file containing the
messages you want to delete from the database. (See the OpenVMS System
Messages: Companion Guide for Help Message Users for a full description of
how to select the contents of the MSGHLP file.) Some examples follow.

Use the following syntax to extract all the messages for a specified facility:
HELP/MESSAGE/FACILITY=facility-name/EXTRACT=filename.MSGHLP

Use this syntax to extract one or more messages specified by the search
string:

HELP/MESSAGE/EXTRACT=filename.MSGHLP search-string

2. Check the contents of the resulting .MSGHLP file to be sure that it contains
only the data that you want to delete from the database. Edit out any
messages that you do not want to delete from the database.

3. Use /DELETE to delete the contents of the .MSGHLP file from the database.
Include /LIBRARY if the MSGHLP$LIBRARY.MSGHLP$DATA file is not
the default database or if it is not the first file in the search path defined by
logical name MSGHLP$LIBRARY.

HELP/MESSAGE/DELETE=filename.MSGHLP
HELP/MESSAGE/DELETE=filename.MSGHLP/LIBRARY=disk:[directoryfilename. MSGHLP$DATA

Notes

* Save the .MSGHLP file if you might ever want to add the deleted
messages back into the database prior to the next upgrade. You
can store the file on tape to conserve disk space.

e If you delete and then reinsert messages, these messages are
treated like user-supplied messages and are displayed with change
bars.

¢ Any Digital-supplied messages that you delete are currently
reinserted into the database at the next upgrade. You can delete
the messages again using a saved .MSGHLP file or you can create
a new .MSGHLP file. Tip: If you keep a .MSGHLP file for future
deletion purposes only, you need save only the lines prefixed by
1 and 2.
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4. To save disk space, you can compress the .MSGHLP$DATA file to close up
any free space created by the deletions. Use the following command sequence
to compress the file:

CONVERT disk:[directory]filename.MSGHLP$DATA disk:[directory]filename.MSGHLP$DATA
PURGE disk:[directorylfilename.MSGHLP$DATA

Example

The following example extracts and then deletes all messages for the DDTM
(DECdtm services) facility from the default database. The last two commands
compress the Digital-supplied database file to conserve disk space after the
deletions.

$ HELP/MESSAGE/FACILITY=DDTM/EXTRACT=DDTM.MSGHLP

$ HELP/MESSAGE/DELETE=DDTM.MSGHLP

$ CONVERT SYS$COMMON:[SYSHLP |MSGHLPSLIBRARY,MSGHLP$DATA-
_$ SYS$COMMON: [ SYSHLP ]MSGHLP$LIBRARY . MSGHLP$DATA

§ PURGE SYS$COMMON: [SYSHLP ]JMSGHLPSLIBRARY .MSGHLP$DATA

5.6.3 Adding Comments to Digital-Supplied Messages

You can add comments to Digital-supplied messages documentation. Comments
display with change bars immediately following the Digital-supplied description.
This feature is a handy way to publicize a site-specific solution for a common
problem.

Note

Currently, user-supplied comments to Digital-supplied .MSGHLP$DATA
files are not preserved through the next upgrade.

How to Perform This Task

1. Extract the message to which you want to add a comment. The following
example extracts hypothetical message NOSNO:

$ HELP/MESSAGE/EXTRACT=NOSNO.MSGHLP NOSNO

2. Edit the .MSGHLP file to add your comment. The .MSGHLP file format uses
a unique numerical prefix to designate the message, facility, explanation, and
user action sections of the message description. Add your comments at the
end using a “5” prefix.

1NOSNO, can’t ski; no snow

2XCSKI, XCSKI Program

3Your attempt to ski failed because there is no snow.

4wait until there is snow and attempt the operation again.
5If you don’t want to wait, go to a location where there is
5snow and ski there.

5

50r, try ice skating instead!
Tips for modifying files:

¢ Limit your comments to 60 characters per line so that they do not exceed
the terminal display area.

¢ Use a “5” prefix on blank lines too.
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* Do not edit Digital-supplied data. Any such edits are ignored when the
comment is added to the database. Section 5.6.4 describes how you can
alter Digital-supplied data.

3. Update the database by inserting the updated message:
$ HELP/MESSAGE/INSERT=NOSNO.MSGHLP
The comment now displays following the Digital-supplied message description.

Example
$ HELP/MESSAGE/EXTRACT=ACCVIO.MSGHLP ACCVIO

[Edit ACCVIO.MSGHLP to add your comment.]
$ HELP/MESSAGE/INSERT=ACCVIO.MSGHLP

5.6.4 Changing Digital-Supplied Data
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You cannot use the procedure described in Section 5.6.3 to alter Digital-supplied
information. The recommended way to permanently change Digital-supplied
information is to file a Software Performance Report (SPR) or mail a Reader’s
Comment with your comments or corrections for a future release.

The sequence described in this section allows you to modify Digital-supplied data,
with the following results:

¢ The Digital-supplied message is deleted from the database and your version
of the message is inserted.

¢ The message you modify subsequently displays with change bars to designate
it as unsupported, user-supplied data.

Note

Currently, the Digital-supplied message is reinserted into the database at
the next upgrade and the user-supplied text is overwritten.

How to Perform This Task
1. Extract the message having the text or description you want to change:
HELP/MESSAGE/EXTRACT=filename.MSGHLP search-string

2. Check the .MSGHLP file to ensure that your search did not pick up any
messages that you do not want to change. Delete any such messages that you
want to preserve out of the MSGHLP file.

3. Delete the Digital-supplied version of the message from the Help Message
database by specifying the .MSGHLP file as input. The following command
deletes all messages in the .MSGHLP file from the default .MSGHLP$DATA
file:

HELP/MESSAGE/DELETE=filename.MSGHLP

Edit the .MSGHLP file to make your changes.

Insert the revised message description into the Help Message database:
HELP/MESSAGE/INSERT=filename.MSGHLP

Your version of the message now appears in the database with change bars to
indicate that it is not a Digital-supplied message.
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Example

$ HELP/MESSAGE/EXTRACT=NOFILES.MSGHLP NOFILES
$ HELP/MESSAGE/DELETE=NOFILES.MSGHLP

[Edit NOFILES.MSGHLP to change the text.]
$ HELP/MESSAGE/INSERT=NOFILES.MSGHLP

5.6.5 Adding Messages to Digital-Supplied Database Files

The OpenVMS System Messages: Companion Guide for Help Message Users
describes how to create your own .MSGHLP$DATA files to add new messages

to the Help Message database. Keeping your messages in a separate file can
simplify your messages bookkeeping and ensure that your messages are preserved
through future upgrades.

With write access to Digital-supplied .MSGHLP$DATA files, you

can alternatively insert your own messages into the Digital-supplied
MSGHLP$LIBRARY.MSGHLP$DATA file. However, messages inserted using
this technique will currently be overwritten at the next upgrade. You can,
however, save your input .MSGHLP files and repeat the insertion process at the
next upgrade. '

How to Perform This Task

1. Create a .MSGHLP file with your message descriptions in it. (Section 5.6.3
includes an example of the .MSGHLP file format.)

2. Specify your MSGHLP file as input to update the Digital-supplied
.MSGHLP$DATA file. Assuming that MSGHLP$LIBRARY.MSGHLP$DATA
is the default, all you must enter is:

HELP/MESSAGE/INSERT=filename.MSGHLP

Example
$ HELP/MESSAGE/INSERT=MYMESSAGES.MSGHLP

5.7 Setting Up Your System to Compensate for Different Time
Zones (VAX Only)

>

On VAX systems, if your system communicates with systems in other time zones,
you can use the time conversion service and the Coordinated Universal Time
(UTC) system services to compensate for differences in time stamps because

of differing time zones. For information on the UTC system services, see the
OpenVMS System Services Reference Manual.

To take advantage of the time conversion service, you must set your system’s time
differential factor (TDF). Before performing this task, you need to understand the
time differential factor.

5.7.1 Understanding the Time Differential Factor (TDF) (VAX Only)

Your system’s time differential factor is the difference between your system time
and Coordinated Universal Time (UTC). The value is expressed in hh:mm format.
The Americas have a negative difference from UTC, while Europe, Africa, Asia,
and Australia have positive differences from UTC. Figure 5-1 illustrates the TDF
for different time zones.
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To set or show your system’s TDF, run the command procedure
SYS$MANAGER:UTC$CONFIGURE_TDF.COM. Once you set your TDF,
it remains in the system until you change it. The system logical name
SYS$TIMEZONE_DIFFERENTIAL is equivalent to the system’s TDF (in
seconds). You do not need to set the TDF each time your system boots.

In a VAXcluster environment, a satellite node automatically uses the TDF of its
boot node, which it reads once when it joins the VAXcluster or VMScluster.

At daylight savings time, you need to set your local time forward by 1 hour.

To do so, run UTC$CONFIGURE_TDF.COM. Alternatively, you can submit the
command procedure SYS$EXAMPLES:DAYLIGHT_SAVINGS.COM as a batch job
to automatically change the local time. You can also use either of these methods
to set the local time back to standard time.

Use Figure 5-1 to determine the time differential factor (TDF) for your time zone.

Figure 5-1 Time Differential Factor (TDF) Map
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5.7.2 Showing and Setting Your System’s Time Differential Factor (TDF) (VAX

Only)

To take advantage of the time conversion service, you must set your system’s
time differential factor (TDF). To do this, run the command procedure
SYS$MANAGER:UTC$CONFIGURE_TDF.COM, as follows:

1.

Log in to the SYSTEM account, or enter the following command to enable
LOG_IO and OPER privileges:

$ SET PROCESS/PRIVILEGE=(LOG_IO,OPER)

Enter the following command to invoke the UTC$CONFIGURE_TDF
procedure:

$ @SYS$MANAGER:UTC$CONFIGURE_TDF.COM

The command procedure displays a menu of options and prompts you to
choose an option:

Configuring the Time Differential Factor

Enter ? anytime for help

[0] Exit
[1] Set the Time Differential Factor
[2] Display the Time Differential Factor

* Please pick an option number [2]:

To show your system’s TDF, enter 2 or press the Return key to choose the
default. The procedure displays the current TDF. For example:

SYSTEM TIME DIFFERENTIAL FACTOR = 0:30 (1800 seconds).
LOCAL SYSTEM TIME = 18-MAR-1994 03:06:25.52.

To set your TDF, enter 1. The system prompts you to enter the TDF.
* Enter the Time Differential Factor:

Enter your TDF in Ah:mm format, where hh indicates the number of hours
and mm indicates the number of minutes. For example, if your system’s time
zone is 5 hours behind UTC, enter —5:00. To determine the TDF for your time
zone, see Figure 5-1.

The system prompts you to indicate if you want to modify the local system
time. Choose this option to adjust the time to daylight savings or standard
time.

* Do you wish to modify the local system time [N]:

Alternatively, to adjust the local time to daylight savings or standard time
you can submit the command procedure SYS$EXAMPLES:DAYLIGHT_
SAVINGS.COM as a batch job.

Enter N if you are running this procedure only to set the TDF.

Enter Y if you also want to change the local time. The system prompts you to
enter a time value in Ah:mm format to add to the local system time:

* Enter the time value:

To move the time back 1 hour, enter —1:00. To move the time ahead 1 hour,
enter 1:00.
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The system displays the new information and prompts you to indicate if you
want to continue:

NEW SYSTEM TIME DIFFERENTIAL FACTOR = 5:00.
ADDING -1:00 TO THE LOCAL TIME.

* Continue? [Y]:

Enter N to cancel the change or press Return to complete the change. The
system displays the new time. For example:

5:00 (18000 seconds).
18-MAR-1994 02:07:25.90.

SYSTEM TIME DIFFERENTIAL FACTOR
LOCAL SYSTEM TIME

oy

7. Choose Option 0 to exit from the procedure.

Example
The following example displays the TDF and the local system time:

$ @SYS$MANAGER:UTC$CONFIGURE_TDF.COM

Configuring the Time Differential Factor

Enter ? anytime for help

[0] Exit
1) Set the Time Differential Factor
[2] Display the Time Differential Factor

* Please pick an option number [2]: [Retum

SYSTEM TIME DIFFERENTIAL FACTOR = 0:30 (1800 seconds).
LOCAL SYSTEM TIME = 18-MAR-1994 03:06:25.52.

The following example changes the TDF for a system, and also moves the local
time back 1 hour:

$ @SYSSMANAGER:UTCSCONFIGURE_TDF.COM

Configuring the Time Differential Factor
Enter ? anytime for help

[0] Exit
[1] Set the Time Differential Factor
[2] Display the Time Differential Factor

* Please pick an option number [2]: 1

The Time Differential Factor (TDF) is the difference

between your system time and Coordinated Universal Time (UTC).
The difference is expressed in hh:mm format. The Americas
have negative offsets from UTC, while Europe, Africa, Asia
and Australia have positive offsets from UTC.

* Enter the Time Differential Factor: 5:00

If this is a seasonal time change, it may also be
necessary to modify the system time. Generally,
seasonal time changes result in adding 1:00 hour,
or adding -1:00 hour to the local time.

* Do you wish to modify the local system time [N}: Y

Enter the time value you would like to add to
the local time. The value can be a positive or
a negative (-hh:mm) value.

* Enter the time value: -1:00
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NEW SYSTEM TIME DIFFERENTIAL FACTOR = 5:00.
ADDING -1:00 TO THE LOCAL TIME.

* Continue? [Y]: Y

SYSTEM TIME DIFFERENTIAL FACTOR
LOCAL SYSTEM TIME

5:00 (18000 seconds).
18-MAR-1994 02:07:25.90. o

5.8 Saving Your Customization

Once you have installed and customized your system, Digital recommends that
you save a copy of the system. To do so, perform the following steps:

L VAX 4

1.

On VAX systems, back up the console volume (if applicable).

If your computer has a console storage device, you should make a backup copy
of your console volume; it is useful to have a backup copy in case your original
becomes corrupted. The operating system provides a command procedure
called CONSCOPY.COM in the SYS$UPDATE directory that copies your
console volume to a blank one.

The procedure for backing up the console volume varies for different
computers. For specific instructions on backing up the console volumes, see
the upgrade and installation supplement for your VAX computer. ¢

If you have Digital’'s OpenVMS ConDist compact disc, you can use the
standalone BACKUP located there.

Otherwise, on AXP and VAX systems, build a standalone BACKUP kit. You
can build and boot standalone BACKUP in the following locations:

Media Types Location

Console media (if applicable)! Console storage device
Files—11 system disk ' Root directory SYSE
Files—11 disk (not a system disk) Root directory SYSO

10n AXP systems, you cannot boot standalone BACKUP from tape. On VAX systems, as of
OpenVMS Version 6.0, if your system uses TU58 or RX01 console media, you cannot build
standalone BACKUP on the console media. Instead, use the VMS Version 5.5-n standalone
BACKUg’ (l)in your console media, or build standalone BACKUP on a Files—-11 disk such as your
system disk.

Digital recommends you build standalone BACKUP on your system disk.
Booting standalone BACKUP from your system disk is quicker than booting
standalone BACKUP from your console volume.

For specific instructions on building standalone BACKUP, see one of the
following manuals:

s On VAX systems, see the upgrade and installation supplement for your
VAX computer.

* On AXP systems, see the Upgrade and Installation Manual.

Back up the system disk. Digital recommends that you use standalone
BACKUP, which uses a subset of Backup utility qualifiers. For specific
instructions on backing up the system disk, see Section 10.17.
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Managing User Accounts

This chapter describes how to grant access to users on your system. It tells you
how to add and maintain user accounts, and it describes the privileges that you
can give and the resources that you can allocate to the users on your system. It
also describes the system management features of the OpenVMS Mail utility.

Information Provided in This Chapter
This chapter describes the following tasks:

Task

Section

Maintaining the user authorization file (UAF)
Preparing to add user accounts

Using login procedures for interactive accounts
Adding a user account

Modifying a user account

Maintaining the user environment

Deleting a user account

Restricting the use of accounts

Using login procedures for restricted accounts
Setting up special accounts

Managing MAIL accounts

Section 6.2.1
Section 6.3
Section 6.4
Section 6.5
Section 6.7
Section 6.9
Section 6.10
Section 6.12
Section 6.12.4
Section 6.13
Section 6.14

This chapter explains the following concepts:

Concept Section
Understanding the user authorization file (UAF) Section 6.1
Understanding UAF login checks Section 6.2

Understanding account. security considerations

Understanding system resources

Section 6.3.3
Section 6.15

6.1 Understanding the User Authorization File (UAF)

The system UAF file, SYS$SYSTEM:SYSUAF.DAT, contains user account
records. Each record consists of fields that provide information about the
account’s user name, login characteristics, login restrictions, and resource control
attributes. You specify the account user name as a parameter to AUTHORIZE
commands; the other fields are specified as qualifiers to AUTHORIZE commands.

The system uses the UAF to validate login requests and to set up processes for
users who successfully log in. You create, examine, and modify UAF records with

the Authorize utility (AUTHORIZE).
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You can assign the following resource control attributes in the UAF record:
¢ Priority

¢ Limits and quotas

® Privileges

¢ Identifiers

The following sections briefly discuss these resource control attributes.

6.1.1 Priority

A user’s priority is the base process priority that the system uses to schedule
computer time for the process associated with the user’s account. Priorities range
in value from a low of 0 to a high of 31; 0 through 15 are timesharing priorities
and 16 through 31 are real-time priorities.

The system schedules processes with real-time priorities strictly according to base
priority—the executable real-time process with the highest base priority executes
first. Processes with timesharing priorities are scheduled according to a slightly
different principle, to promote equitable service to all users.

Leave the base priority at the default of 4 for timesharing accounts.

6.1.2 Limits and Quotas
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Limits are set on system resources that can be reused; for example, the amount
of memory that a process can use for /O requests. Most limits restrict the use of
physical memory. You set limits for processes associated with accounts through
the appropriate UAF fields. You can change some of these limits later with DCL
commands or by calling system services from programs.

A process passes on its resources to a subprocess (for example, when you create a
subprocess with the SPAWN command) in one of several ways, depending on the
resource type. Table 6-1 lists the different resource types.

Table 6-1 Resource Types

Resource Type Description

Pooled A process and its subprocesses share the resource on a first-
come, first-served basis until the limit is reached.

Nondeductible A subprocess receives the same limit on the resource as the
creator receives. The creator’s limit is not affected.

Deductible A subprocess receives a portion of the creator’s resource. That
portion is deducted from the creator’s limit.

Systemwide A process and all created subprocesses with the same user name
or account share the total limit on a first-come, first-served
basis.

Normally, you should leave limits at their default values. For the default values
for the system and user accounts, see the sample SYSTEM and DEFAULT user
authorization file records supplied with the Authorize utility on your distribution
kit. Also see Section 6.15 for a full description of limits and quotas.
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6.1 Understanding the User Authorization File (UAF)

Privileges determine what functions users are authorized to perform on the
system. System manager functions require privileges that are denied to most
users. Because the SYSTEM account has full privileges by default, you should
exercise caution in using it. For example, if you log in to the SYSTEM account,
you can modify and delete any file regardless of its protection.

Table 6-2 categorizes VAX system privileges and includes a brief definition of the
activity permitted with each privilege. See the OpenVMS VAX Guide to System

Security for a full description of privileges.

Table 6-2 System Privileges (VAX Only)

Category Privilege Activity Permitted
None None None requiring privileges
Normal NETMBX Create network connections
TMPMBX Create temporary mailbox
Group GROUP Control processes in the same group
GRPPRV Group access through system protection field
Devour ACNT Disable accounting
ALLSPOOL Allocate spooled devices
BUGCHK Make machine check error log entries
EXQUOTA Exceed disk quotas
GRPNAM Insert group logical names in the name table
PRMCEB Create/delete permanent common event flag clusters
PRMGBL Create permanent global sections
PRMMBX Create permanent mailboxes
SHMEM Create/delete structures in shared memory
System ALTPRI Set base priority higher than allotment
AUDIT Generate audit records
OPER Perform operator functions
PSWAPM Change process swap mode
SECURITY Control any process
SYSLCK Perform security-related functions
WORLD Lock systemwide resources
Objects DIAGNOSE Diagnose devices
IMPORT Mount a nonlabeled tape volume
MOUNT Execute mount volume QIO
SYSGBL Create systemwide global sections
VOLPRO Override volume protection
READALL Bypass existing restrictions to read an object

(continued on next page)
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Table 6-2 (Cont.) System Privileges (VAX Only)

Category Privilege Activity Permitted
All BYPASS Disregard protection
CMEXEC Change to executive mode
CMKRNL Change to kernel mode
DETACH Create detached processes of arbitrary UIC
DOWNGRADE Write to a lower secrecy object or lower an object’s
classification
LOG_IO Issue logical I/O requests
PFNMAP Map to specific physical pages
PHY_IO Issue physical I/O requests
READALL Possess read access to all system objects
SETPRV Enable any privilege
SHARE Access devices allocated to other users
SYSNAM Insert system logical names in the name table
SYSPRV Access objects through system protection field
UPGRADE Write to a higher integrity object or raise an object’s
integrity level ¢
AXP Table 6-3 categorizes AXP system privileges and includes a brief definition of the

activity permitted with each privilege. See the OpenVMS AXP Guide to System
Security for a full description of privileges.

Table 6-3 System Privileges (AXP Only)

Category Privilege Activity Permitted
None None None requiring privileges
Normal MOUNT Execute mount volume QIO
NETMBX Create network connections
TMPMBX Create temporary mailbox
Group GROUP Control processes in the same group
GRPPRV Group access through SYSTEM protection field
Devour ACNT Disable accounting
ALLSPOOL Allocate spooled devices
BUGCHK Make bugcheck error log entries
EXQUOTA Exceed disk quotas
GRPNAM Insert group logical names in the name table
PRMCEB Create/delete permanent common event flag clusters
PRMGBL Create permanent global sections
PRMMBX Create permanent mailboxes
SHMEM Create/delete structures in shared memory
System ALTPRI Set base priority higher than allotment
OPER Perform operator functions
PSWAPM Change process swap mode
WORLD Control any process
SECURITY Perform security-related functions
SYSLCK Lock systemwide resources

6-4
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Table 6-3 (Cont.) System Privileges (AXP Only)

Category Privilege Activity Permitted

Files DIAGNOSE Diagnose devices
SYSGBL Create systemwide global sections
VOLPRO Override volume protection

All BYPASS Disregard protection
CMEXEC Change to executive mode
CMKRNL Change to kernel mode
DETACH Create detached processes of arbitrary UIC
LOG_IO Issue logical I/O requests
PFNMAP Map to specific physical pages
PHY_IO Issue physical IO requests
READALL Possess read access to all system objects
SETPRV Enable any privilege
SHARE Access devices allocated to other users
SYSNAM Insert system logical names in the name table
SYSPRV Access objects through SYSTEM protection field ¢

Because certain images (such as SET.EXE) require access to the system UAF
and are normally installed with the SYSPRV privilege, make sure you always
grant system access to SYSUAF.DAT. The authorization files, SYSUAF.DAT and
NETPROXY.DAT, are created with the following default protection:

SYSUAF.DAT S:RWED, O:RWED, G, W
NETPROXY.DAT  S:RWED, O:RWED, G:RWE, W

To list the protection codes for any file, use the DCL command
DIRECTORY/PROTECTION.

On VAX systems, the RIGHTSLIST.DAT authorization file is created with the
following default protection:

RIGHTSLIST.DAT S:RWED, O:RWED, G:RWE, W

If you need to maximize the protection for SYSUAF.DAT or NETPROXY.DAT, use
the DCL command SET SECURITY/PROTECTION in the following format:

$ SET SECURITY/PROTECTION=(S:RWED,0,G,W) SYS$SYSTEM: filename ¢

On AXP systems, the RIGHTSLIST.DAT authorization file is created with the
following default protection:

RIGHTSLIST.DAT S:RWED, O:RWED, G:RWE, W:R

If you need to maximize the protection for SYSUAF.DAT or NETPROXY.DAT, use
the DCL command SET PROTECTION in the following format (note, however,
that RIGHTSLIST.DAT must be world readable):

$ SET PROTECTION=(S:RWED,0,G,W) SYS$SYSTEM: filename ¢

The procedures for adding a user account are discussed in detail later in this
chapter. Because the UAF is the prime repository for storing information about
user accounts, it is'important to understand its components before you add
accounts.
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6.2 Understanding UAF Login Checks

To help you understand the effect of login restrictions, this section describes how
the system checks the login fields of the UAF when a user attempts to log in.

When a user activates a terminal (by turning it on and pressing Return if directly
connected, by dialing in to a system and observing the remote connect protocol,
or by connecting via a LAT), and that terminal is not allocated by a user process,
the system prompts for a name and password. The person using the terminal
must enter a name and password combination that exists in a UAF record, or the
system denies the user further access. If the name and password are accepted,
the system performs the operations in Table 6-4.

Table 6—4 System Login Flow

Step Action Result
1. System examines the login flags  The system begins with DISUSER. If the DISUSER flag is set,
the login attempt fails. Note that setting this flag for powerful,
infrequently used accounts (such as SYSTEST and FIELD)
eliminates the risk of guessed passwords for those accounts.
Digital recommends that you limit access of the SYSTEM
account by using access times and day types. See Section 6.12.1
and Section 6.12.2.
2. System verifies primary or After checking the current day type, the system determines
secondary day restrictions whether hourly login restrictions are in effect (as defined by the
/ACCESS, /DIALUP, /INTERACTIVE, /LOCAL, and /REMOTE
qualifiers). If the current hour is restricted, the login fails
immediately.
3. System passes control to the The command interpreter is named in the user’s UAF record;
command interpreter for example, DCL.
4, System checks whether If yes, the logical name is translated (in most cases to
SYS$SYLOGIN is defined SYS$MANAGER:SYLOGIN.COM) and that procedure executes.

If SYS$SYLOGIN is not defined, no system login is run.

If a command procedure is specified in the LGICMD field and
that procedure exists, it executes. Otherwise, if the LGICMD
field is blank, the user’s command file named LOGIN.COM
(located in the SYS$LOGIN directory) executes automatically (if
it exists).

The system will not execute both a command procedure specified
in the LGICMD field and a user’s LOGIN.COM file; if a
procedure is specified in the LGICMD field, the system will
use that procedure by default. You can, however, instruct the
system to execute a user’s LOGIN.COM by calling it from
within the procedure specified in LGICMD.
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After a successful login, the command interpreter prompts for user input (DCL
usually displays a dollar sign), and the user responds with commands acceptable
to the command interpreter. (DCL accepts those commands documented in the
OpenVMS DCL Dictionary.) However, the system prohibits activities that violate
the user’s privilege allowance or exceed resource quotas.
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6.2.1 Maintaining the UAF

Typically, you use the UAF supplied with the distribution kit. (You can, however,
rename the UAF with the DCL command RENAME, and then create a new UAF
with AUTHORIZE.) Allow access to this file only from the SYSTEM account; see

the AUTHORIZE section in the OpenVMS System Management Utilities Reference
Manual for guidelines on protecting system files.

The UAF is accessed as a shared file, and updates to the UAF are made on a
per-record basis, which eliminates the need for both a temporary UAF and a new
version of the UAF after each AUTHORIZE session. Updates become effective
as soon as AUTHORIZE commands are entered, not after the termination of
AUTHORIZE. (For this reason, do not enter temporary values with the intent of
fixing them later in the session.)

Immediately after installing the system, make changes to the UATF in the
following accounts: SYSTEM, FIELD, SYSTEST, DEFAULT, and SYSTEST_
CLIG.

How to Perform This Task

1. Change the passwords in the SYSTEM, FIELD, and SYSTEST accounts
immediately, if you have not already done so during the installation. Use
obscure passwords of eight characters or more and continue to change them
on a regular basis. Do not permit general users access to these accounts.

In addition to changing the password, you can disable an account, especially if
it is used infrequently. To disable an account, use the AUTHORIZE command
in the following format:

MODIFY username/FLAGS=DISUSER
For example:

$ RUN SYS$SYSTEM:AUTHORIZE
UAF> MODIFY WOLF/FLAGS=DISUSER

The login flag DISUSER disables the account and prevents anyone from
logging in to the account. To enable the account when it is needed, run
AUTHORIZE and enter the command in the following format:

MODIFY username /FLAGS=NODISUSER

Caution

Be careful not to disable all of your privileged system accounts. If you
inadvertently do so, you can recover by setting the system parameter
UAFALTERNATE during a conversational boot operation. See Chapter 4
for information on emergency startup procedures.

2. You may want to change several fields in the default account. For example:
UAF> MODIFY DEFAULT/DEVICE=DISKSUSER/WSQU0O=750

The default device is set to the name most commonly used for user accounts
that will be added. Likewise, the working set value is set to a value
appropriate for most users on the system.
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Use the SYSTEM account only for system functions such as performing backups
and installing maintenance updates. The SYSTEM account has full privileges
enabled by default, so exercise caution when you use it. For example, because
you have BYPASS privilege, the system will allow you to delete any file, no
matter what its protection. If you enter an incorrect name or spurious asterisk,
you may destroy files that you or other users need to keep. Consider using an
account with fewer privileges for daily system management activities.

If you decide not to use the SYSTEM account for daily system management
activities, you can still receive mail from the SYSTEM account. To do this, log in
to the SYSTEM account, invoke MAIL, and use the SET FORWARD command in
the following format to forward the mail to another account:

SET FORWARD node::username
For example:

§ MAIL
MAIL> SET FORWARD WINSTON: :WOLF
MAIL> EXIT

6.2.2 Understanding the System-Supplied UAF Records
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The Authorize utility provides a set of commands and qualifiers to assign values
to any field in a UAF record. See the Authorize utility section in the OpenVMS

System Management Utilities Reference Manual for complete information about

UAF record fields and the commands and qualifiers used to assign attributes to

these fields. ,

The software distribution kit provided with a new operating system contains a
UAF of four records: DEFAULT, FIELD, SYSTEM, and SYSTEST.

UAF Record  Description

DEFAULT Serves as a template for creating user records in the UAF. A new user
record is assigned the values of the DEFAULT record except where you
explicitly override those values. Thus, whenever you add a new account,
you need only specify values for fields that you want to be different. The
default record cannot be renamed or deleted from the UAF.

Section 6.5 gives an example of how to use AUTHORIZE to add a user
account. Section 6.9.1 explains how to create and use additional default
templates.

FIELD Permits Digital Services personnel to test a new system. Disable the
FIELD record once the system is installed, as described in Section 6.2.1.

SYSTEM Provides a means for you to log in with full privileges. You can modify
the record for the system manager’s account but you cannot rename it or
delete it from the UAF.

Caution: Do not change the SYSTEM account UAF record fields for the
default device and directory and privileges. Installation of maintenance
releases of the operating system and optional software products depends
on certain values in these fields.

Take note of any hourly or daily restrictions that you have implemented
on the SYSTEM account when performing upgrades from the SYSTEM
account.

SYSTEST Provides an appropriate environment for running the User Environment
Test Package (UETP). The SYSTEST record should be disabled once the
system is installed (see Section 6.2.1).
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Example

The following AUTHORIZE command creates a new record having the same
values as the DEFAULT record, except that the password, UIC, and default
directory fields are changed:

UAF> ADD MARCONI/PASSWORD=QLP6YT9A/UIC=[033,004]/DIRECTORY={MARCONI]

6.2.3 Using AUTHORIZE to Maintain UAF Records

Using the Authorize utility, you create and maintain UAF records by assigning
values to various fields within each record. The values you assign do the
following:

¢ Identify the user

* Define the user’s work environment

¢ Control use of system resources

How to Perform This Task

1. Gain access to a specific user record by running AUTHORIZE.

2. Enter the SHOW command (see example) to display a specific user record.

3. Enter AUTHORIZE commands such as ADD and MODIFY to create or change
the information in the fields of the UAF record.

See Section 6.15 for a list of privileges, limits, and quotas that you can specify in
the resource control and privileges fields of the UAF record.

Example

$ RUN SYS$SYSTEM:AUTHORIZE
UAF> SHOW WELCH

The following example shows a typical user record for a restricted user account.
Callouts describe the fields.

Username: WELCH Owner: ROB WELCH @
Account: INVOICE UIC:  [21,51] ([INV,WELCH])
CLI: DCL Tables: DCLTABLES

Default: USER3:[WELCH]

LGICMD:

Login Flags: Diswelcome Disnewmail (3]
Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

Primary 000000000011111111112222 Secondary 000000000011111111112222
Day Hours 012345678901234567890123 Day Hours 012345678901234567890123

Network: ------ No access ------- = —-ee- Full access ------
Batch: ):9:0:0.0.0.0:0.0. CERT TS ):9:9.9.9.0.0. S ).0.0.0.0.0:0.0.0. CEEEER
Local: ):6:0:0.0:0:0:9.. CELTEE L ):0.9.0.0.0.0. N i ):0.0:0.:0.0.0.0:0. CEEEERS
Dialup: ----- Full access --=-=-- = —--e-- No access -------
Remote:  ---—-- Full access --=--- = —=meee No access ---==--
Expiration: (none) Pwdminimum: 6 Login Fails: 0
Pwdlifetime: 30 Pwdchange:  15-APR-1993 13:58



Managing User Accounts
6.2 Understanding UAF Login Checks

Last Login: (none) (interactive), (none) (non-interactive)
Maxjobs: 0 Fillm: 20 Bytlm: 8192
Maxacctjobs: 0 Shrfilim: 0 Pbytlm: 0
Maxdetach: 0 BIOlm: 10 JTquota: 1024
Prclm: 2 DIOlm: 10 wsdef: 150
Prio: 4 ASTlm: 10 WSquo: 256
Queprio: 4 TQElm: 10 WSextent: 512
CPU: (none) Englm: 100 Pgflquo: 10240

Authorized Privileges:
TMPMBX NETMBX ©

Default Privileges:
TMPMBX NETMBX

Identifier @ Value Attributes @
PROJECT_X $X8001001E RESOURCE NODYNAMIC
DOCU_PROC $X80010044 NORESOURCE NODYNAMIC

@ User identification fields contain information used by the system for
accounting purposes and user identification.

® Default fields contain the default specifications for the following:

* Command language interpreter (CLI) is DIGITAL Command Language
(DCL) by default.

* Name of the command procedure to be executed automatically at login
time. If the field is blank, SYS$LOGIN:LOGIN.COM is executed by
default.

* Command language interpreter tables (if blank, same as CLI field).
¢ Device and directory names for default file access.

© Login characteristics fields impose specific login restrictions that do the
following:

¢ Inhibit certain login functions.
* Control the days of the week when various types of logins are permitted.
* Control the times of day when various types of logins are permitted.

O Resource control fields control system resources by:

* Limiting the use of system resources such as physical memory and CPU
time.

*  Specifying the base priority used in scheduling the process that the
system creates for the user.

O Privileges fields specify the privileges that allow use of restricted and
sensitive system functions.

O Identifier fields list the ACL identifiers that the user holds and that are
recorded in the rights database file.

@ Attributes fields list the characteristics specified when adding identifiers to
the rights database or when granting identifiers to users.
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6.3 Preparing to Add User Accounts

This section describes what you need to do prior to adding a user account.

6.3.1 Choosing an Account Type

How you set up a user account depends on the needs of the individual user.
Table 6-5 lists the account types and their characteristics.

Table 6-5 Account Types

Account Type

Characteristics

Interactive

Limited Access

This account has access to the system software. Work of a general nature, such
as program development or text editing, is performed in this account. Usually,
such an account is considered an individual account.

This account provides controlled login to the system and, in some cases, has
only a subset of user software available. Limited-access accounts ensure that
the system login command procedure (SYLOGIN.COM) and the process login
command procedure (specified by the /[LGICMD qualifier in the UAF), as well
as any command procedures they call, are executed. (See the Security Guide for
information about writing limited access account command procedures.) There
are two types of limited accounts: restricted and captive.

Restricted Used for network objects like MAIL, for network proxy
accounts, or for implementing user authentication systems
like smart cards.

Captive Limited by function; that is, only those who perform a
particular function can use it (for example, an inventory
system). Anyone whose job entails inventory control can
access your system, but that person cannot access other
subsystems or the base software. Other applications of a
captive account might be to run batch operations during
unsupervised periods or to run applications programs with
information you want to keep private.

6.3.2 Other Tasks to Perform

When adding a user account, you must do the following:

L

7.

Select a user name and password.
Select a user identification code (UIC).
Decide where the account’s files will reside (which device and directory).

Use the System Management utility (SYSMAN) to add a disk quota entry
for this UIC, if disk quotas are in effect. You can do this only after you have
created the user’s account with the Authorize utility.

Create a default directory on the appropriate volume, using the following
DCL command format:

CREATE/DIRECTORY directory-spec/OWNER_UIC=uic

Determine the security needs of the account (that is, the level of file
protection, privileges, and access control).

Establish any login/logout command procedures.

These tasks are described in detail in the sections that follow. When you have
completed the tasks for preparing to add a user account, you are ready to add the
account by following one of the methods described in Section 6.5 and Section 6.6.
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6.3.2.1 Selecting a User Name and Password
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To determine a user name and password, use naming conventions that take
into consideration the nature of the account. For example, some installations
use the name of the person who will use the account. Captive accounts, on the
other hand, often use a name that describes the function of the account. Thus,
an interactive or restricted account for Robert Jones might have a user name
of JONES, while a captive account for an inventory system might be called
INVENTORY. Remember to assign unique user names.

For interactive accounts, it is best to let the person using the account control
the password. Initially, provide a simple password and force the user to

change the password at first login by using the AUTHORIZE qualifier
/FLAGS=DISFORCE_PWD_CHANGE. Only the person using the account need
know the password. Encourage all users to set obscure passwords of at least eight
characters and to change them frequently, or force the use of generated passwords
with the /FLAGS=GENPWD and /GENERATE_PASSWORD qualifiers.

You can use the /PWDMINIMUM and /PWDLIFETIME qualifiers with
the AUTHORIZE command ADD or MODIFY to enforce timely password
modifications. The following table lists the qualifiers and specific action.

Qualifier Action

/PWDMINIMUM Specifies the minimum password length in characters (default
is 6).

/PWDLIFETIME Specifies a delta-time value. One week before that date, the

system issues a warning message to the user. On that date,
the password expires if it has not been changed.

/GENERATE_ Invokes a password generator to generate user passwords.
PASSWORD
/FLAGS=GENPWD Allows you to force use of the automatic password generator

when a user changes a password. Consider using the password
generator for privileged accounts or whenever a user has access
to sensitive data.

For captive accounts, the degree of sensitivity of the data used by the account
should determine the type of password. For example, the password for a payroll
application should be obscure, while the password for a suggestions account might
not even be required; it could be null (in which case users would not be prompted
for the password).

Prohibit users from changing the passwords of captive accounts. To do this,
specify /FLAGS=LOCKPWD when you create the captive account. Change the
password whenever you feel it might be compromised (for example, if a person
using the account moves to another job). To change a user’s password, enter the
command MODIFY user-name /PASSWORD=new_password at the UAF> prompt.

See the OpenVMS System Management Utilities Reference Manual for more
information about AUTHORIZE.
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6.3.2.2 Assigning the User Identification Code (UIC)

Assign each account a unique user identification code (UIC). A UIC has two
formats: alphanumeric and numeric.

The alphanumeric UIC consists of a member name and, optionally, a group
name separated by a comma and enclosed within brackets (for example,
[DOCO,PRICE]). These identifiers may also appear as numeric characters
consisting of a group identifier and a member identifier in octal (for example,
[11,200]).

Assign accounts the same group number if their owners perform similar work,
access the same files frequently, or use many of the same logical names. See the
Security Guide for a detailed discussion of the user identification code.

Note

Digital reserves UIC group 1 and group 300-377.

6.3.2.3 Adding a Disk Quota Entry

Disk quotas limit the amount of disk space available to individual users on a
particular volume. If disk quotas are in effect for a disk volume, run the System
Management utility (SYSMAN) and use the DISKQUOTA command to add an
entry for the new UIC as follows:

1. Invoke SYSMAN.
2. Define the management environment to be node LARRY.

3. Add a disk quota entry on the volume DISK$USER for UIC [014,JONES]. The
entry has a permanent quota of 2000 blocks and an overdraft of 500 blocks.

4. Exit from the utility.

Example

$ RUN SYS$SYSTEM:SYSMAN

SYSMAN> SET ENVIRONMENT/NODE=LARRY

SYSMAN> DISKQUOTA ADD [014,JONES]/DEVICE=DISK$USER/PERMQUOTA=2000/OVERDRAFT=500
SYSMAN> EXIT

The sum of the quota and overdraft values is the absolute maximum number

of blocks allotted to the user, which in this example is 2500 blocks. For more
information on SYSMAN and establishing disk quotas, see the OpenVMS System
Management Utilities Reference Manual.

6.3.2.4 Setting the User Default Device for an Interactive Account
For each interactive account, create a top-level (default) directory (using the
DCL command CREATE/DIRECTORY). In the directory place a login file, login
file template, and/or logout file, as appropriate. The interactive user creates
and maintains files and subdirectories in this directory. Make the owner of the
directory the UIC for the new account. Usually, you also use the name of the
account for the default directory.

Example

If you have decided on an account name of JONES and a UIC of [014,1], you
would enter the following DCL command to create a default directory for the
account on the volume DISK$USER:

$ CREATE/DIRECTORY DISK$USER:[JONES]/OWNER_UIC=[014,1]
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The volume on which the directory is established depends on which devices you
reserve for interactive accounts and how much space is available on each.

The default file specification you provide the new account (when you run
AUTHORIZE) should be the name of the device and the name of the top-level
directory you used in the DCL command CREATE/DIRECTORY.

6.3.2.5 Setting the User Default Device for a Captive Account

For a captive account, whether you create a top-level directory depends on the
nature of the user system. If people use files in a particular directory, you
should make that directory the default directory specification. For example,
if the inventory system uses the files DISK$DATA:[INVISTOCK1.DAT and
DISK$DATA:[INV]STOCK2.DAT, the default device specification should be
DISK$DATA: and the default directory specification should be [INV].

6.3.3 Understanding Account Security Considerations

>
| AXP

0

AXP
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The level of security that you establish for an account depends on the purpose
of the account and whether it is shared with other users or groups. For an
interactive user account, the default UIC-based protection is usually adequate.
The default protection for top-level directories is no world access.

On VAX systems, users can further protect their files and subdirectories on an
individual basis with the DCL command SET SECURITY. ¢

On AXP systems, users can further protect their files and subdirectories on an
individual basis with the DCL command SET FILE/PROTECTION. ¢

In some cases (such as project accounts) you may want to set up an additional
level of protection by using access control lists (ACLs). ACL-based protection
provides a more refined level of security in cases where different groups or
members of overlapping groups share access to an account such as a project
account.

On VAX systems, ACLs offer a way to grant or deny users access to any security-
relevant object. ¢

On AXP systems, ACLs offer a way to grant or deny users access to specific
objects such as files, directory files, global sections, devices, system logical name
tables, and queues. ¢

The rights database (RIGHTSLIST.DAT) is a file that associates users of the

system with access-controlling identifiers. When a user logs in, the system checks
the rights database for the identifiers that the user holds. You use the Authorize
utility to maintain the rights database by adding or deleting identifiers as needed.

By allowing a group of users to hold common identifiers, you can create a group
protection scheme that is more intricate than that provided by the UIC-based
protection.

Section 6.13.2 describes how to set up a project account with ACL-based
protection. For more information on how to set up and edit ACLs, see the
Security Guide and the OpenVMS System Management Utilities Reference
Manual.
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@ On VAX gsystems, protected subsystems provide conditional access to data. In a
protected subsystem, an application protected by normal access controls serves
as a gatekeeper to objects belonging to the subsystem. While users are running
the application, their process rights list contains identifiers giving them access to
objects owned by the subsystem. As soon as they exit from the application, these
identifiers and, therefore, the users’ access rights to objects are taken away. For
more information, see the OpenVMS VAX Guide to System Security. ¢

6.4 Using Login Command Procedures for Interactive Accounts

For all accounts, login command procedures contain commands commonly
executed at the beginning of every user session. These commands do such tasks
as the following:

¢ Define symbols

* Assign logical names

¢ Display messages and the time of day
* Set terminal characteristics

* Define keys to perform certain functions
* Set process default file protection (SET PROTECTION/DEFAULT)

Login command procedures are useful for saving keystrokes and standardizing
operations. In establishing login command procedures for interactive accounts,
you have the following choices:

* System—As system manager, you normally create and maintain a standard
login command procedure in the system directory (the file is usually named
SYS$MANAGER:SYLOGIN.COM). You then assign the logical name
SYS$SYLOGIN to the name of the file so that whenever a user logs in, the
procedure is executed.

* Individual—For any or all accounts, you may specify an additional login
command procedure with the /LGICMD qualifier of the AUTHORIZE
commands ADD, MODIFY, or COPY. You can give the login command
procedure any valid file specification. Whenever the user logs in, the
additional procedure is executed after SYS$SYLOGIN.

e User-specified command file—If individual or system login command
procedures are not implemented, the system looks for a command file called
LOGIN.COM in the user’s login directory (as defined by the UAF record
device and directory fields). If the file is found, the system executes it. This
command file is developed and maintained by the user and should follow
these conventions:

— Device and directory names must take the default file specification for the
account.

— The file name and file type must be LOGIN.COM.

As an aid to new users, you might copy a login command procedure template

into newly created top-level directories. However, to ensure proper ownership
of the file, change the owner UIC of the file to that of the user. You make this
change with the DCL command SET FILE/OWNER.

Example 6-1 and Example 6-2 illustrate typical system and user-specified login
command procedures.
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Example 6-1 Sample SYSSMANAGER:SYLOGIN.COM Login Command
Procedure for a System Account

$ V = F$VERIFY(0)

SSTART:

$ !

$ SET NOCONTROL=Y ! Do not allow Ctrl/Y to exit procedure

SET NOON
!

! Allow network jobs to start faster
|

IF FSMODE() .EQS. "NETWORK" THEN GOTO EXIT
1

! Enable Ctrl/T handling by DCL
|

SET CONTROL=T
!

! Define Foreign Commands For Installed Utilities
!

USERS

== "SHOW USERS"
DISPLAY == "MONITOR PROCESSES/TOPCPU"
INFO == "SHOW PROCESS/CONTINUOUS"
SUSPEND == "SET PROCESS/SUSPEND"
RESUME == "SET PROCESS/RESUME"
SETNAME == "SET PROCESS/NAME"

! Define a symbol indicating whether the terminal

! is on a dialup port

!

TT == F$GETDVI(“TT",“DEVNAM“)-“_"

DIALUP == ((TT .GES. "TTGO:" .AND. TT .LES. "TTG4:") -
.OR. (TT .GES. "TTH1:" .AND. TT .LES. "TTH4:") -
.OR. (TT .EQS. "TTI5:"))

$ IF DIALUP THEN SET TERMINAL/INQUIRE

$ !

$EXIT:

$ IF V THEN SET VERIFY

Lrn NNy N

$ SET CONTROL=Y
$ EXIT

As Example 6-1 shows, you can disable the Ctrl/Y function (which suspends
execution of the current image and invokes the command interpreter) to force
execution of the complete login command procedure whenever the user logs in.
You do this with the DCL command SET NOCONTROL=Y. Before the login
command procedure exits, you should add the DCL command that resets the
Ctrl/Y function (SET CONTROL=Y).
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Example 6-2 Sample Login Command Procedure (LOGIN.COM) for a User

Account
$ SET NOON
$ SET PROTECTION=(S=RD,0=RWED,G=R,W=R)/DEFAULT
$ !
$ | Define abbreviations for often used commands
$ !
$ DIR*ECTORY == DIRECTORY/DATE/SIZE
$ PU*RGE == PURGE/LOG
$ DE*LETE == DELETE/LOG/CONFIRM
$ 1
$ !
$ | Other useful abbreviations
$ !
$ SHP == "SHOW PROCESS/PRIVILEGES"
$ PRI*NT == "PRINT/NOTIFY"
$ SHD == "SHOW DEFAULT"
$ UP == "SET DEFAULT [-]"
$ SP == "SET PROCESS/PRIVILEGES="
$ S0 == "SHOW QUEUE/BATCH/ALL/DEVICE"
$ H*QME == "SET DEFAULT SYSSLOGIN"
$ SUB*MIT == "SUBMIT/NOTIFY"
$ SPC == "SHOW PROCESS/CONTINUOUS"
$ SYS == "SHOW SYSTEM"
$ DAY == "SHOW TIME"
$ !
§$ ! Set /LOG for all commands
$ !
$ BACK*UP == "BACKUP/LOG"
$ DEL*ETE == "DELETE/LOG"
$ LIB*RARY == "L,IBRARY/LOG"
$ PUR*GE == "PURGE/LOG"
$ REN*AME == "RENAME/LOG"
$ !
$ ! End of LOGIN.COM processing
$ !
$ GOTO 'F$MODE()
SNETWORK ¢
$ EXIT
SINTERACTIVE:
$ VN == "SET TERMINAL/WIDTH=80"
S VW == "SET TERMINAL/WIDTH=132"
$ EXPERT == "SET MESSAGE/NOFACIL/NOSEVER/NOIDENT“
$ NOVICE == "SET MESSAGE/FACILITY/SEVERITY/IDENTIF"
$ NOVICE

$ !
$ ! Symbols for network users
$ !

$ SYsa == "SET HOST SYSA"

§ SYSB == "SET HOST SYSB"

$ sYsC == "SET HOST SYSC"

$ EXIT ! End of interactive login
$BATCH:

$ SET VERIFY ! End of batch login

§ EXIT

6.4.1 Using Lc;gout Command Procedures

The system does not provide for automatic execution of a command procedure at
logout time. However, you can supply one as follows.
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How to Perform This Task

1. Create a systemwide logout command procedure that executes whenever a

user logs out (the file is usually named SYS$MANAGER:SYLOGOUT.COM).

2. To ensure that this command procedure executes, include a command in
SYS$MANAGER:SYLOGIN.COM that equates the most commonly used
abbreviation of the LOGOUT command (often LO) to the execution of the
logout command procedure.

Example
$ LO*GOUT:==@SYS$MANAGER:SYLOGOUT

The last line of the logout command procedure then uses an alternate form of
the LOGOUT command, such as a LOGOUTNOW command. (You can create
any command name you like beginning with LO.) You cannot use the same
abbreviation as used for the symbol (in this case LO) because it will start the
procedure again. As an alternative, you could add the following command, just
above the last line:

$ DELETE/SYMBOL/GLOBAL LOGOUT

6.5 Adding a User Account with AUTHORIZE

Once you analyze the purpose of a user account and decide which attributes and
resources it requires, you can use the Authorize utility to create the account.

How to Perform This Task
1. Give yourself the SYSPRV privilege:
$ SET PROCESS/PRIVILEGE=SYSPRV

2. Enter the following commands to set your default device and directory to
SYS$SYSTEM and invoke AUTHORIZE:

$ SET DEFAULT SYS$SYSTEM
$ RUN AUTHORIZE
UAF>

3. When the utility responds with the UAF> prompt, use the AUTHORIZE
command ADD to specify attributes in the UAF fields as shown in this
example:

UAF> ADD JONES/PASSWORD=LPB57WM/UIC=[014,1] -
UAF> /DEVICE=DISKS$USER/DIRECTORY=[JONES] -

“UAF> /LGICMD=DISK$USER: [ NEWPROD ]GRPLOGIN -

_UAF> /OWNER="ROBERT JONES"/ACCOUNT=DOC

6.5.1 Choosing the Qualifiers
This section lists the qualifiers that you can use when setting up an account
with AUTHORIZE. Table 6-6 lists the qualifiers under the account attribute that
they affect. See Section 6.15.2 for a detailed description of each qualifier. For

a complete list of Authorize qualifiers, see the OpenVMS System Management
Utilities Reference Manual: A-L.
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Table 6-6 Qualifiers Used with AUTHORIZE

Limits and Quotas’

/ASTLM /EXPIRATION /PGFLQUOTA
/BIOLM /FILLM /PRCLM
/BYTLM /JTQUOTA /TQELM
/CPUTIME /MAXACCTJOBS /WSDEFAULT
/DIOLM /MAXDETACH /WSEXTENT
/ENQLM /MAXJOBS /WSQUOTA
Priority?

/PRIORITY

Privileges

/DEFPRIVILEGES /PRIVILEGES

Primary and Secondary Login Times; Login Functions®

/ACCESS /INTERACTIVE /REMOTE
/DIALUP /LOCAL
/FLAGS /PRIMEDAYS

IDefault values are adequate in most cases.
2Default values are usually adequate for accounts not running real-time processes.

3By default, users are allowed to log in at any hour of any day. To override the setting of a particular
day, use the DCL command SET DAY. Use this command if a holiday occurs on a day that would
normally be treated as a primary day and you want it treated as a secondary day. See Section 6.12 for
a discussion of using these fields to restrict login times and functions.

6.6 Adding a User Account with a Command Procedure

As an alternative to using the Authorize utility, you can use a command
procedure to create user accounts. The ADDUSER.COM procedure, which is
located in the SYSSEXAMPLES directory, is an example of such a procedure; it
supplies prompts and several default values for creating the new account.

You can modify ADDUSER.COM as appropriate for the needs of your system.
To run ADDUSER.COM, log in to the SYSTEM account and enter the following
command:

$ @SYS$SEXAMPLES:ADDUSER.COM

ADDUSER.COM prompts you to enter values in a number of UAF record fields.
If you press Return without specifying a value for a field, ADDUSER supplies the
following default values:

UAF Field Default Value
User name No default; must supply
Owner No default; must supply
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UAF Field Default Value

Password User name specified

UIC group number 200

UIC member number No default; must supply number
Account name Optional

Privileges TMPMBX,NETMBX

Login directory User name specified

Login device $DISK1

Disk quota 1000

Overdraft quota 100

The UIC must be unique for the system. For example, each account in the UIC
group 200 must have a unique member number. You can list the UICs currently
assigned to users by entering a question mark ( ? ) after the UIC member
number prompt. The account is not created until you have answered all of the
questions in the procedure. The final prompt in the procedure is the following:

Is everything satisfactory with the account [YES]?
If you press the Return key, the account is created and remains in SYSUAF.DAT
as specified. If you enter NO, the account is removed.

Note

If you press Ctrl/Y before, during, or directly after the account’s
characteristics are displayed (that is, before you respond to the
“satisfactory?” prompt), the account (or portions of it) will still be
added. v

Make sure users log in to their account promptly to change the password.

6.7 Modifying a User Account
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To change a user account’s quotas, default directory, password, authorized
privileges, or any other characteristics assigned by AUTHORIZE, use the
MODIFY command. You can use the MODIFY command to change any of the
fields in an existing user account. However, a user must log out and log in again
for the modifications to take effect

Example

When a user forgets a password and cannot log in, use the MODIFY command
in AUTHORIZE to reset a user password. For example, the following command
changes the password for user WELCH to ROBWELCH:

UAF> MODIFY WELCH/PASSWORD=ROBWELCH

Note

After logging in with the new password, users should immediately change
their password with the DCL command SET PASSWORD.
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Any changes that you make to a user’s record will take effect after the user next
logs in. For example, suppose that user JONES currently has an open file quota
(FILLM) of 20. To increase user Jones’ open file limit to 40, you would use the
following command in AUTHORIZE:

UAF> MODIFY JONES/FILLM=40

Any process of user JONES that is logged in at the time that you modify the user
authorization file continues to have a file limit of 20. In order to have an open file
limit of 40, user JONES must log out and then log in again, after you have made
the modification to the user authorization file using AUTHORIZE.

6.8 Listing User Accounts

Use the AUTHORIZE command LIST to create the file SYSUAF.LIS, containing a
summary of all user records in the UAF. By default, the LIST command produces
a brief report containing the following information from the UAF:

* Account owner

¢ User name

¢ UIC

¢ Account names

e Privileges

* Process priority

¢ Default disk and directory

Use the /FULL qualifier to create a full report of all the information (except user
passwords) contained within the UAF.

Examples

1. The following example writes a brief report of the UAF to the output file
SYSUAF.LIS:
UAF> LIST

$UAF-I-LSTMSGl, writing listing file
$UAF-I-LSTMSG2, listing file SYSUAF.LIS complete

2. The following example lists a full report of the UAF, including identifiers held
by the users:

UAF> LIST/FULL

$UAF-I-LSTMSGl, writing listing file
$UAF-I-LSTMSG2, listing file SYSUAF.LIS complete

6.9 Maintaining the User Environment

As the work requirements of your system change, you may need to do the
following:

® Create additional default records to serve as templates for new categories of
users

* Delete or disable the accounts of users who leave your site
* Impose login restrictions to limit system use by certain accounts

With the Authorize utility, you can perform these maintenance operations by
modifying or deleting records in the UAF.
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6.9.1 Creating Additional Default Record Templates

On systems where all users perform the same type of work, you typically use the
system-supplied default record, DEFAULT, as the template for adding new user
records. You may find, however, that your system supports several different user
categories, each category performing a specific type of work and requiring unique
record attributes. Instead of always using the system-supplied default record as
a template and making numerous changes each time you add a user record, you
can create additional default UAF records to serve as templates for each user
category. )

Before you create additional default records, you must decide the following:
*  What the individual user categories are

* What attributes are common to each category

* What to name the default records

How to Perform This Task

Once you define a user category and establish which record attributes are needed,
you can create the default record.

Examples

1. The following command creates a default record for a category of user that
requires a special captive account:

UAF> ADD DEFAULT2/LGICMD=ALT COM PROC/FLAGS=CAPTIVE -
_UAF> /DEVICE=USER3:/DIRECTORY=[ PRODUCT]

The command in this example uses the system-supplied default record
DEFAULT to create the record DEFAULT2 and changes the LGICMD,
login flags, default device, and default directory fields. The AUTHORIZE
command COPY can then be used to create additional records having the
same attributes as DEFAULT2.

The COPY command creates a new UAF record that uses the specified default
record except where you explicitly override field values.

2. You could use the following command to create for a new user a record that
duplicates the default record DEFAULT2:

UAF> COPY DEFAULT2 PALOOKA/PASSWORD=W7YA84MI/UIC=[360,114]

This example uses DEFAULT?2 as a template to create a duplicate record for
the user PALOOKA. Notice that the only values that are changed are those
for password and UIC.

6.10 Deleting a User Account
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The main problem in deleting an account, especially an interactive or restricted
account, is deleting the files used by the account.

How to Perform This Task

The following steps are suggested:

1. Copy (or have the outgoing user of the account copy) any files of value to the
ownership of another account. Be sure to change the owner UIC of the files to

match the owner UIC of the new owner. You can also use the Backup utility
(BACKUP) to save the files to a backup tape or disk.
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2. Change the password and log in as a user of that account. This is to
avoid inadvertently deleting files that may point to other files of different
ownership. If you are working from a nonprivileged account, it eliminates
this potential consequence.

3. Delete the account’s files and directories from the deepest level up to the top
level, using the following procedure: '

a. Locate and examine all subdirectories using the DCL command
DIRECTORY [default . .. ], where default is the name of the account’s
default directory.

b. Delete the files in each subdirectory, and then delete the subdirectory.
Note that directory files are protected against owner deletion; therefore,
you must change the protection before deleting directory files.

c. Delete the account’s top-level directory. Example 6-3 illustrates a
command procedure that deletes an account’s files from the bottom level

up.

Note

Do not execute the command procedure in Example 6-3 from a privileged
account. '

4. Remove the account, using the Authorize utility. (When you run AUTHORIZE
to remove a user’s UAF record, AUTHORIZE also removes the user’s
connections as a holder of identifiers in the rights database. However, if a
departed user is the only remaining holder of a given identifier, remove that
identifier to avoid future confusion. See the Security Guide.)

5. Remove the user’s disk quota entry from the disk quota file, if one existed,
with SYSMAN.

6. Remove associated mail information by entering the MAIL command
REMOVE username. (See the OpenVMS User’s Manual for more
information.)

Example 6-3 is a command procedure that deletes an account’s files.
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Example 6-3 Command Procedure Template for Deleting an Account’s Files
DELTREE.COM - deletes a complete directory tree
P1 = pathname of root of tree to delete

|
!
|
!
! All files and directories in the tree, including

! the named root, are deleted.

|

IF "''DELTREE’" .EQS. "" THEN DELTREE = "@SYSSLIBRARY:DELTREE"
ON CONTROL Y THEN GOTO DONE

S ON WARNING THEN GOTO DONE

$ DEFAULT = F$LOGICAL("SYS$DISK") + F$DIRECTORY()

$10:

$ IF P1 .NES. "" THEN GOTO 20

$ INQUIRE P1 "Root"

$ GOTO 10

$20:

$ IF FSPARSE(P1) .EQS. "" THEN OPEN FILE 'Pl’

$ SET DEFAULT 'P1l’

SLOOP:

$ FILESPEC = F$SEARCH("*.DIR;1")

$ IF FILESPEC .EQS. "" THEN GOTO LOOPEND

$ DELTREE [.’F$PARSE(FILESPEC,,,"NAME")']

> U U Uy O U

$ GOTO LOOP

$LOOPEND:

$ IF FSSEARCH("*.*;*") ,NES. "" THEN DELETE *.*;*

$ DIR = (F$DIRECTORY{)-"]1"-">")-FSPARSE("[-]",/s/,-
"DIRECTORY")—“]“-">“)—"."—"["—"<"

$ SET PROTECTION=WORLD:RWED [-]'DIR’.DIR;l
$ DELETE [-]'DIR’.DIR;1

$DONE

$ SET DEFAULT 'DEFAULT'

6.10.1 Using BACKUP to Remove User Files
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If each user has a unique UIC, you can use the Backup utility to remove the
user’s files, even if the files are scattered throughout the directory structure.
See the Backup utility section in the OpenVMS System Management Utilities
Reference Manual: A-L for more information.

Examples
1. The following is an example of a BACKUP command used to remove files:
$ BACKUP/DELETE PUBLIC:[...]/BY_OWNER=[21,103] MTAO:PUBLICUIC.SAV

This BACKUP command copies and deletes only those files owned by the
specified UIC on disk PUBLIC. The files are copied into a save set named
PUBLICUIC.SAV on device MTAO. Note that the BACKUP/DELETE
command does not delete the directory files (file type .DIR) for the account.

2. 'To recover lost files, enter the ANALYZE/DISK_STRUCTURE command in
the following format:

ANALYZE/DISK_STRUCTURE/REPAIR/CONFIRM device-name:

See Section 8.12.3 for a complete description of how to recover lost files. See

the OpenVMS System Management Utilities Reference Manual for information

on using the Analyze/Disk_Structure utility.
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6.11 Disabling a User Account

If you want to disable an account without deleting it, set the disable user flag
(/FLAGS=DISUSER) using AUTHORIZE. If the user is logged in, the account is
disabled only after the user logs out.

6.12 Understanding Restricted Use Accounts

Workload schedules often dictate the days and times your system is used to
perform specific operations. Depending on the nature of the work performed
at your site, you may want to control when certain users are allowed to log in.
Using the Authorize utility, you can place controls in the login characteristics
fields of the UAF record to restrict the days and times a user can log in and
to inhibit certain login functions. This section describes how to perform the
following tasks:

* Setting day types

* Restricting logins to specific times

* Restricting login functions

* Using login command procedures for restricted accounts
* Setting priorities for user processes .

For a detailed description of the qualifiers used to restrict the use of accounts,
see the Authorize utility section in the OpenVMS System Management Utilities
Reference Manual.

6.12.1 .Setting Day Types

You can restrict the use of certain accounts by defining the days of the week
as either PRIMARY or SECONDARY, and then assigning login restrictions to
these day types. For example, if you define the days Saturday and Sunday as
SECONDARY days, then any restrictions you assign to the SECONDARY day
type apply to both.

You can assign two types of login restrictions to either day type:

Restriction Description
Time restrictions Limits logins to specific hours of the day
Function restrictions Limit types of login

The default user record defines the five weekdays (Monday through Friday)
as PRIMARY days, and the two weekend days (Saturday and Sunday) as
SECONDARY days.

The way you define days and assign restrictions depends on your site. For
example, suppose that on weekdays your system supports a large number of
interactive users, but on weekends it is used for certain operations that require
dedicated system resources. By assigning restrictions to the SECONDARY day
type, you can restrict users from accessing the system during the days defined as
SECONDARY. You can change these day type definitions for any account using
the following AUTHORIZE qualifier:

/PRIMEDAYS=([NO]day[,...])
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The /PRIMEDAYS qualifier uses a list of day names to define the PRIMARY and
SECONDARY days of the week. To define a day as a SECONDARY day, use
the prefix NO before the day name. Any days you omit from the list take their

default value.

6.12.2 Restricting Logins to Specific Times

By default, there are no restrictions on login hours. You can specify login time
restrictions using the following AUTHORIZE qualifiers:

Qualifier Meaning

/INOJACCESS Specifies access hours for all modes of logins

/INOJDIALUP Specifies access hours for interactive logins from dialup
terminals

/INOJINTERACTIVE Specifies access hours for interactive logins from any terminal

/INOJLOCAL Specifies access hours for interactive logins from local
terminals

/INOJREMOTE Specifies access hours for interactive logins from network

remote terminals (SET HOST)

Users still logged in when the access time has expired receive the following
warning message and have 2 minutes to log out before their process is terminated

by the job controller:

JBC-W-RESTRICT, UAF restricts access at this time, please log out immediately

6.12.3 Restricting Login Functions

In addition to specifying hourly login restrictions, you can assign function
restrictions to an account by using appropriate keywords with the /FLAGS
qualifier in the Authorize utility. By default, there are no restrictions. Options
are shown in the following table:
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Keyword Meaning

[NOJAUDIT [Do not] audit all security-relevant actions.

[NOJAUTOLOGIN [Do not] prevent access except by automatic login when
-automatic logins are enabled.

[NOJCAPTIVE [Do not] prevent user from changing any defaults at login
(implies DISCTLY).
[Do not] deny user access to the DCL command level.

[NOIDEFCLI [Do not] prevent user from changing default CLI or CLI
tables. )

[NOIDISCTLY [Do not] disable Ctrl/Y interrupts.

[NOIDISFORCE_PWD_
CHANGE

[NOIDISIMAGE

[NOIDISMAIL
[NOJDISNEWMAIL
[NOJIDISPWDDIC

[Do not] remove requirement that user must change an
expired password at login.

[Do not] prevent user from using the RUN or MCR commands
or from executing “foreign” commands.

[Do not] prevent mail delivery to the user.
{Do not] suppress “New Mail . .. ” announcements.

[Do not] disable automatic screening of new passwords
against a system dictionary.
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Keyword Meaning

[NOIDISPWDHIS [Do not] disable automatic checking of new passwords against
: list of user’s old passwords.

[NOJDISREPORT [Do not] disable reporting of login information (last login

date, login failures, and so on).

[NOIJDISUSER [Do not] disable account completely.

[NOIDISWELCOME [Do not] suppress “Welcome to . . . ” login message.

[NOIGENPWD [Do not] require user to use generated passwords.

[NOJLOCKPWD [Do not] prevent user from changing password.

[NOIJPWD_EXPIRED [Do not] mark password as expired.

[NOJPWD2_EXPIRED [Do not] mark second password as expired.

[NOJRESTRICTED [Do not] prevent user from changing any defaults at login.

6.12.4 Using Login Command Procedures for Restricted or Captive Accounts

Using the /LGICMD qualifier with the AUTHORIZE commands ADD, MODIFY,
or COPY defines the login procedure for a restricted or captive account. A person
logging in to such an account cannot modify the procedure with any of the login
qualifiers: /CLI, /DISK, /COMMAND, /NOCOMMAND, /TABLES. The CAPTIVE
and RESTRICTED flags disable the use of Ctrl/Y (/FLAG=DISCTLY), although

a system manager can enable the Ctrl/Y sequence for a restricted account by
adding the DCL command SET CONTROL=Y at the end of the login procedure.
The CAPTIVE and RESTRICTED flags also prevent the use of the SPAWN
command from MAIL or the use of the SPAWN built-in procedure from the DEC
Text Processing utility (DECTPU).

Once logged in, a person using a restricted account operates from the DCL level
and can access any available software.

A person using a captive account is locked into the application software where
access to the DCL level is denied, provided the system manager observes the
following practices:

¢  When user input is required (and it is best to avoid it), never execute the
input directly, but rather compare it to what is expected and screen for illegal
characters, such as the ampersand ( & ), apostrophe (’ ), at sign ( @ ), dollar
sign ( $ ), hyphen ( - ), and quotation mark (" ).

* Use the DCL command READ/PROMPT in captive account login command
procedures because the INQUIRE command is not allowed.

¢ Set the subprocess limit to 0 to prevent the user from spawning out of
the account. Set both the /PRCLM qualifier and the SYSGEN parameter
PQL_MPRCLM.

Example

A simple login command procedure for a captive account used for an inventory
system might consist of the following commands:

$ DEFINE SYS$DISK DISK$INVENT
$ RUN INVENTORY
$ LOGOUT
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The application program INVENTORY assumes control when the user logs in

to the account. You should assign the CAPTIVE flag to the login flags field

of the captive account UAF record by specifying the AUTHORIZE qualifier
/FLAGS=CAPTIVE. Section 6.9.1 shows how to use AUTHORIZE to create a UAF
record for a captive account.

Example 64 shows a command procedure for a highly secure captive account,
which restricts the user to a very limited set of commands. System managers
must be sure to deny the account owner any write access to the login command
procedure and its directory. Note also that the security manager would use the
AUTHORIZE qualifier /NOINTERACTIVE when establishing this account.

For more information about captive and restricted accounts, see the Security
Guide.

Example 6-4 Sample Captive Command Procedure

$ deassign sys$input

$ previous_sysinput == f$logical("SYS$SINPUT")

$ on error then goto next_ command

$ on control_y then goto next_ command

$ set control=(y,t)

$

$next_command:

$ on error then goto next command

$ on control y then goto next command

$

$ if previous_sysinput .nes. f$logical("SYSSINPUT") then deassign sys$input
$ read/end=next_command/prompt="$ " sys$command command
$ command == f$edit(command,"UPCASE,TRIM,COMPRESS")

$ if f$length(command) .eq. 0 then goto next_ command

$ delete = "delete"

$ delete/symbol/local/all

$ if f$locate("@",command) .ne. f$length(command) then goto illegal command
$ if f$locate("=",command) .ne. f$length(command) then goto illegal command
$ if f$locate("F$",command) .ne. f$length(command) then goto illegal command
$ verb = f$element(0," ",command)

$

$ if verb .egs. "LOGOUT" then goto do_logout

$ if verb .eqgs. "HELP" then goto do_help

$

$ write sysS$output "3$CAPTIVE-W-IVVERB, unrecognized command \",verb,"\"

$ goto next_command

$illegal_command:
$ write sys$output "$CAPTIVE-W-ILLEGAL, bad characters in command line"
$ goto next command

$do_logout:
$ logout
$ goto next command

$do_help:

$ define sys$input sys$command
$ help

$ goto next command
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6.12.5 Setting Priorities for User Process

A user’s priority is the base priority used in scheduling the process that the
system creates for the user. There are 32 levels of software priority in the
operating system, O through 31. The highest priority is 31; the lowest is 0.
The range of priorities for timesharing processes is 0 through 15; the range for
real-time processes is 16 through 31.

Processes with real-time priorities are scheduled strictly according to base
priority; in other words, the executable real-time process with the highest base
priority is executed first. Processes with timesharing priorities are scheduled
according to a slightly different principle to promote overlapping of computation
and I/O activities.

In the user’s account record of the UAF, the default value of a user’s priority
is 4; for practical purposes, the minimum value is 0. You should ensure that
the priority for timesharing users remains at the default. Note that if you give
some users an advantage over other users by raising their priorities, ragged
performance will result, because the system reacts sharply to even small base
priority differences.

6.13 Setting Up Special Accounts
This section explains how to perform the following tasks:
* Setting up an automatic login account with SYSMAN
* Setting up a project account with ACL identifiers
* Setting up a network proxy account
* Creating a network proxy authorization file
¢ Adding proxy accounts

¢ Controlling proxy logins

6.13.1 Setting Up an Automatic Login Account with SYSMAN

The System Management utility (SYSMAN) includes the functions of the auto-
login facility (ALF). Using SYSMAN ALF commands, you set up a terminal that
accepts automatic logins only from certain users. For example, a terminal might
be set up for the account INVENTORY, which automatically logs a user into a
captive account when the user specifies INVENTORY as the user name.

First, you must follow the steps described in the previous sections to create
the top-level default directory and add the account. Then you can associate the
account with a particular terminal or port using the following format:

ALF ADD device username [[TERMINAL] [/PORT] [/PROXY] [/LOG]

where:

device is the terminal or port name that you want to assign to a user name.
Note that device must be a terminal name if you do not specify
qualifiers on the command line.

username is the account user name that you want to assign to a particular
terminal or port. :

/TERMINAL causes SYSMAN to treat device as a terminal name. This is the default
behavior.
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/PORT causes SYSMAN to treat device as a port name. If the port name
contains a special character such as a slash (/) or if it contains
lowercase letters that you want to preserve, you must enclose the port
name within quotes.

/PROXY causes SYSMAN to treat device as a port name. SYSMAN also checks
that device is in the NODE::USERNAME format.
/LOG causes SYSMAN to echo the device name and the user name is added

to the ALF database.

Example

The following example shows how to invoke SYSMAN and assign terminal TTAO
to the INVENTORY account:

$ RUN SYSSSYSTEM:SYSMAN
SYSMAN> ALF ADD TTA0 INVENTORY

For more information about autologin accounts and the SYSMAN ALF commands,
see the OpenVMS System Management Utilities Reference Manual and the
Security Guide.

6.13.2 Setting Up a Project Account with ACL ldentifiers
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This section describes how to set up a project account that uses access control
lists (ACLs) to control access to files shared by members of a project group. See
the Security Guide for complete details on setting up accounts with ACLs.

How to Perform This Task

You must first add an identifier to the rights database for the project account.
You use the AUTHORIZE command ADD/IDENTIFIER to add identifiers to the
rights database and then associate users as holders of existing ACL identifiers
with the AUTHORIZE command GRANT/IDENTIFIER. All users who hold the
project’s identifier can use the disk space of the project account.

You can set up the project account so that disk space is charged to the project,
rather than to individual users, by assigning the Resource attribute to the project
identifier.

Example
The following example summarizes the steps for setting up a project account:

1. Set up individual user accounts for each member sharing the project account
(as described in Section 6.3 and Section 6.5 on adding a user account).

2. Create the project identifier with the Resource attribute and grant it to
those users who will have access to the project account. In the example that
follows, the project identifier KITE_FLYING is given the Resource attribute.
This identifier is then granted to users GEORGE and LINDORF.

$ RUN SYS$SYSTEM:AUTHORIZE

UAF> ADD/IDENTIFIER KITE_FLYING/ATTRIBUTES=RESOURCE

{message}

UAF> GRANT/IDENTIFIER KITE_FLYING GEORGE/ATTRIBUTES=RESOURCE
{message}

UAF> GRANT/IDENTIFIER KITE_FLYING LINDORF/ATTRIBUTES=RESOURCE
{message}

UAF> EXIT
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3. Create the disk quota authorization for the project identifier. For example,
the following command invokes SYSMAN and assigns the identifier KITE_
FLYING 2000 blocks of disk quota with 200 blocks of overdraft:

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> DISKQUOTA ADD KITE_FLYING/PERMQUOTA=2000/OVERDRAFT=200
SYSMAN> EXIT

4. Create the project directory. For example, the following DCL command
creates the project directory [KITE_FLYING] and establishes the identifier
KITE_FLYING as the owner:

$ CREATE/DIRECTORY [KITE FLYING]/OWNER=[KITE FLYING]

5. Set up the necessary ACL and default ACL on the project directory. For
example, the following DCL command places an ACL on the directory [KITE_
FLYING] that permits any holder of the identifier KITE_FLYING to gain
read, write, or execute access to the directory. It also ensures that files
created in the directory receive the same ACE (access control list entry) as a
default.

On VAX systems, the following example applies:

$ SET SECURITY [000000]KITE FLYING.DIR;1 -
$ /ACL=((DEFAULT PROTECTION,S:RWED,O:RWED,G,W) -
”$ (IDENTIFIER=KITE FLYING, ACCESS=READ+WRITE+EXECUTE), -
~$ (IDENTIFIER=KITE_FLYING,OPTIONS=DEFAULT,ACCESS=READ+WRITE+EXECUTE)) ¢

On AXP systems, the following example applies:

$ SET ACL [000000]KITE FLYING.DIR;1 -

$ /ACL=((DEFAULT PROTECTION,S:RWED,O:RWED,G,W) -
~$ /ACL=(IDENTIFIER=KITE FLYING, ACCESS=READ+WRITE+EXECUTE), -
~$(IDENTIFIER=KITE_FLYING,OPTIONS=DEFAULT,ACCESS=READ+WRITE+EXECUTE))

Access must be granted through ACL entries, because the owner identifier of
the directory and the files (KITE_FLYING) does not match the UIC of any of
the project members; thus, only world access is available through the UIC-based
protection mask. The first ACE of the specified ACL gives all project members
read, write, and execute access to the directory; the second ACE gives them read,
write, and execute access for all files created in the directory.

Note that project members are not allowed to delete (or control) files created by
others. However, the members each have complete access to files that they have
created in the directory, because the file system supplies an additional default
ACL entry that grants to the creator control access plus the access specified in
the OWNER field of the UIC-based protection mask. This ACE appears only
when the owner of the created file does not match the UIC of the creator.

Thus, when LINDORF creates the file [KITE_FLYINGITHURSDAY.TXT, it
receives the following access control list by default:

(IDENTIFIER=LINDORF,OPTIONS=NOPROPAGATE,
ACCESS=READ+WRITE+EXECUTE+CONTROL)
(IDENTIFIER=KITE FLYING,ACCESS=READ+WRITE+EXECUTE)
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L VAX 2

On VAX systems, you can use the Creator ACE command in the ACL editor to
add an extra ACE to the ACL for a file created within the directory to which
you assign the Creator ACE. The Creator ACE applies only when the following
conditions exist:

* The file being created is not owned by the user identification code (UIC) of the
process creating the file.

* The process creating the file does not have system privileges.

See the OpenVMS System Management Utilities Reference Manual and the
OpenVMS VAX Guide to System Security for more information about the Creator
ACE. ¢

6.13.3 Understanding Network Proxy Accounts

A network proxy account allows users on a remote node in a network to access
data by way of a local account on your system. Proxy accounts are useful when
you want to grant one or more users on a remote node access to specific files,
but you do not want to give them a private account on your system. Very often,
system managers set up proxy accounts as restricted. You establish and control
proxy accounts with the Authorize utility.

With proxy accounts, you can authorize one or more users on a remote node to
enter DCL commands that access data from a particular account on your system.
Proxy accounts allow remote users to access specific local data (for example, type
and print files) without having to log in to your system or use an access control
string. Remote users assume the same file access rights as the local account and
also receive the default privileges of the local account. The following sections
explain the procedures for setting up proxy accounts.

For more information about proxy accounts, see the Security Guide.

6.13.4 Creating a Network Proxy Authorization File

A proxy account permits an authorized user from a remote node to log in

to a local node, as if the user owned an account on the local node. Proxy
accounts are created and maintained using the Authorize utility. You use the
AUTHORIZE command CREATE/PROXY to create and initialize the network
proxy authorization file (SYS$SYSTEM:NETPROXY.DAT).

Proxy accounts must be associated with user accounts in the SYSUAF.DAT file on
your local system. You will probably want to create a “standard access” account
in the UAF for proxy accounts. For example, you could create an account named
REMOTE_MKT with limited privileges, which allows access to certain data files
on your local system.

Suppose you have a group of users on your local system who prepare marketing
reports and who rely on input from users on other systems. You would assign
the REMOTE_MKT account in SYSUAF.DAT the same group number and
default privileges you assign to the local marketing group. In this way, the
remote contributors could access any data files that are “owned” by users in your
marketing group and that are not protected from group access.

6.13.5 Adding Proxy Accounts
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You create a proxy account by adding entries to the network proxy authorization
file; these entries equate one or more users on a remote node to users on your
home node.
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How to Perform This Task
The command syntax for adding a proxy account is as follows:

ADD/PROXY node::remote-user local-user/DEFAULT [,...]

You can allow remote users access to up to 16 total local accounts: 1 default proxy
account and 15 alternate proxy accounts. Use the /DEFAULT qualifier to specify
the default proxy account.

Example
The following command adds a user proxy account:

UAF> ADD/PROXY HAL::WALTER REMOTE_MKT/DEFAULT,PROXY2,PROXY3

Assume that you have created three accounts named REMOTE_MKT, PROXY2,
and PROXY3 on your home node. The entry in this example permits the user
WALTER on remote node HAL to access data by way of the REMOTE_MKT
account on your home node. WALTER can access any data from his node that
REMOTE_MKT can access locally. To access data through either PROXY2 or
PROXY3, WALTER must specify the desired proxy account in the access control
string of the DCL command used to perform network file operations.

Caution

Because the remote user receives the same privileges as the local user, do
not set up proxy accounts associated with local accounts that have special
privilege. Granting remote users such access powers poses a threat to the
security of your system.

Remote users can be specified by user name or, for remote systems that do not
recognize the user name syntax, by UIC. The following example allows the user
associated with the UIC {360,54] on remote node RSTS32 proxy access to the
GENERIC account on the local node:

UAF> ADD/PROXY RSTS32::[360,54] GENERIC/DEFAULT

A number of your users may have accounts on a remote node and require ready
access to their local files. You can create a network proxy authorization file record
that grants access to each of them, provided the user name on your system is
the same as the user name on the remote node. The following form of the ADD
/PROXY command adds such a record:

UAF> ADD/PROXY HAL::* */DEFAULT

This command authorizes any user on the remote node HAL to access any account
with the same user name on your system.

Similarly, you might want to permit this sort of access for just one user:

UAF> ADD/PROXY HAL::BARBARA */DEFAULT

6.13.6 Controlling Proxy Logins

Whenever a proxy login request occurs, the system verifies that proxy access on
the participating nodes is enabled. (By default, both incoming and outgoing proxy
access is enabled for each node.) If access is enabled, the system checks account
information in your NETPROXY.DAT file. You can, however, change proxy access
or disable it totally by using the Network Control Program (NCP). Use of NCP

to control proxy access is described in the DECnet for OpenVMS Networking
Manual.
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6.14 Managing MAIL Accounts

When managing user accounts, you might have to manage a user’s mail account.
For example, you might want to perform the following tasks:

* Change a user’s MAIL profile; for example, to change a user name or specify
a default print queue for the account

¢ Set a forwarding address for a user who has moved to another location

¢ Disable a user’s account from receiving mail

6.14.1 Modifying a User Record

All users can modify and display information about their own records using
various SET and SHOW commands available within MAIL. These commands
access SYS$SYSTEM:VMSMAIL_PROFILE.DATA, which is a single-key indexed
sequential file containing information for each user.

With SYSPRYV, you can modify the records of other users. Table 6-7 lists the
fields in the user profile record and the MAIL command you can use to modify

those fields.

Table 6-7 MAIL User Profile Record

Field Command

Username _—

Forwarding address SET FORWARD
Personal name SET PERSONAL_NAME
Editor name SET EDITOR

Copy SEND/REPLY flags
Autopurge flag

Mail file subdirectory name
New mail count

Default queue

Default form

Carbon copy enabled

SET COPY_SELF

SET AUTO_PURGE
SET MAIL_DIRECTORY
READ/NEW

SET QUEUE

SET FORM

SET CC_PROMPT

You can arrange mail forwarding for users without accounts on the system by
using the command SET FORWARD/USER=user.

6.14.2 Removing a User Record

Typically, once you have deleted a user’s record in the UAF, you will also want to
remove their user information from the user profile database. You can remove a
record from the user profile database with the REMOVE command.

6.14.3 AUTHORIZE Flags and MAIL

Certain flags set in a user’s UAF record can affect the user’s MAIL environment.
You can set the appropriate flags in a user account by specifying the following
flags with the /FLAGS qualifiers using AUTHORIZE:
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Flag Meaning

[NOIDISNEWMAIL Enables or disables the display of the new mail count when the
user logs in to the system.

[NOIDISMAIL Allows or restricts the receipt of new mail.

6.14.4 Using the MAIL$SYSTEM_FLAGS Logical Name

You can define the logical name MAIL$SYSTEM_FLAGS as a system and
executive mode logical name as shown in the following example:

$ DEFINE/SYSTEM/EXECUTIVE MODE MAILSSYSTEM FLAGS 1

The value of the logical name MAIL$SYSTEM_FLAGS is interpreted in the
following ways:

Value Meaning

1 Indicates that this node is part of a homogeneous VMScluster. In other words,
all disks are accessible to the VMScluster and there is a common SYSUAF
file and a common VMSMAIL file for the VMScluster. When this bit is set,
the node to which you are sending mail is checked to see if it is currently in
the VMScluster. If the node is in the VMScluster, the node is bypassed using
DECnet and the message is written directly to the recipient’s mail file. (Note
that the node must be up to determine whether it is part of the VMScluster.)

2 Directs MAIL to set the VMScluster breakthrough flag when issuing the
$BRKTHRU service to notify the recipient of new mail. This flag is used only
in VMScluster systems and, typically, only in homogeneous VMSclusters (in
other words, flag 1 is also set).

4 Directs MAIL to include the time the message was delivered in the
notification message displayed on the recipient’s terminal.

Note that, if MAIL$SYSTEM_FLAGS is translated to 7, all three flags are
selected. If the logical name does not translate, the default is 0.

If the number of new (unread) mail messages displayed on the user’s screen is
inconsistent with the actual number of new messages, enter the READ/NEW
command once (for each nonexistent message) when there is no new mail.

In mail messages sent through DECnet, users can specify node names and user
names as logical names. They are translated like OpenVMS RMS specifications;
that is, a node name or user name is translated only if it is the first string in the
specification. Any access control information in the node name or logical name is
ignored.

6.15 Understanding System Resources

This section contains detailed descriptions of the resource control attributes you
can assign to a user process when creating a record in the UAF.

6.15.1 Understanding Pagelets

VAX and AXP systems allocate and deallocate memory for processes in units
called pages. A page on a VAX system is 512 bytes. On AXP systems, the page
size will be one of four values: 8 kilobytes (KB) (8192 bytes), 16KB, 32KB, or
64KB. A particular AXP system will implement only one of the four page sizes
and the initial set of machines use an 8 kilobyte page.
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In most cases, AXP systems present to users, and accept from users, units of
memory in a 512-byte quantity called a pagelet. Thus, one pagelet is the same
size as one VAX page. Also, on an AXP 8KB computer, 16 pagelets equal 1 AXP
page. The following conversion table shows the relationship between pages,
pagelets, and bytes:

One AXP pagelet = one VAX page = 512 bytes

One AXP page = 16 AXP pagelets = 16 VAX pages = 8192 bytes

Authorize utility commands, parameters, and default values are identical.
However, the default values for process quotas related to memory use may be
inappropriate for some AXP system users.

See A Comparison of System Management on OpenVMS AXP and OpenVMS VAX
for more information about AXP system management.

6.15.2 Setting Limits on System Resources,
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Each user of the system is limited in the consumption of such resources as system
memory, volatile (pagefile) disk space, number of processes, I/O requests, and so
forth. You set limits when you create an account for the user with the Authorize
utility.

Limits control the way in which a process shares its allotment of a resource with
the subprocesses it creates. In addition to restricting the number of processes
that a single user or account has at any given time, the system uses four types
of limits for sharing resources. Table 6-8 lists and describes these four types of
limits.

Table 6-8 Types of Limits
Limit Type Description

Pooled If the limit on the use of a resource is pooled, a process and
created subprocesses share the total limit on a first-come,
first-served basis.

Deductible If the limit on the use of a resource is deductible, a subprocess
is allotted a portion of the total limit; the portion given to the
subprocess is deducted from the total limit.

Nondeductible If the limit is nondeductible, the subprocess is allotted the total
limit of the creating process; there is no deduction from the
allotment of the creating process.

Systemwide If the limit is systemwide, a process and all created subprocesses
with the same user name or account share the total limit on a
first-come, first-served basis.

When you create an account, you assign values to the limits shown in Table 6-9.
These limits are described in the following sections. Usually, you simply assign
the default values for these limits. However, see the Guide to VMS Performance
Management for a discussion of how to evaluate and adjust the limits in the
context of performance optimization strategies. See also A Comparison of System
Management on OpenVMS AXP and OpenVMS VAX for more information about
the differences between VAX and AXP systems.

Table 6-9 summarizes each of these limits, the value supplied in the UAF record
for the SYSTEM and DEFAULT accounts, and the type of limit.
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Note

On AXP systems, the default values for several of the process quotas
have been increased. Table 6-9 also lists the values supplied in the UAF
record for the DEFAULT account on an AXP system. See A Comparison

of System Management on OpenVMS AXP and OpenVMS VAX for more
information about AXP process quotas. ¢

Table 6-9 Limits and Suggested Values for SYSTEM and DEFAULT Accounts

VAX VAX AXP
SYSTEM DEFAULT DEFAULT

Limit Value Value Value Type' Description

ASTLM 50 40 250 N AST queue limit

BIOLM 40 40 150 N Buffered I/O count limit

BYTLM 32768 32768 64000 P I/O byte count limit

CPUTIME 0 0 0 D CPU time limit (0 = no limit)

DIOLM 40 40 150 N Direct I/O count limit

ENQLM 300 200 2000 P Enqueue quota

FILLM 300 300 20 P Open file limit

JTQUOTA 4096 4096 4096 P Initial byte quota for jobwide
logical name table

MAXACCTJOBS 0 0 0 S Maximum active processes
for a single account (0 = no
limit)

MAXDETACH 0 0 0 S Maximum detached
processes for a single user
name (0 = no limit)

MAXJOBS 0 0 0 S Maximum active processes
for a single user name (0 =
no limit)

PGFLQUOTA 20480 pages 32768 pages 50000 P Paging file limit

" pagelets

PRCLM 10 2 8 P Subprocess creation limit

TQELM 30 40 10 P Timer queue entry limit

WSDEFAULT 256 pages 256 pages 2000 N Default working set size

pagelets

WSEXTENT 40960 pages 1024 pages 16384 N Working set extent

pagelets

WSQUOTA 512 pages 512 pages 4000 N Working set quota

pagelets

1D=deductible, N=nondeductible, P=pooled, S=systemwide

AST Queue Limit (ASTLM)
The AST queue limit (ASTLM) limits the sum of the following:

* The number of asynchronous system trap (AST) requests that a user’s process
can have outstanding at one time
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¢ The number of scheduled wakeup requests that a user’s process can have
outstanding at one time

This limit affects all system services that accept an AST address as an argument,
and the Schedule Wakeup ($SCHDWK) system service.

If the deferred write option (DFW) is enabled, the number of ASTs used per file
is equal to 1, plus the number of record streams, plus the multibuffer count.
Otherwise, the number is 1 plus the number of record streams.

Buffered 1/0 Count Limit (BIOLM)

The buffered I/O count limit (BIOLM) limits the number of outstanding buffered
I/O operations permitted for a user’s process.

In a buffered I/O operation, the data transfer takes place from an intermediate
buffer in the system pool, not from a process-specified buffer. Buffered operations
for a user process include terminal I/O, file system and network I/O, card reader
input, and unspooled printer output. During a buffered I/O operation, the pages
containing the process-specified buffer need not be locked in memory.

Buffered 1/0 Byte Count Limit (BYTLM)

The buffered I/O byte count limit (BYTLM) limits the amount of buffer space that
a user’s process can use.

This buffer space is used for buffered I/O operations and for the creation of
temporary mailboxes. It also limits the number of mapping windows the user can
create as segmented (or cathedral) windows. Cathedral windows are primarily
useful for reducing the overhead required to read large files.

CPU Time Limit (CPUTIME)

The CPU time limit (CPUTIME) limits the amount of CPU time that a user’s
process can use per session.

The time must be specified in abbreviated delta format— hh:mm:ss.cc.

CPUTIME is a deductible limit with a suggested typical value of 0 (no limit),
but the value applies only to this instance or to other instances of the user’s
processes. CPUTIME is not cumulative across separate sessions or batch jobs.

Direct IO Count Limit (DIOLM)

The direct I/O count limit (DIOLM) limits the number of outstanding direct I/O
operations permitted to a user’s process.

In a direct I/O operation, the data transfer takes place directly from a process-
specified buffer. Direct I/O operations for a user process typically include disk and
tape I/0. The pages containing this buffer are locked in memory by the operating
system during the direct I/O operation.

DIOLM is a nondeductible limit.

Enqueue Quota (ENQLM)

The enqueue quota (ENQLM) limits the number of locks a process (and its
subprocesses) can own. OpenVMS Record Management Services (RMS) uses the
Lock Management facility to synchronize shared file access, global buffers, and
record locks. Because RMS takes out one lock for every shared file, local buffer,
global buffer section, and outstanding record lock, users who expect to perform
large amounts of RMS file sharing should have ENQLM set to a large value.
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If your process performs extensive RMS file sharing without sufficient enqueue
quota, you could receive the SS$_EXENQLM error message. Furthermore, if your
system performs extensive RMS file sharing and the value of the LOCKIDTBL
system parameter is too low, you could receive the SS$_NOLOCKID error
message. Note that whenever you increase the value of LOCKIDTBL, you may
have to increase the value of the RESHASHTBL system parameter (see the
OpenVMS System Management Utilities Reference Manual).

For shared files, the value of ENQLM should represent the number of files open
as shared multiplied by the number of locks per process per file. If you use

the default multibuffer counts, estimate the number of locks as 4 for indexed
sequential files and 3 for relative files. If you use other than the default value
for the multibuffer counts, estimate the number of locks per process per file as 1
per file, plus the multibuffer count for that file, plus the number of records locked
(which is usually one). Use the DCL command SHOW RMS_DEFAULT to display
the default multibuffer counts.

ENQLM is a pooled limit.

Expiration Date and Time (EXPIRATION)

The expiration qualifier specifies the expiration date and time of the account. The
/NOEXPIRATION qualifier removes the expiration date on the account or resets
the expiration time for expired ac- counts. The default expiration time period is
90 days for nonprivileged users.

Open File Limit (FILLM)
The open file limit (FILLM) limits the number of files that a user’s process can

have open at one time. This limit includes the number of network logical links
that can be active at the same time.

FILLM is a pooled limit. Note that each open file also requires at least 96 bytes
of BYTLM.

Job Table Quota (JTQUOTA)

The job table quota (JTQUOTA) specifies the initial byte quota with which the
jobwide logical name table is to be created.

JTQUOTA is a pooled quota.

Maximum Account Jobs Limit (MAXACCTJOBS)

The maximum account jobs limit (MAXACCTJOBS) specifies the maximum
number of batch, interactive, and detached processes that may be active at one
time for all users of a single account.

MAXACCTJOBS is a systemwide limit.

Maximum Detached Processes Limit (MAXDETACH)

The maximum detached processes limit (MAXDETACH) specifies the maximum
number of detached processes that may be active at one time for all users of a
single account. Processes that exceed this limit are terminated.

MAXDETACH is a systemwide limit.

Maximum Process Jobs Limit (MAXJOBS)

The maximum process jobs limit (MAXJOBS) specifies the maximum number of
interactive, batch, and detached processes that can be active at one time for the
cited user name. Processes that exceed this limit are terminated.

MAXJOBS is a systemwide limit.

!
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Paging File Limit (PGFLQUOTA)

The paging file limit (PGFLQUOTA) limits the number of pages that the user’s
process can use in the system paging file. The paging file provides temporary
disk storage for pages forced out of memory by a memory management operation.
PGFLQUOTA limits the total virtual address space that can be created using
the Create Virtual Address Space ($CRETVA) or Expand Program/Control Region
($EXPREG) system services.

PGFLQUO is a pooled limit.

Subprocess Creation Limit (PRCLM)

The subprocess creation limit (PRCLM) limits the number of subprocesses a
user’s process can create.

The process created when a user logs in to the system can in turn create
subprocesses. These subprocesses are all accountable to the user and share
the resources allotted to the initial process.

PRCLM is a pooled limit.

Timer Queue Entry Limit (TQELM)
The timer queue entry limit (TQELM) limits the sum of the following:

* The number of entries that a user’s process can have in the timer queue

* The number of temporary common event flag clusters that a user’s process
can have

This limit does not govern the creation of permanent event flag clusters.

Timer queue entries are used in time-dependent scheduling; common event flags
are used in synchronizing activities among groups of cooperating processes.

TQELM is a pooled limit.

Default Working Set Size (WSDEFAULT)

The default working set size (WSDEFAULT) sets the initial working set size limit
for a user’s process.

WSDEFAULT is a nondeductible limit. If the value specified exceeds the value of
WSQUOTA, the lesser value is used.

Working Set Extent (WSEXTENT)

The working set extent (WSEXTENT) specifies the maximum size to which a
user’s physical memory usage can grow, independent of the system load. This
enlargement of the physical memory for a user is accomplished by the Adjust
Working Set Limit (JADJWSL) system service, and is normally done for the user
by the operating system in response to heavy page faulting by the user.

WSEXTENT is a nondeductible quota. This value should always be greater than
or equal to WSQUOTA. The value is controlled by the system parameter WSMAX.

Working Set Quota (WSQUOTA)

WSQUOTA specifies the working set quota. This is the maximum amount of
physical memory a user process can lock into its working set. It also represents -
the maximum amount of swap space that the system reserves for this process
and the maximum amount of physical memory that the system allows the process
to consume if the systemwide memory demand is significant. This parameter
guarantees the user that the number of physical pages specified will be available.
The minimum value is 50 pages.
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WSQUOTA is a nondeductible quota. This value should be greater than or equal
to WSDEFAULT. The value is controlled by the system parameter WSMAX.
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Managing Peripheral Devices

System managers are often responsible for setting up and managing peripheral
devices such as terminals and printers. This chapter describes these tasks. For
information on managing storage media such as disks and tapes, see Chapter 8.
Information Provided in This Chapter

This chapter describes the following tasks:

Task Section
Getting information about devices on the system Section 7.2
tSetting security protection characteristics on devices Section 7.3
Connecting devices and loading device drivers Section 7.4
Managing terminals Section 7.5
Managing printers Section 7.6
Managing tape drives Section 7.7
tManaging card readers Section 7.8
TVAX specific

This chapter explains the following concepts:

Concept Section
Device names Section 7.1
Spooled printers Section 7.6.2

7.1 Understanding Device Names

On some systems, device names follow the format ddcu, where dd is the device
code, ¢ is the controller designation, and « is the unit number.

On AXP systems, all local DSA devices use a controller letter of “A,” regardless
of the physical controller the device resides on. All local DSA disk devices

are named DUA~n, where r is a unique disk unit number. All local DSA tape
devices are named MUAnR, where n is a unique tape unit number. Use of a single
controller letter requires that the unit number for each local DSA device be
unique. ¢
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>

On VAX systems, duplicate unit numbers are possible if the local disks reside on
different controllers. o

If the system is part of a VMScluster environment, device names are formatted in
one of the following ways:

¢ If the device is attached to a single computer or HSC subsystem, the device
name includes the node name in the format node$ddcu, where node refers to
the node name of the system that the device resides on.

¢ If the device is dual-ported between two computers or HSC subsystems, the
device must be identified by a unique, path-independent name that includes
an allocation class. The allocation class is a numeric value from 0 to 255
that is used to create a device name in the following format:

$allocation-class$device-name

For example, the allocation class device name $11$DUAS8: identifies a disk
that is dual-ported between two computers or HSC subsystems that both have
an allocation class of 11.

For more information on the device name format in VAXcluster or VMScluster
environments, see VMScluster Systems for OpenVMS.

7.2 Getting Information About Devices on the System

AXP
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Use the DCL command SHOW DEVICES to retrieve information about the
availability of devices on your system.

When you enter the SHOW DEVICES command without specifying a device or
using a qualifier, the system displays information about all devices recognized by
the system

Note

If a device does not appear in the display, it is not recognized by the
system. The device may not be connected, or the driver may not be
loaded. For certain devices, you must manually connect them and load
their device drivers. For more information, see Section 7.4.

If you specify a device name with the SHOW DEVICE command, the system
displays information about that device you sepcified. If you use certain qualifiers
with SHOW DEVICES, information is displayed about those devices that
currently have volumes mounted or that have been allocated to processes. See
the OpenVMS DCL Dictionary for a list of qualifiers that can be used with the
SHOW DEVICES command.

Example
The following examples show various uses of the SHOW DEVICES command.

On AXP systems, device protection is RWED (read, write, execute, delete). ¢
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On VAX systems, device protection is RWPL (read, write, physical, logical) instead
of RWED (read, write, execute, delete). The SHOW DEVICES/FULL display
includes both volume protection and device protection. In addition, if a volume
has a protected subsystem enabled, it also appears in the display. ¢

1. The following command shows all devices on the system:

$ SHOW DEVICES

Device Device Error Volume Trans Mnt
Name Status Count Label Count Cnt
$11$DUA9: (SNAP) Online 0

$11$DUALO: (SNAP) Mounted 2 PAGE 3 26
$11$DUAL3: (SNAP) Mounted 0 WORK1 36 26
$11$DUA23: (SNAP) Online 0

$11$DUA24: (SNAP) Mounted 0 MONITORPLUS 86 26
DAD(: (TULIP) Online 0

DAD9: (TULIP) Online 0

DAD44: (TULIP) Mounted wrtlck 0 CDBIN06JUL23 1 1
ROSE$MUAOQ : Online 0

LAVNDRSMUAQ : Online 0

TULIP$SMUAL: Online 0

IRISSMUAL: HostUnavailable 0

OPAQ: Online 0

DBAQ: Offline 0

FTAOQ: Offline 0

FTA239: Online 0

LTAO: Offline 0

LTA3401: Online spooled 0

LTA3402: Online spooled 0

RTAO: Offline 0

RTALl: Mounted 1

RTA2: Mounted 0

RTBO: Offline 0

TXAQ: Online 0

TXAl: Online 0

XTO0: Offline 0

2. The following SHOW DEVICES command requests a full listing of the
status of the DAD42: RRD40 device. The device is located on node IRIS
in a VMScluster environment. '

$ SHOW DEVICES/FULL DAD42:

Disk DAD42: (IRIS), device type RRD40, is online, mounted, software write-
locked, file-oriented device, shareable, error logging is enabled.

Error count 0 Operations completed 146
Owner process " Qwner UIC [SYSTEM]
Owner process ID 00000000 Dev Prot S:RWPL,0:RWPL,G:RWPL, W:RWPL
Reference count 1 Default buffer size 512
Total blocks 1218000 Sectors per track 4
Total cylinders 50750 Tracks per cylinder 6
Allocation class 11

Volume label "CDBINO6JUL21" Relative volume number 0
Cluster size 3 Transaction count 1
Free blocks 15153 Maximum files allowed 152083
Extend quantity 5 Mount count 1
Mount status System Cache name " $11$DUA21:XQPCACHE"
Extent cache size 64 Maximum blocks in extent cache 1515
File ID cache size 64 Blocks currently in extent cache 0
Quota cache size 0 Maximum buffers in FCP cache 1330

Volume status:
write-through caching enabled.

subject to mount verification, file high-water marking,
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3. The following command line requests a full informational display about each
DU device. This display shows only the first two devices: the mounted DUAS:
device and the unmounted DUA9: device.
$ SHOW DEVICES/FULL DU

Disk $11$DUA8: (SNAP), device type RA90, is online, mounted, file-oriented
device, shareable, served to cluster via MSCP Server, error logging is

enabled.

Error count 0 Operations completed 334
Owner process “v  Owner UIC [SYSTEM]
Owner process ID 00000000 Dev Prot S:RWED,O:RWED, G:RWED, W:RWED
Reference count 1 Default buffer size 512
Total blocks 2376153  Sectors per track 69
Total cylinders 2649 Tracks per cylinder 13
Host name "SNAP" Host type, avail HS70, yes
Alternate host name "DRAGON" Alt. type, avail HS70, yes
Allocation class 11

Volume label "DOCRES" Relative volume number 0
Cluster size 3  Transaction count 1
Free blocks 1211964 Maximum files allowed 297019
Extend quantity 5 Mount count 26
Mount status System Cache name " $11$DUA21:XQPCACHE"
Extent cache size 64 Maximum blocks in extent cache 121196
File ID cache size 64 Blocks currently in extent cache 0
Quota cache size 0 Maximum buffers in FCP cache 1330

Volume status:subject to mount verification, write-through caching enabled.

Volume is also mounted on TANGO, WHOCRS, SIRE, BARKIN, SALT, SNEEZY, ARTIC,
HEMMING, ROCKUP, HUTZPA, HAPPY, TOSIR, CHAIN, BOXER, SPELLN, WAYLND,
ADAM, PINE, MONA, PAILMER, WLDWND, ERICA, VALLEY,

Disk $11$DUA9: (SNAP), device type RA90, is online, file-oriented device,
shareable, served to cluster via MSCP Server, error logging is enabled.

Error count 0 Operations completed 544
Owner process "" Qwner UIC [SYSTEM]
Owner process ID 00000000 Dev Prot S:RWED,0:RWED,G:RWED,W:RWED
Reference count 0 Default buffer size 512
Total blocks 2376153  Sectors per track 69
Total cylinders 2649 Tracks per cylinder 13
Host name "SNAP" Host type, avail HS70, yes
Alternate host name "DRAGON" Alt. type, avail HS70, yes
Allocation class 11

7.2.1 Getting Information About ISO 9660-Formatted Devices

You can use the SHOW DEVICE command to retrieve information about ISO
9660-formatted devices. The following example illustrates the use of the SHOW
DEVICE/FULL command to obtain information about an ISO 9660-formatted
CD-ROM. Note that the ACP process name is given and that the volume status
is listed as ISO 9660. The display tells the user that the mounted members of the
volume set are relative volume numbers (RVN) 1, 64, and 65535.

$ SHOW DEVICE DKAl/FULL

Disk $1$DKAl: (VMSRMS), device type RRD40, is online, allocated,
deallocate on dismount, mounted, software write-locked, file-oriented
device, shareable, served to cluster via MSCP Server.
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Error count 0 Operations completed 9
Owner process " FTAS5:" Owner UIC [FIN,USER]
Owner process ID 20200066 Dev Prot S:RWPL,0:RWPL,G:R,W
Reference count 2 Default buffer size 512
Total blocks 256 Sectors per track 32
Total cylinders 1 Tracks per cylinder 8
Allocation class 1

Volume label "VOLUME_1" Relative volume number 1
Cluster size 0 Transaction count 1
Free blocks 0 Maximum files allowed 0
Extend quantity 0 Mount count 1
Mount status Process ACP process name "DKA1CACP"

Volume status: ISO 9660.
Members of this volume set are $1$DKAl: (rvn 1), $1$DKA7: (rvn 64), $1SDKAl6:
(rvn 65535).

7.3 Setting Security Protection Characteristics on Devices (VAX

Only)

L VAX

On VAX systems, you can set security protection characteristics on devices using
the following commands:

* INITIALIZE

* MOUNT

¢ SET SECURITY/PROTECTION
* SET VOLUME

For more information on these commands, see the OpenVMS DCL Dictionary. ¢

7.4 Connecting Devices and Loading Device Drivers

0

AXP

The system uses a software component called a device driver to control I/O
operations for a particular device type. For a device to function on a system, the
device must be connected, and the device driver must be loaded into memory.

The AUTOCONFIGURE command connects all devices physically attached to the
system and loads their device drivers. Using AUTOCONFIGURE saves effort and
reduces the possibility of error.

The site-independent startup command procedure, STARTUP.COM, automatically
configures devices, because it includes the AUTOCONFIGURE command.

On VAX systems, the following commands in STARTUP.COM perform
autoconfiguration:

$ SYSGEN := $SYSGEN
§ SYSGEN AUTOCONFIGURE ALL ¢

On AXP systems, the following commands in STARTUP.COM perform
autoconfiguration:

$ SYSMAN := $SYSMAN
§ SYSMAN IO AUTOCONFIGURE ¢

During autoconfiguration, the CONFIGURE phase of STARTUP.COM creates a
detached process to do the following:

* Detect any devices connected to a hierarchical storage controller (HSC)
® Load the drivers for HSC devices
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e Make the HSC devices known to the system

The AUTOCONFIGURE command does not connect certain devices. Instead, you
must manually connect these devices and load their device drivers. In certain
special cases, you might want to suppress autoconfiguration of devices in system
startup. See the following sections for more details.

For More
Topic Information
tManually connecting devices and loading drivers Section 7.4.1
Manually connecting devices and loading drivers Section 7.4.2
Suppressing autoconfiguration Section 7.4.3

TVAX specific

7.4.1 Manually Connecting Devices and Loading Device Drivers (VAX Only)

LVAX
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On VAX systems, whenever possible, use the AUTOCONFIGURE command

to connect standard devices and load device drivers. However, in some cases,
such as connecting non-Digital devices, you cannot use the AUTOCONFIGURE
command. In addition, AUTOCONFIGURE does not connect the following devices
or load their device drivers:

¢ Console storage device
* Network communications logical device
* Virtual terminals

In addition to these devices, there may be other devices and drivers that
AUTOCONFIGURE does not connect and load. On VAX systems, use the
System Generation utility (SYSGEN) to manually connect devices and load device
drivers.

For more information, see the SYSGEN section of the OpenVMS System
Management Utilities Reference Manual and the OpenVMS VAX Device Support
Manual.

Caution

Exercise extreme caution when issuing SYSGEN CONNECT and LOAD
commands because the system does little error checking. An incorrect
vector address or misspelled device name, for example, will damage the
I/0 database and could cause the system to fail.

To manually connect special devices each time the system starts up, add
these SYSGEN commands to the site-specific startup command procedure
SYCONFIG.COM. For more information, see Section 5.2.4.1.

Console Storage Device
To connect the console storage device on VAX systems, use the following
CONNECT command:

$ RUN SYS$SYSTEM:SYSGEN
SYSGEN> CONNECT CONSOLE
SYSGEN> EXIT
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Network Communication Device

To connect the network communications logical device on VAX systems, run
SYS$MANAGER:STARTNET:

§ @SYS$MANAGER:STARTNET

Virtual Terminals

For information on connecting virtual terminals and loading their driver, see
Section 7.5.2. :

Event-Handling Device Driver

A Digital-supplied driver named SYS$SYSTEM:CONINTERR.EXE permits real-
time processes to connect to interrupt vectors for quick response to and special
handling of real-time events. The driver is not associated with any specific device
type. (See the OpenVMS VAX Device Support Manual for further information.)

Example

The commands in the following example autoconfigure the devices attached to
a VAX system, and connect the console block storage device and the network
software device:

$ RUN SYS$SYSTEM:SYSGEN
SYSGEN> AUTOCONFIGURE ALL
SYSGEN> CONNECT CONSOLE
SYSGEN> EXIT

$ @SYSSMANAGER:STARTNET ¢

7.4.2 Manually Connecting Devices and Loading Device Drivers (AXP Only)

AXP

On AXP systems, commands for connecting devices and loading their drivers
are in the System Management utility (SYSMAN). All SYSMAN commands that
control and display the I/O configuration on an AXP system contain the prefix IO.

Whenever possible, it is preferable to use the I0 AUTOCONFIGURE command to
connect standard devices and load device drivers.

I0 AUTOCONFIGURE does not connect or load the device driver for the network
communications logical device. In addition, there may be other devices and
drivers that I0 AUTOCONFIGURE does not connect and load.

You can connect unattached devices and devices that have nonstandard names, as
well as load device drivers with the SYSMAN commands IO CONNECT and IO
LOAD.

For more information, see the SYSMAN section of the OpenVMS System
Management Utilities Reference Manual.
Caution

Exercise great care in issuing I0 CONNECT and I0 LOAD commands.
Incorrect use of these commands could cause the system to fail.

To connect the network communications logical device on AXP systems, run
SYS$MANAGER:STARTNET:

$ @SYS$MANAGER:STARTNET
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Example

The commands in the following example autoconfigure the devices physically
attached to the AXP system, load their drivers, and connect the network software
device:

SYSMAN> IO AUTOCONFIGURE ALL
SYSMAN> EXIT
$ @SYS$SMANAGER:STARTNET ¢

7.4.3 Suppressing Autoconfiguration of Devices
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“Autoconfiguration of devices saves effort and reduces the possibility of error.

However, you might want to suppress autoconfiguration for the following reasons:
* To customize the order in which you configure devices
¢ To troubleshoot booting problems

¢ To allow Small Computer System Interface (SCSI) based workstations to use
devices on another workstation’s SCSI bus without causing conflicts during
boot time

To suppress autoconfiguration, add the following command as the last line of
SYS$MANAGER:SYCONFIG.COM:

$ STARTUPSAUTOCONFIGURE ALL ==

Caution

If you set STARTUP$AUTOCONFIGURE_ALL to 0 in the last line of
SYCONFIG.COM, the CONFIGURE phase of STARTUP.COM will not
execute. As a result, HSC controllers (except for an HSC controller
through which the system booted) and MSCP-served devices on remote
nodes will not be available and satellite nodes will not be able to access
network devices and boot disks. This could prevent satellite nodes from
booting. '

To suppress autoconfiguration, and still configure HSCs and MSCP-
served devices on remote nodes, add the following lines to the end of
SYCONFIG.COM:

$ STARTUP$AUTOCONFIGURE ALL ==
$ @SYSSSYSTEM:STARTUP CONFIGURE
$ EXIT

These commands suppress autoconfiguration and yet still execute the
CONFIGURE phase of STARTUP.COM.

Note, however, that if you add the command @SYS$SYSTEM:STARTUP
CONFIGURE to SYCONFIG.COM, AUTOGEN will fail with the following
error:

$RUN-F-CREPRC, process creation failed
-SYSTEM-F-DUPLNAM, duplicate name

This error is caused because SYCONFIG.COM is invoked by

both STARTUP.COM and AUTOGEN. When AUTOGEN runs,

the CONFIGURE process already exists (it was started when
SYCONFIG.COM was executed by STARTUP.COM.) When AUTOGEN
invokes SYCONFIG.COM, the command you added attempts to start a
second CONFIGURE process. This command fails, causing AUTOGEN to
fail.




Managing Peripheral Devices
7.4 Connecting Devices and Loading Device Drivers

7.5 Managing Terminals
To manage terminals, you perform the following tasks:
¢ Physically attach terminals to the system
e Set terminal characteristics
* Set up virtual terminals

The following sections explain setting terminal characteristics and setting up
virtual terminals.

7.5.1 Setting Terminal Characteristics

Terminal device characteristics—for example, the number of characters displayed
on a line—have certain default values. You might need to change these values,
depending on the characteristics you use with each terminal.

To change the terminal device characteristics, use a SET TERMINAL command
with the appropriate qualifiers in the following format:

SET TERMINAL/[qualifier,...] [device-namel[:]]

For example, the following command indicates that the width of terminal lines is
132 characters and that the size of each page is 60 lines. The /NOBROADCAST
qualifier disables the reception of broadcast messages. The /PERMANENT
qualifier allows you to keep terminal characteristics between terminal sessions.
(You must reset characteristics each time the system reboots by adding these
commands to a site-specific startup command procedure.)

$ SET TERMINAL/WIDTH=132/PAGE=60/NOBROADCAST/PERMANENT

For more detailed information about the SET TERMINAL command and its
qualifiers, see the OpenVMS DCL Dictionary.

7.5.1.1 Setting Default Characteristics with System Parameters

To change the default terminal characteristics for all terminals on a node,

you can specify values for the system parameters TTY_DEFCHAR and TTY_
DEFCHAR2. For more information on these parameters, see the OpenVMS
System Management Utilities Reference Manual. For more information on setting
system parameters, see Section 14.5.

7.5.1.2 Setting Characteristics in System Startup
To execute SET TERMINAL commands each time your system boots, add these
commands to a site-specific startup command procedure. If your configuration
is simple, you can add the commands to SYSTARTUP_VMS.COM. If your
configuration requires a large number of commands, create a separate
command procedure (for example, TERM_SETUP.COM) and execute it from
the SYSTARTUP_VMS.COM. When the device setup command procedure finishes
executing, control returns to SYSTARTUP_VMS.COM.

Caution

Digital recommends you limit the number of SET TERMINAL commands
you include in startup command procedures. Large numbers (for example,
hundreds) of SET TERMINAL commands can significantly slow down
system startup. If you have a large number of terminals, change the
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default characteristics using the system parameters TTY_DEFCHAR and
TTY_DEFCHAR?2 as explained in Section 7.5.1.1.

You may want to include comments to provide the names of terminal owners, as
shown in the following example.

Example

The following example provides sample commands you could include in your
startup procedure to set up terminal devices:

$ SET TERMINAL TTC2:/SPEED=300/DEVICE TYPE=LA36/PERMANENT !JONES

$ SET TERMINAL TTD1:/SPEED=9600/PERMANENT IWRENS
$ SET TERMINAL TTD4:/SPEED=1200/PERMANENT | JRSMITH
$ SET TERMINAL TTG4:/SPEED=1200/MODEM/PERMANENT !DIALUP1

7.5.2 Managing Virtual Terminals

0
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Virtual terminals allow users to disconnect from a physical terminal without
terminating a process; the process remains active on a virtual terminal. Virtual
terminals are used for the following purposes:

¢ To reconnect to a process when a modem line connection is lost
* To maintain sessions on more than one disconnected terminal
* To use dynamic asynchronous DECnet communication

Enabling Virtual Terminals

On VAX systems, you set up virtual terminals by entering the following
commands: '

§ RUN SYS$SYSTEM:SYSGEN
SYSGEN> CONNECT VTAO/NOADAPTER/DRIVER=TTDRIVER
SYSGEN> EXIT ¢

On AXP systems, you set up virtual terminals by entering the following
commands:

§ RUN SYS$SYSTEM:SYSMAN
SYSMAN> IO CONNECT VTAO/NOADAPTER/DRIVER=TTDRIVER
SYSMAN> EXIT ¢

Virtual terminals are identified by the VTAn: device name. After the SYSGEN
or IOGEN command is entered, any terminal with the TT2$M_DISCONNECT
characteristic set prior to login is treated as a virtual terminal.

Note

LAT terminals (LTAn:) can be disconnected if the TT2$M_DISCONNECT
characteristic is set, but remote terminals (RTAn:) cannot be
disconnected.

You can set the TT2$M_DISCONNECT characteristic in one of two ways:

* Enable the feature on a systemwide basis by setting the appropriate bit
in the system parameter TTY_DEFCHAR2. You must use this method for
dynamically created terminal devices; for example, RTAn: devices.

* Enable the feature on a per-terminal basis by using the DCL command SET
- TERMINAL/DISCONNECT.
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Controlling the Use of Virtual Terminals
You can control the use of virtual terminal sessions in the following ways:

¢  Specify the maximum number of detached processes that individual users can
create by specifying a value for the UAF resource limit MAXDETACH.

* Restrict the use of virtual terminals by enabling them on a per-terminal basis.

* Restrict individual users from being able to reconnect to disconnected
terminal sessions by specifying the UAF flag DISRECONNECT.

7.5.2.1 Using Virtual Terminals for Dynamic Asynchronous DECnet for OpenVMS
Virtual terminals are required for dynamic asynchronous DECnet communication.
A dynamic asynchronous line differs from a static asynchronous line or other
DECnet line in that it is normally switched on for network use only for
the duration of a dialup connection between two nodes. Dynamic switching
of terminal lines to asynchronous DDCMP lines can occur if the following
requirements are met:

¢ Both nodes have DECnet licenses registered and loaded

* Both nodes have the asynchronous DDCMP driver NODRIVER loaded

* Both nodes have DYNSWITCH installed as a privileged shareable image
e The remote node has virtual terminals enabled

See the DECnet for OpenVMS Networking Manual for a detailed description of
the procedure for setting up dynamic asynchronous DECnet lines.

7.5.2.2 Determining the Physical Terminal Type of a Virtual Terminal

You might want to determine the physical terminal type associated with a virtual
terminal. Because both direct connect and LAT lines can be virtual, you might
not know the terminal characteristics of a LAT terminal at system startup

time. You can set the characteristics of direct connect lines at system startup;
however, you must enter a SET TERMINAL/INQUIRE command to determine
the characteristics of a LAT line. (See Section 22.1 for more information on LAT

software.)
Note
Using the command SET TERMINAL/INQUIRE clears the type-ahead
buffer.

The following command procedure determines the physical terminal
characteristics of both direct and LAT lines at system startup. Insert the
following lines in your systemwide login procedure (SYLOGIN.COM). (This
procedure assumes that your startup procedure has set all switches and LAT
lines to “unknown.”)
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$ DEVCLASS = 'F$GETDVI ("SYS$COMMAND","DEVCLASS")'

$ IF DEVCLASS .ne. 66 then goto alldone !Not a terminal

$ DEVTYPE = 'F$GETDVI ("SYS$COMMAND","DEVTYPE")'

$ IF DEVTYPE .ne. 0 then goto got_devtype

$ SET TERMINAL/INQUIRE |ITry to determine the device type

$ DEVIYPE = 'F$GETDVI ("SYSSCOMMAND","DEVTYPE")’

$ got_devtype:

$! Can now dispatch on ’devtype’ to do different things depending
$! on the type of terminal.

$ alldone:

You can uniquely identify a LAT terminal by using the F$GETDVI lexical function
and specifying the item TT _ACCPORNAM. The function returns the terminal
server node name and port name.

7.6 Managing Printers

To manage printers attached to your system, you perform the following tasks:

Task For More Information
Set printer characteristics Section 7.6.1

Spool printers Section 7.6.2.1
Despool printers Section 7.6.2.2

Test spooling of printers Section 7.6.2.3

The following sections explain these tasks.

7.6.1 Setting Printer Characteristics
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Printer characteristics must be set prior to starting queues for the printers. The
SET PRINTER command establishes characteristics for a line printer. The SET
TERMINAL command can be used to set characteristics for a printer connected

to a terminal or LAT port.

In addition, if you want to spool your printers, you must do so before starting
the queues to be associated with those printers. For information about spooled
printers, see Section 7.6.2.

To execute these commands each time your system boots, add these commands
to your site-specific startup command procedure. If your configuration is simple,
you can add the commands to SYSTARTUP_VMS.COM. If your configuration
requires a large number of commands, create a separate command procedure (for
example, PRINTER_SETUP.COM) and execute it from SYSTARTUP_VMS.COM.
When the device setup command procedure finishes executing, control returns to
SYSTARTUP_VMS.COM.

Example

The following example provides sample commands you could include in your
startup procedure to set device characteristics for printers. This example
also includes the commands used to spool printers. You generally include
the commands to spool printers along with the commands to set device
characteristics.
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$! Set up line printer devices

$!

§ SET PRINTER/PAGE=60/LOWERCASE/TRUNCATE LPAO:

$ SET PRINTER/LA11/UPPERCASE/WRAP LPBO:

§ SET DEVICE/SPOOLED=(LINE_PRINT,SYS$SYSDEVICE) LPAO:

$ SET DEVICE/SPOOLED=(SYS$PRINT,SYS$SYSDEVICE) LPBO:

$!

$! Set up LAT printers

$!

$ SET TERMINAL LTA331:/SPEED=9600/DEVICE=LN03 -
/NOBROADCAST/NOECHO/HARDCOPY/NOTYPE_AHEAD/PERMANENT

$ SET DEVICE LTA331:/SPOOLED=(MKTG$LN03_1,SYS$SYSDEVICE)

$! :

$ SET TERMINAL LTA332:/DEVICE=LA210/PAGE=66 -
/NOBROADCAST/PERMANENT

$ SET DEVICE LTA332:/SPOOLED=(LA210$PRINT,SYSSSYSDEVICE)

7.6.2 Using Spooled Printers

Certain application programs print output by writing or copying data directly to
a printer rather than submitting it to a queue. A spooled printer causes such
an application program to write output to an intermediate storage device (such as
a disk) so that the printer targeted to print the output remains available to other
system users while the program is running.

When you spool a printer, you specify a storage device and an output queue to
be associated with that printer. When a process running an application directs
its output to the spooled printer, the output is instead placed in a temporary file
on the storage device. When the file is closed, the system submits the file for
printing on the associated output queue. Both the spooling of the output file to
an intermediate storage device and the subsequent queuing of a job consisting of
this file occur without the direct intervention of the user.

If your system runs application programs that might write output directly to a
printer, Digital recommends you spool your printers. Digital recommends you
also spool your LAT printers to prevent privileged users from writing directly to
a LAT printer. Writing directly to a LAT printer can.-cause problems for output
queues that use the printer.

If you want to spool your printers, you must do so before starting the queues to
be associated with those printers.

Figure 13-9 illustrates a sample configuration using spooled printers.
Section 7.6.2.1 describes how to set up a spooled printer.

7.6.2.1 Spooling Printers

To spool a printer, use the SET DEVICE/SPOOLED command. This command
associates the printer with a storage device (such as a disk) and an output queue.

You must spool a printer before you start the queue to be associated with the
printer.

Enter the DCL command SET DEVICE/SPOOLED in the following format:
SET DEVICE/SPOOLED[=(queue-name[:],intermediate-disk-name[:])] output-device-name

You should always specify the intermediate disk and queue explicitly. If the queue
you associate with the spooled output device is a generic queue, a file written to
that device is sent to the generic queue, which in turn places the job in one of its
target queues. As a result, a job copied to the LPAO: device, for example, might
not necessarily print on the printer LPAO:, but instead might print on one of the
other printers targeted by the generic queue.
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When you select an intermediate storage device, make sure that it has sufficient
free space for the volume of spooled output. If you plan to enforce disk quotas
on the intermediate device, make sure that all expected users have a quota
authorized on the intermediate device. The intermediate device must be mounted
before files can be written to it. ‘

After establishing an output device as spooled, you should test the device, because
errors in disk or queue names are not detected until spooling is attempted. This
step is described in Section 7.6.2.3.

You should create a command procedure to set up your output devices each time
the system reboots. Include the commands to set up spooled devices in this
command procedure. For more information, see Section 7.6.1.

Example

The following example illustrates sample commands used to set up spooled
printers. This example also includes the command used to set device
characteristics. You generally include the commands to spool printers along
with the command to set device characteristics in a startup command procedure
to set up output devices.

$! Set up and spool line printer devices
$!
$ SET PRINTER/PAGE=60/LOWERCASE/TRUNCATE LPAO:
$ SET PRINTER/LA11/UPPERCASE/WRAP LPB0:
$ SET DEVICE/SPOOLED={SYS$PRINT,SYS$SYSDEVICE) LPA(: (1]
$ SET DEVICE/SPOOLED=(SYS$PRINT,SYSSSYSDEVICE) LPBO:
$!
$! Set up and spool LAT printers
1

SET TERMINAL LTA331:/SPEED=9600/DEVICE=LN03 -
/NOBROADCAST/NOECHO/HARDCOPY/NOTYPE_AHEAD/PERMANENT

SET DEVICE LTA331:/SPOOLED=(MKTG$LNO3_ 1,SYS$SYSDEVICE) (2]

r WU Wr
-

SET TERMINAL LTA332:/DEVICE=LA210/PAGE=66 -
/NOBROADCAST/PERMANENT
SET DEVICE LTA332:/SPOOLED=(LA210$PRINT,SYS$SYSDEVICE) ©

e-(h-(l)

Spools the output device LPAO: by associating it with the storage device
SYS$SYSDEVICE and the queue SYS$PRINT. When output from an
application is directed to LPAO:, the data is temporarily stored on
SYS$SYSDEVICE until the application completes. This keeps the output
device LPAQ: available for other jobs until the application’s output is ready
for printing. When the application completes, its output is submitted to the
queue SYS$PRINT.

® Spools the LN03 device on LAT port LTA331: by associating it with the
storage device SYS$SYSDEVICE and the queue MKTG$LNO03_1. Digital
recommends you spool LAT printers.

® Spools the LA210 device on LAT port LTA332: by associating it with the
storage device SYS$SYSDEVICE and the queue LA210$PRINT.
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7.6.2.2 Despooling a Spooled Printer

Occasionally, you might need to disable spooling on a device. For example, the
SET TERMINAL command can be executed only on a despooled output device. If
you need to disable spooling to an output device, use the SET DEVICE command
with the /NOSPOOLED qualifier.

You must stop the corresponding queues before you can change the spooling
status.

For more information about the SET DEVICE/NOSPOOLED command, see the
OpenVMS DCL Dictionary.

7.6.2.3 Testing a Spooled Printer

After establishing an output device as spooled, you should test the device, because
errors in disk or queue names are not detected until spooling is attempted. To
test a spooled device, use a command procedure similar to the following:

$1 *% %% *TESTING SPOOLED DEVICE#***

§1

$! set the device spooled

SET DEVICE/SPOOLED=(SYS$PRINT,SYS$SYSDEVICE:) LPAQ:

create a test file

CREATE TEST.LIS
|Add the first test record here.
ICtrl/Z to exit the file

<Gy

$1

§! write the file to the output device
$ COPY TEST.LIS LPAO:

$ EXIT

7.7 Managing Tape Drives

When managing tape drives, you perform the following tasks:

Task For More Information
Get information about tape drives Section 7.7.1
Change tape drive characteristics Section 7.7.2

For information about managing volumes on tape drives, see Section 8.2.

7.7.1 Getting Magnetic Tape Device Information
You can use the DCL command SHOW MAGTAPE to display the current
characteristics and status of a specified magnetic tape device.

You can enter the SHOW DEVICES command to find available magnetic drives
on your system. The SHOW MAGTAPE or SHOW DEVICE/FULL commands
enable you to retrieve additional information about the characteristics of a
particular magnetic tape device.

When you enter the SHOW MAGTAPE command, you receive the following
prompt:

_Device:

You must then spécify the name of the magnetic tape device for which you want
to display the characteristics and status.
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Example

The following example uses the SHOW MAGTAPE command to display the
characteristics of the MTAQ: device. Among other characteristics, it displays the
device type, density, and format.

On VAX systems, device protection is RWPL (read, write, physical, logical).
The SHOW DEVICES display includes the volume protection and the device
protection. ¢

$ SHOW MAGTAPE MTAQ:

MTAQ:, device type TU77, is online, error logging is enabled
Error count 0 Operations completed 0
Owner process " Owner UIC [SYSTEM]
Owner process ID 0000000 Dev Prot S:RWPL, O:RWPL, G:RWPL, W:RWPL
Reference Count 0 Default buffer size 2048
Density 800 Format Normal-11

Volume Status: no-unload on dismount, odd parity

On AXP systems, the device protection information in this display appears as
follows:

Dev Prot S:RWED, O:RWED, G:RWED, W:RWED ¢

7.7.2 Modifying Magnetic Tape Device Characteristics
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Use the DCL command SET MAGTAPE to define the default characteristics
associated with a specific magnetic tape device for subsequent file operations.
The device must not be currently allocated to any other user.

The following examples illustrate uses of the SET MAGTAPE command in
conjunction with the MOUNT command.

Examples

1. § MOUNT MTBl:/FOREIGN
$ SET MAGTAPE MTBI:/DENSITY=800

The MOUNT command mounts a tape on the MTB1: device. The /FOREIGN
qualifier indicates that the tape is not in the standard format used by the
operating system. (For example, certain Backup utility (BACKUP) operations
require that you mount a tape with the /FOREIGN qualifier.) The SET
MAGTAPE command defines the density at 800 bpi for writing to the
magnetic tape. (The density is reset only if the magnetic tape has never
been written before.)

2. $ MOUNT MTAO:/FOREIGN
$ SET MAGTAPE MTAO:/SKIP=FILES:4

The MOUNT command mounts a foreign magnetic tape on the MTAO: device;
the SET MAGTAPE command directs the I/O subsystem to position the
magnetic tape to skip four files.

3. $ MOUNT MTAl:/FOREIGN
$ SET MAGTAPE/REWIND MTAl:

The MOUNT command mounts a foreign tape on the MTA1: device; the SET
MAGTAPE/REWIND command rewinds the volume.
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7.8 Managing a Card Reader (VAX Only)

>

On VAX systems, the Digital CR—11 card reader reads computer card decks.
Users can submit the two following types of card decks for processing:

¢ Batch job card decks
¢ Data card decks

To ensure that card decks are processed efficiently, you must understand their
characteristics and the use of the card reader. The following sections describe
which cards you should check before processing a deck through a card reader, and
how to determine which cards are damaged.

7.8.1 Distinguishing the Type of Card Deck (VAX Only)

Before loading a card deck into the card reader, you should determine:

*  Whether the deck is a batch job or a data deck, because their processing
requirements differ

¢  Whether the card reader is set to the correct translation mode

The following sections describe how to make these determinations.

7.8.1.1 Batch Job Card Deck (VAX Only)

A batch job card deck consists of three segments:
¢ Initial cards

e Program cards

¢ Last card

The initial two cards in a batch job card deck are the $JOB and the $PASSWORD
cards. These cards log in the user and the batch job to the system. Following
the initial two cards are program cards. Program cards contain instructions that
direct the system to libraries, routines, and data needed to complete the batch job.
The last card must be either an end-of-job command ($EQJ) card or an end-of-file
(EOF) card. Either of these cards tells the system that this is the end of the job.

Checking Input

The system cannot execute the job without $JOB and $PASSWORD cards. If you
are given a card deck with these cards omitted, you should return the deck so
that the user can insert them.

Since the card deck contains the user’s password, you must ensure that it is
always handled with care to preserve the security of the user’s account.

The last card in the deck must be either an $EQJ or an EOF card.

If the last card is not one of these end cards, you can type an end card on the
card punch (12-11-0-1-6-7-8-9 overpunch in column 1) and place it at the end of
the deck.

Checking Output

The log file produced by a card reader batch job is queued for printing to the
default system printer queue, SYS$PRINT. To have the log file queued to a
different queue, the user can specify the /PRINTER qualifier on the $JOB card.

If an error occurs while the system is attempting to validate the $JOB and
$PASSWORD cards, the Operator Communication Manager (OPCOM) sends to
the card operator an error message that reports the job card and the error.
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7.8.1.2 Data Card Deck (VAX Only)

A data deck contains data that will be either read by a program or copied to a
file for later use. The process that will read the data deck is usually associated
with an interactive user at a terminal or with a batch job that is submitted by an
interactive user. Since the user and process already are logged in to the system,
the first card can contain any data the user wants to specify. Then, either the
program must read the exact number of cards supplied, or the last card should be
an EOF card to inform the program that this is the end of the data deck.

When a user wants a data deck to be read, you should make sure that the user
has allocated the card reader. If the card reader is not allocated, the system tries
to submit the deck as a batch job and subsequently just flushes the deck through
the reader, rejecting the job.

If the program does not read the exact number of cards (as with the COPY
command), the EOF card must be the last card in the deck, to inform the program
that this is the end of the deck. Without this card, the program waits indefinitely
for more cards, and the system prints “card reader off line” messages on the
operator’s terminal. If the card deck lacks an EOF card, you can type one on a
card punch and insert it at the end of the deck.

7.8.1.3 Setting Card Reader Translation Modes (VAX Only)

For the system to read input properly, the card reader must be set to the correct
translation mode—the same as the translation mode of the card punch used to
prepare the deck. The system supports 026 and 029 card punches.

Therefore, these conditions must exist for you to be able to set the card reader to
the correct translation mode:

¢ The first card in the deck must be the translation mode card.
*  You must know the mode in which the cards were punched.

To set the translation mode of the card reader for many decks of the same type,
use the SET CARD_READER command. See the OpenVMS DCL Dictionary for
more information about the SET CARD_READER command. By default, when
the system is booted, the translation mode is set to 029.

7.8.2 Running the Input Symbiont Interactively (VAX Only)
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You can run the input symbiont interactively, taking card image input from an
OpenVMS RMS file, by performing the following steps:

1. Enter a command in the following format:
DEFINE/USER SYSS$INPUT filename)
For example:
$ DEFINE/USER SYS$INPUT SPECIAL FILE.DAT
2. Enter the following command:
$ RUN SYS$SYSTEM:INPSMB
Running the input symbiont interactively requires the following:
¢ CMKRNL privilege
* Read access to the UAF
*  Write access to the default directory of the user

All messages are displayed to the terminal instead of to the card operator. ¢



8

Managing Storage Media

This chapter discusses the following:

* Storage media terms and concepts

*  Volumes and volume sets—Tasks related to setting up both disks and

magnetic tape drives: initialization and mounting

o Disks—Tasks related to disk maintenance: the management of disk space

and methods for detecting and repairing disk errors

Information Provided in This Chapter
This chapter describes the following tasks:

Task Section

Allocating and deallocating disk and tape drives Section 8.2
Initializing volumes Section 8.3
Protecting volumes Section 8.4
Mounting volumes Section 8.5
Setting up disk volume sets Section 8.6
Mounting ISO 9660 volume sets and groups Section 8.7
Mounting tape volume sets Section 8.8
Dismounting volumes and volume sets Section 8.9

Using command procedures for media setup

Managing disk space

Using the Analyze/Disk_Structure utility to check and repair disks
Using mount verification for recovery

Using the Bad Block Locator utility to detect media errors

Section 8.10
Section 8.11
Section 8.12
Section 8.13
Section 8.14

This chapter explains the following concepts:

Concept

Section

Disks, including Files—11 structures
Magnetic tape

Public and private disk volumes
Tape and disk volume protection
Disk volume sets

Disk quotas

Mount verification

Section 8.1.1
Section 8.1.2
Section 8.1.3
Section 8.4
Section 8.6.1
Section 8.11.1
Section 8.13.1
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8.1 Understanding Storage Media Concepts

Concepts related to storage media in general include the following:

Term

Definition

Device (or Drive)
Media

Volume

Hardware that allows access to storage media.
Physical substance on which you can store data.

Logical unit of data storage; one or more media units. A disk or
tape must be mounted on a device for the operating system to
recognize it as a volume.

The following sections explain these concepts:

Concept For More Information
Terms and file structure concepts related to disk media Section 8.1.1

Terms and concepts related to magnetic tape media Section 8.1.2

Public and private volumes that reside on storage media Section 8.1.3

Disk and tape volume protection Section 8.4

8.1.1 Disk Concepts

This section defines terms related to disks and describes reserved files and file

structures.

8.1.1.1 Disk Terminology

A disk is a physical medium on which files reside. Files-11 On-Disk Structure
refers to a logical structure given to information stored on a disk; it is a
hierarchical organization of files, their data, and the directories needed to gain
access to them. The OpenVMS file system implements the Files—11 disk structure
and provides access control to the files located on the disk. (The term Files—11
used alone always refers to Files—11 On-Disk Structure.)
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Table 8-1 defines terms as they apply to disks. Appendix A discusses these terms

in more detail.

Table 8-1 Files—~11 On-Disk Structure Terminology

Term Definition

Block Files—11 defines a block as 512 8-bit bytes.

Cluster Logical grouping of blocks; basic unit by which disk space is allocated.
The term cluster usually refers to a set of nodes that form a VMScluster
environment.

Extent Contiguous blocks allocated to a particular file.

File Array of consecutive virtual blocks, numbered 1 to n, plus a set of
attributes with values. A file is either a data file or a directory file.
Directories can contain both data files and directory files.

Volume Disk that has been prepared for use by placing a new file structure on

it.

(continued on next page)
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Table 8-1 (Cont.) Files—11 On-Disk Structure Terminology

Term Definition
Volume set Combination of several volumes; has the appearance of one large
volume.

Information on a disk can be accessed as logical blocks on the disk or as virtual
blocks of files on the disk.

Figure 8-1 shows the hierarchy of blocks, extents, and files in the Files—11 On-
Disk Structure. The number of blocks in any one extent is a multiple of the
cluster size.

Figure 8—1 Files—11 On-Disk Structure Hierarchy

- File

Extent 1 Extent 2 Extent 3

Block

Block

Block | |Block | | Block | | Block Block | |Block Block | |Block | |Block | {Block

ZK-0739-GE

8.1.1.2 Disk File Structures

The operating system recognizes the following disk file structures.

File Structure Description

tFiles—-11 ODS Level 1 On VAX systems, this structure is used by Digital’'s RSX-11M,
RSX-11D, RSX-11M-PLUS, and IAS operating systems.

Files—11 ODS Level 2 This is the default disk structure of the OpenVMS operating

system.

ISO 9660 volume This format is used on CD-ROMs.

structure

Foreign A structure that is not related to a Files—11 structure. When
you specify a foreign structure, you make the contents of
a volume known to the system, but the system makes no
assumptions about its file structure.

+tVAX specific

A Files—11 volume is an array of 512-byte logical blocks. The blocks are numbered
consecutively from 0 to n—1; the value of n is the size of the disk in blocks.
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When you create a file, you normally specify a file name to OpenVMS RMS, which
assigns this name to the file on a Files—11 volume. OpenVMS RMS places the
file name and file ID associated with the newly created file in a directory, which
contains an entry defining the location for each file.

When you access the file, you supply the file name, which supplies a path to the
file identifier through the directory entry. The file identifier, in turn, points to the
location of the file header, which contains a listing of the extent or extents that
locate the actual data.

Reserved files control the structure of a Files—11 ODS Level 2 volume. (Only five
of these files are used for a Level 1 volume.) Table 8-2 identifies all reserved
files, and indicates to which Files—11 ODS level they pertain.

The files listed in Table 8-2 are in the master file directory (MFD), [000000].
Appendix A contains a description of each reserved file.

Table 8-2 Reserved Files

1Structure Structure
Reserved File File Name Level 1 Level 2
Index file INDEXF.SYS;1 X X
Storage bit map file BITMAP.SYS;1 X X
Bad block file BADBLK.SYS;1 X X
Master file directory 000000.DIR;1 X X
Core image file CORIMG.SYS;1 X X
Volume set list file VOLSET.SYS;1 X
Continuation file CONTIN.SYS;1 X
Backup log file BACKUP.SYS;1 X
Pending bad block BADLOG.SYS;1 X
tVolume security profile SECURITY.SYS;1 X

1tVAX specific

8.1.1.3 CD-ROM File Structures
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Compact Disc Read Only Memory (CD-ROM) discs and readers used with
computers are very similar to the CD-ROMs used for audio applications. The
major differences are that CD-ROM computer disc players have a digital (rather
than an audio) interface; they also incorporate internal circuitry that detects and
corrects errors, thus improving the integrity of the disc data.

Following are three advantages to storing data on CD-ROM media: \
* You can access data directly.
¢ CD-ROMs are typically less expensive than other direct-access media.

¢ CD-ROMs have exceptional storage space capability. Currently, a CD-ROM
can hold approximately 650 megabytes of data.

You can use one or more formats to incorporate a volume and file structure that is
compatible with the input/output processing used by the system. Table 8-3 shows
the media formats that the OpenVMS operating system supports for CD-ROMs.
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Table 8-3 CD-ROM On-Disc Formats

Format Description
Files—-11 ODS-2 The operating system’s format for read/write discs
ISO 9660 An international standard for CD-ROMs: ISO 9660 : 1988

High Sierra

An initial proposal that was changed and became ISO 9660

How Data Is Arranged on a CD-ROM
Table 84 defines terms that describe the arrangement of data on a CD-ROM.

Table 8—-4 CD-ROM Volume Structure

Element Description

Sector Uniquely addressable unit; each sector on a CD-ROM comprises a
sequence of 2048 8-bit bytes.

Physical Division of a system or data area; smallest addressable unit on an ISO

sector 9660 CD-ROM.

Logical sector

Volume space
System area
Data area
Logical block

Logical block
numbering

Organizational unit of a volume; consists of one or more physical
sectors. No more than one logical sector can begin in any physical
sector.

Logical sectors are numbered in ascending order, with 0 assigned to the
logical sector having the lowest physical address containing recorded
data. Each logical sector includes a data field made up of 2048 or more
bytes (the number of bytes always equals a power of 2).

Set of all logical sectors on a volume containing information about the
volume.

One of two divisions of CD-ROM volume space; includes logical sectors
0 through 15; reserved for system use.

One of two divisions of CD-ROM volume space; includes the remaining
volume space, beginning with logical sector 16.

Organizational unit of volume space. The logical block size cannot
exceed the logical sector size.

Begins with the first byte in the volume space and continues in a
sequentially ascending order through the remainder of the volume
space.

Logical block numbering is consecutive throughout the volume and
continues through area boundaries. For example, if the last logical
block in the system area is 255, the first logical block in the data area
is assigned number 256.

OpenVMS System Requirements

The OpenVMS implementation of Files—11 CD conforms to the file structures
defined by the ISO 9660 standard. Two aspects of the implementation are
required to support ISO 9660 file structures in an OpenVMS environment:
partially recorded data blocks and data interleaving.

e Partially recorded data blocks

ISO 9660 files are recorded in the data area of the media, using extents that
consist of blocks. The blocks might or might not be filled with data. The
system assumes that all file blocks are filled with data, with the possible
exception of the final block. When the system finds a data block that is not
filled, it attempts to process the end of a file. The OpenVMS implementation
of Files—11 ensures that the system does not treat an unfilled block as the end
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of the file unless it actually is the final file block. This is not visible to the

user.

® Data interleaving

The use of data interleaving improves access to file data. Within an extent,
data is recorded using file units that are separated by an 1nterleave gap; this
gap consists of a specified number of blocks.

8.1.2 Tape Concepts

The file storage system for magnetic tapes is based on the standard magnetic
tape structure as defined by ISO 1001-1986, which is compatible with several
national standards such as ANSI X3.27-1987.

For more information about tape concepts, see the Guide to OpenVMS File

Applications.

Table 8-5 defines terms that apply to magnetic tapes.

Table 8-5 Terms Related to Magnetic Tapes

Term Definition

Block On magnetic tape, the size of a block is determined by the user.
(On ODS disks, a block is fixed at a size of 512 bytes.)

bpi Bits per inch; measure used for characters of data on tape on
OpenVMS systems. Also called density.

IRG Interrecord gap; interval of space between blocks.

Record blocking Grouping of individual records into a block, thereby reducing
wasted space.

Sequential Organization of magnetic tape data; that is, data is organized in

Magnetic Tape
Ancillary