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Preface

The OpenVMS System Management Utilities Reference Manual: A-L contains
reference information about the utilities that are used to manage both the
OpenVMS VAX and OpenVMS AXP operating systems. This manual describes
each system management utility and provides examples for frequently used
commands and qualifiers. In addition to system management utilities, a
description and usage summary of the AUTOGEN command procedure is
presented in this reference manual.

Refer to the OpenVMS System Management Utilities Reference Manual: M-Z for
information on the system management utilities not discussed in this book.

All commands follow the standard rules of grammar as specified in the OpenVMS
DCL Dictionary.

For information on how to use these system management utilities and
AUTOGEN, please refer to the OpenVMS Systemm Manager’s Manual.

Intended Audience

This manual is intended for system managers and users of the system
management utilities for the OpenVMS VAX and OpenVMS AXP operating
systems.

Document Structure

This manual is divided into 12 parts, which are arranged alphabetically. Each

part, with the exception of the section on the AUTOGEN command procedure,

contains reference information for a system management utility. Table 1 shows
the structure as follows:

Table 1 Manual Structure
Part Utility

Access Control List Editor (ACL editor)

Accounting (ACCOUNTING)

Analyze Disk/Disk Structure (ANALYZE/DISK _STRUCTURE)
Audit Analysis (ANALYZE/AUDIT)

Authorize (AUTHORIZE)

AUTOGEN Command Procedure

Backup (BACKUP)

Crash Log Utility Extractor (CLUE)

0 3 O Ut b W N

(continued on next page)
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Table 1 (Cont.) Manual Structure

Part Utility

9 Error Log (ERROR LOG)

10 Install INSTALL)

11 LAT Control Program (LATCP)

12 Log Manager Control Program (LMCP)

Associated Documents

For more information on the system management utilities, please refer to the
following documents:

® DEC Text Processing Utility Reference Manual

e  OpenVMS AXP Guide to System Security

*  OpenVMS DCL Dictionary

. OpenVMS System Manager’s Manual

* OpenVMS System Management Utilities Reference Manual: M-Z
*  OpenVMS Programming Concepts Manual

® OpenVMS Programming Interfaces: Calling a System Routine
* OpenVMS Record Management Services Reference Manual

*  OpenVMS System Services Reference Manual

*  OpenVMS User’s Manual

* OpenVMS VAX Device Support Manual

*  OpenVMS VAX Guide to System Security

*  OpenVMS VAX System Dump Analyzer Utility Manual

e  Volume Shadowing for OpenVMS

¢ VAX Hardware Handbook

Conventions

XVi

In this manual, every use of OpenVMS AXP means the OpenVMS AXP operating
system, every use of OpenVMS VAX means the OpenVMS VAX operating system,
and every use of OpenVMS means both the OpenVMS AXP operating system and
the OpenVMS VAX operating system.

The contents of the display examples for certain utility commands described
in this manual may differ slightly from the actual output provided by these
commands on your system. However, when the behavior of a command differs
significantly between OpenVMS VAX and OpenVMS AXP, that behavior is
described in text and rendered, as appropriate, in separate examples.



The following conventions are used to identify information specific to OpenVMS
AXP or to OpenVMS VAX:

The AXP icon denotes the beginning of information
AXP specific to OpenVMS AXP.

The VAX icon denotes the beginning of information
@ specific to OpenVMS VAX.

The diamond symbol denotes the end of a section of
¢ information specific to OpenVMS AXP or to OpenVMS
VAX.

The following conventions are also used in this manual:

Ctrl/x A sequence such as Ctrl/x indicates that you must hold down
the key labeled Ctrl while you press another key or a pointing
device button.

PFlx A sequence such as PF1 x indicates that you must first press
and release the key labeled PF1, then press and release
another key or a pointing device button.

GOLD x A sequence such as GOLD x indicates that you must first press
and release the key defined GOLD, then press and release
another key. GOLD key sequences can also have a slash (/),
dash (-), or underscore (_) as a delimiter in EVE commands.

In examples, a key name enclosed in a box indicates that
you press a key on the keyboard. (In text, a key name is not
enclosed in a box.)

A horizontal ellipsis in examples indicates one of the following
possibilities:

e Additional optional arguments in a statement have been
omitted.

¢ The preceding item or items can be repeated one or more
times.

e Additional parameters, values, or other information can be
entered.

A vertical ellipsis indicates the omission of items from a code
example or command format; the items are omitted because
they are not important to the topic being discussed.

O In format descriptions, parentheses indicate that, if you
choose more than one option, you must enclose the choices
in parentheses.

[1] In format descriptions, brackets indicate optional elements.
You can choose one, none, or all of the options. (Brackets are
not optional, however, in the syntax of a directory name in
an OpenVMS file specification, or in the syntax of a substring
specification in an assignment statement.)

{} In format descriptions, braces surround a required choice of
options; you must choose one of the options listed.

Xvii



xviii

boldface text

italic text

UPPERCASE TEXT

numbers

Boldface text represents the introduction of a new term or the
name of an argument, an attribute, or a reason.

Boldface text is also used to show user input in Bookreader
versions of the manual.

Italic text emphasizes important information, indicates
variables, and indicates complete titles of manuals. Italic
text also represents information that can vary in system
messages (for example, Internal error number), command lines
(for example, /PRODUCER=name), and command parameters
in text.

Uppercase text indicates a command, the name of a routine,
the name of a file, or the abbreviation for a system privilege.

A hyphen in code examples indicates that additional
arguments to the request are provided on the line that follows.

All numbers in text are assumed to be decimal, unless
otherwise noted. Nondecimal radixes—binary, octal, or
hexadecimal—are explicitly indicated.
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ACL Editor Description

The access control list editor (ACL editor) is a screen-oriented editor used to
create and maintain access control lists (ACLs). An ACL is a collection of access
control entries (ACEs) that grant or deny access for specific users or groups of
users of an object. (For a description of the entry and display format for ACEs,
see the section ACE Formats.) ACLs enable you to control access more closely
than you can by using the default user identification code (UIC) based protection.

The system does not limit the number of ACEs that an ACL can contain or the
number of characters in an ACE. However, long ACLs increase the amount of
time necessary to gain access to an object. In practice, memory constraints can
limit the size of an ACL.

The order of ACEs in an ACL is important. ACEs granting or denying access to
an object for specific users must appear before ACEs identifying broader classes
of users. For example, to grant user SMITH read access to a system object and to
deny all other interactive users all types of access to the object, place the ACE for
user SMITH before the ACE identifying all interactive users on the system.

You can place ACLs on the following object classes:

Capability (VAX only)
Device

Common event flag cluster (VAX only)
File

Group global section

Logical name table

Queue

Resource domain (VAX only)
Security class (VAX only)
System global section
Volume (VAX only)



ACL Editor Usage Summary

Format

The access control list editor (ACL editor) creates or modifies an access control
list (ACL) for a specified object.

EDIT/ACL object-spec

Parameter

object-spec

Specifies the object whose access control list is to be created or edited. If an
access control list does not exist, it is created.

You can specify an object from any of the following object classes:

Capability (VAX only)
Device

Common event flag cluster (VAX only)
File

Group global section
Logical name table

Queue

Resource domain (VAX only)
Security class (VAX only)
System global section
Volume (VAX only)

The default object class is a file. A file must be a disk file on a Files—11 On-Disk
Structure Level 2 formatted volume. For any object other than a file, you must
specify the object class with the /CLASS qualifier (VAX systems only) or with the
/OBJECT_TYPE qualifier.

Note that the ACL editor does not provide a default file type for files. To prevent
the ACL editor from using a null file type, specify the file type on the command
line. If the object is a directory, specify the .DIR file type.

Do not include wildcard characters in the object specification.

Usage Summary

1-4

You can invoke the ACL editor to create or modify an ACL for an object that you
own, have control access to, or can gain access to by a privilege such as BYPASS,
GRPPRYV, READALL (AXP only), or SYSPRV. To invoke the ACL editor, enter
the DCL command EDIT/ACL. In the command line, specify the name of the
object whose ACL you want to edit. For example, to create an ACL for the file
INVENTORY.DAT, enter the following command:

$ EDIT/ACL INVENTORY.DAT



ACL Editor Usage Summary

On VAX systems, you can use either the EDIT/ACL command or the SET
SECURITY/EDIT command to invoke the ACL editor. For more information on
the SET SECURITY command, see the Security Guide.+

By default, the ACL editor creates and modifies ACLs for files. To create an ACL
for an object other than a file (for example, to create an ACL for a queue), you
must specify the object class when you invoke the ACL editor. For example, the
following command invokes the ACL editor to create an ACL for the disk DAPR:

$ EDIT/ACL/OBJECT TYPE=DEVICE DAPR

On OpenVMS VAX systems, the equivalent SET SECURITY command is as
follows:

$ SET SECURITY/EDIT/CLASS=DEVICE DAPR

If an ACL for the object you specify already exists, the ACL editor displays the
ACL. You can then use keypad editing commands to add, replace, or delete one or
more ACEs in the ACL (see Section A.1) To exit from a completed editing session,
press Ctrl/Z. To end an editing session without incorporating any of your edits,
press the GOLD key (PF1) and then press Ctrl/Z.

For a description of keypad editing commands supplied by the ACL editor, see
Appendix A. For information on how to modify the ACL editor by modifying ACL
section files, see Appendix B.

Note

In addition to invoking the ACL editor directly or by entering commands
at the DCL prompt ($), you can also modify an ACL by using the
callable interface to the ACL editor (the ACLEDIT$EDIT routine). For
information about how to use the ACLEDIT$EDIT routine, see the
OpenVMS Utility Routines Manual.




ACL Editor

ACE Formats

This section describes the entry and display format for the following access
control entries (ACEs):

¢ Alarm ACE for security auditing of an object
e Audit ACE for security auditing of an object (VAX only)

¢ Creator ACE to set the ownership access for new files created in a directory
(VAX only)

e Default Protection ACE to set a default protection code through a directory
structure

¢ Identifier ACE for object access control
* Subsystem ACE for protected subsystem access control (VAX only)

The Security Guide describes how to use each of these ACEs. You can also use
other types of ACEs. For example, applications can use an Application ACE to
store application-specific information associated with a file. For a description
of the internal format used to store an ACE, see the OpenVMS Programming
Concepts Manual.

Alarm ACE

Specifies the access criteria that cause an alarm message to be sent to all security
operator terminals. On AXP systems, alarm messages are also sent to the system
security audit log file. A message is sent only if ACL alarms are enabled with the
DCL command SET AUDIT/ALARM/ENABLE=ACL.

@ On VAX systems, ACL alarms are enabled by default; however, alarms are not
written to the system security audit log file. If you have existing files protected
by Alarm ACEs and you want messages to be recorded in the log file, replace the
Alarm ACEs with Audit ACEs. ¢

Format

(ALARM=SECURITY [,OPTIONS=attributes], ACCESS=access-type[+access-type...])
Parameters

options

Specify any of the following attributes:

Default Indicates that an ACE is to be included in the ACL of

any files created within a directory. When the entry is
propagated, the Default attribute is removed from the ACE
of the created file. This attribute is valid for directory files
only.
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Hidden

Protected

ACL Editor
Alarm ACE

Indicates that this ACE should be changed only by the
application that adds it. Although the Hidden attribute
is valid for any ACE type, its intended use is to hide
Application ACEs. The ACL editor displays the ACE
only to show its relative position within the ACL, not
to facilitate editing of the ACE. Unless you have the
SECURITY privilege, you cannot display a hidden ACE
with the DCL command DIRECTORY/ACL.

On OpenVMS AXP systems, you cannot modify or delete a
hidden ACE with the DCL command SET ACL. To create a
hidden ACE, an application can invoke the $CHANGE_ACL
system service.

On OpenVMS VAX systems, you cannot display a hidden
ACE with the DCL commands SHOW SECURITY, SHOW
ACL, or DIRECTORY/SECURITY, and you cannot modify or
delete a hidden ACE with the SET SECURITY command.
To create a hidden ACE, an application can invoke the
$SET_SECURITY system service.

Protects the ACE against casual deletion. Protected ACEs
can be deleted only in the following ways:

* By using the ACL editor

e By specifying the ACE explicitly when deleting it
On OpenVMS AXP systems, use the DCL command
SET ACL/ACL=(ace)/DELETE to specify and delete an
ACE.
On OpenVMS VAX systems, use the command SET
SECURITY/ACL=(ace)/DELETE to specify and delete
an ACE.

* By deleting all ACEs, both protected and unprotected
On OpenVMS AXP systems, use the DCL command
SET ACL/ACL/DELETE=ALL to delete all ACEs.

On OpenVMS VAX systems, use the command SET
SECURITY/ACL/DELETE=ALL to delete all ACEs.

The following commands do not delete protected ACEs:

SET ACL/ACL/DELETE

SET ACL/LIKE

SET ACL/DEFAULT

SET SECURITY/ACL/DELETE (VAX only)
SET SECURITY/LIKE (VAX only)

SET SECURITY/DEFAULT (VAX only)



ACL Editor
Alarm ACE

Nopropagate Indicates that the ACE cannot be copied by operations that
usually propagate ACEs. :
On OpenVMS AXP systems, for example, the ACE canno
be copied by the SET ACL/LIKE or SET ACL/DEFAULT
commands.

On OpenVMS VAX systems, for example, the ACE cannot
be copied by the SET SECURITY/LIKE or SET SECURITY
/DEFAULT commands.

None Indicates that no attributes apply to an entry. Although
you can create an ACL entry with OPTIONS=None, the
attribute is not displayed. Whenever you specify additional
attributes with the None attribute, the other attributes take
precedence. The None attribute is equivalent to omitting
the field.

access

Specify any access that is valid for the object class. See the Security Guide for

a listing of valid access types. For an Alarm ACE to have any effect, you must
include the keywords SUCCESS, FAILURE, or both. For example, if the auditing
criterion is a failure to obtain write access to an object, specify the following
Alarm ACE:

(ALARM=SECURITY, ACCESS=WRITE+FAILURE)

Audit ACE (VAX Only)

>

Format

Parameters

On VAX systems, specifies the access criteria that cause an audit message to be
written to the system security audit log file. A message is recorded only if ACL
audits are enabled with the DCL command SET AUDIT/AUDIT/ENABLE=ACL.

(AUDIT=SECURITY [,OPTIONS=attributes], ACCESS=access-type[+access-type...})

options
Specify one of the following attributes:
Default Indicates that an ACE is to be included in the ACL of

any files created within a directory. When the entry is
propagated, the Default attribute is removed from the ACE
of the created file. This attribute is valid for directory files
only.



Hidden

Protected

Nopropagate

None

access

ACL Editor
Audit ACE (VAX Only)

Indicates that this ACE should be changed only by the
application that adds it. Although the Hidden attribute

is valid for any ACE type, its intended use is to hide
application ACEs. The ACL editor displays the ACE only to
show its relative position within the ACL, not to facilitate
editing of the ACE. Unless you have the SECURITY
privilege, you cannot display a hidden ACE with the DCL
command DIRECTORY/ACL.

You cannot display a hidden ACE with the DCL commands
SHOW SECURITY, SHOW ACL, or DIRECTORY
/SECURITY, and you cannot modify or delete a hidden ACE
with the SET SECURITY command. To create a hidden
ACE, an application can invoke the $SET_SECURITY
system service.

Protects the ACE against casual deletion. Protected ACEs
can be deleted only in the following ways:

¢ By using the ACL editor

* By specifying the ACE explicitly when deleting it
Use the DCL command SET SECURITY/ACL=(ace)
/DELETE to specify and delete an ACE.

¢ By deleting all ACEs, both protected and unprotected

Use the DCL command SET SECURITY/ACL
/MDELETE=ALL to delete all ACEs.

The following commands do not delete protected ACEs:

SET SECURITY/ACL/DELETE
SET SECURITY/LIKE
SET SECURITY/DEFAULT

Indicates that the ACE cannot be copied by operations that
usually propagate ACEs.

For example, the ACE cannot be copied by the SET
SECURITY/LIKE or SET SECURITY/DEFAULT
commands.

Indicates that no attributes apply to an entry. Although
you can create an ACL entry with OPTIONS=None, the
attribute is not displayed. Whenever you specify additional
attributes with the None attribute, the other attributes take
precedence. The None attribute is equivalent to omitting
the field.

Specify any access that is valid for the object class. See the Security Guide for
a listing of valid access types. For an Audit ACE to have any effect, you must
include the keywords SUCCESS, FAILURE, or both. For example, if the auditing
criterion is a failure to obtain write access to an object, specify the following Audit

ACE:

(AUDIT=SECURITY,ACCESS=WRITE+FAILURE) ¢



ACL Editor

Creator ACE (VAX Only)

Creator ACE (VAX Only)

L VAX 2

Format

Parameters
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On VAX systems, adds an extra ACE to the ACL for a file created within the
directory to which you assign the Creator ACE. The Creator ACE applies only
when the following conditions exist:

¢ The file being created is not owned by the user identification code (UIC) of the
process creating the file.

° The process creating the file does not have system privileges.

For example, both of these conditions exist when a process holding a general
identifier with the Resource attribute creates a file in a directory owned by
that identifier. In this situation, the system adds an extra ACE at the top

of the new file’s ACL. If there is a Creator ACE in the ACL for the parent
directory, the system propagates the access specified in the Creator ACE to the
new ACE. If a directory lacks a creator ACE, the system assigns an extra ACE
with a combination of control access and ownership access. A Creator ACE with
ACCESS=NONE suppresses the addition of the extra ACE.

The Creator ACE applies to directory files only.

See the Security Guide for more information.

(CREATOR [,OPTIONS=attribute[+attribute...]]
,ACCESS=access-type[+access-type...])

options
Specify any of the following attributes:
Protected Protects the ACE against casual deletion. Protected ACEs

can be deleted only in the following ways:
* By using the ACL editor

* By specifying the ACE explicitly when deleting it
Use the DCL command SET SECURITY/ACL=(ace)
/DELETE to specify and delete an ACE.

* By deleting all ACEs, both protected and unprotected
Use the DCL command SET SECURITY/ACL
/DELETE=ALL to delete all ACEs.

The following commands do not delete protected ACEs:

SET SECURITY/ACL/DELETE
SET SECURITY/LIKE
SET SECURITY/DEFAULT



ACL Editor
Creator ACE (VAX Only)

Nopropagate Indicates that the ACE cannot be copied by operations that
usually propagate ACEs.
For example, the ACE cannot be copied by the SET
SECURITY/LIKE or SET SECURITY/DEFAULT
commands.

None Indicates that no attributes apply to an entry. Although
you can create an ACL entry with OPTIONS=None, the
attribute is not displayed. Whenever you specify additional
attributes with the None attribute, the other attributes take
precedence. The None attribute is equivalent to omitting
the field.

access .
Specify access types that are valid for files (read, write, execute, delete, and
control). ¢

Default Protection ACE

Format

Parameters

Defines a UIC-based protection to be propagated to new files throughout a
directory tree. The protection code in the ACE is assigned to new files created in
the directory. The Default Protection ACE applies to directory files only.

Although the system propagates the Default Protection ACE to new
subdirectories, the protection code is not assigned to the subdirectories. Instead,
the subdirectories receive a modified copy of the parent directory’s protection code
in which delete access is not granted.

An example of a Default Protection ACE is as follows:
(DEFAULT_PROTECTION,S:RWED,O:RWED,G,W)

The ACE grants read, write, execute, and delete access to users in the system (S)
and owner (O) categories but no access to users in the group and world categories.
For more information, see the Security Guide.

(DEFAULT_PROTECTION[,OPTIONS=attribute[+attribute...}],access)

options
Specify any of the following attributes:

1-11
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Default Protection ACE

Hidden Indicates that this ACE should be changed only by the
application that adds it. Although the Hidden attribute
is valid for any ACE type, its intended use is to hide
Application ACEs. The ACL editor displays the ACE
only to show its relative position within the ACL, not
to facilitate editing of the ACE. Unless you have the
SECURITY privilege, you cannot display a hidden ACE
with the DCL command DIRECTORY/ACL.

On OpenVMS AXP systems, you cannot modify or delete a
hidden ACE with the DCL command SET ACL. To create a
hidden ACE, an application can invoke the $CHANGE_ACL
system service.

On OpenVMS VAX systems, you cannot display a hidden
ACE with the DCL commands SHOW SECURITY, SHOW
ACL, or DIRECTORY/SECURITY, and you cannot modify or
delete a hidden ACE with the SET SECURITY command.
To create a hidden ACE, an application can invoke the
$SET_SECURITY system service.

Protected Protects the ACE against casual deletion. Protected ACEs
can be deleted only in the following ways:

* By using the ACL editor

* By specifying the ACE explicitly when deleting it
On OpenVMS AXP systems, use the DCL command
SET ACL/ACL=(ace)yDELETE to specify and delete an
ACE.

On OpenVMS VAX systems, use the command SET
SECURITY/ACL=(ace)/DELETE to specify and delete
an ACE.

* By deleting all ACEs, both protected and unprotected

On OpenVMS AXP systems, use the DCL command
SET ACL/ACL/DELETE=ALL to delete all ACEs.

On OpenVMS VAX systems, use the command SET
SECURITY/ACL/DELETE=ALL to delete all ACEs.

The following commands do not delete protected ACEs:

SET ACL/ACL/DELETE

SET ACL/LIKE

SET ACL/DEFAULT

SET SECURITY/ACL/DELETE (VAX only)
SET SECURITY/LIKE (VAX only)

SET SECURITY/DEFAULT (VAX only)
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Default Protection ACE

Nopropagate Indicates that the ACE cannot be copied by operations that
usually propagate ACEs.
On OpenVMS AXP systems, for example, the ACE cannot
be copied by the SET ACL/LIKE or SET ACL/DEFAULT
commands.

On OpenVMS VAX systems, for example, the ACE cannot
be copied by the SET SECURITY/LIKE or SET SECURITY
/DEFAULT commands.

None Indicates that no attributes apply to an entry. Although
you can create an ACL entry with OPTIONS=None, the
attribute is not displayed. Whenever you specify additional
attributes with the None attribute, the other attributes take
precedence. The None attribute is equivalent to omitting
the field.

access
Specify access in the format of a UIC-based protection code, which is as follows:

[category: list of access allowed (, category: list of access allowed,...)]

* User categories include system (S), owner (O), group (G), and world (W).
See the Security Guide for a definition of these categories. Access types for
files include read (R), write (W), execute (E), and delete (D). The access
type is assigned to each ownership category and is separated from its access
types with a colon (:).

* A null access list means no access, so when you omit an access type for a user
category, that category of user is denied that type of access. To deny all access
to a user category, specify the user category without any access types. Omit
the colon after the user category when you deny access to a category of users.

¢ When you omit a user category from a protection code, the current access
allowed that category of user is set to no access.

Identifier ACE

Format

Controls the type of access allowed to a particular user or group of users. An
example of an Identifier ACE is as follows:

(IDENTIFIER=SALES,ACCESS=READ+WRITE)

A system manager can use the Authorize utility (AUTHORIZE) to grant the
SALES identifier to a specific group of users. Read and write access to the file
INVENTORY.DAT is then granted to users who hold the SALES identifier.

For more information, see the Security Guide.

(IDENTIFIER=identifier{+identifier...] [, OPTIONS=attributes[+attributes...]]
,ACCESS=access-type[+access-type...])

1-13
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Identifier ACE

Parameters

1-14

identifier

Specifies a user or groups of users whose access to an object is defined in the
ACE. A system manager creates or removes identifiers and assigns users to hold

these identifiers.

Types of identifiers are as follows:

UIC

General

Environmental

Identifiers in alphanumeric format that are based on
the user identification codes (UICs) and that uniquely
identify each user on the system. Users with accounts
on the system automatically receive a UIC identifier, for
example, [GROUP1,JONES] or [JONES]. Thus, each UIC
identifier specifies a particular user.

Identifiers defined by the security administrator in the
rights list to identify groups of users on the system.

A general identifier is an alphanumeric string of 1

to 31 characters, containing at least one alphabetic
character. It can include the letters A to Z, dollar signs
($), underscores (_), and the numbers 0 to 9, for example,
92SALES$, ACCOUNT_3, or PUBLISHING.

Identifiers describing different types of users based

on their initial entry into the system. Environmental
identifiers are also called system-defined identifiers.
Environmental identifiers correspond directly to the login
classes described in the Security Guide. They include
batch, network, interactive, local, dialup, and remote.

For more information, see the Security Guide.

options

Specify any of the following attributes:

Default

Indicates that an ACE is to be included in the ACL of
any files created within a directory. When the entry is
propagated, the Default attribute is removed from the ACE
of the created file. This attribute is valid for directory files
only.

Note that an Identifier ACE with the Default attribute has
no effect on access.
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Protected

ACL Editor
Identifier ACE

Indicates that this ACE should be changed only by the
application that adds it. Although the Hidden attribute

is valid for any ACE type, its intended use is to hide
Application ACEs. The ACL editor displays the ACE

only to show its relative position within the ACL, not

to facilitate editing of the ACE. Unless you have the
SECURITY privilege, you cannot display a hidden ACE
with the DCL command DIRECTORY/ACL.

On OpenVMS AXP systems, you cannot modify or delete a
hidden ACE with the DCL command SET ACL. To create a
hidden ACE, an application can invoke the $CHANGE_ACL
system service.

On OpenVMS VAX systems, you cannot display a hidden
ACE with the DCL commands SHOW SECURITY, SHOW
ACL, or DIRECTORY/SECURITY, and you cannot modify or
delete a hidden ACE with the SET SECURITY command.
To create a hidden ACE, an application can invoke the
$SET _SECURITY system service.

Protects the ACE against casual deletion. Protected ACEs
can be deleted only in the following ways:

* By using the ACL editor

o By specifying the ACE explicitly when deleting it
On OpenVMS AXP systems, use the DCL command
SET ACL/ACL=(ace)/DELETE to specify and delete an
ACE.
On OpenVMS VAX systems, use the command SET
SECURITY/ACL=(ace)YyDELETE to specify and delete
an ACE.

¢ By deleting all ACEs, both protected and unprotected

On OpenVMS AXP systems, use the DCL command
SET ACL/ACL/DELETE=ALL to delete all ACEs.

On OpenVMS VAX systems, use the command SET
SECURITY/ACL/DELETE=ALL to delete all ACEs.

The following commands do not delete protected ACEs:

SET ACL/ACL/DELETE

SET ACL/LIKE

SET ACL/DEFAULT

SET SECURITY/ACL/DELETE (VAX only)
SET SECURITY/LIKE (VAX only)

SET SECURITY/DEFAULT (VAX only)
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Identifier ACE

Nopropagate

None

access

Indicates that the ACE cannot be copied by operations that
usually propagate ACEs.

On OpenVMS AXP systems, for example, the ACE cannot
be copied by the SET ACL/LIKE or SET ACL/DEFAULT
commands.

On OpenVMS VAX systems, for example, the ACE cannot
be copied by the SET SECURITY/LIKE or SET SECURITY
/DEFAULT commands.

Indicates that no attributes apply to an entry. Although
you can create an ACL entry with OPTIONS=None, the
attribute is not displayed. Whenever you specify additional
attributes with the None attribute, the other attributes take
precedence. The None attribute is equivalent to omitting
the field.

Specify access types that are valid for the object class. See the Security Guide for
a listing of valid access types.

Subsystem ACE (VAX Only)

@

Format

Parameters
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On VAX systems, grants additional identifiers to a process while it is running the
image to which the Subsystem ACE applies. Users with execute access to the
image can access objects that are in the protected subsystem, such as data files
and printers, but only when they run the subsystem images. The Subsystem ACE
applies to executable images only.

An example of a Subsystem ACE is as follows:

(SUBSYSTEM, IDENTIFIER=ACCOUNTING)

(SUBSYSTEM,[OPTIONS=attribute[+attribute...],IDENTIFIER=identifier
[,ATTRIBUTES=attribute[+attribute...]] [IDENTIFIER=identifier
[,ATTRIBUTES=attribute[+attribute...]],...])

options

Specify any of the following attributes:
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Subsystem ACE (VAX Only)

Protected Protects the ACE against casual deletion. Protected ACEs
can be deleted only in the following ways:

e By using the ACL editor

* By specifying the ACE explicitly when deleting it
Use the DCL command SET SECURITY/ACL=(ace)
/DELETE to specify and delete an ACE.

* By deleting all ACEs, both protected and unprotected

Use the DCL command SET SECURITY/ACL
/DELETE=ALL to delete all ACEs.

The following commands do not delete protected ACEs:

SET SECURITY/ACL/DELETE
SET SECURITY/LIKE
SET SECURITY/DEFAULT

Nopropagate Indicates that the ACE cannot be copied by operations that
usually propagate ACEs.
For example, the ACE cannot be copied by the SET
SECURITY/LIKE or SET SECURITY/DEFAULT
commands.

None Indicates that no attributes apply to an entry. Although
you can create an ACL entry with OPTIONS=None, the
attribute is not displayed. Whenever you specify additional
attributes with the None attribute, the other attributes take
precedence. The None attribute is equivalent to omitting
the field.

identifier

A general identifier specifying the users or groups of users who are allowed

or denied access to an object. It is an alphanumeric string of 1 through 31
characters, containing at least one alphabetic character. It can include the letters
A to Z, dollar signs ($), underscores (_), and the numbers 0 to 9. For more
information, see the Security Guide.

A Subsystem ACE can have multiple pairs of identifiers, with special attributes
assigned to the identifiers. A subsystem might require several identifiers to work
properly. For example:

(SUBSYSTEM, IDENTIFIER=MAIL SUBSYSTEM,ATTRIBUTE=NONE, IDENTIFIER=BLDG5,ATTRIBUTE=NONE)

attribute
The identifier characteristics you specify when you add identifiers to the rights
list or grant identifiers to users. You can specify the following attribute:

Resource Allows holders of the identifier to charge disk space to
the identifier. Used only for file objects. ¢
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ACL Editor Qualifiers

When you invoke the ACL editor, you can include qualifiers on the command line
that identify the object class and the editing mode (prompt or noprompt). You can
also use qualifiers to name a journaling file or to recover an ACL editing session.

This section describes the qualifiers listed in Table 1-1.

Table 1-1 ACL Editor Qualifiers

Qualifier Description
1/CLASS Specifies the class of object whose ACL is being edited
/JOURNAL Controls whether a journal file is created for the editing
session
/MODE Specifies the use of prompting during the editing session
/OBJECT_TYPE Specifies the class of object whose ACL is being edited
/RECOVER Restores an ACL from a journal file at the beginning of

an editing session

+TVAX specific

On VAX systems, all of the qualifiers described in this section also apply to the
SET SECURITY/EDIT command. You can substitute the SET SECURITY/EDIT
command wherever the EDIT/ACL command is shown; the syntax is the same for
both commands.

Note that the /CLASS qualifier and the /OBJECT_TYPE qualifier are
synonymous. ¢

ICLASS (VAX Only)

L VAX

Format

Description
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On VAX systems, specifies the class of the object whose ACL is being edited.
Unless the object is a file, you must specify the object class.

The /CLASS qualifier and the /OBJECT_TYPE qualifier are synonymous.

/CLASS =object-class

To edit the ACL for an object other than a file, specify the object class with the
/CLASS qualifier. Specify one of the following classes:



CAPABILITY

COMMON_EVENT_CLUSTER
DEVICE

FILE
GROUP_GLOBAL_SECTION
LOGICAL_NAME_TABLE
QUEUE

RESOURCE_DOMAIN
SECURITY_CLASS
SYSTEM_GLOBAL_SECTION
VOLUME

ACL Editor
ICLASS (VAX Only)

A system capability, such as the ability to
process vector instructions. Currently, the
only defined object name for the CAPABILITY
class is VECTOR, which governs the ability
of a subject to access a vector processor on
the system. Note that you must supply the
capability name as the object name parameter.

A common event flag cluster.

A device, such as a disk or tape drive.

A file or a directory file. This is the default.
A group global section.

A logical name table.

A batch queue or a device (printer, server, or
terminal) queue.

A resource domain.

A security class.

A system global section.
A disk or tape volume.

Examples
1. $ EDIT/ACL/CLASS=DEVICE WORK1
The command in this example specifies that the object WORKI1 is a device.
2. $§ EDIT/ACL/CLASS=QUEUE FAST BATCH
The command in this example creates an ACL for the FAST _BATCH queue.
Note that if you create an ACL for a generic queue, you must create identical
ACLs for all execution queues to which jobs can be directed. ¢
/[JOURNAL
Controls whether a journal file is created for the editing session.
Format
/JOURNAL [=file-spec]
/NOJOURNAL
Description

By default, the ACL editor keeps a journal file containing a copy of modifications
made during an editing session. The journal file is given the name of the object
and a .TJL file type. If you specify a different name for the file, do not include

any wildcard characters.

To prevent the ACL editor from creating a journal file, specify /NOJOURNAL.

If your editing session ends abnormally, you can recover the changes made during
the aborted session by invoking the ACL editor with the /RECOVER qualifier.
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/[JOURNAL

Example

$ EDIT/ACL/JOURNAL=COMMONACL.SAV MECH1117.DAT

With this command, you create a journal file named COMMONACL.SAV. The file
contains a copy of the ACL and the editing commands used to create the ACL for
the file MECH1117.DAT.

If the editing session is interrupted, you can recover your edits by specifying the
name COMMONACL.SAV with the /RECOVER qualifier.

$ EDIT/ACL/CLASS=RESOURCE/JOURNAL=ZERO_RESOURCE.TJL [0]

If you edit an ACL for the resource domain [0], the ACL editor attempts to
create the file [0].TJL on the default device and fails. To create an ACL for the
resource [0], you must specify a different name for the journal file (as shown in
this example) or suppress the creation of a journal file with the /NOJOURNAL
qualifier.

/MODE

Format

Description

Example

Specifies the use of prompting during the editing session.

/MODE  =option

By default, the ACL editor prompts you for each ACE and provides values for
some of the fields within an ACE ({MODE=PROMPT). To disable prompting,
specify /MODE=NOPROMPT on the command line.

$ EDIT/ACL/MODE=NOPROMPT WEATHERTBL.DAT

With this command, you initiate an ACL editing session to create an ACL for the
file WEATHERTBL.DAT. The /MODE=NOPROMPT qualifier specifies that no
assistance is required in entering the ACL entries.

/OBJECT_TYPE

>

Format
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Specifies the class of the object whose ACL is being edited. Unless the object is a
file, you must specify the object class.

On VAX systems, use the /CLASS qualifier instead of the /OBJECT_TYPE
qualifier. ¢

/OBJECT_TYPE =object-class



Description

Examples

ACL Editor
/OBJECT_TYPE

To edit the ACL for an object other than a file, specify the object class with the
/OBJECT _TYPE qualifier. Specify one of the following classes:
DEVICE A device, such as a disk or tape drive.
FILE A file or a directory file. This is the default.
GROUP_GLOBAL_SECTION A group global section.
LOGICAL_NAME TABLE A logical name table.

QUEUE A batch queue or a device (printer, server, or
terminal) queue.

SYSTEM_GLOBAL_SECTION A system global section.

1. $ EDIT/ACL/OBJECT TYPE=DEVICE WORK1

The command in this example specifies that the object WORK]1 is a device.

2. § EDIT/ACL/OBJECT TYPE=QUEUE FAST_ BATCH

The command in this example creates an ACL for the FAST_BATCH queue.
Note that if you create an ACL for a generic queue, you must create identical
ACLs for all execution queues to which jobs can be directed.

/RECOVER

Format

Description

Example

Restores an ACL from a journal file at the beginning of an editing session.

/RECOVER [=file-spec]
/NORECOVER

The /RECOVER qualifier specifies that the ACL editor must restore the ACL from
a journal file. The ACL editor restores the ACL to the state it was in when the
last ACL editing session ended abnormally.

By default the journal file is given the name of the object and a .TJL file type. If
you specify a more meaningful name for the journal file when you invoke the ACL
editor (by using /JOURNAL), specify that file name with the /RECOVER qualifier.

$ EDIT/ACL/JOURNAL=SAVEACL MYFILE.DAT
User creates ACL until system crashes

$ EDIT/ACL/JOURNAL=SAVEACL/RECOVER=SAVEACL MYFILE.DAT
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/RECOVER
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ACL is restored and user proceeds with editing until done

"z
$

The first command in this example starts the ACL editing session and specifies
that the ACL editor must save the journal file SAVEACL.TJL if the session ends
abnormally. The session proceeds until it is aborted by a system crash.

The next command restores the lost session with the journal file SAVEACL.TJL.
To end the session, press Ctrl/Z. The ACL editor saves the edits and deletes the
journal file.
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ACCOUNTING Description
The Accounting utility (ACCOUNTING) produces reports of system resource use.
You can use ACCOUNTING qualifiers to:
¢ Produce a number of report formats
¢ Choose how the reports are organized
* Choose on which resources you want reports

You can use the reports to learn more about how the system is used and how it
performs.
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ACCOUNTING Usage Summary

Format

Produces reports of resource use.

ACCOUNTING f[filespec],...]]

Parameter

filespec],...]
Specifies the accounting files you want to process.

Each file specification can include the percent (%) and asterisk (*) wildcard
characters. If it does not include the device or directory, your current default
device or directory is used. If it does not include the file name or file type, the
values ACCOUNTNG and DAT are used respectively.

If you do not specify a file, the command processes the file
SYS$MANAGER:ACCOUNTNG.DAT.

Usage Summary

2-4

Use this DCL command to run the Accounting utility:
$ ACCOUNTING ([filespec],...]]

You are returned to DCL level when the command has finished processing the
specified accounting files.

By default, the command directs its output to the current SYS$OUTPUT device.
If you want to direct the output to a file, use the /OUTPUT qualifier.

Requires READ access to the accounting files you specify, and to the directories
containing them.



ACCOUNTING Qualifiers

This section describes and provides examples of each ACCOUNTING qualifier.
Table 2-1 summarizes the ACCOUNTING qualifiers.

Table 2-1 ACCOUNTING Qualifiers

Qualifier Description

/ACCOUNT Selects or rejects records for the specified account names

/ADDRESS Selects or rejects records for DECnet for OpenVMS requests
made by the specified nodes

/BEFORE Selects all records time-stamped before the specified time

/BINARY Copies the selected records to a new file in binary format

/BRIEF Produces a brief report of the selected records

/ENTRY Selects or rejects records for print and batch jobs with the
specified queue entry numbers

/FULL Produces a full report of the selected records

/IDENT Selects or rejects records for the specified processes

/IMAGE Selects or rejects records for the specified images

/JOB Selects or rejects records for print and batch jobs with the
specified job names

/LOG Outputs informational messages

/NODE Selects or rejects records for DECnet for OpenVMS requests
made by the specified nodes

/OUTPUT Specifies the output file

/OWNER Selects or rejects records for subprocesses created by the
specified processes

/PRIORITY Selects or rejects records for the specified priority

/PROCESS Selects or rejects records for the specified types of process

/QUEUE Selects or rejects records for print or batch jobs executed by
the specified queues

/REJECTED Copies the rejected records to a new file

/REMOTE_ID Selects or rejects records for DECnet for OpenVMS requests
made by the specified remote IDs

/REPORT Specifies the resources that you want to summarize in a
summary report

/SINCE Selects all records time-stamped at or after the specified time

/SORT Sorts the selected records

/STATUS Selects or rejects records with the specified final exit status
codes

/SUMMARY Produces a summary report of the selected records

/TERMINAL Selects or rejects records for interactive sessions at the
specified terminals

/TITLE Specifies the title shown on the first line of a summary report

(continued on next page)
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Table 2-1 (Cont.) ACCOUNTING Qualifiers

Qualifier Description

/TYPE Selects or rejects the specified types of record

/UIC Selects or rejects records for the specified UICs
/USER Selects or rejects records for the specified user names

/ACCOUNT
Selects or rejects records for the specified account names.

Format
/ACCOUNT=([-]account[,...])

Description

The /ACCOUNT qualifier uses the value of the account field to select records for
processing. This field is present in all records except file backward link and file
forward link records.

The /ACCOUNT qualifier selects only records that have the specified values in the
account field. If you precede the values with a minus sign, it selects all records
except those with the specified values.

Table 2-2 shows the values stored in the account field of login failure and system
initialization records.

Table 2-2 Special Account Field Values

Value Description

<batch> Batch job login failure

<det> Detached process login failure
<login> Interactive login failure
<net> Network login failure

<start> System startup

Note that when you specify these account field values as qualifier values, you
must enclose them in quotes. Like all DCL commands, the ACCOUNTING
command converts strings to uppercase unless they are enclosed in quotes.

Examples

1. § ACCOUNTING /ACCOUNT=(SALES, QA)

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records for the account names SALES and QA.
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/ACCOUNT

2. $ ACCOUNTING /ACCOUNT=(-SALES, QA) /FULL

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a full report of all records except for the account names SALES and

QA.

/ADDRESS

Format

Description

Example

Selects or rejects records for DECnet for OpenVMS requests made by the specified
nodes.

/ADDRESS=([-]node_address],...])

The /ADDRESS qualifier uses the value of the remote node address field to select
records for processing. This field is present in all records except file backward
link and file forward link records. For records that contain information about
DECnet for OpenVMS requests, it contains the address of the node that made the
request.

The /ADDRESS qualifier selects 'only records with the specified values in the
remote node address field. If you precede the values with a minus sign, it selects
all records except those with the specified values.

See also the /NODE and /REMOTE_ID qualifiers, which select or reject records
for DECnet for OpenVMS requests made by specified node names and remote IDs
respectively.

$ ACCOUNTING /ADDRESS=19656

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a brief report of all records for DECnet for OpenVMS requests made by the node
with the address 19656.

/BEFORE

Format

Description

Selects all records time-stamped before the specified time.

/BEFORE[=time]

All records in an accounting file are time-stamped with the time the record was
logged in the file.

The /BEFORE qualifier selects only the records time-stamped before the specified
time. You can specify an absolute time, a delta time, or a combination of the two.
If you omit the time, 00:00 hours on the current day is used.
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/BEFORE

Example

See also the /SINCE qualifier, which selects records time-stamped at or after a
specified time.

$§ ACCOUNTING /SINCE=1-NOV-1994 /BEFORE=1-DEC-1994

This example produces a brief report of all records time-stamped in the file
SYS$MANAGER:ACCOUNTNG.DAT during November 1994,

/BINARY

Format

Description

Examples
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Copies the selected records to a new file in binary format.

/BINARY

The /BINARY qualifier specifies that records are output in binary format to the
file specified by the /OUTPUT qualifier. Use the Accounting utility to process this
file later.

See also the /BRIEF, /FULL, and /SUMMARY qualifiers, which process the
selected records to produce a report.

You cannot use the /BINARY qualifier with the /BRIEF, /FULL, or /SUMMARY
qualifiers.

1. § ACCOUNTING /USER=SMITH /BINARY /OUTPUT=MYDISK:[ACCOUNTING]MYACC,.DAT

This example creates the file MYDISK:[ACCOUNTINGIMYACC.DAT. It
processes the file SYSSMANAGER:ACCOUNTNG.DAT, copying all records for
the user SMITH to the new file in binary format.

2. § ACCOUNTING /TYPE=PRINT -
_$ /BINARY /OUTPUT=PRINT_INFO.DAT /REJECTED=NOT PRINT INFO.DAT

This example creates two files in the default directory,
PRINT_INFO.DAT and NOT_PRINT _INFO.DAT. It processes the

file SYSSMANAGER:ACCOUNTNG.DAT, copying print records to
PRINT_INFO.DAT and other records to NOT_PRINT_INFO.DAT. These

records are in binary format.
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/BRIEF

Format

Description

Produces a brief report of the selected records.

/BRIEF (default)

The /BRIEF qualifier is the default. It produces a brief report of the selected
records. The report is directed to the current SYS$OUTPUT device, unless you
use the /OUTPUT qualifier to write it to a file.

Each line of a brief report corresponds to a record in the accounting file. It does
not show resources used, but gives the information shown in Table 2—-3 about
each record in the accounting file.

Table 2-3 Information in a Brief Accounting Report

Column Description

Date/Time When the record was logged in the accounting file.

Type The type of the record (see Table 2-5 for details of the different
types of record).
Subtype For records of type IMAGE, this is the name of the image (the

file name portion of its file specification). For records of type
PROCESS, it is the type of the process (BATCH, DETACHED,
INTERACTIVE, NETWORK, or SUBPROCESS).

User name The user name. For login failures where the user did not give a
valid user name, this is shown as <login>.

ID The process identification (PID). For print jobs, this is the PID of
the process that submitted the job.

Source The terminal associated with an interactive process or, for

DECnet for OpenVMS requests, the name of the node that issued
the request.

Status The final exit status code, expressed as a hexadecimal value.

To translate the final exit status code into the equivalent message text, use the
F$MESSAGE lexical function, and precede the status code with %X, as in this
example:

$ MESSAGE = F$MESSAGE(%X00000001)
$ SHOW SYMBOL MESSAGE
MESSAGE = "$SYSTEM-S-NORMAL, normal successful completion"

See also the /BINARY qualifier, which copies the selected records to a file, and
the /FULL and /SUMMARY qualifiers, which produce full and summary reports
of the selected records.

You cannot use the /BRIEF qualifier with the /BINARY, /FULL, or /SUMMARY
qualifiers.
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/BRIEF
Example
§ ACCOUNTING
This example produces a brief report of all records in the file
SYS$MANAGER:ACCOUNTNG.DAT.
This is an example of the report that is produced.
Date / Time Type Subtype Username ID Source Status
7-SEP-1994 17:20:08 FILE BL 00000000 00000000
7-SEP-1994 17:22:05 PROCESS DETACHED JONES 516000E1 02DBA002
7-SEP-1994 17:22:10 PROCESS INTERACTIVE JONES 516000DD TWA10: 00000001
7-SEP-1994 17:22:16 PROCESS INTERACTIVE JONES 51600104 TWAll: 0001COF4
7-SEP-1994 17:22:20 PROCESS DETACHED JONES 51600103 12DB821C
8-SEP-1994 01:06:36 PROCESS SUBPROCESS SYSTEM 51600106 10000001
8-SEP-1994 03:09:59 PROCESS BATCH SYSTEM 5160010F 10030001
8-SEP-1994 09:13:15 LOGFAIL 51600105 00D3803C
8-SEP-1994 09:14:40 IMAGE LOGINOQUT JONES 51600110 00000000
8-SEP-1994 09:28:57 PROCESS SUBPROCESS SMITH 51600119 10000001
8-SEP-1994 09:50:18 PROCESS SUBPROCESS SMITH 5160011A 00000001
/ENTRY
Selects or rejects records for print and batch jobs with the specified queue entry
numbers.
Format
/ENTRY=([-]entry_number,...])
Description
The /ENTRY qualifier uses the value of the queue entry number field to select
records for processing. This field is present in all records except file backward
link and file forward link records. For records that contain information about
print or batch jobs, it contains the unique entry number assigned to the job in the
print or batch queue.
The /ENTRY qualifier selects only records that have the specified values in the
queue entry number field. If you precede the values with a minus sign, it selects
all records except those with the specified values.
See also the /JOB and /QUEUE qualifiers, which select or reject records for print
and batch jobs with specified job and queue names.
Examples

2-10

1. $ ACCOUNTING /ENTRY=(211,212,213)

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records for print or batch jobs with a queue
entry number of 211, 212, or 213.
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/ENTRY

2. $ ACCOUNTING /ENTRY=(-25,50)

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records except those for print or batch jobs with
a queue entry number of 25 or 50.

/FULL

Format

Description

Produces a full report of the selected records.

/FULL

The /FULL qualifier produces a full report of the selected records. The report
is directed to the current SYS$OUTPUT device, unless you use the /OUTPUT
qualifier to write it to a file.

Full reports display one screen of information for each selected record. The
information displayed, and the way that it is laid out, depend on the type of the
record and the data it contains.

The first line shows the event that caused the record to be logged in the
accounting file. For example, for a record that was logged when an interactive
process terminated, the first line shows INTERACTIVE Process Termination.

For subprocesses, the Owner ID field shows the PID of the parent process.

For records that contain information about DECnet for OpenVMS requests, the
three Remote fields identify the remote user and remote node.

The Processor time field shows the total CPU time used. This includes any vector
CPU time used. The Vector CPU time field is shown only if vector CPU time has
been used.

Vector CPU time is the time that the process was scheduled on a vector-present
CPU while that process was a vector consumer. Note that:

¢ When a process is a vector consumer, it accrues vector CPU time when it is
scheduled, even if it does not issue any vector instructions.

* Processes that are scalar consumers or marginal vector consumers do not
accrue vector CPU time, even when they are scheduled on vector-present
CPUs.

The privilege is shown as two hexadecimal numbers that represent the first and
last 32 bits of the 64-bit privilege mask. To translate the privilege bit mask
into privileges, refer to the definitions of the symbols that begin PRV$V_ in

the $PRVDEF macro in the STARLET library. For example, the $PRVDEF
macro defines the PRV$V_READALL symbol to equate to 35. This means that
READALL privilege is represented by bit 35 set in the privilege mask.

If you are processing only one file and you are displaying it on your screen, when
you do not want to look at any more records, press Ctrl/Z to return to the DCL
prompt.
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/FULL
See also the /BINARY qualifier, which copies the selected records to a file, and
the /BRIEF and /SUMMARY qualifiers, which produce brief and summary reports
of the selected records.
You cannot use the /FULL qualifier with the /BINARY, /BRIEF, or /SUMMARY
qualifiers.
Examples
1. $ ACCOUNTING /FULL
This example displays a full report of all the records in the file
SYS$MANAGER:ACCOUNTNG.DAT. This example screen shows a record
that was logged when an interactive process terminated. The interactive
process was created when the user JONES at the node HQ222 entered a SET
HOST command to connect to the local node.
INTERACTIVE Process Termination
Username: FISH UIC: [DOC, FISH]
Account: DoC Finish time: 23-APR-1994 15:21:23.83
Process ID: 20A0029B Start time: 23-APR-1994 15:19:08,28
Owner ID: Elapsed time: 0 00:02:15.55
Terminal name: RTAZ: Processor time: 0 00:00:04.14
Remote node addr: 63576 Priority: 4
Remote node name: HQ222 Privilege <31-00>: 00108000
Remote ID: JONES Privilege <63-32>: 00000000
Queue entry: Final status code: 00000001
Queue name:
Job name:
Final status text: $SYSTEM-S-NORMAL, normal successful completion
Page faults: 2043 Direct I0: 159
Page fault reads: 68 Buffered IO: 228
Peak working set: 852 Volumes mounted: 0
Peak page file: 5512 Images executed: 10
Vector CPU time: 0 00:00:0.54
Press RETURN for Next Record >
2. $ ACCOUNTING /FULL /OUTPUT=MYACC
This example creates the output file MYACC.LIS in the default directory. It
processes the file SYSSMANAGER:ACCOUNTNG.DAT, writing a full report
of all records to the new output file.
/IDENT
Selects or rejects records for the specified processes.
Format

NDENT=([Jpid[,...])
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Examples

ACCOUNTING
/IDENT

The /IDENT qualifier uses the value of the process identification (PID) field

to select records for processing. This field is present in all records except file
backward link and file forward link records. For print job records, it contains the
PID of the process that submitted the job.

The /IDENT qualifier selects only records that have the specified values in the
PID field. If you precede the values with a minus sign, it selects all records except
those with the specified values.

See also the /OWNER qualifier, which selects or rejects records for subprocesses
created by specified processes.

1. $ ACCOUNTING /IDENT=(25634,045A6B)

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records for processes with a PID of 25634 or
045A6B.

2. $ ACCOUNTING /IDENT=(-25634,045A6B)

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records except those for processes with a PID of
25634 or 045A6B.

MIMAGE

Format

Description

Selects or rejects records for the specified images.

/IMAGE=([-]Jimage_name],...])

The /IMAGE qualifier uses the value of the image name field to select records for
processing. This field is present only in records of type IMAGE, and contains the
name of the image.

Note that the system does not track records of type IMAGE by default. To enable
the tracking of IMAGE records, use the SET ACCOUNTING command.

The /IMAGE qualifier selects only records that have the specified values in the
image name field. If you precede the values with a minus sign, it selects all
records except those with the specified values.

Each image name is a string that gives the file name portion of the image file
specification. Do not include the device, directory, or file type.

2-13



ACCOUNTING

NMAGE

Examples

1. $ ACCOUNTING /IMAGE=DIRECTORY

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records for the DIRECTORY.EXE image.

2. § ACCOUNTING /IMAGE=-DIRECTORY

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records except those for the DIRECTORY.EXE
image.

/JOB

Format

Description

Examples
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Selects or rejects records for print and batch jobs with the specified job names.

/JOB=([-]job_name],...])

The /JOB qualifier uses the value of the job name field to select records for
processing. This field is present in all records except file backward link and file
forward link records. For records that contain information about print and batch
jobs, it contains the name of the job.

The /JOB qualifier selects only records that have the specified values in the job
name field. If you precede the values with a minus sign, it selects all records
except those with the specified values.

See also the /QUEUE and /ENTRY qualifiers, which select or reject records for
print and batch jobs with specified queue names and queue entry numbers.

1. $ ACCOUNTING /JOB=(MYJOB1,MYJOB2)

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records for print or batch jobs named MYJOB1
or MYJOB2.

2. $ ACCOUNTING /JOB=(-MYJOBI1,MYJOB2) /FULL

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a full report of all records except those for print or batch jobs named
MYJOB1 or MYJOB2.
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/ILOG

/LOG

Format

Description

Example

Outputs informational messages.
/LOG

The /LOG qualifier outputs these informational messages to the current
SYS$OUTPUT device:

* For each file processed, the name of the file and the number of records
selected and rejected from that file

e If you use the /SORT qualifier, the total number of records merged in the
sort (this is the total number of records selected from all the files that were
processed) :

e If you process more than cne file, the total number of files that were
processed, and the total number of records selected and rejected

$ ACCOUNTING MYFILEL.DAT,MYFILE2.DAT /TYPE=PRINT /SORT=USER /OUTPUT=QUTFILE

$ACC-I-INPUT, SYS$SYSROOT:[SYSMGR]MYFILEL.DAT;7, 297 selected, 16460 rejected
$ACC-I-INPUT, SYS$SYSROOT:[SYSMGR]MYFILE2.DAT;13,302 selected, 16388 rejected
$ACC-I-MERGE, 599 records to be merged

$ACC-I-TOTAL, 599 selected, 32848 rejected, 2 input files

This example processes two accounting files. It writes a brief report of all the
records for print jobs, sorted in user name order, to an output file and displays
informational messages that tell you which files were processed and how many
records were selected and rejected.

/NODE

Format

Description

Selects or rejects records for DECnet for OpenVMS requests made by the specified
nodes.

/NODE=([-]node_name[,...])

The /NODE qualifier uses the value of the remote node name field to select
records for processing. This field is present in all records except file backward
link and file forward link records. For records that contain information about
DECnet for OpenVMS requests, it contains the name of the node that made the
request.

The /NODE qualifier selects only records that have the specified values in the
remote node name field. If you precede the values with a minus sign, it selects all
records except those with the specified values.
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/NODE

Examples

Do not include the double colon (::) after the name of the node.

See also the /ADDRESS and /REMOTE_ID qualifiers, which select or reject
records for DECnet for OpenVMS requests made by specified node addresses and
remote IDs respectively.

1. $§ ACCOUNTING /NODE=HQ291 /FULL

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a full report of all records for DECnet for OpenVMS requests made
by the node HQ291.

2. § ACCOUNTING /NODE=(-HQ222,HQ223)

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records except those for DECnet for OpenVMS
requests made by the nodes HQ222 or HQ223.

/OUTPUT

Format

Description

Examples
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Specifies the output file.

Requires READ and WRITE access to the directory in which the output file is
created.

/OUTPUT[=filespec]

The /OUTPUT qualifier creates the specified output file and writes the report or
copies the selected records to that file.

If you omit the /OUTPUT qualifier, or you use the /OUTPUT qualifier and omit
the file specification, the report or selected records are output to the current
SYS$OUTPUT device.

If the file specification does not include the device or directory name, your current
default device or directory is used. If you omit the file name, the file name of the
first input file is used (the first file listed in the parameter to the ACCOUNTING
command). If you omit the file type, the default file type is .LIS if you are
producing reports, and .DAT if you are copying records.

1. $ ACCOUNTING MYFILEl.DAT,MYFILE2.DAT /SORT=USER /BINARY /OUTPUT=.NEW

This example creates the output file MYFILEL.NEW in the default directory.
It processes two accounting files, MYFILE1.DAT and MYFILE2.DAT, sorting
their records in user name order, then copies these records to the new output
file.
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/OUTPUT

2. §$ ACCOUNTING MYFILE1.NEW /FULL /OUTPUT=MYDISK:[ACCOUNTING)STAT

This example creates the output file MYDISK:[ACCOUNTINGI]STAT.LIS, and
writes a full report of all the records in MYFILE1.NEW to the new output
file.

/IOWNER

Format

Description

Selects or rejects records for subprocesses created by the specified processes.

JOWNER=(j-Jowner_pid],...])

The /OWNER qualifier uses the value of the process owner field to select records
for processing. This field is present in all records except file backward link

and file forward link records. For a subprocess, this field contains the process
identification (PID) of the process that created it.

The /OWNER qualifier selects only records that have the specified values in the
process owner field. If you precede the values with a minus sign, it selects all
records except those with the specified values.

See also the /IDENT qualifier, which selects or rejects records for specified
processes.

Example
$ ACCOUNTING /OWNER=(25634,045A6B)
This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a brief report of all records for subprocesses created by processes with a PID of
25634 or 045A6B.

/PRIORITY
Selects or rejects records for the specified priority.

Format
/PRIORITY=([-]priority[,...])

Description

The /PRIORITY qualifier uses the value of the priority field to select records
for processing. This field is present in all records except file backward link and
file forward link records. For print and batch job records, this field contains the
priority of the job in the print or batch queue. For other records, it contains the
base process priority.

The /PRIORITY qualifier selects only records that have the specified values in the
priority field. If you precede the values with a minus sign, it selects all records
except those with the specified values.
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/PRIORITY

Example
$ ACCOUNTING /PRIORITY=3
This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a brief report of all records for processes with a base priority of 3 and for print
and batch jobs with a queue priority of 3.

/PROCESS
Selects or rejects records for the specified types of process.

Format
/PROCESS=([-]process_type],...])

Keyword

Description

Example
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process_typel,...]
Specifies which types of process you want to select or reject. This table shows the
keywords available.

Keyword Type of Process

BATCH Batch process

DETACHED Detached process

INTERACTIVE Interactive process

NETWORK Network process

SUBPROCESS Subprocess of any of the other process types

The /PROCESS qualifier uses the value of the process type field to select records
for processing. This field is present only in records of type IMAGE and type
PROCESS. For records of type IMAGE, this field contains the type of the process
in which the image was executed.

The /PROCESS qualifier selects only records that match the specified types of
process. If you precede the list with a minus sign, it selects all records except
those for the specified types of process.

See also the /TYPE qualifier, which selects or rejects specified types of record.

$ ACCOUNTING /TYPE=IMAGE /PROCESS=INTERACTIVE /FULL

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a full report of the resources used by images running in interactive processes.
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/QUEUE
Selects or rejects records for print or batch jobs executed by the specified queues.

Format
/QUEUE=([-]queue_name],...])

Description

The /QUEUE qualifier uses the value of the queue name field to select records for
processing. This field is present in all records except file backward link and file
forward link records. For records that contain information about print or batch
jobs, it contains the name of the queue that executed the job.

The /QUEUE qualifier selects only records that have the specified values in the
queue name field. If you precede the values with a minus sign, it selects all
records except those with the specified values.

See also the /JOB and /ENTRY qualifiers, which select or reject records for print
and batch jobs with specified job names and queue entry numbers respectively.

Example

$ ACCOUNTING /QUEUE=SYS$MYNODE BATCH

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a brief report of all records for jobs executed by the SYSSMYNODE_BATCH
queue.

/REJECTED

Copies the rejected records to a new file.

Requires READ and WRITE access to the directory in which the specified file is
created.

Format
/REJECTED=filespec

Description

The /REJECTED qualifier creates the specified file, then copies the records
that do not match your selection criteria to this file in binary format. Use the
Accounting utility to process this file later.

If the file specification does not include the device or directory name, your current
default device or directory is used. If you omit the file name, the file name of the
first input file is used (the first file listed in the parameter to the ACCOUNTING
command). If you omit the file type, REJ is used.
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Example

$ ACCOUNTING /TYPE=PRINT /BINARY /OUTPUT=PRINT INFO.DAT -

_$ /REJECTED=NOT PRINT INFO.DAT

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It creates
two files, PRINT_INFO.DAT and NOT_PRINT_INFO.DAT, in the default
directory. It copies print job records to PRINT INFO.DAT and all other records to
NOT_PRINT_INFO.DAT.

/REMOTE_ID

Format

Description

Example

Selects or rejects records for DECnet for OpenVMS requests made by the specified
remote IDs.

/REMOTE_ID=([-]Jremote_id[,...])

The /REMOTE_ID qualifier uses the value of the remote ID field to select records
for processing. This field is present in all records except file backward link and
file forward link records. For records that contain information about DECnet for
OpenVMS requests, this field contains a string that identifies the user who made
the request. If the remote process was on an OpenVMS node, this is the user
name of the user at the remote node.

The /REMOTE_ID qualifier selects only records that have the specified values in
the remote ID field. If you precede the values with a minus sign, it selects all
records except those with the specified values.

See also the /NODE and /ADDRESS qualifiers, which select or reject records
for DECnet for OpenVMS requests made by nodes with specified names and
addresses respectively.

$ ACCOUNTING /NODE=HQ223 /REMOTE_ ID=SMITH /FULL

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a full report of all the records for DECnet for OpenVMS requests made by user
SMITH at the node HQ223.

/REPORT

Format
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Specifies the resources that you want to summarize in a summary report.

/REPORT[=(resource],...])]



Keyword

Description

resourcel,...]

ACCOUNTING

/REPORT

Specifies the resources that you want to summarize in the report. Table 2—4
shows the keywords available.

Table 2-4 Resources You Can Summarize in a Summary Report

Keyword Description How Summarized
BUFFERED_IO ** Number of buffered I/Os Total
DIRECT_IO ** Number of direct I/Os Total
ELAPSED * ** Elapsed time Total
EXECUTION ** Number of images run by the Total
process
FAULTS ** Number of hard and soft page Total
faults
GETS * Number of GETs from the file that  Total
was printed
PAGE_FILE ** Page file usage Maximum
PAGE_READS ** Number of hard page faults Total
PAGES * Number of pages printed Total
PROCESSOR ** Total CPU time used Total
QIOS * Number of QIOs to the printer Total
RECORDS Number of accounting file records Total
processed
VECTOR_ Vector CPU time used (see the Total
PROCESSOR #* description of the /FULL qualifier
for further details)
VOLUMES ** Number of volumes mounted Total
WORKING_SET ** Working set size Maximum

* Present in records of type PRINT

** Present in records of type IMAGE, LOGFAIL, PROCESS, and SYSINIT

The RECORDS keyword is the default if you omit either the keywords or the
/REPORT qualifier. It gives the total number of records for each summary key

value.

The /REPORT qualifier specifies the resources that you want to summarize in a
summary report. The resources are summarized, either as totals or maximum
values, for each summary key value specified by the /SUMMARY qualifier.

When a record is processed that does not contain the specified resource field,
a default value of 0 is used. For example, if you use the PAGES keyword to
summarize the total pages printed, the value of 0 is used for each record that is

not of type PRINT.
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/REPORT

Examples

Note that the resource usage data stored in records of type IMAGE is a subset of
the data stored in records of type PROCESS. For example, the CPU time stored
in a record of type PROCESS includes the CPU time used by the images executed
by that process. To make sure that you do not count the same resource data twice
when you are summarizing process resources by totals, use the /TYPE qualifier to
exclude records of type IMAGE.

You cannot use the /REPORT qualifier without the /SSUMMARY qualifier.

1. § ACCOUNTING /SUMMARY=IMAGE /REPORT=(RECORDS,PROCESSOR)

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a summary report that shows for each image the number of times it
was executed and the total CPU time consumed.

2. $ ACCOUNTING /TYPE=-IMAGE /SUMMARY=USER /REPORT=EXECUTION

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a summary report that shows the total number of images executed
by each user. Notice the use of the /TYPE qualifier to exclude records of type
IMAGE to avoid double counting.

/SINCE

Formai

Description

Example
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Selects all records time-stamped at or after the specified time.

/SINCE[=time]

All records in an accounting file are time-stamped with the time the record was
logged in the file.

The /SINCE qualifier selects only the records time-stamped at or after the
specified time. You can specify an absolute time, delta time, or a combination of
the two. If you omit the time, 00:00 hours on the current day is used.

See also the /BEFORE qualifier, which selects records time-stamped before a
specified time.

$ ACCOUNTING /SINCE=5-NOV-1994

This example produces a brief report of all records time-stamped at or after
5-NOV-1994 in the file SYSSMANAGER:ACCOUNTNG.DAT.
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[SORT

Format

Keyword

Sorts the selected records.

/SORT[=([-]sort_field[,...])]

sort_field[,...]
Specifies the sort key.

This table shows the keywords available. You can specify up to ten sort fields.

Keyword Sorts on this Field
ACCOUNT Account 7
ADDRESS Address of the node that made the DECnet for

BUFFERED_IO
DIRECT_IO
ELAPSED
ENTRY
EXECUTION
FAULTS
FINISHED
GETS

IDENT

IMAGE

JOB
NODE

OWNER
PAGE_FILE
PAGE_READS
PAGES
PRIORITY
PROCESS
PROCESSOR
QIOS
QUEUE
QUEUED
STARTED
STATUS

OpenVMS request

Number of buffered I/Os

Number of direct [/Os

Elapsed time

Print or batch job queue entry number
Number of images run by the process

Number of hard and soft page faults

Time record was logged in the accounting file
Number of GETs from the file that was printed
Process identification (PID)

Image name (sorts only on file name portion of the
image file specification)

Name of print or batch job

Name of the node that made the DECnet for
OpenVMS request

PID of parent process

Peak page file usage

Number of hard page faults
Number of pages printed

Base process priority, or print or batch queue priority
Type of process

Total CPU time used

Number of QIOs to the printer
Name of print or batch queue
Time print job was queued
Start time

Final exit status code
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/SORT

Description

Examples
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Keyword Sorts on this Field
TERMINAL Terminal name

TYPE Type of record

UIC User identification code
USER User name at local node

VECTOR_PROCESSOR Vector CPU time (see the description of the /FULL

qualifier for further details)
VOLUMES
WORKING_SET

Number of volumes mounted
Peak working set size

For each keyword, see the description of the corresponding Accounting utility
qualifier or Table 2-5 for details of the types of record in which the corresponding
field is present.

The /SORT qualifier merges the selected records from each input file (each file
listed in the parameter to the ACCOUNTING command) and sorts them using
the specified sort key. The records are sorted according to the value of the first
sort field in the list, and when two or more records have the same value in this
field, they are sorted by the value of the second sort field in the list, and so on.

The records are sorted in ascending order of the sort field value. If the keyword
is preceded by a minus sign, the records are sorted in descending order.

When you use the /SORT qualifier, records are rejected if they do not contain the
sort field. For example, /SORT=IMAGE rejects all records that are not of type
IMAGE, because the image name field is only present in records of type IMAGE.
Similarly, /'SORT=PAGES rejects all records except those for print jobs.

You cannot use the /SORT qualifier with the /SUMMARY qualifier.

1. $ ACCOUNTING /TYPE=PRINT /SORT=USER

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all the records for print jobs and displays them in
user name order.

The following is an example of the report that is produced:

Date / Time Type Subtype Username ID Source Status

14-SEP-1994 09:53:05 PRINT BROWN 20200193 00040001
13-SEP-1994 13:36:04 PRINT BROWN 20700442 00000001
13-SEP-1994 12:42:37 PRINT BROWN 20200442 00000001
13-SEP-1994 14:43:56 PRINT DECNET MAIL 20A00456 00000001
14-SEP-1994 19:39:01 PRINT DECNET MAIL 20A00265 00000001
14-SEP-1994 20:09:03 PRINT DECNET MAIL 20A00127 00000001
14-SEP-1994 20:34:45 PRINT DECNET MAIL 20A00127 00000001
14-SEP-1994 11:23:34 PRINT FISH 20A0032E 00040001
14-SEP-1994 16:43:16 PRINT JONES 20200070 00040001
14-SEP-1994 09:30:21 PRINT SMITH 20A00530 00040001
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/SORT

2. $ ACCOUNTING MYFILEL.DAT,MYFILE2.DAT /SORT=IMAGE -
_$ /FULL /REJECTED=NON_IMAGE.DAT

This example processes two files, MYFILE1.DAT and MYFILE2.DAT, to
produce a full report of records of type IMAGE, sorted in image name order.
It creates the file NON_IMAGE.DAT, and copies all records except those of
type IMAGE to that file. Notice that no selection qualifiers are used, and so
all records are selected for processing. When the records are sorted, records
that do not contain an image name are rejected.

/ISTATUS
Selects or rejects records with the specified final exit status codes.
Format
/STATUS=([—]status_code],...])
Description
The /STATUS qualifier uses the value of the final status code field to select
records for processing. This field is present in all records except records of type
USER, file backward link records, and file forward link records.
The /STATUS qualifier selects only records that have the specified values in the
final status code field. If you precede the values with a minus sign, it selects all
records except those with the specified values.
See the description of the /BRIEF qualifier for details of how to convert a final
exit status code to the equivalent message text.
Example
$ ACCOUNTING /STATUS=10D38064
This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a brief report of all records with a final exit status code of 10D38064.
/SUMMARY
Produces a summary report of the selected records.
Format
/SUMMARY[=(summary_item[,...])]
Keyword

summary_item([,...]
Specifies the summary key. This table shows the keywords available:
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Description
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Keyword Description

ACCOUNT Account

DATE Date

DAY Day of month (1-31)

HOUR Hour of day (0-23)

IMAGE Image name (file name portion of image file specification)

JOB Name of print or batch job

MONTH Month of year (1-12)

NODE Name of the node that issued the DECnet for OpenVMS
request

PROCESS Process type

QUEUE Print or batch job queue name

TERMINAL Terminal name

TYPE Record type

UIC User identification code

USER User name

WEEKDAY Day of week (0=Sunday, 1=Monday, and so on)

YEAR Year

If you omit these keywords, the user name is used as the summary key.

The /SUMMARY qualifier produces a summary report of the selected records.
The report is directed to the current SYS$OUTPUT device, unless you use the
/OUTPUT qualifier to write it to a file.

Summary reports give statistical summaries of the resources specified by

the /REPORT qualifier for each value of the summary key specified by the
/SUMMARY qualifier. If you omit the /REPORT qualifier, the summary report
gives the total number of records processed for each summary key value.

The first line of the summary report shows the time span of the data processed
(when the first and last records processed were logged in the input files), with a
title in the middle. You can use the /TITLE qualifier to specify your own title.

The next few lines of the report are column headings. There is one column for
each summary_item, then one column for each resource specified by the /REPORT
qualifier. The columns are laid out in the same left-to-right sequence as the
equivalent keywords in the /SSUMMARY and /REPORT qualifiers.

The rest of the report uses one line for each summary key value. It gives a
summary of the resources associated with that summary key value. The data is
sorted in ascending order of the summary key value.

See also the /BINARY qualifier, which copies the selected records to a file, and the
/BRIEF and /FULL qualifiers, which produce brief and full reports of the selected
records.

You cannot use the /SUMMARY qualifier with the /BINARY, /BRIEF, or /FULL
qualifiers.
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/SUMMARY
Examples
1. $ ACCOUNTING /TYPE=PRINT /SUMMARY=USER /REPORT=(PAGES,RECORDS)
This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
processes all the print job records and produces a summary report that shows,
for each user, the total number of pages printed and the number of records
that were added together to produce this total. This is an example of the
report that is produced:
From: 12-SEP-1994 15:55 VMS Accounting Report To: 15-SEP-1994 15:17
Username Pages Total
Printed Records
BROWN 115 2
CROW 3 1
CUTHBERT 20 4
FOSTER 46 1
SMITH 50 3
WHITE 50 7
2. §$ ACCOUNTING /SUMMARY=IMAGE /REPORT=(PROCESSOR,RECORDS)
This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a summary report that shows the total CPU time used by each
image. This is an example of the report that is produced:
From: 12-SEP-1994 15:55 VMS Accounting Report To: 15-SEP-1994 15:17
Image name Processor Total
Time Records
0 00:09:09.83 51
ACC 0 00:01:36.72 99
AUTHORIZE 0 00:00:04.17 8
(shii] 0 00:00:33.25 21
COPY 0 00:00:05.97 30
DELETE 0 00:00:02.79 12
DIRECTORY 0 00:00:09.67 38
DUMP 0 00:00:04.51 3
EDT 0 00:00:05.85 7
LOGINOUT 0 00:04:03.48 75
NETSERVER 0 00:00:00.63 23
SHOW 0 00:00:04.80 22
/TERMINAL
Selects or rejects records for interactive sessions at the specified terminals.
Format

/TERMINAL=([-]terminal_name],...])
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/TERMINAL

Description

The /TERMINAL qualifier uses the value of the terminal name field to select
records for processing. This field is present in all records except file backward
link and file forward link records. For records that contain information about
interactive sessions, this field contains the name of the terminal associated with
the session.

The /TERMINAL qualifier selects only records that have the specified values in
the terminal name field. If you precede the values with a minus sign, it selects
all records except those with the specified values.

Give the terminal name as the standard device name and include the colon (:).

Example
$ ACCOUNTING /TERMINAL=TTB3:
This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a brief report of all records for interactive sessions at the terminal TTB3.
[TITLE
Specifies the title shown on the first line of a summary report.
Format
[TITLE=title
Description
The /TITLE qualifier specifies the title shown in the center of the first line of
summary reports. The title is truncated if it is too long. For reports displayed on
your screen, the title is truncated if it is longer than (W - 56) characters, where
W is the width (in characters) of your screen.
Example
$ ACCOUNTING /SUMMARY=IMAGE /TITLE="June Accounting Report"
This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a summary report that shows the number of times each image was executed. The
title "June Accounting Report" appears at the top of the report.
ITYPE
Selects or rejects the specified types of record.
Format
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Keyword

Description

Examples

record_typel,...]

ACCOUNTING
ITYPE

Specifies the types of record that you want to select or reject. Table 2-5 shows

the keywords available.

Table 2-5 Types of Record in an Accounting File

Type of
Keyword Record Description of Record
FILE FILE_BL File backward link. This is the first record in
the accounting file. It is logged when the file is
created, and contains the name of the previous
accounting file.

FILE_FL File forward link. This is the last record in the
file. It is logged when the file is closed, and
contains the name of the next accounting file.

IMAGE IMAGE Image termination. It contains details of the

LOGFAIL LOGFAIL

PRINT PRINT

PROCESS PROCESS

SYSINIT SYSINIT
UNKNOWN
USER USER

resources used by the image.

Failed attempt to log in. It contains details of the
resources used by the login attempt.

Print job termination. It contains details of the
resources used by the print job.

Process termination. It contains details of
the resources used by the process. Note that
this includes the resources used by the images
executed by that process.

System booted. It contains details of resources
used to boot the system.

Record not recognized as one of the other types in
this table.

Record logged by a program calling the $SNDJBC
system service to send an accounting message.

All records in an accounting file contain a type field that contains the type of the

record.

The /TYPE qualifier selects the specified types of record. If you precede the list
with a minus sign, it selects all records except those specified.

See also the /PROCESS qualifier, which selects or rejects records for particular

types of process.

1. $ ACCOUNTING /TYPE=PRINT

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records for print jobs.
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2. § ACCOUNTING /TYPE=-PRINT

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records except those for print jobs.

/UIC

Format

Description

Example

Selects or rejects records for the specified UICs.

JUIC=([]uic],...])

The /UIC qualifier uses the value of the UIC field to select records for processing.
This field is present in all records except file backward link and file forward link
records. It contains the value [SYSTEM] for login failure records where the user
did not give a valid user name.

The /UIC qualifier selects only records that have the specified values in the UIC
field. If you precede the values with a minus sign, it selects all records except
those with the specified values.

You can specify the UIC in numeric or alphanumeric format, and can use the
asterisk (*) wildcard character.

$ ACCOUNTING /UIC=([360,*],[ADMIN,COTTON])

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It produces
a brief report of all records for users in group number 360 or users whose UIC is
[ADMIN,COTTON].

/USER

Format

Description
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Selects or rejects records for the specified user names.

/USER=([-]user name],...])

The /USER qualifier uses the value of the user name field to select records for
processing. This field is present in all records except file backward link and file
forward link records. It contains the value <login> for login failure records where
the user did not give a valid user name.

The /USER qualifier selects only records that have the specified values in the
user name field. If you precede the values with a minus sign, it selects all records
except those with the specified values.
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/USER

Examples

1. $ ACCOUNTING /USER=SMITH

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all records for the user SMITH.

2. § ACCOUNTING /USER=(-SMITH,JONES)

This example processes the file SYSSMANAGER:ACCOUNTNG.DAT. It
produces a brief report of all the records except those for the users SMITH

and JONES.
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ANALYZE/DISK_STRUCTURE Description

Use the Analyze/Disk_Structure utility (ANALYZE/DISK_STRUCTURE) on a
regular basis to check disks for inconsistencies and errors, and to recover lost
files. ANALYZE/DISK_STRUCTURE detects problems on On-Disk Structure
(ODS) Level 1 or 2 Files—11 disks that were caused by hardware errors, system
errors, and user errors.

By using ANALYZE/DISK_STRUCTURE to identify and delete lost files and files
marked for deletion, you can reclaim disk space.

ANALYZE/DISK_STRUCTURE performs the verification of a volume or volume
set in eight distinct stages. During these stages, ANALYZE/DISK_STRUCTURE
collects information used in reporting errors or performing repairs. However,
ANALYZE/DISK_STRUCTURE repairs volumes only when you specify the
/REPAIR qualifier. For a complete description of each of the eight stages, and
an annotated example of an ANALYZE/DISK_STRUCTURE session, refer to
Appendix D.

3.1 Error Reporting and Repair

You can invoke the Analyze/Disk_Structure utility to operate in any of the
following three modes: ‘

* Error reporting with no repairs
* Error reporting with repairs
e User-controlled selective repairs

By default, ANALYZE/DISK_STRUCTURE reports errors, but does not make
repairs. For example, use the following command to report all errors on device
DBAL:

$ ANALYZE/DISK_STRUCTURE DBAL:

When you issue this command, ANALYZE/DISK_STRUCTURE runs through
eight stages of data collection, then, by default, prints a list of all errors and lost
files to your terminal. One type of problem that ANALYZE/DISK_STRUCTURE
locates is an invalid directory backlink; a backlink is a pointer to the directory
in which a file resides. If your disk has a file with an invalid directory backlink,
ANALYZE/DISK_STRUCTURE displays the following message and the file
specification to which the error applies:

$VERIFY-I-BACKLINK, incorrect directory back link [SYSEXE]SYSBOOT.EXE;l

To instruct ANALYZE/DISK_STRUCTURE to repair the errors that it detects,
use the /REPAIR qualifier. For example, the following command reports and
repairs all errors on the DBA1 device:

$ ANALYZE/DISK_STRUCTURE DBAl:/REPAIR

If you want to select which errors ANALYZE/DISK_STRUCTURE repairs, use
both the /REPAIR and /CONFIRM qualifiers:

$ ANALYZE/DISK_STRUCTURE DBAl:/REPAIR/CONFIRM
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When you issue this command, ANALYZE/DISK_STRUCTURE displays a

description of each error and prompts you for confirmation before making

a repair. For example, the previous command might produce the following
messages and prompts:

$VERIFY-I-BACKLINK, incorrect directory back link [SYSO]SYSMAINT.DIR;1
Repair this error? (Y or N): Y

$VERIFY-I-BACKLINK, incorrect directory back link
[SYSEXE |SYSBOOT.EXE; 1]

Repair this error? (Y or N): N

Consider running ANALYZE/DISK_STRUCTURE twice for each volume. First,
invoke the utility to report all errors. Evaluate the errors and decide on an
appropriate action. Then invoke the utility again with the /REPAIR qualifier
to repair all errors, or with the /REPAIR and /CONFIRM qualifiers to repair
selected errors.

For message descriptions, use the online Help Message (MSGHLP) utility or refer
to the OpenVMS system messages documentation.

3.1.1 Recovering Lost Files
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A lost file is a file that is not linked to a directory. Under normal circumstances,
files do not become lost. However, files occasionally become lost because of disk
corruption, hardware problems, or user error. For example, in cleaning up files
and directories, you might inadvertently delete directories that still point to
files. When you delete a directory file (a file with the file type .DIR) without first
deleting its subordinate files, the files referred to by that directory become lost
files. Though lost, these files remain on the disk and consume space.

When you run ANALYZE/DISK_STRUCTURE specifying the /REPAIR qualifier,
the utility places lost files in SYSLOST.DIR.

For example, to report and repair all errors and lost files found on the device
DDAUO, issue the following command:

$ ANALYZE/DISK_STRUCTURE/REPAIR/CONFIRM DDAQ:

If it discovers lost files on your disk, ANALYZE/DISK_STRUCTURE issues
messages similar to those that follow:

$VERIFY-W-LOSTHEADER, file (16,1,1) []X.X;1

not found in a directory
$VERIFY-W-LOSTHEADER, file (17,1,1) []Y.Y;l

not found in a directory
$VERIFY-W-LOSTHEADER, file (18,1,1) []2.Z;1

not found in a directory
$VERIFY-W-LOSTHEADER, file (19,1,1) []X.X;2

not found in a directory
$VERIFY-W-LOSTHEADER, file (20,1,1) []Y.Y;2

not found in a directory
$VERIFY-W-LOSTHEADER, file (21,1,1) []2.;1

not found in a directory
$VERIFY-W-LOSTHEADER, file (22,1,1) []Z2.;2

not found in a directory
SVERIFY-W-LOSTHEADER, file (23,1,1) LOGIN.COM;163

not found in a directory
$VERIFY-W-LOSTHEADER, file (24,1,1) MANYACL.COM;1

not found in a directory

All lost files in this example are automatically moved to SYSLOST.DIR.
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3.1.2 ANALYZE/DISK_STRUCTURE Output

By default, the Analyze/Disk_Structure utility directs all output to your terminal.
If you prefer, you can use the /LIST qualifier to generate a file containing the
following information for each file on the disk:

¢ TFile identification (FID)

* File name

*  Owner

* Errors associated with the file

To generate a disk usage accounting file, use the /USAGE qualifier. The first
record of the file, called the identification record, contains a summary of disk
and volume characteristics. The identification record is followed by a series of
summary records; one summary record is created for each file on the disk. A
summary record contains the owner, size, and name of the file.

For more information on the disk usage accounting file, see Appendix E.
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ANALYZE/DISK_STRUCTURE Usage Summary

Format

The Analyze/Disk_Structure utility checks the readability and validity of Files—11
Structure Level 1 and Structure Level 2 disk volumes, and reports errors and
inconsistencies.

You can detect most classes of errors by invoking the utility once and using its
defaults.

ANALYZE/DISK_STRUCTURE device-name:[/qualifier]

Parameter

device-name

Specifies the disk volume or volume set to be verified. If you specify a volume
set, all volumes of the volume set must be mounted as Files—11 volumes. For
information on the Mount utility, refer to the OpenVMS System Management
Utilities Reference Manual: M-Z.

Usage Summary

Use the following command to invoke the utility:
ANALYZE/DISK_STRUCTURE device-name: /qualifiers

To terminate an ANALYZE/DISK_STRUCTURE session, press Ctrl/C or Ctrl/Y
while the utility executes. You cannot resume a session by using the DCL
command CONTINUE.

By default, ANALYZE/DISK_STRUCTURE directs all output to your terminal.
Use the /USAGE or /LIST qualifiers to direct output to a file.

To repair a disk effectively, you must have read, write, and delete access to all
files on the disk. To effectively scan a disk (NOREPAIR), you must have read
access to all files on the disk.

For a complete explanation of file access, see the Security Guide.

You can safely use ANALYZE/DISK_STRUCTURE on a disk that is concurrently
being used for other file operations. If you specify /REPAIR, the utility locks
the volume before performing any operations; this blocks volume modification.
Because other users cannot create, delete, extend, or truncate files, repair
operations are unimpeded and the volume is left in a consistent state.

If you specify /NOREPAIR, the volume is not locked; the utility does not attempt
to write to the disk. However, if users perform file operations while you run the
utility, you may receive error messages that incorrectly indicate file damage.

To avoid this problem, Digital recommends that you run ANALYZE/DISK _
STRUCTURE when the disk is in a quiescent state.



ANALYZE/DISK_STRUCTURE

ANALYZE/DISK_STRUCTURE Qualifiers

This section describes and provides examples of each Analyze/Disk_Structure
qualifier. Table 3—1 summarizes the qualifiers.

Table 3—1 Analyze/Disk_Structure Qualifiers

Qualifier Description

/[INO]JCONFIRM Determines whether the Analyze/Disk_Structure
utility prompts you to confirm each repair

/INOJLIST{=filespec] Determines whether the Analyze/Disk_Structure
utility produces a listing of the index file

/INOJOUTPUT[=filespec] Specifies the output file to which the Analyze/Disk_
Structure utility writes the disk structure errors

/INOJREAD_CHECK Determines whether the Analyze/Disk_Structure

utility performs a read check of all allocated blocks on
the specified disk

/RECORD_ATTRIBUTES Determines whether the Analyze/Disk_Structure
utility repairs files containing erroneous settings in
the record attributes section of their associated file
attribute block (FAT)

/[INOIREPAIR Determines whether the Analyze/Disk_Structure
utility repairs errors that are detected in the file
structure of the specified device

/USAGE[=filespec] Specifies that a disk usage accounting file should be
produced, in addition to the other specified functions of
the Analyze/Disk_Structure utility

/[INOJCONFIRM

Format

Description

Example

Determines whether the Analyze/Disk_Structure utility prompts you to confirm
each repair. If you respond with Y or YES, the utility performs the repair.
Otherwise, the repair is not performed.

/INOJCONFIRM

You can only use the /CONFIRM qualifier with the /REPAIR qualifier. The
default is /NOCONFIRM.

$ ANALYZE/ DISK_STRUCTURE DBAO: /REPAIR/CONFIRM

$VERIFY-I-BACKLINK, incorrect directory back link [SYS0]SYSMAINT.DIR;1
Repair this error? (Y or N): Y

$VERIFY-I-BACKLINK, incorrect directory back link [SYSEXE]SYSBOOT.EXE;l
Repair this error? (Y or N): N

The command in this example causes the Analyze/Disk_Structure utility to
prompt you for confirmation before performing the indicated repair operation.
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ANALYZE/DISK_STRUCTURE
/[NO]LIST[=filespec]

/[[NO]LIST[=filespec]

Format

Description

Example

Determines whether the Analyze/Disk_Structure utility produces a listing of the
index file.

/LIST[=filespec]
/NOLIST

If you specify /LIST, the utility produces a file that contains a listing of all

file identifications (FIDs), file names, and file owners. If you omit the file
specification, the default is SYS$OUTPUT. If you include a file specification
without a file type, the default type is .LIS. You cannot use wildcard characters in
the file specification.

The default is /NOLIST.

$ ANALYZE/DISK_STRUCTURE DLA2:/LIST=INDEX
$ TYPE INDEX
Listing of index file on DLA2:

31-DEC-1988 20:54:42.22

(00000001,00001,001) INDEXE.SYS;1

(00000002,00002,001) BITMAp.s§é§i]

(00000003, 00003,001) BADRIK. SYEL L

(00000004, 00004, 001) oooooo.n&kﬁi]

(00000005,00005,001) CORIMG.S%%;};
:

$
In this example, ANALYZE/DISK_STRUCTURE did not find errors on the device
DLA2. Because the file INDEX was specified without a file type, the system

assumes a default file type of .LIS. The subsequent TYPE command displays the
contents of the file INDEX.LIS.

/[NOJOUTPUT
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Specifies the output file to which the Analyze/Disk_Structure utility is to write
the disk structure errors.



Format

Description

ANALYZE/DISK_STRUCTURE
/INOJOUTPUT

/[INOJOUTPUT[=filespec]

Specifies the output file for the disk structure errors. If you omit the /OUTPUT
file specification, output is directed to SYS$OUTPUT. If /NOOUTPUT is specified,
no disk structure errors are displayed. If the /CONFIRM qualifier is specified,
output is forced to SYSSOUTPUT regardless of whether this qualifier is used.

/[NOJREAD_CHECK

Format

Example

Determines whether the Analyze/Disk_Structure utility performs a read check
of all allocated blocks on the specified disk. When the Analyze/Disk_Structure
utility performs a read check, it reads the disk twice; this ensures that it reads
the disk correctly. The default is/NOREAD_CHECK.

/INOJREAD_CHECK

$ ANALYZE/DISK_STRUCTURE DMAl:/READ CHECK

The command in this example directs ANALYZE/DISK_STRUCTURE to perform
a read check on all allocated blocks on the device DMAL.

/RECORD_ATTRIBUTES

Format

Description

Determines whether the Analyze/Disk_Structure utility repairs files containing
erroneous settings in the record attributes section of their associated file attribute
block (FAT).

/RECORD_ATTRIBUTES

The /RECORD_ATTRIBUTES qualifier may be used with the /REPAIR qualifier.
If attribute repair is enabled during the repair phase, erroneous bits will be
cleared from a file’s record attributes. This action may not correctly set a file’s
record attributes as it is beyond the scope of this utility to determine their correct
values.

It is recommended that system managers do not perform an attribute repair;
instead they should notify the owners of the files about the inconsistencies
and have the owners reset the files’ attributes using the SET FILE/RECORD_
ATTRIBUTES=({record-attributes}) command.
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ANALYZE/DISK_STRUCTURE
/RECORD_ATTRIBUTES

Example
$ ANALYZE/DISK_SYS$SYSDEVICE:
$ANALDISK-I-BAD RECATTR, file (2930,1,1) [USER]ATTRIBUTES.DAT;13
file record format: Variable
inconsistent file attributes: Bit 5
$ANALDISK-I-BAD RECATTR, file (2931,1,1) [USER]ATTRIBUTES.DAT;14
file record format: Variable
inconsistent file attributes: FORTRAN carriage control, Bit 5
%ANALDISK—I—BAD_RECATTR, file (2932,1,1) [USER]ATTRIBUTES.DAT;15
file record format: Variable
inconsistent file attributes: Implied carriage control, Bit 5
%ANALDISK-I-BAD_RECATTR, file (2933,1,1) [USER]ATTRIBUTES.DAT;16
file record format: Variable
inconsistent file attributes: Non-spanned, Bit 5
%ANALDISK-I-BAD_RECATTR, file (2934,1,1) [USER)ATTRIBUTES.DAT;17
file record format: Variable
inconsistent file attributes: FORTRAN carriage control,
Non-spanned, Bit 5

/[NO]REPAIR
Determines whether the Analyze/Disk_Structure utility repairs errors that are
detected in the file structure of the specified device.

Format

/[NOJREPAIR

Description

The Analyze/Disk_Structure utility does not perform any repair operation unless
you specify the /REPAIR qualifier. The file structure is software write-locked
during a repair operation. The default is NOREPAIR.

Example
$ ANALYZE/DISK_STRUCTURE DBAl:/REPAIR
The command in this example causes ANALYZE/DISK_STRUCTURE to perform
a repair on all errors found in the file structure of device DBAL.
/USAGE[=filespec]
Specifies that a disk usage accounting file should be produced, in addition to the
other specified functions of the Analyze/Disk_Structure utility.
Format

/USAGE[=filespec]
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Description

Example

ANALYZE/DISK_STRUCTURE
/USAGE[=filespec]

If all or part of the file specification is omitted, ANALYZE/DISK_STRUCTURE
assumes a default file specification of USAGE.DAT. The file is placed in the
current default directory.

$ ANALYZE/DISK_STRUCTURE DBAl:/USAGE
$ DIRECTORY USAGE

Directory DISK$DEFAULT:[ACCOUNT]
USAGE.DAT; 3

Total of 1 file.

The first command in this example causes ANALYZE/DISK_STRUCTURE to
produce a disk usage accounting file. Because a file specification was not provided
in the command line, ANALYZE/DISK_STRUCTURE uses both the default

file name and directory [ACCOUNT]USAGE.DAT. The DIRECTORY command
instructs the system to display all default information.
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Audit Analysis Utility







ANALYZE/AUDIT Description

The Audit Analysis utility (ANALYZE/AUDIT) is a system management tool
that enables system managers or site security administrators to produce reports
from security audit log files. Collecting security audit messages is useful only if
you develop and implement a procedure to periodically review the audit log file
for suspicious activity. Use ANALYZE/AUDIT to examine the data in security

- audit log files or security archive files. This utility replaces the SECAUDIT.COM
command procedure that was included in versions of the VAX VMS operating
system prior to Version 5.2.

The ANALYZE/AUDIT command’s different qualifiers allow you to specify the
type of information the utility extracts from the security audit log file. The utility
can produce an audit report in a variety of formats and direct a report to a file or
a terminal. :

A description of the format of the auditing messages written to the security
auditing file appears in Appendix F (VAX systems) and Appendix G (AXP
systems).

For more information on how to use ANALYZE/AUDIT, see the Security Guide.
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ANALYZE/AUDIT Usage Summary

Format

The Audit Analysis utility (ANALYZE/AUDIT) processes event messages in
security audit log files to produce reports of security-related events on the system.

ANALYZE/AUDIT [file-spec],...]]

Parameter

file-spec],...]

Specifies one or more security audit log files as input to ANALYZE/AUDIT. If you
specify more than one file name, separate the names with commas.

If you omit the file-spec parameter, the utility searches for the default audit log
file:

SECURITY.AUDIT$JOURNAL (VAX only)
SECURITY_AUDIT.AUDIT$JOURNAL (AXP only)

The default audit log file is created in the SYS$COMMON:[SYSMGR] directory.
To use the file, specify SYS$MANAGER on the ANALYZE/AUDIT command line.
If you do not specify a directory, the utility searches for the file in the current
directory.

You can include wildcard characters, such as the asterisk (*) or percent sign (%),
in the file specification.

The audit log file can be located in any directory. To display the current location,
use the DCL command SHOW AUDIT/ALL.

Usage Summary
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Use the DCL command ANALYZE/AUDIT to analyze security audit log files or
security archive files. An ANALYZE/AUDIT command line can specify the name
of one or more log files, as follows:

ANALYZE/AUDIT [file-spec,...]

You can also use the ANALYZE/AUDIT command to extract security event
messages from security archive files or from binary files (created with previous
ANALYZE/AUDIT commands).

Each ANALYZE/AUDIT request runs until the log file is completely processed.
You can interrupt the processing to modify the display or to change position in
the report if you activate command mode by pressing Ctrl/C. To terminate an
ANALYZE/AUDIT request before completion, press Ctrl/Z.

You can direct ANALYZE/AUDIT output to any supported terminal device or
to a disk or tape file by specifying the file specification as an argument to the
/OUTPUT qualifier. By default, the output is directed to SYS$OUTPUT.

Use of ANALYZE/AUDIT requires no special privileges other than access to the
files specified in the command line.



ANALYZE/AUDIT

ANALYZE/AUDIT Qualifiers

This section describes ANALYZE/AUDIT and provides examples of each qualifier.
Table 4-1 summarizes the ANALYZE/AUDIT qualifiers.

Table 4-1 ANALYZE/AUDIT Qualifiers

Qualifier Description

/BEFORE Controls whether records dated earlier than the specified time
are selected

/BINARY Controls whether output is a binary file

/BRIEF Controls whether a brief, single-line record format is used in
ASCII displays

/EVENT_TYPE Selects the classes of events to be extracted from the security
log file

/FULL Controls whether a full format is used in ASCII displays

/IGNORE Excludes records from the report that match the specified
criteria

/INTERACTIVE Controls whether interactive command mode is enabled when
the Audit Analysis utility is invoked

/OUTPUT Specifies where to direct output from the Audit Analysis utility

/PAUSE Specifies the length of time each record is displayed in a full
format display

/SELECT Specifies the criteria for selecting records

/SINCE Indicates that the utility must operate on records dated with
the specified time or after the specified time

/SUMMARY Specifies that a summary of the selected records be produced

after all records are processed

/BEFORE

Format

Keyword

Controls whether records dated earlier than the specified time are selected.

/BEFORE[=time]

/NOBEFORE

time

Specifies the time used to select records. Records dated earlier than the specified
time are selected. You can specify an absolute time, delta time, or a combination

of the two. Observe the syntax rules for date and time described in the OpenVMS
User’s Manual.
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ANALYZE/AUDIT

/BEFORE

Description

Examples

By default, all records in the security audit log file may be examined. You must
specify /BEFORE to exclude records created after a specific point in time.

1. § ANALYZE/AUDIT /BEFORE=25-NOV-1993 -
_$ SYSSMANAGER:SECURITY.AUDIT$JOURNAL

The command in this VAX system example selects all records dated earlier
than November 25, 1993.

2. § ANALYZE/AUDIT /BEFORE=14:00/SINCE=12:00 -
_$ SYS$SMANAGER:SECURITY.AUDITSJOURNAL

The command in this VAX system example selects all records generated
between noon and 2 PM. today.

/BINARY

Format

Keywords

Description

Example

Controls whether output is a binary file.

/BINARY
/NOBINARY

None.

When /BINARY is used, the output file specified by using the /OUTPUT qualifier
contains image copies of the selected input records. If you specify /NOBINARY or
omit the qualifier, the output file contains ASCII records.

By default, if you specify /BINARY and do not include the /OUTPUT qualifier, an
output file named AUDIT. AUDIT$JOURNAL is created.

The /BINARY, /BRIEF, and /FULL qualifiers cannot be used in combination.

$ ANALYZE/AUDIT /BINARY/SINCE=TODAY/OUTPUT=25DEC94.AUDIT -
_$ SYSSMANAGER:SECURITY.AUDIT$JOURNAL

The command in this VAX system example selects all audit records generated
today and writes the records in binary format to 25DEC94.AUDIT.



ANALYZE/AUDIT
/BRIEF

/BRIEF

Format

Keywords

Description

Example

Controls whether a brief, single-line record format is used in ASCII displays.
/BRIEF (default)
None.

By default, records are displayed in the brief format. You must specify /FULL to
have the full contents of each selected audit event record displayed.

The /BINARY, /BRIEF, and /FULL qualifiers cannot be used in combination.

$ ANALYZE/AUDIT /OUTPUT=AUDIT.LIS -
_$ SYSSMANAGER:SECURITY.AUDIT$JOURNAL

The command in this VAX system example produces an ASCII file in brief format
by default. The report is written to the AUDIT.LIS file.

JEVENT_TYPE (AXP Only)

Format

Keyword

On AXP systems, selects the classes of events to be extracted from the security
log file.

If you omit the qualifier or specify the ALL keyword, the event type is not used to
select records.

/EVENT_TYPE=(event-type],...])

event typel,...]
Specifies the classes of events used to select records. You can specify any of the
following event types:

[NOJACCESS Access to files and global sections

[NOJALL All event types

[NOJAUDIT Use of the SET AUDIT command

[NOIBREAKIN Break-in detection

[NOJINSTALL Modification of the known file list with Install utility
(INSTALL)

[NOILOGFAIL Unsuccessful login attempt



ANALYZE/AUDIT
JEVENT_TYPE (AXP Only)

Examples

[NOJLOGIN
[NOJLOGOUT
[NOIMOUNT

[NOINETUAF
[NOJRIGHTSDB

[NOISYSUAF

Successful login
Successful logout

Execution of DCL commands MOUNT or
DISMOUNT

Modification of the network proxy authorization file
(NETPROXY.DAT)

Modification of the rights database
(RIGHTSLIST.DAT)

Modification of the system user authorization file
(SYSUAF.DAT)

Specifying the negated form of an event class (for example, NOLOGFAIL)
excludes the specified event class from the audit report.

1. § ANALYZE/AUDIT/EVENT TYPE=LOGFAIL -
_$ SYS$MANAGER:SECURITY AUDIT.AUDIT$JOURNAL

The command in this AXP system example extracts all records of unsuccessful
login attempts, which match the LOGFAIL class, and compiles a brief report.

2. $ ANALYZE/AUDIT/EVENT TYPE=(NOLOGIN,NOLOGOUT) -
_$ SYS$MANAGER:SECURITY AUDIT.AUDIT$JOURNAL

The command in this AXP system example builds a report in brief format of
all audit records except those in the LOGIN and LOGOUT event classes. ¢

JEVENT_TYPE (VAX Only)

>

Format

Keyword

On VAX systems, selects the classes of events to be extracted from the security
log file. If you omit the qualifier or specify the ALL keyword, the utility includes
all enabled event classes in the report.

/EVENT_TYPE=(event-type],...])

event typel,...]

Specifies the classes of events used to select records. You can specify any of the

following event types:

[NOJACCESS

[NOJALL

[NOJAUDIT
[NOJAUTHORIZATION

[NOIBREAKIN

Access to an object, such as a file
All event types
Use of the SET AUDIT command

Change to the authorization database
(SYSUAF.DAT, NETPROXY.DAT,
RIGHTSLIST.DAT)

Break-in detection



Examples

[NOJCONNECTION

[NOIJCREATE
[NOIDEACCESS
[NOIDELETE
[NOJINSTALL

[NOIJLOGFAIL
[NOILOGIN
[NOJLOGOUT
[NOJMOUNT

[NOINCP
[NOINETPROXY

[NOJPRIVILEGE
[NOJPROCESS

[NOJRIGHTSDB
[NOJSYSGEN
[NOISYSUAF

[NOITIME

ANALYZE/AUDIT
JEVENT_TYPE (VAX Only)

Establishment of a network connection
through OpenVMS System Management
utility (SYSMAN), DECnet, DECwindows, or
interprocess communication (IPC) software

Creation of an chject
Completion of access to an object
Deletion of an object

Modification of the known file list with the Install
utility (INSTALL)

Unsuccessful login attempt
Successful login

Successful logout

Execution of DCL commands MOUNT or
DISMOUNT

Modification of the DECnet network
configuration databases

Modification of the network proxy authorization
file NETPROXY.DAT)

Privilege auditing

Use of one or more of the process control system
services: $CREPRC, $DELPRC, $SCHDWK,
$CANWAK, $WAKE, $SUSPND, $RESUME,
$GRANTID, $REVOKID, $GETJPI, $FORCEX,
$SETPRI

Modification of the rights database
(RIGHTSLIST.DAT)

Modification of system parameters through the
System Generation utility (SYSGEN)

Modification of the system user authorization file
(SYSUAF.DAT)

Change in system or cluster time

Specifying the negated form of an event class (for example, NOLOGFAIL)
excludes the specified event class from the audit report.

1. $ ANALYZE/AUDIT/EVENT_TYPE=LOGFAIL -
_$ SYS$MANAGER:SECURITY.AUDIT$JOURNAL

The command in this VAX system example extracts all records of unsuccessful
login attempts, which match the LOGFAIL class, and compiles a brief report.

2. § ANALYZE/AUDIT/EVENT TYPE=(NOLOGIN,NOLOGOUT) -
_$ SYSSMANAGER:SECURITY.AUDITSJOURNAL

The command in this VAX system example builds a report in brief format of
all audit records except those in the LOGIN and LOGOUT event classes. ¢
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/FULL
/FULL
Controls whether a full format is used in ASCII displays. If you specify /NOFULL
or omit the qualifier, records are displayed in the brief format.
Format
/FULL
/NOFULL (default)
Keywords
None.
Description
By default, records are displayed in the brief format. You must specify /FULL (or
enter command mode by pressing Ctrl/C) to have the full contents of each selected
record displayed.
The /BINARY, /BRIEF, and /FULL qualifiers cannot be used in combination.
Example
$ ANALYZE/AUDIT /FULL -
_$ SYSSMANAGER : SECURITY . AUDITSJOURNAL
The command in this VAX system example displays the full contents of each
selected record.
/IGNORE
Excludes records from the report that match the specified criteria.
Format
/IGNORE-=criteria],...]
Keyword
criterial,...]
Specifies that all records are selected except those matching any of the specified
exclusion criteria. See the /SELECT qualifier description for a list of the possible
criteria to use with the /IGNORE qualifier.
Description
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Use the /IGNORE qualifier to exclude specific groups of audit records from the
audit report. When more than one keyword from the list of possible exclusion
criteria are specified, records that meet any of these criteria are excluded by
default.



Example

ANALYZE/AUDIT
/IGNORE

$ ANALYZE/AUDIT/IGNORE=(SYSTEM=NAME=WIPER,USERNAME=MILANT) -
_$ SYSSMANAGER:SECURITY.AUDIT$JOURNAL

The command in this VAX system example excludes from the audit analysis
report all records in the audit log file generated from node WIPER or from user
MILANT (on any node).

/INTERACTIVE

Format

Keywords

Description

Examples

Controls whether interactive command mode is enabled when the Audit Analysis
utility is invoked.

/INTERACTIVE (default)
/NOINTERACTIVE

None.

Interactive command mode, which is enabled by default, allows you to interrupt
the audit report being displayed on the terminal and to enter commands either
to modify the criteria used to select records for the report or to reposition the
display.

To interrupt a full or brief audit report, press Ctrl/C and enter commands at
the COMMAND> prompt. As soon as you enter command mode, the utility
displays the current record in full format. Note that the record might not match
the selection or exclusion criteria specified in the previous ANALYZE/AUDIT
command.

Enter the CONTINUE command to leave interactive command mode and to
resume display of the audit report. Enter the EXIT command to terminate the
session. See the ANALYZE/AUDIT Commands section for a description of each
interactive command.

To disable interactive mode, specify /NOINTERACTIVE. In this mode, the utility
displays audit records one at a time and prompts you to advance the display by
pressing the Return key.

1. $§ ANALYZE/AUDIT/FULL -
_$ SYSSMANAGER:SECURITY.AUDIT$JOURNAL

The command in this VAX system example produces a full format display

of the selected records. New records are displayed every 3 seconds. (See
the /PAUSE qualifier description to find how to modify the duration of each
record display.) Press Ctrl/C to interrupt the display and to enter interactive
commands.

4-1



ANALYZE/AUDIT
/INTERACTIVE

2. $ ANALYZE/AUDIT/FULL/NOINTERACTIVE -
_$ SYSSMANAGER:SECURITY.AUDIT$JOURNAL

The command in this VAX system example invokes the utility in
noninteractive mode. It displays the first record selected and prompts you
to press the Return key to display each additional selected record. Control
returns to the DCL command level when all selected records have been
displayed.

/OUTPUT

Specifies where to direct output from the Audit Analysis utility (ANALYZE
/AUDIT). If you omit the qualifier, the report is sent to SYS$OUTPUT.

Format
/OUTPUT[=file-spec]
/NOOUTPUT

Keyword

file-specls,...]

Specifies the name of the file that is to contain the selected records. If you
omit the device and directory specification, the utility uses the current device
and directory specification. If you omit the file name and type, the default
file name AUDIT.LIS is used. If the output is binary (/BINARY) and you
omit the /OUTPUT qualifier, the binary information is written to the file
AUDIT.AUDIT$JOURNAL.

Example

$ ANALYZE/AUDIT /BINARY/OUTPUT=BIN122588.DAT -
_$ SYSSMANAGER:SECURITY.AUDITSJOURNAL

The command in this VAX system example selects audit records from the system
audit log file and writes them to the binary file BIN122588.DAT.

/PAUSE

Specifies the length of time each record is displayed in a full-format display.

Format
/PAUSE=seconds

Keyword

seconds

Specifies the duration (in seconds) of the full-screen display. A value of 0 specifies
that the system should not pause before displaying the next record. By default,
the utility displays a record for 3 seconds.
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Description

ANALYZE/AUDIT
/PAUSE

The /PAUSE qualifier can be used only with full-format (/FULL) displays to
specify the length of time each record is displayed. By default, each record is
displayed for a period of 3 seconds. A value of 0 results in a continuous display of
audit records. :

Example
$ ANALYZE/AUDIT /FULL/PAUSE=1 -
_$ SYS$MANAGER: SECURITY . AUDITSJOURNAL
The command in this VAX system example displays a selected record in full
format every second. You can interrupt the display and enter interactive
commands at any time by pressing Ctrl/C. (See the ANALYZE/AUDIT Commands
section for more information.)

ISELECT (AXP Only)

AXP On AXP systems, specifies the criteria for selecting records.

Format
[SELECT-=criterial,...]
/NOSELECT

Keyword
criterial,...]

Specifies the criteria for selecting records.

If you omit the /SSELECT qualifier, all event records selected through the
(EVENT_TYPE qualifier are extracted from the audit log file and included in the
report.

You can specify any of the following criteria:

ACCESS=(type,...)
Specifies the type of object access upon which the selection is based. Valid access
types are read, write, execute, delete, and control.

ACCOUNT=(name,...)
Specifies the account name upon which selection is based. You can use wildcards,
such as an asterisk (*) or percent sign (%), to represent all or part of the name.

DISMOUNT_FLAGS=(flag-name,...)

Identifies the names of the volume dismounting flags to be used in selecting
records. Specify one or more of the following flag names: Abort, Cluster,
Nounload, and Unit.

HOLDER=keywordy(;...)
Specifies the characteristics of the identifier holder to be used when selecting
event records. Choose from the following keywords:
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/SELECT (AXP Only)
NAME=username Specifies the name of the holder. You can
represent all or part of the name with a
wildcard.
OWNER=uic Specifies the user identification code (UIC)
of the holder.
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IDENTIFIER=keyword(,...)
Identifies which attributes of an identifier should be used when selecting event
records. Choose from the following keywords:

ATTRIBUTES=name Specifies the name of the particular
attribute. Valid attribute names are
Dynamic and Resource.

NAME-=identifier Specifies the original name of the identifier.
You can represent all or part of the name
with a wildcard.

NEW_NAME-=identifier Specifies the new name of the identifier.
You can represent all or part of the name
with a wildcard.

VALUE=value Specifies the original value of the identifier.
NEW_VALUE=value Specifies the new value of the identifier.

IMAGE_NAME=(image-name,...)
Identifies the name of the image to be used when selecting event records. You can
represent all or part of the image name with a wildcard.

LOCAL=(characteristic,...)
Specifies the characteristics of the local (proxy) account to be used when selecting
event records. Characteristics include the following:

USERNAME=username Specifies the name of the local account.
You can represent all or part of the name
with a wildcard.

LOGICAL_NAME=(logical-name,...)

Specifies the logical name of the mounted (or dismounted) volume upon which
selection is based. You can represent all or part of the logical name with a
wildcard.

MOUNT_FLAGS=(flag-name,...)
Specifies the names of the volume mounting flags upon which selection is based.
Possible flag names include the following:

CACHE=(NONE,WRITETHROUGH)
CLUSTER
DATACHECK=(READ,WRITE)
FOREIGN

GROUP
INITIALIZATION=(ALLOCATE,CONTINUATION)
INTERCHANGE

MESSAGE

NOASSIST

NOAUTO

NODISKQ

NOHDRS3
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NOLABEL
NOWRITE
ACCESSIBILITY
EXPIRATION
. IDENTIFICATION
OVERRIDE=(optionsl,...]) LOCK
OWNER_IDENTIFIER
SETID
SHARE ‘
SYSTEM

OBJECT=keyword(,...)
Specifies which characteristics of an object should be used when selecting event
records. Choose any of the following keywords:

NAME=object-name Specifies the name of the object. You can
represent all or part of the name with a
wildeard. If you do not use a wildcard,
specify the full object name (for example, _
BOSTON$DUAO:[RWOODSIMEMO.MEM;1).

OWNER=value Specifies the UIC or general identifier of
the object.

TYPE=type Specifies the general object class (type
of object). The available classes are as
follows:

* System_global_section
*  Group_global_section

Only audit records generated on an AXP
system or a VAX system running a version
of the operating system prior to Version 6.0
will contain the TYPE criteria.

PARENT=keyword(,...)
Specifies which characteristics of the parent process are used when selecting
event records generated by a subprocess. Choose from the following keywords:

IDENTIFICATION=value Specifies the process identification (PID) of
the parent process.

NAME=process-name Specifies the name of the parent process.
You can represent all or part of the name
with a wildcard.

OWNER=value Specifies the owner (identifier value) of the
parent process.
USERNAME=username Specifies the user name of the parent

process. You can represent all or part of
the name with a wildcard.

PRIVILEGES_USED=(privilege-name,...)

Specifies the privileges of the process to be used when selecting event records.
Specify any of the system privileges, as described in the Security Guide.

Also include the STATUS keyword in the selection criteria so the report can
demonstrate whether the privilege was involved in a successful or an unsuccessful
operation.
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PROCESS=(characteristic,...)
Specifies the characteristics of the process to be used when selecting event
records. Choose from the following characteristics:

IDENTIFICATION=value Specifies the PID of the process.

NAME=process-name Specifies the name of the process. You can
represent all or part of the name with a
wildcard.

REMOTE=keyword(,...)
Specifies that some characteristic of the network request is to be used when
selecting event records. Choose from the following keywords:

IDENTIFICATION=value Specifies the DECnet node address.

NODENAME=node-name Specifies the DECnet node name. You can
represent all or part of the name with a
wildcard.

USERNAME=username . Specifies the remote user name. You can

represent all or part of the remote user
name with a wildcard.

STATUS=(type,...)
Specifies the type of success status to be used in selecting event records.

SUCCESSFUL Specifies a generic success class.
FAILURE Specifies a generic failure class.
CODE=value Specifies a specific completion status.

SYSTEM=keyword(,...) ,
Specifies the characteristics of the system to be used when selecting event
records. Choose from the following keywords:

IDENTIFICATION=value Specifies the numeric identification of the
system.
NAME=nodename Specifies the node name of the system.

TERMINAL=(device-name,...)
Specifies the name of the terminal to be used when selecting event records. You
can represent all or part of the terminal name with a wildcard.

USERNAME=(username,...)
Specifies the user name to be used when selecting event records. You can
represent all or part of the user name with a wildcard.

VOLUME_NAME=(volume-name,...)

Specifies the name of the mounted (or dismounted) volume to be used when
selecting event records. You can represent all or part of the volume name with a
wildcard.

VOLUME_SET_NAME=(volume-set-name,...)

Specifies the name of the mounted (or dismounted) volume set to be used when
selecting event records. You can represent all or part of the volume set name
with a wildcard.
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1. §$ ANALYZE/AUDIT /FULL/SELECT=USERNAME=JOHNSON -
_$ SYS$MANAGER:SECURITY AUDIT.AUDIT$JOURNAL

The command in this AXP system example selects all records written to the
security audit log file that were generated by user JOHNSON.

2. $ ANALYZE/AUDIT/FULL/SELECT=PRIVILEGES_USED=(SYSPRV,-
_$ BYPASS) SYSSMANAGER:SECURITY AUDIT,AUDIT$JOURNAL

The command in this AXP system example selects all records written to the
security audit log file that were generated by events through the use of both
SYSPRV and BYPASS privileges. ¢

J/SELECT (VAX Only )

L VAX 4

Format

Keyword

On VAX systems, specifies the criteria for selecting records.

/SELECT=criterial,...]
/NOSELECT

criterial,...]
Specifies the criteria for selecting records. For each specified criterion, ANALYZE
/AUDIT has two selection requirements:

¢ The packet corresponding to the criterion must be present in the record.
*  One of the specified values must match the value in that packet.

For example, if you specify the criteria
(USER=(PUTTERMAN,WU),SYSTEM=DBASE), ANALYZE/AUDIT selects an
event record containing the SYSTEM=DBASE packet and a USER packet with
either the PUTTERMAN value or the WU value.

If you omit the /SELECT qualifier, all event records selected through the
/EVENT_TYPE qualifier are extracted from the audit log file and included in the
report.

You can specify any of the following criteria:
ACCESS=(type,...)

Specifies the type of object access upon which the selection is based. Access is
object-specific and includes the following types:

Associate Execute Read

Control Lock Submit

Create Logical Use

Delete » Manage Write
Physical

The Security Guide describes each of these types.
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ACCOUNT=(name,...)
Specifies the account name upon which selection is based. You can use wildcards,
such as an asterisk (*) or percent sign (%), to represent all or part of the name.

ALARM_NAME=(alarm-name,...)
Specifies the alarm journal name on which selection is based. You can use
wildcards to represent all or part of the alarm name.

ASSOCIATION_NAME=(IPC-name,...)
Specifies the name of the interprocess communication (IPC) association.

AUDIT_NAME=(journal-name,...)
Specifies the audit journal name on which selection is based. You can use
wildcards to represent all or part of the audit journal name.

COMMAND_LINE=(command,...)
Specifies the command line that the user entered.

CONNECTION_IDENTIFICATION=(IPC-name,...)
Specifies the name for the interprocess communication (IPC) connection.

DECNET_LINK_IDENTIFICATION=(value,...)
Specifies the number of the DECnet logical link.

DECNET_OBJECT_NAME=(object-name,...)
Specifies the name of the DECnet object.

DECNET_OBJECT_NUMBER=(value,...)
Specifies the number of the DECnet object.

DEFAULT_USERNAME=(username,...)
Specifies the default local user name for incoming network proxy requests.

DEVICE_NAME=(device-name,...)
Specifies the name of a device in audit records that have a DEVICE_NAME

packet. Note that this does not select the device name when it occurs in other
packet types, such as in a file name or in the TARGET_DEVICE_NAME packet.

DIRECTORY_ENTRY=(directory,...)
Specifies the directory entry associated with file system operation.

DIRECTORY_NAME=(directory,...)
Specifies the name of the directory file.

DISMOUNT_FLAGS=(flag-name,...)

Identifies the names of the volume dismounting flags to be used in selecting
records. Specify one or more of the following flag names: Abort, Cluster,
Nounload, and Unit.

EVENT_CLUSTER_NAME=(event-flag-cluster-name,...)
Specifies the name of the event flag cluster.

FACILITY=(facility-name,...)

Specifies that only events audited by the named facility be selected. Provide a
name or a number but, in either case, the facility has to be defined through the
logical AUDSERV$FACILITY_NAME as a decimal number; the system uses the
number O.
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FIELD_NAME=(field-name,...)

Specifies the name of the field that was modified. ANALYZE/AUDIT uses the
FIELD_NAME criterion with packets containing the original data and the new
data (specified by the NEW_DATA criterion).

FLAGS=(flag-name,...)

Identifies the names of the audit event flags associated with the audited event.
These names should be used in selecting records. Specify one or more of the
following flags: ACL, Alarm, Audit, Flush, Foreign, Internal, and Mandatory.
(For a description of these flags, see Table F-3.)

HOLDER=keywordy(;...)
Specifies the characteristics of the identifier holder to be used when selecting
event records. Choose from the following keywords:

NAME=username Specifies the name of the holder. You can
represent all or part of the name with a
wildcard.

OWNER=uic Specifies the user identification code (UIC)
of the holder.

IDENTIFIER=keyword(,...)
Identifies which attributes of an identifier should be used when selecting event
records. Choose from the following keywords:

ATTRIBUTES=name Specifies the name of the particular
attribute. Valid attribute names are
as follows: Dynamic, Holder_Hidden,
Name_Hidden, No_Access, Resource, and
Subsystem.

NAME=identifier Specifies the original name of the identifier.
You can represent all or part of the name
with a wildcard.

NEW_NAME-=identifier Specifies the new name of the identifier.
You can represent all or part of the name
with a wildcard.

NEW_ATTRIBUTES=name Specifies the name of the new attribute.
Valid attribute names are Dynamic,
Holder_Hidden, Name_Hidden, No_Access,
Resource, and Subsystem.

VALUE=value Specifies the original value of the identifier.
NEW_VALUE=value Specifies the new value of the identifier.

IDENTIFIERS_MISSING=(identifier,...)
Specifies the identifiers missing in a failure to access an object.

IDENTIFIERS_USED=(identifier,...)
Specifies the identifiers used to gain access to an object. An event record matches
if the specified list is a subset of the identifiers recorded in the event record.

IMAGE_NAME=(image-name,...)
Identifies the name of the image to be used when selecting event records. You can
represent all or part of the image name with a wildcard.
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INSTALL=keyword(,...)
Specifies that installation event packets are to be considered when selecting event
records. Choose from the following keywords:

FILE=filename Specifies the name of the installed file. You
can represent all or part of the name with
a wildcard.
Note that on AXP systems and versions
of VAX systems prior to Version 6.0, audit
log files record the installed file name
within an object name packet. To select the
installed file, you must use the expression
OBJECT=(NAME-=filename) instead of
FILE=filename.

FLAGS=flag-name Specifies the names of the flags, which
correspond to qualifiers of the Install
utility AINSTALL); for example, OPEN
corresponds to /OPEN.

PRIVILEGES=privilege-name Specifies the names of the privileges with
which the file was installed.

LNM_PARENT_NAME-=(table-name,...)
Specifies the name of the parent logical name table.

LNM_TABLE_NAME=(table-name,...)
Specifies the name of the logical name table.

LOCAL=(characteristic,...)
Specifies the characteristics of the local (proxy) account to be used when selecting
event records. The following characteristic is supported:

USERNAME=username Specifies the name of the local account.
You can represent all or part of the name
with a wildcard.

LOGICAL_NAME=(logical-name,...)

Specifies the logical name of the mounted (or dismounted) volume upon which
selection is based. You can represent all or part of the logical name with a
wildeard.

MAILBOX_UNIT=(number,...)
Specifies the number of the mailbox unit.

MOUNT_FLAGS=(flag-name,...)
Specifies the names of the volume mounting flags upon which selection is based.
Possible flag names include the following:

CACHE=(NONE,WRITETHROUGH)

CLUSTER

DATACHECK=(READ,WRITE)

FOREIGN

GROUP
INITIALIZATION=(ALLOCATE,CONTINUATION)
INTERCHANGE

MESSAGE

NOASSIST
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NOAUTO
NODISKQ
NOHDRS3
NOLABEL
NOWRITE
ACCESSIBILITY
EXPIRATION
. IDENTIFICATION
OVERRIDE=(optionsl,...]) LOCK
OWNER_IDENTIFIER
SETID
SHARE
SYSTEM

NEW_DATA=(value,...)
Specifies the value to use after the event occurs. Use this criterion with the
FIELD_NAME criterion.)

NEW_IMAGE_NAME=(image-name,...)
Specifies the name of the image to be activated in the newly created process, as
supplied to the $CREPRC system service.

NEW_OWNER=(uic,...)
Specifies the user identification code (UIC) to be assigned to the created process,
as supplied to the $CREPRC system service.

OBJECT=keyword(,...)
Specifies which characteristics of an object should be used when selecting event
records. Choose any of the following keywords:

CLASS=class-name Specifies the general object class as one of
the following:
Capability
Device
Event_cluster
File
Group_global_section
Logical_name_table
Queue
Resource_domain
Security_class
System_global_section
Volume

You must enter the full class name (for
example, CLASS=logical_name_table)
or use wildcard characters to supply a
portion of the class name (for example,
CLASS=log*).
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NAME=object-name

OWNER=value

TYPE=type

PARENT=keyword(,...)

This keyword supersedes the TYPE
keyword used in earlier versions of the
operating system. However, the TYPE
keyword is still required to select audit
records generated on AXP systems and on
VAX systems running a version of VMS
prior to Version 6.0.

Specifies the name of the object. You can
represent all or part of the name with a
wildcard. If you do not use a wildcard,

specify the full object name (for example, _
BOSTON$DUAO:(RWOODS]MEMO.MEM;1).

Specifies the UIC or general identifier of
the object.

Specifies the general object class (type
of object). The available classes are as
follows:

Capability

Device

File

Group_global_section
Logical_name_table

Queue

System_global_section

Specifies which characteristics of the parent process are used when selecting
event records generated by a subprocess. Choose from the following keywords:

IDENTIFICATION=value

NAME=process-name

OWNER=value

USERNAME=username

PASSWORD=(password,...)

Specifies the process identification (PID) of
the parent process.

Specifies the name of the parent process.
You can represent all or part of the name
with a wildcard.

Specifies the owner (identifier value) of the
parent process.

Specifies the user name of the parent
process. You can represent all or part of
the name with a wildcard.

Specifies the password used when the system detected a break-in attempt.

PRIVILEGES_MISSING=(privilege-name,...)
Specifies privileges the caller needed to perform the operation successfully.
Specify any of the system privileges, as described in the Security Guide.

PRIVILEGES_USED=(privilege-name,...) A
Specifies the privileges of the process to be used when selecting event records.
Specify any of the system privileges, as described in the Security Guide.

Also include the STATUS keyword in the selection criteria so the report can
demonstrate whether the privilege was involved in a successful or an unsuccessful

operation.
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PROCESS=(characteristic,...)
Specifies the characteristics of the process to be used when selecting event
records. Choose from the following characteristics:

IDENTIFICATION=value Specifies the PID of the process.

NAME=process-name Specifies the name of the process. You can
represent all or part of the name with a
wildcard.

REMOTE=keyword(,...)
Specifies that some characteristic of the network request is to be used when
selecting event records. Choose from the following keywords:

ASSOCIATION_NAME=IPC-name  Specifies the interprocess communication
(IPC) association name.
LINK _IDENTIFICATION=value Specifies the number of the DECnet logical

link.

IDENTIFICATION:=value Specifies the DECnet node address.

NODENAME=node-name Specifies the DECnet node name. You can
represent all or part of the name with a
wildcard.

USERNAME=username Specifies the remote user name. You can

represent all or part of the remote user
name with a wildcard.

REQUEST_NUMBER=(value,...)
Specifies the request number associated with the DCL command REQUEST
/REPLY.

SECTION_NAME=(global-section-name,...)
Specifies the name of the global section.

SNAPSHOT_BOOTFILE=(filename,...)
Specifies the name of the file containing a snapshot of the system.

SNAPSHOT_SAVE_FILENAME=(filename,...)
Specifies the name of the system snapshot file for a save operation that is in
progress.

STATUS=type(;,...)
Specifies the type of success status to be used when selecting event records.
Choose from the following status types:

SUCCESSFUL Specifies any success status.
FAILURE Specifies any failure status.
CODE=(value,...) Specifies a specific completion status.

SUBJECT_OWNER=(uic,...)
Specifies the owner (UIC) of the process causing the event.

SYSTEM=keywordy(,...)
Specifies the characteristics of the system to be used when selecting event
records. Choose from the following keywords:
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IDENTIFICATION=value Specifies the numeric identification of the
system.
NAME=nodename Specifies the node name of the system.

4-24

SYSTEM_SERVICE_NAME=(service-name,...)
Specifies the name of the system service associated with the event.

TARGET_DEVICE_NAME=(device-name,...)
Specifies the target device name used by a process control system service.

TARGET_PROCESS_IDENTIFICATION=(value,...)
Specifies the target process identifier (PID) used by a process control system
service.

TARGET_PROCESS_NAME=(process-name,...)
Specifies the target process name used by a process control system service.

TARGET_PROCESS_OWNER=(uic,...)
Specifies the target process owner (UIC) used by a process control system service.

TARGET_USERNAME=(username,...)
Specifies the target user name used by a process control system service.

TERMINAL=(device-name,...)
Specifies the name of the terminal to be used when selecting event records. You
can represent all or part of the terminal name with a wildcard.

TRANSPORT_NAME=(transport-name,...)

Specifies the name of the transport: interprocess communication (IPC), DECnet,
or System Management Integrator (SMI), which handles requests from the
System Management utility.

UAF_ADD=(record-name,...)
Specifies the name of the authorization record being added.

UAF_COPY=(record-name,...)
Specifies the original and new names of the authorization record being copied.

UAF_DELETE=(record-name,...)
Specifies the name of the authorization record being removed.

UAF_MODIFY=(record-name,...)
Specifies the name of the authorization record being modified.

UAF_RENAME=(record-name,...)
Specifies the name of the authorization record being renamed.

UAF_SOURCE=(record-name,...)
Specifies the user name of the source record for an Authorize utility
(AUTHORIZE) copy operation.

USERNAME=(username,...)
Specifies the user name to be used when selecting event records. You can
represent all or part of the user name with a wildcard.
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VOLUME_NAME=(volume-name,...)

Specifies the name of the mounted (or dismounted) volume to be used when
selecting event records. You can represent all or part of the volume name with a
wildcard.

VOLUME_SET_NAME=(volume-set-name,...)

Specifies the name of the mounted (or dismounted) volume set to be used when
selecting event records. You can represent all or part of the volume set name
with a wildcard.

1.

$ ANALYZE/AUDIT /FULL/SELECT=USERNAME=JOHNSON -
_$ SYS$MANAGER:SECURITY.AUDIT$JOURNAL

The command in this VAX system example selects all records written to the
security audit log file that were generated by user JOHNSON.

$ ANALYZE/AUDIT/FULL/SELECT=PRIVILEGES_USED=(SYSPRV,-
_S BYPASS) SYS$MANAGER:SECURITY.AUDITS$JOURNAL

The command in this VAX system example selects all records written to the
security audit log file that were generated by events through the use of either
SYSPRYV or BYPASS privilege.

$ ANALYZE/AUDIT/FULL/EVENT=SYSUAF/SELECT= -
_SIMAGE=("*:[SYS*SYSEXE]SETP0.EXE", " *: [ SYS*SYSEXE | LOGINOUT.EXE") -
—$SYS$MANAGER: SECURITY

The command in this example selects all records written to the security audit
log file that involve password changes.

The following is a VAX system example command procedure that you
could run at midnight to select all SYSUAF, AUDIT, and BREAKIN events
(excluding password changes) and mail the result to the system manager:

! DAILY AUDIT.COM

$
$
$ mail_list = "SYSTEM"

$ audsrv$_noselect = $X003080A0

§ audit_events = "SYSUAF,BREAKIN,AUDIT"
$
$

analyze /audit /full -
/event=('audit_events') -
/output=audit.tmp -
/ignore=image=("*:[SYS*SYSEXE|SETP0.EXE","*:[SYS*SYSEXE]LOGINOUT.EXE") -
sys$manager: SECURITY,AUDITS$JOURNAL

$

§ status = §status

$§ if (status.and.®XFFFFFFF) .eq. audsrv$_noselect then goto no_records

§ if .not. status then goto error_analyze

$ if f$file("audit.tmp","eof") .eq. 0 then goto no_records

$ mail /subject="''audit_events’ listing from ’‘f$time()’" -
audit.tmp 'mail list’

$ goto new_log

§

$ no_records:

$ mail /subject="No interesting security events" nl: 'mail list’

$

$ new_log:

§ if f$search("audit.tmp") .nes. "" then delete audit.tmp;*

$ set audit /server=new_log
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rename sys$manager:SECURITY.AUDIT$JOURNAL;-1 -
sys$common: [sysmgr]’'f$element(0," ",£$edit(f$time(),"TRIM"})’
exit

mail/subj="Error analyzing auditing information" nl: 'mail list’

$

$

$

$ error analyze:
$

$ exit e

/SINCE

Format

Keyword

Examples

Indicates the utility must operate on records dated with the specified time or
after the specified time.

/SINCE[=time]
/NOSINCE

time

Specifies the time used to select records. Records dated the same or later than
the specified time are selected. You can specify an absolute time, a delta time, or
a combination of the two. Observe the syntax rules for date and time described in
the OpenVMS User’s Manual.

If you specify /SINCE without the time, the utility uses the beginning of the
current day.

1. § ANALYZE/AUDIT /SINCE=25-JUL-1994 -
_$ SYSSMANAGER:SECURITY.AUDITSJOURNAL

The command in this VAX system example selects records dated later than
July 25, 1994,

2. $ ANALYZE/AUDIT /SINCE=25-JUL-1994:15:00 -
_$ SYSSMANAGER:SECURITY.,AUDIT$JOURNAL

The command in this VAX system example selects records written after 3 PM.
on July 25, 1994.

/SUMMARY

4-26

Specifies that a summary of the selected records be produced after all records are
processed.

You can use the /SUMMARY qualifier alone or in combination with the /BRIEF,
the /BINARY, or the /FULL qualifier.
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Keyword

Examples

AXP

ANALYZE/AUDIT
/ISUMMARY

/SUMMARY=presentation
/NOSUMMARY

presentation
Specifies the presentation of the summary. If you do not specify a presentation
criterion, ANALYZE/AUDIT summarizes the number of audits.

You can specify either of the following presentations:

COUNT
Lists the total number of audit messages for each class of security event that
have been extracted from the security audit log file. This is the default.

PLOT
Displays a plot showing the class of the audit event, the time of day when the
audit was generated, and the name of the system where the audit was generated.

1. $ ANALYZE/AUDIT/SUMMARY SYS$MANAGER:SECURITY.AUDIT$JOURNAL

The command in this VAX system example generates a summary report of all
records processed. ‘

On AXP systems, the display is as follows:

Total records read: 10831 Records selected: 10831
Record buffer size: 512 Format buffer size: 128
Server messages: 0 Customer messages: 0
Digital CSS messages: 0 Layered prod messages: 0
Audit changes: 169 Installed db changes: 322
Login failures: 246 Breakin attempts: 0
Successful logins: 1719 Successful logouts: 951
System UAF changes: 33 Network UAF changes: 0
Rights db changes: 3 Object accesses: 6976
Volume (dis)mounts: 412 ¢

On VAX systems, the display is as follows:

Total records read: 9701 Records selected: 9701
Record buffer size: 1031

Successful logins: 542 Object creates: 1278
Successful logouts: 531 Object accesses: 3761
Login failures: 35 Object deaccesses: 2901
Breakin attempts: ) Object deletes: 301
System UAF changes: 10 Volume (dis)mounts: 50
Rights db changes: 8 System time changes: 0
Netproxy changes: 5 Server messages: 0
Audit changes: 7 Connections: 0
Installed db changes: 50 Process control audits: 0
Sysgen changes: 9 Privilege audits: 91
NCP command lines: 120 o
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/SUMMARY

Date

2

$ ANALYZE/RUDIT/FULL/EVENT TYPE=(BREAKIN,LOGFAIL)/SUMMARY-
_$ SYSSMANAGER:SECURITY. AUDIT$JOURNAL

The command in this VAX system example generates a full format listing of
all logged audit messages that match the break-in or log failure event classes.
A summary report is included at the end of the listing.

$ ANALYZE/AUDIT/FULL/EVENT TYPE=(BREAKIN,LOGFAIL)/SUMMARY=PLOT -
_$ SYS$SMANAGER:SECURITY. AUDIT$JOURNAL

This command generates a histogram that you can display on a character-cell
terminal.

Node: ATHENS

mmmMWMNmeMmemmwwmwwwﬂwwuwwnwhmﬂmwumﬂwwuwﬂnwumﬂmmpmunmpmmum|
17 71

7-JAN
11-JaN
13-JAN
14-JAN
15~-JAN
16-0AN
17-JAN
18-JAN
19-JAN
20-JAN
21-JAN
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12
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89
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16

14
25
11

37

928 772 757 397 27 56 440 891 148 561 253 321 86 91
117 184 93 141 68
64 630
108 239 354 659 16 105 161 160 165 147
180 176 63 27 28 15 43
17 168 182 200 167 156 104 97 212 208 219 154 241 199 211 43 108 88 5 5
522 4 15 11 1 9 5
17 5 27 46 134 209 466 417 97 223 240 660 789 246 494 273 213 333 232 273

35 28 32 47 38 70 81 90 115 155
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ANALYZE/AUDIT Commands

This section describes the interactive commands available with the Audit
Analysis utility (ANALYZE/AUDIT). The qualifiers for this section follow the
standard rules of DCL grammar.

The utility runs interactively by default; you disable the feature with the
/NOINTERACTIVE qualifier to the ANALYZE/AUDIT command. To enter
interactive commands, press Ctrl/C at any time during the processing of a full
or brief interactive display. At the COMMAND> prompt, you can enter any of
the commands listed in this section. Use the CONTINUE command to resume
processing of the event records, or use the EXIT command to terminate the
session.

CONTINUE
Resumes processing of event records.
Format
CONTINUE
Parameters
None.
Qualifiers
None.
Example
COMMAND> DISPLAY/SINCE=25-JUN-1994/SELECT=USERNAME=JOHNSON
COMMAND> CONTINUE
The first command in this example selects only event records generated by user
JOHNSON after June 25, 1994. The second command in the example displays a
report based on the new selection criteria.
DISPLAY
Changes the criteria used to select event records.
Format
DISPLAY
Parameters
None.

For a more complete description of any one of the following qualifiers, refer to the
description of the qualifier in the preceding Analyze/Audit Qualifiers section.
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DISPLAY

Qualifiers

Examples

/BEFORE=time
Controls whether only those records dated earlier than the specified time are
selected.

/BRIEF
Controls whether a brief (one-line-per-record) format is used in ASCII displays.

/EVENT_TYPE=event-type][,...]
Controls whether only those records matching the specified event type are
selected.

/FULL
Controls whether a full format for each record is used in ASCII displays.

IGNORE-=criterial,...]

Controls whether records matching the specified criteria are excluded. If you
specify /IGNORE two or more times, the criteria are combined. To specify a
new set of exclusion criteria, include the /REMOVE qualifier with the /IGNORE
qualifier.

/PAUSE=seconds
For full-format displays (/FULL), specifies the length of time each record is
displayed.

/REMOVE
Controls whether the criteria specified by the /IGNORE and the /SELECT
qualifiers are no longer to be used to select event records to be displayed.

/SELECT=criterial,...]

Controls whether only those records matching the specified criteria are selected.

If you specify /SELECT two or more times, the criteria are combined. To specify

a new set of selection criteria, include the /REMOVE qualifier with the /SELECT
qualifier.

ISINCE[=time]
Controls whether only those records dated the same or later than the specified
time are selected.

1. COMMAND> DISPLAY/EVENT TYPE=SYSUAF
COMMAND> CONTINUE

The first command in this example selects records that were generated as a
result of a modification to the system user authorization file (SYSUAF). The
second command displays the selected records.
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2. COMMAND> DISPLAY/SELECT=USERNAME=CRICK
COMMAND> CONTINUE

COMMAND> DISPLAY/SELECT=USERNAME=WATSON
COMMAND> CONTINUE

The first DISPLAY command in this example selects records that were
generated by user CRICK. The second command displays the selected records.
The next DISPLAY command selects records that were generated by user
WATSON. The last command in the example displays all records generated by
users CRICK and WATSON.

EXIT
Terminates the session.
Format
EXIT
Parameters
None.
Qualifiers
None.
HELP
Provides online help information for using ANALYZE/AUDIT commands.
Format
HELP [topic]
Parameter
topic
Specifies the command for which help information is to be displayed. If you omit
the keyword, HELP displays a list of available help topics and prompts you for a
particular keyword.
Qualifiers
None.
~ Example

COMMAND> HELP DISPLAY

The command in this example displays help information about the DISPLAY
command.
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LIST
Changes the criteria used to select event records. The LIST command is
synonymous with the DISPLAY command.

Format
LIST

Parameters
None.

Qualifiers
See the description of the DISPLAY command.

Example
COMMAND> LIST/ EVENT TYPE=SYSUAF
COMMAND> CONTINUE
The first command in this example selects records that were generated as a result
of a modification to the system user authorization file (SYSUAF). The second
command displays the selected records.

NEXT FILE
Controls whether the current security audit log file is closed and the next log
file opened. The command is useful when you supply a wildcard file specification
to the ANALYZE/AUDIT command; for example * AUDIT$JOURNAL. If there
are no other audit log files to open, the audit analysis session is terminated and
control returns to DCL.

Format
NEXT FILE

Parameters
None.

Qualifiers
None.
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NEXT RECORD

Controls whether the next audit record is displayed. The NEXT RECORD
command is synonymous with the POSITION command.

Format
NEXT RECORD
Parameters
None.
Qualifiers
None.
POSITION
Moves the full-format display forward or backward the specified number of event
records.
Format
POSITION number
Parameter
number
For positive numbers, displays the record that is the specified number of records
after the current record. For negative numbers, displays the record that is the
specified number of records before the current record.
Qualifiers
None.
Examples

1. COMMAND> POSITION 100

The command in this example moves the display forward 100 event records.

2. COMMAND> POSITION -100

The command in this example moves the display back 100 event records.
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SHOW
SHOW
Displays information about the selection or exclusion criteria currently being used
to select event records.
Format
SHOW option,...]
Parameter
option],...]
Displays information about selection or exclusion criteria currently being used to
select records. Specify one or more of the following options:
ALL Displays all criteria being used to select event
records.
EXCLUSION_CRITERIA Displays the criteria being used to exclude event
records.
SELECTION_CRITERIA Displays the criteria being used to select event
records.
Qualifiers
None.
Example

COMMAND> SHOW SELECTION_CRITERIA

The command in this example displays the selection criteria currently in use to
select records.



O

Authorize Utility







AUTHORIZE Description

The Authorize utility (AUTHORIZE) is a system management tool used to control
access to the system and to allocate resources to users. AUTHORIZE creates new
records or modifies existing records in the following files:

* System user authorization file (SYSUAF.DAT)

You can use AUTHORIZE to assign values to various fields within each
SYSUAF record. The values you assign identify the user and the user’s work
environment, and control use of system resources.

¢ Network proxy authorization file NETPROXY.DAT)
¢ Rights database file (RIGHTSLIST.DAT)

These three files store system authorization information. By default, they are
owned by the system (UIC of [SYSTEM]) and are created with the following

protection:

SYSUAF.DAT S:RWED, O:RWED, G, W

NETPROXY.DAT S:RWED, O:RWED, G:RWE, W

RIGHTSLIST.DAT S:RWED, O:RWED, G:RWE, W:R (AXP only)
RIGHTSLIST.DAT S:RWED, O:RWED, G:R, W: (VAX only)

To use AUTHORIZE, you must have write access to all three of these files
(in other words, you must have an account with the UIC of [SYSTEM] or the
SYSPRYV privilege).

@ On VAX systems, note that you must have read access to the RIGHTSLIST.DAT
file (or sufficient privileges) to display the rights identifiers held by other users. ¢

Because certain images (such as MAIL and SET) require access to the system
UAF and are normally installed with the SYSPRYV privilege, ensure that you
always grant system access to SYSUAF.DAT.

When you install a new system, the software distribution kit provides the
following records in the system user authorization file in SYS$SYSTEM:

DEFAULT
FIELD

SYSTEM
SYSTEST
SYSTEST_CLIG

If the SYSUAF.DAT becomes corrupted or is accidentally deleted, you can use the
template file SYSUAF.TEMPLATE in the SYS$SYSTEM directory to recreate the
file, as follows:

§ SET DEFAULT SYS$SYSTEM
$ COPY SYSUAF.TEMPLATE SYSUAF.DAT

The file SYSUAF. TEMPLATE contains records that are identical to those defined
when the system was installed.

As an emergency backup for the system SYSUATF file, you can create a
private copy of SYSUAF.DAT. To affect future logins, copy a private version of
SYSUAF.DAT to the appropriate directory, as shown in the following example:

$ COPY MYSYSUAF.DAT SYS$COMMON:[SYSEXE]:SYSUAF.DAT-
_$ /PROTECTION=(S:RWED,0:RWED,G,W)
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Format

The Authorize utility (AUTHORIZE) is a system management tool that allows
you to control access to the system and to allocate resources to users.

RUN SYS$SYSTEM:AUTHORIZE

Parameters
None.

Usage Summary

5-4

To invoke AUTHORIZE, set your default device and directory to SYS$SYSTEM
and enter RUN AUTHORIZE at the DCL command prompt. At the UAF>
prompt, you can enter any of the AUTHORIZE commands described in the
following section.

To exit from AUTHORIZE, enter the EXIT command at the UAF> prompt or
press Ctrl/Z.

If you move the SYSUAF.DAT file, be sure the logical name SYSUAF is
defined and points to an existing file. If AUTHORIZE is unable to locate the
SYSUAF.DAT file, it displays the following error message:

$UAF-E-NAOFIL, unable to open SYSUAF.DAT
-RMS-E-FNF, file not found
Do you want to create a new file?

A response of YES results in creation of a new SYSUAF file containing a
SYSTEM record and a DEFAULT record. These records are initialized with the
same values set when the system was installed.



AUTHORIZE Commands

This section describes the AUTHORIZE commands and provides examples of
their use. You can abbreviate any command, keyword, or qualifier as long as the
abbreviation is not ambiguous. The asterisk (*) and the percent sign (%) can be
used as wildcard characters to specify user names, node names, and UICs.

AUTHORIZE commands fall into the following four categories:

* Commands that allow you to manage user authorization records. By
specifying appropriate qualifiers, you can use these commands to act upon
individual fields of SYSUAF records. You can identify the user and the user’s
work environment and control use of system resources.

* Commands that build and maintain the network proxy authorization file
(NETPROXY.DAT).

¢ Commands that create and maintain the rights database (RIGHTSLIST.DAT).

* Commands that perform general utility functions or modify the system
password.

Table 5-1 summarizes the AUTHORIZE commands according to these categories.

Table 5~1 AUTHORIZE Command Summary

Command Description

Managing System Resources and User Accounts with SYSUAF

ADD Adds a user record to the SYSUAF and
corresponding identifiers to the rights database.

CorY Creates a new SYSUAF record that duplicates an
existing record.

DEFAULT Modifies the default SYSUAF record.

LIST Writes reports for selected UAF records to a listing
file, SYSUAF.LIS.

MODIFY Changes values in a SYSUAF user record.
Qualifiers not specified in the command remain
unchanged.

REMOVE Deletes a SYSUAF user record and corresponding

identifiers in the rights database. The DEFAULT
and SYSTEM records cannot be deleted.

RENAME Changes the user name of the SYSUAF record
(and, if specified, the corresponding identifier)
while retaining the characteristics of the old record.

SHOW Displays reports for selected SYSUAF records.

(continued on next page)
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Table 5-1 (Cont.) AUTHORIZE Command Summary

Command Description
Managing Network Proxies with NETPROXY.DAT
ADD/PROXY Adds proxy access for the specified user.
CREATE/PROXY Creates a network proxy authorization file.
LIST/PROXY Creates a listing file of all proxy accounts and all
remote users with proxy access to the accounts.
MODIFY/PROXY Modifies proxy access for the specified user.
REMOVE/PROXY Deletes proxy access for the specified user.
SHOW/PROXY Displays proxy access allowed for the specified user.
Managing Identifiers with RIGHTSLIST.DAT
ADD/IDENTIFIER Adds an identifier name to the rights database.
CREATE/RIGHTS Creates a new rights database file.
GRANT/IDENTIFIER Grants an identifier name to a UIC identifier.
LIST/IDENTIFIER Creates a listing file of identifier names and values.
LIST/RIGHTS Creates a listing file of all identifiers held by the
specified user.
MODIFY/IDENTIFIER Modifies the named identifier in the rights
database.
REMOVE/IDENTIFIER Removes an identifier from the rights database.
RENAME/IDENTIFIER Renames an identifier in the rights database.
REVOKE/IDENTIFIER Revokes an identifier name from a UIC identifier.
SHOW/IDENTIFIER Displays identifier names and values on the current
output device.
SHOW/RIGHTS Displays on the current output device the names of
all identifiers held by the specified user.
General Commands
EXIT Returns the user to DCL command level.
HELP Displays HELP text for AUTHORIZE commands.

MODIFY/SYSTEM_PASSWORD

Sets the system password (equivalent to the DCL
command SET PASSWORD/SYSTEM).

ADD

Format
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Adds a user record to the SYSUAF and corresponding identifiers to the rights

database.

ADD newusername



Parameter

Qualifiers
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ADD

newusername

Specifies the name of the user record to be included in the SYSUAF. The
newusername parameter is a string of 1 to 12 alphanumeric characters and
can contain underscores. Although dollar signs are permitted, they are usually
reserved for system names.

Avoid using fully numeric user names (for example, 89560312). A fully numeric
user name cannot receive a corresponding identifier because fully numeric
identifiers are not permitted.

/IACCESS[=(rangel,...])]
Specifies hours of access for all modes of access. The syntax for specifying the
range is:

/[NOJACCESS=([PRIMARY], [n-m], [n], [....,]ZSECONDARY], [n-m], [n], [,...])

Specify hours as integers from 0 to 23, inclusive. You can specify single hours
(n) or ranges of hours (n-m). If the ending hour of a range is earlier than the
starting hour, the range extends from the starting hour through midnight to
the ending hour. The first set of hours after the keyword PRIMARY specifies
hours on primary days; the second set of hours after the keyword SECONDARY
specifies hours on secondary days. Note that hours are inclusive; that is, if you
grant access during a given hour, access extends to the end of that hour.

By default, a user has full access every day. See the DCL command SET DAY
in the OpenVMS DCL Dictionary for information on overriding the defaults for
primary and secondary day types.

All the list elements are optional. Unless you specify hours for a day type, access
is permitted for the entire day. By specifying an access time, you prevent access
at all other times. Adding NO to the qualifier denies the user access to the
system for the specified period of time.

Examples:

/ACCESS Allows unrestricted access

/NOACCESS=SECONDARY Allows access on primary days only

/ACCESS=(9-17) Allows access from 9 AM. to 5:59 PM. on
all days

/NOACCESS=(PRIMARY, 9-17, Disallows access between 9 AM. to 5:59

SECONDARY, 18-8) ' PM. on primary days but allows access

during these hours on secondary days

To specify access hours for specific types of access, see the /BATCH, /DIALUP,
/INTERACTIVE, /LOCAL, /NETWORK, and /REMOTE qualifiers.

/ACCOUNT=account-name ‘

Specifies the default name for the account (for example, a billing name or
number). The name can be a string of 1 to 8 alphanumeric characters. By
default, AUTHORIZE does not assign an account name.

/ADD_IDENTIFIER (default)
/NOADD_IDENTIFIER
Adds identifiers for the user name and account name to the rights database.
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/ALGORITHM=keyword=type [=value]

Sets the password encryption algorithm for a user. The keyword VMS refers

to the algorithm used in the operating system version that is running on your
system, whereas a customer algorithm is one that is added through the $HASH_
PASSWORD system service by a customer site, by a layered product, or by a
third party. The customer algorithm is identified in $HASH_PASSWORD by an
integer in the range of 128 to 255. It must correspond with the number used

in the AUTHORIZE command MODIFY/ALGORITHM. By default, passwords
are encrypted with the VMS algorithm for the current version of the operating
system.

Keyword Function
BOTH Set the algorithm for primary and secondary passwords.
CURRENT Set the algorithm for the primary, secondary, both, or no

passwords, depending on account status. CURRENT is the
default value.

PRIMARY Set the algorithm for the primary password only.
SECONDARY Set the algorithm for the secondary password only.

The following table lists password encryption algorithms:

Type Definition

VMS The algorithm used in the version of the operating system
that is running on your system.

CUSTOMER A numeric value in the range of 128 to 255 that identifies a

customer algorithm.

The following example selects the VMS algorithm for Sontag’s primary password:
UAF> MODIFY SONTAG/ALGORITHM=PRIMARY=VMS

If you select a site-specific algorithm, you must give a value to identify the
algorithm, as follows:

UAF> MODIFY SONTAG/ALGORITHM=CURRENT=CUSTOMER=128

/ASTLM=value

-Specifies the AST queue limit, which is the total number of asynchronous system
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trap (AST) operations and scheduled wake-up requests that the user can have
queued at one time. The default is 40 on VAX systems and 250 on AXP systems.

/BATCH[=(range],...])]

Specifies the hours of access permitted for batch jobs. For a description of the
range specification, see the /ACCESS qualifier. By default, a user can submit
batch jobs any time. '

/BIOLM=value

Specifies a buffered I/O count limit for the BIOLM field of the UAF record. The
buffered I/O count limit is the maximum number of buffered I/O operations, such
as terminal I/O, that can be outstanding at one time. The default is 40 on VAX
systems and 150 on AXP systems.
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/BYTLM=value

Specifies the buffered I/O byte limit for the BYTLM field of the UAF record. The
buffered I/O byte limit is the maximum number of bytes of nonpaged system
dynamic memory that a user’s job can consume at one time. Nonpaged dynamic
memory is used for operations such as I/O buffering, mailboxes, and file-access
windows. The default is 32768 on VAX systems and 64000 on AXP systems.

[CLI=cli-name

Specifies the name of the default command language interpreter (CLI) for the
CLI field of the UAF record. The cli-name is a string of 1 to 31 alphanumeric
characters and should be either DCL or MCR. The default is DCL.

/CLITABLES=filespec
Specifies user-defined CLI tables for the account. The filespec can contain 1 to 31
characters. The default is SYS$LIBRARY:DCLTABLES.

/ICPUTIME=time

Specifies the maximum process CPU time for the CPU field of the UAF record.
The maximum process CPU time is the maximum amount of CPU time a
user’s process can take per session. You must specify a delta time value. For a
discussion of delta time values, see the OpenVMS User’s Manual. The default is
0, which means an infinite amount of time.

/DEFPRIVILEGES=([NO]privnamel,...])

Specifies default privileges for the user; that is, those enabled at login time.

A NO prefix removes a privilege from the user. By specifying the keyword
[NOJALL with the /DEFPRIVILEGES qualifier, you can disable or enable all user
privileges. The default privileges are TMPMBX and NETMBX.

/DEVICE=device-name

Specifies the name of the user’s default device at login. The device-name is a
string of 1 to 31 alphanumeric characters. If you omit the colon from the device-
name value, AUTHORIZE appends a colon. The default device is SYS$SYSDISK.

If you specify a logical name as the device-name (for example, DISK1: for DUA1:),
you must make an entry for the logical name in the LNM$SYSTEM_TABLE in
executive mode by using the DCL command DEFINE/SYSTEM/EXEC.

/DIALUP[=(rangel[,...])]
Specifies hours of access permitted for dialup logins. For a description of the
range specification, see the /ACCESS qualifier. The default is full access.

/DIOLM=value

Specifies the direct I/O count limit for the DIOLM field of the UAF record. The
direct I/O count limit is the maximum number of direct I/O operations (usually
disk) that can be outstanding at one time. The default is 40 on VAX systems and
150 on AXP systems.

/DIRECTORY=directory-name

Specifies the default directory name for the DIRECTORY field of the UAF record.
The directory name can be 1 to 39 alphanumeric characters. If you do not enclose
the directory name in brackets, AUTHORIZE adds the brackets for you. The
default directory name is [USER].
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/ENQLM=value

Specifies the lock queue limit for the ENQLM field of the UAF record. The lock
queue limit is the maximum number of locks that can be queued by the user at
one time. The default is 200 on VAX systems and 2000 on AXP systems.

/EXPIRATION=time (default)

I/NOEXPIRATION

Specifies the expiration date and time of the account. The /NOEXPIRATION
qualifier removes the expiration date on the account or resets the expiration
time for expired accounts. The default expiration time period is 90 days for

nonprivileged users.

[FILLM=value

Specifies the open file limit for the FILLM field of the UAF record. The open file
limit is the maximum number of files that can be open at one time, including
active network logical links. The default is 300 on VAX systems and 100 on AXP
systems.

/FLAGS=([NOjoption][,...])
Specifies login flags for the user. The prefix NO clears the flag. The options are
as follows:

AUDIT Enables or disables mandatory security auditing
for a specific user. By default, the system
does not audit the activities of specific users
(NOAUDID).

AUTOLOGIN Restricts the user to the automatic login
mechanism when logging in to an account. When
set, the flag disables login by any terminal that
requires entry of a user name and password. The

default is to require a user name and password
(NOAUTOLOGIN).

CAPTIVE Prevents the user from changing any defaults
at login, for example, /CLI, /DISK, /COMMAND,
or /LGICMD. It prevents the user from escaping
the captive login command procedure specified
by the /[LGICMD qualifier and gaining access
to the DCL command level. The CAPTIVE flag
also establishes an environment where Ctrl/Y
interrupts are initially turned off; however,
command procedures can still turn on Ctrl
/Y interrupts with the DCL command SET
CONTROL=Y. By default, an account is not
captive (NOCAPTIVE).

DEFCLI Restricts the user to the default command
interpreter by prohibiting the use of the /CLI
qualifier at login; the MCR command can still
be used. By default, a user can choose a CLI
(NODEFCLI).



DISCTLY

DISFORCE_PWD_CHANGE

DISIMAGE

DISMAIL

DISNEWMAIL

DISPWDDIC

DISPWDHIS

DISRECONNECT

DISREPORT

DISUSER
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Establishes an environment where Ctrl/Y
interrupts are initially turned off and are
invalid until a SET CONTROL_Y is encountered.
This could happen in SYLOGIN.COM or in a
procedure called by SYLOGIN.COM. Once a SET
CONTROL_Y is executed (which requires no
privilege), a user can enter a Ctrl/Y and reach
the DCL prompt ($). If the intent of DISCTLY
is to force execution of the login command files,
then SYLOGIN.COM should issue the DCL
command SET CONTROL._Y to turn on Ctrl/Y
interrupts before exiting. By default, Ctrl/Y is
enabled (NODISCTLY).

Removes the requirement that a user must
change an expired password at login. By default,
a person can use an expired password only once
(NODISFORCE_PWD_CHANGE) and then is
forced to change the password after logging in. If
the user does not select a new password, the user
is locked out of the system.

Prevents the user from executing RUN, MCR,
and foreign commands. By default, a user can
execute RUN, MCR, and foreign commands
(NODISIMAGE).

Disables mail delivery to the user. By default,
mail delivery is enabled (NODISMAIL).

Suppresses announcements of new mail at login.
By default, the system announces new mail
(NODISNEWMALIL).

Disables automatic screening of new passwords
against a system dictionary. By default,
passwords are automatically screened
(NODISPWDDIC).

Disables automatic checking of new passwords
against a list of the user’s old passwords. By
default, the system screens new passwords
(NODISPWDHIS).

Disables automatic reconnection to an existing
process when a terminal connection has been
interrupted. By default, automatic reconnection
is enabled (NODISRECONNECT).

Suppresses reports of the last login time, login
failures, and other security reports. By default,
login information is displayed (NODISREPORT).

Disables the account so the user cannot log in.
For example, the DEFAULT account is disabled.
By default, an account is enabled (NODISUSER).
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DISWELCOME

GENPWD

LOCKPWD

PWD_EXPIRED

PWD2_EXPIRED

RESTRICTED

Suppresses the welcome message (an
informational message displayed during a

local login). This message usually indicates

the version number of the operating system that
is running and the name of the node on which
the user is logged in. By default, a system login
message appears (NODISWELCOME).

Restricts the user to generated passwords.

By default, users choose their own passwords
(NOGENPWD).

Prevents the user from changing the password
for the account. By default, users can change
their passwords (NOLOCKPWD).

Marks a password as expired. The user cannot
log in if this flag is set. The LOGINOUT.EXE
image sets the flag when both of the following
conditions exist: a user logs in with the
DISFORCE_PWD_CHANGE flag set, and the
user’s password expires. A system manager can
clear this flag. By default, passwords are not
expired after login (NOPWD_EXPIRED).

Marks a secondary password as expired.

Users cannot log in if this flag is set. The
LOGINOUT.EXE image sets the flag when
both of the following conditions exist: a user
logs in with the DISFORCE_PWD_CHANGE
flag set, and the user’s password expires. A
system manager can clear this flag. By default,
passwords are not set to expire after login
(NOPWD2_EXPIRED).

Prevents the user from changing any defaults

at login (for example, by specifying /DISK,
/COMMAND, or /[LGICMD) and prohibits user
specification of a CLI with the /CLI qualifier. The
RESTRICTED flag establishes an environment
where Ctrl/Y interrupts are initially turned off;
however, command procedures can still turn

on Ctrl/Y interrupts with the DCL command
SET CONTROL_Y. Typically, this flag is used

to prevent an applications user from having
unrestricted access to the CLI. By default, a user
can change defaults (NORESTRICTED).

This flag provides compatibility with CAPTIVE
accounts in OpenVMS systems prior to Version
5.2.

/GENERATE_PASSWORD[=keyword]

/INOGENERATE_PASSWORD (default)

Invokes the password generator to create user passwords. Generated passwords
can consist of 1 to 10 characters. Specify one of the following keywords:
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BOTH Generate primary and secondary passwords.

CURRENT Do whatever the DEFAULT account does (for example,
generate primary, secondary, both, or no passwords). This
is the default keyword.

PRIMARY Generate primary password only.
SECONDARY Generate secondary password only.

When you modify a password, the new password expires automatically; it is
valid only once (unless you specify /NOPWDEXPIRED). On login, users are
forced to change their passwords (unless you specify /FLAGS=DISFORCE_PWD_
CHANGE).

Note that the /GENERATE_PASSWORD and /PASSWORD qualifiers are
mutually exclusive.

/INTERACTIVE[ =(rangel,...])]

/NOINTERACTIVE

Specifies the hours of access for interactive logins. For a description of the
range specification, see the /ACCESS qualifier. By default, there are no access
restrictions on interactive logins.

NTQUOTA=value
Specifies the initial byte quota with which the jobwide logical name table is to be
created. By default, the value is 4096 on VAX systems and 4096 on AXP systems.

/ILGICMD=filespec

Specifies the name of the default login command file. The file name defaults to
the device specified for /DEVICE, the directory specified for /DIRECTORY, a file
name of LOGIN, and a file type of .COM. If you select the defaults for all these
values, the file name is SYS$SYSTEM:[USERILOGIN.COM.

/LOCAL[=(rangel,...])]

Specifies hours of access for interactive logins from local terminals. For a
description of the range specification, see the /ACCESS qualifier. By default,
there are no access restrictions on local logins.

/MAXACCTJOBS=value

Specifies the maximum number of batch, interactive, and detached processes that
can be active at one time for all users of the same account. By default, a user has
a maximum of 0, which represents an unlimited number.

IMAXDETACH=value

Specifies the maximum number of detached processes with the cited user name
that can be active at one time. To prevent the user from creating detached
processes, specify the keyword NONE. By default, a user has a value of 0, which
represents an unlimited number.

/MAXJOBS=value

Specifies the maximum number of processes (interactive, batch, detached, and
network) with the cited user name that can be active simultaneously. The first
four network jobs are not counted. By default, a user has a maximum value of 0,
which represents an unlimited number.
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/MODIFY_IDENTIFIER (default)

/NOMODIFY_IDENTIFIER

Specifies whether the identifier associated with the user is to be modified in the
rights database. This qualifier applies only when you modify the UIC or user
name in the UAF record. By default, the associated identifiers are modified.

INETWORK][=(rangel[,...])]

Specifies hours of access for network batch jobs. For a description of how to
specify the range, see the /ACCESS qualifier. By default, there are no access
restrictions on network logins.

/OWNER=owner-name

Specifies the name of the owner of the account. You can use this name for billing
purposes or similar applications. The owner name is 1 to 31 characters. There is
no default owner name.

/PASSWORD=(password1[,password?2])

/NOPASSWORD

Specifies up to two passwords for login. Passwords can be from 0 to 32 characters
in length and can include alphanumeric characters, dollar signs, and underscores.
Avoid using the word password as the actual password. Use the /PASSWORD
qualifier as follows:

* To set only the first password and clear the second, specify
/PASSWORD=password.

* To set both the first and second password, specify /PASSWORD=(passwordl,
password2).

* To change the first password without affecting the second, specify
/PASSWORD=(password, "").

* To change the second password without affecting the first, specify
/PASSWORD=("", password).

* To set both passwords to null, specify /INOPASSWORD.

When you modify a password, the new password expires automatically; it is valid
only once (unless you specify /NOPWDEXPIRED). On login, the user is forced to
change the password (unless you specify /FLAGS=DISFORCE_PWD_CHANGE).

Note that the /GENERATE_PASSWORD and /PASSWORD qualifiers are
mutually exclusive.

By default, the ADD command assigns the password USER. When you create
a new UAF record with the COPY or RENAME command, you must specify a
password. Avoid using the word password as the actual password.

/PGFLQUOTA=value

Specifies the paging file limit. This is the maximum number of pages that the
person’s process can use in the system paging file. By default, the value is 32768
pages on VAX systems and 50000 pagelets on AXP systems.

/PRCLM=value

Specifies the subprocess creation limit. This is the maximum number of
subprocesses that can exist at one time for the specified user’s process. By
default, the value is 2 on VAX systems and 8 on AXP systems.
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/PRIMEDAYS=([NO]day[,...])

Defines the primary and secondary days of the week for logging in. Specify the
days as a list separated by commas, and enclose the list in parentheses. To
specify a secondary day, prefix the day with NO (for example, NOFRIDAY). To
specify a primary day, omit the NO prefix.

By default, primary days are Monday through Friday and secondary days are
Saturday and Sunday. If you omit a day from the list, AUTHORIZE uses the
default value. (For example, if you omit Monday from the list, AUTHORIZE

defines Monday as a primary day.)

Use the primary and secondary day definitions in conjunction with such qualifiers
as /ACCESS, /INTERACTIVE, and /BATCH.

/PRIORITY=value
Specifies the default base priority. The value is an integer in the range of 0 to 31.
By default, the value is set to 4 for timesharing users.

[PRIVILEGES=([NO]privname].,...])

Specifies which privileges the user is authorized to hold, although these privileges
are not necessarily enabled at login. (The /DEFPRIVILEGES qualifier determines
which ones are enabled.) A NO prefix removes the privilege from the user.

The keyword NOALL disables all user privileges. There are many privileges
available with varying degrees of power and potential system impact (see the
Security Guide for a detailed discussion). By default, a user holds TMPMBX and
NETMBX privileges.

/PWDEXPIRED (default)

/NOPWDEXPIRED

Specifies the password is valid for only one login. Users must change their
passwords immediately after login or be locked out of the system. For a week
prior to expiration, the system warns users of the upcoming password expiration.
They can either specify a new password during the week with the DCL command
SET PASSWORD or wait until expiration and be forced to change. By default, a
user has to change a password when first logging in to an account.

/PWDLIFETIME=time (default)

/INOPWDLIFETIME

Specifies the length of time a password is valid. Specify a delta time value in the
form [dddd-] [hh:mm:ss.cc]l. For example, for a lifetime of 120 days, 0 hours, and
0 seconds, specify /PWDLIFETIME="120-". For a lifetime of 120 days 12 hours,
30 minutes and 30 seconds, specify /PWDLIFETIME="120-12:30:30". If a period
longer than the specified time elapses before the user logs in, the system displays
a warning message. The password is marked as expired.

To prevent a password from expiring, specify the time as NONE. By default, a
password expires in 90 days. '

/PWDMINIMUM=value

Specifies the minimum password length in characters. Note that this value
is'enforced only by the DCL command SET PASSWORD. It does not prevent
you from entering a password shorter than the minimum length when you use
AUTHORIZE to create or modify an account. By default, a password must have
at least 6 characters. The value specified by the /PWDMINIMUM qualifier
conflicts with the value used by the /GENERATE_PASSWORD qualifier or the
DCL command SET PASSWORD/GENERATE, the operating system chooses the
lesser value. The maximum value for generated passwords is 10.
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/REMOTE[=(rangel[,...])]

Specifies hours during which access is permitted for interactive logins from
network remote terminals (with the DCL command SET HOST). For a description
of the range specification, see the /ACCESS qualifier. By default, remote logins
have no access restrictions.

/SHRFILLM=value

Specifies the maximum number of shared files that the user can have open at one
time. By default, the system assigns a value of 0, which represents an infinite
number.

/TQELM

Specifies the total number of entries in the timer queue plus the number of
temporary common event flag clusters that the user can have at one time. By
default, a user can have 10.

/UIC=value

Specifies the user identification code (UIC). The UIC value is a group number in
the range from 1 to 37776 (octal) and a member number in the range from 0 to
177776 (octal), which are separated by a comma and enclosed in brackets. Digital
reserves group 1 and groups 300-377 for its own use.

Each user must have a unique UIC. By default, the UIC value is [200,200].

/WSDEFAULT=value

Specifies the default working set size. This represents the initial limit to the
number of physical pages the process can use. (The user can alter the default
quantity up to WSQUOTA with the DCL command SET WORKING_SET.) By
default, a user has 256 pages on VAX systems and 2000 pagelets on AXP systems.

/WSEXTENT=value

Specifies the working set maximum. This represents the maximum amount

of physical memory allowed to the process. The system provides memory to a
process beyond its working set quota only when it has excess free pages. The
additional memory is recalled by the system if needed. The value is an integer
equal to or greater than WSQUOTA. By default, the value is 1024 pages on VAX
systems and 16384 pagelets on AXP systems.

/WSQUOTA=value

Specifies the working set quota. This is the maximum amount of physical
memory a user process can lock into its working set. It also represents the
maximum amount of swap space that the system reserves for this process and
the maximum amount of physical memory that the system allows the process to
consume if the systemwide memory demand is significant.

When you do not specify a value for a field, AUTHORIZE uses values from the
DEFAULT record (excluding the default password, which is always USER). The
DEFAULT account serves as a template for creating user records in the system
user authorization file.
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AXP On AXP systems, the DEFAULT account is as follows:
Username: DEFAULT Owner:
Account: UIC: [200,200} ([FIELD,USERP])
CLI: DCL Tables: DCLTABLES

Default: SYS$SYSDEVICE:[USER]
LGICMD: LOGIN

Flags: DisUser

Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

No access restrictions

Expiration: (none) Pwdminimum: 6 Login Fails: 0
Pwdlifetime: 90 00:00 Pwdchange: (pre-expired)

Last Login: (none) (interactive), (none) (non-interactive)
Maxjobs: 0 Fillm: 100 Bytlm: 64000
Maxacctjobs: 0 Shrfillm: 0 Pbytlm: 0

Maxdetach: 0 BIOlm: 150 JTquota: 4096

Prclm: 8 DIOlm: 150 wsdef: 2000

Prio: 4 ASTIm: 250 WSquo: 4000

Queprio: 0 TQElm: 10 WSextent: 16384

CPU: (none) Englm: 2000 Pgflquo: 50000

Authorized Privileges:
TMPMBX NETMBX

Default Privileges:
TMPMBX NETMBX ¢

@ On VAX systems, the DEFAULT account is as follows:

Username: DEFAULT Owner:
Account: uIC: [200,200] ([DEFAULT])
CLI: DCL Tables: DCLTABLES

Default: SYS$SYSDEVICE:[USER]
LGICMD:  LOGIN

Flags: DisUser

Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

No access restrictions

Expiration: (none) Pwdminimum: 6 Login Fails: 0
Pwdlifetime: 90 00:00 Pwdchange: (pre-expired)

Last Login: (none) (interactive) (none) (non-interactive)
Maxjobs: 0 Fillm: 300 Bytlm: 32768
Maxacctjobs: 0 Shrfillm: 0 Pbytlm: 0

Maxdetach: 0 BIOIlm: 40 JTquota: 4096

Prclm: 2 DIOlm: 40 WSdef: 256

Prio: 4 ASTIm: 40 WSquo: 512

Queprio: 0 TQElm: 10 WSextent: 1024

CPU: (none) Englm: 200 Pgflquo: 32768

Authorized Privileges:
TMPMBX NETMBX

Default Privileges:
TMPMBX NETMBX ¢

When you add a new account, specify values for fields that you want to be
different. Typically, you do not need to change the default values for limits?,
priority, privileges, or the command interpreter. As a result, you enter only the
password, UIC, directory, owner, account, and device.

! Note that limits are also set by system parameters. To be effective, the limits you
set through AUTHORIZE must be within the minimum limits determined by the
corresponding system parameters (particularly those beginning with the PQL prefix).
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When you add a record to the UAF, create a directory for the new user. Specify
the device name, directory name, and UIC in the UAF record. The following DCL
command creates a directory for user ROBIN:

$ CREATE/DIRECTORY SYS$USER:[ROBIN] /OWNER_UIC=[ROBIN]

Note

When you add a new record to the UAF and a rights database exists,
an identifier with the user name is added to the rights database
automatically (unless you specify the /NOADD_IDENTIFIER qualifier).
Similarly, when you specify an account name (other than the user
name) that does not yet have an identifier, AUTHORIZE creates a group
identifier in the rights database.

1. UAF> ADD ROBIN /PASSWORD=SP0152/UIC=[014,006] -
_/DEVICE=SYS$USER/DIRECTORY=[ROBIN]/0WNER="JOSEPH ROBIN" /ACCOUNT=INV
$UAF-I-ADDMSG, user record successfully added
$UAF-I-RDBADDMSGU, identifier ROBIN value: [000014,000006] added to

RIGHTSLIST.DAT ’
$UAF-I-RDBADDMSGU, identifier INV value: [000014,177777] added to
RIGHTSLIST.DAT '

This example illustrates the typical ADD command and qualifiers. The record
that results from this command appears in the description of the SHOW
command.

2. UAF> ADD WELCH /PASSWORD=SP0158/UIC=[014,051] -
_/DEVICE=SYS$USER/DIRECTORY=[WELCH]/0WNER="ROB WELCH"/FLAGS=DISUSER -
__/ACCOUNT=INV/LGICMD=SECUREIN
$UAF-I-ADDMSG, user record successfully added
$UAF-I-RDBADDMSGU, identifier WELCH value: [000014,000051] added to

RIGHTSLIST.DAT
UAF> MODIFY WELCH/FLAGS=(RESTRICTED,DISNEWMAIL,DISWELCOME,NODISUSER)-
_/NODIALUP=SECONDARY/NONETWORK=PRIMARY/CLITABLES=DCLTABLES -
_/NOACCESS=(PRIMARY, 9-16, SECONDARY, 18-8)
$UAF-I-MDFYMSG, user records updated

The commands in this example add a record for a restricted account.
Because of the number of qualifiers required, a MODIFY command is used in
conjunction with the ADD command. This helps to minimize the possibility of
typing errors.

In the ADD command line, setting the DISUSER flag prevents the user
from logging in until all the account parameters are set up. In the MODIFY
command line, the DISUSER flag is disabled (by specifying NODISUSER) to
allow access to the account.

The record that results from these commands and an explanation of the
restrictions the record imposes appear in the description of the SHOW
command.
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ADD/IDENTIFIER

Format

Parameter

Qualifiers

Adds an identifier to the rights database.

ADD/IDENTIFIER [id-name]

id-name

Specifies the name of the identifier to be added to the rights database. If you omit
the name, you must specify the /USER qualifier. The identifier name is a string
of 1 to 31 alphanumeric characters. The name can contain underscores and dollar
signs. It must contain at least one nonnumeric character.

/ATTRIBUTES=(keyword]....])
Specifies attributes to be associated with the new identifier. The following are
valid keywords:

DYNAMIC Allows unprivileged holders of the identifier to
remove and to restore the identifier from the
process rights list by using the DCL command
SET RIGHTS_LIST.

tHOLDER_HIDDEN Prevents people from getting a list of users who
hold an identifier, unless they own the identifier
themselves.

TNAME_HIDDEN Allows holders of an identifer to have it

translated, either from binary to ASCII or from
ASCII to binary, but prevents unauthorized users
from translating the identifer.

TNO_ACCESS Makes any access rights of the identifier null
and void. If a user is granted an identifier with
the No Access attribute, that identifier has no
effect on the user’s access rights to objects. This
attribute is a modifier for an identifier with the
Resource or Subsystem attribute.

RESOURCE Allows holders of an identifier to charge disk
space to the identifier. Used only for file objects.
1SUBSYSTEM Allows holders of the identifer to create and

maintain protected subsystems by assigning the
Subsystem ACE to the application images in the
subsystem. Used only for file objects.

TVAX specific
By default, none of these attributes is associated with the new identifier.

/USER=user-spec

Scans the UAF record for the specified user and creates the corresponding
identifier. Specify user-spec by user name or UIC. You can use the asterisk
wildeard to specify multiple user names or UICs. Full use of the asterisk and
percent wildcards is permitted for user names; UICs must be in the form [*,*],
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[n,*], [*,n], or [n,n]. A wildcard user name specification (*) creates identifiers
alphabetically by user name; a wildcard UIC specification ({*,*]) creates them in
numerical order by UIC.

/VALUE=value-specifier
Specifies the value to be attached to the identifier. The following are valid
formats for the value-specifier:

IDENTIFIER:n An integer value in the range of 65,536 to

268,435,455, You can also specify the value in
hexadecimal (precede the value with %X) or octal
(precede the value with %0).

The system displays this type of identifier in
hexadecimal. To differentiate general identifiers
from UIC identifiers, the system adds %X80000000
to the value you specify.

UIC:uic A UIC value in standard UIC format consists

of a member name and, optionally, a group
name enclosed in brackets. For example,
[GROUP1,JONES] or [360,031].

In numeric UICs, the group number is an octal
number in the range of 1 to 37776; the member
number is an octal number in the range of 0 to
177776. You can omit leading zeros when you are
specifying group and member numbers.
Regardless of the UIC format you use, the system
translates a UIC to a 32-bit numeric value.

Alphanumeric UICs are not allowed.

Typically, system managers add identifiers as UIC values to represent system
users; the system applies identifiers in integer format to system resources.

UAF> ADD/IDENTIFIER/VALUE=UIC:[300,011] INVENTORY
$UAF-I-RDBADDMSGU, identifier INVENTORY value: [000300,000011] added to
RIGHTSLIST.DAT

The command in this example adds an identifier named INVENTORY to the
rights database. By default, the identifier is not marked as a resource.

UAF> ADD/IDENTIFIER/ATTRIBUTES=(RESOURCE) -
_/VALUE=IDENTIFIER:%XBOOll PAYROLL

$UAF-I-RDBADDMSGU, identifier PAYROLL value: %X80080011 added to
RIGHTSLIST.DAT

This command adds the identifier PAYROLL and marks it as a resource. To
differentiate identifiers with integer values from identifiers with UIC values,
%X80000000 is added to the specified code.
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ADD/PROXY

Format

Parameters

Adds an entry to the network proxy authorization file, NETPROXY.DAT, and
signals DECnet to update its volatile database. Proxy additions take effect
immediately on all nodes in a cluster that share the proxy database.

ADD/PROXY node::remote-user local-user],...]

node

Specifies a DECnet node name of 1 to 6 alphanumeric characters. If you provide
an asterisk (*), the specified remote user on all nodes is served by the account
defined as local-user.

remote-user
Specifies the user name of a user at a remote node. If you specify an asterisk, all
users at the specified node are served by the local user.

For nonOpenVMS systems that implement DECnet Phase IV+, specifies the UIC
of a user at a remote node. You can specify a wildcard asterisk in the group and
member fields of the UIC.

local-user
Specifies the user names of 1 to 16 users on the local node. If you specify an
asterisk, a local-user name equal to remote-user name will be used.

Positional Qualifier

Description

/DEFAULT

Establishes the specified user name as the default proxy account. The remote
user can request proxy access to an authorized account other than the default
proxy account by specifying the name of the proxy account in the access control
string of the network operation.

The ADD/PROXY command adds an entry to the network proxy authorization
file, NETPROXY.DAT, and signals DECnet to update its volatile database. Proxy
additions take effect immediately on all nodes in a cluster that share the proxy
database.

You can grant a remote user access to one default proxy account and up to 15
other local accounts. To access proxy accounts other than the default proxy
account, remote users specify the requested account name in an access control
string. To change the default proxy account, use the AUTHORIZE command
MODIFY/PROXY.

Proxy login is an effective way to avoid specifying (and, possibly, revealing)
passwords in command lines. However, you must use caution in granting access
powers to remote users. While logged in to the local system, remote users can
apply the full DCL command set (with the exception of SET HOST). A remote
user receives the default privileges of the local user and, therefore, becomes the
owner of the local user’s files when executing any DCL commands.
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To avoid potential security compromises, Digital recommends that you create
proxy accounts on the local node that are less privileged than a user’s normal
account on the remote node. By adding an extension such as _N, you can identify
the account as belonging to a remote user, while distinguishing it from a native
account with the same name on the local node. For example, the following
command creates a JONES_N proxy account on the local node that allows the
user JONES to access the account from the remote node SAMPLE:

UAF> ADD/PROXY SAMPLE::JONES JONES_ N/DEFAULT
$UAF-I-NAFADDMSG, record successfully added to NETPROXY.DAT

For more information on creating proxy accounts, see the Security Guide.

Examples

1. UAF> ADD/PROXY SAMPLE::WALTER ROBIN/DEFAULT
$UAF-I-NAFADDMSG, record successfully added to NETPROXY.DAT

Specifies that user WALTER on remote node SAMPLE has proxy access to

user ROBIN’s account on local node AXEL. Through proxy login, WALTER

receives the default privileges of user ROBIN when he accesses node AXEL
remotely.

2. UAF> ADD/PROXY MISHA::* MARCO/DEFAULT, OSCAR
$UAF-I-NAFADDMSG, record successfully added to NETPROXY.DAT

Specifies that any user on the remote node MISHA can, by default, use the
MARCO account on the local node for DECnet tasks such as remote file
access. Remote users can also access the OSCAR proxy account by specifying
the user name OSCAR in the access control string.

3. UAF> ADD/PROXY MISHA::MARCO */DEFAULT
$UAF-I-NAFADDMSG, record successfully added to NETPROXY.DAT

Specifies that user MARCO on the remote node MISHA can use only the
MARCO account on the local node for remote file access.

COPY

Creates a new SYSUAF record that duplicates an existing UAF record.

Format
COPY oldusername newusername

Parameters

oldusername
Name of an existing user record to serve as a template for the new record.

newusername
Name for the new user record. The user name is a string of 1 to 12 alphanumeric
characters.
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Excluding the /MODIFY_IDENTIFIER qualifier, all the qualifiers listed under the
ADD command apply to the COPY command.

The COPY command creates a new SYSUAF record that duplicates an existing
SYSUAF record. The command requires the /PASSWORD qualifier. If you do not
specify additional qualifiers to the COPY command, the fields in the record you
create are the same as those in the record being copied.

Note

AUTHORIZE now sets the salt value associated with a new user’s account
password to a random value whenever a new account is created. Prior to
OpenVMS VAX Version 6.0, the COPY command did not always set the

salt value for new accounts.

For example, you could add a record for a new user named Thomas Sparrow that
is identical to that of Joseph Robin (but presumably different from the default
record), as follows:

UAF> COPY ROBIN SPARROW /PASSWORD=SP0152

However, to add a record for Thomas Sparrow that differs from Joseph Robin’s in
the UIC, directory name, password, and owner, specify the following command:

UAF> COPY ROBIN SPARROW /UIC=[200,13]/DIRECTORY=[SPARROW] -
_/PASSWORD=THOMAS/OWNER="THOMAS SPARROW"

You can also use the COPY command to create a set of template records to meet
the specific needs of various user groups. For example, if you have programmers,
administrators, and data entry personnel working on the same system, you can
create records such as PROGRAMMER, ADMINISTRATOR, and DATA_ENTRY,
each tailored to the needs of a particular group. To add an account for a new user
in one of these groups, copy the appropriate template record and specify a new
user name, password, UIC, directory, and owner.

If you omit the /PASSWORD qualifier when you create an account, AUTHORIZE
displays the following error message:

$UAF-W-DEFPWD, copied or renamed records must receive new password

To specify a password for the account, use the MODIFY command with the
/PASSWORD qualifier. '

1. UAF> COPY ROBIN SPARROW /PASSWORD=SP(152
$UAF-I-COPMSG, user record copied
$UAF-E-RDBADDERRU, unable to add SPARROW value: [000014,00006] to
RIGHTSLIST.DAT -SYSTEM-F-DUPIDENT, duplicate identifier

The command in this example adds a record for Thomas Sparrow that

is identical, except for the password, to that of Joseph Robin. Note that
because there is no change in the UIC value, no identifier is added to
RIGHTSLIST.DAT. AUTHORIZE issues a “duplicate identifier” error message.
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2. UAF> COPY ROBIN SPARROW /UIC=[200,13]/DIRECTORY=[SPARROW] -
/PASSWORD=THOMAS/OWNER="THOMAS SPARROW"
BUAF-I-COPMSG, user record copied
$UAF-I-RDBADDMSGU, identifier SPARROW value: [000200,000013] added to
RIGHTSLIST.DAT

The command in this example adds a record for Thomas Sparrow that is the
same as Joseph Robin’s except for the UIC, directory name, password, and
owner. Note that you could use a similar command to copy a template record
when adding a record for a new user in a particular user group.

CREATE/PROXY

Format

Parameters

Qualifiers

Description

Example
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Creates and initializes the network proxy authorization file,
NETPROXY.DAT.

CREATE/PROXY
None.
None.

NETPROXY.DAT is created with no records and is assigned the following
protection:

(S:RWED, 0:RWED, G, W)

If NETPROXY.DAT already exists, AUTHORIZE reports the following error
message:

$UAF-W-NAFAEX, NETPROXY.DAT already exists

To create a new file, you must either delete or rename the old one.

UAF> CREATE/PROXY
UAF>

The command in this example creates and initializes the network proxy
authorization file.
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CREATE/RIGHTS

Format

Parameters

Qualifiers

Description

Example

Creates and initializes the rights database, RIGHTSLIST.DAT.

CREATE/RIGHTS

None.

None.

RIGHTSLIST.DAT is created with no records and is assigned the following
protection:

(S+RWED,O:RWED,G:RWE,W:R) (AXP Only)
(S:RWED,O:RWED,G:R,W:) (VAX Only)

Note that the file is created only if the file does not already exist.

UAF> CREATE/RIGHTS
$UAF-E-RDBCREERR, unable to create RIGHTSLIST.DAT
-RMS-E-FEX, file already exists, not superseded

You can use the command in this example to create and initialize a new rights
database. Note, however, that RIGHTSLIST.DAT is created automatically during
the installation process. Thus, you must delete or rename the existing file before
creating a new one. For more information on rights database management, refer
to the Security Guide.

DEFAULT

Format

Parameters

Modifies the SYSUAF’s DEFAULT record.

DEFAULT

None.
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Qualifiers

See the qualifiers listed under the ADD command.

Description

Modify the DEFAULT record when qualifiers normally assigned to a new user
differ from the Digital-supplied values. The following qualifiers most often need
modification:

Example

/CLI—If the command interpreter is MCR.
/DEVICE—If most users have the same default device.

/LGICMD—When automation of initial housekeeping chores at login time
is desired through a specific login command file. The system automates the
execution of login command file in the following way:

First the system checks whether the logical name SYS$SYLOGIN has been
defined. If it has, the name is translated (in most cases to SYLOGIN.COM),
and the named command file is executed. (This command file can call other
login command files.) However, when it completes, the system makes another
check. If the user’s LGICMD field in the UAF specifies a command file, that
file is executed. If LGICMD is blank, the user’s file LOGIN.COM is executed
automatically if the command interpreter is DCL. (In this case, all users must
name their login command files LOGIN.COM.) If the command interpreter is
MCR, the user’s file LOGIN.CMD is executed automatically.

Thus, the login protocol generally consists of a systemwide login command file
followed by a user-specific login command file.

/PRIVILEGES—WHhen users are given different privileges than those Supplied
by Digital.

Quota qualifiers—When the default quotas are insufficient or inappropriate
for mainstream work.

UAF> DEFAULT /DEVICE=SYS$USER/LGICMD=SYS$MANAGER:SECURELGN -
_UAF> /PRIVILEGES= (TMPMBX, GRPNAM, GROUP)
$UAF-I-MDFYMSG, user record(s) updated

The command in this example modifies the DEFAULT record, changing the
default device, default login command file, and default privileges.

EXIT

Enables you to exit from AUTHORIZE and return to DCL command level. You
can also return to command level by pressing Ctrl/Z.

Format

EXIT
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None.

None.

GRANT/IDENTIFIER

Format

Parameters

Qualifier

Assigns the specified identifier to the user and documents the user as a holder of
the identifier in the rights database.

GRANT/IDENTIFIER id-name user-spec

id-name

Specifies the identifier name. The identifier name is a string of 1 to 31
alphanumeric characters that can contain underscores and dollar signs. The
name must contain at least one nonnumeric character.

user-spec

Specifies the UIC identifier that uniquely identifies the user on the system.
This type of identifier appears in alphanumeric format. For example:
[GROUP1,JONES].

/ATTRIBUTES=(keywordl,...])
Specifies attributes to be associated with the identifier. The following are valid
keywords:

DYNAMIC Allows unprivileged holders of the identifier to
remove and to restore the identifier from the
process rights list by using the DCL command
SET RIGHTS_LIST.

THOLDER_HIDDEN Prevents people from getting a list of users who
hold an identifier, unless they own the identifier
themselves.

TNAME_HIDDEN Allows holders of an identifer to have it

translated, either from binary to ASCII or from
ASCII to binary, but prevents unauthorized users
from translating the identifer.

TVAX specific

5-27



AUTHORIZE

'"GRANT/IDENTIFIER

Example

tNO_ACCESS Makes any access rights of the identifier null
and void. If a user is granted an identifier with
the No Access attribute, that identifier has no
effect on the user’s access rights to objects. This
attribute is a modifier for an identifier with the
Resource or Subsystem attribute.

RESOURCE Allows holders of an identifier to charge disk
space to the identifier. Used only for file objects.

TSUBSYSTEM Allows holders of the identifer to create and
maintain protected subsystems by assigning the
Subsystem ACE to the application images in the
subsystem. Used only for file objects.

1tVAX specific

To remove an attribute from the identifier, add a NO prefix to the
attribute keyword. For example, to remove the Resource attribute, specify

/ATTRIBUTES=NORESOURCE.

UAF> GRANT/IDENTIFIER INVENTORY [300,015]
$UAF-I-GRANTMSG, identifier INVENTORY granted to CRAMER

The command in this example grants the identifier INVENTORY to a user with
the UIC [300,015]. The user Cramer becomes the holder of the identifier and any
resources associated with it. The following command produces the same result:

UAF> GRANT/IDENTIFIER INVENTORY CRAMER

HELP

Format

Parameter

Qualifiers
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Displays information concerning the use of AUTHORIZE, including formats and
explanations of commands, parameters, and qualifiers.

HELP [keyword([,...]

keywordi,...]

Specifies one or more keywords that refer to the topic, command, qualifier,
or parameter on which you want information from the AUTHORIZE HELP
command.

None.
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If you do not specify a keyword, HELP displays information on the topics and
commands for which help is available. It then prompts you with “Topic?”. You
can supply a topic or a command name, or press Return. When you specify a
command name and qualifiers, you get detailed information about that command.
If you respond by pressing Return, you exit from help. You can also exit from
help by pressing Ctrl/Z.

If the command you request accepts qualifiers, the display of the help information
on the command is followed by the prompt “Subtopic?”. Respond to this prompt
with a qualifier name, or press Return. If you respond by pressing Return, HELP
prompts with “Topic?”. If you want to exit from help directly from this level, press
Ctrl/Z.

1. UAF> HELP ADD

The HELP command in this example displays information about the ADD
© command:

ADD

Adds a user record to the SYSUAF and corresponding identifiers to
the rights database.

Format
ADD newusername
Additional information available:

Parameter Qualifiers

/ACCESS /BACCOUNT  /ADD IDENTIFIER /ALGORITHM /ASTLM /BATCH
/BIOLM /BYTLM /CLI” /CLITABLES /CPUTIME /DEFPRIVILEGES
/DEVICE /DIALUP . /DIOLM /DIRECTORY /ENQLM /EXPIRATION

/FILLM /FLAGS /GENERATE_PASSWORD ~ /INTERACTIVE /JTQUOTA
/LGICMD /LOCAL /MAXACCTJOBS /MAXDETACH /MAXJOBS
/MODIFY_IDENTIFIER /NETWORK  /OWNER /PASSWORD /PGFLQUOTA /PRCLM
/PRIMEDAYS /PRIORITY /PRIVILEGES /PWDEXPIRED

/PWDLIFETIME /PWDMINIMUM /REMOTE /SHRFILIM /TQELM
/UIC /WSDEFAULT /WSEXTENT /WSQUOTA

Examples /IDENTIFIER /PROXY

ADD Subtopic?

2. UAF> HELP MODIFY/WSDEFAULT

The command in this example displays information about the /WSDEFAULT
qualifier:

MODIFY
/WSDEFAULT=value

Specifies the default working set size. This represents the

initial limit to the number of physical pages the process can

use. (The user can alter the default quantity up to WSQUOTA with

the DCL command SET WORKING SET.) The minimum value is 50 pages

(on VAX systems) and 150 pagelets (on AXP systems). By default, a user
has 150 pages (on VAX systems) and 150 pagelets (on AXP systems).
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Format

Parameter

Qualifiers

Description
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Writes reports for selected UAF records to a listing file, SYSUAF.LIS.

LIST [user-spec]

user-spec
Specifies the user name or UIC of the requested UAF record. Without the user-
spec parameter, AUTHORIZE lists the user records of all users. The asterisk and
percent sign wildcards are permitted in the user name.

/BRIEF
Specifies that a brief report be written to SYSUAF.LIS. The /BRIEF qualifier is
the default qualifier.

[FULL
Specifies that a full report be written to SYSUAF.LIS, including identifiers held
by the user.

The LIST command creates a listing file of reports for selected UAF records.
Print the listing file, SYSUAF.LIS, with the DCL command PRINT.

Specification of a user name results in a single-user report. Specification of the
asterisk wildcard character following the LIST command results in reports for
all users in ascending sequence by user name. Specification of a UIC results in
reports for all users with that UIC. (Digital recommends that you assign each
user a unique UIC, but if users share a UIC, the report will show all users with
that UIC.) You can use the asterisk wildcard character to specify the UIC.

Table 5-2 shows how to specify a UIC with the LIST command and use the
asterisk wildcard character with the UIC specification to produce various types of
reports.

Table 5-2 UIC Specification with the LIST Command

Command Description

LIST [14,6] Lists a full report for the user (or users) with
member number 6 in group 14.

LIST [14,*] /BRIEF Lists a brief report for all users in group 14, in
ascending sequence by member number.

LIST [*,6] /BRIEF Lists a brief report for all users with a member

number of 6.

(continued on next page)
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Table 5-2 (Cont.) UIC Specification with the LIST Command
Command Description
LIST [*,*] /BRIEF Lists a brief report for all users, in ascending

sequence by UIC.

Although you must provide separate UICs for each user, the LIST command
reports users with the same UIC in the order in which they were added to the
SYSUAF. Full reports list the details of the limits, privileges, login flags, and
command interpreter. Brief reports do not include the limits, login flags, or
command interpreter, nor do they summarize the privileges. AUTHORIZE never
displays the password for an account.

See the SHOW command for examples of brief and full reports.

Examples

1. UAF> LIST ROBIN/FULL
$UAF-I-LSTMSGl, writing listing file
$UAF-I-LSTMSG2, listing file SYSUAF.LIS complete

This command lists a full report for the user record ROBIN.

2. UAF> LIST *
§UAF-I-LSTMSGl, writing listing file
$UAF-I-LSTMSG2, listing file SYSUAF.LIS complete

This command results in brief reports for all users in ascending sequence by

user name. Note, however, that this is the same result you would produce
had you omitted the asterisk wildcard.

3. UAF> LIST [300.%] .
$UAF-I-LSTMSG1l, writing listing file
$UAF-I-LSTMSG2, listing file SYSUAF.LIS complete

This command lists a brief report for all user records with a group UIC of
300. '

LIST/IDENTIFIER

Creates a listing file (RIGHTSLIST.LIS) in which identifier names, attributes,
values, and holders are written.

Format
LIST/IDENTIFIER [id-name]

Parameter

id-name
Specifies an identifier name. You can specify the asterisk wildcard character (*)
to list all identifiers. If you omit the identifier name, you must specify /USER or
/VALUE.
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/BRIEF
Specifies a brief listing in which only the identifier name, value and attributes
appear.

/FULL

Specifies a full listing, in which the names of the identifier’s holders are displayed
along with the identifier’s name, value, and attributes. The /FULL qualifier
specifies the default listing format.

/USER=user-spec ‘

Specifies one or more users whose identifiers are to be listed. User-spec can

be a user name or UIC. You can use the asterisk wildcard to specify multiple
user names or UICs. UICs must be in the form [*,*], [n,*], [*n], or [n,n]. A
wildcard user name specification (*) lists identifiers alphabetically by user name;
a wildcard UIC specification ([*,*]) lists them numerically by UIC.

/VALUE=value-specifier
Specifies the value of the identifier to be listed. The following are valid formats
for the value-specifier:

IDENTIFIER:n An integer value in the range 65,536 to 268,435,455.
You can also specify the value in hexadecimal
(precede the value with %X) or octal (precede the
value with %0).
To differentiate general identifiers from UIC
identifiers, %X80000000 is added to the value
you specify.

UIC:uic A UIC value in the standard UIC format.

The LIST/IDENTIFIER command creates a listing file in which identifier names,
attributes, values, and holders are displayed in various formats depending on the

qualifiers specified. Two of these formats are illustrated in the description of the
SHOW/IDENTIFIER command.

Print the listing file named RIGHTSLIST.LIS with the DCL command PRINT.

1. UAF> LIST/IDENTIFIER INVENTORY
$UAF-I-LSTMSGl, writing listing file
$UAF-I-RLSTMSG, listing file RIGHTSLIST.LIS complete

The command in this example generates a full listing for the identifier
INVENTORY, including its value (in hexadecimal), holders, and attributes.

2. UAF> LIST/IDENTIFIER/USER=ANDERSON
UAF-I-LSTMSGl, writing listing file
$UAF-I-RLSTMSG, listing file RIGHTSLIST.LIS complete

This command lists an identifier associated with the user ANDERSON, along
with its value and attributes. Note, however, that this is the same result you
would produce had you specified ANDERSON’s UIC with the following forms
of the command:
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UAF> LIST/IDENTIFIER/USER=[300,015]
UAF> LIST/IDENTIFIER/VALUE=UIC:[300,015]

LIST/PROXY

Creates a listing file of the network proxy database entries.

Format
LIST/PROXY
Parameters
None.
Qualifiers
None.
Description
Use the DCL command PRINT to print the listing file, NETPROXY.LIS. The
output assumes the same format as that of the SHOW/PROXY command. For an
example of the output format, see the description of the SHOW/PROXY command.
Example
UAF> LIST/PROXY
$UAF-I-LSTMSGl, writing listing file
$UAF-I-NETLSTMSG, listing file NETPROXY.LIS complete
The command in this example creates a listing file of all the entries in the
network proxy database.
LIST/RIGHTS
Lists identifiers held by the specified identifier or, if /USER is specified, all
identifiers held by the specified users.
Format
LIST/RIGHTS [id-name]
Parameter

id-name :
Specifies the name of the identifier associated with the user. If you omit the
identifier name, you must specify the /USER qualifier.
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Qualifier

/USER=user-spec

Specifies a user whose identifiers are to be listed. User-spec can be a user name
or UIC. You can use the asterisk wildcard to specify multiple UICs or all user
names. UICs must be in the form [*,*], [n,*], [*,n], or [n,n]. A wildcard user
name specification (*) or wildcard UIC specification ([*,*]) lists all identifiers
held by users. The wildcard user name specification lists holders’ user names
alphabetically; the wildcard UIC specification lists them in the numerical order of
their UICs.

Description

Use the DCL command PRINT to print the listing file (RIGHTSLIST.LIS)
produced by the LIST/RIGHTS command. For an example of the output format,
see the description of the SHOW/RIGHTS command.

Example
UAF> LIST/RIGHTS PAYROLL
$UAF-I-LSTMSGl, writing listing file
$UAF-I-RLSTMSG, listing file RIGHTSLIST.LIS complete
The command in this example lists identifiers held by PAYROLL, providing
PAYROLL is the name of a UIC format identifier.

MODIFY
Changes values in a SYSUAF user record. Qualifiers not specified in the
command remain unchanged.

Format
MODIFY username /qualifier[,...]

Parameter
username ,
Specifies the name of a user in the SYSUAF. The asterisk and percent sign
wild card characters are permitted in the user name. When you specify a single
asterisk for the user name, you modify the records of all users.

Qualifiers
See the qualifiers listed under the ADD command.

Description

The MODIFY command changes values in a SYSUAF user record. Most values
not in the command remain unchanged. If the UIC is changed, the value of the
corresponding identifier is also changed.

Modifications to the user record are not retroactive; thus, any changes to quota
values apply to the next process that is created but not to the current one.
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Examples
1. UAF> MODIFY ROBIN /PASSWORD=SP0172
$UAF-I-MDFYMSG, user record(s) updated
The command in this example changes the password for user ROBIN without
altering any other values in the record.
2. UAF> MODIFY ROBIN/FLAGS=RESTRICTED
$UAF-I-MDFYMSG, user record(s) updated
The command in this example modifies the UAF record for user ROBIN by
adding the login flag RESTRICTED.
MODIFY/IDENTIFIER
Modifies an identifier name, its associated value, or its attributes in the rights
database.
Format
MODIFY/IDENTIFIER
Parameter

Qualifiers

id-name

Specifies the name of an identifier to be modified.

/IATTRIBUTES=(keyword],...])

Specifies attributes to be associated with the modified identifier. The following

are valid keywords:
DYNAMIC

THOLDER_HIDDEN

TNAME_HIDDEN

TNO_ACCESS

Allows unprivileged holders of the identifier to
remove and to restore the identifier from the
process rights list by using the DCL command
SET RIGHTS_LIST.

Prevents people from getting a list of users who
hold an identifier, unless they own the identifier
themselves.

Allows holders of an identifer to have it
translated, either from binary to ASCII or from
ASCII to binary, but prevents unauthorized users
from translating the identifer.

Makes any access rights of the identifier null
and void. If a user is granted an identifier with
the No Access attribute, that identifier has no
effect on the user’s access rights to objects. This
attribute is a modifier for an identifier with the
Resource or Subsystem attribute.

tVAX specific

5-35



AUTHORIZE

MODIFY/IDENTIFIER

RESOURCE Allows holders of an identifier to charge disk
space to the identifier. Used only for file objects.

+SUBSYSTEM Allows holders of the identifer to create and
maintain protected subsystems by assigning the
Subsystem ACE to the application images in the
subsystem. Used only for file objects.

TVAX specific

Description

Examples
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To remove an attribute from the identifier, add a NO prefix to the
attribute keyword. For example, to remove the Resource attribute, specify
/ATTRIBUTES=NORESOURCE.

Note

If you specify the NORESOURCE keyword and do not name any holder
(that is, if you do not use the /HOLDER qualifier), all holders lose the
right to charge resources.

/HOLDER=username
Specifies the holder of an identifier whose attributes are to be modified. The
/HOLDER qualifier is used only in conjunction with the /ATTRIBUTES qualifier.

If you specify /HOLDER, the /NAME and /VALUE qualifiers are ignored.

/NAME=new-id-name
Specifies a new identifier name to be associated with the identifier.

/VALUE=value-specifier

Specifies a new identifier value. Note that an identifier value cannot be modified
from a UIC to a non-UIC format or vice versa. The following are valid formats for
the value-specifier:

IDENTIFIER:n An integer value in the range of 65,536 to
268,435,455. You can also specify the value in
hexadecimal (precede the value with %X) or octal
(precede the value with %0).

To differentiate general identifiers from UIC
identifiers, %X80000000 is added to the value
you specify.

UIC:uic A UIC value in the standard UIC format.

The MODIFY/IDENTIFIER command changes identifier names, associated
values, and attributes in the rights database. Values not specified in the
command remain unchanged.

1. UAF> MODIFY/IDENTIFIER OLD_ID /NAME=NEW ID
$UAF-I-RDBMDFYMSG, identifier OLD_ID modified

The command in this example changes the name of the OLD_ID identifier to
NEW_ID.
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2. UAF> MODIFY/IDENTIFIER/VALUE=UIC:[300,21] ACCOUNTING
$UAF-I-RDBMDFYMSG, identifier ACCOUNTING modified

The command in this example changes the old UIC value of the identifier
ACCOUNTING to a new value.

3. UAF> MODIFY/IDENTIFIER/ATTRIBUTES=NORESOURCE-
_UAF> /HOLDER=CRAMER ACCOUNTING
$UAF-I-RDBMDFYMSG, identifier ACCOUNTING modified

The command in this example associates the attribute NORESOURCE with
the identifier ACCOUNTING in CRAMER’s holder record. The identifier
ACCOUNTING is not changed.

MODIFY/PROXY

Format

Parameters

Qualifier

Description

Modifies an entry in the network proxy authorization file

(NETPROXY.DAT) to specify a different local account as the default proxy account
for the remote user or to specify that there is no default proxy account for the
remote user.

MODIFY/PROXY node::remote-user

node
Specifies a node name (1 to 6 alphanumeric characters). If you specify an
asterisk, the specified remote user on all nodes is served by the local user.

remote-user
Specifies the user name of a user at a remote node. If you specify an asterisk, all
users at the specified node are served by the local user.

For nonOpenVMS systems that implement DECnet Phase IV+, specifies the UIC
of a user at a remote node. You can specify a wildcard asterisk in the group and
member fields of the UIC.

/DEFAULT[=local-user]

/NODEFAULT

Designates the default user name on the local node through which proxy access
from the remote user is directed. If INODEFAULT is specified, removes the
default designation.

Use the MODIFY/PROXY command to specify a different local account as

the default proxy account for the remote user or to specify that there is no
default proxy account for the remote user. Whenever you modify user entries,
AUTHORIZE signals DECnet to update its volatile database. Proxy modifications
take effect immediately on all nodes in a cluster that share the proxy database.
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Example

The first command in the following example grants remote user STIR::YETTA
proxy access to the PROXY1 and PROXY2 local accounts. The default proxy
account is PROXY1. The second command is used to change the default proxy
account to PROXY2.

UAF> ADD/PROXY STIR::YETTA PROXY1/DEFAULT, PROXY2

UAF> MODIFY/PROXY STIR::YETTA /DEFAULT=PROXY2

The next example shows the command used to remove the default proxy
designation.

UAF> MODIFY/PROXY STIR::YETTA /NODEFAULT

If you remove the default proxy designation as shown in the last command,
remote user STIR::YETTA must include the name of the proxy account (PROXY1
or PROXY?2) in the access control string of each network operation to gain proxy
access to the local system.

If no default proxy account is specified either in the network proxy database or in
the access control string of the DCL command, the system attempts to perform
the network operation using the default DECnet account.

UAF> MODIFY/PROXY MISHA::MARCO /DEFAULT=JOHNSON
$UAF-I-NAFADDMSG, record successfully modified in NETPROXY.DAT

The command in this example changes the default proxy account for user MARCO
on the remote node MISHA to the JOHNSON account.

MODIFY/SYSTEM_PASSWORD

Format

Parameter

Qualifiers

Description
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Changes the system password in the same manner as the DCL command SET
PASSWORD/SYSTEM.

MODIFY/SYSTEM_PASSWORD=system-password

system-password
Specifies the new system password.

None.

For a detailed description of the effects of this command, refer to the discussion
of the SET PASSWORD/SYSTEM command in the Security Guide.
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Example
UAF> MODIFY/SYSTEMLPASSWORD=ABRACADABRA
UAF>
This command changes the system password to ABRACADABRA.
REMOVE
Deletes a SYSUAF user record and corresponding identifiers in the rights
database. The DEFAULT and SYSTEM records cannot be deleted.
Format
REMOVE username
Parameter
username
Specifies the name of a user in the SYSUAF.
Qualifier

Description

Example

/REMOVE_IDENTIFIER (default)

/NOREMOVE_IDENTIFIER

Specifies whether the user name and account name identifiers should be removed
from the rights database when a record is removed from the UAF. If there are two
UAF records with the same UIC, the user name identifier is removed only when
the second record is deleted. Similarly, the account name identifier is removed
only if there are no remaining UAF records with the same group as the deleted
record.

If you remove a SYSUAF record for a user who also appears as a local user in the
network user authorization file (NETPROXY.DAT), every network authorization
record for that user is also removed.

UAF> REMOVE ROBIN

$UAF-I-REMMSG, record removed from SYSUAF.DAT

$UAF-I-RDBREMMSGU, identifier ROBIN value: [000014,000006] removed from
RIGHTSLIST.DAT

The command in this example deletes the record for user ROBIN from the
SYSUAF and ROBIN’s UIC identifier from RIGHTSLIST.DAT.
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REMOVE/IDENTIFIER

Removes an identifier from the rights database.

Format
REMOVE/IDENTIFIER id-name

Parameter

id-name

Specifies the name of an identifier in the rights database.
Qualifiers

None.

Example

UAF> REMOVE/IDENTIFIER Q1SALES
$UAF-I-RDBREMMSGU, identifier QLSALES value $X80010024 removed from
RIGHTSLIST.DAT

The command in this example removes the identifier QISALES from the rights
database. All of its holder records are removed with it.

REMOVE/PROXY

Deletes network proxy access for the specified remote user.

Format
REMOVE/PROXY node::remote-user [local-user,...]

Parameters

node
Specifies the name of a network node in the network proxy authorization file.

remote-user
Specifies the user name or UIC of a user on a remote node. The asterisk wildcard
character is permitted in the remote-user specification.

local-user
Specifies the user name of from 1 to 16 users on the local node. If no local user is
specified, proxy access to all local accounts is removed.

Qualifiers

None.
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Example
UAF> REMOVE/PROXY MISHA::MARCO
$UAF-I-NAFDONEMSG, record removed from NETPROXY.DAT
The command in this example deletes the record for MISHA::MARCO from the
network proxy authorization file, removing all proxy access to the local node for
user MARCO on node MISHA.
RENAME
Changes the user name of the SYSUAF record (and, if specified, the
corresponding identifier) while retaining the characteristics of the old record.
Format
RENAME oldusername newusername
Parameters

Qualifiers

oldusername
Specifies the current user name in the SYSUAF.

newusername

Specifies the new name for the user. It can contain 1 to 12 alphanumeric
characters and underscores. Although dollar signs are permitted, they are
usually reserved for system names.

/GENERATE_PASSWORDI[=keyword]

/NOGENERATE_PASSWORD (default)

Invokes the password generator to create user passwords. Generated passwords
can consist of 1 to 10 characters. Specify one of the following keywords:

BOTH Generate primary and secondary passwords.

CURRENT Do whatever the DEFAULT account does (for example,
generate primary, secondary, both, or no passwords). This
is the default keyword.

PRIMARY Generate primary password only.

SECONDARY Generate secondary password only.

When you modify a password, the new password expires automatically; it is
valid only once (unless you specify /NOPWDEXPIRED). On login, users are
forced to change their passwords (unless you specify /FLAGS=DISFORCE_PWD_
CHANGE).

Note that the /GENERATE_PASSWORD and /PASSWORD qualifiers are
mutually exclusive.

/MODIFY_IDENTIFIER (default)

/NOMODIFY_IDENTIFIER

Specifies whether the identifier associated with the user is to be modified in the
rights database. This qualifier applies only when you modify the UIC or user
name in the UAF record. By default, the associated identifiers are modified.
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/PASSWORD=(password1[,password2])

/NOPASSWORD

Specifies up to two passwords for login. Passwords can be from 0 to 32 characters
in length and can include alphanumeric characters, dollar signs, and underscores.
Avoid using the word password as the actual password. Use the /PASSWORD
qualifier as follows:

* To set only the first password and clear the second, specify
/PASSWORD=password.

* To set both the first and second password, specify /PASSWORD=(passwordl,
password2).

* To change the first password without affecting the second, specify
/PASSWORD=(password, "").

¢ To change the second password without affecting the first, specify
/PASSWORD=("", password).

* To set both passwords to null, specify /INOPASSWORD.

When you modify a password, the new password expires automatically; it is valid
only once (unless you specify /NOPWDEXPIRED). On login, the user is forced to
change the password (unless you specify /FLAGS=DISFORCE_PWD_CHANGE).

Note that the /GENERATE_PASSWORD and /PASSWORD qualifiers are
mutually exclusive.

When you create a new UAF record with the RENAME command, you must
specify a password.

The RENAME command renames a SYSUAF record. It changes the user name of
the SYSUAF record (and, if specified, the corresponding identifier) while retaining
the characteristics of the old record. Retention of these characteristics can be
particularly helpful when a user’s name changes.

Note that because password verification includes the user name as well as the
password, an attempted login will fail when the user whose name has been
changed attempts to log in with an old password. (Only null passwords can

be effectively transferred from one user record to another by the RENAME
command.) Make it a practice to include a new password when you use

the RENAME command, and notify the user of the change. If you omit the
/PASSWORD qualifier, you receive a warning message reminding you that the old
password must be changed.

The user’s network authorization records are automatically changed to the new
name.

1. UAF> RENAME HAWKES KRAMERDOVE/PASSWORD=MARANNKRA
$UAF-I-PRACREN, proxies to HAWKES renamed
$UAF-I-RENMSG, user record renamed
$UAF-I-RDBMDFYMSG, identifier HAWKES modified

The command in this example changes the name of the account Hawkes to
Kramerdove, modifies the user name identifier for the account, and renames
all proxies to the account.
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2. UAF> RENAME HAWKES KRAMERDOVE
$UAF-I-PRACREN, proxies to HAWKES renamed
$UAF-I-RENMSG, user record renamed
$UAF-W-DEFPWD, Warning: copied or renamed records must receive
new password
$UAF-I-RDBMDFYMSG, identifier HAWKES modified

This example shows the warning message that the system displays if you fail
to specify a new password with the RENAME command.

RENAME/IDENTIFIER

Format

Parameters

Qualifiers

Description

Renames an identifier in the rights database.

RENAME/IDENTIFIER current-id-name new-id-name

current-id-name
Specifies the name of an identifier to be renamed.

new-id-name
Specifies the new name for the identifier.

None.

The RENAME/IDENTIFIER command is functionally equivalent to the following
AUTHORIZE command:

MODIFY/IDENTIFIER/NAME=new-id-name current-id-name

Example

UAF> RENAME/IDENTIFIER Q1SALES Q2SALES

$UAF-I-RDBMDFYMSG, identifier Q1SALES modified

The command in this example renames the identifier Q1SALES to Q2SALES.
REVOKE/IDENTIFIER

Takes an identifier away from a user.
Format

REVOKE/IDENTIFIER id-name user-spec
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Parameters

Description

id-name

Specifies the identifier name. The identifier name is a string of 1 to 31
alphanumeric characters. The name can contain underscores and dollar signs. It
must contain at least one nonnumeric character.

user-spec

Specifies the UIC identifier that uniquely identifies the user on the system.
This type of identifier appears in alphanumeric format, not numeric format; for
example, [GROUP1,JONES].

The REVOKE/IDENTIFIER command edits RIGHTSLIST.DAT, removing the
user’s name from the list of those who hold a given identifier. The change does
not affect the process rights list of any current processes.

Example
UAF> REVOKE/IDENTIFIER INVENTORY CRAMER
$UAF-I-REVOKEMSG, identifier INVENTORY revoked from CRAMER
The command in this example revokes the identifier INVENTORY from the user
Cramer. Cramer loses the identifier and any resources associated with it.
Note that because rights identifiers are stored in numeric format, it is not
necessary to change records for users holding a renamed identifier.
SHOW
Displays reports for selected UAF records on the current SYS$OUTPUT device.
Format
SHOW user-spec
Parameter

Qualifiers

user-spec

Specifies the user name or UIC of the requested UAF record. If you omit the
user-spec parameter, the UAF records of all users are listed. The asterisk (*) and
percent sign (%) wildcard characters are permitted in the user name.

/IBRIEF
Specifies that a brief report be displayed. In the report, the Directory field
displays one of the following items:

* Disuser—The account has been disabled.
e Expired—The account has expired.

* A device and directory name—The login device and directory for the account
(for example, DOCD$:[SMITH]).

If you omit the /BRIEF qualifier, AUTHORIZE displays a full report.
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/FULL

Specifies that a full report be displayed, including identifiers held by the user.
Full reports include the details of the limits, privileges, login flags, and the
command interpreter as well as the identifiers held by the user. The password is
not listed.

The SHOW command produces reports on user authorization records. You can
select the reports to be displayed, as follows:

* To display a single-user report, specify a user name.

¢ To display reports for all users in ascending sequence by user name, specify
an asterisk (*) wildcard character. -

* To display reports for all users with a common UIC, specify the UIC. Users
with the same UIC are listed in the order in which they were added to the
SYSUAF.

You can also use the asterisk wildcard character to specify all or part of the
UIC, as shown in the following examples:

Command Description
SHOW [14,*] /BRIEF Displays a brief report for all users in group 14,
in ascending sequence by member number.
SHOW [*,6] /BRIEF Displays a brief report for all users with a
member number of 6.
- SHOW [*,*] /BRIEF Displays a brief report for all users, in ascending
sequence by UIC.

UAF> SHOW ROBIN

The command in this VAX system example displays a full report for the user
ROBIN. The display corresponds to the first example in the description of the
ADD command. Most defaults are in effect.
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Username: ROBIN Owner: JOSEPH ROBIN
Account: VMS UIC: [14,6]} ([INV,ROBIN})
CLI: DCL Tables: DCLTABLES

Default: SYS$USER:[ROBIN]

LGICMD:

Login Flags:
Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

No access restrictions ‘

Expiration: (none) Pwdminimum: 6 Login Fails: 0
Pwdlifetime: (none) Pwdchange:  15-APR-1994 14:08
Last Login: (none) (interactive), (none) (non-interactive)
Maxjobs: 0 Fillm: 300 Bytlm: 32768
Maxacctjobs: 0 Shrfillm: 0 Pbytlm: 0

Maxdetach: 0 BIOIm: 40 JTquota: 4096

Prclm: 2 DIOlm: 40 wsdef: 256

Prio: 4 ASTlm: 40 WSquo: 512

Queprio: 0 TQElm: 10 WSextent: 1024

CPU: (none) Englm: 200 Pgflquo: 32768

Authorized Privileges:
TMPMBX NETMBX

Default Privileges:
TMPMBX NETMBX

Identifier Value Attributes
CLASS_CAIOl $X80010032 NORESOURCE NODYNAMIC
CLASS_PYIOZ $X80010049 NORESOURCE NODYNAMIC

Note

The quotas Pbytlm and Queprio are placeholders only.

UAF> SHOW [360,*] /BRIEF

The command in this example displays a brief report for every user with a group
UIC of 360.

Owner Username UIC Account Privs Pri Default Directory
JOHN JAMES JAMES [360,201] USER Normal 4 DOCD$:[JAMES]
SUSY JONES JONES [360,203] DOC Devour 4 DOCD$:[JONES]
CLIFF BROWN BROWN [360,021] DOC All 4 disuser

JOY CARTER CARTER [360,005] DOCSEC Group 4 expired

UAF> SHOW WELCH

This command displays a full report for the restricted user WELCH. This VAX-
specific display corresponds to the second example in the description of the ADD
command.
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SHOW
Username: WELCH Owner: ROB WELCH
Account: INV UIC: [14,51] ([14,51])
CLI: DCL Tables: DCLTABLES
Default: SYSS$USER:[WELCH]
LGICMD: SECUREIN

Captive Diswelcome Disnewmail Restricted

Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

Primary  000000000011111111112222 Secondary 000000000011111111112222
Day Hours 012345678901234567890123 Day Hours 012345678901234567890123

Login Flags:

Network: ----- No access ------ #4444 Full access ######
Batch: iE3 T EEREEEE 4 e (3353351 EEREEE
Local: - 0 e -
Dialup:  ##### Full access ####%¢ = --———- No access ==----
Remote:  #######dd-———--—- HbEEEE 0 meeeee- (33325351 EERREE
Expiration: (none) Pwdminimum: 6 Login Fails: 0
Pwdlifetime: (none) Pwdchange: (pre-expired)

Last Login: (none) (interactive), (none) (non-interactive)
Maxjobs: 0 Fillm: 300 Bytim: 32768

Maxacctjobs: 0 Shrfillm: 0 Pbytlm: 0

Maxdetach: 0 BIOIm: 40 JTquota: 4096

Prclm: 2 DIOlm: 40 WSdef: 256

Prio: 4 ASTIm: 40 WSquo: 512

Queprio: 4 TQElm: 10 WSextent: 1024

CpPU: (none) Englm: 200 Pgflquo: 32768

Authorized Privileges:
TMPMBX NETMBX

Default Privileges:
TMPMBX NETMBX

Note that WELCH is a captive user who does not receive announcements of
new mail or the welcome message when logging in. His login command file,
SECUREIN.COM, is presumably a captive command file that controls all of his
operations. (Such a command file never exits, but performs operations for its
user and logs him out when appropriate.) The CAPTIVE flag prevents WELCH
from escaping control of the command file by using Ctrl/Y or other means.
Furthermore, he is restricted to logging in between the hours of 5:00 PM. and
8:59 AM. on weekdays and 9:00 AM. and 5:59 PM. on weekends. Although he is
allowed to use dial-up lines at all times during the week, he is not allowed to log
in over the network. On weekends he is further restricted so that he cannot dial
in at any time or use the DCL command SET HOST between the hours of

6:00 PM. and 8:59 AM.

SHOW/IDENTIFIER

Format

Parameter

Displays information about an identifier, such as its name, value, attributes, and
holders, on the current SYS$OUTPUT device.

SHOW/IDENTIFIER [id-name]

id-name

Specifies an identifier name. The identifier name is a string of 1 to 31
alphanumeric characters. The name can contain underscores and dollar signs. It
must contain at least one nonnumeric character. If you omit the identifier name,
you must specify /USER or /VALUE.
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Qualifiers

Description

Examples
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/BRIEF
Specifies a brief listing in which only the identifier name, value, and attributes
are displayed. The default format is /BRIEF.

[FULL
Specifies a full listing in which the names of the identifier’s holders are displayed
along with the identifier’s name, value, and attributes.

/USER=user-spec

Specifies one or more users whose identifiers are to be displayed. User-spec can
be a user name or a UIC. You can use the asterisk wildcard to specify multiple

UICs or all user names. UICs must be in the form [*,*], [n,*], [*n], or [n,n]. A
wildcard user name specification (*) displays identifiers alphabetically by user

name; a wildcard UIC specification ([*,*]) displays them numerically by UIC.

/VALUE=value-specifier
Specifies the value of the identifier to be listed. The following are valid formats
for the value-specifier:

IDENTIFIER:n An integer value in the range of 65,536 to
268,435,455, You can also specify the value in
hexadecimal (precede the value with %X) or octal
(precede the value with %0).

To differentiate general identifiers from UIC
identifiers, %X80000000 is added to the value
you specify.

UIC:uic A UIC value in the standard UIC format.

The SHOW/IDENTIFIER command displays identifier names, values, attributes,
and holders in various formats depending on the qualifiers specified. Two of these
formats are illustrated in the following examples.

1. UAF> SHOW/IDENTIFIER/FULL INVENTORY

The command in this example would produce output similar to the following:

Name Value Attributes
INVENTORY $X80010006 NORESOURCE NODYNAMIC
Holder Attributes
ANDERSON NORESOURCE NODYNAMIC
BROWN NORESOURCE NODYNAMIC
CRAMER NORESOURCE NODYNAMIC

2. UAF> SHOW/IDENTIFIER/USER=ANDERSON
This command displays the identifier associated with the user ANDERSON,

as follows:
Name Value Attributes
ANDERSON [000300,000015] NORESOURCE NODYNAMIC
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The identifier is shown, along with its value and attributes. Note,
however, that this is the same result you would produce had you specified
ANDERSON’s UIC with the following forms of the command:

UAF> SHOW/IDENTIFIER/USER=[300,015]
UAF> SHOW/IDENTIFIER/VALUE=UIC:[300,015]

SHOW/PROXY

Format

Parameters

Qualifiers

Displays all authorized proxy access for the specified remote user.

SHOW/PROXY node::remote-user

node
Specifies the name of a network node in the network proxy authorization file. The
asterisk wildcard is permitted in the node specification.

remote-user
Specifies the user name or UIC of a user on a remote node. The asterisk wildcard
is permitted in the remote-user specification.

None.
Example
UAF> SHOW/PROXY SAMPLE::[200,100]
Default proxies are flagged with an *
SAMPLE: : [200,100]
MARCO * PROXY2
PROXY3
The command in this example displays all authorized proxy access for the user on
node SAMPLE with a UIC of [200,100]. The default proxy account can be changed
from MARCO to PROXY2 or PROXY3 with the MODIFY/PROXY command.
SHOW/RIGHTS
Displays the identifiers held by the specified identifiers or, if /USER is specified,
all identifiers held by the specified users.
Format

SHOW/RIGHTS  [id-name]
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Parameter

Qualifier

Description

Example
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id-name
Specifies the name of the identifier associated with the user. If you omit the
identifier name, you must specify the /USER qualifier.

/USER=user-spec

Specifies one or more users whose identifiers are to be listed. User-spec can be a
user name or a UIC. You can use the asterisk wildcard to specify multiple UICs
or all user names. UICs must be in the form [*,*], [n,*], [*,n], or [n,n]. A wildcard
user name specification (*) or wildcard UIC specification ([*,*]) displays all
identifiers held by users. The wildcard user name specification displays holders’
user names alphabetically; the wildcard UIC specification displays them in the
numerical order of their UICs,

Output displayed from the SHOW/RIGHTS command is identical to that written
to RIGHTSLIST.LIS when you use the LIST/RIGHTS command.

UAF> SHOW/RIGHTS ANDERSON
This command displays all identifiers held by the user ANDERSON. For example:

Name Value Attributes
INVENTORY %$X80010006 NORESOURCE NODYNAMIC
PAYROLL $X80010022 NORESOURCE NODYNAMIC

Note that the following formats of the command produce the same result:
SHOW/RIGHTS/USER=ANDERSON
SHOW/RIGHTS/USER=[300,015]



6

AUTOGEN Command Procedure







AUTOGEN Description

The AUTOGEN command procedure (SYS$UPDATE:AUTOGEN.COM) sets
appropriate values for system parameters and sizes for system page, swap, and
dump files. AUTOGEN runs automatically when you install or upgrade the
operating system. In addition, you can use AUTOGEN whenever you want to
reset system parameter values, system file sizes, or both. The new values and file
sizes take effect the next time the system is booted. For a list and description of
all system parameters, see the OpenVMS System Management Utilities Reference
Manual: M-Z.

AUTOGEN executes in phases with each phase performing a separate task. You
control which tasks AUTOGEN performs by specifying a start phase and an end
phase when you invoke AUTOGEN. For more information on the AUTOGEN
phases, see Section 6.3.

You can add commands to the file SYS$SYSTEM:MODPARAMS.DAT to control
the system parameter values and file sizes that AUTOGEN sets. AUTOGEN
uses the information in this file to determine final values for system parameters
or page, swap or dump file sizes. For more information, see the chapter about
managing system parameters in the OpenVMS System Manager’s Manual.

AUTOGEN can improve system performance by using dynamic information,
called feedback, gathered from the running system. You control how AUTOGEN
uses feedback by specifying an execution mode when you invoke AUTOGEN. To
direct AUTOGEN to use feedback to make its calculations, you run AUTOGEN in
feedback mode. After a period of time, you might want to execute AUTOGEN
in feedback mode to further refine system parameter settings. For more
information about AUTOGEN feedback, see Section 6.2.

6.1 When to Run AUTOGEN

Digital recommends that you run AUTOGEN in the following circumstances:
¢ During a new installation or upgrade.
e  Whenever your work load changes significantly.

*  When you add an optional (layered) software product. Certain layered
products might require you to execute AUTOGEN to adjust parameter values
and page and swap file sizes. (For information on using AUTOGEN to modify
page and swap files, see the chapter on managing page, swap, and dump
files in the OpenVMS System Manager’s Manual.) See the specific product
documentation for installation requirements.

*  When you install images with the /SHARED attribute. The GBLSECTIONS
and GBLPAGES parameters might need to be increased to accommodate
additional use Qf global pages and global sections.

¢ During normal operation, as part of a batch-oriented command procedure that
runs AUTOGEN on a regular basis and automatically sends a report to an
appropriate MAIL account. The recommended procedure is described in the
chapter on managing system parameters in the OpenVMS System Manager’s
Manual.

After a new operating system installation or upgrade, examine the results of
calculations that AUTOGEN made to determine whether AUTOGEN has set
system parameter values that are appropriate for your workload requirements.
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Table 6-1 lists the system parameters affected by AUTOGEN calculations. In
addition to these system parameters, AUTOGEN calculations also affect the size

of page, swap and dump files. Table 6-2 lists the system parameters affected by
AUTOGEN feedback.

Table 6-1 System Parameters Affected by AUTOGEN Calculations

ACP_DINDXCACHE
ACP_MAPCACHE
ACP_SYSACC
DUMPSTYLE
FREELIM
+GH_RSRVPGCNT
LNMSHASHTBL
tLOCKIDTBL_MAX
tMPW_THRESH

ACP_DIRCACHE
ACP_QUOCACHE
BALSETCNT
EXPECTED_VOTES
GBLPAGES
GROWLIM
LOCKDIRWT
MAXPROCESSCNT
MPW_LOLIMIT

ACP_HDRCACHE
ACP_SWAPFLGS
BORROWLIM
FREEGOAL
GBLSECTIONS
fITB_ENTRIES
LOCKIDTBL
MPW_HILIMIT
MPW_LOWAITLIMIT

MPW_WAITLIMIT MSCP_BUFFER MSCP_LOAD
NISCS_PORT_SERV NPAGEDYN NPAGEVIR
PAGEDYN PASTDGBUF PFCDEFAULT
TPHYSICALPAGES PIXSCAN PQL_DWSDEFAULT
PQL_DWSEXTENT PQL_DWSQUOTA PQL_MWSDEFAULT
PQL_MWSEXTENT PQL_MWSQUOTA RESHASHTBL
SCSCONNCNT SCSBUFFCNT tSCSRESPCNT
TSHADOW_MAX_COPY +SPTREQ $SWPOUTPGCNT
SYSMWCNT tVAXCLUSTER VIRTUALPAGECNT
VOTES WSDEC IWSINC

WSMAX ZERO_LIST_HI

tVAX specific

FAXP specific

6.2 Feedback

AUTOGEN feedback minimizes the need for you to modify parameter values or
system file sizes. Feedback allows AUTOGEN to automatically size the operating
system based on your actual work load. Sizing is the process of matching

the allocation of system resources (memory and disk space) with the workload

6-4

requirements of your site.

Feedback is information about how various resources are used by the system’s
work load. This information is continuously collected by the operating system
executive. Because the system collects feedback when exception events occur,

feedback collection does not affect system performance.

You control how AUTOGEN uses feedback by specifying an execution mode
when you invoke AUTOGEN. When run in feedback mode, AUTOGEN analyzes
this information and adjusts any related parameter values. For information on

controlling AUTOGEN’s use of feedback, see Section 6.4.
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AUTOGEN collects feedback during the SAVPARAMS phase by executing the
image SYS$SYSTEM:AGEN$FEEDBACK.EXE. AUTOGEN writes feedback
information to the file SYS$SYSTEM:AGENSFEEDBACK.DAT. This file is then
read during the GETDATA phase. For more information on AUTOGEN phases,
see Section 6.3.

Table 6-2 lists the system parameters affected by AUTOGEN feedback. In
addition to these system parameters, feedback also affects the size of page and
swap files.

Table 6-2 System Parameters Affected by AUTOGEN Feedback

ACP_DINDXCACHE ACP_DIRCACHE ACP_HDRCACHE
ACP_MAPCACHE GBLPAGES GBLSECTIONS
LOCKIDTBL TLOCKIDTBL_MAX LNMSHASHTBL
$GH_RSRVPGCNT {ITB_ENTRIES MAXPROCESSCNT
MSCP_BUFFER NPAGEDYN PAGEDYN
RESHASHTBL SCSBUFFCNT SCSCONNCNT
tSCSRESPCNT
+TVAX specific
+AXP specific

6.3 Phases

AUTOGEN executes in phases. You control which tasks AUTOGEN performs
by specifying a start phase and an end phase when you invoke AUTOGEN.
Table 6-3 lists the phases AUTOGEN can execute in order.

Table 6-3 AUTOGEN Phases

Phase Description

SAVPARAMS Saves dynamic feedback from the running system.

GETDATA Collects all data to be used in AUTOGEN calculations.

GENPARAMS Generates new system parameters; creates the installed image
list.

TESTFILES Displays the system page, swap, and dump file sizes calculated
by AUTOGEN (cannot be used as a start phase).

GENFILES Generates new system page, swap, and dump files if
appropriate (cannot be used as a start phase).

SETPARAMS Runs SYSMAN to set the new system parameters in the

default parameter file, saves the original parameters, and
generates a new parameter file, AUTOGEN.PAR.

SHUTDOWN Prepares the system to await a manual reboot.
REBOOT Automatically shuts down and reboots the system.
HELP Displays help information to the screen.

The following sections describe each phase in detail.
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6.3.1 SAVPARAMS

The SAVPARAMS phase records feedback in the file AGEN$FEEDBACK.DAT,
which can be used in subsequent AUTOGEN phases. If you specify
NOFEEDBACK as the execution-mode parameter, the information collected

is not used.

The SAVPARAMS phase is valid as a start phase and end-phase. SAVPARAMS
requires the SYSPRV and CMKRNL privileges.

Note

You can specify the SAVE_FEEDBACK option during an interactive
orderly shutdown with SYS$SYSTEM:SHUTDOWN.COM. Entering this
option in response to the prompt “Shutdown options:” records feedback

_ collected since the system was last booted. Using the SAVE_FEEDBACK
option creates a new version of SYS$SYSTEM:AGEN$FEEDBACK.DAT.
Run AUTOGEN from the GETDATA phase after the system reboots to
use this new version of the feedback.

6.3.2 GETDATA

The GETDATA phase collects the following information required for AUTOGEN
calculations and places it in the file PARAMS.DAT:

* Hardware configuration data

* Digital-supplied data from VMSPARAMS.DAT

e Feedback from AGENSFEEDBACK.DAT (if run in feedback mode)
* User-supplied data from MODPARAMS.DAT

The GETDATA phase also attempts to configure devices on the system, by
executing the following:

* The command procedure SYSSMANAGER:SYCONFIG.COM. (For more
information on this procedure, see the chapter on managing devices in the
OpenVMS System Manager’s Manual.)

¢ The SYSGEN command AUTOCONFIGURE ALL (unless the symbol
STARTUP$AUTOCONFIGURE_ALL is set to 0 in SYCONFIG.COM).

The GETDATA phase is valid as a start phase and an end phase. GETDATA
requires the SYSPRV and CMKRNL privileges.

6.3.3 GENPARAMS
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In the GENPARAMS phase, AUTOGEN calculates the parameter values based
on data stored in PARAMS.DAT and produces SETPARAMS.DAT as output.
AUTOGEN checks to see if feedback is included, and if so, uses it in the
calculations unless the NOFEEDBACK execution mode was specified when
AUTOGEN was invoked. Also during this phase, AUTOGEN generates the
known image file list (VMSIMAGES.DAT).

The GENPARAMS phase is valid as a start phase and an end phase.
GENPARAMS requires the SYSPRV and OPER privileges.
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6.3.4 TESTFILES"

The TESTFILES phase displays system page, swap, and dump file sizes
calculated by AUTOGEN. (This phase does not change the file sizes.)

File sizes for all currently installed primary and secondary page and swap
files are displayed. The information is directed to SYS$OUTPUT and the
AGEN$PARAMS.REPORT file by default.

Specify the TESTFILES phase to display AUTOGEN’s file size calculations;

to generate new sized files, specify the GENFILES phase. You cannot specify
both of these phases when invoking AUTOGEN. Digital recommends you use
TESTFILES to display the file size changes before actually generating new sized
files on your system.

The TESTFILES phase is valid only as an end phase. TESTFILES requires the
SYSPRYV privilege. :

6.3.5 GENFILES

The GENFILES phase generates the new page, swap, and dump files on the
system. This phase chnages the file sizes based on AUTOGEN’s calculations.

The GENFILES phase does not modify a file if the calculated size change is
within ten percent of the existing file size. The following files are affected:
PAGEFILE.SYS, SWAPFILE.SYS, SYSDUMP.DMP, and all other currently
installed page and swap files. For more information, see the chapter on managing
page, swap and dump files in the OpenVMS System Manager’s Manual.

GENFILES is valid only as an end phase. GENFILES requires the SYSPRV
privilege.

6.3.6 SETPARAMS

>

. AXP

The SETPARAMS phase uses as its input the SETPARAMS.DAT file created
during the GENPARAMS phase. In this phase, AUTOGEN runs SYSMAN to
update the system parameter values in the default parameter file.

On VAX systems, the default parameter file is SYS$SYSTEM:VAXVMSSYS.PAR.
AUTOGEN saves the current system parameters in the file
SYS$SYSTEM:VAXVMSSYS.OLD before updating these parameters in
SYS$SYSTEM:VAXVMSSYS.PAR. The new values are also saved in
SYS$SYSTEM:AUTOGEN.PAR. ¢

On AXP systems, SYS$SYSTEM:ALPHAVMSSYS.PAR is the default
parameter file. AUTOGEN saves the current system parameters in the
file SYS$SYSTEM:ALPHAVMSSYS.OLD before updating these parameters
in SYS$SYSTEM:ALPHAVMSSYS.PAR. The new values are also saved in
SYS$SYSTEM:AUTOGEN.PAR. ¢

The SETPARAMS phase is valid as a start phase and an end phase.
SETPARAMS requires the SYSPRV and OPER privileges.

6.3.7 SHUTDOWN

SHUTDOWN shuts down the system and awaits a manual reboot. To use the new
system parameter values generated in the SETPARAMS phase, specify either
SHUTDOWN or REBOOT as the end phase. You can define the logical name
AGEN$SHUTDOWN_TIME (using the DCL command DEFINE) to specify the
number of minutes before shutdown occurs.

SHUTDOWN requires the SETPRYV privilege.
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6.3.8 REBOOT

6.3.9 HELP

REBOOT automatically shuts down and reboots the system thus installing the
new parameter values. To install the new system parameter values generated
in the SETPARAMS phase, specify either SHUTDOWN or REBOOT as the end
phase. You can define the logical name AGEN$SHUTDOWN_TIME (using the
DCL command DEFINE) to specify the number of minutes before shutdown
oceurs.

REBOOT requires the SETPRV privilege.

HELP displays help information about AUTOGEN to the screen. The HELP
phase is only valid as the start phase command line parameter. When you specify
HELP for the start phase, the end phase and execution mode parameters are
ignored.

6.4 Execution Modes
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You specify an execution mode when you invoke AUTOGEN to control how
AUTOGEN uses feedback. Table 6—4 lists the execution-mode options.

Table 6-4 AUTOGEN Execution Modes

Option Description

FEEDBACK Specifies that AUTOGEN run in feedback mode, using dynamic
feedback collected during the SAVPARAMS phase to make its
calculations.

NOFEEDBACK Specifies that AUTOGEN not use feedback in the calculations.

The feedback from the SAVPARAMS phase is ignored. Use
NOFEEDBACK mode for the initial system installation or
upgrade. NOFEEDBACK supersedes the execution-mode option
INITIAL, which was used in a previous version of the operating
system.

CHECK_FEEDBACK Specifies that AUTOGEN use feedback in its calculations as long
as the feedback is valid. If feedback is suspect, AUTOGEN does
not use feedback in the calculations, but continues through the
specified end phase.

Blank If you do not specify an execution mode, AUTOGEN uses
feedback in the calculations by default. However, if AUTOGEN
determines that the feedback might be suspect, it performs
the calculations, issues the feedback report, and stops before
modifying any parameters or system files, even if you specified
an end phase of GENFILES, SETPARAMS, SHUTDOWN or
REBOOT.
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Table 6-5 lists the files AUTOGEN uses during each phase.

Table 6-5 Files Used by AUTOGEN

AUTOGEN Phase Input Files' Output Files'

SAVPARAMS None AGENS$FEEDBACK.DAT

GETDATA MODPARAMS.DAT PARAMS.DAT

VMSPARAMS.DAT
AGEN$FEEDBACK.DAT

GENPARAMS PARAMS.DAT SETPARAMS.DAT
VMSIMAGES.DAT
AGEN$PARAMS.REPORT

TESTFILES PARAMS.DAT SYS$OUTPUT

GENFILES PARAMS.DAT PAGEFILE.SYS
SWAPFILE.SYS
(and secondary page
and swap files)
SYSDUMP.DMP
AGEN$PARAMS.REPORT

SETPARAMS SETPARAMS.DAT tVAXVMSSYS.PAR
tALPHAVMSSYS.PAR
AUTOGEN.PAR
tVAXVMSSYS.OLD
tALPHAVMSSYS.OLD

SHUTDOWN None None

REBOOT None None

1All files except VMSIMAGES.DAT, which contains the installed image list, reside in the
SYS$SYSTEM directory. VMSIMAGES.DAT resides in the SYSSMANAGER directory.

tTVAX specific
AXP specific
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Format
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The AUTOGEN command procedure runs automatically when your system is
installed or upgraded to set appropriate values for system parameters and sizes
for system page, swap, and dump files.

Execute AUTOGEN to reset system parameter values and system file sizes. The
new values and file sizes take effect the next time the system is booted.

To invoke AUTOGEN enter a command in the following format at the DCL
command prompt:

@SYS$UPDATE:AUTOGEN [start-phase] [end-phase] [execution-mode]

Parameters

start-phase
Specify the phase where AUTOGEN is to begin executing. Table 6-3 lists the
options for the end-phase parameter.

The phase specified for start-phase must either precede or be identical to the
phase specified for end-phase, according to the sequence shown in Table 6-3. If
you do not supply an option for the start-phase parameter, enter a null argument
(that is, " ). If you do not specify a start phase, GENPARAMS is the default.

end-phase

Specify the phase where AUTOGEN is to complete executing. Table 6-3 lists the
options for the end-phase parameter. If you do not specify an end phase, the end
phase has the same value as the start phase by default.

execution-mode
Specify one of the following execution-mode options to control how AUTOGEN
uses feedback: ,

e FEEDBACK

¢ NOFEEDBACK

* CHECK_FEEDBACK
e Blank

Table 6—4 describes each execution-mode option.
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The Backup utility (BACKUP) helps you prevent data loss or corruption by
creating copies of your files, directories, and disks. In case of a problem—for
example, a disk drive failure—you can restore the backup copy and continue your
work with minimal disruption.

When you save files with BACKUP, it writes the files to a special file called a
save set. Save sets are written in a format that only BACKUP can interpret.
(A save set stored on a Files—11 disk is a standard VMS file, however, and can
be copied, renamed, deleted, or backed up. A save set stored on magnetic tape
should only be processed with the BACKUP command; do not use the DCL
command COPY to copy a magnetic tape save set to disk.)

Use BACKUP to perform the following tasks:

* Save disk files to a BACKUP save set.

* Restore files to disk from a BACKUP save set.
¢ Copy disk files to disk files.

* Compare disk files created by BACKUP or files in a BACKUP save set with
disk files .

e List information about the files in a BACKUP save set.

* Create and list journal files that record the results of BACKUP save
operations.

For specific information about performing these tasks, see the OpenVMS System
Manager’s Manual.

Note

Some layered products have their own special backup procedures. For
more information, see the layered product documentation.

Using BACKUP also eliminates disk fragmentation. Fragmentation can occur
as you create and extend files on a disk. If the file system cannot store files in
contiguous blocks, it stores them in noncontiguous pieces. Eventually, the disk
can become severely fragmented and system performance suffers. To eliminate
fragmentation, perform an image backup of the disk and restore the backup
copy. When you restore the image backup, BACKUP places the files on the disk
contiguously. '

Besides backing up your own files, directories, and disks, remember to back up
your VMS system disk. Depending on the policy at your site, individuals may be
responsible for backing up their system disks, or an operator or system manager
may perform the backup (as would likely be the case in a large, clustered
computer system). To back up a system disk, use a special version of the VMS
Backup utility called standalone BACKUP. Standalone BACKUP is described in
the OpenVMS System Manager’s Manual.
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There are several types of backup operations:

An image backup (also called a full backup) saves a copy of all the files on a
disk (or volume) to a save set. The first backup that you do on a disk must be
an image backup; you cannot perform an incremental backup first.

An image restore initializes the output disk and restores an entire volume.

An image copy operation initializes the output disk and copies an entire
volume; the image backup is a logical duplicate of the contents of the disk.

An image compare operation compares the contents of entire volumes.

Note

Because an image copy or backup operation processes all files on the input
volume, you cannot specify file-selection qualifiers for these operations.
You can, however, restore files and directories selectively from an image
save set.

If the output volume of an image operation is a disk, BACKUP stores all
files on the output volume contiguously, eliminating disk fragmentation and
creating contiguous free blocks of disk space.

An incremental backup saves only those files that have been created

or modified since the most recent backup that was performed using the
/RECORD qualifier. (The /RECORD qualifier records the date and time that
the files are backed up.)

An incremental restore operation restores an incremental save set. Specify
the command qualifier INCREMENTAL in an incremental restore operation.

A file operation processes individual files or directories.

A selective operation process files or volumes selectively, according to criteria
such as version number, file type, UIC, date and time of creation, expiration
date, or modification date.

Perform selective save operations by using wildcard characters and input
file-selection qualifiers (for example, /BACKUP, /BEFORE, /BY_OWNER
(/OWNER_UIC), /CREATED, /EXCLUDE, /EXPIRED, /MODIFIED, and
/SINCE).

A physical operation copies, saves, restores, or compares an entire volume in
terms of logical blocks, ignoring any file structure.

The following sections describe the BACKUP command line format.

7.1 BACKUP Command Line Format

To perform BACKUP operations, enter the DCL command BACKUP in the
following format:

BACKUP input-specifier output-specifier

BACKUP evaluates the input and output specifiers to determine which type of
operation to perform. BACKUP also uses the input specifier to locate the input
and directs output to the output specifier.
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7.2 BACKUP Input and Output Specifiers

BACKUP can process several different types of input and output. Depending on

the type of operation being executed, input and output specifiers can be standard
VMS file specifications, BACKUP save-set specifications, or device specifications.

Device specifications can refer to disk or magnetic tape volumes.

You can specify any valid VMS file specification as BACKUP input or output
specifiers; however, BACKUP does not allow node names in BACKUP file
specifications. You can use wildcard characters, and you can list multiple file
specifications as input to a single BACKUP operation.

A BACKUP save-set specification is the file specification of a BACKUP save set.
When you use BACKUP to save files or volumes, it writes your files to a save
set. You can specify the save set as input to other BACKUP operations. When
specifying a save set, follow the rules for specifying a VMS file. The OpenVMS
User’s Manual describes valid specifications for disk files; the OpenVMS System
Manager’s Manual explains the rules for specifying magnetic tape files. There is
no default file type for a save-set specification, although it is customary to use
BCK or SAV.

The save-set name can be any valid VMS file name and type. However, when
you create a save set on magnetic tape, the save-set name has the following
restrictions:

* The entire save-set name cannot exceed 17 characters, including the period
delimiter.

*  You cannot specify a version number.
* You cannot specify a directory name.

Device specifications used as BACKUP input or output specifiers follow the
conventions for specifying devices outlined in the OpenVMS User’s Manual.

By default, BACKUP treats an input or output specifier referring to a Files—11
disk as a file specification. Therefore, to identify a save set on a Files—11 volume,
you must include the /SAVE_SET qualifier with the specifier (see /SAVE_SET).
BACKUP treats input and output specifiers referring to magnetic tape as save
sets.

Note

You cannot specify a save set for both the input and output specifier of
a BACKUP command. For this reason, you cannot perform a BACKUP
operation from one magnetic tape to another.

Table 7-1 shows input and output specifiers for each type of BACKUP operation.

Table 7-1 BACKUP Input and Output by Operation Type

Operation Format
Save BACKUP file-spec save-set-spec
Save (image) BACKUP/IMAGE device-spec save-set-spec

(continued on next page)

7-5



BACKUP Description

Table 7-1 (Cont.) BACKUP Input and Output by Operation Type

Operation

Format

Save (physical to disk)
Save (physical to tape)
Restore

Restore (image)

Restore (physical from
disk)

Restore (physical from
tape)

Copy
Copy (image)

Compare

BACKUP/PHYSICAL device-spec device-spec
BACKUP/PHYSICAL device-spec save-set-spec
BACKUP save-set-spec file-spec
BACKUP/IMAGE save-set-spec device-spec
BACKUP/PHYSICAL save-set-spec device-spec

BACKUP/PHYSICAL save-set-spec device-spec

BACKUP file-spec file-spec
BACKUP/IMAGE device-spec device-spec
BACKUP/COMPARE file-spec file-spec

BACKUP/COMPARE save-set-spec file-spec

BACKUP/COMPARE/IMAGE save-set-spec device-spec
BACKUP/COMPARE/IMAGE device-spec device-spec

BACKUP/COMPARE/PHYSICAL device-spec device-spec
BACKUP/COMPARE/PHYSICAL save-set-spec device-spec

List! ‘ BACKUP/LIST[=file-spec] save-set-spec
BACKUP/LIST[=file-spec] device-spec

BACKUP/JOURNALI[=file-spec] file-spec save-set-spec
BACKUP/JOURNAL[=file-spec)/LIST[=file-spec]

Compare (image)

Compare (physical)

Create Journal

List Journal

1Can also be used in conjunction with any other operation listed here.

7.2.1 Input and Output Specifier Element Lists

An element list is a list of arguments specified with a command or qualifier.
The arguments, or elements, in the list are separated by commas. Element
lists relating to input or output specifiers are allowed only in the following
circumstances:

¢ If an input specifier refers to a Files—11 disk, you can construct lists from
standard VMS file specifications, as follows:

$ BACKUP
_From: DUAO:[DATA]A.DAT,B.DAT, [PROGRAMS JTEST.EXE
_To: MSA0:TEST.SAV/LABEL=DLY101

¢ If an input specifier or an output specifier refers to a BACKUP save set on
magnetic tape or sequential disk, you can specify more than one device name
to be used in the operation. This allows you to process multivolume save sets
efficiently by specifying the order in which devices will be used. The first
volume is processed until it is full. The second (or subsequent) volume is
processed while the media in the first (or previous) volume is being changed.
However, the save-set name must appear with the first element in the list
and must not appear in subsequent elements in the list.

In the following example, BACKUP first saves data to a tape in drive MSAO,
then to a tape in drive MSA1l. When the tape in drive MSA1 is full, BACKUP
saves data to a fresh tape in MSAO.
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$ BACKUP
_From: DUAO:[DATA]*.*,DUAO: [ PROGRAMS]*. *
“To: MSAQ:TEST.SAV,MSAl:/LABEL=WKLY01

¢ If you are performing an image operation on a volume set, you can specify
element lists in the input and output specifiers. In the following example,
BACKUP first restores the save set TEST.SAV from the tape in drive MSAO,
and then continues to restore the save set from the tape in drive MSA1.
BACKUP first restores this save set to DUAO. When DUAO is full, BACKUP
continues the restore operation to DUAL.

$ BACKUP/IMAGE
_Prom: MSAQ:TEST.SAV,MSAl:
“To: DUAQ:[DATA...],DUAL:

7.2.2 BACKUP Qualifiers
You can also affect BACKUP operations by specifiying qualifiers. BACKUP has
five types of qualifiers:

¢ Command qualifiers allow you to modify the default action of a BACKUP
command. You can place command qualifiers anywhere in the command line.
Command qualifiers act upon every file in the input or output specifier.

¢ Input file-selection qualifiers select files from the input specifier. Place
them immediately after the input specifier.

* Input save-set qualifiers affect the way BACKUP handles an input save set
during a restore operation. Place them immediately after the input specifier.

¢ QOutput file qualifiers change the way output files are restored. Place them
immediately after the output specifier.

* Output save-set qualifiers affect the way BACKUP processes an output
save set during a save operation. Place them immediately after the output
specifier.

Note

You cannot use input and output qualifiers in image operations.

It is important to understand the differences between the types of qualifiers. The
position of qualifiers in the BACKUP command line affects the results of the
command. Although command qualifiers can be placed anywhere in the command
line, input- and output-specifier qualifiers are position-dependent. That is, input-
specifier qualifiers must be placed immediately after the input specifier, and
output-specifier qualifiers must be placed immediately after the output specifier.

Additionally, several BACKUP qualifiers are both input-specifier qualifers and
output-specifier qualfiers. To achieve the results you want from a BACKUP
command, ensure that you place position-dependent qualifiers correctly. For
example, use the /SAVE_SET qualifier as an output save-set qualifier in a
BACKUP save operation and as an input save-set qualifier in a BACKUP restore
operation.

Appendix H contains more information about valid combinations of BACKUP
qualifiers.
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7.2.3 Using Wildcard Characters with BACKUP
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BACKUP allows you to use wildcard characters in file specifications to represent
directories, file names, file types, and version numbers. Omitted file names, file
types, or version numbers are assumed to be the asterisk wildcard character. For
instance, if you omit the version number, BACKUP processes all versions. (For
introductory information on wildcard characters, refer to the OpenVMS User’s
Manual.)

You can use any valid DCL wildcard character with input specifiers that are
Files—11 media or with the /SELECT and /EXCLUDE qualifiers. Note, however,
that the symbols denoting the latest versions of files (;) and relative versions of
files (;-n) are processed as the asterisk wildcard character (;*) when they are used
with the /EXCLUDE and /SELECT qualifiers.

You cannot use wildcard characters in BACKUP save-set specifications unless the
save sets are input specifiers on tape.

Using Wildcard Characters to Represent Directories

Table 7-2 lists the types of directory wildcards allowed for output specifiers that
are Files—11 media.

Table 7-2 Wildcards for Files—11 Output Specifiers

Directory Wildcard Result

omitted If a directory name is omitted, BACKUP restores file to the
current default directory [].

[*...1] BACKUP restores files to the directory from which they
were saved.

[directory] BACKUP restores files to the named directory.

[directory ... ] The wildcard characters used in the specification of the

input files determine the directory to which BACKUP
restores the files.

d Note

If you specify directory wildcard characters incorrectly and your
directories contain many levels of subdirectories, you risk losing the
lower level subdirectories in BACKUP operations because VMS directory
trees can have only eight levels.

The following example uses the directory wildcard format [directory . .. ] for both
the input and the output specifiers:

$ BACKUP [OSCAR...] [JOE.RECEIVED...]

In this example, BACKUP creates a directory named [JOE.RECEIVED] (if it does
not already exist) as well as subdirectories that correspond to the subdirectories
of [OSCAR]. BACKUP copies all files from the directory [OSCAR] and its
subdirectories to [JOE.RECEIVED] and its subdirectories. If [OSCAR] has

eight levels of directories, however, BACKUP is unable to create a corresponding
ninth-level subdirectory to [JOE.RECEIVED]; the eighth-level subdirectory to
[OSCARY] is not copied.
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If you use the asterisk wildcard character (*) to represent subdirectories in

the input specifier of a copy operation, BACKUP creates subdirectories to the
directory specified in the output specifier that correspond to the subdirectories
in the input specifier. BACKUP then copies all files from the lowest level
subdirectory in the input specifier to the lowest level subdirectory in the output
specifier. In the following example, the asterisk represents subdirectories named
MONDAY and TUESDAY:

$ BACKUP [SAM.WORK.*.WEDNESDAY] [JAMES...]

In this example, BACKUP creates a subdirectory named
[JAMES.MONDAY.TUESDAY.WEDNESDAY]. In doing so, BACKUP
copies the file MONDAY.DIR to [JAMES], copies the file TUESDAY.DIR
to [JAMES.MONDAY], and copies the file WEDNESDAY.DIR

to [JAMES.MONDAY.TUESDAY]. Then BACKUP copies all

files from [SAM.WORK.MONDAY.TUESDAY.WEDNESDAY] to
[JAMES.MONDAY.TUESDAY.WEDNESDAY].

In a restore operation, the input specifier defaults to [* ... ] if the input
save-set qualifier /SELECT is not used; this is important if you use the form
[directory . .. ]in the output specifier. The function of the wildcard [* ... ] is
to carry over the entire directory name from the first level on and to place it
before the ellipsis in the output specifier. Thus, if the save set in the following
example contains the directory tree [SAVE . .. ], the restored directory tree will
be [WORK.SAVE ... |

$§ BACKUP MTAQ:SAVE.BCK [WORK...]

Note that the result will be the same, even if your output specifier has the same
name as the directory in the input specifier, as shown in the following example:

$ BACKUP MTAO:SAVE.BCK [SAVE...]

The preceding command restores the directory tree [SAVE ... ] to a directory
tree named [SAVE.SAVE . .. 1.

The following command restores the directory tree [SAVE ... ] to a directory tree
named [WORK ... ]:

$ BACKUP MTAO:SAVE.BCK/SELECT=[SAVE...] [WORK...]

There are two ways to retain the original directory name when you restore files.
You must either use the form [* ... ] for the output specifier, or you must specify
the input save-set qualifier /SELECT. The following example uses the form

[* ... ]lin the output specifier to restore the directory tree [SAVE ... ] in save
set SAVE.BCK to the directory tree [SAVE ... ]

§ BACKUP MTAO:SAVE.BCK [*...]

The input save-set qualifier /SELECT causes only the ellipsis portion of the
selected file specification to be carried over to the directory tree named in the
output specifier [directory ... ]. The following command restores [SAVE ... ] to
[SAVE ... I

$ BACKUP MTAO:SAVE.BCK/SELECT=[SAVE...] [SAVE...]
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Format

By duplicating files or volumes of files, the Backup utility (BACKUP) protects
data from loss or corruption.

BACKUP is intended for use primarily by system managers and operators to
protect public media. However, anyone can use BACKUP to make personal
BACKUP copies and to transport files between VMS systems.

Standalone BACKUP is a version of the Backup utility that is bootstrapped into
main memory instead of running under the control of the VMS operating system.
Standalone BACKUP uses a subset of BACKUP qualifiers to perform image and
physical BACKUP operations.

BACKUP input-specifier output-specifier

Parameters

input specifier

Specifies the input for the BACKUP operation. The input specifier can be a
standard VMS file specification, a BACKUP save-set specification, or a device

name. If the input specifier is a save-set specification on disk, it must include the
input save-set qualifier /SAVE_SET.

DECnet node names are allowed only in save-set specifications.

Wildcards are permitted in standard VMS file specifications and in save-set
specifications if they are on magnetic tape.

output specifier

Specifies the output for the BACKUP operation. The output specifier, like the
input specifier, can be either a standard VMS file specification, a BACKUP save-
set specification, or a device name. If the output specifier is a save set on disk, it
must include the output save-set qualifier /SAVE_SET.

DECnet node names are allowed only in save-set specifications.

You can use wildcard characters if the output specifier is a Files—11 volume. You
cannot use wildcard characters if the output specifier is a BACKUP save set or a
volume created by a BACKUP/PHYSICAL or BACKUP/IMAGE operation. Refer
to Section 7.2.3 for restrictions on the use of wildcard characters in BACKUP
commands.

Usage Summary
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To invoke online BACKUP, enter an appropriate BACKUP command at the DCL
prompt. For instructions on invoking standalone BACKUP, refer to the OpenVMS
System Manager’s Manual.

When you enter a BACKUP command, BACKUP evaluates the input and output
specifier and qualifiers to determine the type of operation to perform. BACKUP
uses the input specifier to locate the input to the utility and directs output to
the output specifier, which can be a file or a save set on disk or a save set on
magnetic tape.
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After executing the command, BACKUP returns to DCL command level. If you
want to halt the execution of a BACKUP command prematurely, press Ctrl/Y. If
BACKUP is creating a file when you press Ctrl/Y, the file is closed immediately
and only partially created.

You need the user privilege TMPMBX to send messages to operator terminals
when using BACKUP in batch mode. If you are performing a save operation to

a volume set of sequential disks, you must have the user privilege PHY_IO or
LOG_IO to write to a continuation volume. The use of several BACKUP qualifiers
also requires privileges; these are noted in the appropriate qualifier descriptions.
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This section describes and provides examples of each BACKUP qualifier. Make
sure that you understand how the position of BACKUP qualifiers affects
BACKUP operations. See Section 7.1 for information on the BACKUP command
line format. Table 7-3 summarizes the BACKUP qualifiers.
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Table 7-3 BACKUP Qualifier Summary

Qualifier

Description

/ASSIST
/BACKUP

/BEFORE
/BLOCK_SIZE

/BRIEF

/BUFFER_COUNT
/BY_OWNER

/COMMENT
/COMPARE
/CONFIRM

/CRC

/CREATED

/DELETE

/DENSITY
/EXACT_ORDER

/EXCLUDE

Allows operator or user intervention if a request to mount a
magnetic tape fails during a BACKUP operation.

Selects files according to the BACKUP date written in the file
header record by the BACKUP/RECORD command.

Selects files dated earlier than the date and time you specify.

Specifies the output block size in bytes for data records in a
BACKUP save set.

Causes the /LIST qualifier to display the file specification, size
(in blocks), and creation date for each file in the save set.

This qualifier is obsolete and has no effect.
As an input file-selection qualifier, /BY_OWNER causes
BACKUP to process files owned by the specified UIC.

As an output file qualifier, /BY_OWNER redefines the owner
user identification code (UIC) for restored files.

As an output save-set qualifier, / BY_OWNER specifies the
owner user identification code (UIC) of the save set.

Places the string that you supply into the BACKUP summary
record of the output save set.

Causes BACKUP to compare the contents of the first
parameter with the contents of the second parameter.

Displays prompts on your terminal for confirmation before
processing each file.

As an input save-set qualifier, /CRC checks the software cyclic
redundancy check (CRC) encoded in the save set’s data blocks.

As an output save-set qualifier, /CRC specifies that the CRC
is to be computed and stored in the data blocks of the output
save set.

Selects files according to the value of the creation date field in
each file header record.

Specifies that a BACKUP save or copy operation is to delete
the selected input files from the input volume after all files
have been successfully processed.

Specifies the recording density of the output magnetic tape in
bits per inch (bits/in).

Specifies the exact order of tape volume labels that you want
to use in a BACKUP operation.

Excludes files from processing that otherwise meet the
selection criteria for a save or copy operation.

(continued on next page)



BACKUP Qualifiers

Table 7-3 (Cont.) BACKUP Qualifier Summary

Qualifier Description

/EXPIRED Selects files according to the value of the expiration date field
in each file header record.

/FAST Processes the input specifier using a fast file scan to reduce
processing time.

/FULL Displays the information produced by the /LIST command
qualifier in a format similar to that displayed by the DCL
command DIRECTORY/FULL.

/GROUP_SIZE Defines the number of blocks BACKUP places in each
redundancy group.

/IGNORE Specifies that a BACKUP save or copy operation will override
restrictions placed on files or will not perform tape label
processing checks.

IMAGE Directs BACKUP to process an entire volume or volume set.

/INCREMENTAL Allows you to restore a disk volume from a series of
incremental save sets.

/INITIALIZE Initializes an output disk volume, making its entire previous
contents unavailable.

/INTERCHANGE Directs BACKUP to process files in a manner suitable for data
interchange (software distribution) by excluding information
that would prevent other utilities or sites from reading the
BACKUP save set.

/JOURNAL Specifies that a BACKUP save operation is to create, or append
information to, a BACKUP journal file.

/LABEL Specifies the 1- to 6- character volume labels for the magnetic
tapes to which the save set is written.

/LIST Lists information about a BACKUP save set and about the files
in a save set.

LOG Displays the file specification of each file processed during the

/MEDIA_FORMAT
/MODIFIED

/NEW_VERSION

/OVERLAY

/OWNER_UIC

/PHYSICAL

operation on SYS$OUTPUT.

Controls whether data records are automatically compacted
and blocked together.

Selects files according to the value of the modified date field
(the date the file was last modified) in each file header record.

Creates a new version of a file if a file with an identical
specification already exists at the location to which the file is
being restored or copied.

Writes over an existing file when an identically named file is
encountered during the restore operation.

The /OWNER_UIC qualifier has been superseded by the /BY_
OWNER qualifier. Digital recommends that you substitute
/BY_OWNER for OWNER_UIC in command procedures and
operator instructions. See the description of the /BY_OWNER
qualifier for more information.

Specifies that a BACKUP operation is to ignore any file
structure on the input volume and to process the volume in
terms of logical blocks.

(continued on next page)
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Table 7-3 (Cont.) BACKUP Qualifier Summary

Qualifier Description

/PROTECTION When you create a save set on disk, this qualifier defines
the protection to be applied to an output save set. When you
create a save set on magnetic tape, this qualifier defines the
protection to be applied to the magnetic tape volume.

/RECORD Records the current date and time in the BACKUP date field

/RELEASE_TAPE

/REPLACE

/REWIND

/SAVE_SET

/SELECT
/SINCE

/TAPE_EXPIRATION

/TRUNCATE

/VERIFY

/NOLUME

of each file header record once a file is successfully saved or
copied.

Dismounts and unloads a tape after a BACKUP save operation
either writes and verifies the save set, or reaches the end of
the tape.

Replaces a file on the output specifier with an identically
named file from the input specifier.

As an input save-set qualifier, / REWIND rewinds the input
tape reel to the beginning-of-tape marker before reading the
input volume.

As an output save-set qualifier, REWIND rewinds the output
tape to the beginning-of-tape marker and initializes the output
tape.

As an input save-set qualifier, /SAVE_SET directs BACKUP to
treat the input file as a BACKUP save set.

As an output save-set qualifier, /SAVE_SET directs BACKUP
to treat the output file as a BACKUP save set.
Selects the specified files for processing.

Selects files dated equal to or later than the specified date and
time.

Writes a file expiration date other than the current date to the
file header label of the save set.

Controls whether a copy or restore operation truncates a
sequential output file at the end-of-file (EOF) when creating it.

Specifies that the contents of the output specifier be compared
with the contents of the input specifier after a save, restore, or
copy operation is completed.

Indicates that a specific disk volume in a disk volume set is to
be processed.

/ASSIST

Format
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Command Qualifier

Allows operator or user intervention during a BACKUP operation if a magnetic
tape mount request fails or if an operation requires another volume.

/[NOJASSIST input-specifier output-specifier



Description

Example

BACKUP
/ASSIST

The /ASSIST qualifier causes BACKUP to send messages to operator terminals
when a failure occurs during a BACKUP mount request or when an operation
requires another volume. BACKUP sends messages to operator terminals enabled
to receive TAPES and CENTRAL messages. (See the description of the REPLY
command in the OpenVMS DCL Dictionary for information about enabling and
disabling operator terminals.) If a failure occurs, the operator can either abort
the operation or correct the error condition and allow the operation to continue.

If no operator terminal is enabled to receive TAPES and CENTRAL messages
and to respond to a mount assist request, a message is displayed informing the
user of the situation. If a volume is placed in the requested drive, no additional
operator response is necessary. Any operator reply to a mount request is written
to SYS$OUTPUT. When BACKUP is run interactively, SYS$OUTPUT is the
user’s terminal. When BACKUP is run in batch mode, SYS$OUTPUT is the
batch job log file.

If you specify /NOASSIST, mount messages appear on your terminal and are not
sent to the operator.

The default is /ASSIST. The /NOASSIST qualifier has no effect if the logical name
SYS$COMMAND points to a device that is not a terminal (as is the case when
you run BACKUP in a batch job). Specifying /NOASSIST when BACKUP is run
in batch mode has no effect.

$ BACKUP/NOASSIST [PAYROLL]*.*;* MTAl:PAYROLL.BCK/LABEL=WKY101l

This command mounts the volume labeled WKY101 on the MTA1 tape drive and
copies all files in the [PAYROLL] directory to a save set named PAYROLL.BCK.
The /NOASSIST qualifier directs BACKUP to send mount messages to your
terminal rather than to the operator terminal. The WKY101 label indicates that
WKY101 is a weekly BACKUP tape in group 1, volume number 01. (If the volume
label of the tape is not WKY101, you can direct BACKUP to write the save set to
the tape by choosing the OVERWRITE option at the BACKUP> prompt.)

/BACKUP

Format

Input File-Selection Qualifier

Selects files according to the BACKUP date written in the file header record by
the BACKUP/RECORD command.

input-specifie/BEFORE=time/BACKUP output-specifier
input-specifier/SINCE=time/BACKUP output-specifier
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/BACKUP

Description

Examples

The /BACKUP qualifier is valid with Files—11 Structure Level 2 volumes only
and must be used with either the /BEFORE or /SINCE qualifier. You cannot use
/BACKUP with the /CREATED, /MODIFIED, or /EXPIRED qualifiers in an image
operation or in a physical operation.

The /BACKUP qualifier selects files by comparing the date and time recorded in
the BACKUP field of the file header record with the date and time specified with
the /BEFORE or /SINCE qualifier. The date and time recorded in the file header
record is the date and time the file was last saved or copied using the /RECORD
command qualifier.

When you use /BACKUP with /BEFORE, files with a BACKUP date prior to the
specified date or time are selected. Files with no BACKUP date ((RECORD was
not specified when the file was saved or copied) are also selected.

When you use /BACKUP with /SINCE, files with a BACKUP date equal to or
later than the specified date or time are selected. Files with no BACKUP date
(/RECORD was not specified when the file was saved or copied) are also selected.

1. §$ BACKUP/RECORD
_From: [PAYROLL]*.*;*/BEFORE=01-SEP-1993/BACKUP
_To: MTA1:SEP01.BCK

In this command, the /BACKUP qualifier combined with the /BEFORE
qualifier saves all versions of all files in the directory [PAYROLL] that have
a BACKUP date written before September 1, 1993. The command qualifier
/RECORD writes the date and time of the save operation to the file header
record of each saved file.

2. $ BACKUP/RECORD [ACCOUNTS...]/SINCE=YESTERDAY/BACKUP MTAl:ACC.BCK

In this command, the /BACKUP qualifier combined with the /SINCE qualifier
saves all files in all subdirectories of [ACCOUNTS] that have a BACKUP date
written since yesterday (24 hours before midnight last night). The command
qualifier /RECORD writes the date and time of the save operation to the file
header record of each saved file.

/BEFORE

Format
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Input File-Selection Qualifier
Selects files dated earlier than the date and time you specify.

input-specifieryBEFORE=time output-specifier



Description

Example

BACKUP
/BEFORE

The /BEFORE qualifier selects files by comparing the date and time in the
specified field of each file header record with the date and time you specify in the
command line. The following list shows the other input file-selection qualifiers
you can use with /BEFORE and their functions. Use these other qualifiers only
one at a time in your command line.

/BACKUP Selects files last saved or copied by BACKUP/RECORD
before the date specified. Also selects files with no BACKUP
date.

/CREATED Selects files created before the date specified.

/EXPIRED Selects files that have expired as of the date specified.

/MODIFIED Selects files last modified before the date specified. If you

specify /BEFORE without another qualifier, / MODIFIED is
used by default.

Specify the date and time as a delta time or as an absolute time using the format
[dd-mmm-yyyy[:]l[hh:mm:ss.cc]. You can also use one of the following reserved
words to specify the date and time:

BACKUP The BACKUP date of the file written by a previous BACKUP
/RECORD operation (available only on Files—-11 Structure
Level 2 volumes)

TODAY The current day, month, and year at 00:00:00.0 o’clock
TOMORROW 24 hours after midnight last night
YESTERDAY 24 hours before midnight last night

The /BEFORE qualifier is not valid in incremental restore operations.

$ BACKUP [POLICIES]*.*;*/BEFORE=TODAY/EXPIRED DMAL:OLDPOL.BCK/SAVE_SET

This command saves all files in the directory [POLICIES] that have expiration
dates preceding today’s date.

/BLOCK_SIZE

Format

Description

Output Save-Set Qualifier
Specifies the output block size in bytes for data records in a BACKUP save set.

input-specifier output-save-set-spec/BLOCK_SIZE=n

You can specify a block size between 2048 and 65,535 bytes. BACKUP may
adjust this value according to the constraints of the BACKUP format. Although
BACKUP may adjust the block size you specify, it does not adjust the block size
over the maximum of 65,535.
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If you specify /BLOCK_SIZE in a magnetic tape save operation, BACKUP ignores
any block size defined by the /BLOCK_SIZE qualifier to the DCL command
MOUNT.

If the block size is set to a large value for a save set on magnetic tape, it is
possible for the magnetic tape to run off its reel or for a large number of write
errors to be logged. If this occurs, avoid using large block sizes. If the problem
recurs with the same magnetic tape, avoid using that tape for future BACKUP
operations.

The default block size for magnetic tape is 8192 bytes; the default for disk is
32,256 bytes.

Example

$ BACKUP/RECORD DRA2:[LEE...}/SINCE=BACKUP MTAQ:SAVEWORK.BCK/BLOCK_SIZE=10000

This command saves a directory tree on DRA2 to a magnetic tape mounted
on drive MTAQ. The input file-selection qualifier /SINCE=BACKUP instructs
BACKUP to process only those files in the specified directory tree that have
been modified since the last BACKUP/RECORD operation. The output save-
set qualifier /BLOCK_SIZE directs BACKUP to assign a block size of 10,240
(BACKUP rounds the specified block size of 10,000 up to the next multiple of
512).

/BRIEF

Command Qualifier

Lists the file specification, size, and creation date for each file in the save set.
(The size listed is the actual size of the file saved, rather than the number of
blocks allocated to the file.) The /BRIEF qualifier is valid only with the /LIST
qualifier and is the default format for BACKUP listings. Specify the /FULL
qualifier to list the information in a format similar to that displayed by the DCL
command DIRECTORY/FULL.

Format
/LIST/BRIEF save-set-spec
Example

$ BACKUP/LIST/BRIEF DBA2:[SAVE]23MAR93.BCK/SAVE_SET

Listing of save set(s)

Save set: 23MAR93.BCK

Written by: MOROCI

UIC: [000200,000200]

Date: 23-MAR-1993 14:18:16.96

Command: BACKUP [SAVE] DBAZ:[SAVE]23MAR93.BCK/SAVE_SET

Operating system: VAX/VMS version 5.5
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BACKUP version: V5.5
CPU ID register: 08000000

Node name: _SUzI::

Written on: _DBA2:

Block size: 32,256

Group size: 10

Buffer count: 3

[SAVE ] INFO.TXT; 4 5 4-FEB-1993 13:12
[SAVE)LAST.DAT;1 1 18-JAN-1993 14:11
[ SAVE ]JWORK.DAT; 3 33 1-JAN-1993 10:02

Total of 3 files, 39 blocks
End of save set

This command lists the BACKUP summary information and the file name, size,
and creation date for each file in the save set. Note that the input save-set
qualifier /SAVE_SET is required to identify the input specifier as a save set on a
Files—11 medium.

/BUFFER_COUNT

Command Qualifier

This qualifier is obsolete. You can still specify the /BUFFER_COUNT qualifier,
although it has no effect. (This ensures that command procedures containing this
qualifier will still operate correctly.) Digital recommends that you remove the
/BUFFER_COUNT qualifier from command procedures.

/BY_OWNER

Format

Description

Input File-Selection Qualifier

Selects files for processing according to the user identification code (UIC).

input-specifier/BY_OWNER[=[uic]] output-specifier

If you specify /BY_OWNER without a UIC, BACKUP selects all files whose UIC
matches that of the current process.

Specify either a numeric UIC as octal numbers or an alphanumeric UIC in the

form [g,m]. Wildcards are permitted. Note that the brackets are required.

[g,m]

g An octal number in the range 0 to 37776 representing the group number
or an alphanumeric group name

m An octal number in the range 0 to 177776 representing the member
number or an alphanumeric member name

If you do not specify /BY_OWNER, BACKUP processes all files specified by the
input specifier.
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/BY_OWNER

Examples

1. § BACKUP [SNOW...]/BY_OWNER MT$DRIVE:SNOW.BCK/LABEL=TAPE(1

In this example, BACKUP mounts the tape with the label TAPEO1 on drive
MT$DRIVE and saves all files in the directory and subdirectories of [SNOW]
with the UIC of the current default process to the save set SNOW.BCK.

2. $ BACKUP [SUNDANCE]/BY OWNER=[727,46] DBAl:STABLE.BCK/SAVE SET

In this example, all files in the directory [SUNDANCE] with an owner UIC of
[727,46] are saved to the sequential-disk save set STABLE.BCK on DBA1.

/BY_OWNER

Format

Description
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Output File Qualifier

Redefines the owner user identification code (UIC) for restored files.

input-specifier output-specifier/BY_OWNER[=option]

The following are available options:

DEFAULT

ORIGINAL

PARENT

[uic]

Sets the owner UIC to the user’s current default UIC. This
option is the default if you do not specify the /BY_OWNER
qualifier, except in image and incremental restore operations,
when ORIGINAL is the default option.

Retains the owner UIC of the file being restored. This option
is the default if you specify the /BY_OWNER qualifier with
no option. This option is also the default for incremental
restore operations. To use this option, the UIC must be
yours, or you must have the SYSPRV user privilege or be the
owner of the output volume.

Sets the owner UIC to the owner UIC of the directory to
which the file is being restored or copied. To use this option,
the parent UIC must be yours, or you must have the SYSPRV
user privilege or be the owner of the output volume.

Sets the owner UIC to the UIC specified. Use the [g,m]
format (as described in the input file-selection qualifier /BY_
OWNER). To use this option, the UIC must be yours, or you
must have the SYSPRV user privilege or be the owner of the
output volume.

In restore operations where the command qualifier IMAGE or INCREMENTAL
is specified, the default is /BY_OWNER=ORIGINAL.
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/BY_OWNER
Example
$ BACKUP DBAZ:ACCOUNTS.BCK/SAVE_SET [CLEAVER...]/BY_OWNER=PARENT
In this example, the sequential-disk save set ACCOUNTS.BCK is restored to the
directory tree [CLEAVER...], assigning each restored file the owner UIC of the
[CLEAVER] directory.
/BY_OWNER
Output Save-Set Qualifier
Specifies the owner user identification code (UIC) of the save set.
Format

Description

input-specifier output-save-set-spec/BY_OWNER=uic

If the /BY_OWNER qualifier is omitted, the UIC of the current process is used.
To use this qualifier on Files—11 save sets, you need the user privilege SYSPRY,
or the UIC must be your own.

Specify either a numeric UIC as octal numbers or an alphanumeric UIC in the
form [g,m]. Wildcards are permitted. Note that the brackets are required.

[g,m]

g An octal number in the range 0 to 37776 representing the group number
or alphanumeric group name

m An octal number in the range 0 to 177776 representing the member
number or alphanumeric member name

Example
$ BACKUP [CLEAVER...] MFAZ:ACCOUNTS.BCK/BY_QWNER=[301,310]/LABEL=TAPE01
In this example, BACKUP mounts the tape with the label TAPEQ1 on drive
MFA2. Next, BACKUP saves the directory tree [CLEAVER...] to a save set
named ACCOUNTS.BCK. The output save-set qualifier /BY_OWNER assigns an
owner UIC of [301,310] to the save set.

/ICOMMENT

Output Save-Set Qualifier

Places a comment in an output save set. If the comment string is longer than
one word or if it contains nonalphanumeric characters, you must enclose it in
quotation marks (" " ). A comment can contain up to 1024 characters.
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Format

Example

input-specifier output-save-set-spec /COMMENT=string

$ BACKUP [REMARKS ] DMAl:ZOJULREM.BCK/SAVE_SET -
S /COMMENT="Remote operations for July 20, 1993"
$ BACKUP/LIST DMAl:ZOJULREM.BCK/SAVE_SET

Listing of save set

Save set: 20JULREM.BCK

Written by: WALRUS

UIC: [360,054]

Date: 20-JUL-1993 15:22:06.62

Command: BACKUP [REMARKS] DMAI:20JULREM.BCK/SAVE_SET/COMMENT=Remote
operations for July 20, 1993

Operating system: VMS Version V5.5

BACKUP version: V5.5

CPU ID register: 0138084C
Node name: _ABBEY::
Written on: _ABBEY$DMAL:
Block size: 32256

Group size: 10

Buffer count: 3

[REMARKS | BAC.RES; 1 2 20-JUL-1993 14:13
[REMARKS |COM.LIS;1 1 20-JUL-1993 14:04
[REMARKS |DTOP.DIR; 1 1 20-JUL-1993 14:18

.

Total of 40 files, 535 blocks
End of save set

The first BACKUP command saves the directory [REMARKS] to a sequential-disk
save set and records a comment. The BACKUP/LIST command displays the
contents of the newly created save set. Note that the /SAVE_SET qualifier is
required when creating a save set on disk.

/COMPARE

Format
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Command Qualifier

Compares the save set, device, file, or files specified by the first parameter with
the contents of the Files—11 device, file, or files specified by the second parameter
and displays an error message if it finds a difference.

/COMPARE file-spec file-spec

/COMPARE save-set-spec file-spec
/IMAGE/COMPARE device-spec device-spec
/PHYSICAL/COMPARE device-spec device-spec



Description

Examples

BACKUP
/COMPARE

In a BACKUP compare operation, the first parameter can be a Files—11 file or

a wildcard character representing a set of files, a BACKUP save set on disk or
magnetic tape, a tape device, or a disk device. The second parameter must be a
Files—11 disk file, a wildcard character representing a set of files or a Files—11
disk device, unless you specify the command qualifier /PHYSICAL. When you
specify /PHYSICAL, and the first parameter specifies a disk device, both disks in
the compare operation must be mounted with the /FOREIGN qualifier.

BACKUP displays the following error message if it encounters a difference
between files it compares:

$BACKUP-E-VERIFYERR, verification error for

Use the /COMPARE qualifier to compare a save set with original files or to
compare files or volumes copied using BACKUP with original files. Because
BACKUP processes files by blocks, comparing files not produced by BACKUP is
likely to cause mismatch errors in files that are apparently identical.

If you do not specify a version number with the file specification, the default is ;*
(the asterisk wildcard character), which processes all versions of the file.

Both parameters in a compare operation are input specifiers.

If you are comparing two entire Files—11 volumes, use an image compare
operation, as follows:

$ BACKUP/IMAGE/COMPARE DBAl: DBA2:

You cannot use the command qualifier /DELETE or /RECORD in compare
operations.

Do not perform compare operations on files that were restored or copied using
the output file qualifier /NEW_VERSION because this qualifier causes version
numbers to change.

1. $ BACKUP/COMPARE JAZZ.DAT BLUES.DAT
This example compares two Files—11 files. Because no version number is
specified, BACKUP compares all versions of each file.

2. $ BACKUP/COMPARE/IMAGE MTA(:SWING.BCK DBA2:

This example compares an image save set stored on magnetic tape and a
Files—11 volume.

/CONFIRM

Input File-Selection Qualifier

Displays prompts on your terminal for confirmation before processing each file. If
you want the file to be processed, enter Y or YES and press Return.
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Format

Example

input-specifie/CONFIRM output-specifier

$ BACKUP *.LIS/CONFIRM/LOG DLA2:LIST.BCK/SAVE SET
DISK$DEFAULT: [WONDER]CRE.LIS;1, copy? (Y or N): Y
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]CRE.LIS;1
DISK$DEFAULT: [WONDER]CRETIME.LIS;1, copy? (Y or N): ¥
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]CRETIME.LIS;1
DISK$DEFAULT: [WONDER]EXC.LIS;1, copy? (Y or N): ¥
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]EXC.LIS;1
DISK$DEFAULT: [WONDER]REB.LIS;1, copy? (Y or N): N
DISK$DEFAULT: [WONDER])SETREB.LIS;1, copy? (Y or N): Y
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]SETREB.LIS;1
DISK$DEFAULT: [WONDER]VERS.LIS;1, copy? (Y or N): N

s

This command locates all files with a file type of .LIS and prompts for
confirmation before saving each file to LIST.BCK on DLA2. The command
qualifier /LOG displays information about each file as it is processed. Note that

you must use the output save-set qualifier SAVE_SET when creating a save set
on disk.

/ICRC

Format

Description

Example
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Input Save-Set Qualifier
Specifies that the software cyclic redundancy check (CRC) is to be performed.

input-save-set-spec/[NO]JCRC output-specifier

The default is /CRC. To disable CRC checking, specify /NOCRC; note that use of
/NOCRC reduces processing time but increases the risk of data loss.

$ BACKUP MTA2:928SAVE.BCK/NOCRC []

This command restores the save set 928SAVE.BCK to the current default
directory, indicated by ([ 1); the input save-set qualifier INOCRC disables CRC.
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/ICRC
ICRC
Output Save-Set Qualifier
Specifies whether the software cyclic redundancy check (CRC) is to be computed
and stored in the data blocks of the output save set.
Format
input-specifier output-save-set-spec/[NO]JCRC
Description
The default is /CRC. To disable checking, use /NOCRC; note that use of /NOCRC
reduces processing time but increases the risk of data loss.
Example
$ BACKUP/RECORD [ ]/SINCE=BACKUP MTA2:928SAVE.BCK/NOCRC
This command saves all files in the current default directory that have been
created or modified since the last BACKUP/RECORD operation to the save set
928SAVE.BCK; the output save-set qualifier INOCRC disables cyclic redundancy
checking.
/CREATED
Input File-Selection Qualifier
Selects files according to the value of the creation date field in each file header
record.
Format

Description

Example

input-specifie/BEFORE=time/CREATED output-specifier
input-specifier/SINCE=time/CREATED output-specifier

You must use either the /BEFORE qualifier or the /SINCE qualifier with ,
/CREATED. The date and time you specify with /BEFORE or /SINCE determine
which files should be processed.

You cannot use /CREATED with the /BACKUP, /MODIFIED, or /EXPIRED
qualifiers.

$ BACKUP *.SDML/SINCE=YESTERDAY/CREATED DLAZ:[SAVEDIR]/SAVE_SET

The command in this example saves all files with a file type of .SDML created
since yesterday (24 hours before midnight last night).
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/DELETE

Format

Description

Examples

Command Qualifier

Specifies that a BACKUP save or copy operation is to delete the selected input
files from the input volume after all files have been successfully processed.

/DELETE file-spec save-set-spec

The /DELETE qualifier is valid only when used in a BACKUP save or copy
operation. You must have sufficient privilege to delete files; if you do not, files
protected against deletion are not deleted. If you use the command qualifier
/VERIFY with /DELETE, files that fail verification are not deleted.

You cannot use /DELETE with the /RECORD or /COMPARE command qualifiers.

1. § BACKUP/DELETE BOP.DAT MTAO:BOP.BCK/LABEL=DANCE

In this example, the file BOP.DAT will be deleted after the save set BOP.BCK
is successfully created on MTAOQ.

2. § BACKUP/VERIFY/DELETE RAY.DAT,JOE.DAT,ELLA.DAT MTAO:0SCAR.BCK/LABEL=FRIEND

The BACKUP command deletes the selected list of files in this example after
saving them to OSCAR.BCK on MTAO and comparing the output save set
with the input files. If BACKUP detects a difference between the contents of
the output save set and the input file, the input file is not deleted.

/DENSITY

Format

Description
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Output Save-Set Qualifier

Specifies the recording density of the output magnetic tape in bits per inch (bits
/in). You must specify the output save-set qualifier /REWIND with /DENSITY.

input-specifier output-save-set-spec/DENSITY=n

The value that you specify must be supported by your magnetic tape hardware.
If you omit this qualifier, the default density is the current density on the output
tape drive.

The /DENSITY qualifier is incompatible with the output save-set qualifier
/NOREWIND. You must specify the output save-set qualifier /REWIND to
initialize the magnetic tape when using the /DENSITY qualifier. When you
specify /DENSITY/REWIND, BACKUP rewinds the tape to the beginning-of-tape.
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Then BACKUP initializes the tape with the new density, removing access to all
data that previously resided on the tape.

Example

$ BACKUP *.PAS MTA2:SAVEPAS.BCK/DENSITY=1600/REWIND/LABEL=PASCAL

The magnetic tape on drive MTA2 is initialized. All files with a file type of .PAS
in the current default directory are saved to the save set SAVEPAS.BCK. The
/DENSITY qualifier sets the recording density to 1600 bits/in.

/EXACT_ORDER

Output Save-Set Qualifier

Depending on the other qualifiers you specify on the command line, the /EXACT_
ORDER qualifier allows you to do the following:

* Specify the exact order of tape volume labels that you want to use in a
BACKUP operation. :

¢ Preserve the existing volume label on a tape.

* Prevent previous volumes of a multivolume save operation from being
overwritten.

Format
input-specifier output-save-set-spec/EXACT_ORDER

Description
The /EXACT_ORDER qualifier allows you to do the following:

¢ Specify the exact order of tape volume labels that you want to use in a
BACKUP operation. You must use the /[LABEL=(labell,label2,...) qualifier
to specify the order of the labels. BACKUP continues the operation as long
as the label of the tape in the drive matches the corresponding label on the
command line. If you do not specify enough labels on the command line to
complete the operation, BACKUP prompts you to enter a label for the tape in
the drive.

® Preserve the existing volume label on a tape. If you do not use the /LABEL
qualifier on the command line and the tape has an ANSI label, BACKUP uses
the existing label.

* Prevent previous volumes of a multivolume save operation from being
overwritten. BACKUP keeps track of the volume labels you have already
used in the operation. If you accidently mount one of the previous volumes,
BACKUP displays the following error message:

$BACKUP-W-MOUNTERR, volume 1 on MKB100: was not mounted because
its label does not match the one requested
Volume with label TAPEl was already used in this save operation
specify option (QUIT or NEW tape)
BACKUP>
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/EXACT_ORDER

Examples
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Note the following restrictions when you use the /EXACT_ORDER output
qualifier:

¢ If you use the /EXACT_ORDER qualifier, you cannot specify a label longer
than six characters on the command line. If you specify a label longer than
six characters, BACKUP displays the following error message:

$BACKUP-F-INVQUAVAL, value 'label name’ invalid for /LABEL qualifier

*  You cannot use the IGNORE=LABEL_PROCESSING qualifier with the
/EXACT_ORDER qualifier.

*  You cannot use /REWIND as an output qualifier with the /EXACT_ORDER
qualifier.

¢ If you use the /LABEL qualifier with the /EXACT_ORDER qualifier, you
cannot specify duplicate labels.

1. $ BACKUP/IMAGE/RECORD/VERIFY/NOASSIST
_From: DKA100:
_To: MKBlOO:MARll.SAV/LABEL=(TAPE1,TAPE2,TAPE3)/EXACT_ORDER

This example uses the /EXACT_ORDER qualifier to specify the exact order of
labels for the BACKUP operation. Note that if you specify the /ASSIST
qualifier, BACKUP would display messages on the operator terminal.
BACKUP does the following:

a. Compares the volume label of the tape in MKB100: with the first label
that you specified on the command line (TAPE1). If the labels match
exactly, BACKUP begins the save operation. If the labels do not match or
if the tape does not have an ANSI label, BACKUP displays the following

message:

$BACKUP-W-MOUNTERR, volume 1 on MKB100: was not mounted because
its label does not match the one requested

$BACKUP-W-EXLABEER, volume label processing failed because
volume TAPE4 is out of order, Volume label TAPEl was expected
specify option (QUIT, NEW tape, OVERWRITE tape, USE loaded tape)

BACKUP> OVERWRITE

Depending on the option you specify, you can quit the backup operation
(QUIT), dismount the old tape and mount a new one (NEW), overwrite
the label and the data on the tape (OVERWRITE), or write the data to
the tape using the loaded tape’s label (USE).

b. When the operation fills the first tape, it displays the following message:

$BACKUP-I-RESUME, resuming operation on volume 2
$BACKUP-I-READYWRITE, mount volume TAPE2 on MKB100: for writing
Respond with YES when ready:

c¢. When you load the second tape and enter YES, BACKUP compares
the label of the second tape with the second label you specified on the
command line (TAPE2) just as it did in step la.

d. Assuming the volume labels match, BACKUP continues processing until
it completes the operation or runs out of volume labels. If you do not
specify enough labels on the command line to complete the operation,
BACKUP prompts you to enter a label for the tape in the drive as follows:
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$BACKUP-W-MOUNTERR, volume 4 on MKB100: was not mounted because
the label was not specified

specify EXACT ORDER label (up to 6 characters)
BACKUP>

BACKUP then compares the label on the tape with label you specify as
described previously.

2. $ BACKUP/IMAGE/RECORD/VERIFY/NOASSIST
_From: DKA100:[TEST] )
_To: MKBlOO:MARll.SAV/EXACT_ORDER

Because this example does not use the /LABEL qualifier, BACKUP uses the

existing label on the tape. If the tape does not have an ANSI label, and it is
the first tape in the operation, BACKUP displays the following error message:

%BACKUP-F-NOTANSI, tape is not valid ANSI format

If the tape does not have an ANSI label, and is not the first tape in the
operation, BACKUP displays the following error message prompting you to
specify a label:

$BACKUP-W-MOUNTERR, volume 2 on MKB100: was not mounted because
the label was not specified

specify EXACT ORDER label (up to 6 characters)
BACKUP>

Note

BACKUP checks to make sure you specify a valid label. If the label is
not valid (for example, longer than six characters), BACKUP displays an
error message. In previous versions of the OpenVMS operating system,
BACKUP truncated long volume labels.

/EXCLUDE

Format

Description

Input File-Selection Qualifier

Excludes files that otherwise meet the selection criteria for a save or copy
operation. The excluded files are not processed.

input-specifier/EXCLUDE=(file-spec[,...]) output-specifier

If you specify more than one file, separate the file specifications with commas and
enclose the list in parentheses. Do not use a device specification when defining
the files to be excluded. You can use most standard wildcard characters, but

you cannot use wildcard characters denoting latest versions of files (;) or relative
versions of files (;-n).

Note that BACKUP does not apply temporary file specification defaults within
the list. Each file specification independently takes its defaults from the file
specification 000000 . .. J*.*;*.
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/EXCLUDE
If you specify directory files (files with the file type .DIR), your command is
processed but the directory files are not excluded (they are processed). BACKUP
uses directory files to facilitate incremental restore operations.
You cannot use the /EXCLUDE qualifier in image restore operations.

Example
$ BACKUP
_From: DRA2: [ CONTRACTS ] /BEFORE=TODAY/EXCLUDE=( *,0BJ, * .MAI)
_To: MFA0:CONTRACT.BCK/LABEL=DLY102
All files in the directory [CONTRACTS] that have a modification date prior to
today (the current day, month, and year at 00:00:00.0 o’clock) are saved to the
save set CONTRACT.BCK on drive MFAQ, except for those with a file type of
.OBJ or .MAI

JEXPIRED
Input File-Selection Qualifier
Selects files according to the value of the expiration date field in each file header
record.

Format
input-specifier/BEFORE=time /EXPIRED output-specifier
input-specifier/SINCE=time /EXPIRED output-specifier

Description
You must use the input file-selection qualifier /BEFORE or /SINCE with
/EXPIRED. The date and time you specify to /BEFORE or /SINCE determines
which files are processed.
You cannot use /EXPIRED with the input file-selection qualifiers /BACKUP,
/MODIFIED, or /CREATED.

Example
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$ BACKUP [CONTRACTS]/BEFORE=TOMORROW/EXPIRED MTAl:30DEC.BCK/LABEL=WK04

This command saves all files in the directory [CONTRACTS] that have an
expiration date prior to tomorrow (24 hours after midnight last night) to a save
set named 30DEC.BCK.
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[FAST
Command Qualifier
Processes the input specifier using a fast file scan to reduce processing time. The
input specifier must be a Files—11 disk.
Format
/FAST input-specifier output-specifier
Description
The fast file scan reads the index file on the Files—11 disk specified by the input
specifier and creates a table of files that match the qualifiers you specified.
To perform a fast file scan, you need write access to the INDEXF.SYS file on the
input medium, or the input medium must be write-locked. This requirement
is necessary because BACKUP opens the index file to synchronize with the file
system, whether or not any update is made.
A fast file scan is most useful when the input specifier includes most of the files
on the volume, and file-selection qualifiers (such as those that pertain to date or
owner) specify a relatively small set of the files named. Because image operations
implicitly use the fast file scan, the /FAST qualifier is ignored if used with the
command qualifier IMAGE.
You cannot use /FAST in restore operations.
Example
$ BACKUP/FAST
_From: DBAL:[*...]/MODIFIED/SINCE=TODAY
_To: MTAO: 13NOVBAK.BCK,MTAL : /LABEL=WK201
In this example, all files on the disk DBA1 that have been modified today are
saved to a multireel tape save set named 13NOVBAK.BCK. The /FAST qualifier
is used to reduce processing time.
/FULL
Command Qualifier ,
Lists the file information produced by the command qualifier /LIST in the format
provided by the DCL command DIRECTORY/FULL.
Format

/LIST/FULL input-specifier [output-specifier]
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Description

Example
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The /FULL qualifier is valid only with the command qualifier /LIST.

If you do not specify /FULL with /LIST, the /LIST qualifier uses the default
command qualifier /BRIEF and lists only the file specification, size, and creation
date of each file. When you specify /FULL, the list includes more information
from the file header records, such as the BACKUP date, date of last modification,
number of blocks allocated to the file, file protection and organization, and record
attributes.

$ BACKUP/LIST/FULL MTAl:ROCK.BCK
Listing of save set(s)

Save set: ROCK.BCK

Written by: RINGO

uIC: [000200,000300]

Date: 20-AUG-1993 15:39:38.89

-Command: BACKUP [.STONES] MTAO:ROCK.BCK/LABEL=BACKUP

Operating system: VAX/VMS version 5.5

BACKUP version: V5.5
CPU ID register: 08000000

Node name: _SUZI::
Written on: _MTAQ:
Block size: 8192
Group size: 10
Buffer count: 30

[RINGO.STONES JGRAPHITE . DAT; 1

Size: 1/1 Created: 18-AUG-1993 14:10
Owner: [000200,000200] Revised: 18-AUG-1993 14:10 (2)
File ID: (91,7,1) Expires: [None specified]

Backup: [No backup done]
File protection: System:RWED, Owner:RWED, Group:RE, World:
File organization: Sequential
File attributes: Allocation = 1, Extend = 0
Global Buffer Count = 0
Record format: Variable length, maximum 255 bytes
Record attributes: Carriage return

[RINGO.STONES ]GRANITE.DAT;1

Size: 1/1 Created: 18-AUG-1993 14:11
Owner: [000200,000200] Revised: 18-AUG-1993 14:11 (2)
File ID: (92,9,1) Expires: [None specified]

Backup: [No backup done]
File protection: System:RWED, Owner:RWED, Group:RE, World:
File organization: Sequential
File attributes: Allocation = 1, Extend = 0
Global Buffer Count = 0
Record format: Variable length, maximum 255 bytes
Record attributes: Carriage return

Total of 4 files, 16 blocks
End of save set

The command in this example lists the files in save set MTA1:ROCK.BCK 1in full
format.
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/GROUP_SIZE

Format

Description

Example

Output Save-Set Qualifier
Defines the number of blocks BACKUP places in each redundancy group.

input-specifier output-save-set-spec/GROUP_SIZE=n

BACKUP writes redundant information to output save sets to protect against
data loss. Using the redundant information, BACKUP can correct one
uncorrectable read error in each redundancy group. The /GROUP_SIZE qualifier
specifies the number of output blocks written to each redundancy group. The
value of n can be 0 to 100. The default value is 10.

If you define a value of 0 for /GROUP_SIZE, no redundancy groups are created
for the save set.

$ BACKUP/RECORD DBAl:[*...]/SINCE=BACKUP TAPE:SAVEWORK.BCK/GROUP_SIZE=5

This BACKUP command saves all files in the current default directory tree that
have been modified since the last BACKUP/RECORD operation; the /GROUP_
SIZE defines the redundancy group size as 5 blocks.

/IGNORE=option

Format

Description

Command Qualifier

Specifies that a BACKUP save or copy operation will override restrictions placed
on files or will not perform tape label processing checks.

/IGNORE=option input-specifier output-specifier

The /IGNORE=option qualifier has four options:

ACCESSIBILITY Processes files on a tape that is protected by a volume
accessibility character, or on a tape created by HSC
Backup. The option applies only to tapes. It affects
the first tape mounted and all subsequent tapes in
the save set. ‘
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INTERLOCK

LABEL_PROCESSING

NOBACKUP

Processes files that otherwise could not be processed
due to file access conflicts. Use this option to save
or copy files currently open for writing. Note that
no synchronization is made with the process writing
the file, so the file data that is copied might be
inconsistent with the input file, depending on the
circumstances (for example, if another user is editing
the file, the contents might change). When a file
open for writing is processed, BACKUP issues the
following message:

$BACKUP-W-
ACCONFLICT, ‘filename’ is open for write by another user.

The INTERLOCK option is especially useful if you
have files that are open so much of the time that they
might not otherwise be saved. The use of this option
requires the user privilege SYSPRYV, a system UIC, or
ownership of the volume.

Saves or copies the contents of files to the specified
magnetic tape volume regardless of the information
contained in the volume header record. BACKUP
does not verify the volume label or expiration date
before writing information to the tape volume. Note
that you cannot use this option with the /EXACT_
ORDER qualifier.

Saves or copies both the file header record and the
contents of files marked with the NOBACKUP flag
by the /NOBACKUP qualifier of the DCL command
SET FILE. If you do not specify this option, BACKUP
saves only the file header record of files marked with
the NOBACKUP flag.

1. $ BACKUP/IGNORE=INTERLOCK

From: DUAQO:[SUSAN...]

:Eo: MTAO : SONGBIRD.BCK/LABEL=TAPE(1

This command saves an entire directory tree and the files in all
subdirectories, including any files that are open.

2. § BACKUP/IGNORE=LABEL PROCESSING *.*;* MFAl:MYFILES.BCK/REWIND

This command rewinds the tape in drive MFA1 to the beginning-of-tape
marker, initializes the tape, and creates a save set containing all files in

the user’s current directory. The command qualifier IGNORE=LABEL,_
PROCESSING specifies that no tape label processing checks are done before
BACKUP initializes the tape. When the tape is initialized, access to data that
previously resided on the tape is lost.
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3. § INITIALIZE/LABEL=VOLUME ACCESSIBILITY:"K" MUAl: 29JUN
$ BACKUP/IGNORE=(ACCESSIBILITY)
From: DUAO:[BOOKS...]
TTo: MUAL:BACKUP.SAV /LABEL=29JUN

The INITIALIZE command in this example initializes the tape with an
accessibility character (K) and a volume label (29JUN). The BACKUP
command mounts the tape, regardless of the accessibility, and performs the
BACKUP operation. For more information on tape protection, refer to the
OpenVMS System Manager’s Manual.

IMAGE

Format

Description

Command Qualifier

Directs BACKUP to process an entire volume or volume set.

/IMAGE input-specifier output-specifier

To use the /IMAGE qualifier, you need write access to the volume index file
(INDEXF.SYS) and the bit map file (BITMAP.SYS), or the input medium must be
write-locked. BACKUP opens the index file to synchronize with the file system
(no update is made). Finally, you must have read access to all files on the input
medium.

Note

The input and output devices in an image operation must be different
except in an image save operation when the output device is a Files—11
disk save set.

If the output volume is a disk, all files on the output volume are stored
contiguously. Contiguous storage of files eliminates disk fragmentation and
creates contiguous free blocks of disk space.

Because all files on the input volume are processed, you cannot use input file-
selection qualifiers in image copy or save operations. You can, however, restore
files and directories selectively from an image save set.

When performing image operations on volume sets (more than one volume), the
number of volumes specified by the output specifier must be equal to the number
of volumes in the input volume set.

In an image save or copy operation, BACKUP attempts to save or copy all files
on the input disk volume including files marked for deletion and lost files (files
without a directory entry). However, there are two types of files that a BACKUP
image operation does not save or copy by default. These are files that are flagged
as NOBACKUP by the DCL command SET FILE/NOBACKUP and files that are
open for write access by another user at the time of the image save operation.

If you want these files to be included, specify the command qualifier IGNORE
in the BACKUP command line. The command qualifier IGNORE=NOBACKUP
directs BACKUP to save or copy files flagged as NOBACKUP. The command
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qualifier IGNORE=INTERLOCK directs BACKUP to save or copy files open for
write access by another user.

An image restore or copy operation initializes the output volume or volume set.
The initialization data comes from the save-volume summary record of the input
volume unless the command qualifier /NOINITIALIZE is specified. Specifying
/NOINITIALIZE directs BACKUP to initialize the output volume using volume
initialization data that already exists on the output volume.

In image restore and copy operations, every file is restored or copied. The output
volume must be mounted using the /FOREIGN qualifier. The new volume is a
functionally equivalent copy of the input volume; however, file placement will
change. Files are stored contiguously on the output volume.

You cannot change the structure level of the output volume in an image restore
or copy operation.

1. $ MOUNT/FOREIGN DMAl:
$MOUNT-I-MOUNTED, mounted on NODES$SDMAl:
$ BACKUP/IMAGE/LOG DLA2: DMAl:
$BACKUP-S~CREATED, created DMA1:[000000]000000.DIR;1
$BACKUP-S-CREATED, created DMA1l:[000000]BACKUP.SYS;1
$BACKUP-S-CREATED, created DMAl:[000000]CONTIN.SYS;1
$BACKUP-S-CREATED, created DMA1l:[000000]CORIMG.SYS;1
$BACKUP-S-CREATED, created DMA1:[000000]ELLA.DIR;1
$BACKUP-S-CREATED, created DMAL:[ELLA]SCAT.DAT;1
$BACKUP-S-CREATED, created DMA1:[000000]JOE.DIR;1
$BACKUP-S-CREATED, created DMAL:[JOE]STRINGS.DAT;1
$BACKUP-S-CREATED, created DMAl:[000000]OSCAR.DIR;1
$BACKUP-S-CREATED, created DMAl:[OSCAR]KEYS.DAT;1
$BACKUP-S-CREATED, created DMA1l:[000000]VOLSET.SYS;1

$

The MOUNT command prepares the target disk for the image copy operation.
The command qualifier /LOG directs BACKUP to display information about
each file copied on your terminal. The BACKUP command initializes DMA1
and copies the disk volume DLA2 to DMA1. All files on DMA1 are stored
contiguously.

2. $ BACKUP/IMAGE DBA2: MTAQ:ET.BCK,MTAl:

This command saves an entire disk volume to a multivolume save set named
ET.BCK using two magnetic tape drives.

3. $ MOUNT/FOREIGN DBAl:
$MOUNT-I-MOUNTED, mounted on NODE$DBAL:
$ BACKUP/IMAGE WORKDISK DBAl:28SEP.BCK/SAVE SET

The MOUNT command prepares the target disk for the image save operation.
The BACKUP command performs an image save operation to a Files—11 save
set named 28SEP.BCK.
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/INCREMENTAL

Format

Description

Example

Command Qualifier

Allows you to restore an incremental save set.

‘/INCREMENTAL save-set-spec disk-device-name

Use /INCREMENTAL only in restore operations that restore incremental save
sets. When you use [INCREMENTAL, the output specifier must specify a device
only; file specifications are not allowed. Also, input save-set qualifiers are not
allowed in incremental restore operations.

You can create incremental save sets with the command qualifier /RECORD and
the file-selection qualifier /SINCE=BACKUP or /SINCE=date. Most sites perform
daily incremental save operations to keep copies of files created or modified that
day, and periodic full backups to keep a copy of all files on the disk volume.
(Digital recommends that you use the command qualifier IMAGE to perform full
backups.)

If a disk volume is lost, corrupted, or destroyed, its contents can be recreated by
performing the following tasks:

1. Restore the latest full backup using the command qualifiers /IMAGE and
/RECORD.

2. Restore any incremental save sets since the last full backup, in reverse
chronological order, using the INCREMENTAL qualifier.

After you restore the save sets in this order, the output disk volume contains
the same files it contained when the most recent incremental save operation was
performed.

When the /INCREMENTAL qualifier is used, the /BY_OWNER=ORIGINAL
qualifier is assumed; therefore, you do not need to specify /BY_OWNER unless
you want to change the original UICs. The INCREMENTAL qualifier can be
used only on Files—11 Structure Level 2 volumes.

If you have been performing a combination of full backups and incremental
save operations on a public volume, and the public volume is lost, corrupted, or
destroyed, use a procedure like the following to create a new copy of the public
volume. First, restore the volume from the latest full backup with an image
restore operation. Note that the /RECORD qualifier is necessary to perform the
operation correctly.
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$ MOUNT/FOREIGN DRAO:

$MOUNT-I-MOUNTED, mounted on _DRAO:

$ BACKUP/IMAGE/RECORD MTA(:FULLJUN93,MTAl DRAO:
$BACKUP-I-RESUME, resuming operation on volume 2
$BACKUP-I-RESUME, resuming operation on volume 3
$BACKUP-I-RESUME, resuming operation on volume 4

$ DISMOUNT/NOUNLOAD DRAQ:

Next, mount the disk as a file-structured volume and restore the incremental save
sets in reverse chronological order. Finally, restore the weekly incremental save
sets. The INCREMENTAL qualifier must be used where shown in the following
example to obtain the correct results:

$ MOUNT DRAO: PUBLIC

$MOUNT-I-MOUNTED, PUBLIC mounted on DRAQ:
$ BACKUP/INCREMENTAL MTAQ:INCD17JUN DRAO:
$ BACKUP/INCREMENTAL MTAO:INCD16JUN DRA(:
$ BACKUP/INCREMENTAL MTAQ:INCD15JUN DRA(:
$ BACKUP/INCREMENTAL MTAQ:INCW14JUN DRAO:
$ BACKUP/INCREMENTAL MTAO:INCW7JUN DRAQ:

Note that BACKUP restores the volume correctly regardless of the order in which
the incremental save sets are applied; using reverse chronological order is most
efficient.

/INITIALIZE

Format

Description

7-38

Command Qualifier

Initializes an output disk volume, making its entire previous contents
unavailable.

/INO]INITIALIZE input-specifier output-specifier

The /INOJINITIALIZE qualifier is valid only when used with the command
qualifier IMAGE during restore or copy operations or when saving files to a
sequential-disk save set.

When used with the command qualifier /IMAGE in a restore or copy operation,
the /INITIALIZE qualifier directs BACKUP to initialize the output volume using
volume initialization data from the save-volume summary record on the input
volume.

The /NOINITIALIZE qualifier directs BACKUP to reinitialize the output volume
using the existing initialization data on that volume; the output volume must
have been previously initialized as a Files—11 volume. When the output volume is
initialized, existing data on the volume is lost. The structure level of the output
volume must be the same as the structure level of the save set being restored.

For image restore and copy operations on Files—11 volumes, the default is
/INITIALIZE.



BACKUP
/INITIALIZE

If you use the /INITIALIZE qualifier when creating sequential-disk save sets,
BACKUP initializes the first output volume in the sequential-disk save set, as
well as subsequent volumes. By default, BACKUP does not initialize the first
volume of a sequential-disk save set but does initialize subsequent volumes of a
multivolume sequential-disk save set.

Examples
1. $ BACKUP/IMAGE/NOINITIALIZE DBAQ: DBA2:
This command causes the output volume DBAZ2 to be reinitialized using the
volume initialization data that exists on DBA2. The contents of DBAO are
then copied to DBA2.
2. $ BACKUP/IMAGE/INITIALIZE DBAZ:OLDFILES.BCK/SAVE_SET DBAG:
This command directs BACKUP to initialize the output volume DBA6 using
volume initialization parameters in the save-volume summary record on
DBA2. The image save set OLDFILES.BCK is then restored to DBAS6.
INTERCHANGE
Command Qualifier
Directs BACKUP to process files in a manner suitable for data interchange
(software distribution) by excluding information that would prevent other utilities
or sites from reading the BACKUP save set.
Format
/INTERCHANGE input-specifier output-specifier
Description
The effects of the INTERCHANGE qualifier are as follows:
* Directories not selected as files are not copied.
* Access control lists are not copied.
* Block size on magnetic tape is limited to 8192 bytes.
* Normal error recovery is used to write magnetic tapes so that there are no
bad records on the resulting magnetic tape.
Example

$ BACKUP/RECORD/INTERCHANGE [ACCOUNTS]/SINCE=BACKUP MFA(Q:SAVACC.BCK

The command in this example saves all files in the directory [ACCOUNTS]
that have been modified since the last BACKUP/RECORD operation. The
/INTERCHANGE qualifier ensures that the processed files are suitable for data
interchange.
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Command Qualifier

Specifies that a BACKUP save operation is to create a BACKUP journal file or
append information to a BACKUP journal file. Lists the contents of a BACKUP
journal file when combined with the command qualifier /LIST.

/JOURNAL[=file-spec] input-specifier output-specifier
/JOURNAL[=file-spec)/LIST|[=file-spec]

A BACKUP journal file contains records of BACKUP save operations and the file
specifications of saved files. Use the command qualifier /JOURNALJ[=file-spec] in
a BACKUP save operation to create a journal file.

If you do not include a file specification with the command qualifier /JOURNAL,
the name of the BACKUP journal file defaults to SYS$DISK:[ IBACKUP.BJL. You
can specify another file name, however. (The file specification of a journal file
cannot include a node name; the default file type for a journal file is .BJL.) If the
specified journal file does not exist, it is created; if the journal file does exist, the
new journal information is appended to the existing journal file.

Start a new version of a journal file by creating a zero-length file using the DCL
command CREATE or a text editor.

To list the contents of a BACKUP journal file, use the /JOURNAL=[file-spec]
qualifier with the /LIST qualifier, but do not specify an input or output specifier.
By default, the list is displayed on SYS$OUTPUT, but it is written to an output
file if you specify a file with /LIST.

When listing a journal file, you can use the file-selection qualifiers /BEFORE,
/SINCE, and /EXCLUDE to search for specific files. (In this context, the
/BEFORE and /SINCE qualifiers refer to the time when the save set was created,
not the time when the files in the save set were created.) Also, by specifying a file
in a multivolume save set, you can search the journal file to find which volume
the file is in. You can then mount that volume and restore the file.

Journal files are not created for physical save operations (save operations
performed with the command qualifier /PHYSICAL).

1. $ BACKUP/JOURNAL=LAR.BJL [LARRY]*.*;* MFAQ:YET.BCK

This command saves all versions of all files in the directory [LARRY] to the
save set YET.BCK on MFAQ. The /JOURNAL qualifier creates a record of the
saved files in a journal file named LAR.BJL in the current default directory.
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$ BACKUP/LIST/JOURNAL=ARCH.BJL/SELECT=[SMITH.PROGS]/SINCE=5-0CT-1993
Listing of BACKUP journal

Journal file _DBl:[SYSMGR]:ARCH.BJL;l ON 7-0CT-1993 00:45:43.01

Save set WKLY.BCK, created on 6-0CT-1993 00:01:34.54

Volume number 1, volume label WKL101

[ SMITH.PROGS |REMINDER.FOR; 46
[ SMITH.PROGS JRUNTHIS.FOR; 4
[ SMITH.PROGS | TIMER.PAS;5

This example displays all files in the directory [SMITH.PROGS] that
were saved after October 5, 1993, and listed in the BACKUP journal file
ARCH.BJL.

$ BACKUP/JOURNAL/LOG/IMAGE DRA2: MTAQ:30CT.FUL
$BACKUP-S-COPIED, copied DRA2:[COLLINS]ALPHA.DAT;4
$BACKUP-S-COPIED, copied DRA2:[COLLINS)EDTINI.EDT;5

$BACKUP-I-RESUME, resuming operation on volume 2
$BACKUP-I-READYWRITE, mount volume 2 on MTAQ: for writing
Press return when ready:

$BACKUP-S-COPIED, copied DRA2:[LANE]MAIL.MAI;1
$BACKUP-S-COPIED, copied DRA2:[LANE]MEMO.RNO;5

.

$ BACKUP/JOURNAL/LIST

Listing of BACKUP journal

Journal file _DBZ:[SYSMGR]BACKUP.BJL;I on 3-0CT-1993 00:40:56.36
Save set 30CT.FUL created on 3-0CT-1993 00:40:56.36

Volume number 1, volume label 30CT01

[COLLINS |ALPHA.DAT; 4
[ COLLINS JEDTINI.EDT;5

[ COLLINS | LOGIN.COM; 46

[ COLLINS JLOGIN.COM; 45
[COLLINS MAIL.MAI;1
[COLLINS.MAR]GETJPI.EXE;9
[COLLINS .MAR]GETJPI.LIS; 14

[LANE]LES.MAT;1

Save set 30CT.FUL c;eated on 3-0CT-1993 00:40:56.36
Volume number 2, volume label 30CT02

[LANEMAIL.MAI;1

[LANE]MEMO.RNO; 5
[LANE |MEMO.RNO; 4

[WALTERS. VI ]KD.RNO;52

End of BACKUP journal
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/[JOURNAL
This example shows how to create a BACKUP journal file and list the
contents of the BACKUP journal file.
/LABEL
Output Save-Set Qualifier
Specifies the volume labels for the magnetic tapes to which the save set is written.
Format
input-specifier output-save-set-spec/LABEL=(string][,...])
Description

7-42

Use the label qualifier to specify the one- to six-character volume labels for the
magnetic tapes to which the save set is written.

You can specify either a single label or a list of labels with the /LABEL qualifier.
If you do not specify the /[LABEL qualifier, BACKUP uses the first six characters
of the save-set name as the volume label of the first tape. If you specify a label

that is longer than six characters, BACKUP truncates the label to six characters.

If the save set continues to another tape, and you did not specify a volume label
for the tape, BACKUP uses the first four characters of the previous tape’s volume
label followed by the volume number of the tape. For example, if the first tape in
a save set is labeled AAAABB, the second tape in a save set is labeled AAAA02,
and the third tape is labeled AAAAOS.

Before writing a save set to magnetic tape, BACKUP compares the label specified
in the command line to the volume label of the tape. (If the tape has no volume
label and you specified the output save-set qualifier /REWIND, BACKUP writes
the label you specified to the volume header record of the tape.) If the volume

‘label has fewer than six characters, BACKUP pads the volume label with the

blank character to six characters.

The first four characters of the volume label must either exactly match the
first four characters of the label specified in the BACKUP command line, or the
first four characters of the volume label must end with one or more underscore
characters. If the first four characters of the volume label end with one or more
underscore characters, and the label specified in the command line matches
the part of the volume label that appears before the underscore characters,
BACKUP accepts the match. (For example, the volume label ABN_ matches the
command line label ABN but does not match the command line label ABNE.) If
either the fifth or the sixth character of the volume label is in the range 0 to 9,
BACKUP does not compare these characters with corresponding characters in
the label specified in the BACKUP command line. Otherwise, the fifth and sixth
characters in the volume label must match the corresponding characters in the
label specified in the BACKUP command line exactly.

The following table illustrates volume labels that match labels specified in the
BACKUP command line:
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Label Specified in the

Command Line Matching Volume Labels
MAR MAR, MAR_, MAR_nn
MAR_ MAR_, MAR_nn
MARK MARK, MARKnn
MARKER MARKER, MARKnn

If the label you specify matches the tape’s volume label, the BACKUP save
operation proceeds. If you specify more than one label with the /[LABEL qualifier,
the BACKUP save operation succeeds if any of the labels you specify match

the tape’s volume label. For example, if the tape’s volume label is MA1686, the
save operation will succeed if you specify the the following list of labels with the
/LABEL qualifier:

/LABEL=(MA1684,MA1685,MA1686)

If the label you specified does not match the tape’s volume label, BACKUP
displays the following messages and prompt on your terminal if you specified the
command qualifier INOASSIST, or on the operator terminal if you did not specify
/NOASSIST:

3BACKUP-W-MOUNTERR, volume ’‘number’ on 'device’ was not mounted because
its label does not match the one requested

Specify option (QUIT, NEW tape or OVERWRITE tape)

BACKUP>

Specify QUIT to abort the BACKUP operation and unload the magnetic tape.
Specify NEW to direct BACKUP to prompt for a new tape. Specify OVERWRITE
to direct BACKUP to ignore the label mismatch, mount the tape, initialize the
tape if you specified the output save-set qualifier /REWIND, and write the save
set to the tape.

You can specify the command qualifier IGNORE=LABEL_PROCESSING to
prevent BACKUP from verifying the volume label of the tape. You can also use
the /EXACT_ORDER qualifier to specify the exact order of tape volume labels
that you want to use in a BACKUP operation.

1. $ BACKUP [PAYROLL] MTAQ:30NOV.BCK/LABEL=PAY

This command causes BACKUP to check the volume label of the tape
mounted on drive MTAO. If the volume label is PAY, BACKUP saves the
directory [PAYROLL] to a save set named 30NOV.BCK.

2. $ BACKUP DDAl: MTAQ:PLAYS.BCK,MTAl,MTA2/REWIND/LABEL=(ACT1,ACT2,ACT3)

This example assumes that the three tapes have no volume labels. This
command saves all files on the disk named DDA1 to the save set PLAYS.BCK.
The first tape in the save set is labeled ACT1, the second is labeled ACT2,
and the third is labeled ACT3.
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Format

Description
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Command Qualifier

Lists information about a BACKUP save set and about the files in a save set. You
can display the list on your terminal or write it to a file.

/LIST[=file-spec] save-set-spec

Use the /LIST qualifier by itself or in conjunction with any other operation (save,
restore, copy, compare, or journal). If /LIST is specified by itself (not with a save,
restore, copy, compare or journal operation), the input specifier must refer to a
save set, and the output specifier must be omitted.

Before you can list the contents of a save set, the media containing the save set
must be inserted into an appropriate drive. If the save set is stored on a disk,
the disk must be mounted as a Files—11 volume or as a foreign volume. BACKUP
mounts magnetic tapes automatically as part of the list operation.

By default, the list information is displayed on your terminal; however, you can
specify a file to which the list information can be written.

When you use the /LIST qualifier with standalone BACKUP and you direct output
to a file (/LIST=file-spec), the file specification must refer to either a terminal or a
printer.

You can use either the command qualifier /BRIEF or /FULL with the /LIST
qualifier. The /BRIEF qualifier directs BACKUP to list each file’s size in blocks
and its creation date. The /FULL qualifier directs BACKUP to list additional
information about each file in the same format as the information provided by the
DCL command DIRECTORY/FULL. The default is /BRIEF.

Do not use the command qualifier /LOG with /LIST when the output for /LIST is
directed to the terminal; if you do, you will receive confusing output.

$ BACKUP/LIST DBAZ:[SAVE]23MAR93.BCK/SAVE_SET
Listing of save set(s)

Save set: 23MAR93.BCK

Written by: MOROCI

UIC: [000200,000200]

Date: 23-MAR-1993 14:18:16.96

Command: BACKUP [SAVE] DBA2:[SAVE]23MAR93.BCK/SAVE_SET

Operating system: VAX/VMS version 5.5

BACKUP version: V5.5
CPU ID register: 08000000

Node name: SUZI::
Written on: “DBA2:
Block size: 32,256
Group size: 10
Buffer count: 3
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/LIST
[SAVE JLAST.DAT;1 1 18-JAN-1993 14:11
[SAVE]INFO.TXT;4 5 4-FEB-1993 13:12
[ SAVE ]WORK . DAT; 3 33 1-JAN-1993 10:02

Total of 3 files, 39 blocks
End of save set

This command lists the BACKUP summary information and the file name, size,
and creation date for each file in the save set. Note that the /SAVE_SET qualifier
is required to identify the input specifier as a save set on a Files—11 disk.

/LOG

Format

Example

Command Qualifier

Determines whether the file specification of each file processed is displayed on
SYS$OUTPUT during the operation. The default is /NOLOG.

/INOJLOG input-specifier output-specifier

$ BACKUP/LOG [SAVE]23MAR93.BCK/SAVE_SET DBA2:[PLI.WORK]
$BACKUP-S-CREATED, created DBA2:[PLI.WORK]ANOTHER.DAT;1
$BACKUP-S-CREATED, created DBAZ2:[PLI.WORK]LAST.DAT;1
$BACKUP-S-CREATED, created DBA2:[PLI.WORK]THAT.DAT;1
$BACKUP-S-CREATED, created DBA2:[PLI.WORK]THIS.DAT;2

In this example, the file specifications of the files restored to the directory named
[PLIL.WORK] on DBA2 are logged to SYS$OUTPUT.

/MEDIA_FORMAT=[NO]JCOMPACTION

Format

Output Save-Set Qualifier

Controls whether data records are automatically compacted and blocked together.
Data compaction and record blocking increase the amount of data that can be
stored on a single tape cartridge.

The compaction ratio depends on the data and the tape drive you use. For more
information, see the documentation supplied with your tape drive.

input-specifier output-save-set-spec /MEDIA_FORMAT=[NO]JCOMPACTION
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Description

The /MEDIA_FORMAT qualifier can only be used with tape drives that support
data compaction.

Once data compaction has been selected for a tape cartridge, compaction is
used for the entire cartridge until you initialize the cartridge with the /MEDIA_
FORMAT=NOCOMPACTION qualifier.

Example

$ BACKUP WORKS:[TESTFILES...]*.*;* MUAQ:TEST.SAV -
_$/MEDIA FORMAT=COMPACTION /REWIND

This command saves all files in the directory [TESTFILES] and its subdirectories
in a save set named TEST.SAV using a TA90E tape drive. The /MEDIA_

FORMAT=COMPACTION qualifier specifies that the tape drive automatically
compacts and blocks together data records on the tape.

/MODIFIED

Input File-Selection Qualifier

Selects files according to the value of the modified date field (the date the file was
last modified) in each file header record.

Format

input-specifie/BEFORE=time /MODIFIED output-specifier
input-specifier /SINCE=time /MODIFIED output-specifier

Description

You must use the /MODIFIED qualifier with either of the input file-selection
qualifiers /BEFORE or /SINCE. The date and time you specify with /BEFORE or
/SINCE determines which files are processed.

You cannot use /MODIFIED with the input file-selection qualifiers /BACKUP,
/CREATED, or /EXPIRED.

Example

$ BACKUP [SUNDANCE...]/BEFORE=TODAY/MODIFIED MFA1:MOD.BCK

This command saves all files in the directory tree [SUNDANCE] whose
modification dates precede today (00:00:00.0 o’clock of the current day, month,
and year).
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/NEW_VERSION

Format

Description

Example

Output File Qualifier

Creates a new version of a file if a file with an identical specification already
exists at the location to which the file is being restored or copied.

input-specifier output-specifier/NEW_VERSION

If BACKUP attempts to copy or restore a file when a file with an identical
directory name, file name, type, and equal or higher version number already
exists, a new file is created with the same name and type and a version number
one higher than the highest existing version.

If you do not use /NEW_VERSION, /REPLACE, or /OVERLAY, and the version
number of the file being restored is equal to or less than the version number of
the existing file, BACKUP reports an error in copying or restoring the file.

Note that when copying or restoring files using the /NEW_VERSION qualifier,
files are processed in decreasing version number order and are created in
ascending order. The result is that the version numbers are inverted.

Because this qualifier causes version numbers to change, using it with the
/VERIFY qualifier will cause unpredictable results. Digital recommends that you
do not use the /NEW_VERSION qualifier with the /VERIFY qualifier.

$ BACKUP MTAL:NOV30REC.BCK/SELECT=*.DAT [RECORDS...]/ NEW_VERSION

This example restores all files with the file type of .DAT from the magnetic tape
save set NOV30REC.BCK to the directory [RECORDS]. The /NEW_VERSION
qualifier instructs BACKUP to restore each file with the file type .DAT regardless
of whether a file with the same file specification already exists.

/OVERLAY

Format

Output File Qualifier

Writes the input file over a file with an identical specification at the output
location.

input-specifier output-specifier/OVERLAY
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Description

Example

If BACKUP attempts to copy or restore a file when a file with an identical
directory name, file name, type, and version number already exists, the new
version of the file is written over the existing version. The file identification of
the new version is the same as the file identification of the file that is overwritten.

The physical location of the file on disk does not change. If /OVERLAY is
specified, and the new file is larger than the one already present, BACKUP
allocates more blocks on the disk and extends the file.

When you do not use /OVERLAY, /REPLACE, or /NEW_VERSION, and the
version number of the file being restored is identical to the version number of the
existing file, BACKUP reports an error in copying or restoring the file.

$ BACKUP DRA1:MAR30SAV.BCK/SAVE_SET [RECORDS...]/OVERLAY

The sequential-disk save set MAR30SAV.BCK is restored to the directory tree
[RECORDS...]. If a file from the save set has a specification that is identical

to a file that already exists in [RECORDS...], the /OVERLAY qualifier directs
BACKUP to write over the existing version.

/OWNER_UIC

The /OWNER_UIC qualifier has been superseded by /BY_OWNER. Digital
recommends that you substitute /BY_OWNER for /OWNER_UIC in command
procedures and operator instructions. See the description of /BY_OWNER for
more information.

/PHYSICAL

Format

Description
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Command Qualifier

Specifies that a BACKUP operation is to ignore any file structure on the input
volume and to process the volume in terms of logical blocks.

/PHYSICAL input-specifier output-specifier

In a physical operation, BACKUP saves, restores, copies, or compares the entire
volume in terms of logical blocks.

The input and output specifiers for physical volumes must be device names,
and they cannot be the same device. Also, the following qualifiers are ignored if
specified with the /PHYSICAL qualifier: /DELETE, /IMAGE, /INCREMENTAL,
/JOURNAL, and /RECORD.



Examples

BACKUP
/PHYSICAL

For physical copy operations between disks, the output disk must be the same
type of device as the input disk; for example, a BACKUP/PHYSICAL operation
cannot be performed between an RP05 input disk and an RP06 output disk. The
output disk must not have a bad block in any location that corresponds to a good
block on the input disk. (This restriction does not apply to RA series disks.)

For physical save operations between disks, the output disk must be the same
type of disk as the input disk or a larger capacity disk. The output disk must not
have a bad block in any location that corresponds to a good block on the input
disk. (This restriction does not apply to RA series disks.)

For physical restore operations between disks, the output disk must be the same
type of device as the disk from which the save set was created. The output disk
must not have a bad block in any location that corresponds to a good block on the
disk from which the save set was created. (This restriction does not apply to RA
series disks.)

An output disk of a physical operation must be mounted using the DCL command
MOUNT/FOREIGN. An input disk of a physical operation must either be
mounted using the DCL command MOUNT/FOREIGN, or the user must have the
user privilege LOG_IO or PHY_IO.

You can perform physical save and restore operations using magnetic tapes.
BACKUP mounts magnetic tapes automatically as foreign devices.

A save set written using the /PHYSICAL qualifier can only be read as a physical
save set; conversely, a file-structured save set can only be read with file-structured
restore or compare operations.

Note

BACKUP/PHYSICAL does not copy the first track (track 0) of RX01 and
RX02 diskettes; Digital does not support track 0.

1. $ MOUNT/FOREIGN DYAOQ:
$ MOUNT/FOREIGN DYAl:
$ BACKUP/PHYSICAL DYAQ0: DYAl:

This example mounts RX02 diskettes in DYAO and DYAL1 as foreign devices
and copies the contents of the diskette mounted in DYAO to the diskette
mounted in DYA1.

2. §$ MOUNT/FOREIGN DBAl:
$ BACKUP/PHYSICAL MTAQ:28SEP.BCK DBAl:

This command restores a physical save set named 28SEP.BCK to DBA1.
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/PROTECTION

Format

‘Description

Example
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Output Save-Set Qualifier

When you create a save set on disk, this qualifier defines the protection to be
applied to an output save set. When you create a save set on magnetic tape, this
qualifier defines the protection to be applied to the magnetic tape volume. (All
save sets created subsequently on the tape will receive this same protection until
the tape is initialized.)

input-specifier output-save-set-spec/PROTECTION[=(code)]

Because the file system treats a BACKUP save set as a single file, it is crucial
that you protect save sets adequately. If you do not specify adequate protection,
anyone who has access to a save set can access any file in the save set.

The protection code indicates the type of access (read, write, execute, and delete)
available to the four categories of users (system, owner, group, and world).

For more information on specifying protection codes, see the OpenVMS User’s
Manual.

If the save set is written to either a Files—11 disk or a sequential disk and
/PROTECTION is not specified, BACKUP applies the process default protection to
the save set. If/ PROTECTION is specified, any protection categories not specified
default to your default process protection.

Protection information is written to the volume header record of a magnetic
tape, and applies to all save sets stored on the tape. Therefore, you must
specify the output save-set qualifier /REWIND in order to specify the
/PROTECTION qualifier for a magnetic tape. (If you do not specify /REWIND
with /PROTECTION, the protection information, if any, in the volume header
record is not changed.) If the save set is written to magnetic tape and
/PROTECTION is not specified, BACKUP applies no protection to the tape.

If you specify /PROTECTION, any protection categories that you do not specify
default to your default process protection.

In order to initialize a magnetic tape volume that was previously initialized with
the /PROTECTION qualifier, you must own the volume (your UIC matches the
UIC of the volume) or have the VOLPRO privilege.

$ BACKUP

_From: [CLEAVER...]

TTo: MFA2:ACCOUNTS.BCK/BY OWNER=[301,310]/REWIND/LABEL=BANKO1~
~$ /PROTECTION=(S:RWE,O:RWED,G:RE,W)

This command saves the directory tree [CLEAVER...] to a save set named
ACCOUNTS.BCK on the magnetic tape labeled BANKO1. The output save-set
qualifier /REWIND directs BACKUP to rewind the tape and initialize it before
performing the save operation. The output save-set qualifier /BY_OWNER
assigns an owner UIC of [301,310] to the magnetic tape. The /PROTECTION
qualifier assigns the owner of the magnetic tape read, write, execute, and delete
access. SYSTEM users are assigned read, write, and execute access; GROUP
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users are assigned read and execute access; and WORLD users are assigned no
access.

/RECORD

Format

Description

Example

Command Qualifier

Records the current date and time in the BACKUP date field of each file header
record once a file is successfully saved or copied.

/RECORD input-specifier output-specifier

The /RECORD qualifier can be used only on Files—11 Structure Level 2 volumes.
The user privilege SYSPRYV is required to use the /RECORD qualifier on files
other than those owned by your UIC.

When you use /RECORD in a copy or save operation, BACKUP writes the date
and time that the copy or save set was created in the BACKUP date field of each
file header record.

When you use /RECORD to perform incremental save operations on a disk
volume, do not allow other users to use /RECORD in their BACKUP operations
on the same disk volume. If other users specify /RECORD, the dates in the
BACKUP date fields of file header records will change. This makes it impossible
for you to save all files created or modified since you last performed a save
operation.

If you use the command qualifier /VERIFY with /RECORD, files that fail
verification are not recorded.

If /RECORD is not specified, the BACKUP date field of each processed file is not
changed.

You cannot use the /RECORD qualifier with the command qualifier /DELETE or
/COMPARE.

$ BACKUP/RECORD DBAL:[*...]/SINCE=BACKUP MTA(:13MAY.BCK

This command saves all files on DBA1 that have been created or modified since
the last save operation and records the current date and time in each file header
record.
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/RELEASE_TAPE

Format

Description

Examples

Command Qualifier

Dismounts and unloads a tape after a BACKUP save operation writes a save set
to the tape.

/RELEASE_TAPE input-specifier output-specifier

By using the /RELEASE_TAPE qualifier in conjunction with either the /DELETE
or /RECORD qualifiers, you can make a tape drive available for other operations
before the BACKUP command completes. You can also use the /RELEASE_
TAPE qualifier without the /DELETE or /RECORD qualifiers, in which case the
/RELEASE_TAPE qualifier dismounts and unloads the tape in the drive after the
BACKUP command completes.

You cannot use the /RECORD and /DELETE qualifiers in the same BACKUP
command.

1. $ BACKUP/IMAGE/RECORD/RELEASE_TAPE DUAl: MUAO:BACK.BCK

The command in this example backs up the disk DUAI to the save set
BACK.BCK. By using the /RELEASE_TAPE and /RECORD qualifiers,
BACKUP dismounts and unloads the tape in MUAO (making it available for
other operations) before it performs the action of the /RECORD qualifier.

2. $ ALLOCATE MUAO: TAPE
$ BACKUP/DELETE/RELEASE TAPE/LOG DUAl:[MAIN...] MUAQ:MAIN.BCK

$ DEALLOCATE TAPE

The commands in this example back up some directories on a disk named
DUALI, and then delete the files that have been backed up. The /RELEASE_
TAPE qualifier dismounts and unloads the tape (making it available for
other operations) before the /DELETE qualifier performs its action. The tape
remains allocated until you enter the DEALLOCATE command.

/REPLACE
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Output File Qualifier

Replaces a file on the output specifier with an identically named file from the
input specifier.



Format

Description

Example

BACKUP
/REPLACE

input-specifier output-specifie/REPLACE

When you use /REPLACE in a copy or restore operation, and an identically
named file exists in both the input and output specifiers, BACKUP does the
following:

* Copies or restores a new version of the file with the same directory
specification, file name, type, and version number

* Deletes the copy of the file that previously existed on the output disk

In this way, the previous copy of the file is replaced with the restored version.
Note that the version number is not incremented because the old copy of the file
is deleted. If you want to keep the versions from both the input and the output
specifiers, use the output file qualifier /NEW_VERSION.

If you do not use /REPLACE, /OVERLAY, or /NEW_VERSION, and the version
number of the file being restored is identical to the version number of the existing

file, BACKUP reports an error and does not restore the file.

$ BACKUP MUAOQ:SAVEWORK.BCK/SELECT=[LEE...] DUAO:[LEE...]/REPLACE

The command in this example restores the directory tree [LEE...] (and all files
in the directory tree) from a magnetic tape save set to disk. The input save-set
qualifier /SELECT specifies the directory tree to be selected from the save set,
and the output file qualifier /REPLACE instructs BACKUP to first create a new
version of an input file if there is a file on the output medium with the same
file specification and then to delete the file that originally existed on the output
medium.

/REWIND (input save-set qualifier)

Format

Description

Input Save-Set Qualifier

Rewinds the input tape reel to the beginning-of-tape marker before reading the
input volume.

input-save-set-spec/[NOJREWIND output-specifier

The /INOJREWIND qualifier is for magnetic tape volumes only.

The /REWIND qualifier directs BACKUP to rewind the input magnetic tape to
the beginning-of-tape marker before reading the input volume. Then BACKUP
locates the input save set. In this way, BACKUP can find the input save set if it
is located before the current tape position.
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/REWIND (input save-set qualifier)

Example

The /NOREWIND qualifier indicates that BACKUP should not rewind the input
volume before processing the command. Instead, BACKUP proceeds toward the

logical end-of-tape (the end of the last save set stored on the tape). Therefore, if
the specified save set is located before the current position of the tape, BACKUP
is unable to find it.

The default is /NOREWIND. You must specify /REWIND to rewind the tape.

$ BACKUP MFAL:CONTRACTS.BCK/REWIND DBA2:[*...]/BY OWNER=ORIGINAL

In this example, the save set CONTRACTS.BCK is restored to the disk volume
mounted on DBA2. The /REWIND qualifier rewinds the magnetic tape to

the beginning-of-tape marker before reading the input volume to search for
CONTRACTS.BCK. The output file qualifier /BY_OWNER restores the original
owner UICs.

/REWIND (output save-set qualifier)

Format

Description
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Output Save-Set Qualifier

Rewinds the output tape to the beginning-of-tape marker and initializes the
output tape. The /NOREWIND qualifier causes the tape to wind forward to the
logical end-of-tape (the end of the last save set stored on the tape) and to begin
writing the save set there.

input-specifier output-save-set-spec/[NOJREWIND

The /INOJREWIND qualifier is for magnetic tape volumes only.

If you specify /REWIND, BACKUP rewinds to the beginning of the magnetic
tape and searches the volume header record for a volume label. If the volume
header record contains no volume label, BACKUP writes the label specified in the
BACKUP command to the volume header record, initializes the tape, and creates
the save set on the tape.

If no label is specified explicitly in the command line, BACKUP uses the first

six characters of the save-set name as the volume label of the first tape in a
multivolume save set and the first four characters of the save-set name followed
by the volume number of the tape as the volume label of subsequent tapes. You
can also specify a label or list of labels explicitly with the /LABEL qualifier. If
you do not specify enough labels with the /[LABEL qualifier, BACKUP uses the
first four characters of the final label in the list followed by the volume number of
the tape as the volume label of subsequent tapes.

If BACKUP finds a volume label on the tape, it compares the volume label with
the label you specified in the BACKUP command line (either explicitly with the
/LABEL qualifier or implicitly through the save-set name) and ensures that the
tape is expired.
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If the volume label is fewer than six characters long, BACKUP pads the volume
label with the blank character to six characters. The first four characters

of the volume label must either match the first four characters of the label
specified in the BACKUP command line exactly, or the first four characters of
the volume label must end with one or more underscore characters. If the first
four characters of the volume label end with one or more underscore characters,
and the label specified in the command line matches the part of the volume label
that appears before the underscore characters, BACKUP accepts the match. (For
example, the volume label ABN_ matches the command line label ABN but does
not match the command line label ABNE.) If either the fifth or sixth character
of the volume label is in the range 0 to 9, BACKUP does not compare these
characters with corresponding characters in the label specified in the BACKUP
command line. Otherwise, the fifth and sixth characters in the volume label
must match the corresponding characters in the label specified in the BACKUP
command line exactly. The following table illustrates volume labels that match
labels specified in the BACKUP command line:

Label Specified in the

Command Line Matching Volume Labels
MAR MAR, MAR_, MAR_nn
MAR_ MAR_, MAR_nn
MARK MARK, MARKnn
MARKER MARKER, MARKnn

You can specify more than one label with the /LABEL qualifier. If any label
specified in the BACKUP command line matches the volume label of the tape and
the tape is expired, BACKUP overwrites the volume label of the tape with the
same volume label.

By overwriting the tape’s volume label, BACKUP initializes the tape, removing
access to any data that previously resided on the tape and preparing the tape
to receive new data. During the initialization process, BACKUP writes the
values specified with the output save-set qualifiers /TAPE_EXPIRATION,
/PROTECTION, and /BY_OWNER to the volume header record. (If these
qualifiers are not specified, the default tape expiration date is today, the default
protection is none, and the owner UIC of the tape is the UIC of the current
process.) After initializing the tape, BACKUP writes the save set to the tape.

If the label in the BACKUP command line did not match the volume label of the
tape, BACKUP displays the following message and prompt on your terminal if
you specified the command qualifier /NOASSIST, or on the operator terminal if
you did not specify /NOASSIST:

$BACKUP-W-MOUNTERR, volume ’‘number’ on ’‘device’ was not mounted because
its label does not match the one requested

Specify option (QUIT, NEW tape or OVERWRITE tape)

BACKUP>

If you enter QUIT at the BACKUP> prompt, BACKUP aborts, unloads the
magnetic tape, and issues the following message:

$BACKUP-F-ABORT, operator requested abort on fatal error
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If you enter NEW at the BACKUP> prompt, BACKUP unloads the magnetic tape
and issues the following prompt for a new tape:

$BACKUP-I-READYWRITE, mount volume 'volume-number’ on _'device-name’: for writing
Enter "YES" when ready:

If you enter OVERWRITE at the BACKUP> prompt, BACKUP overwrites the
old volume label with the new volume label. (OVERWRITE instructs BACKUP
to ignore the fact that either the tape has not expired or that the labels do not
match.) By overwriting the tape’s volume label, BACKUP initializes the tape,
removing access to any data that previously resided on the tape and preparing
the tape to receive new data.

During the initialization process, BACKUP writes the values specified with

the output save-set qualifiers /TAPE_EXPIRATION, /PROTECTION, and /BY_
OWNER to the volume header record. After initializing the tape, BACKUP writes
the save set to the tape.

If the tape is not expired, BACKUP displays the following message and prompt
on your terminal if you specified the command qualifier /NOASSIST, or on the
operator terminal if you did not specify /NOASSIST:

$BACKUP-W-MOUNTERR, volume ’'number’ on ’'device’ was not mounted because
its expiration date is in the future

Specify option (QUIT, NEW tape or OVERWRITE tape)

BACKUP>

Always specify /REWIND when the output tape has a non-ANSI or non-ISO label
or when the output tape has never been initialized.

The /NOREWIND qualifier directs BACKUP to compare the volume label of the
tape with the label you specified in the BACKUP command before performing the
save operation. You can specify a label explicitly with the /LABEL qualifier;
otherwise, BACKUP uses the first six characters of the save-set name as

the volume label. If the volume label does not match the label you specified,
BACKUP displays the following message and prompt on your terminal if you
specified the command qualifier /NOASSIST, or on the operator terminal if you
did not specify /NOASSIST:

$BACKUP-W-MOUNTERR, volume ’‘number’ on ’'device’ was not mounted because
its label does not match the one requested

Specify option (QUIT, NEW tape or OVERWRITE tape)

BACKUP>

If you choose the OVERWRITE option, BACKUP ignores the fact that the volume
labels do not match. If the labels match, or if you choose the OVERWRITE
option, BACKUP winds the tape forward to the logical end-of-tape (the end of the
last save set stored on the tape) and writes the save set to the tape. If the logical
end-of-tape is also the physical end of the tape, BACKUP requests a new tape.
Because BACKUP searches for the end of data on the tape, you cannot write a
new save set to a tape if it ends with a save set that is continued onto another
tape.

Although the /NOREWIND qualifier does not initialize the first tape in a
multivolume save set, BACKUP initializes subsequent tapes in a multivolume
save set. BACKUP ensures that the tape is expired and that the tape labels
match before initializing subsequent volumes in a multivolume save set.

The default is /NOREWIND. You must specify /REWIND to rewind and initialize
a magnetic tape volume. Note that you cannot use the /REWIND qualifier with
the /EXACT_ORDER qualifier.
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BACKUP
/REWIND (output save-set qualifier)

$ BACKUP
_From: *.RNO
_To: MTAO:DSRSAVE.BCK/REWIND/LABEL=DSR0l/TAPE_EXPIRATION=29-JUN-1993

The command in this example initializes a new magnetic tape and writes

the volume label DSR0O1 and a tape expiration date of June 29, 1993 to the
tape’s volume header record. Then this command saves all files in the current
default directory with a file type of .RNO to the magnetic tape save set named
DSRSAVE.BCK.

/SAVE_SET

Format

Description

Examples

Input Save-Set Qualifier

Directs BACKUP to treat the input file as a BACKUP save set. You must specify
/SAVE_SET when the input specifier refers to a BACKUP save set on disk.

input-save-set-spec/SAVE_SET output-specifier

The /SAVE_SET qualifier allows you to refer to a BACKUP save set on a local
Files-11 disk, a remote Files—11 disk, or a sequential disk. If you do not specify
/SAVE_SET, an input specifier that refers to a disk is treated as a Files—11 file.
An input specifier that refers to tape is always treated as a BACKUP save set.

1. $ BACKUP DBAZ:[BACKUP]1212MAR3.BCK/SAVE_SET DBAl:[*...]
This command restores a save set named 1212MAR3.BCK from DBA2 to
DBAL1.

2. $ BACKUP/LIST DBAZ:[SAVE]23MAR93.BCK/SAVE_SET

This command lists the BACKUP summary information and the file name,
size, and creation date for each file in the save set named 23MAR93.BCK.
The /SAVE_SET qualifier is required to identify the input specifier as a save
set on a disk.

3. $ BACKUP/LOG DBA2:[SAVE]23MAR93.BCK/SAVE_SET DBA3:[PLI.WORK]

This command restores the directory that was listed in Example 2. File
specifications are logged to SYS$OUTPUT as the files are restored.
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/SAVE_SET

Output Save-Set Qualifier

Directs BACKUP to treat the output file as a BACKUP save set. You must specify
the /SAVE_SET qualifier when the output specifier refers to a BACKUP save set
on disk.

Format
input-specifier output-save-set-spec/SAVE_SET
Description
The /SAVE_SET qualifier allows you to create a BACKUP save set on a local
Files—11 disk, a remote Files—11 disk, or a sequential disk. If you do not specify
/SAVE_SET, an output specifier that refers to disk is treated as a Files—11 file.
An output specifier that refers to tape is always treated as a BACKUP save set.
Examples
1. $ BACKUP [HILL] DBAl:[BACKUP]SEPZB.BCK/SAVE_SET ,
This command saves the directory [HILL] to a save set named SEP28.BCK on
a Files-11 disk.
2. $ BACKUP DBA2:[PLI.WORK]*.*; [SAVE]23MAR93.BCK/SAVE_SET
This command saves the highest numbered version of each file in directory
[PLI.WORK] in a save set named 23MAR93.BCK on the same disk.
3. $ BACKUP
_From: []
_To: MILO"FRANKIE THISISMINE“::DUAO:[FRANKIE]MYDIR.BCK/SAVE_SET
This command saves all files in the current default directory to a network
save set named MYDIR.BCK on node MILO.
4, $ MOUNT/FOREIGN DBAO:
$ BACKUP [SIMS] DBAO:SIMS.BCK/SAVE_SET
This command saves all files in the directory [SIMS] to a sequential-disk save
set named SIMS.BCK.
/[SELECT
Input Save-Set Qualifier
Selects the specified files for processing.
Format
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Description

Example

BACKUP
[SELECT

If you specify more than one file, separate the file specifications with commas and
enclose the list in parentheses. Do not use a device specification when you define
the files to be selected. You can use most standard wildcard characters, but you
cannot use wildcard characters denoting latest version of files (;) and relative
versions of files (;-n).

Note that BACKUP does not apply temporary file specification defaults within
the list. Each file specification independently takes its defaults from the file
specification [000000 . .. J*.*;*,

$ BACKUP DBA1:JUL20.BCK/SAVE_SET/SELECT=[SNOW]BALL.PAS [WINTER.GAME]BALL.PAS

This command selects a file named [SNOW]BALL.PAS from a sequential-disk
save set and restores it to the directory [WINTER.GAME] on the current default
device.

/SINCE

Format

Description

Input File-Selection Qualifier
Selects files dated equal to or later than the specified date and time.

input-specifier/SINCE=time output-specifier

The /SINCE qualifier selects files by comparing the date and time in the specified
field of each file header record with the date and time you specify in the command
line. The following table shows the input file-selection qualifiers you can use with
/SINCE and their functions. Use only one of these qualifiers at a time in your
command line.

Qualifier Function

/BACKUP Selects files last saved or copied by BACKUP/RECORD since
the date specified. Also selects files with no BACKUP date.

/CREATED Selects files created since the date specified.

/EXPIRED Selects files that have expired since the date specified.

/MODIFIED Selects files last modified since the date specified. If you
specify /SINCE without another qualifier, /MODIFIED is
used by default.

Specify the date and time as a delta time or as an absolute time using the format
[dd-mmm-yyyy[:]l{hh:mm:ss.cc]. You can also use one of the following reserved
words to specify the date and time:
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BACKUP
/SINCE

Example

BACKUP The BACKUP/RECORD operation (available only on Files-11
Structure Level 2 volumes)
TODAY The current day, month, and year at 00:00:00.0 o’clock

TOMORROW 24 hours after midnight last night
YESTERDAY 24 hours before midnight last night

$ BACKUP [PLI.WORK]/SINCE=YESTERDAY/MODIFIED [PLI.SAV]

This command copies selected files in the directory [PLL.WORK] to the directory
[PLI.SAV]. -Only those files that have been modified since 24 hours preceding
midnight last night are processed. Even though it is used in this example, the
/MODIFIED qualifier is not required because its action is the default when the
/SINCE qualifier is specified.

[TAPE_EXPIRATION

Format

Description
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Output Save-Set Qualifier

Writes a file expiration date other than the current date to the file header label of
the save set.

input-specifier output-save-set-spec/TAPE_EXPIRATION[=date]

When you specify the output save-set qualifier /REWIND during a save operation
to magnetic tape, BACKUP checks that the expiration date of the first file on the
tape has expired before initializing the tape. Initializing the tape removes access
to data previously stored on the tape.

Digital recommends that you specify an expiration date whenever you create

a BACKUP save set on magnetic tape using /REWIND. Daily BACKUP tapes
should expire in seven days, weekly BACKUP tapes should expire in one month,
and monthly BACKUP tapes should expire in one year.

Specify the date in the following format:

dd:mmm:yyyy
where:
dd is the date.

mmm is a 3-letter abbreviation of the month.
yyyy is the year.
BACKUP writes the expiration date into the file’s HDR1 ANSI label on the tape.

If you do not use the /TAPE_EXPIRATION qualifier, BACKUP uses today’s date
as the expiration date.



BACKUP
[TAPE_EXPIRATION

Example

$ BACKUP DBAl:
_To: MTAO:13SEPBAK.BCK/REWIND/TAPE_EXPIRATION=20-SEP-1993/LABEL=SEPW02

In this example, the save set file 13SEPBAK.BCK receives an expiration date of
September 20, 1993. Becauses this command includes the /REWIND qualifier,
13NOVBAK.BCK is the first file on the tape and its expiration date indicates that
the tape expires after seven days.

ITRUNCATE

Command Qualifier

Controls whether a copy or restore operation truncates a sequential output file at
the end-of-file (EOF) when creating it.

Format
/INO]JTRUNCATE input-specifier output-specifier

Description

By default, a copy or restore operation uses the allocation of the input file to
determine the size of the output file. Specify /TRUNCATE if you want the output
files to be truncated at the end-of-file (EOF).

Example

$ DIRECTORY/SIZE [FRANKIE]ORIGINAL,DAT
Directory DMAO:[FRANKIE]
ORIGINAL.DAT 35

Total of 1 file, 35 blocks

$ COPY ORIGINAL.DAT EXTENDED.DAT/ALLOCATION=500

$ BACKUP [FRANKIE]EXTENDED.DAT MFAQ:20JUL.BCK/LABEL=WKLY03

$ BACKUP/TRUNCATE MFAQ:20JUL.BCK/LABEL=WKLY(03 DMAO: [ FRANKIE]

This sequence of commands does the following:
* Determines that the file ORIGINAL.DAT is 35 blocks long.

¢ Copies ORIGINAL.DAT to EXTENDED.DAT, allocating 500 blocks for
EXTENDED.DAT.

¢ Saves the file EXTENDED.DAT to a save set named 20JUL.BCK on MFAO.
BACKUP writes the file allocation size in the file header record of the saved
file but saves only 35 blocks in the save set.

* Restores the save set file on MFAO to a volume mounted on. DMAO and
truncates the output files at the EOF. The restored file is 35 blocks long.
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IVERIFY

IVERIFY

Format

Description

Example
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Command Qualifier

Specifies that the contents of the output specifier be compared with the contents
of the input specifier after a save, restore, or copy operation is completed.

/VERIFY input-specifier output-specifier

The /VERIFY qualifier is different from the command qualifier /COMPARE.
Unlike the /VERIFY qualifier, the command qualifier /COMPARE cannot be used
in a save, restore, copy, or list operation. The /VERIFY qualifier directs BACKUP
to perform the copy, save, or restore operation first and then to perform the
compare operation.

On file-structured copy operations, each file is compared after it is copied. On
physical copy operations, the volume is compared after it is copied. For a save or
restore operation, the verification is performed in a separate pass and is preceded
by the following informational message:

$BACKUP-I-STARTVERIFY, starting verification pass

If a file does not compare successfully, BACKUP displays the following error
message:

$BACKUP-E-VERIFYERR, verification error for block ’block-number’
of 'disk:[directorylfile name.file type;version number’

The /VERIFY qualifier does not work on a restore or copy operation when the
/NEW_VERSION output file qualifier is also used. Because the /NEW_VERSION
qualifier reassigns output file versions, it is not possible to correctly associate the
created output files with the input files from which they were copied.

$ BACKUP/VERIFY/LOG *.LIS MFAQ:LIST.BCK

$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]CRE.LIS;1
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]CRETIME.LIS;1
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]EXC.LIS;1
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]NOREB.LIS;1
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]REB.LIS;1
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]SETREB.LIS;1
$BACKUP-S-COPIED, copied DISK$DEFAULT:[WONDER]VERS.LIS;1

$BACKUP-I-STARTVERIFY, starting verification pass
$BACKUP-S-COMPARED, compared DISK$DEFAULT:[WONDER]CRE.LIS;1
$BACKUP-S-COMPARED, compared DISK$SDEFAULT:[WONDER]CRETIME.LIS;1
$BACKUP-S-COMPARED, compared DISKSDEFAULT:[WONDER]EXC.LIS;1
$BACKUP-S-COMPARED, compared DISK$DEFAULT:[WONDER]NOREB.LIS;1
$BACKUP-S-COMPARED, compared DISKSDEFAULT:[WONDER]REB.LIS;1
$BACKUP-S-COMPARED, compared DISK$SDEFAULT:[WONDER]SETREB.LIS;1
$BACKUP-S-COMPARED, compared DISK$DEFAULT:[WONDER]VERS.LIS;1

This example creates a magnetic tape save set on MFAQ and starts the
verification pass after the save operation is completed. The /LOG qualifier
displays the file names as they are processed.
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/NVOLUME

/NOLUME

Format

Description

Example

Command Qualifier

Indicates that a specific disk volume in a disk volume set is to be processed. The
/VOLUME qualifier is valid only when used with the /IMAGE qualifier.

/IMAGE/VOLUME-=n input-specifier output-specifier

The /VOLUME qualifier allows you to perform an image save, restore, or copy
operation using one more disk drive than the number of disks in the input volume
set. When you use /VOLUME, you must write-lock the entire input volume set.

When you perform an image copy or save operation with the /VOLUME qualifier,
all disks in the input volume set must be mounted. Mount the volumes of the
target volume set one at a time. Enter a separate BACKUP command for each
disk in the input volume set. A save set created with the /VOLUME qualifier
must be restored using the /VOLUME qualifier.

You can restore any image save set with the /VOLUME qualifier. All disks in the
output volume set must be mounted. Mount the disks in the input volume set one
at a time. You cannot use the command qualifier INOINITIALIZE in the restore
operation with the command qualifier /VOLUME.

In a compare operation that uses the /VOLUME qualifier to compare two disk
volume sets, all disks in both volume sets must be mounted. In a selected-volume
compare operation between a save set on tape and a disk volume set, all disks in
the disk volume set must be mounted.

$ BACKUP/IMAGE/VOLUME=3 DISK$PUBLIC DRAl:

This command creates a functionally equivalent copy of the third volume of a
volume set named DISK$PUBLIC to DRA1. The disk mounted in DRA1 becomes
the third volume of the image-copy volume set.
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Table 7-4 shows BACKUP command formats for save operations and some of
the qualifiers you can use with a save operation.

Table 7-4 Save Operation Quick Reference

Command Action

Command Format and Example

Saves a file to a save set on
magnetic tape

Saves the most recent
versions of files in a directory
to magnetic tape

Saves a disk volume to a save
set on magnetic tape

Saves a disk volume to a
multivolume save set on more
than one magnetic tape drive

Saves a list of files to a save
set on magnetic tape

Saves a disk volume for
incremental backups for the
first time

Saves a disk volume for
incremental backups (not the
first time)

Saves an unstructured disk
volume
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BACKUTP file-spec save-set-specifier/LABEL=label
$ BACKUP STRATDAT1.DAT MTAO0:STRATDAT1.BCK
/LABEL=TAPEO1

BACKUP [directory]*.*; save-set-specifier/LABEL=label
$ BACKUP [LYKINS...J*.*; MTA0:1409MAR17.BCK
/LABEL=WKY102

BACKUP/IMAGE ddcu: save-set-specifier/LABEL=label
$ BACKUP/IMAGE DBA1l: MTA0:930FEB4.BCK
/LABEL=MTH101

BACKUP/IMAGE ddcu: save-set-specifier,ddcu: . . .
/LABEL=(labell, ...)

$ BACKUP/IMAGE DBA1l: MTA0:17MAR.BCK,MTA1:/ -
_$ LABEL=(WKY101,WKY102)

BACKUP file-spec,file-spec,... save-set-specifier/LABEL=label
$ BACKUP DBAI:[LYKINS...J*.PAS,DMAO:[DAKOTA...]*.PAS -
_$ MTA0:PAS17MAR.BCK/LABEL=TAPE01

BACKUP/RECORD/IMAGE/LOG ddcu: save-set-specifier
/LABEL=label

$ BACKUP/RECORD/IMAGE/LOG DBA1: MTA0:925FEB4.BCK
/-

_$ LABEL=DLY101

BACKUP/RECORD/FAST/LOG ddcu:[*.../SINCE=BACKUP
save-set-specifier/LABEL=label

$ BACKUP/RECORD/FAST/LOG DBA1:[*...)JSINCE=BACKUP -
_$ MTA0:928FEB4.BCK/LABEL=DLY101

BACKUP/PHYSICAL ddcu: save-set-specifier/LABEL=label
$ BACKUP/PHYSICAL DMA1: MTA0:935FEB4.BCK
/LABEL=MTH101

(continued on next page)
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Table 7-4 (Cont.) Save Operation Quick Reference

Command Action

Command Format and Example

Saves a directory to a save
set on a Files—11 disk

Saves a directory tree to a
save set on magnetic tape

Saves a directory tree to a
save set on magnetic tape
and creates a listing file

Saves a directory tree to a
save set on magnetic tape
using data compaction to
increase the amount of data
stored on a tape cartridge

BACKUP [directory] save-set-specifier/SAVE_SET
$ BACKUP [LYKINS] DBA2:[BACKUP]1609FEB3.BCK/SAVE_
SET

BACKUP [directory...] save-set-specifier/LABEL=label
$ BACKUP [LYKINS...] MTA0:1612FEB3.BCK/LABEL=TAPE(O1

BACKUP/LIST=file-spec [directory...] save-set-specifier
/LABEL=label

$ BACKUP/LIST=8SEP.LOG [LYKINS...] MTA0:8SEP.BCK
/LABEL=WKL101

BACKUP [directory...] save-set-specifier/MEDIA _
FORMAT=COMPACTION

$ BACKUP [TESTFILES...]*.*;* MUAO:TEST.SAV/MEDIA _
FORMAT=COMPACTION/REWIND

Table 7-5 shows BACKUP command formats for restore operations and some
of the qualifiers you can use with restore operations. In the examples in this
table, it is assumed that save sets already exist on the magnetic tape and

disk.

Table 7-5 Restore Operation Quick Reference

Command Action

Command Format and Example

Restores from save set on
disk to Files—11 disk with
original UICs

Restores from a save set on
magnetic tape to a Files—11
disk with original UICs

Restores a selected file in a
save set on magnetic tape to
a Files—11 disk

BACKUP save-set-specifier/SAVE_SET ddcu:[*...]/BY_
OWNER=0ORIGINAL

$ BACKUP DBA2:[BACKUPIFEB2.BCK/SAVE_SET DBA1:[*...]-
_$/BY_OWNER=0ORIGINAL

BACKUP save-set-specifier ddcu:[*.../BY_OWNER=0ORIGINAL
$ BACKUP MTAO0:1618FEB2.BCK DBA1:[*.../BY_
OWNER=ORIGINAL

BACKUP save-set-specifier/SELECT=file-spec file-spec
$ BACKUP MTAO0:FEB2.BCK/SELECT=[POUDRE]JUPLIFT. PAS

_$ DBAL:[GEO.PASJUPLIFT.PAS

(continued on next page)
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Table 7-5 (Cont.) Restore Operation Quick Reference

Command Action

Command Format and Example

Restores files with a specific
UIC to a Files-11 disk

Restores files to a Files—11
disk with a new UIC

Restores files to a Files—11
disk; if file exists, creates
new version

Restores files to a Files—11
disk; if file exists, replaces
with new version

Restores files to a Files—11
disk selecting certain files

Restores a directory tree,
placing files in a different
subtree

Restores a Files—11 volume
from a physical save set

Restores a Files—11 volume
from an image save set

Restores a Files—11 volume,

maintaining the initialization

parameters specified in the
DCL command INITIALIZE

BACKUP save-set-specifier/BY_OWNER=[uic] file-spec
$ BACKUP MTA0:1641FEB2.BCK/BY_OWNER=[360,052] -
_$ DBA1:[LYKINS...]

BACKUP save-set-specifier file-spec/BY_OWNER=[uic]
$ BACKUP MTA0:1641FEB2.BCK -
_$ DBAL:[TESTS.../BY_OWNER=[100,150]

BACKUP save-set-specifier file-spec/NEW_VERSION
$ BACKUP MTA0:1641FEB2.BCK DBA1:[LYKINS.../NEW_
VERSION

BACKUP save-set-specifier file-spec/REPLACE
$ BACKUP MTA0:1641FEB2.BCK DBA1:[LYKINS.../REPLACE

BACKUP save-set-specifier/SELECT=file-spec file-spec
$ BACKUP MTA0:1641FEB2.BCK/SELECT=[LYKINS.PAS] -
_$ DBA1:[LYKINS...]

BACKUP save-set-specifier/SELECT=[directory...] [directory2...]
$ BACKUP MTA0:1641FEB2.BCK/SELECT=[FIELD...] -
_$ DBAL[LYKINS.NEWDATA...]

BACKUP/PHYSICAL save-set-specifier ddcu:
$ BACKUP/PHYSICAL MTA0:26MAR.BCK DMAS3:

BACKUP/IMAGE save-set-specifier ddcu:
$ BACKUP/IMAGE MTAO0:17AUG.BCK DRAS:

INITIALIZE ddcu: volume-name/new-parameters
MOUNT/FOREIGN ddcu:

BACKUP/IMAGE save-set-specifier ddcu:/NOINITIALIZE

$ INITIALIZE DBA1: UTTLPACK/CLUSTER=5

$ MOUNT/FOREIGN DBAL:

$ BACKUP/IMAGE MTA0:17AUG.BCK DBA1:/NOINITIALIZE

Table 7-6 shows BACKUP command formats for copy operations, including
some of the qualifiers you can use with a copy operation.
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Table 7-6 Copy Operation Quick Reference

Command Action Command Format and Example
Copies a directory tree to BACKUP [directory...] [directory...]
another directory tree $ BACKUP [DAKOTA...] [SUNDANCE...]

Copies a file to another file BACKUP file-spec file-spec
$ BACKUP LOGIN.COM [.SAVE]JOLDLOGIN.COM

Copies a disk volume to BACKUP/IMAGE ddcu: ddcu:
another disk volume $ BACKUP/IMAGE DBA1: DBA2:
Copies a disk volume to BACKUP/PHYSICAL ddcu: ddcu:

another disk volume using $ BACKUP/PHYSICAL DYA1l: DYA2:
the /PHYSICAL qualifier

Copies two disk volume sets = BACKUP/IMAGE volume-set-name ddcu:,ddcu:
using the /IMAGE qualifier $ BACKUP/IMAGE USER$: DBA1:,DBA2:

Table 7-7 shows BACKUP command formats for compare operations,
including some of the qualifiers you can use with a compare operation.

Table 7-7 Compare Operation Quick Reference

Command Action Command Format and Example

Compares two Files—11 files BACKUP/COMPARE file-spec file-spec
$ BACKUP/COMPARE UPLIFT.EXE;3 UPLIFT.EXE;2

Compares a selected file from BACKUP/COMPARE save-set-specifier/select=file-spec file-spec
a save set and a Files-11 file = $ BACKUP/COMPARE MTAO:FEB2.BCK
/SELECT=[POUDRE]JUPLIFT.PAS -
_$ UPLIFT.PAS

Compares an image save set = BACKUP/COMPARE/IMAGE save-set-specifier ddcu:
and Files-11 files $ BACKUP/COMPARE/IMAGE MTA0:120CT.BCK DRAS3:

Table 7-8 shows BACKUP command formats for a list operation, including
some of the qualifiers you can use with a list operation.
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Table 7-8 List Operation Quick Reference

Command Action

Command Format and Example

Lists the files in a save set at
the terminal

Lists the files in a save set,
writes to a file

Lists the files in a save set in
full format

Lists selected files in a
journal file

BACKUP/LIST save-set-specifier
$ BACKUP/LIST MTA0:1618FEB2.BCK

BACKUP/LIST=file-spec save-set-specifier
$ BACKUP/LIST=NEWLIST.LIS MTA0:1618FEB2.BCK

BACKUP/LIST/FULL save-set-specifier
$ BACKUP/LIST/FULL MTA0:1618FEB2.BCK

BACKUP/LIST/JOURNAL=journal-name/selection-qualifiers
$ BACKUP/LIST/JOURNAL=SYS$MANAGER:INCBACKUP -
_$ /SELECT=[LYKINS.WORK...]/SINCE=1-JAN-1993
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CLUE Description

>

The Crash Log Utility Extractor (CLUE) is a tool available on VAX systems that
you can use to display the contents of a crash history file. The crash history
file, which is created and updated by CLUE, contains key parameters from crash
dump files. Unlike crash dumps, which are overwritten with each system failure
(crash) and are therefore typically available only for the most recent failure, the
crash history file is a permanent record of system failures. By examining the
contents of the crash history file with the CLUE/DISPLAY command, you can
understand and resolve the issues responsible for some crashes and you can also
obtain other useful data.
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CLUE Usage Summary

Format

When a system fails, physical memory is copied to the crash dump file,
and CLUE automatically appends the relevant parameters to a file named
CLUE$OUTPUT:CLUESHISTORY.DATA. You can use CLUE to display and

examine the data in this file.

CLUE /DISPLAY

Parameters
None.

Usage Summary

84

Before you run CLUE, define the CLUE command (either interactively or in a
procedure such as a login command procedure), as follows:

$ CLUE :== $CLUE

To invoke CLUE, enter the CLUE/DISPLAY command. To terminate CLUE, enter
the EXIT command at the CLUE_DISPLAY> prompt or press Ctrl/Z.

Note that you can also issue CLUE/DISPLAY commands directly from DCL, as in
the following example:

$ CLUE/DISPLAY = DIR/TYPE=INVEXCEPTN/SINCE=21-NOV-1994/0UT=CLUE.LIS



CLUE (VAX Only)

CLUE Commands

This section describes and provides examples of the CLUE /DISPLAY commands.
You can abbreviate any command, keyword, or qualifier as long as the
abbreviation is not ambiguous. The asterisk and the percent sign can be used as
wildcard characters in the specification of user names, node names, and UICs.

Table 81 lists the commands described in this section.

Table 8—1 CLUE Commands

Command Description

DELETE Deletes an entry from the crash history file

DIRECTORY Displays a list of entries from the crash history file

EXIT Exits from CLUE

EXTRACT Extracts data from an entry in the crash history file to a file
HELP Provides online help for CLUE/DISPLAY commands

SHOW Displays specific information for an entry in the crash history file

DELETE

Format

Parameter

Description

Example

Deletes an entry from the list and writes the remaining entries to a binary file.
DELETE n

n .
The number of the entry that you want to delete from the crash history file. The
number of the entry corresponds to the entry number shown by the DIRECTORY
command.

Entries in the CLUE.BIN file can be permanently removed using the DELETE
command. This command deletes the specified entry and writes the remaining
entries to an output file. When an entry is deleted from the crash history file, a
new history file (with a higher version number) is created.

CLUE DISPLAY> DELETE 4
Deletes the fourth entry in the list.
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DIRECTORY

DIRECTORY

Format

Qualifiers

Description
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Displays a brief summary of each entry in crash history file.

DIRECTORY

/MODULE=
Lists all failures that correspond to the specified module (that is, failures that
start with the specified string).

[OFFSET=
Lists all failures that correspond to the specified offset (that is, failures that start
with the specified string).

/SINCE=

Lists all failures that have occurred since the specified date. If the /SINCE
qualifier is used and no date is specified, all failures that have occurred on the
current day are listed.

[TYPE=
Lists all failures that correspond to the specified type (that is, failures that start
with the specified string).

The DIRECTORY command lists the record entries in the crash history file,
beginning with the most recent entry. Six headings are displayed for each entry:

¢  Entry number

¢ Date and time of crash

* Type

*  Process
* Module
e Offset

You can use one or more qualifiers for the DIRECTORY command to limit the
crash entries that are displayed. You can also use more than one qualifier in the
same command line. For example, the command DIRECTORY/SINCE=18-APR-
1993/MODULE=NETACP lists only those crash entries that have taken place
since April 18, 1993, and for which the module is NETACP.
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DIRECTORY
Examples
1. CLUE DISPLAY> DIRECTORY
# Time Type Process name Module Offset
1 11-JUL-1994 09:07:45.78 INVEXCEPTN batman NETACP 14B9
2 01-JAN-1994 11:32:55.23 SSRVEXCEPT startrek SYSLOA  10A8
3 15-MAY-1993 07:26:12.34 BADFID evolushun NONE NONE
4 22-APR-1993 10:45:20.60 INVEXCEPTN aprocess IOBUF 015D
This example lists all entries in the crash history file.
2. CLUE_DISPLAY> DIRECTORY /MODULE=SYSLOA
# Time Type Process name Module Offset
2 01-JAN-1994 11:32:55.23 SSRVEXCEPT startrek SYSLOA  10A8
This example lists only those entries for which the module is SYSLOA.
EXIT
Exits from CLUE.
Format
EXIT
Description
This command exits from CLUE and returns you to the DCL level.
Example
CLUE_DISPLAY> EXIT
$
This example exits from CLUE.
EXTRACT
Extracts all of the data from an entry in the crash history file to either an ASCII
or a binary file.
Format
EXTRACT n
Parameter
n

The number of the entry that you want to extract to a file. The number of the
entry corresponds to the entry number shown by the DIRECTORY command.
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EXTRACT
Qualifiers
/BINARY=filename.bin
The /BINARY qualifier writes the output to a binary file.
/OUTPUT=filename.txt
The /OUTPUT qualifier writes the output to an ASCII file. The /OUTPUT
qualifier is the default.
Description
Use the EXTRACT command to save record entries from the crash history file to
an ASCII or a binary file. If no qualifier is used, entry is written to a text file
with the name CLUE$HISTORY.TXT.
Example
CLUE_DISPLAY> EXTRACT 3 /OUTPUT=15MAYCRASH, TXT
This command writes the data from entry number 3 in the crash history file to an
ASCII file named 15MAYCRASH.TXT.
HELP
Provides online help for CLUE commands.
Format
HELP [command]
Parameter
command
The command for which you want help.
Example
CLUE DISPLAY> HELP DIRECTORY
This command provides online help for the DIRECTORY command in CLUE.
SHOW
Displays specific information for an entry in the crash history file.
Format
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SHOW info_type n



Parameters

Description

Examples

CLUE (VAX Only)
SHOW

info_type
You must choose one of the following information types:

¢ CRASH—displays information similar to the SHOW CRASH command in the
System Dump Analyzer (SDA) utility.

* STACK—displays information similar to the SHOW STACK command in
SDA.

¢ EXEC—displays information similar to the SHOW EXEC and SHOW
DEVICE commands in SDA.

¢ ISTREAM-—displays the instruction stream around the failing PC.

¢ SUMMARY—displays the active processes on the system, similar to the
SHOW SUMMARY/IMAGE command in SDA.

e ALL—displays all the information from the preceding types.

For more information about SDA commands, see the OpenVMS VAX System
Dump Analyzer Utility Manual.

n

The number of the entry for which you want to display information. The
number of the entry corresponds to the entry number shown by the DIRECTORY
command.

This command lets you see all the data associated with a particular failure. This
information is split into several sections; you can choose to see either individual
sections or all of the information.

If the crash number is not specified, information for the most recent entry in the
crash history file is displayed. You must, however, specify one of the keywords for
info_type.

If you request a specific entry from the crash history list (using the SHOW n
command), the display will include some parameters that are useful only to
Digital Services.

1. CLUE_DISPLAY> SHOW ISTREAM 4
Instructions around the failing PC:

80A9F841 RSB

80A9F842 BUG_CHECK #019C
80A9F846 BUG_CHECK #019C
80A9F84A PUSHL R4
80A9F84C MOVL R5,R4
80A9F84F BEQL 00002c88
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SHOW

8-10

80A9F851 JSB
80A9F857 MOVL
80A9F85A RSB
80A9F85B BUG_CHECK #019C

@#-7FFFCCA48
(SP)+,R4

PC->80A9F85F BUG:CHECK #019C => CLUSTRLOA + 09B6F

80A9F863 MOVL #00,R1
80A9F866 MOVB #01,R0
80A9F869 RSB

80A9F86A INCL 00002301
80A9F86E TSTW 000022FF
80A9F872 BLSS 00002CA5

This example displays instruction stream information around the failing PC

from the crash history file for entry number 4.

CLUE_DISPLAY> SHOW CRASH 4

Time of system crash:

Version of system:

System Version Major ID/Minor ID:
VAXcluster node:

Crash CPU ID/Primary CPU ID:
Bitmask of CPUs active/available:
CPU bugcheck codes:

Current Process name:
Current IPL:
CPU database address:

General registers:

RO = 80A9F85B R1 = 00000002
R4 = BOA15ADO R5 = 00000000
R8 = 00022520 R9 = 00020F18

This example displays information about the state of the system at the time
of the failure. The actual output from this command may contain significantly

21-MAR-1993 15:21:33.72
VAX/VMS VERSION V5.5

1/0

HERMES, a VAX 6000-420

03/01

0000000A/0000000A

CPU 03 INCONSTATE

1 other CPUEXIT

OPCOM

8

801AR000

R2 = 80A15B08 R3 = 00010008
R6 = 00000001 R7 = 00000042
R10 = 00021000 R11 = 00020ECO

more information than is shown in this example. ¢
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ERROR LOG Description

The Error Log utility (ERROR LOG) is a system management tool that selectively
reports the contents of one or more error log files. The operating system
automatically writes messages to the latest version of an error log file named
SYS$ERRORLOG:ERRLOG.SYS as the following events occur:

¢ Errors—Device errors, device timeouts, machine checks, bus errors, memory
errors (hard or soft error correcting code (ECC) errors), asynchronous write
errors, undefined interrupts, and bugchecks

*  Volume changes—Volume mounts and dismounts

* System events—Cold startups, warm startups, system failure (crash)
startups, messages from the Send Message to Error Logger ($SNDERR)
system

You can use ERROR LOG with most system-supported hardware, such as
adapters, disks, tapes, CPUs, and memories, but not all communications devices
(for example, the DEQNA). Some synchronous communications devices are
supported.
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ERROR LOG Usage Summary

Format

You can use ERROR LOG to process one or more types of error log entries for
inclusion in a report. ERROR LOG generates six types of optional formatted
output: full (default), brief, summary, register dump of device entries, binary copy
of selected entries, and binary copy of rejected entries.

The Error Log utility (ERROR LOG) selectively reports the contents of an error
log file.

ANALYZE/ERROR_LOG [/qualifier(s)] [file-spec],...]]

Parameters
/qualifier(s)
The function to be performed by the ANALYZE/ERROR_LOG command.

file-specl,...]

Specifies one or more files that contain binary error information to be
interpreted for the error log report. You can include wildcard characters

in the file specification. If you omit the file specification, the default file is
SYS$ERRORLOG:ERRLOG.SYS (see the OpenVMS System Manager’s Manual
for information on maintaining this file).

See the OpenVMS User’s Manual for details on file specifications.

Usage Summary

94

To invoke ERROR LOG, enter the following DCL command:
ANALYZE/ERROR_LOG [/qualifier(s)] [file-spec][,...]

ERROR LOG does not prompt you. To exit from ERROR LOG, press Ctrl/C. You
also exit the utility when end-of-file (EOF) is detected. To direct output, use the
/OUTPUT, /BINARY, and /REJECTED qualifiers with the ANALYZE/ERROR _
LOG command.

You must have SYSPRYV privilege to run ERROR LOG; however, only read access
is required to access the file ERRORLOG.SYS. (It is not necessary to rename the
file ERRORLOG.SYS to ERRORLOG.OLD before using ERROR LOG.) Do not use
the /BINARY qualifier with the /FULL, /BRIEF, /OUTPUT, /REGISTER_DUMP,
or /SSUMMARY qualifiers.



ERROR LOG Qualifiers

‘The qualifiers for the ANALYZE/ERROR_LOG command are described in this
section. Table 9-1 lists the qualifiers as follows:

Table 9-1 ERROR LOG Qualifiers

Qualifier Description

/BEFORE Specifies that only those entries dated earlier than the stated
date and time are to be selected for the error report

/BINARY Controls whether the binary error log records are converted to
ASCII text or copied to the specified output file

/BRIEF Generates a brief report

/ENTRY Generates an error log report that includes the specified entry
range or starts at the specified entry number

/EXCLUDE Excludes errors generated by the specified device class, device
name, or error log entry type from the error log report

/FULL Generates a full report (default), which provides all available
information for an error log entry

/INCLUDE Includes errors generated by the specified device class, device
name, or error log entry type in the error log report

/LOG Controls whether informational messages that specify the
number of entries selected and rejected for each input file are
sent to SYS$OUTPUT

/NODE Generates a report consisting of error log entries for specific
nodes in a VAXcluster system

/OUTPUT Specifies the output file for the error log report

/REGISTER_DUMP

/REJECTED

/SID_REGISTER

/SINCE

/STATISTICS
/SUMMARY

Used in conjunction with the /INCLUDE qualifier to generate,
in a hexadecimal longword format, a report that consists of
device register information

Allows you to specify the name of a file that will contain binary
records for rejected entries

Generates a report consisting of error log entries that occurred
on the specified CPU (VAX only)

Specifies that only those entries dated later than the stated
date and time are to be selected for the report

Generates run-time statistical information

Generates an error log report that consists of a statistical
summary (VAX only)
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ERROR LOG

/BEFORE
/BEFORE
Specifies that only those entries dated earlier than the stated date and time are
to be selected for the error report.
Format
/BEFORE [=date-time]
Parameter
date-time
Limits the error report to those entries dated earlier than the specified time.
Description
You can specify an absolute time, a delta time, or a combination of absolute and
delta times. See the OpenVMS User’s Manual for details on specifying times.
If you omit the /BEFORE qualifier or specify /BEFORE without a date or time,
all entries are processed.
Example
$ ANALYZE/ERROR_LOG/BEFORE=1 9-APR-1994:10:00 ERRLOG.OLD;5
In this example, the error log report generated for ERRLOG.OLD;5 contains
entries that were logged before 10:00 AM. on April 19, 1994.
/BINARY
Controls whether the binary error log records are converted to ASCII text or
copied to the specified output file.
Format
/BINARY [=file-spec]
/NOBINARY
Parameter
file-spec
Specifies the output file selected to contain image copies of the input records.
Description
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The /BINARY qualifier creates a binary file that contains copies of the original
binary error log entry if the command line also specifies an interval (/SINCE,
/BEFORE, or /ENTRY qualifier) or a filter ((INCLUDE or /EXCLUDE qualifier).
If no interval or filter is specified, all error log entries are copied.



ERROR LOG
/BINARY

If you specify /BINARY=file-spec, the selected output file contains image copies of
the binary input records (the records are not translated to ASCII). If you omit the
device or directory specification, the current device and the default directory are
used. If you omit the file name, the file name of the input file is used. If you omit
the file type, the default file type is .DAT.

Do not use /BINARY with the /FULL, /BRIEF, /OUTPUT, /REGISTER_DUMP,
or /SUMMARY qualifiers. These qualifiers generate an ASCII report; /BINARY
generates a binary file.

Example
$ ANALYZE/ERROR_LOG/INCLUDE=DBAL/BINARY=DBAl ERR.DAT
ERRLOG.OLD; 5
In this example, the output file DBA1_ERR.DAT contains image copies of the
entries that apply to DBA1.
/BRIEF
Generates a brief report.
Format
/BRIEF
Description
Do not use /BRIEF with the /BINARY qualifier.
The Example section shows the format of a typical brief error log report.
Example
$ ANALYZE/ERROR_LOG/BRIEF ERRLOG.OLD;97
In this example, the error log report generated from ERRLOG.OLD;97 contains
minimal information.
/ENTRY
Generates an error log report that includes the specified entry range or starts at
the specified entry number.
Format
/ENTRY [=(START:decimal-value[,END:decimal-value])]
Parameter

(START:decimal-value[,END:decimal-value])
Specifies the range of entries to be included in the error log report.
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ERROR LOG

[ENTRY
Description
If you specify /ENTRY without the entry range or omit the qualifier, the entry
range defaults to START:1,END:end-of-file.
Example
$ ANALYZE/ ERROR_LOG/ ENTRY=(START:1,END:18) ERRLOG.SYS
In this example, the entry range for the error log report generated from file
ERRLOG.SYS is limited to entry numbers 1 to 18.
[EXCLUDE
Excludes errors generated by the specified device class, device name, or error log
ent