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SubJectl 110 Daemon ModIfications for the Access Isolation 
Mechanism 

This Mra descrIbes proposed changes to the 1/0 Daemon in support 
of the Access Isolation Mechanism. The reader is assumed to be 
familiar with the basic principles of the Access Isolation 
HechanIsm, as well as the relevant terminology, defined in 
MlS-1UO. 

The modifIcations suggested here were, for the most part. 
originally proposed to satIsfy certain reQuire.ents of the Air 
Force Data Services Center. However, as with other features of 
the Access IsolatIon MechanIsm, .ost of the new features proposed 
for the 1/0 Dae.on will be of general use at many Hultics sites. 
The following four requirements af'e speclflcat'.v consldereo in 
this MTBI 

1) It must be possIble to instruct a devIce drIver process to 
handle only reQuests of a specIfied range of access classes. 

2) The head sheet for each prIntout must contain a banner 
identifyIng the access class .assigned to the pr.1ntout. 

3) A user must be able to speCify, by means of dprlnt com.and 
options or defaults, that header and footer labels be placed 
on each page of prInted output. 

4) Each printer drIver process must be capable of preparIng an 
"accountability for." for each piece of prInted output. (In 
the case of AFDSC, an accountability form will be used to 
offICially record the tranSMission of a classified printout to 
an approprIately authorized user. At other sites, forms of 
someMhat di f fe"rent format may be used for a SiMi' ar purpose.) 

Since the use of the above features Is at the discretion of the 
1ndividual sIte or user, no change in IIO Daemon operation w.111 
result unless desired. 

Hultics project Internal workIng documentation. Not to be 
reproduced or distrIbuted outside the Hultics proJect. 
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In the dIscussion which follows, the implications of each of the 
above four reQuirements Is examinea and an Implementation is 
described. Afterwards, some access control problems posed by the 
Access Isoiation Mechanism for Tne ~'u Oae~On are investlgated. 
Finally, a summarIzation of all proposed changes Is presented. 

It Is desired that an access class range be associated with each 
device Qrlver process and that onlv reQuests withIn thIs range be 
handled by the driver. In order to understand the meaning and 
impl1cations of this Idea, It is worthwhile to brIefly review 
some featUres of the 1/0 Daemon organIzatIon and operatIon. 

The collectIon ·of user reQuests into queues and the subseQuent 
distribution of these reQuests to drIver processes revolves 
around the notIon of devIce classes. When a user submits an 1/0 
reQuest, he eIther explIcitly specifies a device class or else a 
default Qevlce class is assu.ed. The device class unIQuely 
deterMines a set of Queues, each of whIch represents a different 
priority. Such a set of Queues Mill be referred to hereafter as 
a -Queue group." Each ~rlver process Is uniquely associated with 
a device class and hence Mlth a Queue group. DrIvers of the same 
device class are considered to be equivalent in the sense that 
anyone of them can handle any request fro. the appropriate Queue 
~roup. Thus, when a driver Infor.s the coordinator that It Is 
ready for work, ~he coordinator 5i_pl, selects the oldest request 
of highest priority from the Queue group aSSOCiated with the 
drlver·s device class. 

With the advent of the Access Iso'atlon Hechanlsm, each driver 
process "1.1 be assIgned a specific authorizatIon. To the 
greatest extent possible, driver processes will not make use of 
any system privileges. Therefore, If M8 were to allow arlvers of. 
different authorizations to belong to the same devIce class, 
these drivers r,ouid no longer be considered equivalent. A 
segMent accessIble to one of the drIvers might not be accessible 
to another. Hence, In order to preserve the MeanIng of devIce 
classes, aa. drivers of the same device class will have the same 
authorIzatIon. Clear'y, this authorIzation aefines an upper 
access limIt for the device class. 

A simple way to proceed In achieving the desl~ed access ~anges 
for Qrivers Is to associate the access range wIth the device 
class. Ignoring the detaIls of this approach f~r the mo.ent, 
only one conceptual probaem Is evldent. Where In the cu~rent 

system there now exists one device class and one Queue group for 
a category of devlces, e.g., central sIte printers, there would 
be perhaps several device classes and several correspondIng Queue 
groups In the new scheme, each having a dIfferent access range. 
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Such an arrangement 1s by no means technically infeasible, but It 
does create inconveniences for the user and the operations staff. 
The user certainly does not wish to concern hImself with whIch 
access range is approprIate for his reQuest. This should and 
could be determined automatica. tv by the system. However, a more 
serious problem arises over the fact that the access ranges 
associated wIth a device class are Intended to be dynamical Iv 
reconflgurable. For example, a site with three printers ~ay 

ordinarily have three device classes with three different access 
ranges for these prInters. If one printer should fail, however, 
it may be deslrable to reconfigure the access ranges of the 
remaining two printers so as to process the requests formerlv 
handled by the inoperatIve printer. Unfortunately, there Is no 
easy way to accomplish thIs reconfiguration sInce the requests 
have ~Ireaay been segregated Into separate Que~es baseo on the 
original three access ranges. 

In order to solve the probl~M described abovey It Is ~oposed 
that the one~to-one mapping between device classes and Queue 
groups be changed to a many-to-one mappIng. In other words, it 
will be pOSsible for one Queue group to serve many device 
classes. Actually, it 1s convenient to think of the Queue group 
as defining a "statIc" device cjass which is Identical to the 
current notion of ~evlce class. When a user submits ~ an 1/0 
request, he will speclfv (exp'lcltlv or impliCitly) the static 
device class. Driver processes Mll. be associated with "dynamIc" 
device classes, many of which can draw requests from the same 
static devIce class. Thus, whenever it is desired to reconfigure 
the access ranges of the dynamIc devIce classes, no reShufflIng 
of the Queues Is necessary. 

Although the change described above may sound rather severe, this 
approach has been chosen for the very reason that it requires 
relatIvelv few changes to the 1/0 Daemon software. As far as the 
relatIonship between the coordinator and drIvers Is concerned, 
the implementation of device classes 1s basically unchangea. A 
new paraMeter for the 1/0 Daemon parms file will be defined which 
permits speCification of the access ~ange of a (dynamic) device 
class. Also, a secone new parameter wIll be deflnea whIch 
per.its specification of a Queue group, name for a devIce class. 
When the parms file is e~amlneddurjng the inItializatIon of the 
coorainator, ail device classes sharing the same Queue group wl" 
be threaded together. Furthermore, a new data base, called the 
Queue group table, wl.1 be constructed which contains one entry 
for each Queue group. Each entry "1., have a pointer to the hea~ 
of the threaded list of associated device classes as well as 
pointers to (or indexes of) the message segments in the Queue 
group. Each device class entry will contain a poInter to Its 
associated Queue group entry. 

AsIde from the extra inltlallzation described above, only one 
other section of the 1/0 CoordInator will require sIgnIficant 
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modIf1cation. (Note that no changes to the drivers are necessary 
to implement access class ranges.) The subroutine responsible 
for readIng reQuests fro. the Queues, called fInd_next_reQuest_, 
1l1U'~+ Ilft"'Ar-~+.:::.ft'" +h4 AaV&I'"A ,..t:::.ec +n I"IIIAtlA n.-nun m;:anninn"" 
."~.... ,.., .... ~ .. ..", .... , ...... • ................................................. -.-............. ::;,- - .... ,.... ••• - ..... .-- •• :;;1- When 
gIven a devIce class, fInd_next_reQuest_ M111 ascertain the 
approprIate Queue group ana read the olaest request from hIghest 
priority non-empty Queue (as it does now.. It Must then 
deterMIne if the access class of the request message Is wIthin 
the access range of the specIfied device class. If so, the 
request Is returned as usual. If not, find_next_reQuest_ will 
scan the threaded list of device c.asses for the Queue group 
until fInding a device class with the proper access range. The 
.essage 10 of the request wIll then be added to a "waiting list" 
for that device class. The readIng of MeSsages, and the addIng 
of these .essages to MaltIng lists, MIll contInue until a .essage 
Is found within the access range of the speclfled device class or 
untlt the Queue group Is exhausted. Thus9 It can nOM be seen, 
that the algorIthm followed by tlnQ_next_reQuest_ Is to first 
check the wsltlng list for a device class and, if this is e.pty, 
to then begin reading Messages from the associated Queues. 

The effect of the above sche.e Is to delay the binding between a 
reQuest ana a dvna.lc device class until the. Moment the request 
Is read from the Queues. Furthermore. thIs binding can always be 
reconfigured, even for reQuests In the MaltIng lIsts. This Is 
accomplIshed bV simply changIng the par_s file and then 
relnitlalizing the cooralnator. The old waitIng lists are 
discarded and new ones are created for the neN dyna_Ic device 
classes. No Juggling of the Queues Is ever necessary. Note also 
that at installatIons which continue to .alnta1n a one-to-one 
correspondence between Queue groups and dyna.ic devIce classes. 
no requests will ever be added to a waIting lIst. 

Just as the access class stored In a branch Is used InternallY to 
protect seg_ents, so too will the access class banner on a head 
sheet be used externally to protect printouts. The access class 
banner provlaes an administrative control over the dIstrIbution 
of printouts which supersedes the exIsting discretionary controls 
(i.e. person and project name banners). 

A genera. rule of the Access Isolation MechaniSM dIctates that an 
obJect Is assIgned an access class eQual to the authorIzation of 
the process that created It. A strIct InterpretatIon 01 this 
rule would suggest that the access class assigned to a prIntout, 
I.e •• the access class banner9 should eQual the authorization of 
the ariver process that created it. Unfortunately, thIs scheme 
would result in wIdespread over-classification of printouts since 
the arlver process authorIzation Is alwavs at the top of the 
access range of reQuests hana'ed. Although some sites ~lght be 
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wIlling to accept th1s arawback in the interest of maxImum 
security, it seeMS Ilkeiv that most sites would fInd it extretlelv 
obJectionable. Since the driver process Is really Just a trusted 
lntermealary which creates a. printout on behalf of a yser 
process, it seems logical, and a great deal more practical, to 
choose the authorization of the reQuesting user process as the 
access class for a printout. In oroer to satIsfy' those sItes 
which .ay prefer the .ore conservative choice, a new para.eter 
wl.1 be defined for the 1/0 Daemon parms fIle which allows an 
installatIon to specify a minimum access class banner for each 
device class. If this parameter is not specifIed, the default 
minimum wIll be the bottom of the device class access range. 

The new format for a head sheet wl.e incluae a thIrd line of "bIg 
letters" containing the printout access class. Actuallv, a 
sIngle big-letter Ilne cannot be expected to hold an arbitrarily 
long access class string. Therefore, only the first component of 
the access class string wl.1 be printeQ In big tetters. Beneath 
thIs, the full access class wIll be printed 1n regular type. 
ThIs implIes that at sites using sensitivity levels, the access 
banner will be a level name. At sItes using categories but not 
levelS, the access banner wlJ' be the first category name. 
However, if an access class string is null, as might be desired 
for the system 'ow access class, then no access class banner will 
be prlnt8-C2.Thls i.plles, of course. that at sites using neIther 
levels nor categories, the access banner wIll always be omitted. 

e.a.sut L.ibelS 

The reQuire~ent for page header and footer labels to be added to 
printed output by the 1/0 Daemon stems from the neea to place 
access class labels on each page of certaIn printouts. However, 
it Is Intended that thIs feature be generalized to allow a user 
to supplV any arbitrary character string for the labels. This 
kind 01 feature has actually been considered before outside the 
context of the Access Isolation Hechanlsm. The dprlnt message 
format already provides space for a page header string, although 
the .echanls. Itself has not vet been imple.ented. 

Several options wI' I be added to the dprint commana to support 
the page 'abe' feature. If the user simply wishes to use the 
seg.ent access class for the page label, he will specify the 
"-access_labe'" option. tf the user wIshes to supply hIs OMn 
label he wll' specify the "-label" option followed '.mediately bv 
the 'abel string. If neither of these options is specIfied, then 
no labels wi" be aodea unless the site has chosen to aad labels 
by default. ThIs will be indIcated by a new parameter in the 110 
Daemon parms file. The effect of this default 'abe.lng will be 
an Implicit "-access_label" option for a" aprlnt com~ands 
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issued. However, a user can override the default label with the 
"-label" option or can request no labels by specIfying the 
--no_'abel" optIon. 

I.ple.entation of the labeling feature would best be accomplished 
by providing a new oraer call to the prInter DIM for specifyIng 
labels. This, In turn, would require Modifications to the 
prInter DC" Mhich does essentially all of the work for the 
prInter DIM. It is intended that the labels be p'aced In the top 
and bottom margins of each page so as not to disturb the format 
of the output. Because a number of printer DIM enhancetients are 
already In progress, it will Most likely not be practical to 
begin work on the label feature in the very near future. 
Therefore, In order to meet the deadlIne for delivery of thIs 
feature to AFDSC, an InterIm solution mav be adopted. A new 
IOSI" can be provided for the printer drIver process which, when 
spliced In before the printer DIH, Mill insert labels. Bv use of 
the -nosklpH Mode in the printer DIM, labels can still be placed 
In the top and botto. page margins as desired. ObViously, thIs 
second approach Is less effIcient than the fIrst and therefore 
wIll only be used te.porarl.y if at all. 

The requirement for accountabIlIty for~s Is prImarily to provide 
a means of recordIng and controlling the dIstribution of 
classIfied output. It also serves a dIrect security functIon In 
the separation of output. The dIstributIon staff can check to be 
sure that there Is one piece of output (e.g., listing, card deck) 
for each accountability forM. This check w'.1 prevent a 
~aticious user from imbedoing headers and traIlers within his 
data which Mould fool the distribution staff Into believing a 
phoney access class banner. A separate terminal from the current 
daemon console must be used to prepare the accountability for.s 
and It should be located near the associated device. 

A byproduct of the accountability form ter~Inal Is Its abilIty to 
also function as a driver control ter.ina •• The usefulness of a 
driver control terminal stems from physical hardware arrangement. 
Some sites locate one or more line printers (or other 1/0 
devices) In physically separated areas from the central computer. 
However, the daemon driver console must remaIn in the central 
computer roo. to prevent privIleged access from falling in the 
hands of untrusted personnel. On the other hand, the local 
device operator is In the best position to determine whIch 
reQuests should be restartea, etc. Another terminal physicallv 
located beside the device could allow the device operator to 
enter benign operational requests wIthout compromiSing security 
and without reQuiring assistance from central operatIons. The 
use of this control/accountability form terminal would, of 
course, be at the option of the sIte. 
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To implement th1s neM feature we wil' add a new per device class 
parameter to the 10 daemon par~s file which indicates whether a 
control terminel Is reQuired for the driver. The default for an 
unspecIfied parameter wll I be "not reQulrede" When the term!nal 
Is not reQu1red, the drIver process will operate exactly as It 
does today. 

When a control terminal Is reQuIred, the ariver wi.' wait for a 
terminal to be dIaled to the process before tellIng the 1/0 
coordinator that It Is read V to process reQuests. However, the 
current ImplementatIon of the alai co.mana Is too restrictive to 
be useful in thIs context. It only alloMs one Instance of a 
process_9roup_id to reQuest dialed devices. Under the current 
implementation, drivers and the 10 coordinator are logged In as 
IO.SysOaemon. Hence. we Must implement the changes to the dial 
COMmand suggested bv T.H.VanVleck in "TB 013. 

During normal operation of the driver. the control termInal will 
print one accountabIlIty form for each copy of requested output 
frOM the drIver process. The form may contain information which 
describesl the requestor, header and destination options, 
sequence number, banner access class, date-tIme, 1nstallation, 
pathname and access class of segment. (Notel The module which 
forMats the output to the control termInal wIll be site 
rep' aceable. The norfla' MOGuie will print the salle informatIon 
provided by the 1/0 Daemon today which does not require a for •• ) 

A "start" command must be issued from the control terminal before 
processIng wll. begin to allow the aevlce operator to alIgn the 
accountabIlity forms beIng used. A command to print a sample 
form w111 be provided for thIs purpose. SInce the output to the 
control terminal may be formatted to preprinted for_s, co •• ands 
may not be entered without destroying the alignment. Therefore, 
comman"ds will be honored only after the devIce operator presses 
"QuIt" on the control terminal. This allows for realignment 
before resuming operatIon (we will reset the write buffers). 

The control termInal wIll never be al lowed to enter arbitrary 
commands for securIty reasons. Also, we must restrict the set of 
commanas, normally acceptabJe to the arlver, which may be entered 
frOM this terminale SpecIfically, the commands return, debug, 
detach, attach. and reattach "111 not be honored from the control 
terminal. The other commands will not create security problems 
(i.e., start, cancel, kil" restart, save, reinlt, logout, sample 
(ne w)) • 

We donet want to remove the slte operator·s abIlIty to control 
the driver. Therefore, when the driver expects Input, it wIll 
first look for commands from the master arlver console ana then 
from the control ter.lnal. (Control terllinal QuIts wIll be 
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disabled while the master terMInal has control of the process). 
The master console wIll also be able to Inaicate that further 
input and Quits from the control terminal be accepted or 
_elD,.+ .. ri_ .... , .... ~ .... w. 

If the control termInal gets disconnected, the master console 
will be notified and the driver wIll walt for Instructions. The 
operator may reQuest that the driver cont1nue wIthout the control 
terminal or that the drIver wait for another dialed terminal 
(reinitJ. · 

A remote drIver whIch commun1cates to a device over high speed 
phone lines will also be able to utilize a control termInal. 
ThIs, of course, woula reQuire a second phone line. Driver 
co •• ands Mav be Input from the control terminal as described 
above. Commands whIch may be entered from the remote device 
itself (e.g., from cara reader) must be subJect to the same 
restrictions as commands frOM the control ter.lnal for securltv 
reasons. 

The preceding sections descrIbed changes to the 1/0 Daemon to 
support certaIn new features. This section, however. prlmarilv 
describes changes necessary to cope Mlth the I_pact of the Access 
Isolation "echanis. on the 1/0 Daemon environ.ent. Also, an 
existing security problem Is dIscussed. 

The 1/0 Coorainator, bv its very nature, cannot operate strictly 
wIthin the rules of the Access Isolation "echanism. SInce It 
handles information of all access classes, it will run with a 
systeM-high access authorIzation. In order to send wakeups to 
driver processes, It Mill have the 1pc privilege flag enabled. 
In oraer to create ana Modify segments of varying access classes, 
it will Make use of privileged access to seg.ents ana 
directories. In order to read and delete messages of all access 
classes, the coordinator .,ill have prIvileged a'ccess to message 
segments. 

Several segments exist In 10_daemon_dlr which hold messages ana 
message descriptors read by the coordinator fro. the message 
segment Queues. SInce these messages .,ill range In access class 
UP to syste~ high, they .ust be protectea in a systeM high 
segment after extraction from the Message seg.ents. Therefore, a 
subdirectory of IO_daemon_dlr .. 111 be created having a 
system-high access class. In this oirectory the coordinator will 
create the reQuest_seg (used to hold Messages), the rea_desc_seg 
(used to hold Message descriptors., and the new .,alting list 
segment. 
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Unlike the coordinator, driver processes are, for the most part. 
well-suIted to abidIng bv the restrIctions of the Access 
Isolation Mechanism. Therefore, a number of minor changes ~111 
be maae to the 1/0 Oae.on to avoid the unnecessary use of special 
access privIleges. 

The current scheme for initialIzIng arlver processes wi" reQuire 
slight ModIfications. Each drlver process atteMpts to verify 
that a coorainator process does, In fact. exIst bV locking a 
coordinator lock kept in a special segMent. If the lock Is found 
to be valldlv locked, then a coordinator exIsts. However, If a 
driver succeeds In locking the lock~ then no coordInator exists. 
Unfortu~ateIY, lOCking the lock .eans writing In the segment. 
SInce drivers wII. have dIffering authorIzations, they cannot all 
wrIte In the same segment. Therefore, the drivers will Instead 
copy the lock to a prIvate data area ana then attempt to lOCk the 
copy. This works even better than the present scheme since It 
elIminates the need for a secondary lock now used to prevent 
interference among drivers. 

The Initialization of driver-coordinator communIcation wltl a.so 
require so~e smalt changes. All drivers create a temporary 
·communication" segMent containIng information for the 
coordinator In io_~aemon_dir. Due to differing driver' 
authorizations, this wIll no longer be possible. Therefore, 
these temporary seg_ents wIll instead be created In each drIver·s 
process dlrectorv. Upon receivIng a "new drIver" Makeup fro. a 
driver, the coordInator exa_ines the com.unlcation segment, 
validates the arIver9 and then creates a "driver status· segment 
used for future co •• unication. The driver status segment, now 
created In 10_daemon_dir, must be writabl. bv the driver process 
and therefore must have an access class equal to the drIver·s 
authorIzatIon. Since driver status segments of differing access 
classes cannot coexist In a single directory, the coordinator 
will create a separate upgraded subdl~ectorv In lO_daemon_dlr to 
halo each driver status segment. 

As mentIoned above, messages and message descriptors wit. be 
stored In segments of system hIgh access class ana hence will not 
be accessible to all drivers. Message descrIptors are alreadY 
copIed to the driver status seg.ent bV the coordinator ~ach tIme 
a ariver Is given a reQuest. Current lV, the drIver reaas the 
message itself directly from the reQuest_se9~ SInce thIs witl no 
longer be possible, the .essage will also be copIed to the dri~er 
status segment bV the coordinator at the same tl.e as the message 
descriptor. 

To this point. every effort has been made to ensure that drIver 
processes would not reQuire the use of any speCial access 
privIleges. Unfortunate'v, there are two cases In which the use 
of such prIvileges seems unavoidable. Following each aprlnt, a 
driver process executes a program cal ted "ch~rge_user_" whIch 
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upaates accountIng information In the pdt entry of the requestIng 
user. Since Pdt segments have svsteM-low access classes, vet 
drIver authorIzatIons may range UP to system hIgh. It wIll be 
necessary for the drivQiS to obtain p~lv!la;ed access to pdt·s. 
The other cIrcumstance In whIch special access Is required Is 
wIthin the message routing DIH. All daemons attached vIa the 
Message routIng DIH must wrIte In a COMmon SegMent. Therefore. 
mrdIm_ wI.' be modified to detect the need for speCial access and 
to attempt to obtaIn specIal access. 

A security 
process 10 
accessible 
process to 
Queues and 
-restart. M 

the ACL of 
10 to aeny 

problem exIsts due to the fact that the coordInator 
and event channel 10 are stored In a segment 

to all processes. This makes It possIble for any 
impersonate a driver, I.e., to d~ain requests frOM the 
to Issue varIous co •• ands to the coordinator such as 

ThIs proble. Is easilv corrected sI.plV bv settIng 
the segment containing the coordinator event channel 
access to a" but 10; •••• 

A. For Access Ranges 

Change lode_Slnlt to create the 
list segment and to store a 
lodc_static. 

Queue group table/Malting 
pointer to this segMent In 

2. Change lodc_parse_parms_ to recognIze the new "access_range" 
and "Queue_group" keywords. InitIalIze the Queue group table 
and thread together ~evlce class table entrIes of the same 
Queue group. Place In each device class table entry the_ 
offset of the assocIated Queue group table entry. 

3. Change lodc_IneM_driver to check if a new driver Is the fIrst 
of its device class and if thIs ~evlce class Is In turn the 
first of its Queue group. If so, open the .essage segments 
in the Queue group. 

4. Change flnd_next_reQuest_ to use the Queue group table and to 
manage the waIting lists as described. 

5. Change save_reQuest_ to use the Queue group table to 
determine from whiCh message segMent a given message Should 
be deleted. 

B. For Bannersl 

1. Change head_sheet_ to prInt th~ access class banner. 
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c. For Page Labetsl 

1. Change the dprlnt command to recognize the new -access_label, 
-Iabe'~ and -no_'abel opt!onSe 

2. Change looc_parse_parms_ 
para.eter which causes 
default. 

to recognize the new "labe,I' 
labels to be added to printouts bv 

3. Change output_reQuest_ to check for the label option and to 
make the appropriate order ca •• if it Is reQuested. 

4. Change prlnter_Qlm_ to recognIze a new "label'· order call and 
to pass this on to the printer OCM. 

5. Change prtnter_ocm_ to recognIze the labe' oraer call and to 
Insert labels in the top and bottom page Margins. 

6. -If changes ~ and 5 cannot be made soon enough to meet the 
delivery deaallne, then implement a new IOSIH to add labels 
as descrIbed. 

o. For AccountabIlltv Form/DevIce Control Te~mlnall 

1. Change iodc_pars8_parms_ to recognIze the "control_termina." 
keYMord. 

z. Change lodd_statlc to hold control termInal attachment data. 

3. Change remote_Slnlt and lo_oaemon_arlver_ to attach control 
termInal if reQuIred. 

4. Change lodd_Qult_handler to condItionally recognIze Input 
from control termInal and Implement sa_pie command. 

5. Change lnput_cmd_ and remote_ to separate commands from 
master and control terminal. 

6. Change output_reQuest to call accountabllltv forM prInting 
module If a control terminal is attached. 

7. Change the answering servIce dIal facllltv per "TS u13. 

E. For Access Control Considerationsl 

1. Change iodc_Inlt to enable the necessary special access 
prIvIleges for the coordinator. Create a system hIgh 
dIrectory in whIch to place reQuest_seg, reQ_desc_s,g, and 
the Queue group table segment. 
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2. Change lod_overseer_ to copy the coordinator lock before 
testing It for a driver process. 

3. Change driver_lnl,_islgiia; to craate the drIver_co!!!! 
1n the process directory and to store the 
authorization In the driver_co •• structure. 

C!Ao-.:.nt 
.... - ::J/I ........... . 

process 

~. Change IOde_SneN_driver to create an upgraded directory and 
hold each driver status segment. 

5. Change lodc_Sdriver_slgnal to copy each dprlnt message to the 
driver status seg_ent. 

6. Change charge_user_ and .rdlM_ to use privileged segment 
access as described. 
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