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To: Distribution 

From: T. H. Van Vleck 

Date: 01/13/75 

Subject: Unattenaea Operation of Muftles 

Severa' Muttics InstaJ lations ~ave been atte~ptlng to run 
their systems without &n operator present. Although this Is n~t 

an advertisea featu~e of Multles, these sites have don~ pretty 
weJ I by Jeaving the system running when the operators go off 
shift, with the unoerstanJing tnat the system wiJ I be avaiJaole 
without backup or tapa mountin~ facilIties, ana that if the 
system crashes it ,.i I J stay down unt 11 an oper3tor COm-25 In. 
This memorancum oescrloes changes to the supervisor anc suoport 
oro c tau res w h i c h W 0 u Jam a k e una t ten \l ad 0 per 3 t Ion e as i e r' an j m 0 r e 
reliable. With some very simp'e changes, unattended moc~ beca~es 
usable aJmost immealately; later changes which make aa~itiondJ 

improvements in unattended mooe are also jescrib~a. 

AUTOMATIC RESTART AFTER A SYSTEM CRASH 

When Multlcs cra~hes, thE operator usually brings the system 
back uo again. Almost aJ J of tne steos which the operator takes 
can be automatea. These steps are: 

1. Determine that the system has crashed. 

2. Invoke the "CRASH" runcom. 

3. Invoke the L0355 ana BOOT commanJs. 

4. Reply "startup" to the Initial izer process. 

5. Start tnE Backup and 10 daemons. 

Existing facliitles a~e sufficient tor 3utomatlng many of these 
steps. Only minor eh3ng~s need Da made to fix the others. 

Crashes will b€ j€tect~d when the syst~m returns to BOS from 
Multics operatIon. There are some cases of system crash such as 
power fai1ure, Idle loop, or hung Inltlalizer process which do 
not return to .BOS: these cases 3re not hanalea by the new 

MuJtlcs Project internal working jocumentation. Not to be 
reprocucea or cistrib~tea outslce the Mul tics Project. 
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scheme, but are fortunately fairly rare. There are also cases in 
which the system returns to BOS but h3S not crashed, for instance 
after a normal shutaown, or in response to the system_control_ 
"bas" command; meai f leat ions wi I' oe made to the suoerv lsor and 
to BOS to oetect these cases. 

~~ E W 1 I I set up 0 ... e W 0 r a 0 f s tor a ;J e 1 n t n e 80S tOE hoi a for 
Intercommurdcat Ion between Mu I tics ana BaS. This worJ wi 1 I oe 
used as a set of 36 s,.,ltches which will be sat eithEr by a JOS 
command or by a Multlcs prlvileg€o call. One of these switches 
w 1 I. b ~ res e r v e.::. tome a n Ita L; tom a t L c reo 00 t m 0 a e Iso nil; t hIs 
switCh wil' be turnea ON by a Multics command, and wIt I be turn~d 
OFF by Muftics command, BOS command, or by automatic crash-toop 
detecting eoce in Mult lcs startup. Another switch wi 11 mean lithe 
syst'2m crashEd": this swItch wi II be set ON at boot time and 
res~t by normal shutoown ana calls to pmut$bOS_anc_return. 

~hen the syst€~ returns to 80S, any ru~com which containeJ 
the BOOT command wi II continue on to its n~xt statemert. ThIs 
stat€ment wi II be a test 01 the "crashed·' switch Ir~ tilt stan~3r.J 

ru~com, to discover whether th~ system crash~d or s~ut j~~n 

r')ormotly. 

It is already p~ssible to distinguish b~twe~n the cas~ of 3 

~€turn-To-BOS causea by the Multlcs softw3re dna one C3wsea oy an 
XED 1-+ G Q 0 fro m tile 0 roc e s S 0 r p (; r. e I. Sin c e the I a t t er cas elm p lId S 

that someonE: is prese:;n t in the computer room, it shoulo not oe 
assurrea that this action Is a "crash. 1I Similarly, the setting of 
the "crasheo" switch will aJ low BOS to distinguish bf,twe;an cal Is 
to omut$boS and pmut$~os_and_rtturn~ the secona call is made 
only in respons~ to man~al intervention and so shou)J not be 
jet~ctea as a crash. 

Some chcnges coula be maoe In the scheduler to ~etect iole 
toops, and it shouJc oe Possible to S8t UP a oetector for tne 
cases 1'" which the l'nitidlizer prO('2SS is hung: but these are 
reflf,ements which Cd'" oe proposeJ sepdrately. A special comman'::l 
to cause the system to crash should also be eonstruct~~ which C3n 
be used by trustworthy ·instal lation personnel in cas~s where they 
notice th·;jt the system :;houlo oe rd5tarted. (Special access 
DrivllE~e will be provided on the gat~ whicn p~rforms tnis 
function.) 

WhEn the operato'" alscovers 3 system crash, he usually types 
CRASH immediat~ly, unless it is obvio~s that a harawarE fai lure 
will prt?vent recovery from wor~·dng. Th~ usual recovery 
oroc; . .:::...r~s consist of the fol Jawing commanas: 

FOUMP (unless Lnhibited) 
F0355 



MULTICS TECHNICAL BULLETIN MTG- 152 

BLAST CRASH 
ESO 
SALV (if ne:~ssary) 

LD355 
BOOT 

pa ge 3 

The actuaJ rlJncoms wil J of course l>~ much more compl ieated, in 
the style of MOSN-241. Various switches wil1 b~ ddaea to allow 
the operator to reauest that the system pause before bootln] dnJ 
salvaging, after crashing, and so on. SlmiJarly, mOdes to 
suppress crash dumps aJtogeth~r or to tak~ printer ~nc/or tdpe 
d~mps in aacltlon to the FDUMP wiJ I be definec. 

In order to prevent the syst~m from cycling in a tight 1000 

of boot - crash imm~dlateJy recover boot, severaJ small 
modi flcat ions wi II be made to the scheme so fer out I ir.ec.., so that 
the default after an automatic reboot Is to turn off automatic 
maoe, untit the answe"'lnJ service (J~termines that the system is 
truly up, ana is ~ot in a crash tooP. The aavantage to this 
approach is that the full Mujtlcs environment is availablt: for 
programs which try to aetect the loop. Automatic rebooting witl 
be discontinued after N crashes after automatic mOdt was ~nt€re1. 
It wiJ) also be turned off if there are more than M crashes in K 
minutes: ana aomin commanJs wi]J be aodej to the Inltlallzer to 
allow the setting of these parameters. 

The restarting of the system will be done as a Dart of th~ 

r \.. r C ,J ~ I 00 p w n i c h the s y s t e m wI J J bet r" a P De Q 1 n, un I ass 0 ".'T! ~ n U :3 I 
i r. t I:? r \I € n t i .or·· s ~ i t chi sse tor aut 0 mat 1 c r'l 0 de r. a S 0 E f: n t '.J ~ ~ ~ j 

of f. Tape-post t Ion in~ operat ions maY hav~ tQ te inse,-.tE:;J in irle 
runcom to position tne unified bootloa·j tape (sef. t1T;'J-13;JJ. Tt"-\::: 
drive on which the unified tape Is mounted must r),:: ur,3vaiJool~ 

for use by the supervisor tape-assigment C00e~ so that the tape 
can remain oermanently mounteo. 

When the InltlaJlzer has completed hardcor€ initial ization. 
it enters the rlng-l environment anJ waits for an inp~t command 
from the master console which tel is it wh~ther to do a cola boot, 
e~ter BOS, or start UP the system. The system_startup_ pr09r3~ 

must be modified to check th~ switch~s in the to~hola ana to 
manufacture a "startup" commanJ if II d ;Jtomatic r~booTlilloae is ON. 
The ring-l envlro~ment will then proceej to call 
system_control_$startup for answo:?rirl~ service initial ization. 
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Most installations have their system_start_up.ec arran:;Jed so 
that thE oaemons dO not aurom,~tic~lly start running. out only 
come to commanc Jevel, so that operators may moJify parameters or 
choose not to run the daemons at 311. 3ut when no op~rator is 
ores€nt, the daemons wi J 1 then han;j. A simple solution to this 
oroblem is to have r~~nlng unattenaea impiy running wiThout any 
backup or 10 daemons. Alternativ~ly, the standara action tak~n 
by system_start_up.ec could O~ io inc'ude the startup of the 
oaemons. Neither of these choices is 3ttractive. The best 
solution is to make an actIvE function available which will 
return "truE" when the system Is in "automatic reboot" mode, so 
that the sY5tem_start_~p.ec can take d def3ulT action wnen the 
system is unattendeo, and otnerwlse wait for the operator. 

FACILITIES AVAILABLE IN UNATTENDEO MOO~ 

The other cuties of th~ system ooerator relate to th~ 

tenaing of the printer and the mounTing of tapes. If WE provld~ 

a oer-system switch which teJ.s wnether tne system is u~attendeJ, 
it wil I be fairly easy to cause the system software to reject al I 
requests which cannot be handled automatIcally, and to suppress 
messages whlcn have no function eXctpt to prompt the oper3tor. 
For example9 user tape-mount re~uests which cannot De satisfied 
wIthout human intervention should oe r~)Ecteo by the 
tape-management software. Simllarly, there seems to be little 
harm in atremptin9 to run the IO datmo~, but when tht printer 
paper Jams or runs out, the message describing this sltuation 
neec be printec ~nJy Jnce; the aevlce oriver shouja then wait 
Quietly for someone to fix its probiem. 

Once UunattenaE::d mode" is s~t, oJser programs shouLl be ao Ie 
to dete~mlre that thE::~E is no operator present, and when ont wi II 
be available, if this is known. A flag In whotab will De used To 
inaicate the system mJce, an~ a few more words to show the tlme 
this mOOE will chang~. The syst~m moae and SChEdule jata wil J O~ 

set oy issuing an l,itiaJizer process command. (Perhaps aa1ing 
an~ oeletlng an operator shoulu be thought of as ~ynamlc 

reconflguration.) When the system changes from unatt~na~d to 
attended, the flag in whotab may be u5e~, at instaJlation option, 
for some other information such a~ the initials of the cni~f 

operator on outy. The subroutIne syst~m_lnfo_ ana the 
commonc/act Ive func t ion "system" wi' J oe upcatec to return these 
i1~W i terns. 

BACk(UP 

Th~ malor proble~ with runnLny the system in unatttnde~ ll100e 
is that thE: incremental backup daemon will eventually fill lts 
outp~t backup cumo tape. Whe~ it uoes, it wIJ! reauest another 
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tao~ number from the operator. Th~ reply to this question coula 
have been Issued in advance, by a ca II to "r~o I y" in 
system_start_up.ec but the d6emon will then take this string anj 
cal t the tape software to have a t~Pd mounted. Our su]qestion S~ 

far has been to refuse to mount the tape. 

It wilJ not be difficult to chanJe to the tap~-assignment 

package to make It work alfferently for the Backup aaemon if the 
system Is unattenaeo. When the op~rator is olacing the systam 
into unattended mod~, he wlJJ load all available arives with 
blank backup tapes, ana instruct The tape-assigment softw3re 
assign these tapes one by one to the daemon as n~eae~. This 
requires that The tape mount soft~are perform a sll;1ht Iy 
different action when assigning d tape, that th~ tape OI~ not 
dump a tape aT mount time if it is ajr~ady mounted, and also that 
the tapes which are not at load point when Mufties Is booted 
shoula be (file markeJ anc) unJoaae0. 

CONFIGURATION 

The bug which 3revents the sy~tsm from coming UP with ~ore 
than one CPU should be fixed, so that a large system WhiCh 
crashes and successfully reboots is not limited to one CPU. 
There wiJ1 be caSdS, however, when the suoervisor ~econf19~res 

some system resources oue to errors. (This is jane with bulk 
store records currentJ y, and wi JJ bt:: jond with memory in th~ 

future. With the new storage system, diSK drives m~y ajso be 
treated this way.) If a resource has been dropped QUE to error, 
an automatic restart should know not to try to use thd device 
again. 

GENERALIZATIONS OF THIS SCHEME 

Unattencea mooe shoulo orobably be implementec as s set of 
switches~ one for automatic rebooting, another for taoe-orive 
handling, and so fortn. Some installations may wiSh to proviae 
w~ekenc s~rvlce with no operator in the computer room b~t with an 
attendee operator co~sole distant from tn~ machine room (via the 
~essdge coorcinator). There are also devices on the market Which 
aut 0 mat .i. e a I ) y fin a a tap e an" 1 .:) au 1 t on t 0 d tap e ;j r i vel n 
response to a software oreer; so that an unattenaea system miJht 
O~ able to answer most tape mount re~uests. Another possibility 
which might be usee by some sites is that one or more 10 c~vic~s 
(card rcaoers, taoe d"ives, printers) might be located in an area 
accessible to trustea users, who wouJd be abJe to issue commanQS 
to attach ana use these ~evices even when no operaTor is 
attenaing the main conputer. 

The unattendeo maaes should probabJy oe Implem€nte~ 30 that, 
when a problem occurs, it wil I be conveni~nt for someone to come 
in, fix the problem~ and let the system continue unattended. For 
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exampJe, if a oriote~ runs o~t of oaper, and a system programmer 
hapoens to pass the m3chine, he should be dole to insErt a fresh 
box of paper an\J dJlow the aaemon to continue orinting, without 
navIng to issue any r,itiallzer commandS, or having to affect 
unatteded mode with respect to tacEs. 


