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Preface

If you write application programs for the MS-DOS arena, you
must consider the operation of your software over the IBM Token
Ring Network. In the past, this requirement could only be met by
wading through dozens of highly technical, difficult to understand
reference documents. This book distills the key elements from these
documents and presents it in an easy to understand, concise fashion.
For most programmers, everything they ever need to know about the
IBM Token Ring Network can now be found in one convenient
volume. Programming for this environment is covered at the BIOS
redirector, NetBIOS, DLC, register direct, and APPC level. The token
ring hardware is described, with a particular emphasis on the
interaction between the hardware and your application program.
Dozens of tables and charts provide a convenient reference to all
interrupts, functions, and return codes. Each concept is illustrated with
complete C functions which serve both as examples and form the basis
of a working library to be used over and over. For advanced users
developing network oriented system software, detailed and highly
specific references are included to simplify the search for additional
details.
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1. Local Area Network Overview

More and more large companies are installing local area
networks, or LANs, in their offices. These networks are normally
installed to facilitate the sharing of data and equipment between
personal computers within the offices. If you write software which will
be used by large or midsized corporations, you must address the issue
of network compatibility for your program to be successful. For many
applications, the end users will not be satisfied if you claim that your
software is usable on their network; they want software that is designed
to take advantage of the capabilities offered by the network. This book
assumes that you are interested in developing application software that
might potentially operate on computers attached to a LAN. This book
provides sufficient information for you to develop LAN-based
applications successfully without having to wade through volumes of
technical details which are primarily of interest to system level
programmers. We have chosen to focus our discussion on IBM’s
Token Ring Network because of its popularity and growing market
share. By early 1989 the IBM Token Ring had captured S0 percent of
the microcomputer local area network market and over 20 percent of
all LAN applications worldwide (Glass, 1989). In addition, you will find
that much of the discussion will also apply to competing networks.
Examples shown were compiled and tested using Borland’s Turbo C

1



2 Chap. 1 Local Area Network Overview

version 2.0, although every effort was made to ensure compatibility
with Microsoft C version 5.1.

This chapter provides an introduction to networking in general
and IBM’s Token Ring Network in particular. The purpose of this
introduction is to familiarize the reader with basic networking concepts
which will be used later in the book.

1.1 What Is a Local Area Network?

Stallings defines a local area network as "a communications network
that provides interconnection of a variety of data communicating
devices within a small area" (Stallings, 1984). We can look at four
aspects of this definition to understand LANs better:

1. Communications network A LAN consists of a commu-
nications network. The communications are provided by
various protocols and drivers designed into the network
adapters or resident above the adapters in the host
device.

2. Interconnection The devices we are dealing with must be
connected via some form of cable (or other data trans-
mission path).

3. Data Communicating Devices LANs typically include
both other computers and shared devices, including
printers and disk drives.

4. Small area A local area network typically covers a small
geographic area. For our purposes, we can interpret this
to mean that data communications will be at a fairly
high rate. You will find performance over the IBM
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Token Ring Network to be roughly equivalent to perfor-
mance using a slow hard disk.

1.2 Network Components

A network consists of user devices (computers and peripherals)
connected together by some form of transmission media. The devices
are connected to the transmission media using an adapter interface,
which can be a card plugged into the computer’s backplane or a chip
set already built into the motherboard of the device.

Transmission Media

Network transmission media normally consists of physical wires or
cables which must be installed throughout the building, although
wireless networks using infrared or radio wave transmissions have been
attempted with some success. These wires can be:

° Coaxial cables
® Fiber optic cable
] Twisted pair

Coaxial cable is familiar to most people because this is the
transmission media used by cable TV companies to broadcast their
programming. Coaxial cables can be either 75 ohm or 50 ohm. 50-
ohm cable is used for digital networks (on-off signaling), including
ethernet. 75-ohm cable is used by the cable TV companies and in
networking is typically used for broadband network transmissions using
analog waveforms. Broadband networks are normally used to connect
different buildings from one company, often combining video, voice,
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and digital information. Digital information on broadband networks
must be encoded for transmission using a modem.

Fiber optic cable is a thin, flexible cable with a center consisting
of a thread of glass or plastic, used to guide light. Fiber optic cable is
more expensive than coaxial cable, although reduced installation costs
(due to its light weight and immunity to nearby electrical energy) may
offset much of this difference. Light is generated using either a high-
intensity light-emitting diode (LED) or an injection laser diode.
Reception is accomplished using a photodiode. Modulation is typically
accomplished using the presence or absence of light at a given
frequency. Data rates over 3 gigabytes per second have been demon-
strated in the laboratory, and ranges of hundreds of megabytes per
second are common (Stallings, 1987). Token ring networks operating
at approximately 100 Mbps have been demonstrated (e.g., Housley,
1987; Tanimoto, 1987) using fiber optic cable. IBM supports a fiber
optic repeater which is normally used to extend the range of ordinary
token ring networks (without increasing the data rate).

Twisted pair wiring is used throughout most homes and offices
for telephone connections. IBM’s Token Ring Network operates over
twisted pair wires. When running at 4 Mbps, the token ring adapters
can use either IBM type 3 unshielded twisted pair cable (24 gauge
wire), or conventional twisted pair phone lines can be used with a
media filter. the media filter is a low-pass filter designed to filter out
high-frequency harmonics of the signal that might interfere with other
equipment near the network lines. When running at 16 Mbps, IBM
type 1 or 2 shielded twisted pair cable is required, and conventional
phone lines cannot be used. These cables contain 22 gauge twisted
pair wire with a metallic shield and plastic cover. Type 1 cable
contains two twisted pairs, while type 3 contains four pairs.

For the IBM Token Ring Network, the adapter (computer)
connector is a DB-9 connector. The other end of each workstation’s
wire consists of a special plastic connector, called a data connector, that
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plugs into the multistation access unit (MAU). The multistation access
unit is described in the following section.

Connectivity

Fig. 1 illustrates four common network topologies. The star topology
involves centralized switching between pairs of stations and is often
used for digital PBX and digital data switch products. The bus
topology involves attaching all stations to a single wire. This is the
topology of most ethernet networks. The tree topology is a generaliza-
tion of the bus topology. Tree topologies are common for factory
automation networks. Finally, the ring topology consists of a set of
repeaters configured in a ring. The IBM Token Ring Network uses a
modified ring topology.

For the IBM Token Ring Network, the basic ring topology was
modified to look similar to Fig. 1.2. Although this topology resembles
the star topology at first, a closer look will reveal that it is simply a
ring in which each segment has been looped to a common point. This
modification of the basic ring was made to facilitate network mainte-
nance. It is useful when isolating network problems and simplifies
adding and deleting nodes from the ring.

At the center of the IBM Token Ring Network star you will find
one or more multistation access units. Each MAU allows up to eight
workstations to joining the network and also contains two plugs (called
ring-out and ring-in) to connect multiple MAUSs together. The MAU
is a box approximately 4 inches high, 6 inches deep, and 18 inches long
with all connectors on the front panel. The MAU is completely
passive, using the power from the network adapter to open a relay,
thus connecting the adapter into the network. When a computer is
disconnected from the network (or turned off), the network adapter
loses power, the relay opens, and the computer is automatically dis-
connected from the network. IBM also provides a battery-operated
test plug which allows the proper functioning of each MAU port to be
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tested off-line.

. ]

D A MAUx

Fig. 12 IBM Token Ring Network con-
figuration.

Media Access Method

The most significant difference between IBM’s Token Ring Network
and its leading competitor, ethernet, is the method used to control
media access. Ethernet networks operate with a bus topology using a
media access method called carrier sense multiple access/collision
detection, or CSMA /CD for short. Carrier sense multiple access implies
that each network adapter listens to the ethernet bus to determine
when the bus is available. Data is then transmitted. Because two
adapters may both listen, hear that the bus is available, and begin
transmitting at the same time,.it is possible for data to collide and be
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destroyed. This is where the collision detection capability comes into
play. When an ethernet adapter senses that its data was destroyed, it
waits for a period of time, and then retransmits it. The wait time is
normally a randomized, exponentially increasing number.

Token ring networks use a different media access method. An
electronic token (unique series of bits) is passed around the bus
continuously. When an adapter has data to transmit, it waits for the
token to arrive, removes the token, transmits its data, then puts the
token back on the bus. With this approach, the problem of collisions
is avoided.

Ethernet’s media access protocol is simpler to implement (in the
adapter), is less susceptible to errors due to adapter malfunctions, and
performs well as long as the network is lightly loaded. The biggest
single advantage of the token ring metwork’s media access protocol is
that the worst case delay time prior to being able to transmit is
deterministic. It is possible to look at the largest allowed network
packet size and the number of computers on the network and then
determine what the absolute worst case delay is between your desiring
to send data and the network becoming available. This information
can then be used when sizing your network requirements.

Network Adapters

A network adapter is a hardware interface which allows transmission
of data on a local area network. The network adapter often includes
firmware to support functions such as media access (who transmits
when), flow control, and error detection and correction or retransmis-
sion. Some "software-only" networks have been tried using a serial
port on the networked computers, but the low cost is offset by the poor
performance. Many VME-based single-board computers offer a built-
in ethernet interface as part of the motherboard. This is possible
because of the low cost and wide availability of VLSI chips supporting
the ethernet interface. IBM’s Token Ring Network currently requires
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that a network adapter be purchased as a board which is plugged into
the computer’s backplane, although the introduction of a Texas
Instrument chip set supporting token ring network protocols (Carlo,
1986; Lang, 1989) may point to the future incorporation of the
adapter on some vendor’s motherboards.

Token ring adapters are available from IBM as well as third-
party vendors (e.g., Proteon, 3Com, and Lantana). Up to two adapters
can be put in one computer. Two adapters are used when you want
the computer to act as a bridge between two token ring networks.
Five adapter models are currently available from IBM:

1. The original adapter comes with 8 Kbytes of shared
RAM. This adapter operates at 4 Mbps.

2. The Adapter II improves performance by including 16
Kbytes of shared RAM. This adapter operates at 4
Mbps.

3. The Adapter/A is used on IBM PS/2 computers using

the MicroChannel architecture. This adapter operates
at 4 Mbps.

4. The 16/4 Adapter has 64 Kbytes of shared RAM. This
adapter operates at 4 or 16 Mbps. Frame sizes are
increased from 2 Kbytes to 18 Kbytes in 16 Mbps mode
or 4.5 Kbytes in 4 Mbps mode. In addition, the new
adapter implements an early token release capability to
decrease token propagation lag on large networks.

5. The 16/4 Adapter/A is identical to the 16/4 Adapter,
but is designed for use with the MicroChannel architec-
ture.
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Token ring adapters share RAM with the host system. This
shared RAM can be configured to start at 0xCC000 or 0xDCO000.
0xCCO000 is the default. The adapter can be set to operate using
hardware interrupt levels 2, 3, 6, or 7. Level 2 is the default, and level
6 should normally not be used (IRQ 6 is used by the disk controller).
Finally, the adapter must be told if it is the primary adapter (default)
or a secondary adapter in a system unit with two adapter cards
installed.

1.3 To What Level Will You Code?

As shown in Figure 3, programmers can work with the IBM Token
Ring Network at five different levels.

1. At the highest level, you can require that your users
install a local area network program (e.g., PC LAN) and
then rely on the BIOS redirector within the LAN pro-
gram to implement network data transfers. The PC
LAN program offered by IBM requires between 50 and
350 Kbytes of memory and uses enough CPU cycles to
slow down the routine operation of most applications.
Relying on this level of compatibility provides the
greatest amount of hardware and network protocol
independence. You can be reasonably sure that a
properly written application will operate on virtually all
LANs available for MS-DOS machines, including both
token ring network products and ethernet. This ap-
proach is the simplest for the application programmer to
implement. For applications which are primarily not
network oriented, but where network compatibility is
important, relying on the BIOS redirector is often best.
We discuss this level of network support in Chapter
Two.
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| BI0S Redirector]

[ NetBIOS ]

APPC/PC ]

DLC ]

Register direct ]

Fig. 1.3 To what level will you
code?

2. You can achieve a good degree of network portability by
programming using NetBIOS services. NetBIOS support
is available from many vendors for a wide range of netw-
orks, including several minicomputer networks running
UNIX and most PC ethernet networks. NetBIOS supp-
ort is also included in OS/2. NetBIOS support for the
IBM Token Ring Network will require approximately 24
Kbytes of RAM and normally does not have a noticeable
affect on CPU performance. NetBIOS programming is
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not difficult, although your application must be designed
to use NetBIOS services. For general-purpose applicati-
ons where network support is central to the application’s
success, NetBIOS programming is often appropriate.
We discuss this level of network support in Chapter
Three.

An alternative to NetBIOS is IBM’s Advanced Program-
to-Program Communication (APPC) protocol, which is
available for all IBM networks. APPC is a remote
transaction processing protocol that is common in the
IBM mainframe world. Because APPC is much less
popular than NetBIOS in the PC area (and APPC is
quite complex), the discussion of APPC is delayed until
Chapter Seven.

It is possible to improve the performance of network
data transfers significantly by programming at the Data
Link Control, or DLC, level. This involves programming
using the IEEE 802.2 standards for link level control
(LLC). DLC support is available with all IBM Token
Ring Network adapters and is built into OS/2. DLC
support requires approximately 16 Kbytes of RAM and
normally does not have a noticeable effect on CPU
performance. DLC programming is normally appropriate
for specialized, short network programs (a file transfer
utility, for example) or for callable network functions for
which performance is critical. If you wish to implement
a new network protocol (e.g., TCP/IP), it would proba-
bly be appropriate to program at the DLC level. We
discuss this level of network support in Chapter Four.
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5. At the lowest level, it is possible to program the adapter
directly using the registers and shared RAM. The
adapter supports the IEEE 802.5 specifications for token
ring networks at this level of programming. This method
is obviously very hardware dependent. The code is
extremely timing sensitive. Shared RAM must be used
for data transfers, requiring careful attention to prob-
lems involving concurrent updates. Multilevel interrupts
must be handled, often with stringent timing constraints.
This level of programming is normally only appropriate
for diagnostic programs and perhaps for network pro-
grammers wishing to implement new low-level protocols
that will not operate efficiently over DLC. This level of
network support is briefly discussed in Chapter Five.

1.4 Road Map to This Book

As noted, Chapters Two through Five discuss programming for the
IBM Token Ring Network at varying levels of support. Chapter Six
presents a more technical description of the token ring hardware.
Chapter Seven discusses the APPC program interface.

Appendix A is a glossary, Appendix B is a list of acronyms, and
Appendix C is a list of references.

This book is designed to provide you with a broad understand-
ing of issues surrounding programming for the IBM Token Ring
Network. In addition, the book provides sufficient detail to allow you
to exploit 80 percent of the capabilities of the adapter. Many details
and exceptions are glossed over to simplify and clarify the key
requirements, capabilities, and procedures. For most applications, the
level of detail in this book will be completely adequate to do all
necessary programming to exploit IBM’s Token Ring Network fully.
If you find yourself working on one of those rare applications where
the information presented here is too broad or general, you can use
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the Suggested Reading section found at the end of each chapter to
delve further into the details.

1.5 Suggested Reading

Glass, B. (1989), "The Token Ring," Byte, Vol. 14, No. 1
(January), pp. 363 — 376.

Keller, H, and H.R. Mueller (1985), "Engineering Aspects for
Token-ring Design," Proceedings of the IEEE COMPINT 85
Conference, September, (Washington, D.C.: IEEE Computer
Society Press).

Stallings, William (1987), Handbook of Computer Communica-
tions Standards, (Volume 2) Local Network Standards, New
York: Macmillan.

Strole, N.C. (1987), "The IBM Token-ring Network: A Func-
tional Overview," IEEE Network, Vol. 1, No. 1, (January), pp. 23
—30.

Strole, N.C. (1989), "Inside Token Ring Version II, According
to Big Blue," Data Communications, (January), pp. 117 — 125.

Tanenbaum, Andrew (1988), Computer Networks, Englewood
Cliffs, NJ: Prentice-Hall.

Townsend, Carl (1987), Networking with the IBM Token-Ring,
Blue Ridge Summit, PA: Tab Books '



2. Relying On The Redirector

The easiest way to use IBM’s Token Ring Network is to simply
ignore it. When the token ring network is installed and a LAN
program is operating on each user’s computer, a small routine called
the BIOS Redirector is initialized. The BIOS Redirector was developed
by Microsoft under the name MS-NET and is offered with most PC-
based LAN programs. This routine intercepts BIOS and DOS
interrupts and redirects them, as necessary, to the appropriate network
handling routines. These routines provide an equivalent capability
(from your application’s perspective), but access data using the
network. Your program cannot tell the difference between opening,
reading, and closing a file on the local disk and doing the same
operations on a remote disk. The entire process is transparent.
Although your users must install the LAN program prior to running
your application program, this is also true for most other applications
and the user’s will expect it. The reduced available RAM must be
allowed for, and some degradation in application performance
anticipated. Because available RAM is so critical to many applica-
tions, we will begin by helping you estimate the amount of RAM that
your user’s LAN software will use. We will then discuss how to design
your application so that your users can gain the most utility from their
network, including discussions of file locking and record locking.

15



16 Chap. 2 Relying on the Redirector

Finally, we will discuss some specific warnings and hints that apply
when writing programs which may run on LAN-based computers.

In this chapter we will define the following BIOS redirector
support functions which will simplify the development of application
software at this level of network support:

° net_open() This function allows you to open files on
the network file server.

° lock_read() This function allows you to lock and
read a record from within a record structured file.

® lock_write() This function allows you to write then
unlock a record from within a record structured file.

] lock open() This function allows you to lock an
entire file when opening it.

° lock close() This function allows you to close and
unlock a file.

2.1 PC LAN Memory Requirements

There are four possible configurations that computers running the PC
LAN program can select (Fig. 2.1). The file server configuration is
used for the computer that stores shared files, although the file server
can also run application programs. By default, this configuration
requires 350 Kbytes of the system memory. This total can be reduced
by approximately 112 Kbytes if expanded memory is available or if the
IBM disk cache program is used to replace the network cache. The
total can be reduced by another 30 Kbytes if the file server will not
also act as a printer server. The file server is normally the only
computer which can share devices (disks, directories, printers).
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LAN
configs.

receiver |

redirector

messenger]

Ea

Fig. 2.1 PC LAN configurations.

The messenger configuration can use network devices which
have been shared by the file server, but can not share its devices. The
messenger configuration can also access the PC LAN from within an
application through the use of network request keys, and can transfer
network messages (notes from one user to another). This configura-
tion requires approximately 160 Kbytes.

The receiver configuration requires 68 Kbytes of memory, which
allows it to use network devices and send and receive messages. This
configuration cannot access the PC LAN services from within an
application, resulting in the bulk of the memory saving relative to the
messenger configuration. This configuration is likely to be the most
popular configuration for your end user workstations on the PC LAN.

For applications requiring that the most possible memory be
available, the redirector configuration operates using a total of 50
Kbytes. This configuration can use network devices and send
messages, but it cannot receive messages.

In general, if your application will function well on a computer
with 70 Kbytes of memory allocated to an external application (the PC
LAN), it should operate well over a networked computer.

2.2 Supporting Network Paths in Your Application

You will open files on the network file server by using a path which
looks identical to paths used for current applications. For example,
you might open a file located at "D:\GST\DATA\file01". You must
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allow your users to configure your application to look at the path
(including drive designator) of their choice when opening files. Many
users might also wish to store files in a local drive which is at their
desk. The best solution is to define two global variables in your
program:

° path: This variable points to the local drive and directo-
1y, if any.

° net path: This variable points to the remote (network)
drive and directory.

By default, these variables point to the same local drive and
directory. If the user is operating over a network, a configuration
screen is called up and the net_path variable is modified to point to
the file server. In this manner you can create local files (including
temporary files) using the path variable, and read and write global data
using the net_path variable.

2.3 Using File and Record Locking

When operating over a network, extra precautions must be taken when
doing file input-output because more than one person might be
simultaneously manipulating the same file. For example, suppose we
have a file called DATAO1 that stores the account balance for each
customer. Let’s look at the following scenario:

1. User George opens DATAOQ1, reads in record 1, and
begins to record a payment of $150 (i.e., reduces the
amount due by $150).
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4.

User Mary opens the same file, reads in record 1, and
begins to record an invoice of $300 (i.e., increases the
amount due by $300).

User George writes out his modified record 1 to
DATAO1.

User Mary writes out her modified record 1 to DATAOQL.

At this point, user George thinks that the file has been modified
based on his entries, but the record of the customer’s $150 payment
was lost when user Mary wrote out the record. File and record locking
were features added to MS-DOS version 3.0 and higher to prevent this
type of problem. In general, software written to operate properly on
a LAN requires MS-DOS version 3.0 or higher for this reason.

When implementing file and record locking, the type of
protection which is appropriate depends on the nature of the data in

the file.

1.

Read only files. Files which are read only (they are
never written to) do not create any problems when used
over a network. These files can be opened, accessed,
and closed exactly as you would for a single user system.

Temporary files. Temporary files must be created to
ensure that the filename does not conflict with another
user creating the same temporary file at the same time.

Sequential files. Sequential files must be accessed using
the appropriate file locking calls.

Record oriented files - Record oriented files must be
accessed using the appropriate record locking calls.
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We will discuss the proper approach to handling temporary files,
sequential files, and record oriented files in the paragraphs that follow.

Temporary Files

You must be careful when creating temporary working files within your
application. For example, suppose you hard coded your application to
use a temporary file called MY-APP.TMP using a call to fopen()
designed to create the file; that is,

fp = fopen("MY-APP.TMP", "w+b");

Let’s look at what might happen to this code in a network environ-
ment:

1. User Susan runs your application and the file "MY-
APP.TMP" i