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Introduction

Document

Welcome to the Microsofte Windowse 2000 Professional Resource Kit.

The Windows 2000 Professional Resource Kit consists of this guide and a
compact disc (CD) containing tools, additional reference materials, and an online
version of the Microsofte Windowse 2000 Server Resource Kit Deployment
Planning Guide. Supplements to the Windows 2000 Professional Resource Kit
will be released as new information becomes available, and updates and
information will be available on the Web on an ongoing basis.

This guide is a comprehensive technical resource for installing, configuring, and
supporting Microsofte Windowse 2000 Professional in either a Microsofte
Windowse 2000 Server environment or other environments. It provides task-
based information for automating installations as well as for customizing and
configuring Windows 2000 Professional to suit your needs. To help you solve
problems, this guide contains extensive troubleshooting information and a
troubleshooting quick guide that points you to answers for common problems.

Conventions

The following style conventions and terminology are used throughout this guide.

Element Meaning

bold font Characters that you type exactly as shown, including
commands and switches. User interface elements are also
bold.

Italic font Variables for which you supply a specific value. For example,
Filename.ext could refer to any valid file name for the case in
question.

Monospace font Code samples.

%SystemRoot% The folder in which Windows 2000 is installed.
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Reader Alert Meaning

Tip Alerts you to supplementary information that is not essential
to the completion of the task at hand.

Note Alerts you to supplementary information.

Important Alerts you to supplementary information that is essential to

the completion of a task.

Caution Alerts you to possible data loss, breaches of security, or other
more serious problems.

Warning Alerts you that failure to take or avoid a specific action might
result in physical harm to you or to the hardware.

Resource Kit Compact Disc

The Windows 2000 Professional Resource Kit companion CD includes a wide
variety of tools and resources that help you work more efficiently with
Windows 2000 Professional.

Note The tools on the CD are designed and tested for the U.S. version of
Microsofte Windowse 2000. Use of these tools on other versions of
Windows 2000 or on versions of Microsofte Windows NTe can cause
unpredictable results.

The Resource Kit companion CD contains the following:

Windows 2000 Professional Resource Kit Tools and Tools Help Over 200 software
tools, tools documentation, and other resources that enhance Windows 2000. Use
the tools to manage the Active Directory™ directory service, administer security
features, work with the registry, automate recurring tasks, and perform many other
important tasks. Use Tools Help documentation to discover and learn how to use
these administrative tools.

Windows 2000 Server Resource Kit Deployment Planning Guide Online

An HTML Help version of the print book. The Deployment Planning Guide
provides both rollout planning guidelines and strategies for deploying the various
technologies that make up Windows 2000. This guide provides critical decision
points and technical information that help you determine the scope, sequence, and
processes for your deployment. The guide also provides step-by-step procedures
for automating both server and client installations.
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Windows 2000 Resource Kit References A set of HTML Help references:

= Error and Event Messages Help contains most of the error and event
messages generated by Windows 2000. With each message comes a detailed
explanation and a suggested user action.

= Technical Reference to the Registry provides detailed descriptions of
Windows 2000 registry content, such as the subtrees, keys, subkeys, and
entries that advanced users want to know about, including many entries that
cannot be changed by using Windows 2000 tools or programming interfaces.

= Performance Counter Reference describes all performance objects and
counters provided for use with tools in the Performance snap-in of
Windows 2000. Use this reference to learn how monitoring counter values can
assist you in diagnosing problems or detecting bottlenecks in your system.

=  Group Policy Reference provides detailed descriptions of the Group Policy
settings in Windows 2000. These descriptions explain the effect of enabling,
disabling, or not configuring each policy, as well as explanations of how
related policies interact.

Resource Kit Support Policy

The software supplied in the Windows 2000 Professional Resource Kit is not
supported. Microsoft does not guarantee the performance of the Windows 2000
Server Resource Kit tools, response times for answering questions, or bug fixes to
the tools. However, Microsoft does provide a way for customers who purchase the
Windows 2000 Professional Resource Kit to report bugs and receive possible
fixes for their issues. You can do this by sending e-mail to
rkinput@microsoft.com. This e-mail address is only for issues related to

Windows 2000 Professional Resource Kit. For issues related to the Windows 2000
operating system, please refer to the support information included with your
product.
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CHAPTER 1

Introducing Windows 2000
Professional

Microsofte Windowse 2000 Professional is the most reliable operating system for
business computers. It combines the best business features of Microsofte
Windowse 98 with the reliability, security, and manageability of Microsofte®
Windows NTe version 4.0.

In This Chapter

Quick Guide to Using Windows 2000 Professional 4
Overview 6

Deployment and Installation 12

Configuration and Management 14

Networking 23

Interoperability 26

Performance Monitoring 28

Troubleshooting 29

Accessibility 31

Where to Find More Information in this Book 33

Related Information in the Resource Kit
= For more information about the advantages of using Windows 2000

Professional in a Microsoft® Windows® 2000 Server environment, see “Using
Windows 2000 Professional with Windows 2000 Server” in this book.

= For more information about managing Windows 2000 Professional in
Windows 2000 Server environments, see “Introduction to Desktop
Management” in the Windows 2000 Server Resource Kit Distributed Systems
Guide.
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Quick Guide to Using Windows 2000 Professional

This quick guide points you to chapters in this book that cover the new and
improved features that make Windows 2000 Professional reliable, secure, and
easy to use and manage.

L What benefits does Windows 2000 Professional provide to users and

= administrators?
Windows 2000 Professional is reliable, built for mobile users, easy to use, and
easy to manage. It provides better browser integration and a platform for
developing Web applications, enabling your business for the Internet.

= See “Overview” later in this chapter.
= See Part 1, “Overview” in this book.

Ell How is Windows 2000 Professional easier to deploy?

For the first time, Windows 2000 Professional provides migration paths for
upgrading computers from Microsofte Windowse 95 and Windows 98 to a
Windows operating system that is based on Windows NT technology. It includes
an updated wizard, Setup Manager, that makes it easier to create setup scripts and
distribution points for installation files. There are more and improved tools to
choose from to customize and automate installations, such as an improved version
of System Preparation Ultility tool (Sysprep.exe) for image-based installations and
the new Remote OS Installation that allows administrators to centralize and
quickly duplicate Windows 2000 Professional installations from one desktop
computer to another.

g

»  See “Deployment and Installation” later in this chapter.
= See Part 2, “Deployment and Installation” in this book.

gﬁEL How is it easier to manage and support Windows 2000 Professional desktops in my

organization?
Windows 2000 Professional is easier to manage with the Microsofte Management
Console (MMC), Windows Script Host (WSH), support for self-repairing
applications, and comprehensive system, application, and driver protection. If you
use Windows 2000 Professional with Windows 2000 Server, you can take
advantage of the IntelliMirror™ technology for managing desktops from a central
location.

= See “Configuration and Management” later in this chapter.

= See “Using Windows 2000 Professional with Windows 2000 Server” in this
book.

= See Part 3, “System Configuration and Management” in this book.
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L:l; What new features help simplify setting up and administering corporate networks?

Windows 2000 Professional provides improved autoconfiguration of both intranet
and Internet setups. It combines networking (intranet and Internet) and dial-up
connectivity functions into the new Network and Dial-Up Connections folder in
Control Panel. Windows 2000 Professional can automatically create an intranet
for you, so that all of the computers on your intranet can “talk to each other”
within minutes by using Automatic Private IP Addressing (APIPA). Other
networking improvements include better name resolution, network security, and
TCP performance.

= See “Networking” later in this chapter.
= See Part 4, “Network Configuration and Management” in this book.

Q How can my existing environment coexist with Windows 2000 Professional?

Windows 2000 Professional can coexist with earlier versions of Windows
(Microsofte Windowse 3.x, Windows 95, Windows 98, Microsofte

Windows NTe Workstation version 4.0, or Microsofte Windows NTe Server
version 4.0) or third-party environments such as Netware, UNIX, IBM mainframe,
or Macintosh. NetWare interoperability is provided through Client Services for
NetWare, NWLink, and Novell Client 32 version 4.51, UNIX interoperability is
provided through an add-on pack called Windows Services for UNIX. Macintosh
interoperability is provided by File Server for Macintosh, which allows Macintosh
clients to use TCP/IP (AFP over IP) to share files and to access shares on a
Windows 2000 Server—based computer.

= See “Interoperability” later in this chapter.
= See Part 5, “Network Interoperability” in this book.

Eah How can | monitor performance and perform preventive maintenance of my
== Windows 2000 Professional system?

Window 2000 Professional includes the Performance console to assess available
memory, observe the effects of memory shortage, and monitor the file system
cache. There are also new tools for monitoring processor activity, identifying
bottleneck issues, and tuning disk performance.

= See “Performance Monitoring” later in this chapter.
» See Part 6, “Performance Monitoring” in this book.

Q How do | solve problems when they arise?

Microsofte Windowse 2000 Professional provides tools you can use to resolve
problems that might occur. Windows Professional also includes a wide range of
troubleshooters that help you solve many common problems.

= See “Troubleshooting” later in this chapter.

= See Part 7, “Troubleshooting” in this book.
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Ch How does Windows 2000 Professional make computers more accessible?

Overview

Reliable

Windows 2000 Professional provides users with special needs better access to
programs and applications with features such as hot keys, sound events, and
Narrator, a text-to-speech tool. Windows 2000 Professional also supports the
Human Interface Device (HID) firmware specification for specialized input and
output devices.

= See “Accessibility” later in this chapter.

= See Appendix A, “Accessibility for People with Disabilities” in this book.

Businesses today require reliability, security, and manageability with simplicity of
use. Windows 2000 Professional goes beyond the reliability and security provided
in Windows NT 4.0 and extends the ease-of-use of Windows 98.

Windows 2000 Professional is built on the reliability of Windows NT technology,
which makes it significantly more reliable than either Windows 95 or
Windows 98. In Windows NT, each application runs in its own memory space, so
when an application crashes, it does not bring down the entire system.

Windows File Protection

In addition to the way it allocates memory to applications,

Windows 2000 Professional includes a built-in safeguard called Windows File
Protection. This feature prevents system files, which are critical to the operating
system, from being deleted or altered by users or applications.

Windows File Protection can also repair system files if one is deleted or altered. It
detects the change, retrieves a correct version of the file from a cache, and
restores it to the system file folder.

Windows Installer

In the past, if users incorrectly installed or uninstalled an application, or changed
a file by accident, they could destabilize their entire system. In Windows 2000
Professional, when a user makes a mistake, applications repair themselves.

Windows Installer is the technology in Windows 2000 Professional that enables
self-healing applications. With Windows Installer,, if installing or deleting an
application, or even a part of an application, causes a problem, Windows Installer
fixes it. For example, if a newly installed application has a dynamic-link library
(DLL) with an identical name to another application’s DLL, Windows Installer
stores them in different folders.
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To further ensure that applications work correctly with Windows 2000
Professional, Microsoft created an application certification program with business
customers and independent software vendors (ISVs). To be certified, an
application must meet technical reliability criteria, such as minimizing DLL
conflicts, providing self-repairing installation, and maintaining user settings.

Dynamic System Configuration

Windows 2000 Professional reduces the number of restarts by improving how
new hardware and software is installed. With Plug and Play, Windows 2000
Professional lets users easily add hardware devices such as scanners, DVD
players, and speakers without restarting. It automatically recognizes and adapts to

_ hardware changes, automatically configuring new hardware devices, and therefore
minimizing user error.

To further reduce the need to restart, Microsoft created a program to certify
hardware drivers. Drivers that meet Windows 2000 certification requirements do
not need to be restarted after installation. Certified drivers are tested and digitally
signed by Microsoft. If Windows 2000 Professional detects a driver that
Microsoft has not digitally signed, it warns users about the risk before they install
it on their system.

Performance

Windows 2000 Professional performs better than Windows NT Workstation or
Windows 98. Users can run more programs and perform more tasks at the same
time because it is completely based on a 32-bit architecture. Adding more memory
makes Windows 2000 Professional run even faster. Windows 2000 Professional
supports up to 4 gigabytes (GB) of RAM and up to two-way symmetric
multiprocessing. Achieving this level of performance in Windows 98, even if you
add more memory, is not possible.

Easy to Use and Maintain

Windows 2000 Professional has an improved user interface, provides a new
interface for managing network connections, supports interoperability with other
networks, has wizards that assist in the completion of common tasks, and has a
broader set of tools for flexible deployment.
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Easy to Use Desktop Interface

Windows 2000 Professional refines the look and design of the desktop. Improved
windows provide quicker access to information, whether it is on the computer, a
network, or the Internet. Wizard improvements help users accomplish difficult
tasks faster. Screen clutter is reduced because only the most frequently used items
are displayed on the Start menu. Dialog box improvements help users save time
by automatically completing words as they type them and by displaying the most
recently used lists.

Customizable Toolbars Users can add one or more customizable toolbars to the
taskbar for single-click access to the Internet, the desktop, and programs. For
example, users can use the Quick Launch toolbar to open a Microsofte Internet
Explorer window or read e-mail.

Show Desktop Button Switching between open windows and the desktop is easy
with the new Show Desktop button, located on the taskbar.

My Documents and My Pictures Folders My Documents provides a convenient
default storage location for personal files and folders. My Documents contains the
My Pictures folder, a convenient place for to store photos, scanned images, faxes,
and bitmaps.

Multilingual Support Regardless of which language version of Windows 2000
Professional is installed, users can write, edit, view, and print content in all
supported languages. Windows 2000 Professional detects and installs any
necessary fonts or symbols to view multilingual information.

Accessibility Tools The user can use the Accessibility Settings wizard to adapt
Windows options to specific needs and preferences. Magnifier enlarges a portion
of the screen for easier viewing, which can be useful for people who have
impaired vision. Narrator uses text-to-speech technology to read the contents of
the screen. On-Screen Keyboard makes it possible for those with limited dexterity
to type by using a pointing device (such as a mouse) or a single-switch input
device.
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Networking

You can easily integrate Windows 2000 Professional with your existing
networking infrastructure. It can coexist with earlier versions of Windows
(Microsofte Windowse 3.x, Windows 95, Windows 98, Windows NT
Workstation 4.0, or Windows NT Server 4.0) or third-party environments such as
UNIX, Novell Netware, IBM host systems, or Macintosh. UNIX interoperability
is provided through an add-on pack called Windows Services for UNIX.
Macintosh interoperability is provided by a number of services including File
Server for Macintosh, which allows Macintosh clients to use TCP/IP (AFP over
IP) to share files and to access shares on a Windows 2000 Server—based
computer.

Windows 2000 Professional also has built-in peer-to-peer support for
Windows 95, Windows 98, and Windows NT Workstation, enabling
interoperability between Windows 2000 Professional and earlier versions of
Windows.

Security

Windows 2000 Professional is a highly secure operating system. Based on the
security system built into Windows NT, it allows users and administrators to
select the appropriate level of protection for their information and applications,
whether they are exchanging or storing information on individual computers, the
network, an intranet, or the Internet.

With Encrypting File System (EFS), Windows 2000 Professional protects data on
a computer's hard drive. EFS, which is part of the NTES file system, encrypts each
file with a randomly generated key. The encryption and decryption processes are
transparent to the user.

With support for Kerberos v5 authentication, Windows 2000 Professional protects
your corporate network or intranet. Kerberos v5 authentication protects data by
tracking and verifying each user’s activity on a network. Windows 2000
Professional safeguards even the most sensitive communications exchanged over
a public network with its support for public keys, Layer 2 Tunneling Protocol
(L2TP), and smart cards. Smart cards require a combination of credentials such as
a user name and password instead on relying on a single factor to authenticate a
user.
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Desktop Management

Windows 2000 Professional simplifies desktop management. Numerous wizards
and troubleshooters help end-users perform routine and challenging tasks, reduce
the time desktop managers spend helping them, and reduce the number of calls to
Help desk. The Hardware Wizard helps users add, configure, remove,
troubleshoot, or upgrade peripherals. The Network Connection Wizard lets users
start network connections wherever they are.

Windows 2000 Professional gives desktop managers more control over individual
desktops. With IntelliMirror™ management technology, based on the Active
Directory™ directory service, administrators can easily manage and back up
users’ data. IntelliMirror, allows desktop managers to apply policies to user data,
desktop settings, and software. These policies travel with users, allowing them to
work in the same environment on different computers. IntelliMirror requires
Windows 2000 Server.

For global companies, Windows 2000 Professional offers comprehensive
multilanguage support. Because of its implementation of Unicode 2,

Windows 2000 Professional can display documents in over 60 languages. If users
receive documents written using an Arabic font, they can view it and edit it
without installing additional fonts or language support. To further enhance
multilanguage support, Microsoft offers a separate multilanguage version of
Windows 2000 Professional, which provides up to 24 localized language versions
of the Windows user interface. A user can log on to any computer and view the
interface in the preferred language. Microsoft also provides separate language
versions of Windows 2000 Professional in more than 20 languages.

Deployment

Whether you are upgrading from previous versions of Windows or installing on
clean computers, Windows 2000 Professional provides deployment tools to make
the process more efficient, and thus less costly. The System Preparation tool
allows administrators to use imaging techniques to roll out Windows 2000
Professional. By rerunning a portion of setup on each computer, characteristics
that are unique to that computer can be set even though it has been installed from
a single image. Using Remote Installation Services (RIS) desktop managers can
start and configure a computer.

Built for Mobile Users

Windows 2000 Professional is built for mobile users with features such as
Advanced Configuration and Power Interface (ACPI), hibernation, power
schemes, Smart Battery, offline files and folders, Synchronization Manager,
Internet Explorer 5 Web page caching, virtual private networking technology, and
improved hardware support.
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Advanced Configuration and Power Interface

Windows 2000 Professional manages portable computer power so users can work
longer. Support for Advanced Configuration and Power Interface (ACPI) in
Windows 2000 Professional lets users put a portable computer running

Windows 2000 Professional into Hibernate mode, which quickly shuts down the
system without shutting down applications. It then lets them restart the system in
the same state. It also supports Smart Battery, which gives users a detailed picture
of a battery’s life and settings, so they can reduce power to some functions.

Offline Files and Folders

With Windows 2000 Professional, mobile users can stay productive offline, and
reconnect to the network quickly. The Windows 2000 Professional mobile
computing features keep files up-to-date and let users work offline as if they were
still connected.

The offline files and folder feature mirrors how documents are stored on the
network. The Synchronization Manager compares and updates offline files and
folders whenever the portable computer is reconnected. Internet Explorer 5 saves
Web pages with all their graphics and links for viewing from the cache, so users
can browse Internet information offline.

Improved connection wizards and support for advanced security and networking
protocols let business users dial up to the Internet or to a virtual private network
(VPN) from any location. When they connect to the Internet through a network,
Windows 2000 Professional automatically locates the correct proxy server and
configures Internet Explorer 5 to connect through it.

Hardware Support

Windows 2000 Professional supports more than 11,000 hardware devices,
including support for removable storage devices such as digital video discs
(DVDs) and Device Bay.

Windows 2000 Professional works with such a large number of devices because it
supports the latest hardware standards, including universal serial bus (USB),
Infrared Data Association (IrDA) protocols for wireless communication, and
Institute of Electrical and Electronics Engineers (IEEE) 1394 for devices that
require ever faster data transfer. Advanced Plug and Play technology eliminates
the time users previously spent manually configuring and restarting each time
they added a device or docked a portable computer.

Internet Ready

With Internet Explorer 5 built in, Internet connection sharing, and support for
Dynamic HTML (DHTML) and DHTML Behaviors in Internet Explorer 5,
Windows 2000 Professional is Internet-ready.
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Browser Integration

Windows 2000 Professional offers users an easy way to connect and work on the
Internet, whether at the office, at home, or even offline. Internet Explorer 5 is
designed to save time on tasks users do most often: searching and keeping track of
information, whether on their hard disk, an intranet, or the Internet.

With the Search bar, users can search faster and get exactly where they want to
go. They can choose whether to search Web pages, addresses, or businesses and
which search engine to use. With the integrated History bar, users can find their
way back to information they browsed in the past, whether it was on a Web site,
intranet site, or network or local folder.

Internet Connection Sharing

Windows 2000 Professional helps small businesses and other business to connect
to the Internet by enabling several computers to share a single connection to the
Internet at the same time. Internet connection sharing supports dial-up or
broadband connections. With Internet connection sharing, a single computer can
provide network address translation and name resolution for all computers on the
network.

Development Platform

With support for Dynamic HTML (DHTML) and DHTML Behaviors in Internet
Explorer 5, developers can rapidly build rich applications with attributes that can
be easily replicated and tested on multiple sites. Developers can invent new ways
to create, exchange, and display information using Extensible Markup Language
(XML). :

When Windows 2000 Professional is combined with the integrated Web and
communication services built into Windows 2000 Server, developers can create
scalable end-to-end e-commerce solutions.

Deployment and Installation

Windows 2000 Professional provides migration paths for most of the earlier
versions of Windows, including Windows 95, Windows 98, and Windows NT
Workstation 4.0. The enhancements in the Setup program, as well as the new and
improved tools for customizing and automating an installation, make the
operating system easier to install on individual computers or deploy to several
computers in your organization.
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Setup Program

The Windows 2000 Professional Setup program provides enhancements to the
installation process compared to previous versions of the operating system. Some
of the most important enhancements are the integration of the Plug and Play
technology introduced with Windows 95 and Windows 98 and compatibility
check options that allow you to verify that your hardware and software is
compatible with Windows 2000 Professional before you start the installation
process.

Support for Plug and Play Devices

Windowse 2000 now supports Plug and Play technology. Plug and Play
automatically guides the interaction of the operating system, basic input/output
system (BIOS), devices, and device drivers. Plug and Play is an enhanced
implementation that extends the existing Windows NTe 4.0 input/output (I/O)
structure to support Plug and Play and power management.

Compatibility Check Options

Windows 2000 Professional Setup comes with a compatibility-mode option that
can be used prior to installation to examine hardware and software for known
problems that might be encountered during the Setup process. It creates a report to
help you determine if any hardware files or upgrade packs are needed to
successfully run Windows 2000 Professional. You can print this report or save it
as a file for later review.

For more information about Windows 2000 Professional Setup, see “Installing
Windows 2000 Professional” in this book.

Custom and Automated Installations

Windows 2000 Professional supports enhanced deployment in the enterprise by
giving administrators a variety of tools to automate installation. The process of
upgrading from an earlier version of the Windows operating system or applying a
service pack has also been streamlined.

By creating automated installation scripts, administrators can eliminate the need
to personally visit users to configure their workstations. Traditionally, scripts have
been difficult to create and required extensive research and troubleshooting to
work properly. Even the most skilled script writers often could not fully automate
every aspect of setup because not all setup functionality could be easily scripted.
For example, installing sound cards could not be scripted.



14

Part1 Overview

Windows 2000 Professional includes support for automated installation scripts,
such as the following:

Nearly Every Aspect of Installation Can Be Scripted. The new answer file format in
Windows 2000 Professional allows you to customize and automated more
components, including modems, sound cards, time zones and other aspects
traditionally difficult to script. Windows 2000 Professional also supports several
new tools that help administrators to make systems unique, such as setting static
IP addresses or using a list of computer names.

Installation Can Be Completed with No User Interaction. Previously it was difficult
to completely hide installation options from users—such as the product ID page.
Every aspect of Windows 2000 Professional can be installed without user
interaction.

Easier to Create Scripts. Using a new graphical tool, called Setup Manager,
administrators can more easily create installation scripts. Setup Manager takes
care of many traditionally challenging tasks, such as using correct syntax, and
eliminates typographical errors, which often cause scripts to not work properly.
Setup Manager also allows you to create or import UDF files, which are files used
to apply unique settings to desktops, such as computer names and static IP
addresses.

Scripts Are More Reliable. The setup process has been improved so that it does
not stop installation if a noncritical device (for example, a modem) does not
install properly. Windows 2000 Professional also supports better reporting
mechanisms so administrators can troubleshoot installations that did not go as
planned.

For more information about how to customize and automate Windows 2000
Professional installations, see “Customizing and Automating Installations” in this
book.

Configuration and Management

A key issue for managing desktops includes centralizing computer control,
managing multiple hardware and software configurations, and managing
configuration changes.

If you have Windows 2000 Server in your organization, you can leverage its
technologies to centralize control, increase the availability of resources, and
minimize the cost of configuring and managing changes on Windows 2000
Professional-based desktops through Group Policy-based change and
configuration management.
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Even if you don’t have Windows 2000 Server in your organization, you can take
advantage of a variety of tools that Windows 2000 Professional introduces that
work on any type of network, such as the Microsoft Management Console
(MMC), Windows Management Instrumentation (WMI), and Security Templates.
MMC consolidates various administrative tasks to manage many of the hardware,
software, and networking components of Windows 2000 Professional into a single
user interface.

Configuration and Management Tools

Windows 2000 Professional provides better tools for managing and configuring
desktop computers. All of the new configuration and management tools are listed
here. In the Configuration and Management chapter, you'll find details about
general management tools and how to use features such as Group Policy. For
details about new features in a specific area, such as hardware management,
printing, or fonts, see other chapters in this book.

Add/Remove Programs

The new user interface and wizard make it easy to install programs, get detailed
information about program usage, and remove program elements from the hard
disk.

Administrative Tools

Administrative Tools, which are available through Control Panel, is the central
repository for tools such as Computer Management, Event Viewer, Local
Security, and Services.

Color Management System

Image Color Management (ICM) 2.0 ensures that colors are retained between the
input and output devices (such as monitors, printers, and platforms) that support
ICM 2.0.

Fonts

Support for OpenType fonts combines TrueType and Type 1 fonts in a unified
registry. OpenType fonts are secured by using public key signatures, which
ensures that fonts are authentic and are not corrupted.

Hardware Tab and Troubleshoot Option in Properties Page

A separate Hardware tab is provided in the properties page for Sounds and
Multimedia, Mouse, Display, and Fax. The new Troubleshoot option on this tab
helps you detect problems with these devices.

Hardware Wizard

You can use the new Add/Remove Hardware Wizard to add, troubleshoot,
uninstall, and unplug devices.
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Multilanguage Support
This feature allows users to read and write documents in more than one language.

Network and Dial-up Connections Icon

The Network Connection Wizard, Network Protocol, and Network Adapter
configurations are now under Network and Dial-up Connections in Control Panel.

Phone and Modem Options

You can use Phone and Modem Options in Control Panel to configure
Telephony API (TAPI) devices and reconfigure installed modems. Only members
of the Administrators group can make changes to these configuration settings.

Power Options Icon

You can use Power Options in Control Panel to reduce the power consumption of
individual devices or of the entire system. You can either choose a power scheme
(collection of settings that manages the power usage of the computer) that is
provided with Windows 2000 Professional, or create your own power scheme.

Printers
You can use the new Add Printer Wizard for easy installation.

Scanners and Cameras
This new option in Control Panel manages scanners and digital camera devices.

Scheduled Tasks Icon
You can use the new Maintenance wizard to schedule tasks.

System Icon in Control Panel

The System Properties page now includes a Network Identification tab,
Hardware tab, User Profiles tab, and Advanced tab. The Advanced tab allows
you to configure performance options, environment variables, and startup and
recovery settings.

Users and Passwords

Going to Users and Passwords in Control Panel is the fastest, easiest way to set
up user accounts, assign permissions, and configure logon options.

For an overview of tools and methods for managing Windows 2000 Professional,
see “Introduction to Configuration and Management” in this book.
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Files, Folders, and Search Methods

Microsofte Windowse 2000 Professional makes it easier for users to find and
store files and folders, and for administrators to manage file storage and access.
By using new tools such as Group Policy, Indexing Service, and Offline Files,
you can prevent users from accessing required system files, enable powerful
searches, and prevent network problems from affecting user productivity.

There are a few significant changes from Windows 98 and Windows NT
Workstation 4.0 that affect the way files and folders are stored, viewed, and
accessed in the Windows Explorer user interface for Windows 2000 Professional.
This section describes these changes.

My Network Places My Network Places, which was previously named Network
Neighborhood, now provides a comprehensive list of all the shared computers,
files and folders, printers, and other resources on the network or networks to
which a computer connects.

My Computer My Computer now lists the storage devices available to the
computer and provides access to Control Panel. Control Panel has become the
central repository for tools, such as Network and Dial-up Connections and
Scheduled Tasks.

My Documents and My Pictures The contents of My Documents are stored on a
per-user basis. A new subfolder in My Documents, called My Pictures, is the
default location for storing graphic images, such as digital camera pictures.

Offline Files and Folders Users can work on files even if the network resource is
unavailable. Changes made to files can be automatically synchronized on the
server when the network connection is restored.

System Files Hidden by Default By default, files with system and hidden attributes
do not appear in Windows Explorer windows, such as My Computer. This
prevents users from inadvertently deleting or modifying required system files.

Indexing Service You can search for files and folders based on their content,
author, size, or other attributes. Indexing Service is available for files stored on
the hard disk drive and shared network drives.

AutoComplete AutoComplete caches previously typed addresses and file names
so that when you begin to type an address or file name, Windows 2000
Professional displays entries similar to what you entered. AutoComplete works
throughout the Windows 2000 Professional user interface, including in dialog
boxes (such as Run and Map Network Drive), and in Windows Explorer.
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Mobile Computing

Many mobile users want to use the same computer as they move from one
geographical location to the next, but that might require them to use a different
configuration. For example, sometimes they might need to connect through a
high-speed connection and at other times through a low-speed connection or dial-
up line. Each of these uses requires a different desktop configuration.

Windows 2000 Professional provides the features to meet these and other
requirements.

If you use Windows 2000 Professional with Windows 2000 Server, you can use
roaming profiles to support roaming users. A roaming user requires the ability to
move from computer to computer throughout an organization. Although a
roaming user logs on to different computers, the computers are usually connected
to a network through a high-speed connection or LAN connection.

Multimedia

The new Sounds and Multimedia tool available in Control Panel lets you easily
install, configure, and troubleshoot multimedia hardware. You can also create and
deploy custom sound schemes and browser configurations to optimize the
multimedia capabilities of your workstations.

Windows 2000 Professional supports the latest multimedia hardware, such as the
Accelerated Graphics Port (AGP), DVD devices, and digital video cameras.
Windows 2000 Professional also supports a wide range of Human Interface
Devices (HIDs) and other peripherals connected through the universal serial bus
(USB) or an IEEE 1394 port.

For more information about managing multimedia devices and sounds, see
“Multimedia” in this book.

Telephony and Conferencing

Windows 2000 Professional provides support for telephony and conferencing
applications in a variety of telecommunications environments, including device
support for modems, network adapters, and other telecommunications devices
used by applications.

Telephony support has steadily evolved from its introduction in Microsofte
Windowse 95, which was the first operating system to include Telephony
Application Programming Interface, also known as Telephony API (TAPI)
support. In Windows 2000 Professional, Microsoft builds upon this initial
Telephony support by making improvements in the following areas:
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Security

TAPI3.0. Function calls made by TAPI provide the foundation for the
deployment of telephony and conferencing applications. TAPI abstracts the
details of the underlying telecommunications network, allowing applications and
devices to use a single command set. TAPI-enabled applications and devices can
operate in a variety of telecommunications environments, including traditional
analog-switched networks, Private Branch Exchange (PBX) phone networks, and
Integrated Services Digital Network (ISDN). TAPI further expands
telecommunications support through IP-based telephony, enabling
telecommunications functions through a private intranet or over the Internet.

NetMeeting 3.0. NetMeeting 3.0 is an application included with Windows 2000
Professional that provides conferencing capabilities within an intranet or to users
on the Internet. NetMeeting 3.0 provides point-to-point audio and video
conferencing, data conferencing, text chat, whiteboard, and file transfer features.
In addition, NetMeeting 3.0 provides the following improvements:

= Improved user interface facilitates use, and provides additional features, such
as picture-in-picture and compact views.

= Remote Desktop Sharing allows viewing and control of a remote computer in a
separate window.

= Enhanced security protects data transferred during text-chat, whiteboard,
shared programs, and data conferences.

Phone Dialer. Phone Dialer in Windows 2000 Professional is a TAPI-enabled
application that can be used to place audio and video calls. The version of Phone
Dialer supplied with Windows NT 4.0 was limited to voice calling onto private
and public-switched telephone networks. Windows 2000 Professional Phone
Dialer also supports point-to-point and multipoint audio and video conferencing
over a private intranet or over the Internet.

Windows 2000 Professional has stronger local and network security compared to
Windows NT Workstation 4.0 and Windows 95 or Windows 98. It supports
security over public networks by using a public key security infrastructure. This
allows users to authenticate the origin of information they receive. It also allows
for secure Internet connections and transactions.

You can now more easily create a virtual private network to securely connect
computers over the Internet. Windows 2000 Professional supports the following
scalable security technologies: Kerberos v5 protocol, smart card authentication,
public key cryptography, and Internet Protocol security (IPSec).
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Printing

Point-to-Point Tunneling Protocol (PPTP) was available in Windows NT
Workstation 4.0; in addition, Windows 2000 Professional contains innovations for
local security through the new Encrypting File System (EFS). EFS allows users to
transparently encrypt individual files or entire folders.

Kerberos Authentication Kerberos, an industry-standard network-authentication
protocol, makes it possible for users to log on to the network by providing their
credentials one time. Windows 2000 Professional implements Kerberos
authentication based on Request for Comments (RFC) 1510 and supports Novell
NetWare, UNIX, HP-UX, LINUX, SGI IRIX, and Sun Solaris.

Smart Card Authentication Windows 2000 Professional supports Kerberos
authentication for using other security infrastructures and devices such as smart
cards. Rather than relying on a single factor to authenticate the user’s credentials,
multifactor authentication relies on a- combination of credentials, such as a user
name/password combination and a smart card.

For more information about the configuring security in Windows 2000
Professional, see “Security” in this book.

Windows 2000 Professional includes Image Color Management (ICM) 2.0, which
ensures that colors are retained between input and output devices, such as
monitors, printers, and platforms, that support ICM 2.0. You can use the new Add
Printer Wizard for easy installation of printer devices.

For more information about printing, see “Printing” in this book.

Scanners and Cameras

Microsofte Windowse 2000 Professional supports a wide range of scanners and
cameras, and has been optimized to produce more accurate reproductions of
images and their colors. For example, IrTran-P is provided to enable easier
transfer of image information from digital cameras to computers and pushbutton
scanning simplifies acquiring images.

The new Scanners and Cameras option in Control Panel manages installing,
configuring, and troubleshooting scanners, digital still cameras, and the latest
digital video cameras.

For more information about configuring your scanner or camera and
understanding imaging architecture, see “Scanners and Cameras” in this book.
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Fonts

File Systems

Microsofte Windowse 2000 Professional supports a wide range of fonts and font
types, allowing for high-quality printed and displayed text while supporting a
wide range of printing devices. It includes a new universal font format,
OpenType®, which combines the TrueType® and Type 1 font technologies.

With Windows 2000 Professional, it is easier to install fonts, their integrity is
ensured by public key signatures, and they are used more efficiently, resulting in
faster printing.

For more information about installing, managing, and embedding fonts in
documents, see “Fonts” in this book.

In Windows 2000 Professional, you can use four types of file systems on
readable/writable disks: the NTFS file system and three file allocation table (FAT)
file systems: FAT12, FAT16 and FAT32.The version of NTFS included with
Windows 2000 Professional offers several enhancements over previous versions
of NTFS, as well as features not available with FAT.

Windows 2000 Professional also supports two types of file systems on CD-ROM
and digital video disk (DVD) media: Compact Disc File System (CDFS) and
Universal Disk Format (UDF). The structures of the volumes formatted by each of
these file systems, as well as the way each file system organizes data on the disk,
are significantly different.

For more information about these file systems, how to choose the appropriate one,
and using file system tools to manage files and folders on NTFS volumes, see
“File Systems” in this book.

Removable Storage and Backup

Microsofte Windowse 2000 Professional includes a feature called Removable
Storage that you can use to manage the data that is stored on your system. Use the
Microsoft Management Console (MMC) Removable Storage snap-in for
managing the Removable Storage service.

Removable Storage provides services that allow both system administrators and
applications to use, share, and manage removable media devices, such as tape
drives and robotic storage libraries. Removable Storage provides a single interface
for managing the data that is stored on stand-alone drives and in storage libraries,
and it allocates media to applications.
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Removable Storage provides a single set of application programming interfaces
(APIs) that allow applications to catalog all removable media (except floppy disks
and similar small-capacity media), such as disk, tape, and optical media, which
are either stored on shelves (offline) or in libraries (online). Also, by disguising
the complexities of underlying robotic library systems, Removable Storage both
lowers the costs of developing and operating storage applications and provides
consistency to customers who purchase these applications.

Removable Storage eliminates the need for independent software vendors (ISVs)
to develop customized solutions to support these devices on a per-device basis.
More importantly, Removable Storage enables multiple applications to share
expensive removable media storage devices. This allows the focus of storage
applications to be directed to customer features rather than hardware issues.

Removable Storage uses media pools to organize media. Media pools control
access to media; group media by their use; allow media to be shared across
applications; and allow such sharing to be tracked.

Because backing up the data on your system is one of the most important aspects
of data management, Windows 2000 Professional also includes Backup, a tool
that uses Removable Storage technology to ensure that up-to-date copies of your
data can be readily restored.

Backup allows you to schedule backup jobs on local and remote computers.
Review the options for backing up data that this tool provides, and note some
important differences between it and the backup tool that is included with
Microsofte Windows NTe 4.0.

For more information about Removable Storage and Backup, see “Removable
Storage and Backup” in this book.

Device Management

A new, separate Hardware tab is provided for Sounds and Multimedia, Mouse,
Display, and Fax. The new Troubleshoot button on the Hardware tab helps
detect problems with these devices.

For more information about configuring and managing hardware and other
devices, see “Device Management” and “Power Management” in this book.

Power Management

Windows 2000 Professional has new, more advanced power options. For more
information about power management options, see “Device Management” and
“Power Management” in this book.

For more information about using power management options on portable
computers, see “Mobile Computing” in this book.
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Networking

The Windows 2000 Professional Setup program automatically creates a typical
network configuration (called a connection) for each network adapter, which users
are free to customize. Each connection includes Client for Microsoft Networks,
File and Printer Sharing for Microsoft Networks, and the Transmission Control
Protocol/Internet Protocol (TCP/IP) with Dynamic Host Configuration Protocol

(DHCP) enabled.

Users can modify the default network connection to suit their needs by using
Network and Dial-up Connections in Control Panel.

Local and Remote Network Connections

In Windows 2000 Professional, connectivity to the Internet as well as to local and
remote networks is configured with the Microsofte Windowse 2000 Professional
Network and Dial-up Connections.

Network and Dial-up Connections improves upon the dial-up networking
functionality in Microsofte Windowse 98 and Microsofte Windows NTe
version 4.0 by providing improved autoconfiguration of networking components
and devices, and a single folder in which to configure all networking options.
Network and Dial-up Connections combines functionality found in Windows 98
and Windows NT 4.0 Dial-up Networking, with features that were formerly
configured in the Network Control Panel, such as network protocol and service

configuration.

Table 1.1 demonstrates how networking support in Windows 2000 Professional

has improved upon Windows NT 4.0 and Windows 98.

Table 1.1 Comparing Networking Support

Windows 2000

Professional Windows NT 4.0 Windows 98

Network and Dial-up Must install Remote Access Dial-up Networking installed
Connections installed by Service (RAS). by default, but must install

default

Modem detected and
configured by Plug and
Play.

COM port detected and
enumerated by Plug and
Play.

Protocol change does not
require restart.

Must install modem in
Modems in Control Panel.

Must configure COM port.

Restart when RAS is

installed or protocol changes.

Dial-up Server to create
incoming connectivity.

Modem detected and
configured by Plug and Play.

COM port detected and
enumerated by Plug and
Play.

Protocol change requires
restart.

continued
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Table 1.1 Comparing Networking Support (continued)

Windows 2000
Professional Windows NT 4.0 Windows 98
Virtual private network VPN connections require VPN connections require

(VPN) connections canbe  activating two connections. activating two connections.
configured to automatically

dial a connection to the

Internet service provider

(ISP) before establishing

the VPN connection.

You can also use other tools, such as local Group Policy and Connection
Manager, to manage networking connections in your organization.

For more information about the Network and Dial-up Connections feature, which
includes a remote networking scenario, see “Local and Remote Network
Connections” in this book.

Windows 2000 TCP/IP

TCP/IP in Windows 2000 Professional builds upon the networking strengths
found in Windows NT Workstation 4.0 and Microsofte Windows® 98. These
improvements result in a scalable networking platform that can be implemented in
a variety of environments, from a branch office configuration, to a powerful
workstation within a multidomain enterprise. The improvements made in
Windows 2000 Professional can be categorized into five areas:

Address Assignment and IP Packet Handling. Windows 2000 Professional makes
setting up branch office configurations easier because of two new features:
Automatic Private IP Addressing and Internet Connection Sharing.

Automatic Private IP Addressing (APIPA) assigns an IP address and subnet mask
to a Windows 2000 Professional-based computer if a DHCP server is not
available. You can connect to other networks through Internet Connection
Sharing (ICS), which translates private IP addresses to a single public IP address,
which can access other intranets or the Internet.

Name Resolution. Windows 2000 Professional includes several modifications to
its IP address/name resolution process to make it an Internet-ready client. DNS is
the default name resolution method for the Windows 2000 Production
environment, replacing NetBIOS as the default name management method for
Windows-based domains. A number of additional improvements have been made
in DNS, including support for an extended character set (RFC 2181), client-side
caching, connection-specific domain names, and improved performance through
subnet prioritization.



Chapter1 Introducing Windows 2000 Professional 25

IP Security. Windows 2000 Professional provides network security through the
implementation of IP security (IPSec). IPSec is a set of rules and protocols
defined by the Internet Engineering Task Force (IETF) that provide encryption,
data authentication, and data integrity at the packet level. Local and domain-based
IPSec policies can be created to implement IP security.

Quality of Service. As multimedia-rich applications such as video conferencing
and video-on-demand become more pervasive within a network, the issues of
network bandwidth and the quality of data transmission become more critical.
Windows 2000 Professional addresses this through its implementation of Quality
of Service (QoS), a set of specifications that determine a multimedia or qualitative
application’s network requirements. Windows 2000 Professional also implements
the Resource Reservation Protocol (RSVP), which allows an application or
service to reserve a specific amount of bandwidth needed for data transmission.

TCP Performance. Windows 2000 Professional includes enhancements to TCP
that improve the performance of TCP/IP-based networks. Larger default TCP
receive window size increases performance on high-speed networks. Window
scaling, as documented in RFC 1323, allows the use of a very large TCP receive
window in high-bandwidth, high-delay environments. To improve performance in
high-loss environments such as the Internet, selective acknowledgments (SACKs)
enables a receiving host to selectively acknowledge only the data it has received.

For more information about configuring TCP/IP in Windows 2000 Professional,
see “TCP/IP in Windows 2000 Professional” in this book.

Windows 2000 Professional on Microsoft Networks

The improvements made in Windows 2000 Professional can be categorized into
three areas:

Directory Services. A directory service provides information about objects in a
network environment, including user and computer accounts and shared resources
such as printers and directories. Active Directory™ is the directory service that is
included with Windows 2000; it offers an extensible, scalable directory service
with hierarchical views and distributed security. Active Directory stores
information such as user names, passwords, and phone numbers in a structured
database called a data store which is represented by objects with attributes or
properties. For example, a user account is an object in the directory and the user’s
name, password, and phone number are attributes of that user.

Active Directory is available only on Windows 2000 Server domain controllers,
although an Active Directory domain can span multiple servers and support
heterogeneous clients, including Windows NT version 4.0, Windows 95 and
Windows 98, and UNIX-based workstations.
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Account Authentication. Windows 2000 uses Kerberos security as the default
authentication method for domain and local access. The Kerberos v5
authentication protocol is an industry-supported distributed security protocol
based on Internet standard security.

Windows 2000 also supports NTLM security as a method for account
authentication. NTLM is used as the account authentication method in
Windows NT domains.

Policy Handling. In a Windows NT domain, administrators use system policy to
control the user work environment and to enforce system configuration settings.
In a Windows 2000 Server domain, Group Policy settings are the administrator’s
primary method for enabling centralized change and configuration management.
A domain administrator can create Group Policy settings at a Windows 2000—
based domain controller to create a specific system configuration for a particular
group of users and computers. Group policy can be used to:

= Enable IntelliMirror™ management technologies to automatically install
assigned applications and provide location independence for roaming users.
= Permit desktop customization and lockdown.

= Configure security policies.

Group Policy settings can also be created locally for individual workstations, and
for customized environments that differ from the domain’s.

Interoperability

Windows 2000 Server can coexist with your current environment, whether it is an
earlier version of Windows (Microsofte Windows® 3.x, Windows 95,

Windows 98, Windows NT Workstation 4.0, or Windows NT Server 4.0) or a
third-party environment such as UNIX, IBM mainframe, or Macintosh. UNIX
interoperability is provided through an add-on pack called Windows Services for
UNIX. The add-on pack provides support for Network File System (NFS),
password synchronization, a UNIX command shell, and a collection of UNIX
tools. The add-on pack also supports Network Information Service (NIS). Telnet
services (for remote access and administration) are included in Windows 2000 as
well as in the add-on pack. Macintosh interoperability is provided by File Server
for Macintosh, which allows Macintosh clients to use TCP/IP (AFP over IP) to
share files and to access shares on a Windows 2000-based Server computer.
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NetWare Interoperability

Windows 2000 Professional uses Client Service for NetWare and the NWLink
protocol to provide connectivity between Windows 2000 Professional and servers
running Novell Directory Services (NDS) or NetWare bindery-based servers.
NWLink is the Microsoft equivalent to the IPX/SPX protocol.

On computers running Windows 95, Windows 98, or Windows NT 4.0
Workstation, it is necessary to remove Novell Client 32 before upgrading the
operating system, and then reinstall and reconfigure the computer after the
upgrade.

When using Windows 2000 Professional, you can leave Novell Client 32 on the
operating system while upgrading from Windows 95, Windows 98, or

Windows NT Workstation 4.0. Windows 2000 Professional upgrades computers
running versions of Novell Client 32 earlier than version 4.7. During the upgrade
to Windows 2000 Professional, Novell Client 32 version 4.51 is installed. This
process allows for a seamless upgrade of Novell Client 32 with no loss in
functionality.

UNIX Interoperability

Microsofte Windowse Services for UNIX 2.0 provides a set of additional features
to Windows NT 4.0 and Windows 2000 that allows for greater interoperability
with existing UNIX servers in the enterprise. Services for UNIX 2.0 provides
fully supported and fully integrated interoperability components that allow
customers to integrate Windows NT 4.0 and Windows 2000 operating systems
into their existing UNIX environments. It also provides manageability
components that enable customer organizations to simplify network
administration and account management across both platforms.

The add-on pack Services for UNIX version 2.0 adds to Services for UNIX
version 1.0 the following new capabilities:
= Two-way password synchronization between Windows NT 4.0 and UNIX.

= Administration of Services for UNIX through Microsoft Management Console
(MMC).

= Gateway for NFS allows client computers running Windows 95, Windows 98,
Windows NT Workstation, or Windows 2000 Professional access to NFS
shared files.

= Network File System (NFS) version 3.0 support.

= Network Information Service (NIS) support.
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= Additional UNIX tools support.

= Migration wizard to migrate NIS source files to Active Directory™ directory
service on a Windows 2000-based server configured as a domain controller.

= Username Mapping Server.

= ActiveState Perl engine.

Interoperability with IBM Host Systems

You can integrate the management and troubleshooting of Windows 2000
Professional with IBM host systems by using Windows 2000 Professional with
Microsoft SNA Server to directly access IBM host systems. Microsoft SNA
Server is Microsoft’s solution to integrating personal computer-based clients and
servers with IBM host systems. It is also possible to directly connect to an IBM
host system without using a gateway like Microsoft SNA Server. This requires the
IBM host to support and be configured for either TN3270 or TN5250 telnet
access, and then to use host-emulation software that supports direct connection
without going through a gateway.

For more information about interoperability between Windows 2000 Professional
and IBM host systems, see “Interoperability with IBM Host Systems” in this
book.

Performance Monitoring |

Monitoring the performance of your Windows 2000 Professional system is an
important part of a preventive maintenance program. Monitoring enables you to
obtain performance data useful in diagnosing system problems and in planning for
future system resources demands, such as CPU, disk, and memory subsystems.
Windows 2000 Professional provides the user with several performance-
monitoring tools to accomplish these tasks.

For more information about how performance monitoring works, which tools are
used when, and how it can help you diagnose problems and prepare for
anticipated changes in system workload, see “Overview of Performance
Monitoring” in this book.
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Evaluating Memory and Cache Usage

Windows 2000 Professional provides several tools, including the Performance
console, to assess available memory and to observe the effects of memory
shortage, a common cause of poor computer performance. You can also monitor
the effectiveness of the current file system cache. In addition, Windows 2000
Professional offers tools to investigate memory problems caused by applications
that have not been optimized.

For more information about monitoring the system’s use of memory and cache, as
well as evaluating the results, see “Evaluating Memory and Cache Usage” in this
book.

Analyzing Processor Activity

Windows 2000 Professional offers tools that enable you to monitor processor
activity and determine whether a busy processor is efficiently handling its
workload or if it might be overwhelmed. These tools use performance counters to
measure processing activity and can help identify bottleneck issues that, if
resolved, can improve overall system performance.

For more information about monitoring and evaluating processor performance, as
well as determining factors that might improve performance, see “Analyzing
Processor Activity” in this book.

Examining and Tuning Disk Performance

In Windows 2000 Professional, the disk subsystem handles the storage and
movement of programs and data on your system. As disks are several orders of
magnitude slower than memory, their performance has a major impact on your
system’s overall responsiveness. You can use tools that use disk-specific
performance counters that enable you to measure disk activity and throughput,
determine which programs are putting the greatest demand on your disk system,
and develop strategies to improve disk performance.

For more information about analyzing and improving the performance of the disk
subsystem, see “Examining and Tuning Disk Performance” in this book.

Troubleshooting

Having a problem? Windows 2000 Professional includes use a wide range of
troubleshooters and tools that you can use to solve problems. You can also use the
troubleshooting quick guide provided in this book for using these tools and other
methods to solve problems.
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Troubleshooters

You can use the troubleshooters included in Windows 2000 Professional to help
you solve many common computer problems. For instance, if you’re having
difficulty setting up a new printer, the Print troubleshooter can walk you through
the process step by step.

To open troubleshooters in Windows 2000 Professional Help
1. Click the Start button, and then click Help.

2. On the Contents tab, click Troubleshooting and Maintenance, and then
click Use the interactive troubleshooters.

Quick Guide to Troubleshooting Windows 2000 Professional

In addition to the troubleshooters, you can use the Quick Guide to
Troubleshooting Windows 2000 Professional provided in this book for rapid
access to comprehensive troubleshooting information for common problems. This
quick guide points you to chapters throughout this book which cover
troubleshooting information for specific technologies and types of problems.

For more information about troubleshooting Windows 2000 Professional, see
“Troubleshooting” in this book.

Troubleshooting Tools and Strategies

Twenty of the most useful tools for diagnosing and resolving problems are
discussed in detail in the Microsofte Windowse 2000 Professional Resource Kit.
These tools, including both command-line and Windows-based programs, cover
such wide-ranging topics as startup problems, system file and drivers issues,
application difficulties, networking problems, system recovery, system
maintenance, and updates. They give the user the ability to, at a minimum, gather
diagnostic information useful to technical-support personnel. Often, these tools
can help you resolve the problem on the spot. In addition, the “Troubleshooting
Tools and Strategies” chapter outlines useful strategies for troubleshooting
problems, and provides some common troubleshooting procedures not found in
the other chapters in this book.

For more information about the strategies, tools, and common procedures used in
troubleshooting problems with Windows 2000 Professional, see “Troubleshooting
Tools and Strategies” in this book.
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Disk Concepts and Troubleshooting

Understanding how disks work and what configuration options Windows 2000
Professional offers for disk systems is critical for resolving disk-related problems.
There are two disk configuration options available: basic disk and dynamic disk.
Understanding the implications of either choice, and what tools and techniques
are available in each scheme to resolve problems, are necessary skills for the
Windows 2000 Professional user. In addition, a thorough grasp of fundamental
disk structures, such as the master boot record and the boot sector, is very helpful
when troubleshooting disk problems. This knowledge is especially helpful when
problems, such as disk corruption and virus infection, prevent the system from
recognizing a particular volume or even starting.

For more information about fundamental disk structures, disk configuration
options, and troubleshooting disk problems, see “Disk Concepts and
Troubleshooting” in this book.

Windows 2000 Professional Stop Messages

Windows 2000 Professional is the most resilient, robust, and dependable version
of Windows available. However, in circumstances when an error condition from
which the system cannot recover is detected, Windows 2000 Professional
generates a full-screen, character-based error message. If the error detected was
due to hardware failure, a hardware malfunction message is displayed. If the error
detected was caused by a problem affecting the kernel, such as a faulty device
driver, damaged memory, or corrupted system files, a Stop message is displayed.
The usability of the information displayed on-screen has been improved in
Windows 2000 Professional, and now offers troubleshooting suggestions to help
resolve the problem that caused the detected error condition.

For more information about hardware malfunction and Stop messages, including a
general troubleshooting overview for these types of messages, as well as a
thorough troubleshooting discussion of 12 Stop messages a user might encounter,
see “Windows 2000 Stop Messages” in this book.

Accessibility

Windows 2000 Professional provides new and customizable accessibility features
that provide users with disabilities better access to the programs and applications
they need. For example, these new features allow you to:

Override Defaults for Multiple-User Customized Settings. Administrators can set a
wider range of accessibility and other options for groups by using Control Panel,
Accessibility wizard, and Utility Manager.
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Quickly and Easily Navigate Windows 2000 Professional. Special features, such as
hot keys and Active Desktop™, facilitate access to objects on the desktop,
Windows Explorer, other servers on the network, or Internet Explorer 5. These
features also give quick access to Windows 2000 Professional and help users open
folders and create their individualized settings.

Use a Wider Range of Assistive Technology. With Microsofte Active
Accessibilitye, applications work more effectively with system extensions,
applications, devices, and other third-party add-on accessibility aids, such as
speech-recognition products. Invisible to the user, Active Accessibility is
integrated into the Windows 2000 Professional operating system.

Use Human Interface Devices. Windows 2000 Professional supports the Human
Interface Device (HID) firmware specification, a new standard for input and
output devices such as drawing tablets, keyboards, universal serial bus (USB)
speakers, and other devices designed to improve accessibility.

Customize Input Methods. Windows 2000 Professional has expanded
configurations of keyboards, including On-Screen Keyboard, special mouse
settings, and other options, allowing users to customize their user-interface (UI)
schemes.

Configure Options Through a Single Entry Point. Located on the Start menu,
Accessibility wizard is a tool that allows administrators and users to set up their
computers quickly with the most commonly used features to suit individual needs.

Magnify a Portion of the Screen for an Enlarged Display. Several built-in, limited-
use features, such as Magnifier, make it possible for users to work free from their
customary assistive devices.

Maneuver Within Windows 2000 Professional. Utility Manager, personalized
keyboard options, and keyboard shortcuts assist users with their work in
applications.

Set Sound Options to Suit Individualized Hearing Needs. In addition to
customizable features, such as volume adjustment and multimedia options, several
accessibility features, such as ShowSounds and SoundSentry, give people with
hearing impairments control of their audio environment.

Set Options for Users with Vision Requirements. Specialized features include
Narrator, a text-to-speech tool that is built into Windows 2000 Professional,
ToggleKeys, a feature that gives audio cues when the user presses certain locking
keys; and event cues under Sounds and Multimedia in Control Panel.
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Use Keyboard Filters to Customize Keys to Aid Various Cognitive, Hearing, Mobility,
and Vision Needs.

The FilterKeys feature adjusts keyboard response time and ignores accidental
pressing of keys.

Assign Contrast, Color, Timing, and Sizing Schemes for Screen Elements.

Expanded ranges of screen elements, such as high-visibility mouse pointers, high-
contrast color schemes, and Accessibility Wizard give users options that suit their
needs and preferences.

For more information about the accessibility features in Windows 2000
Professional, see “Accessibility for People with Disabilities” in this book.

Where to Find More Information in this Book

Table 1.2 provides a reference to the new and improved features and technologies
discussed in this book and tells you where to find information for configuring and

supporting those features and technologies.

Table 1.2 Topics in Part 3 of the Windows 2000 Professional Resource Kit

Technology

Chapter

Access control lists (ACLs)
Active Directory searches
Administrative Tools
Audio

Backup

Bus technologies
Cameras

Character sets

Code pages

Compact disc file system
Control Panel

Desktop options (including
policies)

Digital audio

Disk formats

Drivers

Digital video disc (DVD)
Encryption

Security (Chapter 13)

Managing Files, Folders, and Search Methods (Chapter 9)
Introduction to Configuration and Management (Chapter 7)
Multimedia (Chapter 11)

Removable Storage and Backup (Chapter 18)

Power Management (Chapter 20)

Scanners and Cameras (Chapter 15)

Fonts (Chapter 16)

Fonts (Chapter 16)

File Systems (Chapter 17)

Introduction to Configuration and Management (Chapter 7)

Customizing the Desktop (Chapter 8)

Power Management (Chapter 20)
File Systems (Chapter 17)
Power Management (Chapter 20)
Multimedia (Chapter 11)
Security (Chapter 13)

(continued)
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Table 1.2 Topics in Part 3 of the Windows 2000 Professional Resource Kit

(continued)

Technology

Chapter

File system and tools

Fonts: installing, managing

Group Policy (overview)

Hardware on portable
computers

Hardware policies

Human Interface Device
(HID)

IEEE 1394 support

Image Color Management
Icm

Indexing Service
IrTran-P

Managing users and groups

Microsoft® Management
Console (MMC)

Multiple display support
Multiple monitors
NetMeeting 3.0

Offline files and folders

Offline files on portable
computers

Passwords

PC Card, CardBus, and
smart cards

PC Cards

PC Cards for portable
computers

Phone Dialer
Plug and Play

Portable computers

Power management

File Systems (Chapter 17)

Fonts (Chapter 16)

Introduction to Configuration and Management (Chapter 7)
Mobile Computing (Chapter 10)

Power Management (Chapter 20)
Power Management (Chapter 20)

Power Management (Chapter 20)
Scanners and Cameras (Chapter 15)

Managing Files, Folders, and Search Methods (Chapfer 9)
Scanners and Cameras (Chapter 15)
Introduction to Configuration and Management (Chapter 7)

Introduction to Configuration and Management (Chapter 7)

Power Management (Chapter 20)

Device Management (Chapter 19)

Telephony and Conferencing (Chapter 12)

Managing Files, Folders, and Search Methods (Chapter 9)
Mobile Computing (Chapter 10)

Security (Chapter 13)
Power Management (Chapter 20)

Device .Management (Chapter 19)
Mobile Computing (Chapter 10)

Telephony and Conferencing (Chapter 12)

Device Management (Chapter 19) and
Power Management (Chapter 20)

Mobile Computing (Chapter 10)
Power Management (Chapter 20)

continued
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Table 1.2 Topics in Part 3 of the Windows 2000 Professional Resource Kit

(continued)

Technology Chapter

Power management (for Mobile Computing (Chapter 10)
portable computers)

Printers: installing, Printing (Chapter 14)
configuring, managing

Redirection (on portable Mobile Computing (Chapter 10)
computers)

Remote hardware Power Management (Chapter 20)
management

Roaming user profiles and Mobile Computing (Chapter 10)
folders

Security and Group Policy Security (Chapter 13)

Security considerations for Mobile Computing (Chapter 10)
portable computers

Still image devices Power Management (Chapter 20)

Storage (Removable) Removable Storage and Backup (Chapter 18)
Telephony API (TAPI) 3.0 Telephony and Conferencing (Chapter 12)
User groups Security (Chapter 13)

Video Multimedia (Chapter 11)

Video capture Power Management (Chapter 20)

Additional Resources

= For more information about Windows 2000 Professional, see the Getting
Started Guide included in the Windows 2000 Professional packaging.

= For more information about features new to Windows 2000 Professional, see
Introducing Windows 2000 Professional by Jerry Honeycutt, 1999, Redmond:
Microsoft Press.

= For more information about features new to Windows 2000 Server, see
Introducing Microsoft Windows 2000 Server by Tony Northrup, 1999,
Redmond: Microsoft Press.
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CHAPTER 2

Using Windows 2000
Professional with
Windows 2000 Server

Microsofte Windowse 2000 Professional provides a desktop operating system for
business users and administrators that is reliable and easy to install, use, and
maintain, regardless of the type of network in which it is deployed. Using
Windows 2000 Professional with Microsofte Windowse 2000 Server greatly
extends the level of support that you can provide to your users. It allows you to
centrally deploy and manage the operating system; it provides a stronger security
and networking infrastructure; and it extends interoperability with other
environments such as Novell NetWare and UNIX.

In This Chapter

Quick Guide to Using Windows 2000 Professional with
Windows 2000 Server 38

Centralized Deployment 40
Centralized Administration 42
Advanced Security 52

Robust Networking Infrastructure 54
Interoperability with Other Networks 59

Related Information in the Windows 2000 Resource Kit

= For an introduction about managing Windows 2000 Professional Desktops in a
Windows 2000 Server and other environments, see “Introduction to
Configuration and Management” in this book.

* For more information about managing Windows 2000 Professional Desktops
in a Windows 2000 Server environment, see the Microsofte Windows® 2000
Server Resource Kit Distributed Systems Guide.
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Quick Guide to Using Windows 2000 Professional
with Windows 2000 Server

Use this quick guide to find out how using Windows 2000 Professional in a
Windows 2000 Server-based environment allows you to centrally deploy and
manage Windows 2000 Professional and to review the added benefits that you
gain for security, networking, and interoperability.

How can | deploy customized Windows 2000 Professional installations from a
central location?

You can use the Remote Installation Services (RIS) feature in Windows 2000
Server to standardize a Windows 2000 Professional installation and to allow users
to install it from a central location. Users simply connect to the custom
installation on a server configured with RIS.

» See “Centralized Deployment” in this chapter.
= See “Customizing and Automating Installations” in this book.

How can | centrally manage desktops in my organization?

Using the Windows 2000 Server IntelliMirror™ management technologies,
administrators can have total control over users’ data, client applications, and
system settings. This reduces helpdesk calls and ensures that end users do not
inadvertently damage their systems. More importantly, it helps ensure that users
always have access to the data, applications, and settings that they need to do their
jobs—even when working from another computer.

= See “Centralized Administration” in this chapter.

= See “Introduction to Configuration and Management” in this book.

How can | control access to sensitive data and provide stronger authorization with
mutual client and server authentication?

With Windows 2000 Server, administrators have more precise administration of
network traffic by granting specific rights to Active Directory™ directory service
containers. Windows 2000 Server also provides stronger security mechanisms for
authenticating users. Kerberos v5 is the default authentication protocol in
Windows 2000 Server; it includes mutual client and server authentication and
reduced server load while connections are being established.

= See “Advanced Security” in this chapter.
» See “Security” in this book.
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What networking features in Windows 2000 Server support Windows 2000
Professional client computers?

Although Windows 2000 Professional can take advantage of many of the latest
networking technology and protocols on any network, Windows 2000 Server
provides a complete Windows 2000 networking solution, including the

Windows 2000 implementation of Domain Name System (DNS), Dynamic Host
Configuration Protocol (DHCP), and Quality of Service (QoS) as well as
Windows Internet Name Service (WINS) support for interoperability with
previous versions of Windows, such as Microsofte Windowse 95 and Microsofte
Windows NTe version 4.0.

= See “Robust Networking Infrastructure” in this chapter.

= See Part 4, “Network Configuration and Management” and Part 5 “Network
Interoperability” in this book.

What Windows 2000 Server features extend interoperability with other networks?
The core Microsofte Windowse 2000 technology for interoperability is the
Windows 2000 implementation of Transmission Control Protocol/Internet
Protocol (TCP/IP). Windows 2000 Professional allows you to provide
interoperability with earlier versions of Windows and third-party networks. With
Windows 2000 Server you can extend interoperability through add-on packs such
as Services for UNIX and File Server for Macintosh.

= See “Interoperability with Other Networks” in this chapter.
= See Part 5, “Network Interoperability” in this book.
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Centralized Deployment

With Windows 2000 Server, you can use the RIS change and configuration
management feature to deploy Windows 2000 Professional from a central
location. This enables users to connect to a Windows 2000 Server configured for
RIS and choose customized installation options as shown in Figure 2.1.

Computer with no
operating system,
but supported netcard,

identifies itself. Windows 2000 Server

Desktop Computer

Appropriate version of
the operating system is
downloaded and installed.

Desktop Computer
Figure 2.1 Installing Windows 2000 Professional from a RIS Server.

RIS uses the Pre-Boot eXecution Environment (PXE) Dynamic Host
Configuration Protocol (DHCP)-based remote startup technology to connect to a
Remote Installation Services (RIS) server and start the installation process. The
RIS server provides the network equivalent of a CD-based installation and
preconfigured installation images.

RIS is used during initial startup before the operating system loads. RIS supports
clients without an installed operating system or computers that need to have the
operating system restored. RIS allows hardware connected through a LAN to find
a networked RIS server and request a new copy of Windows 2000 Professional
that is appropriately configured for the user and computer. RIS cannot be used to
upgrade an existing operating system.

Table 2.1 shows the Windows 2000 features you need to use RIS.
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Table 2.1 Windows 2000 Features Needed to Use RIS

Technology Purpose

Windows 2000 DHCP Assigns an IP address to a remote boot-enabled client
computer prior to contacting a server running RIS.

Windows 2000 DNS Resolves computer names from TCP/IP addresses.

Group Policy Defines the users and computers eligible (or ineligible) for a
specific desktop configuration.

Active Directory Locates client computers and RIS servers and stores the Group
Policy objects that define what resources a user or computer
can or cannot access.

RIS Manages and distributes Windows 2000 Professional image
files to clients enabled for remote startup.

Using RIS servers to deploy and upgrade operating systems throughout a
company reduces the costs incurred by either preinstalling the client computer or
physically installing the operating system on each client. Automatically installing
the operating system by using RIS and Group Policy can reduce the staff support
overhead for adding new computers to a network and reinstalling operating
systems.

Use a RIS server as a remote source. The following are descriptions of these two
methods.

CD-Equivalent Installation This is similar to setting up a client computer that
directly uses the unattended installation options available on the Windows 2000
Professional operating system CD. The source files, however, reside across the
network on available Windows 2000--based servers rather than on a local CD.

Preconfigured Desktop Image Installation This allows you to reproduce a working
copy of a corporate desktop configuration, including operating system
configurations, desktop customizations, and locally installed software. After the
reproduced image is configured, it is stored on RIS servers. On request, the server
downloads these images to new computers.

Note The new computer does not need to have identical hardware to the
computer on which the image was created. Windows 2000 Professional support
for Plug and Play can adjust for hardware differences.

It is important that your DHCP, DNS, and Active Directory servers are configured
appropriately to work with RIS. These services can be installed either on
individual servers or the same server and must be active and available to use RIS.
RIS uses these components to detect client computer requests for service.
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For more information about DHCP technology and its use, see “Determining
Network Connectivity Strategies” in the Microsofte Windowse 2000 Server
Resource Kit Deployment Planning Guide and “Dynamic Host Configuration
Protocol” in the Microsoft® Windowse 2000 Server Resource Kit TCP/IP Core
Networking Guide. For more information about DNS technology, see
“Introduction to DNS” in the TCP/IP Core Networking Guide. For more
information about Remote OS Installation, see “Remote OS Installation” in the
Distributed Systems Guide.

Centralized Administration

A key advantage of using Windows 2000 Professional with Windows 2000 Server
is that Active Directory and change and configuration management features allow
you to centrally manage desktop installations and configurations. Table 2.2
summarizes the management features that are available by using Windows 2000
Professional with and without Windows 2000 Server Active Directory.

Table2.2 Comparison of Management Features for Windows 2000 Professional
with and without Windows 2000 Server

Windows 2000 Professional

Windows 2000 with Windows 2000 Server,
Professional without Active Directory, and

Management Feature Windows 2000 Server Group Policy

Administrative Templates Yes Yes

(registry-based settings)

Security settings Yes Yes

Software Installation and No Yes

Maintenance (Assign and

Publish)

Remote Installation Service ~ No Yes

(RIS)

Unattended installation Yes Yes

Windows Installer Service Yes Yes

Sysprep Yes Yes

Scripts Yes ’ Yes

Folder redirection No Yes

Microsoft® Yes Yes

Internet Explorer

maintenance

User profiles Yes Yes

Roaming user profiles No Yes
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Active Directory

The process that makes directory information useful and available to users,
software applications, and third-party services in a network environment is called
a directory service. Active Directory is a directory service.

Note A directory service includes both the directory information and the services
that make that information useful.

The main functions of a directory service are the following:

= Replicate directory information to make it available to all users in the network
and to overcome failures.

= Partition directory information into multiple stores to store a large number of
objects.

= Enforce security policies defined by the administrator.

Active Directory makes centralized administration possible in Windows 2000.
Active Directory offers an extensible, scalable directory service with hierarchical
views and distributed security. Active Directory stores information such as user
names, passwords, and phone numbers in a structured database called a data store
which is represented by objects with attributes or properties. For example, a user
account is an object in the directory and the user’s name, password, and phone
number are attributes of that user.

Active Directory gives network administrators and end users access to a directory
service that provides the following features:

Flexible Querying Users and administrators can use the global catalog to find any
object on the network using any attribute of that object. For example, you can find
users by their first name, last name, e-mail address, office location, or other
attribute of their user account.

Flexible Administration An access control list (ACL), or permissions, protects
access to objects in Active Directory. An ACL determines who can view and use
objects, and specifies how objects can be used. You can grant access to an entire
object or to each attribute of an object. For example, you can grant all users access
to view names and office telephone numbers of all users on the network, but
restrict access to any other attributes, such as home telephone numbers and other
personal information.
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Delegation of Authority Active Directory security supports both inheritance and
delegation of authority. Inheritance makes an object’s specific permission set
available to all of its child objects. Administrators can use delegation of authority
to grant specific administrative rights for containers and subtrees to other
individuals and groups. By using delegation of authority, instead of granting
administrators authority over large parts of the network, you can assign them to
precise areas of the network.

Information Replication Within a domain the directory is replicated, or copied, to
each server running Active Directory. If the domain contains multiple Active
Directory servers (or domain controllers), the directory is replicated to multiple
servers. Each domain controller stores and maintains a complete copy of the
domain’s directory. Replication of this directory provides fault tolerance, load
balancing, and more reliable data availability.

Information Partitioning With Active Directory, the directory of each domain
stores information about only the objects located in that domain instead of using
one massive store. By enabling multiple domains, trees, and forests, Active
Directory scales to suit the smallest and largest organizations. Both small and
large organizations benefit from smaller domains that are easy to administer, but
large companies can easily add to their Active Directory environment by
configuring multiple domains.

Directory Extensibility Active Directory has an extensible schema, which means
that administrators can add new object types to the directory and new attributes to
existing object types. For example, you can add a purchase authority attribute to
the user object type, and then store each user’s purchase authority limit as part of
the user’s account.

DNS Integration DNS is a set of protocols and services used throughout the
Internet and other Transmission Control Protocol/Internet Protocol (TCP/IP)
networks to provide name registration and name-to-address resolution services.
This enables identification and connection to computers and users on TCP/IP
networks. Active Directory uses DNS as its location mechanism and supports
DNS dynamic update protocol.
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Interoperation with Other Directories In addition to DNS, Active Directory
supports other industry standards, such as Lightweight Directory Access Protocol
(LDAP) version 2 and version 3, and Name Service Provider Interface (NSPI).
LDAP, the core protocol of Active Directory, is an industry-standard directory
service protocol, enabling Active Directory to share information with any other
directory service that supports LDAP. Active Directory support for NSPI, which
is used by Microsofte Exchange 4.0 and later clients, provides complete backward
compatibility with those products. By supporting these standards, Active
Directory can expand its services across multiple namespaces, and process
information and resources from the Internet, other operating systems, and other
directories.

Full Backward Compatibility Active Directory supports and works with

Windows NT 4.0 and earlier. Servers running Windows NT can operate with each
other within a domain. Active Directory domain controllers appear to earlier-
version clients as Windows NT Server 4.0 domain controllers.

Change and Configuration Management

Change and configuration management reduces the total cost of ownership (TCO)
and managing change in network environments. After you install Windows 2000,
you can use Group Policy to manage computing environments for groups of users
and computers. This significantly reduces the need for administrators to visit
desktops for application or operating system installations, updates, or to repair
unauthorized or unexpected configuration changes.
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Change and configuration management consists of two features, IntelliMirror and
RIS. IntelliMirror in turn consists of the User Data Management, Software
Installation and Maintenance, and User Settings features. Figure 2.2 shows the
benefits and technologies for each of these features.

Figure 2.2 Change and Configuration Management Features

By using the standard change and configuration management features with
Windows 2000 Professional and Windows 2000 Server together, you can:

= Log on to any computer in the domain and access your personal desktop
configuration including data, applications, and preference settings.

= Quickly find your data files and access network files even if the network is
offline.
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IntelliMirror

= Centrally define settings for groups of users and computers and rely on the
system to enforce those settings.

= Quickly replace a computer and automatically regenerate its settings, data,
applications, preferences, and administrative policies.

= Centrally install, update, and remove software, eliminating the need for user
intervention and onsite support.

= Configure a computer running Windows 2000 Server with RIS to allow PXE-
enabled client computers to connect and install Windows 2000 Professional.

For more information about using the change and configuration management
features from the perspective of a Windows 2000 Professional administrator, see
“Introduction to Configuration and Management” in this book. For a thorough
description of configuring and using Windows 2000 Server change and
configuration management features, see the Distributed Systems Guide.

IntelliMirror is a set of Windows 2000 features used for desktop change and
configuration management. Taking advantage of different features in both server
and client, IntelliMirror enables data, applications, and settings to follow roaming
users.

With IntelliMirror management technologies, administrators can have total
control over client data, applications, and system settings. This helps reduce the
need for technical support, and ensures that users do not inadvertently damage
their systems. More importantly, it helps ensure that users always have access to
needed data, applications, and settings.

At the core of IntelliMirror are three features:

= User Data Management
= Software Installation and Maintenance

= User Settings Management

You can use these features separately or together. When fully deployed,
IntelliMirror uses Active Directory and Group Policy to provide policy-based
management of users’ desktops. You can centrally defined policy settings based
on criteria such as business roles, group memberships, and location.

Note Client computers that are running Microsofte Windowse 95, Microsofte
Windowse 98, and Microsofte Windows NTe version 4.0 or earlier cannot use
IntelliMirror technologies.
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User Data Management

User Data Management technologies include Active Directory, Group Policy,
Offline Files, and Folder Redirection. These technologies ensure that data is
protected, available offline, and available from any computer on the network.

User data can follow the user whether the user is online and connected to the
network or the user is offline in a stand-alone state. The user’s data follows the
user because Windows 2000 can store the data in specified network locations
while making the data appear local to the user. You can configure which files and
folders are available manually, set them up on a per-user basis, or configure them
by using Group Policy settings.

By using the Offline Files feature of User Data Management, you ensure that the
items that users create, such as files and documents, are easily accessible and
readily available. If users take their work home or on the road, they still have
access to their files. The network files that a user works with when online are
automatically cached on that user’s computer and available when he or she is
offline. The master version of the file is stored on a server. When users reconnect
to the network, any files that they have worked on are synchronized with the
network version. For more information about using Offline Files, see “Managing
Files, Folders, and Search Methods” in this book.

By using the Folder Redirection feature, you can redirect specific user data
folders, such as My Documents, to a network location using Group Policy
settings, and then make this location available to users for offline use. When a
user saves a file to My Documents, the file is actually saved on the network
location, and the local computer is synchronized with the network copy. This
synchronization occurs in the background and is transparent to the user.

Because user files are redirected to a server, you can protect the centrally stored
version of the data. If user data is lost on a local computer because a hard disk
drive fails, you can restore that data from the network.

Software Installation and Maintenance

Use Software Installation and Maintenance to manage the installation,
configuration, repair, upgrade, and removal of software, including applications
and service packs.

Software Installation and Maintenance provides software installation and
automatic repair of software to groups of users and computers. By using Software
Installation and Maintenance, you can define Group Policy settings that specify
which applications a user can use, regardless of which computer the user logs on
to; you can also set how software files update and synchronize on a per-computer
or per-user basis. You can assign software to a user or computer, or you can
publish applications to a user.
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Group Policy

Assigned Applications Assigned applications appear to be installed on the user’s
computer; the user sees shortcuts for the applications on the desktop or Start
menu. Registry entries are made and shortcuts are placed on the desktop or the
Start menu, but the software is not installed until the first time a user selects the
software. Use this method to deploy software that is resilient and available
regardless of user actions; if the user removes the software, it is installed again the
next time the user selects it.

Published Applications Published applications do not appear to be installed on the
user’s computer; there is no evidence of the application on the desktop. Published
applications are installed by using Add/Remove Programs in Control Panel. Use
this method for managing software that is not necessary for a user to perform a
job.

When you deploy applications by either assigning or publishing them, you can
update them from the server. When the user logs on to the client computer, any
new applications or updates are installed. For more information about Software
Installation and Maintenance features of IntelliMirror, see “Software Installation
and Maintenance” in the Distributed Systems Guide.

User Settings Management

User Settings Management is used to configure Group Policy settings that are
applied to the operating system, desktop environment, and software for each user.
These include language settings, custom dictionaries, accessibility options,
desktop configurations, and other user preferences and restrictions.

By using User Settings Management, you can centrally define computing
environments for organized groups of users and computers; you can also grant or
deny users the ability to further customize their computing environments, such as
style and default settings.

For more information about using User Settings Management, see “Introduction
to Configuration and Management” in this book.

You can use Group Policy to have any level of control for managing desktops.
You can choose to centrally manage a wide variety of settings, to control options
such as desktop settings and the applications available to the user, or you can
allow an open environment to enable users to modify their own desktops and
install any application.
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The Microsoft Management Console (MMC) Group Policy snap-in is used
configure Group Policy settings. The settings are storedGroup Policy objects,
which you associate with specific Active Directory container sites, domains, or
organizational units. Group Policy settings can be filtered by using memberships
in security groups. Table 2.3 lists the components of Group Policy.

Table 2.3 Group Policy Components

Component Description

Administrative Establish registry-based policy (equivalent to System Policy in
Templates Microsofte Windows NT® Server 4.0).

Security Settings Establish security settings for domains, computers, and users.
Software Installation Assign or publish applications.

Internet Explorer Administer Internet Explorer after deployment.

Maintenance

Scripts Log on or log off users and start up or shut down computers.
Folder Redirection Redirect folders and files to the network.

Group Policy and its extensions provide a unified replacement for many of the
functions of the System Policy Editor in Windows NT 4.0.

Table 2.4 lists some of the ways in which you can control a user’s work
environment by enforcing system configuration settings for all computers that are
using Group Policy and the equivalent tools used in Windows NT Server 4.0.

Table 2.4 Group Policy Administrative Tools

Windows NT 4.0

Task Windows 2000 Tool Tool
Set policies for users and Group Policy, accessed through Not available
computers in a network. Active Directory Sites and Services.
Set policies for users and Group Policy, accessed through System Policy
computers in a domain. Active Directory Users and Editor

Computers.
Set policies for users and Group Policy, accessed through Not available
computers in an Active Directory Users and
organizational unit. Computers.
Edit the security descriptor Security Groups. System Policy
for Apply Group Policy. Editor
Manage software. Software Installation snap-in, Systems

accessed through the Group Policy Management
snap-in. Server
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For more information about Group Policy settings, the order in which Group
Policy settings can be processed, and how to filter and block Group Policy
inheritance, see “Group Policy” in the Distributed Systems Guide. For more
information about using Group Policy on computers running Windows 2000
Professional, see “Introduction to Configuration and Management” in this book.

Support for Roaming and Mobile Users

Using Windows 2000 Professional with Windows 2000 Server allows you to
provide an even richer support for roaming and mobile users. Roaming users need
to move from computer to computer while keeping a single desktop configuration.
Although a roaming user logs on to different computers, they are usually

~ connected to a network through a high-speed or LAN connection.

Mobile users need different desktop configurations as they move from one
location to another. For example, a mobile user might require one network
configuration that supports high-speed connections at headquarters and another
for low-speed or dial-up lines at a branch office.

Using Windows 2000 Professional with Windows 2000 Server allows a roaming
or mobile user to use a single profile when logging on to the network, while
moving from computer to computer (roaming user) or among different locations
(mobile user).

In Windows 2000, user profiles define customized desktop configurations, which
include individual display settings, network and printer connections, and other
specified settings. There are three types of user profiles—Ilocal, roaming, and
mandatory.

Local user profiles are available on Windows 2000 Professional, regardless of the
network being used. When a user logs on to the network for the first time, a local
user profile is created and stored on a local hard disk. Users can modify their own
local user profiles. Any changes the user makes to the local user profile are
specific to the computer where the changes were made.

Because local profiles are specific to the local computer, they cannot support the
needs of roaming and mobile users. With Windows 2000 Server, you can support
these users by creating roaming user profiles and mandatory user profiles.

These types of user profiles are created by a server administrator and stored on
computers running Windows 2000 Server. Changes made by a user to a roaming
profile are updated and kept on the server. Only server administrators can make
changes to mandatory user profiles.
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Roaming user profiles allow users to wander among computers within a corporate
network. With roaming user profiles, a user can log on to any computer that is
running Windows 2000 within the user’s domain. After logging on, all of the user
settings and documents stored on the server in the roaming user profile are copied
to the local computer. A user can run applications, modify documents, and work
on the computer normally until logging off. When a user logs off, the user profile
is copied to a server. When the user logs on to another computer, all of that user’s
profile information is copied to the second computer. This profile is available
every time a user logs on to any computer on the domain.

A mandatory user profile is a special kind of roaming profile that specifies
particular settings for an individual or an entire group of users. A mandatory
profile is not updated when the user logs off. It is created by a server
administrator, assigned to one or more users for job-specific functions, and
downloaded to the desktop each time the user logs on.

For more information about how to setup and manage roaming user profiles, see
“Introduction to Desktop Management” in the Distributed Systems Guide.

Advanced Security

When using Windows 2000 Professional in a Windows 2000 Server—based
environment, you can take advantage of Windows 2000 Server distributed
security features that provide you with flexibility to delegate account
administration, strong authentication with the Kerberos v5 protocol, network
security at the domain level with Internet Protocol security (IPSec), and public-
key security technology.

Because security in Windows 2000 Server is integrated with Active Directory,
administrators have precise administration of the network by granting specific
rights to Active Directory containers. In Windows 2000 Server, the Kerberos v5
protocol is the default mechanism for authentication and access control. It
provides a common protocol that enables a single-account database to access all
services in a mixed environment.The Kerberos v5 protocol is an Internet security
standard with mutual authentication of client and server and provides server load
balancing during the authentication process. Kerberos v5 is implemented for a
variety of systems and provides a single authentication service in a distributed
network.
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The Kerberos v5 protocol is a “shared-secret” authentication protocol in which the
user and the authentication service both know the user’s password or the one-way
encrypted password. The Kerberos protocol defines the interactions betweena
client and a network authentication service known as a Key Distribution Center
(KDC). Windows 2000 implements a KDC as the authentication service on each
domain controller. The KDC uses Active Directory as the account database for
users and groups, The initial Windows NT domain logon is provided by the
WinLogon single sign-on architecture. Initial Kerberos-protocol authentication is
integrated with WinLogon. Windows 2000 Server also provides other
mechanisms for authentication, such as smart cards and NTLM for compatibility
with other versions of Windows.

For more information about security at the domain level, see the Distributed
Systems Guide. For more information about the security features available in
Windows 2000 Professional, see “Security” in this book.

Many Windows 2000 Server security features use public key technology as well
as certificates to provide authentication, integrity, confidentiality, and
nonrepudiation for network and information security. Public key security in
Windows 2000 is based on industry-standard public key technologies, such as the
Diffie-Hellman Key Agreement algorithm, the RSA public key algorithms
developed by RSA Data Security, and the Digital Signature Algorithm.

Windows 2000 security also makes use of the industry-standard, X.509 version 3
digital certificates that are issued by trusted certification authorities. For more
information about the public key technologies used in Windows 2000, see the
Distributed Systems Guide.

Windows 2000 incorporates Internet Protocol security (IPSec) for data protection
of network traffic. IPSec is a suite of protocols that allow secure, encrypted
communication between two computers over an insecure network. The encryption
is applied at the IP network layer, so it is transparent to most applications that use
specific protocols for network communication. IPSec provides end-to-end
security, meaning that the IP packets are encrypted by the sending computer, are
unreadable while they are being transmitted, and can be decrypted only by the
recipient computer. For more information about IPSec, see “Internet Protocol
Security” in the Microsofte Windowse 2000 Server Resource Kit TCP/IP Core
Networking Guide.



54 Part1 Overview

Robust Networking Infrastructure

Windows 2000 Professional makes configuring and using networking technology
easier with features such as Network and Dial-up Connections. It also includes
numerous networking features to take advantage of the latest TCP/IP networking
innovations and standards, such as Layer Two Tunneling Protocol (L2TP),
Internet Protocol security (IPSec), Internet Connection Sharing, Quality of
Service (QoS), and dynamic multi-link dialing. For more information about
Network and Dial-up Connections, see “Local and Remote Network Connections”
in this book. '

When using Windows 2000 Professional with Windows 2000 Server, you can
take advantage of many server-based networking features and services, such as
the Windows 2000 implementations of DNS, and the WINS name-resolution
services that provide interoperability with previous versions of Windows. For
more information about the networking features included with Windows 2000
Server, see the TCP/IP Core Networking Guide. For more information about the
networking features in Windows 2000 Professional, see Part 4, “Network
Configuration and Management” and Part 5 “Network Interoperability” in this
book

Windows 2000 DNS

Domain Name System (DNS) is the default naming system for Internet Protocol
(IP)-based networks. It enables users to use hierarchical, display names to easily
locate computers and other resources on an IP network. Using Windows 2000
Professional with Windows 2000 Server allows you to take advantage of the new
features and enhancements in the Windows 2000 implementation.

Windows 2000 DNS is compliant with standard DNS as described in the Request
for Comments (RFC) documents of the Internet Engineering Task Force (IETF).
Because Windows 2000 DNS is RFC-compliant, it provides interoperability with
most of the other DNS server implementations, such as those DNS servers that
use the Berkeley Internet Name Domain (BIND) software.

The Windows 2000 implementation of DNS has several new features and
improvements over Windows NT 4.0, including the following:

Support for Active Directory as a Locator Service for Domain Controllers

DNS is required to locate Active Directory objects. You can also use a third-party
DNS server implementation solution to support Active Directory deployment.
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Integration with Active Directory You can integrate DNS zones into Active
Directory to provide increased fault tolerance and security. Every Active
Directory—integrated zone is replicated among all domain controllers within the
Active Directory domain. All DNS servers running on these domain controllers
can act as primary servers for the zone, accepting dynamic updates. Active
Directory replicates on a per-property basis, propagating only relevant changes.

Support for Dynamic Updates The DNS service allows client computers to
dynamically update their resource records in DNS. This improves DNS
administration by reducing the time needed to manually manage zone records.
The dynamic update feature can be used in conjunction with Dynamic Host
Configuration Protocol (DHCP) to update resource records when a computer’s IP
address is changed. Computers running Windows 2000 can send dynamic
updates.

Support for Aging and Scavenging Records The DNS service can scan and
remove records that are no longer needed records. When enabled, this feature can
prevent stale records from remaining in the DNS.

Support for Secure Dynamic Updates in Active Directory-Integrated Zones

You can configure Active Directory—integrated zones for secure dynamic update
so that only authorized users can make changes to a zone or record.

Easier Administration The DNS console for managing the DNS service offers an
improved graphical user interface (GUI) over Windows NT 4.0. Windows 2000
Server provides several new configuration wizards and tools to help you manage
and support DNS servers and clients on your network.

Administration from the Command Prompt You can use the command-line tool
Dnscmd.exe for most tasks that you can perform from the DNS console, such as:
» Creating, deleting, and viewing zones and records
= Resetting server and zone properties
= Performing routine administrative operations, such as:

= Updating the zone

= Reloading the zone

= Refreshing the zone

=  Writing the zone back to a file or Active Directory

= Pausing and resuming the zone

= Clearing the cache

» Stopping and starting the DNS service

= Viewing statistics
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You can also use Dnscmd.exe to write scripts for remote administration. For more
information about Dnscmd.exe, see Windows 2000 Support Tools Help. For
information about installing and using the Windows 2000 Support Tools and
Support Tools Help, see the file Sreadme.doc in the directory Support\Tools on
the Windows 2000 operating system CD.

Enhanced Name Resolution The Windows 2000 DNS resolver tries to resolve
names with DNS before trying to use Network Basic Input/Output System
(NetBIOS). Also, it can query different servers based on the adapters to which
they are assigned.

Enhanced Caching and Negative Caching You can view and flush the resolver
cache by using the command-line tool Ipconfig, and you can flush the server
cache from within the DNS console. Also, the resolver performs negative caching,
which remembers that a name or type of record does not exist. Negative caching
reduces lookup time when the user queries for a name that the resolver has already
determined does not exist.

Additional Client Enhancements The cache can be preloaded with Hosts file
entries (a file that contains a mapping of computer names to IP addresses). Also,
the resolver server list can be dynamically reordered to prioritize responsive DNS
servers.

Support for DNS in Mixed Environments If all of the computers on your network
are running Windows 2000, you do not need any WINS servers. Even in a mixed
environment, you do not need to configure WINS on your Windows 2000-based
clients if you have configured WINS lookup. By using WINS lookup, you can
direct a Windows 2000 DNS server to query WINS for name resolution, so that
DNS clients can look up the names and IP addresses of WINS clients.

Interoperability with Other DNS Server Implementations Because the
Windows 2000 DNS server is RFC-compliant, it works with other DNS server
implementations, such as BIND.

Integration with Other Network Services The Windows 2000 DNS server is
integrated with DHCP and WINS.

Incremental Zone Transfer In addition to performing full zone transfers (sending a
copy of the entire zone), the DNS server can send and receive incremental zone
transfers, in which only changes to the zone are transferred. This can reduce the
amount of time and bandwidth required for zone transfers.

For information about DNS and the Windows 2000 implementation of DNS, see
“Introduction to DNS” and “Windows 2000 DNS” in the TCP/IP Core
Networking Guide. '
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Windows 2000 DHCP

Dynamic Host Configuration Protocol (DHCP) is a TCP/IP standard that reduces
the complexity and administrative overhead of managing network client IP
address configuration. Windows 2000 Server provides the DHCP service, which
enables a computer to function as a DHCP server and to configure DHCP-enabled
client computers on your network. DHCP runs on a server, enabling the
automatic, centralized management of IP addresses and other TCP/IP
configuration settings for client computers on your network. The DHCP service
also provides integration with Active Directory and the DNS service, enhanced
monitoring and statistical reporting for DHCP servers, vendor-specific options
and user-class support, multicast address allocation, and rogue DHCP server
detection.

DHCP simplifies the administrative management of IP address configuration by
automating address configuration for network clients. A DHCP server is any
computer running the DHCP service. The DHCP server automatically allocates IP
addresses and related TCP/IP configuration settings to DHCP-enabled clients on
the network.

Every interface on a TCP/IP-based network must have a unique IP address to
access the network and its resources. Without DHCP, IP configuration must be
done manually for new computers, for computers moving from one subnet to
another, and for computers that have been removed from the network.

By deploying DHCP in a network, this process is automated and centrally
managed. The DHCP server maintains a pool of IP addresses and leases an
address to any DHCP-enabled client when it logs on to the network. Because the
IP addresses are dynamic (leased) rather than static (permanently assigned),
addresses no longer in use are automatically returned to the pool for reallocation.

The DHCP service for Windows 2000 Server is based on IETF standards, and
DHCEP specifications are defined in RFCs. The following RFCs specify the core
DHCP standards that Microsoft supports with its DHCP service:

= RFC 2131: Dynamic Host Configuration Protocol (replaces RFC 1541)

= RFC 2132: DHCP Options and BOOTP Vendor Extensions

For more information about the Windows 2000 DHCP support, see “Dynamic
Host Configuration Protocol” in the TCP/IP Core Networking Guide.
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Quality of Service

Quality of Service (QoS) facilitates the deployment of media-rich applications,
such as video conferencing and IP telephony, without adversely affecting network
throughput. Windows 2000 QoS also improves the performance of mission-
critical software such as Enterprise Resource Planning (ERP) applications.
Windows 2000 supports the QoS Admission Control Service, a policy mechanism
that offers the ability to centrally designate how, when, and by whom network
resources are used on a per-subnet basis. QoS is an emerging technology, with
standards that are being developed and revised based on customer feedback and
industry-wide cooperation.

QoS is a set of methods and processes that a service-based organization
implements to maintain a specific level of quality. In the context of networking,
QoS refers to a combination of mechanisms that provide a specific quality level to
application traffic on a network or on multiple networks. Implementing QoS
means combining a set of IETF-defined technologies to alleviate the problems
caused by shared network resources and finite bandwidth.

QoS provides two distinct benefits:

= A mechanism for applications to request service quality parameters, such as
low network delay.

= Higher levels of administrative control over congested subnet bandwidth
resources.

Implementing QoS enables administrators to make the most efficient use of subnet
bandwidth when deploying resource-intensive applications. A QoS-enabled
network provides guarantees for sufficient resources; this gives a congested,
shared network segment a level of service approaching that of a private network.
Different classes of applications have varying degrees of tolerance for delay in
network throughput. A QoS guarantee ensures that an application can transmit
data in an acceptable way, in an acceptable time frame so that the transmission is
not delayed, distorted, or lost.

To uphold such guarantees, QoS requires cooperation from the sending and
receiving hosts (end nodes), the data link layer (open systems interconnection
reference model [OSI] model layer 2) devices (switches), the network layer (OSI
model layer 3) devices (routers), and any wide area network (WAN) links in
between. Without QoS, each of these network devices treats all data equally and
provides service on a first-come, first-served basis. In addition, an application
must have some level of QoS awareness so that it can request bandwidth and other
resources from the network.
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WINS

The efficient use and allocation of bandwidth is critical for productivity. Real-
time applications, media-rich applications, and Enterprise Resource Planning
applications require a large amount of uninterrupted bandwidth and can strain
existing network resources. When traffic is heavy, overall performance degrades
and results in traffic delay and packet loss. This degradation causes problems with
video conferencing, real-time audio, and interactive communication, causing
distortion of voices and images. Because media-rich applications use large
quantities of bandwidth, traditional mission-critical applications suffer from the
lack of available resources. QoS provides a delivery system for network traffic
that guarantees limited delays and data loss.

It is important to realize that QoS cannot create bandwidth; it can only efficiently
partition bandwidth based on different parameters.

For information about the Windows 2000 implementation of QoS, see “Quality of
Service” in the TCP/IP Core Networking Guide.

While Windows 2000 uses Domain Name System (DNS) as its primary method
for matching a host name to its IP address, Windows 2000 also supports Windows
Internet Name Service (WINS) for matching a NetBIOS name to its IP address.
WINS is the name resolution system used for Windows NT Server 4.0 and earlier
operating systems.

Windows 2000 DNS uses hierarchical fully qualified domain names (FQDNs)
rather than the flat NetBIOS naming conventions supported by WINS. However,
WINS provides an important service for network administrators with
heterogeneous systems that support clients running older operating systems, such
as Windows 95 and Windows NT 4.0. These systems do support DNS name
resolution but do not support dynamic updates to DNS records.

For more information about WINS, see “Windows Internet Name Service” in the
TCP/IP Core Networking Guide.

Interoperability with Other Networks

Using Windows 2000 Server with Windows 2000 Professional computers
provides greater interoperability with existing UNIX, Novell NetWare,
Windows NT Server 4.0, and Macintosh networks than is possible by using only
Windows 2000 Professional.

Industry-Standard Features Windows 2000 supports Lightweight Directory
Access Protocol (LDAP) for interoperability with third-party directory services,
DNS for domain name resolution with other DNS-enabled networks, and
Kerberos v5 for authentication interoperability.
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Coexistence with Existing Operating Systems Windows 2000 Server can coexist
with your current environment, whether it is an earlier version of Windows
(Microsofte Windowse 3.x, Windows 95, Windows 98, or Windows NT 4.0) or a
third-party environments such as UNIX, IBM mainframes, Novell NetWare, or
Macintosh. UNIX interoperability is provided through an add-on pack called
Windows Services for UNIX. The add-on pack provides support for network file
system (NFS), password synchronization, a UNIX command shell, and a
collection of UNIX tools. The add-on pack also supports Network Information
Service (NIS). Telnet services (for remote access and administration) are included
in Windows 2000 as well as in the add-on pack. NetWare interoperability is
provided through the NWLink IPX/SPX-Compatible protocol and the Client
Service for NetWare or Gateway Service for NetWare components. Macintosh
interoperability is through File Server for Macintosh, which allows Macintosh
clients to use TCP/IP (AFP over IP) to share files and to access shares on a
Windows 2000 Server computer.

Additional Resources

= For more information about Windows 2000, see the Gerting Started Guide.

= For more information about features new to Windows 2000 Professional, see
Introducing Windows 2000 Professional by Jerry Honeycutt, 1999, Redmond:
Microsoft Press.

= Jntroducing Microsoft Windows 2000 Server by Tony Northrup, 1999,
Redmond: Microsoft Press.
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CHAPTER 3

Deploying Windows 2000
Professional

Deploying Microsofte Windowse 2000 Professional requires thorough planning
and an understanding of how to map the needs of your organization to the features
that Windows 2000 Professional provides. While this chapter focuses on planning
issues for the enterprise organization doing wide scale deployments, small to mid-
size organizations can also find useful information suitable for smaller-scale
deployments. Use this overview of the deployment process to develop and
implement a plan for a successful deployment.

In This Chapter

Quick Guide to Deploying Windows 2000 Professional 65
Mapping Your Needs to Windows 2000 Professional 66
Planning Your Deployment 67

Determining a Preferred Client Configuration 76
Assessing Your Current Network Infrastructure 82
Determining a Client Connectivity Strategy 84
Determining Implementation Methods 89

Testing Your Deployment Plan 92

Conducting a Pilot 96

Preparing for the Rollout 100

Related Information in the Windows 2000 Professional Resource Kit
= For more information about how to install Windows 2000 Professional, see
“Installing Windows 2000 Professional” in this book.

»  For more information about how to use the Windows 2000 tools and methods
for customizing and automating an installation, see “Customizing and
Automating Installations” in this book.

Related Information in the Windows 2000 Server Resource Kit

» For a thorough discussion on deployment planning, and for more information
about assessing your current network infrastructure, and client connectivity
strategies, see the Microsofte Windowse 2000 Server Resource Kit
Deployment Planning Guide.
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Quick Guide to Deploying Windows 2000
Professional

Th
[ e
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Use this quick guide to follow the steps you need to plan your Windows 2000
Professional deployment.

Assess your needs and map them to Windows 2000 Professional features.

The first step in the deployment process is to identify user needs in your
organization and map those needs to the features and benefits that Windows 2000
Professional provides. This allows you to determine when and how to implement
features in your organizations.

= See “Mapping Your Needs to Windows 2000 Professional” later in this
chapter.

Define and plan your project.

After you have determined the project management structure you will use for
planning your deployment, it is time to start addressing the details of your plan.

«  See “Planning Your Deployment” later in this chapter.

Assess your current client configuration and determine the preferred configuration.

To determine a preferred client configuration you need to first assess user needs.
After you have identified the preferred configuration you can create client
computer standards that will make client systems more manageable.

= See “Determining a Preferred Client Configuration” later in this chapter.

Assess your current network infrastructure.

Before you deploy Microsoft Windows 2000 Professional in your organization,
you should prepare your network. Your first step is to document the current state
of your network.

= See “Assessing Your Current Network Infrastructure” later in this chapter.

Determine a client connectivity strategy.

To ensure that clients can connect reliably and efficiently, you need to determine
your Windows 2000 Professional connectivity strategy before you begin your
implementation.

= See “Determining a Client Connectivity Strategy” later in this chapter.
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h Determine implementation methods.

At this step of your deployment planning you need to determine how to
implement, or deploy, the preferred client configuration. To do this you select
your installation processes.

= See “Determining Implementation Methods” later in this chapter.

‘Th Test your deployment plan.

o Early in deployment planning you need to prepare a test plan so you can test your
design as it is developed. A plan includes the specific types of tests, specific areas
to be tested, test success criteria, and information about the resources (hardware,
software, and people) required for testing.

» See “Testing Your Deployment Plan” later in this chapter.

Th Conduct a pilot.

- The pilot is the last major step before your full-scale deployment of
Windows 2000 Professional, the rollout. During the pilot, you test your design in
a controlled real-world environment in which users perform their normal business
tasks using the new features.

= See “Conducting a Pilot” in later this chapter.

[_1' Prepare for the production rollout.

Use what you have learned from the pilot to prepare for your rollout of
Windows 2000 Professional to your entire organization.

= See “Preparing for the Rollout” later in this chapter.

Mapping Your Needs to Windows 2000 Professional

The first step in the deployment process is to assess user needs in your
organization and map those needs to the features and benefits that Windows 2000
Professional provides. This will allow you to determine when and how to
implement features in your organization.

Assessing user needs means identifying the types of features and applications
your users require, such as e-mail, connectivity to the Internet, multimedia
applications such as Microsofte NetMeetinge, and so on.
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To obtain this data, you can solicit feedback from users and management on the
type of applications, features, and services they need. You can then use this data
to determine the best client configurations for your organization. For example,
you can determine how to group users, decide on the amount of disk space they
need, and estimate how network traffic might increase if they require applications
that use a lot of network bandwidth, and so on.For additional detail on defining
company needs, see “Introducing Windows 2000 Deployment Planning” in the
Deployment Planning Guide.

Planning Your Deployment

Planning your deployment of Windows 2000 Professional includes the following
primary tasks:

= Defining project scope and objectives

= Assembling your project team

= Assessing and documenting your current computing environment

= Establishing standards and guidelines

= Creating a testing environment

= Creating a master project plan and associated documents

Defining Project Scope and Objectives

When you begin the project, start preparations by identifying your organization’s
objectives. By keeping business objectives in mind while creating the project
objectives, you ensure that your project aligns with the long-term vision of your
organization. The project objectives need to answer the following questions:

=  What is the business problem?

» How will the business change with the new Windows 2000 Professional client
configuration?

=  How does the Windows 2000 Professional client implementation interact with
other enterprise infrastructure functions?

=  What is the long-term goal of the project?

When you document your project scope, indicate the areas, functions, and
environments that your Windows 2000 implementation will cover. The scope
defines which features the team will deploy to meet your organization’s business
needs and project objectives. The project scope needs to be specific, realistically
achievable, and include a time frame for delivery.

The project scope is the document that will be your baseline for creating a
functional specification, described later in this section.
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Example Project Objectives

The following example describes business problems for a fictitious company and
resulting project objectives.

Business Problems

The IT department is receiving increased pressure from the business units to
account for and manage aggregated IT costs on an enterprisewide basis. In
reviewing these costs, it is apparent that a lack of standardization is costing a lot
of money. For example, help desk staffing has grown disproportionately large due
to the variety of operating systems, applications, hardware configurations, and the
resultant complex mixture of skills necessary to support such an environment.

Project Goals

The IT department is viewed as a business partner and facilitator. The IT
department will drive technology enhancements that help the business change to
be more profitable and responsive to requests from the business units to deploy
new hardware and software. This will be accomplished without great expense and
with high efficiency.

To reach this goal, the IT department views standardization of their desktop
computing infrastructure environment as paramount. The IT department has a
long-term goal of a desktop environment that will be as reliable as the telephone
system. Additionally, when problems do arise with the desktop, they will be quick
and easy to fix.

Example Project Scope

The IT department will deliver functionality and value incrementally, rather than
try to do one or two very large projects that address all opportunity areas. The
focus of the first version of the preferred desktop environment will be called the
Enterprise Desktop project. The major focus areas will be as follows:

= Identify two desktop hardware configurations and three portable computer
hardware configurations that will become the standards. Supplement existing
purchasing processes so that any exceptions to these standards will require
special approval.

= Develop one or more standard baseline configurations that will be loaded on
all new standard desktops and portable computers.
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= Develop an automated, hands-free tool set that enables IT staff to quickly
install baseline configurations on standard desktop and portable computers
using Windows 2000 Professional System Preparation tool and a disk imaging
tool.

= Develop and implement change control and release management mechanisms
that will be used to deploy the new environment and upgrade it in a more
manageable fashion over time. The first iteration of the standard desktop
environment will be called Version 1.0.

It is essential that this functionality be delivered rapidly, as there is great pressure
to show value quickly. The Enterprise Desktop Version 1.0 project is targeted to
begin rollout by end of June 2000. This date is firm. It might be that some desired
functionality would need to be deferred so that Version 1.0 can be released by end
of June.

Assembling Your Project Team

A small team of three to eight people with shared responsibilities is
recommended. Each member needs to have a deep technical knowledge of
Windows 2000 Professional and an understanding of the business. This will help
reduce overhead that inhibits communications and give each member a direct role
in defining the goals for the project.

Your project team needs to be a team of peers and include the areas of
responsibility shown in Table 3.1. It is not necessary for these roles to be filled by
separate team members.

Table 3.1 Project Team Roles and Responsibilities

Position Tasks

Project Management Manages the preferred client configuration specification.
Manages the project schedule and resource allocation.
Drives all critical trade-off decisions

Customer Advocate Acts as the customer advocate for the team and the team
(Customer is not the end user  advocate for the customer.
in this context, the customer

N Drives features versus schedule trade-offs.
pays for the solution.)

Develops business case.
Develops, maintains, and executes communications plan.

(continued)



Chapter 3 Deploying Windows 2000 Professional 69

Table 3.1 Project Team Roles and Responsibilities (continued)

Position Tasks

Implementation Builds automated setup process.

Participates in preferred desktop design, focusing on
physical design.

Configures and customizes preferred desktop.

Testing Develops testing strategy and plans to ensure all issues are
known.

Responsible for periodically building the preferred client
using the automated setup process developed by the
implementation team member.

End User Advocate Acts as end user advocate to the team and team advocate
to the end user.

Participate in preferred desktop design.

IT Deployment/Support Acts as technical support and IT deployment advocate to
Management (IT deployment  team and team advocate to technical support and IT

is responsible for actually deployment.

deploying the preferred

Participates in preferred desktop design focusing on

desktop.) management, support, and deployment aspects.

Trains help desk personnel on Windows 2000 Professional
issues.

It is also important that one or more team members have expertise in networking
and line-of-business (LOB) applications.

Assessing and Documenting Your Current Computing Environment

Before you design your Windows 2000 Professional deployment, you need to
understand your current computing environment. Documenting your existing
computing environment will help you understand your organization’s structure
and how it supports your users, and it will help you design your deployment plan.
Diagrams are a useful way to deal with complex concepts such as network layout.
Where appropriate, create these diagrams and include them in your project plan
documentation.

Some of the areas to address include the following:

Business Organization and Geographical Requirements Describe the location and
organization of your business units. Are large groups of employees located in
widely separated geographic areas or are they all located in close proximity to
each other? Are your business units closely related, or do they have significantly
different needs and requirements?
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Application Requirements Conduct a complete inventory of the applications that
are used in your organization. Include all custom (in-house) applications. As you
are documenting your computing environment, also note the different tasks for
which employees use computers and note how the change to Windows 2000
Professional will affect their work. For example, if employees are using an old
line-of-business application that is reliant upon certain Open Database
Connectivity (ODBC) driver versions, the line-of-business application needs to be
tested to ensure that it will work.

Technology Architecture When documenting your network architecture, be sure
to include topology, size, type, and traffic patterns. Any significant changes you
plan to make to your technology architecture, such as hardware, networking, and
services, needs to be illustrated in high-level diagrams.

Interoperability Determine which users need access to various applications and
data and how they currently obtain access to these. How will access change with
Windows 2000 Professional?

Current and Future IT Standards Over time, the network and application standards
in many organizations become fragmented or obsolete. This is common in
organizations that have merged with or acquired other companies. Disparate
systems, built over a wide time frame, designed by different people, and often
geographically separated, are a potential risk to a successful deployment. An audit
of existing systems contributes to the success of the deployment team.

Establishing Standards and Guidelines

Many organizations find that establishing Windows 2000 Professional standards
and guidelines can save time and money. This is because a standard environment
reduces the potential for too many configuration combinations, making
administrative and architectural workloads more efficient. Base these standards on
how employees use their computers. For example, an employee doing computer-
aided design has higher requirements than an employee using general office
applications.

For best results, establish standard configurations for your client computers.
Include guidelines for minimum and recommended values for CPU, RAM, and
hard disks, as well as for accessories such as CD-ROM drives and uninterruptible
power supplies.

Establish the standard software configurations that are used in your organization.
Include guidelines for how you distribute, support, and restrict the use of this
software. '
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Establish guidelines for the network operating systems and protocols that are used
in your organization. Include standard configurations for all network components
(such as routers, hubs, and repeaters). Establish guidelines for supporting and
maintaining these configurations.

Identify requirements for meeting current operational standards or aligning with
operational goals. For example, how will user data be backed up? How will
troubleshooting be performed? How will new applications be deployed? Describe
processes and solutions for satisfying current or future operational standards.

Creating a Testing Environment

Test your Windows 2000 Professional deployment design in a lab before you
deploy. For enterprise deployments, you will need to also conduct a pilot before
you deploy to your entire organization. See “Conducting a Pilot” later in this
chapter.

In the early planning stages, you will need to select testing sites and assess
hardware requirements. As soon as your lab is operational you can use the lab to
better understand the product, prove concepts, and validate solutions. Expect the
lab to evolve as the project progresses.

In general, provide as much detail as possible in your test plan documents so that
your test and deployment teams have all the information they need to be
successful. Describe the scope, objectives, methodology, schedule, and resources
(hardware, software, personnel, training, and tools) in your test plan. Individual
subteams need to create their own test plans for their areas of technical expertise
and write test cases. Test cases describe how the testing is to be done. This makes
it possible to replicate and compare test results.

You need to test applications for compatibility with Windows 2000 Professional.
Start by testing features that are mission-critical to your organization and whose
design choice would be expensive and time-consuming to change.

Include a plan to escalate any issues that arise to the person most able to resolve
the situation. A clear escalation process helps the team focus on the solution and
take immediate corrective action.

For more information about setting up a test lab, see “Building a Windows 2000
Test Lab” in the Deployment Planning Guide.
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Creatmg a Master Project Plan

The master project plan includes three major documents:

= Functional specification—the preferred client configuration and the
deployment process for this configuration.

= Project plan—the activities and deliverables necessary to deliver the design
described in the functional specification.

=  Master project schedule—dates for when the preferred client solution will be
developed, tested, and deployed.

The functional specification is the basis of your deployment design. Your
Windows 2000 Professional client specification incorporates the prioritized set of
user requirements, a proof of concept demonstration of the client configuration,
and an implementation plan. It details the operating system features that you will
implement, and how they will be configured and deployed. All of these elements
need to align with the scope and objectives of the deployment project.

Describe the different types of users, the key tasks they perform, how these tasks
are currently performed, and how performance can be improved in the new client
environment. If yours is a large organization with multiple sites, or an
international organization, you need to detail your geographical issues.

When these three documents are approved they form the baseline from which you
begin to implement your deployment plan. In most cases the team will need to
modify some initial assumptions and plans as the project moves forward. The
team needs to be willing to move forward even though some unknowns exist,
adding details as the project progresses.

The project manager owns the deployment plan and is responsible for updating its
tasks, resources, and dates during implementation

It is recommended you also include the following documents in your master
project plan:

Communications Strategy

A good communications strategy plays a very important but often overlooked role
in the success of your project. An effective communications strategy identifies the
needs of several types of audiences, such as executive management, project teams,
IT organization, and users at all levels. Keeping people informed keeps them
involved.
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In addition to keeping interested parties informed, your communications strategy
needs to include internal marketing that sells the Windows 2000 Professional
client solution. Communicating what the new client change will do for the user,
the department, and the company, especially when the new client configuration
represents a big change, will greatly increase the likelihood of a successful
deployment.

Education and Training Plan

Educate your users about Windows 2000 Professional features and functions
before you begin deployment. You might also want to provide formal training and
develop a feedback mechanism.

Your existing user environment will largely determine what training is needed.
Project constraints (time, budget, and so on) will determine the vehicle that is
used. Users familiar with Microsofte Windowse 95, Microsofte Windowse 98 or
Microsofte Windows NTe Workstation 4.0 will likely require very little training.
New users or users transitioning from another operating system will require some
training, even if it is nothing more than going through the Introducing

Windows 2000 Professional wizard.

Microsoft Official Curriculum (MOC) for Microsoft Windows 2000 Professional
offers computer professionals training to deploy, administer, and support
Windows 2000 Professional. For more information about MOC for

Windows 2000, see the Microsoft Official Curriculum link on the Web resources
page at http://windows.microsoft.com/windows2000/reskit/webresources.

Risk Assessment

When you plan to deploy an operating system, plan for the unexpected. Even the
best deployment plans can be affected by changes in business needs, economics,
user requirements, or disruptions such as power outages or storms.

A well thought-out and proactive risk management plan can help you:

Reduce the likelihood that a risk factor will actually occur. If only one person on
your staff fully understands your security infrastructure, losing that person in the
middle of the deployment could have serious repercussions. You can reduce the
risk by training a backup for each key expert and keeping documentation up-to-
date and accessible.

Reduce the magnitude of loss if a risk occurs. If you suspect that your
Windows 2000 Professional deployment project has been under-budgeted, you
might be able to identify several backup sources to cover unexpected expenses.

Change the consequences of arisk. A sudden reorganization, business
acquisition, or divestiture in the middle of a deployment can seriously disrupt
your plans. If you have established a process for making abrupt changes, you can
meet the challenge with little or no impact to the project schedule.
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Be prepared to mitigate risk during your deployment. When you mitigate risk you
are asking the following questions regarding that risk:

= How can this be resolved?
= Are the mitigation factors suitable? Will option ‘A’ or ‘B’ be acceptable?
=« Would it be too costly or time consuming?

= Are we taking into account realistically what the chances are for this risk to
become real?

For example, a company might identify as a risk that some MS-DOS applications
might not work with Windows 2000 Professional. To mitigate that risk they will
include in their schedule the task to identify critical MS-DOS applications and
have them tested within a specified timeframe.

A risk management plan helps you identify potential risks before they occur and
prepares you for a quick response if they do occur.

Test Plan

The test plan outlines the strategy the team will use to test the deployment design.
It includes the specific types of tests, specific areas to be tested, test success
criteria, and information about the resources (hardware, software, and people)
required to test. When testing software and hardware be sure to start by
assembling the resources available from Microsoft and any third-party vendors of
the products you will be testing. For hardware testing, be sure to start with the
Hardware Compatibility List (HCL), located on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources. You also need
to go to each application and hardware vendor to identify any issues or updates
specific to Windows 2000 Professional. This step takes some diligence, but it will
save significant amounts of testing and solution development time.

Pilot Plan

The pilot is the first opportunity to deploy your new client configuration in a
production environment. In many cases, the success of the pilot will determine
how quickly the rest of the deployment will proceed. The team needs to plan a full
solution test if at all possible, including all deployment processes. The pilot will
almost certainly uncover technical and process problems. Planning time after the
pilot that allows the team to discover and resolve any problems that arise during
the pilot will reduce many of the risks inherent in any infrastructure deployment
project. It is advisable to plan to freeze the client solution specification after the
pilot.

For additional information about the planning aspect of your deployment, see
“Planning for Deployment” in the Deployment Planning Guide.
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Determining a Preferred Client Configuration

Users in large organizations typically have a wide variety of skill levels. They use
a variety of applications and hardware, and often work in widely distributed
locations. Numerous studies have identified these diverse usage patterns and a
lack of client configuration standards as among the most significant factors behind
rising IT support costs. This section will help you define basic client
configuration standards that serve the needs of your users.

Assessing Your Current Client Configuration

Planning client computer standards requires both technical and organizational
knowledge. You must understand your current computing environment and
identify the needs of both your users and your organization. You must also decide
which Windows 2000 Professional capabilities you want to enable and then
document the changes needed to meet your goals. To determine a preferred client
configuration you need to assess the following:

= Users and their computing requirements.

= Applications and application requirements.

» Hardware and software requirements.

= Significant support issues and solutions.

Based on your research and an understanding of the new client features in
Windows 2000 Professional, you can plan your configuration standards.

Defining User Types

Large organizations have many different types of users. The following are some

of the things that influence a user’s pattern of computer usage:

= The organizational unit (OU) to which the user belongs (such as accounting,
engineering, or marketing).

= The type of work the user performs (technical, executive, or administrative
support, for example).

=  Where the user performs his or her work (such as in an office, from a remote
location, or at a shared computer).

= The degree of autonomy the user requires to do his or her job.
= The amount and type of support the user requires.
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In addition, it is also important to notice whether the user is:

Roaming Many users move from one computer to another. Roaming users
typically do not take a computer with them when they move from one location to
another; instead, they use the computer at the location where they are working.
Receptionists or bank tellers who often work at several different desks are
examples of roaming users.

Mobile A growing number of workers travel regularly and perform their work
using a portable computer. While traveling, they are frequently disconnected from
the network, and often connect to the network using low-bandwidth connections.
Sales people and consultants are frequently in the mobile user category.

Remote Remote users differ from mobile users because they generally connect to
the network from a fixed location, such as a branch or home office that often
involves a slow or intermittent network link.

Task-based Users who require a computer to perform a specific, limited set of
tasks, such as entering orders. The task-based user might only require a computer
running Terminal Services. Receptionists and bank tellers are examples of task-
based users. ‘

Knowledge-based Users, such as engineers, lawyers, graphic designers, and
programmers, who place the greatest demands on their computers, often require
specialized applications and customized configurations.

Assessing Software Standards

To develop your client application standards, address the following questions
regarding operating systems, generic commercial applications such as word
processing software, and line-of-business applications that have been developed
internally to perform tasks such as client management or order fulfillment.

=  What software is mandatory for your organization?

=  What software is required for a particular job or business unit?

=  What software is optional for the organization, business units, or workers who
perform a particular type of job?

= How often do software requirements at your organization change?

= Who determines which software is used—throughout the organization and in
specific workgroups?

= How is software customized?
= How is software distributed?
» How is software configured?

=  How do you install new client software?
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» How do you upgrade existing software?

» How do you pilot or evaluate new software?

At the same time, decide which software to deploy with Windows 2000
Professional—and how to deploy it. Software that is not installed along with the
operating system can be made available to users on an as-needed basis.

Basic Users

Basic users might require a standardized configuration of the operating system
and the minimum number of corporate-standard applications, such as e-mail and
word processing, along with the specific applications they need to do their job (for
example, an order entry application). However, basic users would not be
permitted to install optional applications, and more complex application features,
such as pivot tables in spreadsheet applications, can be disabled.

Advanced Users

Advanced users frequently require advanced operating system features such as the
ability to create personal network shares. They also commonly require additional
optional applications and features, which they can install as needed. However,
you can still prevent them from installing unapproved applications.

Defining Hardware Standards

The applications that your users need to perform their jobs determine your
company’s hardware requirements. However, planning hardware budgets
generally involves longer lead times than planning for software upgrades.
Therefore, plan carefully and allow enough time to provide your users with the
computer hardware they need when they need it.

The following are some of the questions you might ask regarding your
organization’s clients:

=  How fast are the processors in your current client desktop computers? How
fast are the processors in your portable computers?

= How fast is the network connectivity for your current clients (including
portable computers that are network connected and modem connected)?

« How much RAM and hard disk space do they have?

= Are Windows 2000 Professional drivers available for current network adapters
and other peripherals?

s  What file systems do they use?

= Are current computers running other operating systems that need to be
upgraded, or do you need to perform clean installations?

= Can current computers use remote boot technology? Do they have remote
boot-compatible network adapters? Can they use a remote boot floppy disk?
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= Will you be using network shares to store user data and configuration data?
=  Who is responsible for backing up the user’s data?

=  How do you bring new computers into your organization? How do you stage
new hardware? Does the original equipment manufacturer preinstall
applications? Do you remove any preinstalled software from new hardware
and then reinstall it according to your own standards?

= How do you replace failed hardware? If a hard disk fails, how do you replace
it? How do you replace or restore the operating system? How do you replace
or restore applications? How do you replace or restore the user’s data?

* Do you have security requirements for data on the hard disk? Do you use any
form of data encryption?

= Do your computers have multiple configurations? For example, does a
portable computer have one set of hardware features for when it is in a
docking station (including a network adapter) and another hardware profile for
when it is undocked (and using a high-speed modem rather than a network
adapter)?

=  How long do you spend troubleshooting a hardware problem before you
replace the computer and restore a standard operating system and application
environment?

For each class of users in your organization, define a standard type of computer
that can meet current and anticipated processing needs for two years at a
minimum. In addition, try to reduce the number of different hardware
configurations that you support to improve your ability to support users and also
reduce client support costs.

Conducting a Hardware and Software Inventory

If you have not already done so, conduct hardware and software inventories of all
servers and client computers in use on your network. Document all routers,
printers, modems, and other hardware, such as redundant array of independent
disks (RAID) arrays and Routing and Remote Access Service (RRAS) server
hardware. Be sure that you include such details as basic input/output system
(BIOS) settings and the configuration of any peripheral devices such as printers,
scanners, and input devices. Record driver versions and other software and
firmware information.

Your software inventory needs to list all applications found on all computers, and
include version numbers (or date and time stamp data) of dynamic- link libraries
(DLLs) associated with the applications on your system. Remember to document
any service packs you might have applied to your operating system or
applications. You can use scripts and a variety of third-party applications to
obtain this information from Windows and Windows NT networks that use
Windows Management Instrumentation (WMI).
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Identifying Significant Support Issues

Understanding your current support issues can help you improve client
configuration standards and reduce support costs. Some questions to address
include the following:

What are the top 10 support issues?
List them and develop action plans to reduce their frequency.

How often do users “break” their configuration by attempting to change
settings (such as video drivers) and other configuration options?

If the frequency of configuration problems is unacceptably high, you might
want to restrict users’ ability to change their operating system configuration.

How often do users “break” their configuration by attempting to either add or
remove applications incorrectly?

If the frequency of this problem is unacceptably high, you might want to
restrict their ability to install or uninstall applications.

Do users install unauthorized software on their computers?

If this is a problem in your organization, institute corporate policies on
whether unauthorized software is allowed. Even if you allow users to bring
unauthorized software into the organization, define the types of software to
allow and the licensing rules by which users must abide.

Has the data on clients been secured? Does it need to be?

Most organizations will want to define security measures for corporate data.
The amount of security varies by the type of data involved (financial data or
trade secrets require one level of security, public relations releases require
another level, for example). You might also want to define who is responsible
for security (users versus IT, for example) depending on the type of data.

How much time does your help desk spend trying to fix a broken configuration
before they reinstall or reset the basic configuration?

If you do not have time limits on support calls for broken configurations,
consider instituting limits. Also, evaluate Windows 2000 Professional features
that can be used to back up user data and install or reinstall the operating
system and applications. These new features can affect the length of support
calls. For example, if it is easier to reinstall a desktop and data than to
troubleshoot a broken configuration, you can significantly reduce the length of
your average support call.

Your answers to these and other support questions will help you determine which
Windows 2000 Professional features and configuration options to implement.
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Determining Your Preferred Client Configuration

Whether you choose to accept the Windows 2000 Professional defaults or
implement your own configuration preferences, it is recommended that you
evaluate Windows 2000 Professional configuration options according to the
following criteria:

= Are they easy to learn?

= Are they efficient to use?

» Are they easy to remember?

= Can they help address your top help desk issues or concerns?

= Do they reduce the number of user errors?

The following techniques might help you to determine a preferred client
configuration to best meet the needs of your users:

Focus groups Bring groups of users together for focused discussions about what
they like and dislike about their computer configurations, and what changes might
make them more productive.

Observational research Watch users while they work on their computers.

Field research Talk to administrators at other organizations about what they have
learned.

Expert reviews Study the research that exists about user interface design and user
productivity.

User surveys Create a questionnaire and through e-mail or your organization’s
intranet you can obtain feedback from a broad range of users on their preferences.

A prioritized list of user requirements needs to guide the development of the
preferred client configuration. After the entire deployment team has had an
opportunity to go through training on Windows 2000 Professional, the team needs
to understand the features well enough to map them to the specific user
requirements.
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Assessing Your Current Network infrastructure

Asses your network infrastructure by identifying existing network protocols,
speed of network links (network bandwidth), and whether or not there is a
Windows 2000 Server network infrastructure in place when you install
Windows 2000 Professional.

Table 3.2 lists key planning issues related to assessing your network infrastructure
and describes how these issues affect your plan.

Table 3.2 Key Planning Issues for Assessing the Network Infrastructure

Issue Effect on your plan

Network Network protocols determine how you customize network protocol and

protocols associated adapter parameters in several networking sections in the
answer file, such as the [NetAdapter], [NetProtocols], and [NetServices]
sections.

Network The amount of network bandwidth available affects your choice of

bandwith installation tool and method. For example, in locations that do not have

a highbandwidth connection to a network server, using a CD-ROM or
other local method of installing Windows 2000 Professional (executing
Winnt.exe or Winnt32.exe at the command prompt on each computer) is
probably the best option. For users with high-bandwidth network
connections, but whose computers do not have a remote boot-compliant
network card or remote-boot CD ROM, a network-based image
duplication or manual installation method will be the next best option.

Windows 2000  Having an existing Windows 2000 Server infrastructure in place affects

Server network  the range of tools you can use to automate and customize installations.

infrastructure For example, if you have a Windows 2000 Server computer configured
as a RIS server, you can use Remote OS Installation to image and
automatically distributed customized images of a Windows 2000
Professional installation to users.

Documenting Your Network Infrastructure

While you are documenting your current network environment, take special note
of areas where you are currently experiencing problems. If you stabilize your
network before deploying a new operating system, deployment and
troubleshooting will be easier, and you can have increased confidence in the
upgraded network.
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When documenting your network infrastructure, you are obtaining both hardware
data to document your infrastructure’s physical structure and software data to
document the existence and configuration of the protocols in use on your network.
You also need to document the logical organization of your network, name and
address resolution methods, and the existence and configuration of services used.
Documenting the location of your network sites and the available bandwidth
between them will also assist you in deciding whether to perform push or on-
demand installations when you upgrade or migrate to Windows 2000
Professional.

Developing a physical and logical diagram of your network will help you
organize the information you gather in an understandable and intuitive manner.

Physical Network Diagram

The physical diagram presents the following information about your existing
network:

= Details of physical communication links, such as cable length, grade, and
approximation of the physical paths of the wiring, analog, and ISDN lines.

= Servers, with computer name, IP address (if static), server role, and domain
membership. A server can operate in many roles, including primary or backup
domain controller, Dynamic Host Configuration Protocol (DHCP) service
server, Domain Name System (DNS) server, Windows Internet Name Service
(WINS) server, print server, router, and application or file server.

= Location of devices such as printers, hubs, switches, modems, routers and
bridges, and proxy servers that are on the network.

»  Wide area network (WAN) communication links (analog and ISDN) and the
available bandwidth between sites. This might be an approximation or the
actual measured capacity.

Document firmware version, throughput, and any special configuration
requirements for any devices on the network. If you assign static IP addresses to
any of these devices, record them.

Logical Network Diagram
The logical diagram shows the network architecture, including the following
information:

= Domain architecture, including the existing domain hierarchy, names, and
addressing scheme.

= Server roles, including primary or backup domain controllers, DHCP service
servers, or WINS servers.

= Trust relationships, including representations of transitive, one-way, and two-
way trust relationships.
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Network Configuration

In general, document these areas of your network configuration:

= Name resolution services

= [P addressing methods and service configurations
« Remote and dial-up networking

= Bandwidth issues

Include these additional areas in your current infrastructure assessment:

= File, print, and Web servers
» Line-of-business applications
= Directory service architecture

= Security

Incorporate Plans for Future Network Changes

Determine if there are any current plans for increasing network capacity or adding
networking features and functions. For example, is there a major network upgrade
planned that would coincide with the planned Windows 2000 Professional
rollout? Is there any planning being done to add new user services such as instant
messaging or videoconferencing? These plans will affect your deployment
strategies.

For additional details on documenting your current environment, see “Preparing
Your Network Infrastructure for Windows 2000,” “Determining Network
Connectivity Strategies,” and “Using Systems Management Server to Analyze
Your Network Infrastructure” in the Deployment Planning Guide.

Determining a Client Connectivity Strategy

Networks vary in size and type depending on their function. How clients connect
to the network depends upon where they are located. Some examples include:

= Internal clients are physically located within the corporate infrastructure.
Internal clients can use a variety of different network media, such as
asynchronous transfer mode (ATM), Ethernet, or Token Ring.

= External clients are remote from the corporate network infrastructure and
require Routing and Remote Access or virtual private networking.

Clients need to be able to connect to a variety of resources. These resources can
include file and print servers, database servers such as Microsofte SQL Server™,
Microsofte Exchange servers, and internal Web servers.
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Overview of Client Connectivity

When you connect computers running Windows 2000 Professional to a local area
network, the Windows 2000 Professional operating system detects your network
adapter and creates a local area connection for you. It appears, like all other
connection types, in the Network and Dial-up Connections folder, which is
accessed from Control Panel. By default, a local area connection is the only type
of connection that is automatically activated. Dial-up connections are not
activated by the system. They require a manual configuration using the Network
Connection wizard located in the Network and Dial-up Connections folder in
Control Panel.

If you make changes to your network, you can modify the settings of an existing
local area connection to reflect those changes. These changes can be in one of the
following forms:

= Protocols such as static IP address changes

=  Domain Name System (DNS) or Windows Internet Name Service (WINS)
configurations

= Services

By means of the Status dialog box, you can view connection information for a
local area connection such as connection duration, speed, amount of data
transmitted and received, and the diagnostic tools available for a particular
connection. You can also add a status icon for the local area connection in the
Windows taskbar.

If you install a new LAN device on your client, the next time you start

Windows 2000 Professional, a new local area connection icon appears in the
Network and Dial-up Connections folder. For portable computers, you can add a
Personal Computer Memory Card International Association (PCMCIA) slot, or
PC card network adapter while the computer is on, and the local area connection
icon is immediately added to the folder without restarting the computer.

You can configure network components used by your local network connection
with the Properties menu option. Network components are the clients, services,
and protocols you use to communicate with servers on your network after you are
connected to a server. The components you can configure and their functions are
as follows:

= Services, such as file and printer sharing.

= Protocols, such as Transmission Control Protocol/Internet Protocol (TCP/IP).

= Clients, such as Gateway Services for NetWare and Client Services for
NetWare.
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For more information about configuring local area connection properties, see
Windows 2000 Professional Help.

You can configure settings for multiple LAN adapters through the Advanced
Settings menu option for the local area connection in the Network and Dial-up
Connections folder. Using this option, you can modify the order of adapters that
are used by a connection, and the adapter’s associated clients, services, and
protocols.

Windows 2000 Professional Services and Protocols

TCP/IP is the standard network protocol used by Windows 2000 Professional. If a
client needs to access file and print resources from NetWare or Macintosh servers,
Microsoft supplies either the protocol necessary for connectivity on these
networks or a compatible protocol for these environments. An example of such a
compatible protocol is NWLink, which is the Microsoft implementation of Novell
IPX/SPX protocol.

You can install Services for Macintosh, which includes the AppleTalk protocol on
client computers that need access to Macintosh resources. Macintosh clients can
also access file servers by running TCP/IP.

Windows 2000 Professional attempts network connectivity with remote servers
using network protocols in the order of the local area connection specified by the
user in the Advanced Settings dialog box. Install and enable only the protocols
that you need. For instance, if you only need TCP/IP, but have IPX loaded as
well, it generates unnecessary IPX and Service Advertising Protocol (SAP)
network traffic.

TCP/IP Network Clients

Clients on a TCP/IP network can have an IP address assigned to them either
statically, by the network administrator, or dynamically, by the Dynamic Host
Configuration Protocol (DHCP) server.

Windows 2000 uses a new DNS service called DNS dynamic update. It is used as
the namespace provider whether the client is using DHCP or static IP addresses.
In previous Windows networks, WINS was used in conjunction with DHCP,
allowing hosts to dynamically register their NetBIOS name and IP address in the
WINS database. You still need WINS if you have any clients on your network
that are running Windows NT Workstation, Windows 95, Windows 98, or
Microsofte Windows® 3.1, because these clients use the NetBIOS name
resolution method. It is recommended that you upgrade all NetBIOS clients to
DNS dynamic update, but plan to support both DNS and WINS for some period
of time.
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Using Microsoft DNS on your network offers the following advantages:

» Provides interoperability with other DNS servers, such as Novell NDS and
UNIX Bind.

= Integrates with and is required for the support of Active Directory.
= Integrates with other networking services, such as WINS and DHCP.

= Allows clients to update resource records by dynamically registering their
DNS names and IP addresses.

= Supports incremental zone transfers between servers.

= Supports new resource record types including the Services Locator and
asynchronous transfer mode addresses records.

Before you install TCP/IP on a system, determine whether the client will receive
static or dynamic IP addresses. Identify whether the hosts on your network are
using DHCP or if your IP addresses are statically assigned.

DHCP

- Using the Dynamic Host Configuration Protocol (DHCP) allows a client to
receive an IP address automatically. This helps avoid configuration errors caused
by the need to manually type in values at each computer. Also, DHCP helps
prevent address conflicts that occur when a previously assigned IP address is
reused to configure a new computer on the network. In addition, the DHCP lease
renewal process helps assure that where client configurations need to be updated
often (such as users with mobile or portable computers who change locations
frequently), these changes can be made efficiently and automatically. Finally,
deploying DHCP in a network allows a much more efficient use and management
of your organization’s address space, because addresses that are no longer used by
devices are reintroduced in the address pool and reallocated to other clients.

To enable DHCP, a client simply needs to have the Obtain an IP address
automatically radio button selected in the TCP/IP Properties property sheet,
which is accessible through the Local Area Connection icon. This option is
enabled by default when a Windows 95, Windows 98, Windows NT, or
Windows 2000 Professional client is initially installed, so if you are using DHCP,
you do not need to manually set your IP configuration.

The benefits of using DHCP are as follows:

= You do not have to manually change the IP settings when a client, such as a
roaming user, travels throughout the network. The client is automatically given
a new IP address no matter which subnet it reconnects to, as long as a DHCP
server is accessible from each of those subnets.
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= There is no need to manually configure settings for DNS or WINS. The DHCP
server can give these settings to the client, as long as the DHCP server has
been configured to issue such information to DHCP clients. To enable this
option on the client, simply select the Obtain DNS server address
automatically option button.

= There are no conflicts caused by duplicate IP addresses.

Static Addresses

If your IP addresses are assigned statically, you have the following information
available:

= The IP address and subnet mask for each network adapter installed in the
client.

= The IP address for the default gateway.
= Whether or not the client is participating in DNS or WINS.

= If the client is participating in DNS, the name of the DNS domain that the
client is currently part of, and the IP addresses of the primary and backup DNS
servers.

= If the client is participating in WINS, the IP addresses for the primary and
backup WINS servers.

IPX Network Clients

Windows 2000 Professional clients can operate with NetWare servers by using
Client Services for NetWare or Gateway Services for NetWare.

If there are servers on the network that use Novell NetWare operating systems,
Windows clients can use Client Services for NetWare to connect directly to the
server, or they can connect indirectly to a Windows 2000-based server that is
running Gateway Services for NetWare.

The following steps are required to gain client access to NetWare resources:

1. Install Client Services for NetWare. This allows you to make direct
connections to NetWare resources. The NetBIOS NWLink protocol is installed
when Client Services for NetWare is installed. This is the Microsoft version of
the IPX protocol, and supports connectivity between systems running
Windows 2000 Server and systems running NetWare 4.x and earlier.

2. Connect to NetWare volumes. After installing the services listed previously,
you can connect to a NetWare volume by clicking My Network Places on the
desktop.
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3. Connect to NetWare file and print resources. You can add a NetWare printer
in a Windows 95 or later client by going to the Printer folders in the Settings
menu, and follow the Printer Installation wizard. You can add NetWare
printers in the wizard by typing in the name of the printer in normal Universal
Naming Convention (UNC) format.

Gateway Services for NetWare

You can install Gateway Services for NetWare on a Windows 2000-based server
to enable it to act as a gateway. Clients can then connect to NetWare resources
without running NWLink, using TCP/IP only. The server runs Gateway Services
for NetWare and NWLink, linking the client to the NetWare server. This service
is included with Windows 2000 Server.

File and Print Services for NetWare

The File and Print Services for NetWare service is a separate product and enables
a Windows 2000-based server to provide file and print services directly to a
NetWare server and compatible client computers. Resources connected through
this service appear to NetWare clients like any NetWare server and clients can
gain access to volumes, files, and printers on the server. No changes or additions
to the NetWare client software are necessary.

Client Services for NetWare

The Client Services for NetWare service enables client computers to make direct
connections to file and printer resources on NetWare servers running NetWare
2.x, 3.x, or 4.x. You can use Client Services for NetWare to gain access to servers
running either Novell Directory Services or bindery security. This service is
included with Windows 95, Windows 98, Windows NT, and Windows 2000
Professional.

For information about advanced client connectivity and remote network
connection methods, see “Defining a Client Connectivity Strategy” in the
Deployment Planning Guide. For additional details on TCP/IP features in
Windows 2000 Professional and information about how to configure TCP/IP, see
the chapter “TCP/IP in Windows 2000 Professional” in this book.

Determining Implementation Methods

Windows 2000 Professional includes tools that provide you with the flexibility to
choose a method of deployment that will best help you achieve your specific
technical and business goals, and meet the needs of your network infrastructure.
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Determining Your Installation Processes

There are two basic approaches to deploying Windows 2000 Professional to
existing computers; the first is to upgrade the existing operating system, and the
second is to run a “clean” installation.

Upgrade

Windows 2000 Professional Setup includes the ability to upgrade Windows 3.1,
Windows 95, Windows 98, and Windows NT Workstation version 3.51 and
version 4.0, After an upgrade the user’s operating system settings, applications,
and data are preserved.

Clean Installation

There are two methods of running setup using the clean installation method:

= The operating system is installed on a computer system with a newly formatted
hard disk drive or into a different directory from the existing operating system.
After setup is complete, the user’s data must be restored and applications must
be reinstalled.

= The operating system is copied using a third-party disk-image copying tool,
along with applications and settings, to the hard disk drive as part of a hard
disk drive image. This is often referred to as disk-image copying. After disk-
image copying is completed, the user’s data must be restored.

If you are deploying new computers, have them preconfigured and tested prior to
deployment. This will remove any potential issues with hardware and
configuration incompatibilities or discrepancies.

Minimizing the Costs of Implementation

You might determine that a Windows 2000 Professional deployment project is an
opportune time to implement best management practices, taking advantage of the
features of Windows 2000 Professional that enable improved management and
lower total cost of ownership (TCO).

Using Disk-image Copying

If your existing environment has a standardized hardware base, then a clean install
using disk-image copying is the recommended method to deploy Windows 2000
Professional. It can provide the most effective, lowest cost method to deploy a
standardized image of Windows 2000 Professional and applications.
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In many cases, this method of deployment is cost-effective because it reduces the
number of hours necessary to both install and configure the operating system and
applications for each computer significantly. Disk-image copying allows the full
desktop to be deployed in one pass: operating system, applications, and settings.
In addition to this, planning and preparation for the installation process is reduced.
Using disk-image copying ensures that each system has a standard directory
structure, a best practice that typically enables ongoing change and configuration
management. Backing up local end user data and settings is the most significant
cost of using the disk-image copying method, and needs to be taken into
consideration when evaluating this deployment method.

Windows 95 or Windows 98

Organizations with a Windows 95 or Windows 98 environment will find that a
clean install is the most cost-effective method for deploying Windows 2000
Professional. A clean install increases the success rate of setup and reduces the
complexity of your environment. A clean install eliminates the potential software
configuration issues that often arise due to users installing software and making
configuration changes over time. Customers with a well-managed, homogeneous
Windows 95 or Windows 98 environment need to create a lab environment that
will allow them to develop, test, evaluate, and refine an upgrade process that can
then be implemented on production systems.

You will also need to test your applications based on Windows 95 or Windows 98
and determine if there are any issues that need to be addressed. Create a plan for
addressing these issues in the lab environment prior to rollout. You can find
information about Windows 2000 product compatibility on the Web Resources
page at http://windows.microsoft.com/windows2000/reskit/webresources.

Windows NT Workstation 4.0 and Windows NT
Workstation 3.51

If your existing environment consists of either Windows NT Workstation 4.0 or
Windows NT Workstation 3.51, then upgrade is the most cost-effective method
for deploying Windows 2000 Professional. However, if third-party network
components, anti-virus programs, computer manufacturer developed utilities like
power management utilities, or software digital video disc (DVD) decoders are
installed on your clients, it might be necessary to perform a clean install. You
might also develop a process to uninstall the components before installing
Windows 2000 Professional.
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Testing Your Deployment Plan

A key factor in the success of your Windows 2000 Professional project is
thorough testing based on realistic scenarios. Realistic scenarios require a test
environment that simulates your production environment as much as possible. In
this test environment, members of the planning team can verify their assumptions,
uncover deployment problems, and optimize the deployment design, as well as
improve their understanding of the technology. Such activities reduce the risk of
errors and minimize downtime in the production environment during and after
deployment.

Creating a Test Environment

A test environment encompasses all the locations that support testing without risk
to your corporate network. Many large organizations distribute their test
environments across numerous physical, or even geographical, locations for
testing in various technical, business, or political contexts. The following factors
influence the decisions you make about your test environment:

= Your testing methodology
= Features and components you test

= Personnel who perform the testing

A test environment might include one or more labs, and a lab might include one or
more locations. The lab needs to be a network that is designed solely for testing
and is isolated from the corporate network.

When you select personnel to perform testing in the lab be sure to include end
users. Having end users test the planned configuration will prove to be invaluable
for uncovering problems and determining training needs. These users can also
become advocates for the deployment.

Simulating the Client Computer Environment

This section covers some considerations for designing a lab to test Windows 2000
Professional. The issues presented here might not apply to all Windows 2000
Professional implementations. Focus on the considerations that apply to your
design.

Client Computer Hardware

Include at least one client computer for each vendor and model that is to run
Windows 2000 Professional in your production environment. If your organization
uses portable computers, docking stations, or port replicators, be sure to include
those vendors and models as well. Be sure to obtain an updated BIOS that is
compatible with Windows 2000 Professional.
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It is recommended that you develop a standard hardware configuration for
Windows 2000 Professional as part of your deployment project. Your lab testing
can help you define and refine a standard configuration. As you define hardware
configurations, verify that the components are compatible with Windows 2000
Professional. For example, you might need to verify compatibility for the
following components:

= Universal Serial Bus (USB) adapters

= Compact disc and DVD drives

= Sound adapters

» Network adapters

= Video adapters

= Small computer system interface (SCSI) adapters
= Mass storage controllers

= Removable storage devices

= Pointing devices (mice, trackballs, tablets)

= Keyboards

To determine compatibility, look up the components on the Microsoft Hardware
Compatibility List (HCL). For information about the HCL, see the Microsoft
Windows Hardware Compatibility List link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.com. Search
with the keyword “HCL.” The HCL includes all the hardware that Microsoft
supports. If your hardware is not on the list, contact the vendor to find out if there
is a driver. If your components use 16-bit drivers, you need to obtain a 32-bit
driver.

You can also use Windows 2000 Professional Setup to check for hardware
compatibility. Run Setup in check-upgrade-only mode to obtain log files that
indicate hardware and software incompatibilities and device drivers that need to
be updated. Use the following command line format for check-upgrade-only
mode:

winnt32 /checkupgradeonly

On computers running Windows 95 or Windows 98, the log file, called
Upgrade.txt, is located in the Windows installation folder. On systems running
Windows NT, the log file is called Winnt32.log and is located in the installation
folder.

If updated device drivers for your devices are not included with Windows 2000
Professional, contact the vendor to obtain an updated driver.
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After you decide on the standard hardware configuration, inventory the computers
in your production environment to determine which ones need to be upgraded
before you deploy Windows 2000 Professional.

Note As previously discussed, it is very important that you obtain an updated
BIOS that is compatible with Windows 2000 Professional. Be sure to test your
client computers to ensure Windows 2000 compatibility.

Network Connectivity

Provide connectivity to the same types of networks that you use in the production
environment, such as a local area network (LAN), a wide area network (WAN), or
the Internet.

If you plan to use Routing and Remote Access or a proxy network service in the
production environment, include these types of connections in the lab.

Server-based Services

Configure servers for the services used in the production environment. For
example, include the following services:

= DNS, WINS, and DHCP

= Directory services (such as X.500 and NetWare)

= File sharing

= Network printing

= Server-based line-of-business applications, both centralized and decentralized

Remember to provide for the following administrative services:

= Remote operating system installation
= Server-based application deployment

= Tools for managing client computers (SMS, for example)

Domain Authentication

If your organization uses, or plans to use, domain authentication, simulate your
authentication configuration in the lab. If you are migrating from

Windows NT 4.0 to Microsofte Windowse 2000 Server, plan for authentication in
the mixed environment that will occur during the phased rollout.

Network Management Services

Include network services used in your environment, such as Simple Network
Management Protocol (SNMP).
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Network Protocols

Use the protocols you plan to use in the production environment. Verify the
protocols you use on client computers before connecting them to the production
network.

Applications

You need licenses for and access to the software for all applications, stand-alone
or server-based, that are to be supported on Windows 2000 Professional
computers.

Peripherals

Include a representative sample of the types of peripherals, such as printers and
scanners, used in the production environment.

Server Platform Interoperability

Simulate the server platforms to be accessed by Windows 2000 Professional
computers. If you have a separate server lab, consider connecting the client
computer lab to it instead of installing servers in the client computer lab. You
might need to establish connectivity to the following systems:

=  Windows 2000 Server

= Windows NT 4.0 or earlier

= Mainframes supporting 3270 emulation
= UNIX

= Other network operating systems

Desktop Configurations

As part of your testing, you might decide to evaluate standard client
configurations. Lab tests can provide information for recommending specific
configurations to management. If you decide to perform this type of evaluative
testing, include side-by-side comparisons of different configurations.

Plan to have enough computers of the same make and model to allow for the side-
by-side evaluations. Evaluate client configurations based on performance, ease of
use, stability, hardware and software compatibility, functionality, and security
model.

Performance

Use the lab to start evaluating the impact on your network traffic by testing for
changes in baseline traffic patterns without user activity. For more information
about performance concepts and monitoring tools, see “Overview to Performance
Monitoring” in this book.
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Production Network Connectivity

Your client computer lab needs to be isolated from the corporate network. If you
need to provide a connection from the lab to the corporate network, plan how you
will use routers to separate the two networks.

For detailed information about setting up a test lab, see “Building a
Windows 2000 Test Lab” in the Deployment Planning Guide.

Conducting a Pilot

After you verify your Windows 2000 Professional design in your test
environment, you need to test it in your production environment with a limited
number of users. A pilot reduces your risk of encountering problems during your
full-scale deployment. -

The primary purposes of a pilot are to demonstrate that your design works in the
production environment as you expected and that it meets your organization’s
business requirements. A secondary purpose is that the pilot gives the installation
team a chance to practice and refine the deployment process.

The pilot provides an opportunity for users to give you feedback about how
features work. Use this feedback to resolve any issues or to create a contingency
plan. The feedback can also help you determine the level of support you are likely
to need after full deployment. Ultimately, the pilot leads to a decision to proceed
with a full deployment or to slow down so you can resolve problems that might
jeopardize your deployment.

The primary steps for conducting your pilot are:

= Select the pilot group.

= Prepare users and sites.

= Conduct the pilot.

= Support and monitor the pilot.

= Obtain feedback and evaluate the results.
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Selecting the Pilot Group

Choosing the pilot group and the start date of the pilot deployment is one of the
most important tasks of the Windows 2000 Professional deployment project. One
of your primary goals needs to be to build and test version one of your preferred
client configuration, take time to learn from the experience, and then make the
necessary adjustments for the actual deployment. Ideally, the pilot group will be
representative of the larger group you are targeting, but this is not important
enough to delay the project. Regardless of the group you choose for the pilot
deployment, the lessons that are learned and the skills that are developed during
the pilot in most cases will apply more generally to the wider deployment.

The pilot group you select will determine the specifics of many other tasks you
need to perform, such as identifying applications and hardware that must be
tested, the specific design of the desktop, and the target date for completion of the
deployment.

The size of the pilot group needs to be small enough to minimize risk and large
enough to test the logistics and scalability of your process. The size will also
depend on the larger scope of your project. If your entire deployment project is 50
general business users, then a pilot of 5 is enough. For a group of 1,000 users, a
pilot group of at least 25 users will ensure that your processes are tested. In
general, it is best to keep the pilot group between 25 and 100 users.

Consider the following when choosing the pilot group:

= Selecting the pilot group is the “critical path” in the project, meaning that it
directly affects the project schedule. Many other tasks are dependent on the
choice you make.

v Ideally the group will be technically representative of the overall project
scope. This includes hardware and software in use.

= To minimize risk in the pilot, avoid groups that will be focused on business
critical tasks during the pilot deployment. For example, you need to avoid the
accounting department during the end of your company’s fiscal year.

After selecting the pilot group, the End User Advocate needs to select an
influential end user representative from the pilot group to add to the project team.
An influential end user is the “computer expert” in the group, the person that
group members go to for peer technical support or computer advice. These
influential end users will provide essential feedback on all aspects of the project,
particularly the desktop design, user training, and communications to the other
users in the pilot group.
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3.0.1 Preparing Users and Sites

The pilot process includes the following logistical and planning activities. Many
of these activities can and should take place concurrently with other planning,
design, and testing processes. Be sure to include these activities in the project plan
as appropriate.

» Develop the pilot user communication, training, and support plans.
= Conduct pilot department site survey of equipment and software.

» Procure any additional hardware required to bring the computers up to the
minimum project standards.

» Purchase any additional software and deployment tools required for the pilot.
= Determine who will perform the deployment.

= Determine the installation process and the number of systems that can be
installed per day using the process. Start with a conservative number and
adjust the schedule as the pilot progresses.

= Create a specific user-by-user implementation schedule. Determine when the
deployment will start and the time of day that the installations will occur.
Notify the users of the specific downtime requirements.

= Set up the installation server with the appropriate configuration files and setup
scripts.

= Have the users reset the complementary metal oxide semiconductor (CMOS),
screen saver, and application passwords.

« Line up administrative access to reset passwords, user IDs, and so on, as
necessary during deployment.

= Create a support and feedback mechanism plan. Determine the escalation path
for problem resolution.

= Train the installation team on the configuration and installation process.

As you develop the checklist of logistics, consider your goals for the pilot rollout
and the factors that define its success. For example, you might set a percentage for
successful upgrades or for automated installations that, if achieved, would
indicate that the rollout had been successful. Or you might set a threshold of end-
user downtime. If downtime stays below this threshold, another indicator of
success has been met. Document these goals and criteria, so that the project team
can monitor performance against them during the rollout.
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Conducting and Monitoring the Pilot

As you conduct the pilot rollout, you might find that certain tasks take more or
less time than expected, that some tasks need to be added, or that some tasks can
be left out. Be prepared to modify the pilot rollout schedule to account for such
changes, and use the pilot schedule for projecting the final rollout timetable.

The following is a summary of the tasks involved in conducting the pilot rollout:

= Conduct virus, disk scan, and defragmentation tasks on the target hard disk
drives.

= Conduct the file and configuration backup per your installation plan.

= Perform the automated installation process you created and tested.

= Have your technicians on-site for the initial installations to document the
process and problems and to support the users.

Your team needs to continually monitor the pilot including the following:

= The time and all measurable factors in the installation process, including the
number of attempted installations, the number of successful installations, and
the elapsed time for each installation.

=  Network bottlenecks and areas that need to be tuned.

= Application performance.

Although monitoring tools provide much information, it also helps to visit the
pilot site periodically. Talking with users frequently uncovers issues that might
otherwise go unnoticed. Be sure to check problem reports frequently and look for
trends.

Continue to monitor the pilot installation for a week to make sure that everything
continues to run smoothly. Make note of improvements to the installation,
training, or support, where appropriate.

During the pilot, assess risks to the project. For example, look for the following:

= Scope changes

= Cost increases

» Interoperability problems
» Unanticipated downtime

For more information about conducting a pilot, see “Conducting Your
Windows 2000 Pilot” in the Deployment Planning Guide.
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Preparing for the Rollout

The rollout is the final phase of your deployment, when Windows 2000
Professional is implemented throughout your organization. Rollout is a production
activity, which means any potential problems encountered during the rollout can
adversely affect productivity and subsequently profitability. A well-designed
rollout plan is essential for making your deployment a positive experience for all
users.

Your pilot process will have simulated on a smaller scale the process for rolling
out Windows 20000 Professional to your entire organization. The results of the
pilot installation provide the basis for developing a final plan for rollout. Your
preparation for the production rollout begins with the evaluation of the pilot
results.

Evaluating the Pilot Results

The final part of the pilot rollout involves collecting and summarizing the data
and feedback from the users to help plan for the production rollout. The project
team needs to use this data to make any necessary adjustments to the planning and
installation process. Tasks to perform during this phase include:

= Survey members of the pilot user group about their satisfaction with the
installation process and ask for their suggestions on what might have been
done better. Ask them to also evaluate the level of training and support
provided.

= Survey the pilot implementation team to collect ideas for improvement to the
planning and installation process.

» Compare your installation results against goals and evaluation criteria for this
process.

s Create a checklist of open issues that must be resolved prior to the final
rollout. Assign to individual team members the actions for solving problems or
making improvements.

If the pilot program did not run smoothly or if user feedback was poor, you might
find it necessary to conduct additional pilot installations.

As necessary, modify and retest the configuration and installation procedures.
Document any changes made to the installation process that address
improvements, problems, or other support requirements.
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Finalizing the Rollout Plan

Using information about the actual time and resource requirements of the pilot
rollout, the project team can make projections scaled to the organizationwide
scope of the final rollout. You can then create the deployment schedule and
budget the resources in terms of personnel and tools required to meet the rollout
schedule. If additional resources are required, they need to be identified and
acquired at this time. Include in your rollout plan a support plan and training plan.

When finalizing your rollout plan perform the following tasks:

= Determine the number of computers involved in the final deployment and the
time required to upgrade or install Window 2000 Professional on each.

= List the resources needed to complete the process within the schedule.

= Identify any additional personnel needed for the deployment processes, and
associated training requirements.

= Present a formal budget for the organizationwide implementation.

When deploying Windows 2000 Professional in an enterprise organization, you
will want to employ automated installation methods. Include in your rollout plan a
description of your enterprisewide automated installation methodology.
Microsofte Systems Management Server (SMS) can help you perform the
following tasks:

= Selecting computers that are equipped for Windows 2000 and that you are
ready to support.

= Distributing Windows 2000 source files to all sites, including remote sites and
sites without technical support staff.

=  Monitoring the distribution to all sites.
= Securely providing enough operating system rights to do the upgrade.

» Automatically initiating the installation of the software package with the
possibility of allowing the user to control the timing.

= Resolving problems related to the distributions or installations.
= Reporting on the rate and success of deployment.

SMS provides tools for upgrading your current computers but not for the
installation of new computers that do not have an operating system already
installed.
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Installing Windows 2000
Professional

One of the key steps for a successful rollout of Microsofte Windowse 2000
Professional is installing the operating system on a stand-alone computer. This
provides you with a thorough and practical understanding of the setup process and
helps you prevent any setup-related problems before an organization-wide rollout.
You can refer to this chapter for technical details on installation requirements,
preparatory steps, installation methods, post-installation considerations, and
troubleshooting information for the setup process.

In This Chapter

Quick Guide 102

What’s New 103

Planning Your Installation 103
Running Setup 124
Post-Installation Tasks 141
Additional Resources 143

Related Information in the Windows 2000 Professional Resource Kit

= For information about customizing and automating Windows 2000
Professional installations, see “Customizing and Automating Installations” in
this book.

= For detailed information about troubleshooting Windows 2000 Professional,
see “Troubleshooting Tools and Strategies” in this book.
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Quick Guide -

~~~~~~~

ot

Use this quick guide to plan your Windows 2000 installation.

Plan your installation.

This section provides planning guidelines to ensure an easier installation or
upgrade. Topics discussed are:, Choosing an Upgrade or a Clean Installation,
Common Planning Issues, Planning a Clean Installation, Planning an Upgrade,
and Planning a Multiple-Boot Configuration.

» See “Planning Your Installation” later in this chapter.

Run Setup.

When you understand the planning issues that affect installation, you're ready to
begin installing or upgrading Windows 2000 Professional. This section leads you
through the Setup process.

= See “Running Setup” later in this chapter.

Perform post-installation tasks.

After Setup has finished, you might need to perform additional tasks to complete
the installation or upgrade, such as creating user accounts, joining an existing
domain or workgroup, or creating emergency repair disks.

= See “Post-Installation Tasks” later in this chapter.
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What’s New

The Windows 2000 Professional installation and upgrade procedures have been
enhanced from previous versions of the operating system. The following is a brief
description of these enhancements.

Support for Plug and Play Devices

Microsofte Windowse 2000 now supports Plug and Play technology. A Plug and
Play system requires the interaction of the operating system, basic input/output
system (BIOS), devices, and device drivers. Windows 2000 Plug and Play is an
enhanced implementation which extends the existing Microsofte Windows NTe
version 4.0 input/output (I/O) structure to support Plug and Play and power
management. For more information about Plug and Play, see “Device
Management” in this book. '

Compatibility Check Options

Windows 2000 Professional Setup comes with a compatibility-mode option that
can be used before installing Windows 2000 Professional to examine hardware
and software for known problems that might be encountered during the Setup
process. It creates a report to determine which hardware files and any upgrade
packs are needed to successfully run Windows 2000. This report can be sent to a
printer or saved to a file for later review. You can also get a downloadable version
of this compatibility check option by using the Windows 2000 Readiness
Analyzer link on the Windows 2000 Web Resources Page at:
http://windows.microsoft.com/windows2000/reskit/webresources.

Planning Your Installation

Although Windows 2000 Professional is easy to install, the Setup process can be
complicated if you are not prepared. Getting all the aspects of the installation
correct the first time can be a challenge and requires careful planning. This
section gives you the information needed to successfully install and set up
Windows 2000 Professional.

When planning to set up Windows 2000 Professional, you need to consider a
number of issues, including:

=  Whether to upgrade or perform a clean installation.

=  Whether to use a multiple-boot configuration with other operating systems.
»=  When and how to back up critical files.

= Checking minimum hardware requirements.

s Checking hardware and software compatibility.

» Disabling services that might impede Setup’s ability to properly install and
configure Windows 2000 Professional.
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Checklist for Preparing to Run Setup

Use the checklist in Table 4.1 to verify that you have completed the necessary
preparatory steps before setting up Windows 2000.

Choosing an Upgrade or a Clean Installation

Table 4.1 Windows 2000 Professional Setup Checklist

Step

Reference in this Chapter

Check system requirements: Review the
minimum system requirements.

Record information:
Computer name.
Workgroup or domain name.

IP address (if on a network without a DHCP
server).

Back up your data.

Choosing between an upgrade or a clean
installation: Decide whether to upgrade your
existing operating system or to perform a new
installation.

Multiple-boot considerations: Do you want
the ability to choose between operating systems
every time you start your computer?

Creating disk partitions: Do you need to
create disk partitions or make changes to your
existing disk partitions?

File system considerations: Is the more

powerful Windows 2000 NTFS file system your

best choice?

Network Connection: Do you want to connect
your computer to a network?

Select the installation method.

“Checking Hardware Requirements”

“Obtaining Network Information”

“Backing up Your Files”

“Choosing an Upgrade or a Clean
Installation”

“Planning a Multiple-Boot
Configuration”

“Disk Partition Options” in “Planning
Your Installation”

“Choosing a File System” in “Planning
Your Installation”

“Post-Installation Tasks”

“Running Setup”

Before beginning Windows 2000 Professional Setup, decide whether to upgrade
your current operating system or to install a fresh copy of Windows 2000
Professional. When you begin Setup from an earlier version of Windows, you are
asked to choose between upgrading or installing a new copy of Windows 2000.



Chapter4 Installing Windows 2000 Professional 105

During an upgrade, Setup replaces the existing Windows operating system files,
but preserves your existing user and application settings. Some applications might
not be compatible with Windows 2000 and, therefore, might not function properly
after an upgrade. Windows 2000 Professional upgrades from the following
operating systems:

=  Microsofte Windowse 95

=  Microsofte Windowse 98

=  Microsofte Windows NTe Workstation version 3.51
=  Microsofte Windows NTe Workstation version 4.0

You can choose to upgrade your existing operating system if:

= You are already using a previous version of Windows that can be upgraded to
Windows 2000 Professional.

= You want to replace your existing operating system with Windows 2000
Professional.

During a clean installation of Windows 2000 Professional, Setup installs the
operating system files in a new folder. If you are currently using an operating
system that does not support an upgrade, such as Microsofte Windowse 3.1 or
0S/2, you must install a new copy of Windows 2000 Professional and then
reinstall all your applications, as well as reset your personal preferences, such as
application settings and Windows settings.

You need to perform a clean installation of Windows 2000 Professional if the
following are true:

=  You have no operating system on your computer.

=  Your current operating system does not support an upgrade.

=  You have an existing operating system, but you don’t want to keep your
existing files or settings. That is, you want a clean installation.

= You have more than one partition, and you want to have a multiple-boot
configuration using both Windows 2000 Professional and your current
operating system. For more information about planning a multiple-boot
configuration, see “Planning a Multiple-boot Configuration” later in this
chapter.

Obtaining Network Information

If your computer will not participate on a network, skip this section.
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First, you need to decide whether your computer is joining a domain or a
workgroup. If you don’t know which option to choose, or if your computer won’t
be connected to a network, select the Workgroup option. (You can join a domain
after you install Windows 2000 Professional.) If you select the Domain option,
ask your network administrator to create a new computer account in that Domain,
or to reset your existing account.

If your computer is currently connected to a network, you need to find out the
following information from your network administrator before you begin Setup:
= Name of your computer.

» Name of the workgroup or domain.

= TCP/IP address of your computer, if your network doesn’t have a Dynamic
Host Configuration Protocol (DHCP) server.

If you want to connect to a network during Setup, you must have the correct
hardware installed on your computer and be connected by a network adapter and
cable.

Backing Up Your Files

If you’re upgrading from a previous version of Windows, it is recommended that
you back up your important files. If you’re performing a clean installation, you
must back up any files you want to keep, or they will be lost. You can back up
files to a disk or other backup media, or to another computer on your network.

How you back up your files depends on your current operating system. If you’re
using Windows 95 or Windows 98, you might need to install the Windows
Backup program. If you’re using Microsofte Windows NTe version 3.51 or
Windows NT 4.0, Windows Backup is installed by default. You must have a tape
drive installed to use the Backup tool in Windows NT 4.0 and earlier.

For more information about installing or using Windows Backup, see your current
version of Windows Help.

Checking Hardware Requirements

Table 4.2 shows the minimum and recommended hardware requirements for
installing and running Windows 2000 Professional.



Chapter 4 Installing Windows 2000 Professional

107

Table 4.2 Windows 2000 Hardware Requirements

Minimum Requirements

Recommended Requirements

Intel Pentium or compatible 133 MHz or
higher processor. Windows 2000
Professional supports single and dual CPU
systems.

32 MB of RAM.

2-GB hard disk with 650 MB free disk
space. (Additional disk is required if
installing over the network).

VGA-compatible or higher monitor.
Keyboard, mouse or other pointing device.

CD-ROM or DVD drive (required for
compact disc installation).

Network adapter (required for network
installation).

Intel Pentium II or compatible 300 MHz or
higher processor.

64 MB (4 GB maximum).
2 GB of free space.

SVGA Plug and Play Monitor.
Keyboard, mouse or other pointing device.
CD-ROM or DVD drive 12x or faster.

Network adapter.

Checking the BIOS

A basic input/output system (BIOS) is a set of instructions stored on a ROM chip
inside x86 and compatible computers, which handles all input/output (1/O)

functions.

Before upgrading to Windows 2000 Professional, check the BIOS on the portable
or desktop computer to see that is has an updated BIOS. If the BIOS is not
compatible, obtain an updated BIOS from the manufacturer.

If your system does not have Advanced Configuration and Power Interface

(ACPI) functionality during installation, you might need to update the BIOS.
However, to get ACPI functionality after Windows 2000 is installed, you are
required to do another installation. You can, however, upgrade your existing

installation.

Important Microsoft does not provide technical support for BIOS upgrades.
Contact the manufacturer for BIOS upgrade instructions.

For more information about BIOS issues, see the Hardware Update link on the
Web Resources page at: http://windows.microsoft.com/windows2000

/reskit/webresources
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Checking Hardware and Software Compatibility

Ensure that the hardware on the target computer meets the minimum requirements
mentioned earlier and that the individual components are listed in the Hardware
Compatibility List (HCL). This list is available on the Windows 2000
Professional operating system CD (which contains the devices that were
compliant with Windows 2000 Professional at the time of shipping) or, for the
most up-to-date information, see the HCL link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources

If you have hardware devices that are not listed in the HCL, check with the
manufacturer of the device to see if an updated driver is available.

You can also check for potential incompatible hardware and software by using the
Check Upgrade or Check Upgrade only mode that can be run as a switch with
winnt32.exe. The Check Upgrade mode provides a report prior to installing
Windows 2000 so that you can install Windows 2000-compliant drivers or
remove unsupported applications or devices.

Hardware Compatibility List

The Windows 2000 Professional Hardware Compatibility List (HCL) is a list of
hardware devices that have successfully passed the Hardware Compatibility Tests
(HCT). Installing Windows 2000 on a computer that has hardware that is not
listed in the HCL might cause the installation to fail.

Note Windows 2000 Professional supports only those items listed on the
Hardware Compatibility List (HCL). If your device is not listed on the HCL, it
might still function, but it is not supported. For devices that do not function under
Windows 2000 Professional, you must contact the hardware manufacturer and ask
if there is a Windows 2000 compatible driver for the device in question. If you
have a program that uses 16-bit drivers, you will have to install 32-bit

Windows 2000—compatible drivers from the manufacturer to ensure functionality
with Windows 2000 Professional after the upgrade or installation. A copy of the
HCL, which lists supported components at the time of shipping, resides on the
Windows 2000 Professional operating system CD. It can also be found by means
of the Hardware Compatibility List link on the Web Resources page at:
http://windows.microsoft.com/windows2000/reskit/webresources
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Using Check Upgrade Only Mode

The Setup procedure for Windows 2000 Professional includes a “Check Upgrade
Only” mode, which can be used to test the upgrade prior to a real upgrade. This
produces a report that flags potential problems that might be encountered during
the actual upgrade, such as hardware compatibility issues or software that might
otherwise not be migrated during the upgrade. Figure 4.1 shows the

Windows 2000 Check Upgrade tool.

Microsoft Windows 2000 Professional Setup;/:i, . .

Report System Compatibility @
Setup checks your computer for compatibility with Windows 2000.

cotd] - The following items ate hot compatible with Windaws 2000, If you.. o
[ conlinue, you may not be able to use these items, even after Setupis -
- complete. o N S B .

elect i, and then click Detals

1 Formore information about an ite

Figure 4.1 Check Upgrade Tool

» The format used from Windows 95 and Windows 98 is Winnt32
/checkupgradeonly. The report is saved to % windir %\upgrade.txt. You can
change this location if you want.

» The format used from Windows NT Workstation 4.0 and 3.51 is alsoWinnt32
/checkupgradeonly. The report is saved to % windir %\win32.log.

On Windows 95 and Windows 98, the Check Upgrade Only mode also supports
scripting that allows compatibility data to be stored from each computer to a
central location for later analysis.
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The Upgrade Report is a summary of potential hardware and software upgrade
issues. The entries in the report include:

= MS-DOS Configuration. Entries in Autoexec.bat and Config.sys that are
incompatible with Windows 2000. These entries might be associated with
older hardware and software that is incompatible with Windows 2000. It also
suggests that more technical information is provided in the Setupact.log file,
located in the Windows folder.

= Plug and Play Hardware. Hardware that might not be supported by
Windows 2000 without additional files. The report refers the administrator to
the Windows Hardware Compatibility List (HCL).

= Software Incompatible with Windows 2000. Upgrade packs are required for
some programs because they do not support Windows 2000, or because they
can introduce problems with Windows 2000 Control Panel. Before upgrading
to Windows 2000, gain disk space by using Add/Remove Programs in Control
Panel to remove programs not being used.

= Software to Reinstall. Upgrade packs are recommended for programs because
they use different files and settings in Windows 2000. If an upgrade cannot be
obtained, remove the program before upgrading by using Add/Remove
Programs in Control Panel. After upgrading to Windows 2000 Professional,
reinstall or upgrade the program.

The Upgrade Report also displays links to Microsoft Windows 2000 Web sites,
including the Hardware Compatibility List, and Add/Remove Programs in Control
Panel where appropriate.

The last screen also contains Save As and Print buttons. If you click the Next
button, the program uninstalls itself from memory, and verification is finished.

Incompatibility Preventing an Upgrade

If an incompatibility prevents the upgrade from continuing, a wizard appears to
inform the user. The user can view details about the incompatibility, if available.
Unless the incompatible application has support for fixing the problem by means
of the Have Disk button, the user must exit the upgrade and fix the problem
before rerunning Winnt32.

Incompatibility Warning During an Upgrade

If the incompatibility does not prevent a successful upgrade to Windows 2000, the
user is warned that this application might not function correctly with

Windows 2000. Even so, the user can continue with the upgrade. The Have Disk
button is also supported in this case.

For more information about hardware compatibility issues and Windows 2000,
see the Windows 2000 Professional Upgrade link on the Web Resources page at:
http://windows.microsoft.com/windows2000/reskit/webresources or
http://www.microsoft.com/hcl/.
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Planning a Clean Installation

A clean installation of Windows 2000 Professional is one that does not use any
settings from an existing operating system, or one that is installed onto a computer
with no existing operating system.

It is highly recommended that you install Windows 2000 on its own partition.
Installing Windows 2000 Professional on the same partition as the existing
operating system for a multiple-boot configuration is not supported and causes the
other operating system to function improperly.

During Setup, you can either create a new partition out of unused disk space or
format an existing partition. If your computer contains a single partition that uses
all of the hard drive, and an older operating system already resides there, you have
two options:

1. Upgrade the current operating system (Windows 95, Windows 98, and
Windows NT Workstation 3.51 or 4.0 only) to Windows 2000 Professional.

2. Back up your data, reformat your partition, and then perform a clean
installation of Windows 2000 Professional.

A clean installation of Windows 2000 supports the FAT and NTFS file systems. A
clean installation can be performed from a bootable CD-ROM (if your CD-ROM
drive supports starting from a CD-ROM), from a setup floppy with CD-ROM,
from the network, or by running Winnt32.exe from the command line of an
existing Windows 95, Windows 98, or Windows NT Workstation operating
system (for multiple boot configurations).

The method you choose for running Setup depends on your current configuration
and whether you are performing a clean install or an upgrade. The following
section is a guide to choosing the appropriate method.

Disk Partition Options

Disk partitioning is a way of dividing your hard disk so that each section
functions as a separate unit. You can create a partition to organize information
(for example, to back up data) or to dual-boot with another operating system.
When you create partitions on a disk, you divide the disk into one or more areas
that can be formatted for use by a file system, such as FAT or NTFS.

Note If you're performing a new installation from an existing operating system,
Windows 2000 Professional Setup automatically selects an appropriate disk
partition, unless you click Advanced Options during setup and specify otherwise.
A hard disk can contain up to four partitions.
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Configuring Disk Partitions
Depending on your existing hard disk configuration, you have the following
options during setup:

= If the hard disk is unpartitioned, you can create and size the Windows 2000
Professional partition.

= If the existing partition is large enough, you can install Windows 2000
Professional on that partition.

» If the existing partition is too small but you have adequate unpartitioned space,
you can create a new Windows 2000 Professional partition in that space.

= If the hard disk has an existing partition, you can delete it to create more
unpartitioned disk space for the Windows 2000 Professional partition. Keep in
mind that deleting an existing partition also erases any data on that partition.

Important Before you change file systems on a partition or delete a partition, back
up the information on that partition, because reformatting or deleting a partition
deletes all existing data on that partition.

If you’re setting up a dual-boot configuration of Windows 2000 Professional, it’s
important to install Windows 2000 Professional on its own partition. Installing
Windows 2000 Professional on the same partition as another operating system
might cause Setup to overwrite files installed by the other operating system.

Sizing Disk Partitions

It is recommended that you install Windows 2000 Professional on a 2 gigabyte
(GB) or larger partition. Although Windows 2000 Professional requires a
minimum of 650 megabytes (MB) of free disk space for installation, using a larger
installation partition provides flexibility for adding future updates, operating
system tools, and other files.

During setup, you only need to create and size the partition on which you want to
install Windows 2000 Professional. After Windows 2000 Professional is installed,
you can use Disk Management to make changes or create new partitions on your
hard disk. :

For more information about Disk Management, see Windows 2000 Professional
Help.

Converting vs. Reformatting Existing Disk Partitions

Before you run Setup, you must decide whether you want to keep, convert, or
reformat an existing partition. The default option for an existing partition is to
keep the existing file system intact, thus preserving all files on that partition.
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If you decide to convert or reformat, select an appropriate file system (NTFS,
FAT16, or FAT32). The following guidelines will help you decide.

Note You must uncompress any DriveSpace or DoubleSpace volumes from
previous operating systems before upgrading to Windows 2000 Professional.

Converting an Existing Partition to NTFS

You can convert an existing partition to NTFS during setup to make use of
Windows 2000 Professional security. You can also convert file systems from FAT
or FAT32 to NTES at any time after setup by using Convert.exe.

This option preserves your existing files, but only if Windows 2000 Professional
has access to files on that partition. Use this option if:

= You want to take advantage of NTFS features, such as security, disk
compression, and so on.

= You aren’t dual-booting with another operating system that needs access to
that partition.

For more information about dual-booting, see “Planning a Multiple-Boot
Configuration” later in this chapter.

Note NTFS is the recommended file system for Windows 2000. However, there
are specific reasons that you might want to use another file system. If you format
a partition with NTFS, only Windows 2000 can gain access to files subsequently
created on that partition. If you plan to access files from other operating systems
(including Microsofte MS-DOSe), it is best to install a FAT file system.

Reformatting an Existing Partition

Reformatting a partition erases all existing files on that partition. Make sure to
back up your files before you reformat a partition.

Choosing a File System

Windows 2000 Professional supports the FAT16, FAT32, and NTFS file systems.
To take advantage of the full potential of Windows 2000 Professional, it is
recommended that you use the NTFS file system. NTES has all the basic
capabilities of FAT16 and FAT32, with the added advantage of advanced storage
features such as compression, improved security, and larger partitions and file
sizes.
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There are many advantages to using NTFS. Among these are:

Increased robustness—NTFS is a transactional file system and can
automatically recover from many errors.

Increased security—access to files can be secured, and files and folders can be
encrypted.

Support for large media.

Support for large hard disks, up to 2 terabytes (TB). The maximum drive size
for NTFS is much greater than that for FAT, and as drive size increases,
performance with NTFS doesn’t degrade as it does with FAT.

Faster access.

Windows 2000 NTFS has been improved over Windows NT 4.0 NTFS with such
features as:

Encryption—Can be used to protect the contents of individual files from
unauthorized use.

Volume extension— Volumes can now be extended without having to restart
the computer.

Disk Quotas— Administrators can allocate the amount of disk space for
individual users on a per-user basis.

Distributed Link Tracking—Can be used to preserve shortcuts when files are
moved from one volume to another or to a different computer.

Mount points—Can be used to place another volume onto an NTFS folder,
avoiding the use of additional drive letters.

Full text and property indexing— Allows fast searching and retrieval of files
and documents.

Tip If you do not plan to use a multiple-boot configuration, format your partitions
as Windows 2000 partitions with NTFS.

In Windows NT 4.0, you can only access an NTFS drive from within the
Windows NT 4.0 operating system. This made repairing or fixing the NTFS
partition a difficult task. The only solution was to reinstall Windows NT 4.0 to
access the NTFS volume, or to run the repair process, both time-consuming
processes.
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With Windows 2000 Professional, by using the Recovery Console, the
administrator can read and write to the NTFS volume by using the four

Windows 2000 Professional boot floppy disks or by starting from the

Windows 2000 operating system CD. This gives administrators the ability to copy
and delete system files and to repair the system.

Note By default, only an administrator account can access an NTFS volume by
using the Recovery Console (RCC), as they are required to log on to the system
before accessing the hard drives.

For more information about RCC, see “Troubleshooting Tools and Strategies” in
this book.

You might want to run Windows 2000 with another operating system on your
computer, such as MS-DOS or Windows 95. If this is the case, you might also
want to take advantage of the file system features built into each of the operating
systems. To manage different file systems on one computer, you might have to
create or delete partitions on your hard disks.

If you want to use the integrated security features built into the Windows 2000
NTFS file system or any other features of NTFS, you’ll need one partition
formatted with NTFS.

Windows 2000 Professional provides support for existing Windows 95 or
Windows 98 file systems, including FAT16 and FAT32 file systems. Users have
the option to convert to the Windows 2000 NTFS file system.

Caution Compressed Windows 95 or Windows 98 drives cannot be upgraded,
and need to be uncompressed before upgrading to Windows 2000 Professional.

If you also want to use MS-DOS on your system, you need another partition
formatted with FAT, which is the MS-DOS operating system’s native file system.
MS-DOS cannot recognize data on an NTFS partition.

Important The primary active partition on your system must be formatted with a
file system recognizable by all the operating systems running on that computer
(you can have four primary partitions, but the active one is the one that starts all
the operating systems). The number of file systems present on your system
doesn’t necessarily indicate the number of operating systems in use. For example,
Windows 2000 Professional can be installed on a FAT partition. This lets you
maintain your MS-DOS system, as well as run Windows 2000 Professional. In
this case, two operating systems can be used with just one file system.
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File System Accessibility

Table 4.3 describes the different file systems that are accessible by Windows 2000
Professional as well as other operating systems, such as MS-DOS, Windows 95,

Windows 98, and OS/2.

Table 4.3 Windows 2000 Supported File Systems

NTFS

FATI16

FAT32

A computer running Windows 2000
has full access to a

Windows NT 4.0 or 3.51 NTFS
volume. A computer running
Windows NT Workstation 4.0 with
Service Pack 5 can access a
Windows 2000 NTFS volume. Other
operating systems cannot access a
Windows 2000 NTFS volume in a
multiple-boot configuration on the
same computer.

Local access available
through MS-DOS, all
versions of Windows
and Windows NT
Workstation,
‘Windows 2000,
Windows 95,
Windows 98, and
0S/2.

Local access available
only through
Windows 95 OSR2,
Windows 98, and
Windows 2000.

File System Limitations

Table 4.4 describes the size and domain limitations of each file system.

Table 4.4 File System Limitations

NTFS FAT FAT32
Minimum volume size is Volumes from floppy Volumes from 512 MB
approximately 10 MB. disk size up to 4 GB. to 2 TB.
Recommended practical maximum  Does not support In Windows 2000, you
for volumes is 2 TB (terabytes). domains. can format a FAT32
Can’t b d on fl disks. volume only up to

an’t be used on floppy disks 32 GB.

File size limited only by size of
volume.

Maximum file size
2 GB.

Maximum file size
4 GB.

Planning an Upgrade

Windows 2000 Professional has the ability to upgrade from all of the following

operating systems:

=  Windows NT Workstation 4.0

=  Windows NT Workstation 3.51

=  Windows 98
=  Windows 95
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Upgrades are not supported from the following operating systems:

= Microsofte Windowse 3.x, including Microsofte Windowse for Workgroups.
= Versions of Windows NT Workstation earlier than version 3.51.

= Microsofte BackOffice® Small Business Server.

= Non-Microsoft operating systems.

Planning the Upgrade From Windows 95 or Windows 98 to

Windows 2000 Professional

Upgrading from Windows 95 or Windows 98 to Windows 2000 Professional
might require some additional planning due to the differences in the registry
structure, as well as differences in how software developers structure their
application setup procedures.

Prior to upgrading from Windows 95 or Windows 98 to Windows 2000
Professional, make sure that you meet the minimum hardware requirements
mentioned in “Planning Your Installation” earlier in this chapter. Also, for
information on upgrade issues with Windows 95 or Windows 98, check the
Hardware Update link on the Web Resources page at:
http://windows.microsoft.com/windows2000/reskit/webresources.

Hardware Compatibility With Windows 95 and Windows 98

The Windows 2000 upgrade does not migrate drivers from Windows 95 or
Windows 98 to Windows 2000. If the driver doesn’t exist in Windows 2000, you
might need to download a Windows 2000 driver to have available during Setup.
Virtually no Windows 95 and Windows 98 drivers are compatible with
Windows 2000.

Older, 16-bit device drivers for Windows 95 and Windows 98 and Windows 3.x
were based on the virtual device driver (VxD) model. The VxD model is not
supported in Windows 2000 Professional. Device drivers in Windows 95 and
Windows 98 do not work in Windows 2000. Either Windows 2000 has its own
device drivers for these devices, or new ones need to be downloaded.

Many updated drivers ship with the Windows 2000 Professional operating system
CD. However, when critical device drivers, such as hard-drive controllers, are not
compatible with Windows 2000 Professional and cannot be found on the CD or
elsewhere, the Setup program aborts the upgrade until updated drivers are
obtained.
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The upgrade process stores the system files for Windows 2000 Professional in the
existing Windows 95 or Windows 98 system directory, while deleting all the old
Windows 95 and Windows 98 files that were originally in the directory.

Software Compatibility With Windows 95 and Windows 98

System tools in Windows 95 and Windows 98, such as ScanDisk, Defragger, and
DriveSpace, do not upgrade to Windows 2000 Professional. Also, third-party
network clients do not upgrade to Windows 2000, so new drivers must be
acquired to complete the upgrade.

Note Novell has included an upgrade for their Client32 on the Windows 2000
Professional operating system CDROM. The upgrade detects and automatically
upgrades a previous version of Client32 during the upgrade to Windows 2000
Professional. For the latest Client32 upgrade, see the Novell Web site at
http://www.Novell.com.

Some applications written for Windows 95 or Windows 98 might not run properly
on computers running Windows 2000 Professional without some modification.

For example, applications can:

= Maintain registry data in different locations. Windows 95 and Windows 98
store this data in different locations than Windows 2000 or Windows NT 4.0
and earlier.

=  Make calls to Windows 95 or Windows 98 —specific application programming
interfaces.

= Install different files when installed on Windows 95 or Windows 98 than when
installed on Windows 2000 or Windows NT 4.0 and earlier.

There are three ways to overcome these problems:

= Reinstall the applications after the upgrade. This step is only applicable to
applications that are compatible with Windows 2000 Professional.

‘'« Create a new Windows 2000 Professional-based standard configuration with

_ compatible versions of the applications.

= Use migration dynamic-link libraries (DLLs) for each application that is not
migrated during the upgrade.

For more information about migration DLLs, visit the Software Development Kit
(SDK) information in the MSDN Library link on the Web Resources page at:
http://windows.microsoft.com/windows2000/reskit/webresources.
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Software vendors and corporate developers can use migration DLLs that move
registry keys, install new versions of files, or move files within the file system.
These migration DLLs are used by Windows 2000 Setup to resolve these
incompatibilities. Setup calls these DLLs to update the application installation.
The migration DLL mechanism is fully extensible.

Migration DLLs have four basic functions:

= Replace or upgrade Windows 95 or Windows 98—specific files with
Windows 2000 Professional-compatible files.

= Move Windows 95 or Windows 98 application- and user-specific settings (that
Setup did not already move) to their proper locations in Windows 2000
Professional.

= Map Windows 95 or Windows 98—specific registry subkeys to the appropriate
Windows 2000 Professional locations.

= Provide Upgrade Packs. If you upgrade from Windows 95 or Windows 98,
during setup you have the option of providing upgrade packs that modify your
existing software. Upgrade packs are available from the appropriate software
vendors.

Organizations with proprietary applications might want to consider writing their
own migration DLLs for in-house applications.

Note For more information about writing migration DLLs, see the Windows 2000
Software Development Kit (SDK) link on the Web Resources page at:
http://windows.microsoft.com/windows2000/reskit/webresources.

Removing Applications From Windows 95 and Windows 98

If you have applications that have been identified by the Check Upgrade tool as
incompatible, you must remove the conflicting applications before installing
Windows 2000.

In most situations, the supported operating systems will upgrades smoothly to
Windows 2000 Professional. However, each operating system requires a different
approach to ensure a smooth upgrade. For example, you might want to use
migration DLLs for upgrading certain Windows 95 or Windows 98 applications
that are not compatible with Windows 2000 Professional.
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Running Winnt32.exe from within Windows NT Workstation 3.51 or 4.0,
Windows 95, or Windows 98 enables Windows 2000 to detect the current
operating system and give you the option to upgrade or to do a clean installation.
Upgrading from a previous operating system allows you to retain most of your
system and network settings, preferences, and applications. If you decide to do a
clean installation on a separate partition, your previous operating system remains
intact and functional. In this case, Windows 2000 is completely separate from
your earlier operating system and does not migrate any of your earlier settings.

For upgrades from any of the supported operating systems, Windows 2000 can be
formatted to use either FAT16 or NTFS and can convert both FAT16 and FAT32
partitions to NTFS. You can upgrade by running Winnt32.exe from within the
existing operating system, connecting to a network share and running
Winnt32.exe, or by inserting the Windows 2000 Professional operating system
CD and having it do an Autorun.

For upgrades from Windows NT Workstation 4.0 and 3.51, most applications will
migrate. Certain proprietary applications, such as applications that were custom-
made for your business, will not migrate.

Planning an Upgrade From Windows NT Workstation 4.0

or 3.51 to Windows 2000 Professional

Windows NT Workstation 4.0 and 3.51 provide the easiest upgrade path to
Windows 2000 Professional because they share a common operating system
structure and core features, such as:

= Registry structure.
= Supported file systems.
= Same security concepts.

= Similar device driver requirements.

Upgrading from Windows NT Workstation 4.0 or 3.51 is fairly straightforward,
and most upgrades do not require significant preparation.

Windows NT Workstation 3.51-based computers must have networking installed
before the upgrade. If you do not have networking installed and have never
installed networking, do not upgrade or you will not be able to log on to
Windows 2000.

If you are upgrading Windows NT Workstation 3.x—based computers, you must
first upgrade the older computers to Windows NT Workstation 3.51, and then
apply Service Pack 5 prior to upgrading to Windows 2000 Professional.
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If you are upgrading or installing Windows 2000 on a Windows NT

Workstation 4.0-based computer that is currently using NTFS, the installation
process automatically upgrades the file system to Windows 2000 NTFS without
prompting. This happens even after installation, and there is no way to avoid this.

If you are installing or upgrading to Windows 2000 and the file system is
currently FAT or FAT32, you are asked if you want to upgrade to the NTFS file
system,

Hardware Compatibility With Windows NT Workstation 4.0 and 3.51

Some hardware devices that functioned successfully on Windows NT
Workstation 4.0 work on Windows 2000 Professional; however, it is best to run
the Check Upgrade mode to check for driver compatibility issues prior to
upgrading the operating system. Some third-party drivers that worked on
Windows NT Workstation 4.0 might require updated drivers for Windows 2000
from the manufacturer for that specific device. The NTFS file system that was
used in Windows NT 4.0 is transparently updated during the upgrade to
Windows 2000 Professional NTFS. Advance work on the test computer typically
eliminates any issues concerning deployment or upgrade of Windows NT
Workstation 4.0 or 3.51.

Software Compatibility With Windows NT Workstation 4.0 and 3.51

Because Windows NT Workstation 4.0 and 3.51 share common attributes with
Windows 2000 Professional, almost all applications that run on Windows NT
Workstation 4.0 and 3.51 run without modification on Windows 2000
Professional. However, there are a few application incompatibilities between
Windows NT Workstation 4.0 and Windows 2000. One example is antivirus
software. Due to changes between the version of NTFS included with

Windows NT 4.0 and the version of NTFS included with Windows 2000, file
system filters used by antivirus software no longer function between the two file
systems. Another example is third-party networking software (such as third-party
TCP/IP or IPX/SPX protocol stacks) originally written for Windows NT
Workstation 4.0.

Important You must remove any virus-scanners and third-party network services
or client software before starting the Windows 2000 Professional Setup program.

Even though the upgrade from Windows NT is easier than upgrading from
Windows 95 or Windows 98, be aware that the following features and
applications cannot be properly upgraded:

= Applications that depend on file system filters, for example antivirus software,
disk tools, and disk quota software.

= Custom power management solutions and tools. Windows 2000 support for
Advanced Configuration and Power Interface (ACPI) and Advanced Power
Management (APM) replaces these. Remove the custom tools and solutions
before upgrading.
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= Custom Plug and Play solutions. These are no longer necessary, because
Windows 2000 provides full Plug and Play support. Remove the custom
solutions before upgrading.

= Fault tolerant options such as Disk mirrors.
= Third-party network clients and services.

= Uninterruptible power supplies.

For more information about Windows 2000 Professional hardware compatibility,
see the Windows Upgrade link on the Web Resources page at:
http://windows.microsoft.com/windows2000/reskit/webresources.

—Or—

Contact the software vendor to determine the availability of Windows 2000~
compatible upgrades.

Removing Applications From Windows NT Workstation 4.0

The following procedure enables you to remove conflicting applications from
Windows NT Workstation 4.0.

1. On the Windows NT Workstation 4.0 desktop, from the Start menu, click
Settings and Control Panel.
2. In Control Panel, double click Add/Remove Programs.

3. In the Add/Remove Programs dialog box, select the application you want to
remove, and then click Add/Remove. This removes the application from the
operating system.

Planning a Multiple-Boot Configuration

Windows 2000 Professional can be configured to start with multiple operating
systems, such as Windows 2000, Windows NT 4.0 and earlier, Windows 95,
Windows 98, Windows 3.x, MS-DOS, and OS/2. This is called a dual-boot or
multiple-boot configuration. This section discusses configuration details for when
Windows 2000 Professional resides with another operating system on the same
computer.

Windows 2000 Professional can have a multiple-boot configuration with the
following operating systems:

=  Windows NT Workstation 3.51 or 4.0
=  Windows 95 or Windows 98
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= Microsofte Windowse 3.1 or Microsofte Windowse for Workgroups
version 3.11

= MS-DOS
= 0S/2

To set up a dual- or multiple-boot configuration, you must use a separate partition
for each operating system. See “Disk Partition Options” earlier in this chapter.

When running Windows 2000 Professional Setup, you can use Winnt32 or
Autorun from the Windows 2000 Professional operating system CD to select a
folder on an unused partition.

Before You Set up a Multiple-Bbot Configuration

If you want to set up a dual-boot or multiple-boot configuration to make available
Windows 2000 Professional and another operating system that does not support
NTES (such as MS-DOS or Windows 98) on your computer, first review the
following precautions:

= Each operating system must be installed on a separate partition. Installing
Windows 2000 Professional on the same partition that contains another
operating system is not supported.

= Because you're performing a new installation of Windows 2000 Professional,
you must reinstall any programs, such as word-processing or e-mail software,
after setup is complete.

= Use a FAT file system for dual-boot configurations. Although using NTFS in a
dual-boot configuration is supported, it introduces additional complexity into
the choice of file systems. For more information about using NTFS with a
dual-boot configuration, see “Setup and Startup” in this book.

= To set up a multiple-boot configuration between MS-DOS or Windows 95 and
Windows 2000 Professional, install Windows 2000 Professional last.
Otherwise, important files needed to start Windows 2000 Professional might
be overwritten.

= For a dual-boot configuration of Windows 2000 Professional with
Windows 95 or MS-DOS, the primary partition must be formatted as FAT.

= For a dual-boot configuration with Windows 95 OSR2 or Windows 98, the
primary partition must be formatted as FAT or FAT32, not NTFS.

= If you install Windows 2000 Professional on a computer that already has a
dual-boot configuration with OS/2 and MS-DOS, Windows 2000 Professional
Setup configures your system so that you can dual-boot between
Windows 2000 Professional and the operating system (MS-DOS or OS/2) you
most recently used before running Windows 2000 Professional Setup.
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= Don’t install Windows 2000 on a compressed drive unless the drive was
compressed with the NTFS file system compression tool.

= Jtisn’t necessary to uncompress DriveSpace or DoubleSpace volumes if you
plan to use a dual-boot configuration with Windows 95 or Windows 98.
However, the compressed volume won’t be available while you are running
Windows 2000, and the hard disk drive cannot be compressed if you are
starting Setup from within Windows 95, Windows 98, or MS-DOS.

»  Windows 95 or Windows 98 might reconfigure hardware settings the first time
you use them, which can cause problems if you want a multiple-boot
configuration with Windows 2000 Professional.

= If you want your programs to run on both operating systems on a dual-boot
computer, you need to install them from within each operating system. You
can’t share programs across operating systems.

= If the dual-boot computer is part of a Windows NT 4.0 or Windows 2000
domain, each installation of Windows NT Workstation or Windows 2000
Professional must have a different computer name.

= If you're using NTFS and you want a multiple-boot configuration with
Windows NT Workstation, you must upgrade to Windows NT
Workstation 4.0 SP4 or later before continuing with the Windows 2000
Professional installation.

For more information, see “Setup and Startup” in this book.

Running Setup

How you start Setup depends on whether you are performing an upgrade on your
current operating system or installing a new copy of Windows 2000 Professional.
To help determine your installation method, see “Choosing an Upgrade or a Clean
Installation” earlier in this chapter. The following section guides you through your
chosen installation path.

Using Winnt32.exe to Upgrade to Windows 2000 Professional

Upgrading from Windows NT Workstation 4.0 and 3.51, Windows 98, and
Windows 95 must be done from within the existing operating system by using
Winnt32.exe. To launch Setup from within an operating system, run Winnt32.exe
from the command prompt, as well as any additional command-line options you
might need.

Setup detects your previous operating system, and then prompts you to upgrade to
Windows 2000. During the upgrade, the Setup Wizard detects and installs
Windows 2000 drivers for your devices, and then it creates a report on devices
that cannot be upgraded so that you can be sure your hardware and software are
compatible with Windows 2000 Professional.
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The following sections give detailed descriptions of the upgrade process for
Windows NT Workstation 4.0 and 3.51, as well as Windows 95 and Windows 98.

Note Running Winnt.exe, performing a network installation, starting from the
Windows 2000 Professional operating system CD, or using the four boot floppy
disks performs a clean installation and does not allow you to upgrade. You must
be inside the existing operating system to upgrade.

Running Winnt32.exe from the command prompt installs or upgrades
Windows 2000 Professional from a previous version of Windows 95,
Windows 98, or Windows NT Workstation 4.0 and 3.51.

Note In this chapter, Winnt.exe and Winnt32.exe are also referred to as Setup.

Running Setup to Upgrade an Existing Microsoft Windows
Operating System

You can run the winnt32 command at a Windows 95, Windows 98, or
Windows NT Workstation 4.0 and earlier command prompt.

The syntax of the Winnt32 command is as follows:

winnt32 [/s:sourcepath] [/ftempdrive:drive_letter]
[/unattend[num]:[answer_file]] [/copydir:folder_name]
[/copysource:folder_name] [/cmd:command_line] [/debug[level]:[filename]]
[/udf:id[,UDF _file]] [/syspart:drive_letter] [/checkupgradeonly] [/cmdcons]
[/m:folder_name] [/makelocalsource] [/noreboot]

Table 4.5 describes the Winnt32.exe command switches in more detail.
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Table 4.5 Winnt32.exe Command Switches

Switch

Meaning

Is:sourcepath

/tempdrive:drive_letter

/unattend[num]:
[answer_file]

/copydir:folder_name

/copysource:folder_name

lemd:command_line

/debug[level]:[filename]

Specifies the location of the Windows 2000 Professional
files. To simultaneously copy files from multiple servers,
specify multiple /s sources. To copy files from a particular
server more quickly (depending on your local hardware),
specify the same source multiple times.

Directs Setup to place temporary files on the specified drive
and to install Windows 2000 on that drive.

Performs a new installation in unattended mode, using an
answer file for user settings, rather than using settings from
the previous installation. The num variable is the number of
seconds between when Setup finishes copying the files and
when Setup restarts. You can use num only on a computer
running Windows 2000 Professional. The answer_file
variable is the name of the answer file.

Creates an additional folder within the folder that contains the
Windows 2000 Professional files. For example, if the source
folder contains a Private_drivers folder that has modifications
just for your site, you can type winnt32
/copydir:Private_drivers to have Setup copy that folder to
your Windows 2000 Professional folder
(C:\Winnt\Private_drivers). You can use the /copydir switch
to create as many folders as you like. Replaces the /r switch.

Temporarily creates an additional folder within the folder that
contains the Windows 2000 files. For example, if the source
folder contains a Private_drivers folder that has modifications
just for your site, you can typewinnt32
/copysource:Private_drivers

to have Setup copy that folder to your Windows 2000
Professional folder and then use its files during Setup
(C:\Winnt\Private_drivers). Unlike folders created by the
/copydir switch, folders created by using /copysource are
deleted after Setup completes.

Instructs Setup to carry out a specific command before the
final phase of setup; that is, after your computer has restarted
twice and after Setup has collected the necessary
configuration information, but before setup is complete.

Creates a debug log at the specified level. The default creates
a log file (C:\Winnt32.log) that has the level set to 2
(Warning).

(continued)
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Table 4.5 Winnt32.exe Command Switches (continued)

Switch

Meaning

/udf:id[,UDF_file]

/syspart:drive_letter

/checkupgradeonly

/cmdcons

/m:folder_name

/makelocalsource

/noreboot

Indicates an identifier (id) that Setup uses to specify how a
Uniqueness Database (UDF) file modifies an answer file (see
the /unattend entry). The UDF overrides values in the
answer file, and the identifier determines which values in the
UDF file are used. For example,
/udf:RAS_user,Our_company.udb overrides settings specified
for the identifier RAS_user in the Our_company.udb file. If
no UDE _file is specified, Setup prompts the user to insert a
disk that contains the $Unique$.udb file.

Specifies that you can copy Setup startup files to a hard disk,
mark the disk as active, and then install the disk into another
computer. When you start that computer, it automatically
starts with the next phase of the Setup. You must always use
the /tempdrive switch with the /syspart switch.

The /syspart switch for Winnt32.exe only runs from a
computer that already has Windows NT 3.51,

Windows NT 4.0, or Windows 2000 installed on it. It cannot
be run on Windows 95 or Windows 98.

Checks your computer for upgrade compatibility with
Windows 2000. For Windows 95 or Windows 98 upgrades,
Setup creates a report named Upgrade.txt in the Windows
installation folder. For Windows NT 3.51 or 4.0 upgrades, it
saves the report to the Winnt32.log in the installation folder.

Adds to the operating system selection screen a Recovery
Console option for repairing a failed installation. It is only
used post-setup.

Specifies that Setup must copy replacement files from an
alternate location. Instructs Setup to look in the alternate
location first and, if files are present, use them instead of the
files from the default location.

Instructs Setup to copy all installation source files to your
local hard disk. Use /makelocalsource when installing from a
CD-ROM to provide installation files when the CD-ROM is
not available later in the installation.

Instructs Setup to not restart the computer after the file copy
phase of winnt32 is completed so that you can carry out
another command.
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Upgrading from Windows 95 or Windows 98

Upgrading from Windows 95 or Windows 98 to Windows 2000 Professional
might require additional planning because of the differences in the registry
structure and differences in how software developers structure their application
setup procedures.

Also, while in Windows 95 or Windows 98 you do not need an account to access
the operating system, in Windows 2000 Professional you are required to have an
existing account, or you need to create an account during the upgrade. In this
situation, if you do not already have an account set up on the Windows 95 or
Windows 98-based computer, set up an account on the Windows 95 or

Windows 98—based computer prior to upgrading to Windows 2000 Professional.
This way, the Windows 95 or Windows 98 account migrated when you upgrade to
Windows 2000 Professional. Prior to upgrading from Windows 95 or Windows 98
to Windows 2000 Professional, make sure that you meet the minimum hardware
requirements. See “Checking Hardware Requirements” earlier in this chapter.

The following steps lead you through an upgrade from Windows 95 or
Windows 98 to Windows 2000.

1. When the Windows 2000 Professional operating system CD is inserted, the
Autorun.inf program runs the installation SplashScreen, and then the
installation procedure is initiated. The installer detects your current operating
system version and, if the version on the CD is later, it asks if you want to
upgrade. If the installation version is earlier than the installed version, you
must perform a clean installation, and you cannot upgrade.

2. At this point, Setup asks whether you want to install Windows 2000
Professional to a new directory, or upgrade an existing version of Windows.

Figure 4.2 shows the Windows 2000 Professional Setup Wizard screen.

Welcome to the Windows 2000
Setup Wizard

‘What do you want to do?

& Upgrade to Windows 2000 (Recommendedj

If you upgrade, your current operating system is
replaced, but your existing settings and installed
programs are hot changed.

€ Install a new copy of Windows 2000 (Clean Install)

If you install a new copy, you must specify new
settings and reinstall your existing software. You can
use multiple operating systems on your computer.

To continue, click Next.

Figure 4.2 Windows 2000 Professional Setup Screen
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3. Next you see the Windows 2000 Professional End User License Agreement
(EULA) screen, shown in Figure 4.3. If you agree with the terms provided,
select I accept this agreement to continue the installation. You have Next and
Back buttons to move between screens.

Window

License Agreement
Do you accept the terms of the License Agreement for Windows 20007

Please read the following License Agreement. Press the PAGE DOWN
key ta see the rest of the agreement. To cortinue with Setup, you must
accept the agreement.

This is a legal agreement {"'Agreement') between you (either g
an individual or an entity), the end user (“Recipient’), and

Microsoft Corporation (“Microsoft"). BY

INSTALLING, COPYING OR OTHERWISE USING THE
PRODUCT (AS DEFINED BELOW), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU
DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL, COPY OR USE THE PRODUCT.

: € 1 accept this agreement
€71 don't accept this agreement

Figure 4.3 Windows 2000 Professional End User License Agreement Screen

4. After the License Agreement screen, you see the Windows 2000 Professional
Upgrade Preparation screen, shown in Figure 4.4,

Preparing to Upgrade to Windows 2000
Setup must examine your computer before you upgrade to Windows 2000.

% Before khe upg:ade Setup wﬂl

8 P:ompt you lu pmvnde soflwale and haldware upgrade fxles, xf you . o
- have any. g ; .

m ;Sfaar;ckh for incokﬁpatible hatdware, sof!wate, or séttin’gs

ﬂ, ”Ik!‘ txeate an‘upgrade tepotl that you éan print of :ave.~'

o Befole upgradmg vist the W!ndows 2000 Web site for the latesl o
K mforrnatxon and upgrads flles.

K l U Hest> ]

Figure 4.4 Upgrade Preparation Screen
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5. The next screen is the Windows 2000 Professional Product Key, shown in
Figure 4.5, where you are asked to enter the product key that came with your
version of Windows 2000 Professional.

Your Product Key
Your Product Key uniquely identifies your copy of Windows 2000.

Figure 4.5 Windows 2000 Professional Product ID Screen

6. After entering the product key, clicking Next begins the hardware-detection
phase of Setup. Setup detects the hardware on your system for the upgrade
report.

7. After the hardware-detection phase has completed, the next screen prompts
you to provide upgrade packs. These can be either migration DLLs or upgrade
files. If you choose YES, a screen appears asking you to add the available
upgrade packs. If NO, click Next.

8. Next you are presented with the option to upgrade to the NTFS file system.
The Setup screen observes that, although this option provides added file
security, reliability, and more efficient use of disk space, that you should not
use it if you are planning to use Windows 2000 Professional with another
operating system, such as MS-DOS or Windows 95 or Windows 98. In other
words, don't convert the drive to NTFS if you want to be able to have a dual-
boot configuration with Windows 95 or Windows 98 or MS-DOS and want
access to all partitions from both operating systems. For more information on
dual booting, see “Planning a Multiple-Boot Configuration” earlier in this
chapter. This conversion is only for FAT or FAT32 drives and only applies to
the drive where the operating system files reside.

9. On systems that have hardware components with drivers that are known to not
be Windows 2000-compatible, and software programs that cause problems or
failures during the upgrade, you might be halted at this point with a message
that one or more devices or programs will be disabled if you continue.
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10.

11.

12.

After you make these choices, the installer copies the necessary files to your
computer’s hard drive. This typically takes several minutes.

When it is done, the computer needs to restart. You can choose to have it
restart automatically, or you can do this manually. When it restarts, a new item
appears in the Boot Manager startup menu, followed by several text-mode
screens.

You are prompted right before the first logon to enter a password for all user
accounts you had on Windows 95 or Windows 98. If you had user profiles
enabled, accounts are created for all users who log on to the computer. If you
did not have user profiles enabled, only the current user account and the
administrator account are created. All accounts are set to the password you
select. They can be changed by means of Users and Passwords in Control
Panel.

Upgrading Windows NT Workstation 4.0 from CD

The following procedure describes upgrading your existing Windows NT
Workstation 4.0 operating system to Windows 2000 Professional.

1.

Start your computer by running your current operating system, and then insert
the Windows 2000 Professional operating system CD-ROM into your CD-
ROM drive.

If Windows NT 4.0 does not detect the CD, from the Start menu, and then
click Run. At the prompt, type the following command, replacing D with the
letter assigned to your CD drive:

D:\i386\winnt32.exe

and then press Enter.

—Or—

Run Setup from the root of the CD-ROM.
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3. The Windows 2000 Professional Setup screen appears, asking if you want to
upgrade your existing operating system or perform a clean installation of
Windows 2000 Professional, as shown in Figure 4.6.

Welcome to the Windows 2000
Setup Wizard

‘What do you want to do?

o ‘Upgrade to Windows 2000 (Recommended]f
If you upgrade, your current operating system is
teplaced, but your existing settings and installed
programs are not changed.

 Install a new copy of Windows 2000 (Clean Install)

If you install a new copy, you must specify new
settings and reinstall your existing software. You can
use multiple operating systems on your computer.

To continue, click Next.

Figure 4.6 Windows 2000 Professional Setup Screen

4. The Licensing Agreement screen is next. If you agree with the terms, select I
accept this agreement to continue. You have Next and Back buttons to
navigate between screens, as shown in Figure 4.7.

License Agreement
Do you accept the terms of the License Agreement for Windows 20007

an individual or an entity], the end user[ ‘Recipient"), and
Microsoft Corporation ("Microsoft'). BY

INSTALLING, COPYING OR OTHERWISE USING THE
PRODUCT (AS DEFINED BELOW), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU
DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL, COPY OR USE THE PRODUCT.

Figure 4.7 Windows 2000 Professional End User License Agreement Screen
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5. The next screen is the Windows 2000 Professional Product Key, shown in

Figure 4.8, where you are asked to enter the product key that came with your
version of Windows 2000 Professional.

Your Product Key

Your Product Key uniquely identifies your copy of Windows 2000.

PRODUCT REYV:

- Product Key:

The 25-character Product Key appears on the yellow
sticker on the back of your Windows 2000 CD case.

Type the Product Key below:

“¢Back ! N_cxt>’]

Cancel . |

Figure 4.8 Windows 2000 Professional Product Key Screen

6. After entering the product key, Setup runs a compatibility check, which checks
the computer for incompatible devices and applications.

7. Next, Setup begins copying installation files to the hard drive, as shown in

Figure 4.9.

T

Copying Installation Files
Setup is now copying the installation files to your computer.

Afyout are,insla”lling from‘a CD the file cobfihg lake; on'lvya few minutés. I you are

installing over a network,

» conditions.

‘tha file copyiljg can te}ke longer, depend'\ng on nelwork’

' Setup is copyirg files... i 3

Figure 4.9 Copying Installation Files Screen
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8. After the installation files are copied, Setup initializes your Windows 2000
configuration. The computer then restarts.

9. After Setup restarts the computer, you see a blue text screen, and then Setup
begins to load the hard-drive controller drivers, search for earlier versions of
the Windows operating system, and copy the remaining Setup files to the
installation folders. When this is complete, Setup restarts.

10. After Setup restarts, the graphical user interface (GUI) mode of Setup begins.
Next, the Installing devices screen appears and detects your computer
hardware devices, such as the mouse and keyboard, followed by the Network
Settings screen, which installs the default network components. This can take
several minutes.

11. Next, the Components screen installs and configures default components,
such as Component Services Accessories and Utilities, and Fax Service.

During the final stage of the installation, Windows 2000 Setup completes the
following:

= Installs Start menu items

= Registers components

= Saves settings

= Removes temporary files

At this point, Setup is complete. For further information about setting up an
account, joining a workgroup, or joining a domain, see “Post-Installation Tasks”
later in this chapter.

When the computer restarts, the Welcome to Windows screen appears, prompting
you to press CTRL+ALT+DELETE to log on.

Upgrading Windows NT Workstation 3.51 From CD

To begin your upgrade from Windows NT Workstation 3.51, start your computer
by running your current operating system, and then insert the Windows 2000
Professional operating system CD into your CD-ROM drive.

Note Make sure that you have networking installed before starting the upgrade.

1. In Program Manager, click File, and then click Run. At the prompt, type the
following command, replacing D with the letter of your CD-ROM drive:

D:\i386\winnt32.exe
2. Press ENTER.

3. Follow steps 3 through 11 of the procedure, “Upgrading Windows NT 4.0
Workstation from CD.”
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Running Setup for a Clean Installation of Windows 2000 Professional

To begin installing Windows 2000 Professional on your computer, run the
Windows 2000 Setup program. For a clean installation on x86-based computers,
run Winnt.exe from an MS-DOS prompt.

Note If you are using Winnt.exe to start Setup, it is highly recommended that you
load Smartdrv.exe or other disk-caching software before beginning Setup.

Winnt.exe Command Syntax

Running Winnt.exe performs a clean installation of Windows 2000 Professional.

You can run the Winnt.exe command at an MS-DOS, Windows 3.1, or Windows
for Workgroups 3.11 command prompt. Winnt.exe command switches are shown
in Table 4.6.

The syntax of the Winnt.exe command is as follows:
winnt [/s[:sourcepath]] [/t[:tempdrive]] {/u[:answer file]] [/udf:id[,UDF_file]]
{/r:folder] [/r[x]:folder] [/e:command] [/a]

Table 4.6 Winnt.exe Command Switches

Switch Meaning

[s:sourcepath Specifies the source location of the Windows 2000 Professional
installation files. The location must be a full path in the form
x\[path] or \\server\share[\path]. The default is the current folder.
To simultaneously copy files from multiple servers, specify multiple
/s sources.

Itstempdrive Specifies a drive to contain temporary Setup files. If you don’t
specify a location, Setup attempts to locate a drive for you, and then
uses the partition with the most free space.

/udf:id[,UDF _file]  Indicates an identifier (id) that Setup uses to specify how a
Uniqueness Database File (UDF) modifies an answer file (see /u).
The /udf switch overrides values in the answer file, and the
identifier determines which values in the UDF files are used. If no
UDF _file is specified, Setup prompts you to insert a disk that
contains the $Unique$.udb file.

/a Skips the free disk space verification of the Setup startup floppy
disks.
Mu[:answer file] Rerforms unattended Setup using an answer file (requires /s). The

answer file provides answers to some or all of the prompts you
normally respond to during Setup.

(continued)
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Table 4.6 Winnt.exe Command Switches (continued)

Switch Meaning

Irifolder Specifies an optional folder to be installed. The folder remains after
Setup finishes. Use additional /r switches to install additional
folders.

Ir[x]sfolder Specifies an optional folder to be copied. The folder is deleted after

/E

Setup finishes.

Specifies a command to be carried out at the end of the GUI-mode
portion of Setup.

Performing a New Installation by Using the Setup Startup
Disks

The following procedure describes installing Windows 2000 Professional by
using the four Setup floppy disks.

Before you begin Installing Windows 2000 Professional by using the Setup
startup disks, make sure your BIOS is set to start from the floppy drive, then the
hard disk drive. For example, Boot Sequence A, C (A being your floppy drive, C
being your hard drive).

1.

With your computer turned off, insert the Windows 2000 Professional Setup
startup disk #1 into your floppy disk drive.

2. Start your computer.

. When your computer starts from the floppy drive, the Windows 2000

Professional Setup screen appears as blue text.

Setup inspects your computer’s hardware configuration, and then begins to
install the Setup and driver files. After a short time, it asks you to insert startup
disk #2.

. After startup disk #2 is inserted, Setup continues to install files needed for

installation. Insert startup disk #3 when prompted, and then startup disk #4
when prompted.

Startup disk #4 will finish loading the driver files. After all the files are
installed, the Welcome to Windows 2000 Professional Setup screen appears,
asking you to chose from the following three options:

= To Setup Windows 2000 Professional now, press ENTER.

= To repair a Windows 2000 Professional installation, press R.

= To quit Setup without installing Windows 2000 Professional, press F3.
Pressing ENTER continues installation.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

Next, a blue text screen version of the License Agreement appears. Read the
License Agreement, and then press F8 if you agree to the terms to continue the
installation.

The Windows 2000 Professional Setup screen appears and welcomes you to
Setup, and then a second screen appears with the following options:

» To Setup Windows 2000 on the selected partition, press ENTER.

» If you have unpartitioned space on your hard drive, Setup asks if you want
to create a partition in the unpartitioned space. Press C to select this option.

= To delete the selected partition, press D.

If you elected to install Windows 2000 Professional on a FAT partition, Setup
asks if you want to leave the current file system intact, format the partition as
FAT16, convert the existing file system to NTFES, or format the partition using
the NTFS file system.

Next, Setup examines the existing hard disks, and then copies the files needed
to complete the installation of Windows 2000 Professional. After files are
copied, the computer restarts.

When the computer finishes restarting, the Windows 2000 GUI mode Setup
Wizard screen appears. Setup then proceeds to detect and install devices such
as the mouse and keyboard. This can take several minutes.

The next screen that appears is the regional options screen. At this point, you
can customize your installation of Windows 2000 Professional for such
settings as locale, number format, currency, time, date, and language.

The Personalize your Software screen follows. You are asked to type in your
name and the name of your organization.

The next screen is the Product ID screen, where you are required to enter the
25-character product key that appears on the CD case.

Next is the Computer Name and Password screen. You can either accept the
default name that Setup generates, or you can give the computer a different
name. You are also asked for an administrative password. You can leave this
empty, but it is not recommended.

The Date and Time settings screen asks you to set the correct date and time
for your computer.

Next is the Network Settings screen. Windows 2000 Professional detects your
network settings, and then asks if you want to use Typical or Custom settings.
Typical will set default network settings such as File and Print for Microsoft
Networks, Client for Microsoft Networks, and TCP/IP protocol using DHCP.
Custom settings gives you the ability to choose the network components that
you require for your network environment.

The Workgroup or Computer Domain screen is where you add your
computer to a workgroup or join a domain.
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19. Next is the Installing Components screen, where Windows 2000 Professional
Setup installs the operating system components. This can take a few minutes.

20. During the final stage of installation, Windows 2000 Setup completes the
following:

= Installs Start menu items
» Registers components

= Saves settings

= Removes temporary files

Setup is now complete. For further information about setting up accounts, joining
a workgroup, or joining a domain, see “Post-Installation Tasks™ later in this
chapter. -

Performing a Clean Installation From the CD-ROM

You can perform a clean installation of Windows 2000 Professional from within
an existing Windows 95, Windows 98, Windows NT Workstation 4.0, or
Windows NT Workstation 3.51 operating system by using Winnt32.exe. From
within Windows 3.x or MS-DOS, use Winnt.exe.

1. Start your computer by inserting the Windows 2000 Professional operating
system CD into your CD-ROM drive.

2. If Windows automatically detects the CD, click Install Windows 2000, and
Setup begins automatically.
If Windows doesn’t automatically detect the CD, start Setup from the Run
command prompt.
= In Windows 95, Windows 98, or Windows NT Workstation 4.0, from the
Start, click Run.

« In Windows NT Workstation 3.51 or Windows 3.1, in Program Manager,
click File, and then click Run.

Note You can also run Setup.exe from the root of the CD.

3. At the command prompt, type the following command, replacing D with the
letter of your CD-ROM drive:

D:\i386\winnt32.exe

If you’re using Windows 3.1 or starting from MS-DOS, type the following
command at the prompt, replacing D with the letter of your CD-ROM drive:

D:\i386\winnt.exe
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The procedure from the CD is the same as performing a clean installation by using
the four startup disks. After you start the installation, refer to “Performing a New
Installation by Using the Setup Startup Disks” in “Running Setup for a Clean
Installation of Windows 2000 Professional” earlier in this chapter.

Performing a Clean Installation From a Network
Connection

Using your existing operating system, establish your connection to the shared
network folder that contains the Setup files. You can also use an MS-DOS or
network installation disk containing network client software to connect to the
network server. (Make sure disk caching software, such as Smartdrv, is loaded.)
The syntax is:

\\servername\sharename\i386\winnt.exe

The procedure for a network installation is the same as for performing a clean
installation by using the four startup disks. After you start the installation, refer to
“Performing a New Installation by Using the Setup Startup Disks” in “Running
Setup for a Clean Installation of Windows 2000 Professional” earlier in this
chapter.

Adding Additional Components

After Setup has finished, you can install optional components. In Windows 2000
Professional, components that were optional with Windows NT 4.0 or earlier and
Windows 95 or Windows 98 are now automatically installed by Setup, such as
Notepad, Paint, and some network-related components. To support the installation
of these optional components, Windows 2000 Setup provides a mechanism that
allows any number of these components to be installed on a stand-alone computer
after setup has finished.

If you want to install additional components from within Windows 2000
Professional, you can use the Add/Remove Programs in Control Panel. After you
click the Add/Remove Windows Components icon, a screen appears, giving a
list of components. These include:

= Indexing Service

» Internet Information Services

» Management and Monitoring Tools

= Message Queuing Services
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=  Networking Services
= Other Network File and Print Services
= Script Debugger

Note If you want to install or remove components after Setup has finished, you
must have administrator privileges.

Figure 4.10 shows the optional components available for Windows 2000
Professional.

| vidsar
§ Windows Components
[ ‘You can add or remove components of Windows 2000.

) % Internet Information Services (iIS)
g:l Management and Monitaring Tools

7] =3 Message Queuing Services
a K N

Figure 4.10 Windows 2000 Professional Optional Components
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Some components contain subcomponents. These can be viewed by clicking the
Details button, located on the Windows Components Wizard dialog box.
Figure 4.11 shows the subcomponents of the Microsofte Internet Information
Services (IIS) component.

To add of remave a componerd, click the check box, A shaded box means that anly part
of the component will be installed. To see what's included in a componert, click Detals.

Subcomponents of Intemel Information Sewnces {isy

. D@Documentanon 35MB .
] Dﬁe Transfer Protocol (FTP) Server 0.1MB
O @FrontPage 2000 Server Extensions 41MB
- |07 18 Intermet Information Services Snapin 13MB I
|01 §5 Personal Web Manager 14MB |
CUBLSMIPSeicn, oo 49 =l

Descnpuon Required 1S program files. These f||es are requued by many of lhe
: ; companents but should not be mslalled xndependemy

To!alduskspace requued S DiMB SR
. Space available on disk: - 907.8MB

Figure 4.11 1IS Details

You can add or remove additional components by using the Add/Remove
Programs facility, which can be accessed in Control Panel.

After choosing the optional components you want, you are asked to restart the
computer to complete the configuration.

Post-Installation Tasks

After completing the installation process on a stand-alone computer, you must log
on to the operating system as an administrator to create new accounts, join a
workgroup or domain, or create an emergency repair disk.

Logging on to Windows 2000 Professional

When your computer restarts after installation, log on to Windows 2000
Professional for the first time.

On a clean installation of Windows 2000, you are prompted to automatically log
on with a user name generated by Setup. If you choose to do this, a user account is
created with the suggested name, and you are automatically logged on every time
you start the computer.
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» To log on to Windows 2000 Professional by using the Administrator account

1. In the Log on to Windows 2000 dialog box, type the Administrator password
that you created during Setup.

2. Press ENTER.

Note If your system automatically logs you on, but you prefer a standard logon
process, you can configure that option through the Users and Passwords icon in
Control Panel. Double-click Users and Passwords, and then select that Users
must enter a user name and password to use this computer check box.

Joining a Workgroup

A workgroup is one or more computers with the same workgroup name. Any user
can join a workgroup. If you won’t be working on a network, specify that you
want to join a workgroup. To join a workgroup, you must provide an existing or
new workgroup name, or you can use the workgroup name that Windows 2000
Professional suggests during Setup.

Joining a Domain

A domain is a collection of computers defined by a network administrator for
security and administrative purposes. Check with your network administrator to
see if you need to join a domain.

Joining a domain during Setup requires a computer account in the domain you
want to join. If you’re upgrading from Windows NT Workstation, Setup uses your
existing computer account. Otherwise, you’ll be asked to provide a new computer
account. Ask your network administrator to create a computer account before you
begin Setup. Or, if you have the appropriate privileges, you can create the account
during Setup, and then join the domain. To join a domain during Setup, you need
to provide your Domain user name and password.

Note A computer account differs from your user account in that it identifies your
computer to the domain, but a user account identifies you to your computer.

If you have difficulty joining a domain during Setup, join a workgroup instead,
and then join the domain after you finish installing Windows 2000 Professional.

If you’re joining a domain, the Network Identification wizard appears before you
can log on to Windows 2000 Professional to help you connect your computer to a
network.
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Creating a User Account

Your user account identifies your user name and password, the groups of which
you’re a member, which network resources you have access to, and your personal
files and settings. Each person who regularly uses the computer needs a user
account. A user name and a password, both of which the user types when logging
on to the computer, identify the user account. You can create individual user
accounts after logging on to the computer as Administrator.

Note Windows 2000 Professional has two types of user accounts: domain user
accounts and local user accounts. With a domain user account, a user can log on
to the domain to gain access to network resources. With a local user account, a
user logs on to a specific computer to gain access to resources only on that
computer. If you’re not sure which account you need, check with your network
administrator. Domain user accounts are created by network administrators and
need to be added to local groups; they cannot be created on the local computers.

Creating an Emergency Repair Disk

After a successful installation of Windows 2000 Professional, it’s a good idea to
create an emergency repair disk in case of a future system failure. For more
information about creating an emergency repair disk (ERD), see “Troubleshooting
Tools and Strategies” in this book.

Additional Resources

» For more information about Windows 2000 Professional Setup, see
Windows 2000 Help.

» For more information about Windows 2000 Professional Setup, see the
Prol.txt and Pro2.txt files in the \Setuptxt folder on the Windows 2000
Professional operating system CD.

= For more information about Windows 2000 Professional hardware support, see
the Hardware Update link on the Web Resources page at:
http://windows.microsoft.com/windows2000/reskit/webresources.

= For more information about Windows 2000 Compatibility and BIOS issues,
see the Windows 2000 Upgrade link on the Web Resources page at:
http://windows.microsoft.com/windows2000/reskit/webresources.
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CHAPTER 5

Customizing and Automating
Installations

In an organization with a large number of computers, it is more cost effective to
automate the installation of Microsofte Windows® 2000 Professional than it is to
use the standard interactive Setup program to install it manually on individual
computers. Windows 2000 Professional includes methods and tools that allow you
to add specific components and applications to your installation and to distribute
that customized installation to the end-user with little or no intervention. In
Windows 2000 Professional, you customize your installation by using answer
files and by adding files and applications of your choice to a distribution folder.
There are a variety of tools that you can use to distribute customized

Windows 2000 Professional installations to destination computers. The method
you use depends on your current environment and needs.

In This Chapter

Quick Guide to Customizing and Automating Installations 146
Overview of Customizing and Automating Installations 147
Step 1: Plan 155

Step 2: Prepare 160

Step 3: Customize 172

Step 4: Deploy 196

Related Information in the Resource Kit

= For more information about installing Windows 2000 Professional on a stand-
alone computer, see “Installing Windows 2000 Professional” in this book.

= For more information about creating answer files, see “Sample Answer Files
for Windows 2000 Professional Setup” in this book.

= For more information about planning Microsofte Windowse 2000
deployments, see the Microsofte Windowse 2000 Server Resource Kit
Deployment Planning Guide.
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Quick Guide to Customizing and Automating
Installations

Windows 2000 Professional provides tools and methods for customizing and
automating installations to meet a range of user requirements and software and
hardware configurations. Use this guide to understand the steps in the
customization and automation process and to choose the best tool and method for
your needs.

[h Understand the process and tools for customizing and automating an installation.

Familiarize yourself with the steps involved in customizing and automating a
Windows 2000 Professional installation. Determine the best methods and tools to
use for installing Windows 2000 Professional and Microsofte Windowse 95,
Microsofte Windowse 98, or Microsofte Windows NTe version 4.0.

= See “Overview of Customizing and Automating Installations ” in this chapter.

Plan for the most appropriate method to customize and automate your installation.

Plan your installation by conducting an inventory of your existing computers;
assessing your network infrastructure; and determining your organization’s user
types, requirements, and preferences. You must know, for example, the number of
computers in your organization; their existing software and hardware
configurations; whether applications are required or optional; protocols and
network speed; and whether or not there is a Windows 2000 Server infrastructure
in place when you deploy Windows 2000 Professional. Choose the appropriate
tools and methods for your existing environment.

= See “Step 1: Plan” in this chapter.

Th Prepare for a successful customized and automated installation.

- Prepare for your installation: find the information you need; verify that you have
the required hardware and software; set up a distribution folder; and create an
answer file.

= See “Step 2: Prepare” in this chapter.
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[1' Modify the answer file and populate the distribution folder.

Add entries in the answer file to automate specific tasks during installation.
Populate the distribution folder by adding files, programs, and applications of
your choice. These can include mass storage device drivers, Plug and Play device
drivers, and applications.

= See “Step 3: Customize” in this chapter.

; Ell Distribute your customized installation files and start Setup on the destination
: computers.

Run Setup in unattended mode (Winnt.exe or Winnt32.exe with the /u switch) on
individual computers, over the network, or on a master computer to create a
master installation. If you are not automating the installation individually on each
computer, you can choose one of the imaging tools (System Preparation tool
[Sysprep] or Remote Installation Services [RIS]) or a network management tool
(Microsofte Systems Management Server) to distribute your customized
installation files and start Setup on the destination computer.

= See “Step 4: Deploy” in this chapter.

Overview of Customizing and Automating
Installations

In large organizations which support hundreds or even thousands of desktop
computers, it is expensive and inefficient to install the operating system manually
on each computer, and to answer every question Setup asks. In this environment,
it is often necessary to automate the installation process. Different software and
hardware configurations and varying user needs also make it necessary to
customize installations.

An automated installation involves running Setup with minimal or no user
interaction. Questions asked when Setup is running, are answered by an answer
file. An answer file or script file is a text file with a specific format that contains
predefined settings and information used by Setup. It can also contain optional
information or instructions for running programs and applications.

A custom installation is a modification of a standard Windows 2000 Professional
installation that supports specific hardware and software configurations and meets
specific user needs. To customize an installation, modify the answer file to
provide Setup with specific answers and instructions and add specific custom
files, applications, and programs to the distribution folder.
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Customization and Automation Process

The process for customizing and automating a Windows 2000 Professional
installation includes the following steps:
1. Plan

Gather the data you need to choose the appropriate tool for installing the
operating system in your organization. As you plan for the installation,
determine types of users and their needs; conduct an inventory of existing
clients and assess your network infrastructure.

2. Prepare

Gather all necessary information, verify that you have the software and
hardware that you need, create a distribution folder, and create an answer file.

3. Customize

Add devices, drivers, applications, Help files, support information, and other
components of your choice.

4. Deploy

Deploy the operating system in an automated fashion using the tool you chose
in step 1.
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Each of these steps is described in detail in this chapter. Figure 5.1 illustrates the
entire process.

Start

Ej Plan

¢ Determine user types and requirements.
* Conduct a client inventory.

» Assess network infrastructure.

* Choose appropriate tool.

Prepare
+ Obtain necessary information.
* Verify hardware and software requirements.
* Create a distribution folder or a reference configuration.
* Create an answer file.

Customize
* Add hardware devices?
* Set passwords?
¢ Customize language options?
* Run a program during setup?

vV
' Deploy
Manually run Setup in ; Use Sysprep, Remote
unattended mode. nvgg;gg dqf ployment Installation Services,

or SMS.

Run Setup in unattended mode:
* winnt/u
* winnt32/unattended

Which tool should I use?

!

Sysprep ! Remote Systems
Installation Management
Services Server

Figure 5.1 Generic Method for Automating and Customizing Installations



150 Part2 Deployment and Installation

What’s New

Windows 2000 Professional introduces many new features that simplify the
process of customizing and automating an installation. It also includes
enhancements to existing features in other versions of Windows, making it easier,
more efficient, and less expensive to customize, automate, and deploy an
installation of the operating system. Some of the most important features and
benefits of Windows 2000 Professional include the following:

Setup Manager, for more efficient creation of answer files. Setup Manager is a
wizard that guides you through the process of creating a custom answer file. You
can use it to set many of the answer file parameters that customize and automate
an installation. Using this tool also minimizes data-entry errors that are more
likely to happen when using a text editor to create the answer file.

Greater choice of tools and methods. Windows 2000 Professional provides
customization and automation tools and methods. Choose from either an
improved version of the traditional unattended installation method or from new
imaging tools, such as Remote Installation Services (RIS) and the System
Preparation Tool (Sysprep). Your choice depends on the specific needs of users in
your organization, your computer configurations and models, your existing
network infrastructure, and the number of computers participating in the
customization and automation process.

Easier to customize components. With Windows 2000 Professional you can
customize nearly all installation components, including installing modems,
installing sound cards, presetting passwords, presetting time zones, detecting
display options, and automatically converting file allocation table
(FAT16/FAT32) file systems to NTFS. You can also automate computer-specific
information, such as setting static IP addresses or using a list of computer names.

Automatic application installation. Windows 2000 Professional enables you to
conveniently install applications during the automation process.

Flexibility in your choice of hardware. You can install devices on computers
running Windows 2000 Professional that do not have built-in support in the
operating system.

Audit capability. Windows 2000 Professional allows you audit and test
installations.

Methods and Tools for Customizing and Automating Installations

The primary methods and tools available for automating and customizing
Windows 2000 Professional installations are the following.
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Unattended installations using Winnt.exe and Winnt32.exe. Unattended
installations allow administrators to completely or partially automate installation
of Windows 2000 Professional on multiple computers, requiring minimal user
input.

Disk duplication using Sysprep.exe. Disk duplication, or imaging, is a method for
duplicating a configuration to multiple destination computers. The destination
computers might be part of a network or nonnetworked. Sysprep works on
computers that have similar hardware configurations with identical hardware
controllers and hardware abstraction layers (HALs) as the source computer.

Remote Installations using Remote Installation Services. Remote installation
allows you to perform clean installations of Windows 2000 Professional on clients
that are part of a Microsofte Windowse 2000 Server—based network and that are
properly configured to support RIS. With this technology, clients use a RIS server
to start remotely and to install Windows 2000 Professional and applications.

Electronic distribution using Systems Management Server or third-party software
management software.

Microsofte Systems Management Server version 2.0 provides tools that allows
administrators to centrally deploy and manage Windows 2000 Professional.

Feature Comparison with Previous Versions of Windows

Depending on whether you are upgrading from Windows 95, Windows 98, or
Microsofte Windows NTe Workstation version 4.0, you might be familiar with
the customization and automation tools available in Windows 2000 Professional.

Windows 95

Use Table 5.1 to compare the customization tools used for Windows 95 with
those prescribed for Windows 2000 Professional.
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Table 5.1 Comparison of Customization Tools for Windows 95 and Windows 2000 Professional

Windows 95

Windows 2000 Professional

Use NetSetup to create answer files.

You can perform unattended installations but no support
is provided for:

= Third-party drivers.

= Multiple network adapters.

»  Microsoft® Internet Explorer and Proxy services.
= Selection of components (Notepad).

Create an answer file in Msbatch.inf format by using
NetSetup.

Use Msbatch.inf to customize system settings, force
Setup options, and copy additional files.

Use NetSetup to prepare a network server to run
Setup.exe on client computers.

Add device drivers by using a trial and error process.

Use Automate.inf to create answer files that include the
Windows 95 Accessibility Options.

Use Netdet.ini to detect components on NetWare
networks.

Use Wrkgrp.ini to specify a list of workgroups that users
can join.
Use System policies and user profiles to customize the

desktop contents and restrict users’ abilities to change
configurations.

Use Setup Manager to create answer files.

You can perform unattended installations with added
support allowing the following:

= Plug and Play drivers can be added to the
distribution folder for automation.

= Multiple network adapters can be configured.

= Internet Explorer and proxy services with answer
files or IEAK ins files can be configured.

Support is also provided for selection of components.

Create an answer file in Unattend.txt format by using
Setup Manager or a text editor, such as Notepad.

Use answer files in Unattended.txt format to
customize system settings, force Setup options, and
copy additional files.

Use Setup Manager to create a distribution folder and
copy the Windows 2000 Professional installation files
and optional components.

—Or-

Use Remote Installation Services (RIS).
—-Or -

Use Systems Management Server (SMS).

Add device drivers by using the distribution folder
and answer files.

Accessibility options are installed by default.

Use the [NetProtocols], [params.MS_NWIPX], and
related sections in the answer file to detect
components on NetWare networks.

Use the [Identification] section in the answer file to
specify a list of workgroups that users can join.

Use Group Policy to customize the desktop contents
and restrict users’ abilities to change configurations.

Windows 98

Use Table 5.2 to compare the customization tools used for Windows 98 with
those prescribed for Windows 2000 Professional.
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Table 5.2 Comparison of Customization Methods for Windows 98 and Windows 2000 Professional

Windows 98

Windows 2000 Professional

Use Microsoft Batch 98 to create Setup scripts.

You can perform unattended installations but no support
is provided for:

= Third-party drivers.

= Multiple network adapters.

= Microsoft® Internet Explorer and Proxy services.
= Selection of components (Notepad).

Use Msbatch.inf to customize system settings, force
Setup options, and copy additional files.

To install the operating system over the network, use a
simple drag-and-drop solution: copy the Windows 98
CAB files to an installation point on a network server.

Use INF Installer (Infinst.exe) to add device drivers.

Use Preptool to duplicate (image) custom Windows 98
installations.

Use Microsoft Batch 98 to generate a script with the
Windows 98 accessibility options.

Use Netdet.ini to detect components on NetWare
networks.

Use Wrkegrp.ini to specify a list of workgroups that users
can join.

Use System policies and user profiles to customize the
desktop contents and restrict users’ abilities to change
configurations.

Use Apps.inf to automate upgrades from Windows 95 to
Windows 98.

Use Setup Manager to create answer files.

You can perform unattended installations with added
support allowing the following:

= Plug and Play drivers can be added to the
distribution folder for automation.

= Multiple network adapters can be configured.

= Internet Explorer and proxy services with answer
files or IEAK.ins files can be configured.

Support is also provided for selection of components.

Use answer files in Unattended.txt format to
customize system settings, force Setup options, and
copy additional files.

To install the operating system over the network, use
Setup Manager to create a distribution folder and
copy the Windows 2000 Professional installation files
and optional components to that central installation
point.

—Or-

Use Remote Installation Services (RIS).

—Or—

Use Systems Management Server.

Use the distribution folder, the [MassStorageDrivers]
and [OEMBootFiles] sections in the answer file, and
Txtsetup.oem file to add device drivers.

Use Sysprep to duplicate (image) custom

Windows 2000 Professional installations.

Accessibility options are installed by default.

Use the [NetProtocols], [params.MS_NWIPX], and
related sections in the answer file to detect
components on NetWare networks.

Use the [Identification] section in the answer file to
specify a list of workgroups that users can join.

Use Group Policy to customize the desktop contents
and restrict users’ abilities to change configurations.

Use Setup in unattended mode or Systems
Management Server to automate upgrades from
Windows 98 to Windows 2000 Professional.
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Windows NT Workstation 4.0

If you are upgrading from Windows NT Workstation 4.0, refer to Table 5.3 to
compare the customization methods you used to the methods available in

Windows 2000 Professional.

Table 5.3 Comparison of Customization Methods for Windows NT Workstation 4.0 and Windows 2000
Professional

Windows NT Workstation 4.0

Windows 2000 Professional

Use Setup Manager to create Setup scripts.

You can perform unattended installations but no support

isp
[ ]
n

rovided for:

Third-party drivers.

Multiple network adapters.

Microsoft® Internet Explorer and Proxy services.

Selection of components (Notepad).

Sysprep.exe is used to replicate model computer
configurations to destination computers with exactly the
same hardware.

There is no support for regional options.
Sysprep.exe is available only with a signed license.

There is no support for configuring network and
domain components.

Use the improved version of Setup Manager to create
answer files.

You can perform unattended installations with added
support allowing the following:

= Plug and Play drivers can be added to the
distribution folder for automation.

= Multiple network adapters can be configured.

= Internet Explorer and proxy services with answer
files or IEAK.ins files can be configured.

Support is also provided for selection of components.

Enhanced Sysprep.exe is used to replicate model
computer configurations to destination computers
with diverse hardware. The hardware controller and
HAL must still be identical on the destination
computers.

= Sysprep.exe can be used for networked
computers.

= Support is provided for regional options and
multiple languages.

= Sysprep.exe is integrated with the operating
system; no license is required.
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Step 1: Plan

Effective planning helps minimize the time and effort spent in deploying
Windows 2000 Professional. Planning for a custom and automated installation is
critical for a successful installation. During this step of the process, you gather the
data you need to choose the appropriate tool for installing the operating system in
a way that best suits organization. As you plan for the installation, you must
determine types of users and their needs; conduct an inventory of existing clients
and assess your network infrastructure.

For an overview about how to plan Windows 2000 Professional deployment and
installations, see “Deploying Windows 2000 Professional” in this book. For a
thorough discussion about this subject, see the chapters under “Network
Infrastructure Prerequisites” in the Deployment Planning Guide.

User Types and Requirements

Assess the requirements of your users and define user types. User requirements
and types are important factors in deciding what to customize and how to conduct
an automated installation. For example, if a group of users needs a specific
application, you must add it to the distribution folder or customize the answer file
so that Setup installs it as part of the unattended installation.

There are many ways to classify user types. Some criteria include the level of
computer knowledge (such as beginning, intermediate, or advanced); location
(such as on-site, roaming, or remote); job function (such as members of
marketing, research, or customer service departments), or job categories (such as
manager, project lead, or individual contributor).

For example, after you have classified users into groups or types by computer
knowledge, you determine how many and what choices you give a particular
group in an installation. You want to allow less knowledgeable or task-oriented
users to make few or no choices during installation. Advanced users might require
additional choices during installation. So then in this case you might decide to
have two different answer files—one for beginner users and another for those
with more experience.

User requirements might also include language (English or Spanish), regional
options (country/region and time zone), and applications (line-of-business
applications, spreadsheets, word-processing applications).

Table 5.4 lists key planning issues related to user requirements and types and
describes how these issues might affect your plan.
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Table 5.4 Key Planning Issues for User Types and Requirements

Issue

Effect on Your Plan

User types

Language and
regional options
requirements

Application
requirements

User types affect the how you customize the Setup wizard, what
security settings you use, network configuration, and so on. Examples
of sections in the answer file that depend on user types include [URL]
and [Components], which contain the parameters that define the
settings for the Windows 2000 browser and components (such as
Calculator, CD Player, and desktop wallpaper).

Language and regional requirements determine how to customize
language and regional options in the [RegionalSettings] section of the
answer file.

Application requirements for your users affect how you populate the
distribution folder and how you modify the answer file. Determine
which applications are required, which are optional, and which ones
have to be advertised only to specific users. If Windows 2000
Professional is used in a Windows 2000 Server-based network,
determine if applications will be deployed using Group Policy. If an
application, must be part of an installation, automate the installation of
applications by using Cmdlines.txt, the [GuiRunOnce] section of the
answer file or Sysdiff. If the applications must be advertised later, use
Windows Installer.

The use of Windows Installer is beyond the scope of this chapter. For
more information, see Windows 2000 Professional Help.

Conduct an Inventory of Clients

Conduct an inventory of your existing clients to determine the number of clients,
types of existing desktop operating systems, and types of hardware configurations
in your organization. Table 5.5 lists key planning issues related to conducting an
inventory and explains how these issues affect your plan. »



Chapter5 Customizing and Automating Installations 157

Table 5.5 Key Planning Issues for Conducting an Inventory

Issue

Effect on Your Plan

Types of desktop
operating system

Number of clients

Types of
hardware
configuration

Software and
hardware
compatibility

What desktop operating systems are used—whether Windows 95,
Windows 98, Windows NT Workstation 4.0, and so on—determine
whether you perform an upgrade or a clean installation. Some tools,
such as Systems Management Server, can only be used to upgrade
existing Windows operating systems. Windows 3.x clients cannot be
upgraded to Windows 2000 Professional; you must perform a clean
installation.

The number of computers you have has an impact on your choice of
tool for automating an installation. For example, if you have a large
number of computers, Sysprep, RIS, or Systems Management Server
are good choices. For a small number of computers, using the
Winnt.exe or Winnt32.exe programs in unattended mode (with the /u
or /unattend switch, respectively) alone might be sufficient.

Hardware configurations affect your choice of tool for automating an
installation and which hardware devices must be added to the
distribution folder and specified in the answer file.

For an example of the effect of hardware configuration on your
choice of tool, consider that if you choose to use Sysprep, all
computers (master computer and destination computers) must have
the same HAL, Advanced Configuration and Power Interface (ACPI),
and mass storage devices.

For an example of the effect of hardware configuration on your
migration path, consider the difference between keeping existing
hardware and buying new hardware.

For an example of the effect of hardware configuration on your
adding hardware devices to the distribution folder and specifying
then in the answer file, consider mass storage devices such as SCSI
hard drives. Windows 2000 Professional Setup detects and installs
most hardware devices automatically. However, to install a SCSI
device that is not supported by Windows 2000 Professional during
the text-mode phase of Setup, you must add the driver files for that
SCSI device and its Textsetup.oem file to the distribution folder
($OEMS subfolder) and you must modify the [MassStorageDrivers]
section of the answer file with the appropriate driver entries.

Ensure that the hardware on the target computer meets the minimum
requirements mentioned earlier and that the individual components
are listed in the Hardware Compatibility List (HCL). For more
information, see the HCL link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit

/webresources
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Assess Your Network Infrastructure

Assess your network infrastructure by identifying existing network protocols,
speed of network links (network bandwidth), and whether or not there is a
Windows 2000 Server—based network infrastructure in place when you install
Windows 2000 Professional.

Table 5.6 lists key planning issues related to assessing your network infrastructure
and describes how these issues affect your plan.

Table 5.6 Key Planning Issues for Assessing the Network Infrastructure

Issue

Effect on Your Plan

Network
infrastructure

Network
bandwith

Windows 2000
Server network
infrastructure

Network protocols determine how you customize network protocol and
associated adapter parameters in several networking sections of the
answer file, such as the [NetAdapter], [NetProtocols], and
[NetServices] sections.

The amount of network bandwidth available affects your choice of
installation tool and method. For example, in locations that do not have
a high-bandwidth connection to a network server, using a CD-ROM
drive or other local method of installing Windows 2000 Professional
(carrying out winnt or winnt32 at the command prompt on each
computer) is probably the best option. For users with high-bandwidth
network connections, but whose computers do not have a remote boot—
compliant network adapter or a computer that can be started from a
CD, a network-based image duplication or manual installation method
is the next best option.

Having an existing Windows 2000 Server infrastructure in place
affects the range of tools you can use to automate and customize
installations. For example, if you have a Windows 2000 Server—based
computer configured as a RIS server, you can use RIS to image and
automatically distribute customized images of a Windows 2000
Professional installation to users.

Choose the Appropriate Tool

Choose the appropriate tools and methods for your existing environment based on
the information you gathered in your plan as explained in the previous sections.
Table 5.7 provides guidelines to help you choose the appropriate tool for your
particular environment.



Chapter 5 Customizing and Automating Installations 159

Table 5.7 Guidelines for When to Use a Tool for Customizing and Automating Installations

Tool

When to Use

Winnt.exe or
Winnt32.exe

Sysprep

Remote
Installation
Services (RIS)

Systems
Management
Server

Use Winnt.exe when running Setup on Microsoft® MS-DOSe® or Microsofte Windows® 3.1—
based clients. Perform an automated installation by specifying the /u switch and using an
answer file. Use this tool locally on each computer or remotely over the network.

Use Winnt32.exe when upgrading Windows 95, Windows 98, Windows NT Workstation 4.0,
or beta versions of Windows 2000 to Windows 2000 Professional. Perform an automated
installation by specifying the /unattend switch. Use this tool to run Setup locally on each
computer, remotely over the network, for a clean installation, or for an upgrade.

These tools are appropriate for installing Windows 2000 Professional on a large number of
clients with different hardware and software configurations.

The major advantage of these tools is their flexibility. When you run the commands manually,
the disadvantage is that you must use them on each computer individually. The disadvantage of
this tool is that you must install applications individually on each computer.

Use Sysprep to install an identical configuration, including applications, on multiple computers.
Sysprep allows you to duplicate a custom image based on a Windows 2000 Professional
installation from a master computer to destination computers. Both the master and destination
computers must have similar hardware and software configurations. The master computer and
the destination computers must have the same HAL and mass storage device controllers.

You can also use Sysprep if you have slow network links, in which case you can burn the image
of the master computer on CDs and use the CDs to distribute the customized installation.

You can use Sysprep for clean installations only, not for upgrades.

Use RIS when you want to standardize a Windows 2000 Professional configuration on new
computers or on computers with an existing operating system that you can replace with
Windows 2000 Professional. With RIS you can create two types of media: CDs or images.

RIS uses the Pre-Boot eXecution environment (PXE) to initiate a Windows 2000 Professional
installation from a RIS server computer and then install the operating system on a client’s hard
disk.

The major advantage of RIS is that it allows you to standardize your Windows 2000
Professional installation, enables you to customize and control the end-user installation (you can
configure the end-user Setup wizard with specific choices that can be controlled by using Group
Policy), and gives you a choice of media to distribute the software.

You can use RIS for clean installations only, not for upgrades.

Use Systems Management Server to perform managed upgrades of Windows 2000 Professional
to multiple computers, especially those that are geographically dispersed.

The primary advantage of upgrading by using Systems Management Server is that you can
maintain centralized control of the upgrade process. For example, you can control when
upgrades take place, which computers to upgrade, and how to apply network constraints.

You can use Systems Management Server for upgrades of Windows—based clients only, not for
clean installations.
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Where Do You Find These Tools and Related Information?

Table 5.8 provides the locations of the tools and related information.

Table 5.8 Where to Find the Windows 2000 Professional Installation Tools

Tool/Information Go To

Winnt.exe \i386

Winnt32.exe \i386

Sysprep.exe Support\Tools\deploy.cab on the Windows 2000
Professional operating system CD

Syspart Support\Tools\deploy.cab on the Windows 2000

RIS for Remote Installation Services

Systems Management Server
Sysdiff

Setup Manager
Sample answer files
Windows 2000 product family CDs

Microsoft Windows 2000 Guide to
Unattended Setup (Unattend.doc)

Professional operating system CD

Included in Microsoft Windows 2000 Server
under Administrative Tools.

Systems Management Server product CD.

Microsoft OEM System Builder Web site at:
http://oem.microsoft.com/

Support\Tools\deploy.cab on the Windows 2000
operating system CD

“Sample Answer Files for Windows 2000
Professional Setup” later in this book

General packaging

Support\Tools\deploy.cab on the Windows 2000
operating system CD

Step 2: Prepare

To prepare for a custom and automated installation, perform the following steps.

1. Get all the necessary information.

2. Verify that you have the hardware and software you need.

3. Create a distribution folder.

4. Create an answer file.

The following sections explain what you must do to accomplish these tasks.

Get the Necessary Information

Table 5.9 provides a checklist of the information you need to get before
automating and customizing an installation.
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Table 5.9 Checklist for Preparing to Customize and Automate an Installation

Information

Reference

Obtain latest installation information.

Understand the Windows 2000 setup
process.

Verify hardware compatibility.

Choose between performing an upgrade
of your existing operating system and
performing a clean installation.

Back up your data.

Consider issues for multiple-boot
configurations: Do you want to be able to
choose between different operating systems
each time you start your computer?

Create disk partitions: Do you have to
create disk partitions or make changes to
your existing disk partitions?

Decide what components are required
for your customization: Choose what
hardware, drivers, applications, and
optional files you want to add to the
distribution folder.

If you are running Winnt.exe or
Winnt32.exe over the network: Select
network connectivity, bootable floppy
disks, or a bootable compact disc to connect
to the distribution share that contains the
installation files.

Relnotes.txt and Readlst.txt on the
Windows 2000 Professional operating
system CD.

“Setup and Startup” in this book.

For the most up-to-date list of supported
hardware, see the Hardware Compatibility
List link on the Web Resources page at
http://windows.microsoft.com
/windows2000/reskit/webresources

For a version that was accurate as of the
date Windows 2000 Professional was
released, see Windows 2000 Professional
operating system CD in
drive:\Support\Hcl.txt.

“Installing Windows 2000 Professional” in
this book.

“Installing Windows 2000 Professional”
earlier in this book.

“Installing Windows 2000 Professional” in
this book.

“Installing Windows 2000 Professional” in
this book and “Sysprep” later in this
chapter.

“Step 3: Customize” later in this chapter.

“Running Setup from the Operating System
CD” in this chapter.
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Verify Hardware and Software Requirements

Table 5.10 provides a checklist of the hardware and software you need to
customize and automate an installation.

Table 5.10 Checklist of Hardware and Software Requirements for Customizing and Automating an
Installation

Hardware and Software Requirements Reference

If you are using Sysprep: “Sysprep” later in this chapter.

= Master (reference) computer. This is the computer on which you
install Windows 2000 Professional customized to your
specifications. Use the installation on this master computer to
generate the image that is used to install Windows 2000
Professional on the destination computers.

= Destination computers. These are the computers to which you
distribute the installation of Windows 2000 Professional from the
master image.

= Disk-duplicating equipment or software. You must have third-
party hard disk—duplicating tools such as Ghost or PowerQuest
drive image software to generate the master image for distribution to
the destination computers.

If you are using RIS: “Remote Installation Services” later in

= A Windows 2000 Server computer configured as RIS this chapter.

server.This configuration requires the Dynamic Host Configuration  Microsoft® Windows® 2000 Server

Protocol (DHCP), a Domain Name System (DNS) server, Active Resource Kit Distributed Systems
Directory, a RIS server, and Group Policy. Guide.
If you are using Systems Management Server: “Using Systems Management Server”

= Systems Management Server software configured on a later in this chapter.

Windows 2000 Server computer. Microsoft® Systems Management
Server Resource Kit.
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Create a Distribution Folder

A distribution folder is a hierarchical folder structure that contains the

Windows 2000 installation files, as well as any device drivers and other files that
are required to customize and automate an installation. You can create one or
many distribution folders. Distribution folders typically reside on a server to
which the destination computers on which you want to install Windows 2000
Professional can connect.

One of the most important advantages of using a distribution folder is that it
provides a consistent environment for installing Windows 2000 Professional on
multiple computers. You can use the same distribution folder for all computers
with the same processor platform. For example, if you are installing

Windows 2000 on different models of computers with same processor platform,
all your answer files can reference the same distribution folder, provided it
contains the necessary drivers for all models. Then, if a hardware component
changes, you can place the new drivers in the subfolder, rather than change the
answer file.

To help load balance the servers and make the file-copy phase of Windows 2000
Setup faster for computers already running Windows 95, Windows 98,

Windows NT Workstation 4.0, or Windows 2000, you can create distribution
folders on multiple servers. You can then run Winnt32.exe with up to eight source
file locations.
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Distribution Folder Structure

Figure 5.2 shows the distribution folder structure that you must create and the
relative location of each subfolder.

\i386
Contains i386 folder contents from the operating
system, and optionally, the $$ Rename.txt file.

1 \$OEMS$
Contains all supplemental files for the operating system installation.

\Textmode
Contains mass storage device drivers (SCSI and HAL).

(7188
Equivalent to %windir% (for example, C:\Winnt).

(1 \Help
Contains Help files to be copied to
%windir%:\Winnt\Help during setup.

{1 \System32
Contains files to be copied to the
%windir%\System32 during setup.

1181
Equivalent to the system drive letter (automatically
redirects information to the specified system drive).

—{N\pnpPdrvers
Contains additional Plug and Play drivers
not included with Windows 2000.

\Sysprep
Contains files used to run Sysprep.

{1 \Drive_letter
Contains files and/or folders to be copied to
the root of the corresponding drive.

—{J\misc

Contains files to be copied to
Drive_letteAMisc (any folder name is valid).

Figure 5.2 Distribution Folder Structure
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\i386 Folder

This folder is the distribution folder. You create it at the root of the distribution
server (the server on which the distribution folder is located) by copying the
contents of \i386 on the Windows 2000 Professional operating system CD to the
distribution folder. The \i386 folder includes the following files and folders.

$$Rename.txt File

The $$Rename.txt file contains a list of files that Setup uses during the
installation process to convert specified file names from short to long. Each
subfolder in the distribution folder that contains file names that you want to
convert from long to short must have its own $$Rename.txt file.

\$SOEM$

This folder, which you create in the distribution folder as a subfolder of the \i386
folder, contains all the additional files required to complete the installation. If you
use the OemFilesPath key in the [Unattended] section of the answer file, you can
create the \SOEMS$ folder outside the distribution folder.

You can instruct Setup to automatically copy directories, standard 8.3 format files,
and any tools required for your automated installation to the \$SOEMS$ subfolder.

One of the additional files that you can add to the \SOEMS$ subfolder is
Cmdlines.txt. This file contains a list of commands that Setup carries out during
its GUI mode. These commands can, for example, run an INF file, an application
installation command, Sysdiff.exe, or another executable file. For more
information about the Cmdlines.txt file, see “Adding Applications” in this
chapter.

Note In this chapter, the GUI phase of Setup is referred to as “GUI mode,” and
the text phase of Setup is referred to as “text mode.”

As long as Setup finds the \SOEMS$ subfolder in the root of the distribution folder,
it copies all the files found in this directory to the temporary directory that is
created during the text phase of Setup.

\$OEM$\Textmode

This folder contains the hardware-dependent files that Setup Loader and text-
mode Setup install on the destination computer during text-mode setup. These
files can include original equipment manufacturer (OEM) HALSs; mass storage
device drivers; and Txtsetup.oem, which directs the loading and installing of these
components.

Be sure to list the Txtsetup.oem file and all the files placed in this folder (HALs
and drivers) in the [OEMBootFiles] section of Unattend.txt.
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\SOEM$\$$

The SOEM$\$$ subfolder is equivalent to the %systemroot% or %owindir%
environment variables. The subfolder contains additional files that you want
copied to the subfolders of the Windows 2000 Professional installation directory.
The structure of this subfolder must match the structure of a standard

Windows 2000 Professional installation, where SOEM$\$$ matches
%systemroot% or %owindir% (for example, C:\winnt), SOEM$\$$\System32
matches %windir%\System32, and so on. Each subfolder must contain the files
that need to be copied to the corresponding system folder on the destination
computer.

\SOEM$\$$\Help
This subfolder contains the OEM Help files to be copied to C:\Winnt\Help during
setup.

\$OEM$\$$\System32

This subfolder contains files to be copied to the C:\Winnt\System32 folder during
setup.

\SOEMS$\$1

This folder is equivalent to the SystemDrive environment variable. For example, if
the operating system is installed on drive C, \$SOEM$\$1 refers back to drive C.
The use of a variable makes it possible to rearrange drive letters without creating
errors in applications that point to a hard-coded drive letter.

\SOEM$\$1\PnPdrvrs

This folder contains additional Plug and Play drivers not included with
Windows 2000. You can replace PnPdrvrs with an name of your own choosing
with eight or fewer characters.

Note This folder replaces the Display and Net folders used in Windows NT
Workstation 4.0.

\SOEM$\$1\Sysprep
This subfolder contains the files required to run the Sysprep tool. For more
information about Sysprep, see “Sysprep” later in this chapter.
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\$OEM$\Drive_letter

Each \$OEMS$\Drive_letter folder contains a subfolder structure that is copied to
the root of the corresponding drive in the destination computer during text-mode
Setup. For example, files you put in an \$OEMS$\C folder are copied to the root of

drive C. You can also create subfolders in these folders. For example,
\$OEMS$\D\Misc creates a \Misc folder on drive D.

Files that must be renamed need to be listed in $$Rename.txt. Note that the files
in these subfolders must have short file names.

Creating a Distribution Folder

The easiest way to create a distribution folder is by using Setup Manager, a tool
that is available on the Windows 2000 Professional operating system CD.

Follow these steps to create a distribution folder manually:

To create a distribution folder

1. Connect to the network server on which you want to create the distribution
folder.

2. Create an \i386 folder on the distribution share of the network server.

To help differentiate between multiple distribution shares for the different
editions of Windows 2000 (Windows 2000 Professional, Windows 2000
Server, and Microsofte Windowse 2000 Advanced Server), choose another
name for this folder. If you plan to use localized language versions of
Windows 2000 for international branches of your organization, create separate
distribution shares for each localized version.

3. Copy the contents of the \i386 folder from the Windows 2000 Professional
operating system CD to the folder that you created.

4. In the folder that you created, create a subfolder named \SOEMS.
The \SOEMS$ subfolder provides the necessary folder structure for
supplemental files to be copied to the destination computer during setup.

These files include drivers, tools, applications, and any other files required for
deployment of Windows 2000 Professional within your organization.

The following information is provided to help make the creation of the
distribution folders easier and faster.

Copying a Folder to the System Drive of the Computer

You can copy an additional folder to the system drive during the customization
process. For example, you might want to copy a folder containing additional
device drivers.
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» To copy a folder to the system drive

1. In the \$OEMS$ subfolder of the distribution share, create a subfolder called
\$1. This folder maps to SystemDrive, the destination drive for the
Windows 2000 installation.

2. In the\$1 folder, copy the folder containing the files.
3. Verify that the following statement is in the Unattend.txt answer file:

OemPreinstall = Yes

Important The OemPreinstall = Yes statement is required if you are using the
\$OEMS folder to add any more files to the system.

Create an Answer File

An answer file or Setup script is a text file that follows a specific format and
syntax with all the information Setup must have to customize and automate an
installation. The Setup program uses this customized script to answer all the
questions it asks when it runs in interactive mode without requiring user input.

The answer file is usually named Unattend.txt, but you can use other names. Any
valid file name—for example, Comp.txt, Install.txt, and Setup.txt—can be used,
as long as the name is correctly specified in the Setup command. The use of
differentiated names for multiple versions of an answer file allows you to build
and use as many unique answer files as you need to maintain different scripted
installations for different parts of your organization. Note that answer files are
also used by other programs such as Sysprep, which uses the optional Sysprep.inf
file.

The answer file tells Setup how to interact with the distribution folders and files
you have created. For example, in the [Unattended] section of the answer file,
there is an “OEMPreinstall” entry that tells Setup to copy the $SOEMS$ subfolders
from the distribution folders to the destination computer.

You can create an answer file by using two tools:
» The Setup Manager wizard to create it automatically.

= A text editor such as Notepad to create it manually.

You can create the answer file from scratch or modify an existing one.
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Using the Setup Manager Wizard

The Setup Manager wizard is available on the Windows 2000 Professional
operating system CD in the Deploy.cab file of the Support\Tools folder. The
Setup Manager wizard helps you create and modify an answer file by providing
prompts for the information that is required for the answer file and then creating
it. The Setup Manager wizard can create a new answer file, import an existing
answer file for modification, or create a new file based on the configuration of the
computer on which it is running.

The following is a list of parameters that can be configured with the Setup
Manager wizard in the order in which they are presented. The Setup Manager
wizard then generates the results as answer file keys.

Set user interaction. This sets the level of user interaction that is appropriate
during the setup process.

Set default user information. Specify an organization or user name.

Define computer names. When an administrator enters multiple names during the
setup process, Setup Manager automatically generates the UDF file that is
required in order to add those unique names to each system during setup. If the
administrator imports names from a text file, Setup Manager converts each name
to a UDF file. The administrator can also set an option to generate unique
machine names.

Set an administrator password. The administrator can set an administrative
password and hide it from users. The Setup Manager wizard can also be set to
prompt the user for the administrative password during setup.

Display settings. The administrator can automatically set the display color depth,
screen area, and refresh frequency display settings.

Configure network settings. Any custom network-setting option that can be
configured from the desktop can be configured remotely using the Setup Manager
Wizard. The interface for setting network settings in the wizard is the same
interface that the user sees on their desktop. Using Setup Manager the
administrator can also join computers to a domain or workgroup, or automatically
create accounts in the domain.

Set time zone and regional options. Set the correct time zone using the same
property sheet that a user would access to change the time zone locally. Specify
regional options such as date, time, numbers, character sets, and keyboard layout.
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Set Internet Explorer 5 settings. The administrator can use Setup Manager to carry
out the basic setup for Internet connections, such as connecting to proxy servers.
If the organization wishes to customize the browser, the administrator can use
Setup Manager to access the customization tool that is part of the Internet
Explorer Administration Kit available from www.microsoft.com/windows/ieak.

Set telephony settings. Set telephony properties such as area codes and dialing
rules.

Add Cmdlines.txt files. These files are used to install additional components, such
as applications. For example, the administrator can add the command line to run
office setup by including the command line for office setup in the cmdlines.txt
file.

Create an installation folder. Use the default installation folder, \\winnt, to
generate a unique folder during setup or to set a custom folder.

Install printers. Set up multiple printers as part of the installation process.

Add commands to the Run Once section. Set up commands that run automatically
the first time a user logs on. These may include running an application setup
program, running a resource kit tool, or changing security settings.

Run commands at the end of setup. Specify commands that run at the end of the
setup process and before users log onto the system, such as launching an
application setup file.

Copy additional files. Specify additional files to be copied to the user’s desktop,
such as device-driver libraries. The administrator can also use Setup Manager to
specify where these files are copied.

Create a distribution folder. Create a distribution folder on the network that
includes the required Windows source files. You can also add files that you want
to copy or supply additional device drivers for use with Windows.

Setup Manager cannot perform the following functions:

= Specify system components, such as Internet Information Services.
= Create Txtsetup.oem files.
= Create subfolders in the distribution folder.

Table 5.11 describes some of the most common answer file specifications that are
created by Setup Manager.
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Table 5.11 Answer File Specifications Created by Setup Manager

Specification Purpose

Installation path Specifies the desired path on the destination computer in which to
install Windows 2000 Server.

Upgrade option Specifies whether to upgrade from Windows 95 or Windows 98,

Destination computer
name

Product ID
Workgroup or domain

Time zone

Network
configuration
information

Windows NT Workstation 4.0, or Windows 2000.

Specifies the user name, organization name, and computer name
to apply to the destination computer.

Specifies the product identification number obtained from the
product documentation.

Specifies the name of the workgroup or domain to which the
computer belongs.

Specifies the time zone for the computer.

Specifies the network adapter type and configuration with
network protocols.

Answer File Format

To create the answer file manually, use a text editor such as Notepad. In general,
an answer file consists of section headers, parameters, and values for those
parameters. Although most section headers are predefined, you can also define
additional section headers. Note that you do not have to specify all possible
parameters in the answer file if the installation does not require them. Invalid
parameter values generate errors or result in incorrect behavior after Setup. The
answer file format is as follows:

[sectionl]

;  Section contains keys and the corresponding
;  values for those keys/parameters.

;  keys and values are separated by ¢ =

signs

;  Values that have spaces in them usually require double quotes

; around them

key = value
[section2]
key = value
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Step 3: Customize

When you have created a distribution folder and an answer file, you can start
customizing the installation by adding devices, drivers, applications, Help files,
support information, and other components of your choice. Depending on what
you want to customize, perform either or both of the following tasks:

= Add entries in the answer file to provide specific instructions to be carried out
by Setup during installation.

= Populate the distribution folder by adding to it the files, programs, and
applications of your choice. These can include mass storage devices, Plug and
Play devices, and applications.

You can customize features and components in Windows 2000 Professional. The
examples provided cover the following:

» Adding hardware devices, including storage devices, Plug and Play devices,
and hardware abstraction layers (HALS).

= Setting passwords for local user accounts. You can also force all users or
certain users to change their passwords when they log on after an upgrade
from Windows 95 or Windows 98.

= Setting options for language and multilingual support and key descriptions for
other regional options such as language-specific keyboard layouts.

= Setting time zones.

= Specifying display settings to ensure that Setup automatically detects the
display resolution on a portable computer.

= Specifying file system settings to automatically convert FAT16/FAT 32 file
systems to NTFS during installation.

= Specifying BIOS settings to force Setup to use the computer’s BIOS to start
the computer.

= Using the $$Rename.txt file to automatically convert short file names to long
file names.

= Adding applications during the GUI-mode phase of Setup (using
Cmdlines.txt), when the user logs on for the first time (using [GuiRunOnce]),
using batch files, and packaging applications to be used with the Windows
Installer Service. :

There are a many Windows 2000 Professional features that you can customize
after installation, such as wallpaper, screen saver settings, Active Desktop, custom
toolbars and taskbars, and new Start and Programs menus options. For more
information about post-installation customization, see “Introduction to
Configuration and Management” and “Customizing the Desktop” in this book.
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Adding Hardware Devices

This section details the steps you take to add hardware devices, including:

= Mass storage devices
= Plug and Play devices
= HALs

For the most up-to-date information about hardware devices with Windows 2000,
see the Windows Driver and Hardware Development Web site link on the Web
Resources page at http://windows.microsoft.com/windows2000/reskit
/webresources

Mass Storage Devices

In Windows 2000 Professional, Plug and Play installs most hardware devices,
which can be loaded later in the setup process. However, mass storage devices,
such as hard disks, must be properly installed for full Plug and Play support to be
available during the GUI mode of Setup. For this reason, the installation of mass
storage devices is handled differently from that of other hardware devices.

Note It is not necessary to specify a device if it is already supported by
Windows 2000.

To add SCSI devices during text-mode Setup—that is, before full Plug and Play
support is available-——you must provide a Txtsetup.oem file that describes how
Setup needs to install the particular SCSI device. For more information about
Txtsetup.oem, see the Microsofte Windowse 2000 Device Driver Kit.

> To install a mass storage device

1. In the distribution folder, create the Textmode subfolder in the \$SOEM$
subfolder.

2. In the Textmode subfolder, copy the following files, which you obtain from
the device vendor (replace the word Driver with the appropriate driver name):

= Driver.sys
»  Driver.dll

= Driver.inf
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= Driver.cat

= Txtsetup.oem

Note You must also copy the driver files to the <PnPdrvrs> location that you
specified for the OemPnPDriversPath parameter in the answer file. For
example:

\$OEM$\$1\<PnPdrvrs>\<Storage>

Some drivers, such as SCSI miniport drivers, might not include a DLL file.

. In the answer file, create a [MassStorageDrivers] section, and include the

driver entries that you want to include. For example, a possible entry in the
[MassStorageDrivers] section might be the following:

"Adaptec 2940.." = "OEM"

Information for this section can be obtained from the Txtsetup.oem file, which
is provided by the hardware manufacturer.

. In the answer file, create an [OEMBootFiles] section, and include a list of the

files in the SOEM$\Textmode folder. For example, a possible entry to the
[OEMBootFiles] section might be the following:

[OEMBootFiles]
Driver.sys
Driver.d1l
Driver.inf
Txtsetup.oem

Where Driver is the driver name.

. In the Txtsetup.oem file, verify that a section named [Hardwarelds.Scsi.yyyyy]

exists. If it does not, create it following this format:

[HardwareIds.scsi. yyyyl
id = "xxoxx" , "yyyyy!

where xxxxx is the device identifier and yyyyy is the device service name. For
example, for the Symc810 driver, which has a device ID of
PCI\VEN_1000&DEV_0001, you create this section:

[Hardwarelds.scsi.symc810]
id = "PCI\VEN_1000&DEV_0001" , "symc810"
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Plug and Play Devices

Plug and Play device drivers that are not included on the Windows 2000
Professional operating system CD can easily be added by following the steps in
this section. This method works for all Plug and Play device drivers. You can also
use this method for updating drivers.

To add Plug and Play devices

1. In the \$SOEMS$ subfolder of the distribution folder, create a subfolder for any
special Plug and Play drivers and their INF files, for example:

$OEM$\$1\PnPDrvrs

2. In the answer file, edit the [Unattend] key for Plug and Play, adding the path to
the list of Plug and Play search drives, for example:

OEMPnPDriversPath = "PnPDrvrs"

To maintain the folders so that they can accommodate future device drivers,
create subfolders for potential device drivers. By dividing the folders into
subfolders, you can store device driver files by device type, rather than having all
device driver files in one folder. Suggested subfolders types include Audio,
Modem, Net, Print, Storage, Video, and Other. An Other folder can give you the
flexibility to store new hardware devices that might not be currently known.

If the PnPDrvs folder contains the subfolders Audio, Modem, and Net, the answer
file must contain the following line:

OEMPnPDriversPath = "PnPDrvs\Audio;PnPDrvs\Modem;PnPDrvs\Net"

Note The specified folder is created at the root of the system drive and remains
there after setup is complete.

Driver Signatures

If you intend to use any updated drivers, you must first verify that they are
properly signed. If they are not, those drivers might not be installed. To verify that
drivers are properly signed, contact the vendor.
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Driver Signing Policy
In the answer file, the DriverSigningPolicy key in the [Unattended] section
specifies how nonsigned drivers are processed during installation.

Important Microsoft strongly advises against using DriverSigningPolicy =
Ignore unless you have fully tested the device driver in your environment and are
sure that it works properly. Using unsigned drivers increases the risk of device
driver problems that can effect the performance or stability of your computer.

If you are using DriverSigningPolicy = Ignore and you attempt to install a
newer, unsigned copy of a driver that is protected by Windows 2000 Professional,
the policy level is automatically updated to Warn.

For more information about driver signing policy, see Unattend.doc in
Support\Tools\Deploy.cab on the Windows 2000 Professional operating system
CD.

Hardware Abstraction Layers

To specify HALSs for installation, you must have a Txtsetup.oem file and the HAL
files, which the vendor provides. Use the same Txtsetup.oem file if you are
installing mass storage device drivers. Only one Txtsetup.oem file can be used, so
if you have to install HALs and mass storage device drivers, combine entries into
one file.

To use third-party drivers, you must make appropriate changes to the answer file.
For more information about answer file parameters and syntax, see Unattend.doc
in Support\Tools\Deploy.cab on the Windows 2000 Professional operating system
CD.

To install a HAL

1. If you have not already done so, create a Textmode subfolder in the \SOEM$
folder.

2. Copy the files that you receive from the device vendor to the Textmode
subfolder.

3. In the answer file, edit the [Unattend] section for the HAL, adding any drivers
that you want to install. For example, type the following:

[Unattend]
Computertype = "HALDescription ", OEM

Information for the HALDescription can be obtained from the [Computer]
section of the Txtsetup.oem file from the driver provider.

4. In the answer file, create an [OEMBootFiles] section, and enter the names of
the files in the \$OEMS$\Textmode folder.
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Setting Passwords

When upgrading from Windows 95 or Windows 98, you can customize your
answer files to set passwords for all local user accounts and to force all users or
specific users to change their passwords when they first log on. You can also set
passwords for the local Administrator account.

Table 5.12 describes the types of passwords that you can set in an answer file:

Table 512 Types of Passwords That Can Be Set in an Answer File

Section in

Answer File Key Usage

[Win9xUpg] DefaultPassword Used to automatically set a password for all local accounts created
when upgrading from Windows 95 or Windows 98 to Windows 2000
Professional.

[Win9xUpg] ForcePassword Used to force users for all local accounts to change their passwords
when they log on for the first time after upgrading from Windows 95
or Windows 98 to Windows 2000 Professional.

[Win9xUpg] UserPassword Used to force specific users to change their passwords on their local
accounts when they log on for the first time after upgrading from
Windows 95 or Windows 98 to Windows 2000 Professional.

[GuiUnattended]  AdminPassword Used to automatically set the password for the local Administrator
account.

Setting Passwords on All Local Accounts

For Windows 95 or Windows 98 upgrades, you can customize your answer file to
set all local account passwords to a default value.

To set passwords on all local accounts

= In your answer file, add the following entry in the [Win9xUpg] section:
[Win9xUpg]
DefaultPassword = "password"

where password is the default password you want to set for all local users.

Note If a local account must be created for a user without a UserPassword entry
and no DefaultPassword is specified, Setup creates a random password. After the
first restart, the user is prompted to enter a password.
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Forcing All Users to Change Local Account Passwords
When Upgrading from Windows 95 or Windows 98

For upgrades from Windows 95 or Windows 98, you can customize your answer
file to require all users to change their passwords on their local accounts when
they log on for the first time. When a user logs on for the first time, he or she is
notified that his or her current password has expired and that a new one must be
supplied.

To force users to change their password after an upgrade from Windows 95
or Windows 98

= In your answer file, add the following entry in the [Win9xUpg] section:

[Win9xUpg]
ForcePasswordChange = "Yes"

Creating Passwords for Specific Local Accounts When
Upgrading from Windows 95 or Windows 98

For Windows 95 or Windows 98 upgrades, you can customize your answer file to
create passwords for specific local accounts. Because Windows 95 and

Windows 98 passwords cannot be migrated during the upgrade, Setup must create
passwords for local accounts during the upgrade process. Using this key, the
administrator can predetermine those passwords for specific users. If a local
account needs to be created for a user without a preset value for the UserPassword
entry and no value is specified for DefaultPassword, Setup creates a random
password.

To force a user to create a new password after an upgrade from Windows 95
or Windows 98 :

= In the answer file, add the following entry in the [Win9xUpg] section:

[Win9xUpg]
UserPassword = user,password [,user,password...]
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Customizing Language and Regional Options

You can customize the [RegionalSettings] section of your answer file to specify
the regional options listed in Table 5.13

Note To use this section of your answer file, you must add, as a minimum, the
/copysource:lang switch to Winnt32.exe or the /rx:lang switch to Winnt.exe.
This enables you to copy the appropriate language files to the hard disk. For
example, if you are only interested in Korean settings while installing a U.S.
version of Windows 2000 Professional, you can specify /copysource:lang\kor if
starting from Winnt32.exe.

When specifying OemPreinstall = Yes and not providing values for the
[RegionalSettings] section, set OEMSkipRegional = 1 in the [GuiUnattended]
section of the answer file to ensure that Setup completes without prompting for
regional option information.

Table 5.13 Customizing Regional Options

Key in
[RegionalSettings] Usage

InputLocale Used to specify the input locale and keyboard layout combinations
to be installed on the computer. The first keyboard layout specified
is the default layout for the installation. The specified combinations
must be supported by one of the language groups defined by using
either the LanguageGroup key or the default language group for the
language version of Windows 2000 Professional being installed. If
an available language group does not support the combination
specified, the default combination is used for the installation. This
key is ignored if the Language key is specified.

Language Used to specify the language and locale to be installed on the
computer. This language must be supported by one of the language
groups specified by using the LanguageGroup key. If an available
language group does not support the locale, the default language for
the Windows 2000 Professional version being installed is used.

If this key is specified, the SystemLocale, UserLocale, and
InputLocale keys are ignored.

LanguageGroup Used to specify the supported language group to be installed on the
computer. If this key is specified, it provides default settings for
SystemlLocale, InputLocale, and UserLocale keys.

For a list of the supported language group IDs, see the
LanguageGroup heading in the Unattend.doc provided in
\Support\Tools\Deploy.cab on the Windows 2000 Professional
operating system CD

(continued)
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Table 5.13 Customizing Regional Options (continued)

Key in

[RegionalSettings] Usage

SystemLocale Used to enable localized applications to run and display menus and
dialog boxes in the local language.

UserLocale Used to key control the settings for numbers, time, currency, and
dates.

Note A list of valid locales and their language groups is available at the Global
Software Development Web site link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

Note Any settings specified here are not kept if Sysprep is run on the computer.

» To use [RegionalSettings] for multilingual support during Mini-Setup

1. Create a subfolder named \i386 under \SOEMS$\$1\Sysprep\ in the distribution
folder. :

2. At the command prompt, type the following to copy files from \i386 of the
Windows 2000 Professional operating system CD to the \i386 directory in the
Sysprep folder:

*.n1?
kbd*.d1?
*.fo?
agt*.d1?
agt*.h1?
conime.ex?
wbcache.*
noise.*
wbdbase.*
infosoft.d1?
f3ahvoas.d1?
sylfaen.tt_
c_is*.dl_
\Lang\...

Note You can also use Setup Manager to add the necessary files and folders to
the \i386 subfolder.

3. In Sysprep.inf, add the InstallFilesPath key to the [Unattended] section:
InstallFilesPath = %systemdrivek\Sysprep\i386
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For more information about the InstallFilesPath key, see Unattend.doc
provided in Support\Tools\Deploy.cab on the Windows 2000 Professional
operating system CD.

Note The \i386 subfolder and its contents are only required if the end user needs
language support from one of the language groups provided in that folder.

The \i386 subfolder is deleted after the Mini-Setup wizard has been run on the end
user’s computer. If you perform an audit, or if a reseller further customizes the
computer, you must recreate \Sysprep\i386 and then rerun Sysprep.exe before the
image is installed to allow the end-user to specify the necessary regional options.

Presetting Time Zones

You can specify the time zone of the computers in your organization by using the
TimeZone key in the {GuiUnattended] section of your answer file or the
Sysprep.inf file. If the TimeZone key is not present, the user is prompted for a
time zone specification during setup.

» To preset time zones
= In your answer file, add the following entry in the [GuiUnattended] section:

[GuiUnattended]
TimeZone = “7ndex”

where index specifies the time zone of the computer.

For a list of valid TimeZone indixes, see Unattend.doc in Support\Tools
\Deploy.cab on the Windows 2000 Professional operating system CD.

Detecting Video Mode for Portable Computer Displays

You can customize the [Display] section answer file to ensure that Setup
automatically detects the display resolution on a portable computer. Specify the
optimal settings (you must know what the valid settings are) for the keys listed in
Table 5.14. If the settings that you specify are not valid, Setup finds the closest
match to the selected settings, but they might not be optimal.
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Table 5.14 Customizing Display Settings

Key in [Display]  Usage

BitsPerPel Specifies the valid bits per pixel for the graphics device being
installed. For example, a value of 8 (2°) implies 256 colors; a value of
16 implies 65,536 colors.

Vrefresh Specifies a valid refresh rate for the graphics device being installed.

Xresolution Specifies a valid x resolution for the graphics device being installed.

Yresolution Specifies a valid y resolution for the graphics device being installed.

To ensure the video mode is properly detected by Setup
1. Check that the computer BIOS supports the set of Video ACPI extensions.

2. Check that the drivers for the video cards and displays are included in the
\$1\PnPdrvrs path.

3. Inthe [Unattended] section of the answer file, set the OemPnPDriversPath key
to the \$1\PnPdrvrs path.

4. In the [Display] section of the answer file, set the optimal settings for your
portable computer.

For the most up-to-date information about hardware devices with Windows 2000
Professional, see the Windows Driver and Hardware Development link on the
Web Resources page at http://windows.microsoft.com/windows2000
[reskit/webresources/

Automatically Converting FAT16 and FAT32 to NTFS

You can customize the [Unattended] section of your answer file to convert FAT16
and FAT32 file systems automatically to NTFS.

To automatically convert FAT16 and FAT32 partitions to NTFS
= In your answer file, add the following entry in the [Unattend] section:

[Unattended]
FileSystem = ConvertNTFS

When the FileSystem key is specified, Setup automatically converts your drive
just before the GUI mode of Setup starts.

Note The FileSystem = ConvertNTFS key and value do not work in Sysprep.inf.

For more information about the differences between the NTFS, FAT16, and
FAT32 file systems, see “File Systems” in this book.
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Converting Short File Names to Long File Names

If you are starting Setup from MS-DOS, you can convert short file names to long
names by creating a file called $$Rename.txt and putting that file in the subfolder
of the distribution folder that also contains the files that you want to convert. If
you are starting Setup from any other operating system, they are converted
automatically.

Setup uses the list of files that you specify in $$Rename.txt to convert short
names to long names during the installation process. You must include a
$$Renamte.txt file in each subfolder that contains

The $$Rename.txt file changes short file names to long file names during Setup.
$$Rename.txt lists all of the files in a particular folder that must be renamed. Each
folder that contains short file names to be renamed must contain its own version
of $$Rename.txt.

» To convert short file names to long file names
= Create a $$Rename.txt file following this syntax:

[section_name_1]
short_name_1l = "long_name_1
short_name_2 = "long_name_2"

short_name_x

"long_name_x'

[section_name_2]
short_name_1 = "long_name_1"
short_name_2 = "long_name_2"

short_name_x = "long_name_x"

]

Where:

section_name_x is the path to the subfolder that contains the files. A section
does not have to be named, or it can have a backslash (\) as a name, which
indicates that the section contains the names of the files or subfolders that are
in the root of the drive.

short_name_x is the name of the file or subfolder within this subfolder to be
renamed. The name must not be enclosed in quotation marks.

long_name_x is the new name of the file or subfolder. This name must be
enclosed in quotation marks if it contains spaces or commas.

Tip If you are using MS-DOS to start the installation, and your MS-DOS-based
tools cannot copy folders with path names longer than 64 characters, use short file
names for the folders and then use $$Rename.txt to rename them later.
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Adding Applications

There are several methods from which you can choose to add applications to your
installation: ‘
=  Using Cmdlines.txt to add applications during the GUI mode of Setup.

= Installing applications when the user logs on for the first time by customizing
the [GuiRunOnce] section of the answer file.

= Using batch files.
= Using Windows Installer.

= Using the Sysdiff tool to install applications that don’t have an automated
installation routine.

Using Cmdlines.txt

The Cmdlines.txt file contains the commands that GUI mode runs when installing
optional components, such as applications that must be installed immediately after
Windows 2000 Professional is installed. If you plan to use Cmdlines.txt, place it
in the $OEMS$ subfolder of the distribution folder. If you are using Sysprep, place
Cmdlines.txt in the SOEM$\$1\Sysprep subfolder.

Use Cmdlines.txt under following conditions:

*  You are installing from the \$SOEMS$ subfolder of the distribution folder.
= The application that you are installing:

= Does not configure itself for multiple users (for example, Microsofte
Office 95).

= s designed to be installed by one user and to replicate user-specific
information.

The syntax for Cmdlines.txt is as follows:

[Commands]
"<command_I>"
"<command_2>"

"<command_x>"

Keys are defined as follows:

<«

n  “<command_I>", “<command_2>", ... “<command_x>" refer to the
commands that you want to run (and the order in which you want to run them)
when GUI mode calls Cmdlines.txt. Note that all commands must be in
quotation marks.
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When you use Cmdlines.txt, be aware of the following:

When the commands in Cmdlines.txt are carried out during setup, there is no
logged-on user and there is no guaranteed network connectivity. Therefore,
user-specific information is written to the default user registry, and all users
receive that information.

Cmdlines.txt requires that you place the files that you must have to run an
application or tool in directories that you can access during the setup process,
which means that the files must be on the hard disk.

Important Applications that can be set up by using Windows Installer cannot be
added using Cmdlines.txt.

To specify a Cmdlines.txt file during the mini-Setup portion of Sysprep

1.

Create a Sysprep.inf file to be used by Sysprep. This is a requirement and
cannot by bypassed. The Sysprep.inf file must be named Sysprep.inf and be
located in the folder Sysprep from the root of the volume that contains the
folder %SystemRoot%.

Place the following entry in the [Unattended] section of the Sysprep.inf file:
InstallFilesPath = drive:\path

where:

<path> is any folder you want to use. Microsoft recommends that <drive> be
the volume containing the %SystemRoot% folder.

. Create the folder drive:\path. You can use any folder name you want, but it

must match the location that you specified in Sysprep.inf.

In the drive:\path folder, create a folder named $oem$, and then place the
Cmdlines.txt file in this folder. This file is processed at the end of the mini-
Setup wizard, before saving any settings.

Using the [GuiRunOnce] Section of the Answer File

The [GuiRunOnce] section of the answer file contains a list of commands that run
the first time a user logs on to the computer after Setup has run. For example, you
enter the following line to the [GuiRunOnce] section to start the application
installation program automatically. :

[GuiRunOnce]
"%systemdrive%\appfolder\appinstall -quiet"

If you plan to use the [GuiRunOnce] section to initiate an installation, there are
some additional factors to take into consideration.



186

Part2 Deployment and Installation

If the application forces a restart, determine whether there is a way to suppress the
restart.

This is important because any time the system restarts, all previous entries in the
[GuiRunOnce] section are lost. If the system restarts before completing entries
previously listed in the [GuiRunOnce] section, the remaining items are not run. If
there is no way within the application to suppress a restart, you can try to
repackage the application into a Windows Installer package. There are third-party
products that provide this functionality.

Windows 2000 includes Veritas WinINSTALL Limited Edition (LE), a
repackaging tool for Windows Installer. You can use WinINSTALL LE to
efficiently repackage pre-Windows Installer applications into packages that can be
distributed with Windows Installer. For more information about WinINSTALL
LE, see the Valueadd\3rdparty\Mgmt\Winstle folder on the Windows 2000
Professional operating system CD.

For more information about Windows Installer packaging, see “Using Windows
Installer Service” later in this chapter.

Important If you are adding an application to multiple localized language
versions of Windows 2000 Professional, it is recommended that you test the
repackaged application on the localized versions to ensure that the files are copied
to the correct locations and the required registry entries are written appropriately.

If an application requires a Windows Explorer shell to install, the [GuiRunOnce]
section does not work because the shell is not loaded when the Run and RunOnce
commands are carried out.

Check with the application vendor to determine whether an update or patch is
available that can address this situation for the application installation. If not,
repackage the application as a Windows Installer package or use another means of
distribution.

Applications that use the same type of installation mechanism might not run
properly if a /wait switch is not used.

This can happen when an application installation is running and starts another
process. When Setup is still running, initiating another process and closing an
active one might cause the next routine listed in the RunOnce registry entries to
start. Because more than one instance of the installation mechanism is running,
the second application usually fails.
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Using Application Installation Programs

The preferred method for adding an application is to use the installation routine
supplied with the application. You can do this if the application that you are
adding can run in quiet mode (that is, without user intervention) by using a /q or
/s switch. For a list of switches supported by the installation mechanism, see the
application Help file or documentation.

The following is an example of a line that you can place in the [GuiRunOnce]
section to initiate the unattended installation of an application by using its own
installation program:

<path to setup>\Setup.exe /q

Setup parameters vary between applications. For example, the 1 parameter
included in some applications is useful when you want to create a log file to
monitor the installation. Some applications have commands that can keep them
from restarting automatically. These commands are useful in helping to control
application installations with a minimal number of restarts.

Make sure that you check with the application vendor for information,
instructions, tools, and best practices information before you install any
application.

Important You must meet the licensing requirements for any application that you
install, regardless of how you install it.

Using a Batch File to Control How Multiple Applications Are Installed

If you want to control how multiple applications are installed, you can create a
batch file that contains the individual installation commands and uses the Start
command with the /wait switch. This method ensures that your applications install
sequentially and that each application is fully installed before the next application
begins its installation routine. The batch file is then run from the [GuiRunOnce]
section.

The following procedure explains how to create the batch file, install the
application, and remove all references to the batch file after the installation is
complete.
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» To install applications using a batch file
1. Create the batch file containing lines similar to the following example:

Start /wait <path to 1t application>\Setup <switches>
Start /wait <path to 2™ application>\Setup <switches>
Quit

where:

<path> is the path to the executable file that starts the installation. This path
must be available during Setup.

Setup is the name of the executable file that starts the installation.

<switches> are any available quiet-mode switches appropriate for the
application that you want to install.

2. Copy the batch file to the distribution folders or another location to which you
have access during setup.

3. With <file name>.bat as the name of the batch file, include an entry in the
[GuiRunOnce] section of the answer file to run the batch file, as is done in the
following example. This example assumes that the batch file was copied to the
Sysprep folder on the local hard disk drive, though it can be in any location to
which Setup has access during an installation.

[GuiRunOnce]

"%systemdrive¥%\sysprep\<777e name>.bat"= "<path-1>\Command-1.exe"
"<path-n>\Command-n. exe"

"%systemdrive%\sysprep\sysprep.exe -quiet"

where:

<path-1>\Command-1.exe and <path-n>\Command-n.exe are fully qualified
paths to additional applications or tool installations or configuration tools. This
can also be a path to another batch file. These paths must be available during
setup.

Using Windows Installer Service

Windows Installer Service is a Windows 2000 Professional component that
standardizes the way applications are installed on multiple computers.

When you install applications without using Windows Installer Service, every
application must have its own setup executable file or script. Each application has
to ensure that the proper installation rules (for example, rules for creating file
versions) are followed. This is because the application setup was not an integral
part of the operating system development, so no central reference for installation
rules exists.
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Windows Installer Service implements all the proper Setup rules in the operating
system itself. To follow those rules, applications must be described in a standard
format known as a Windows Installer package. The data file containing the format
information is known as the Windows Installer package file and has an .msi file
name extension. Windows Installer Service uses the Windows Installer package
file to install the application.

Windows Installer Terminology

The following terms are used to describe the installation process that uses
Windows Installer technology:

Resource. A file, registry entry, shortcut, or other element that an installer
typically delivers to a computer.

Component. A collection of files, registry entries, and other resources that are
installed or uninstalled as a unit. When a particular component is selected for
installation or removal, all of the resources in that component are either installed
or removed.

Feature. The granular pieces of an application that a user can choose to install.
Features typically represent the functional features of the application itself.

Product. A single product, such as Microsofte Office. Products contain one or
more features.

Windows Installer Package File

The package file is a database format that is optimized for installation
performance. Generally, this file describes the relationships between features,
components, and resources for a specific product.

The Windows Installer package file is typically located in the root folder of the
Windows 2000 Professional operating system CD or network image, alongside
the product files. The product files can exist as compressed files known as cabinet
(CAB) files (which have a .cab file name extension). Each product has its own
package file. During installation, Windows Installer Service opens the package
file for the product and uses the information inside the Windows Installer package
to determine which installation operations must be performed for that product.
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Sysdiff Tool

The preferred method for automating application installation is to use their own
scripting and installation routines. However, you can install applications that do
not support this by using the Sysdiff tool. To perform the various steps to add
applications, run Sysdiff in several different modes. In /snap mode, Sysdiff.exe
takes a “snapshot” of a clean Windows 2000 Professional computer, and then the
applications are installed. A clean copy of Windows 2000 Professional is an
installation of Windows 2000 Professional that has not been modified and has not
had additional software installed on it. Use Sysdiff in /diff mode to record all the
changes that the application installation made to the computer (INI files, the
registry, and so on).

Sysdiff creates a difference file or package that includes all the files and settings
that you must install with applications on a clean copy of Windows 2000
Professional. Running Sysdiff in /apply or /inf mode applies the package to the
clean Windows 2000 Professional installation.

Sysdiff generates the \$OEMS$ folder structure in 8.3 file name format for
maximum compatibility with OEM preinstallation environments and methods. It
places $$Rename.txt in the appropriate folder.

Sysdiff Parameters

The Sysdiff switches are listed in this section. The sections that follow discuss
each switch in greater detail. Sysdiff syntax is as follows:

sysdiff [/snap | /diff | /apply | /dump | /inf]
[/log:Log _fTle]
[/m]
[/7]
[/dsp]
[/p]
[/q]
[/c:" comment"]
Snapshot_file
Sysdiff_file
Dump_file
Oem_root

where:

= /snap, /diff, /apply, /dump, /inf are the modes available. You must specify
one of these switches, because this switch determines the Sysdiff mode and
specifies how Sysdiff proceeds.

= Log_file is the name of an optional log file to which Sysdiff writes information
describing its actions (used only in /snap and /diff modes).
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/m is a switch that remaps file changes during the creation of a Sysdiff
package so that they appear as Default User files. (Used only in /apply and
/inf modes.)

/? is a switch that calls the Help file.

/dsp is a switch that instructs Sysdiff to not generate the distribution share
point that sysdiff /inf normally generates because the files already exist in the
appropriate folders on the destination computer. (Used only in /inf mode.)

/p is a switch that instructs Sysdiff to not scan all folders and files on the
computer for changes. Instead, Sysdiff only scans files in the UserProfile
folder. (Used in /snap and /diff modes.)

/q is a switch that instructs Sysdiff to run in unattended (quiet) setup mode.

“comment” is the name you give to the Sysdiff package as it appears in an
onscreen message during setup. (Used in /diff mode only.) This comment must
contain only the names of the applications being added.

Snapshot_file is any valid Microsofte Win32e file name. (Used in /snap and
/diff modes only.) A snapshot of the system is recorded in this file.

Sysdiff file is any valid Win32 file name. (Not used in /snap mode.) The
specified file is the output of Sysdiff and can be applied to a Windows 2000
Professional installation by using sysdiff /apply or sysdiff /inf modes.

Dump_file is a Win32 path to a text file that is created to contain the dump.
(Used in /dump mode only.) A dump file is used for diagnostic purposes.

Oem_root is the Win32 path of a folder. (Used in /inf mode only.) The
\$OEMS structure is created in this folder, and the INF file is placed in this
folder and named Sysdiff. file.inf.
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Figure 5.3 shows the sequence of steps for using Sysdiff to add applications. The
sections that follow discuss each step in greater detail.

Start

!

Install Windows 2000 on the reference computer.

Modify Sysdiff.inf.

Make a snapshot of the installation
that is on the reference computer.

Install applications.

1 Create the difference files.

Apply the difference l
files to the destination
Use Sysdiff /inf computer.

1 Use Sysdiff /apply

(the difference files are (the difference files
copied to the distribution are copied to a
folder), and optionally, temporary folder).
view the difference file

information.

Figure 5.3 Sysdiff Overview

Sysdiff is used in as many as six different steps to add applications during
installation. The following sections explain these steps.

Step 1: Install Windows 2000 Professional on the Reference Computer

Before you add applications by using Sysdiff, you must install a clean copy of
Windows 2000 Professional on your reference computer.

Important Do not make any changes to Windows 2000 Professional on the
reference computer before you run Sysdiff.
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Step 2: Modify the Sysdiff.inf File

You can exclude items from the Sysdiff snapshot by modifying the Sysdiff.inf
file. When Sysdiff runs in /snap or /diff mode, it looks for the Sysdiff.inf file in
the same folder that contains Sysdiff.exe. This file contains information that
Sysdiff uses to exclude certain files and registry entries from snapshots or
difference files. To modify the Sysdiff.inf file, follow the instructions in the file.

Step 3: Make a Snapshot of the Clean System

Sysdiff /snap takes a snapshot of a clean system. A clean system is a reference
computer that is running Windows 2000 Professional but has no applications
installed.

Run Sysdiff in /snap mode to create the snapshot for later difference files.
The syntax for this command is as follows:

sysdiff /snap [/log:log_filel Snapshot _file

where:

Log_file is the optional name of a log file to which Sysdiff writes information
describing its actions. The log file is not used in /apply or /dump modes.

Snapshot_file is any valid Win32 file name. A snapshot of the system is
recorded in this file.

Step 4: Create the Difference Files

After you install applications on the reference computer, run Sysdiff with the /diff
switch to determine the differences between the new system state of the computer
and the earlier, clean system snapshot. The result is a Sysdiff difference file
package that contains a description of the INI file changes, registry changes, and
other changes (including the application files themselves, which can make Sysdiff
packages quite large). You can then apply these changes to another

Windows 2000 Professional installation, duplicating the changes made to the
reference computer.

Important If you change any of the system’s settings after you create the
snapshot, you must recreate the snapshot file before you create the difference file.




194 Part2 Deployment and Installation

The syntax for this command is as follows: -

sysdiff /diff [/log:Log_file] Snapshot_file Sysdiff_file
/c: "comment"

where:

Log_file is the optional name of a log file to which Sysdiff writes information
describing its actions. The log file is not used in /apply or /dump modes.

Snapshot_file is a file generated by an earlier invocation of sysdiff /snap on
the same Windows 2000 Professional installation. (Sysdiff fails if
Snapshot_file is from a different Windows 2000 Professional installation.)

Sysdiff_file is any valid Win32 file name. The specified file is the output of
Sysdiff, and you can apply it to a Windows 2000 Professional installation by
using Sysdiff /apply or Sysdiff /inf.

“comment” is the name you give to the Sysdiff package. This name appears in
a screen message during setup. (Used in /diff mode only.) This comment can
contain only the names of the applications being added.

Important Do not try to quit Sysdiff until a message appears informing you
that the difference package has been created. If you quit before this message
appears, Sysdiff fails.

Step 5: View Difference File Information (Optional)

You can also run Sysdiff in /dump mode, which is a special mode for diagnostic
purposes. The output of this command is a text file containing a readable form of
the contents of a Sysdiff package.

The syntax for this command is as follows:

sysdiff /dump Sysdiff_file Dump_file

where:

Sysdiff_file is a Win32 path to a file that is created in /diff mode.
Dump_file is a Win32 path to a text file that is created to contain the dump.

Step 6: Apply Difference Files

After you create at least one snapshot on your reference computer and at least one
difference file based on that snapshot, you have a Sysdiff package file that can be
applied to multiple destination computers during Setup. Two Sysdiff modes can
have difference files applied: Sysdiff /apply and Sysdiff /inf.
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Sysdiff fapply

You can apply Sysdiff packages during setup if the Sysdiff package is available
on the hard disk and the correct switch is specified. When a Sysdiff package is
applied, Sysdiff copies each file from the package to its final location on the hard
disk.

Setup starts Sysdiff in /apply mode to apply a difference file to a Windows 2000
Professional installation. You must specify /m when running Sysdiff in /apply
mode. You can specify one or more Sysdiff switches in the Cmdlines.txt file.

The syntax for this command is as follows:

sysdiff /apply /m Sysdiff_file

where:

/m remaps file changes to the user profile (UserProfile) during the creation of
a Sysdiff package so that they appear as Default User files. The /m switch is
required when running Sysdiff in either /apply or /inf modes.

Sysdiff file specifies the file that was generated by carrying out sysdiff /diff.

Important The SystemRoot folder must be located in the same position as it
was on the system that generated the difference file. That is, if you generate a
Sysdiff package on a Windows 2000 Professional installation in C:\Winnt, that
Sysdiff package can be applied on other computers only if they are running
Windows 2000 Professional installed in C:\Winnt.

Sysdiff /inf

Running Sysdiff /inf also allows Setup to install applications, but in this mode,
the Sysdiff package does not contain the actual application files. Instead, Sysdiff
determines the files that the application placed on the reference computer and
their locations. Sysdiff then copies these files to the corresponding folders in the
distribution folder. By including only information that refers to a location for the
application files, the Sysdiff package can be much smaller.

Running Sysdiff /inf creates the following files, folders, and settings:

= \$OEMS$\Cmdlines.txt
» \$OEMS$\Package.inf Package represents the Sysdiff package file name.

* \$OEMS$\C\Programs C represents the drive where the newly installed
application is stored, and Programs represents the folder.
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Rather than creating the distribution folder manually, you can use Sysdiff to
generate an Inf and \$OEMS folder structure from the Sysdiff file. The Inf folder
contains registry and INI file settings. The \$OEMS folder structure is created
during an early phase of Setup. The application files have already been copied to
the hard disk when the GUI mode of Setup begins. This allows greater flexibility
in applying changes.

Running Sysdiff in /inf mode creates an INF file that instructs Setup to make the
INT file and registry changes contained in the Sysdiff package and also to generate
an \SOEMS folder structure for file changes contained in the Sysdiff package. The
folder structure is created using only file names in 8.3 format. The $$Rename.txt
files throughout the tree contain mappings from file names in 8.3 format to long
file names where necessary. These $$Rename.txt files are used during later phases
of Setup.

The syntax for using /inf mode is as follows:

sysdiff /inf /m Sysdiff_file Oem_root

where:

/m remaps file changes during the creation of a Sysdiff package so that the
files appear as Default User files. The /m parameter is required when running
Sysdiff in /apply or /inf modes.

Sysdiff_file is the Win32 path to a file that was created by running Sysdiff in
/diff mode. The name of this file must be no more than eight characters long.

Oem_root is the Win32 path of a folder. The \SOEMS$ structure is created in
this folder, and the INF file is copied there and named Sysdiff_file.inf.

Step 4: Deploy

After you have customized your answer file and the distribution folder with the
appropriate files, you need to decide how to deploy the operating system. See the
deployment step in this section that corresponds to the tool you chose to use for
your installation.
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Unattended Installations

An unattended installation is a hands-free method of installing Windows 2000
Professional that is convenient and flexible and does not require additional tools.
Unattended installations are done on a computer-by-computer basis.

This section explains how to use the Winnt32.exe and Winnt.exe commands; it
also provides step-by-step instructions for running Setup on different operating
systems and platforms, including the following:

» Using Winnt.exe to run Setup on MS-DOS, Windows 3.1, or Windows for
Workgroups—based computers.

= Using Winnt32.exe to run Setup on Windows 95, Windows 98, Windows NT
Workstation 4.0, or Windows 2000 Professional-based computers.

» Running Setup from the operating system CD.

Note When you run Setup in unattended mode on a computer with multiple hard
disks or partitions, specify the exact location of the destination hard drive or
partition where you are installing. Use the Winnt /t or Winnt32 /tempdrive
switch to specify the destination. If you use the CD Boot method, add
AutoPartition = 1 to the [Data] section of the Winnt.sif file to specify the location.
With CD Boot, Setup installs to the first logical partition that it finds with
sufficient disk space. Your computer must have a minimum of 1 GB of free space
and at least a 2-GB partition.

» To run Setup in unattended mode
s At the command prompt type:
winnt /u
—Or-

winnt32 /unattend

Table 5.15 shows when to use these.

Table 5.15 Using the Setup Commands with an Answer File

Setup Command Upgrade Clean Installation

Winnt.exe No Yes
Winnt32.exe Yes Yes
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When you run the Setup program, it installs Windows 2000 Professional in three
phases:

» File-copy
»  Text-mode
»  GUI-mode

File copy Setup copies the Windows 2000 Professional program files and any
additional files that you specify from the distribution folder to the computer’s
hard disk.

Text mode Setup identifies the basic hardware in the computer (such as the
microprocessor and motherboard type, hard disk controllers, file systems, and
memory), installs the base operating system required to continue with Setup, and
creates any folders that you specify.

GUI mode Setup configures the computer’s hardware (audio, video, and so on),
configures the network settings, prompts you to provide an Administrator
password, and allows you to personalize the installation. If you use Sysprep, the
Setup program goes through another phase called Mini-Setup. This phase is a
subset of the regular GUI mode of Setup and is only enabled on computers on
which Sysprep has been run. Mini-Setup is used only to prompt for user-specific
information, to redetect new hardware, and to regenerate System IDs.

Using the Winnt32.exe and Winnt.exe Programs

To install Windows 2000, run the appropriate Windows 2000 Setup program,
either Winnt.exe or Winnt32.exe.

Note In this chapter, Winnt.exe and Winnt32.exe are both referred to as Setup.

Winnt32.exe Use Winnt32.exe for a clean installation or upgrade on a computer
running Windows NT version 4.0, Windows 95, or Windows 98.

Winnt.exe Use Winnt.exe for a clean installation on a computer running MS-DOS
or Windows 3.x. Upgrades of these operating systems are not supported.

Caution Before upgrading to the Windows 2000 operating system, restart the
computer if you have just upgraded any applications.




Chapter 5 Customizing and Automating Installations 199

Winnt32.exe Command Syntax
Winnt32

[/checkupgradeonly]

[/cmd: command_17nel

[/cmdcons]

[/copydir: folder_name]
[/copysource: folder_name]
[/debug[7evel][: file_name]]
[/m: folder_name]
[/makelocalsource]

[/noreboot]

[/s:sourcepath]
[/syspart:drive_Jletter]
[/tempdrive: drive_letter]
[/udf:ID[,UDB_filell
[/unattend]

[/unattend[seconds] [:answer_f7le]]

Where:

/checkupgradeonly
Checks the current operating system for upgrade compatibility with
Windows 2000. This is simply a verification and does not install
Windows 2000.

/lemd:command_line
Specifies a command to be carried out after the graphical user interface (GUI)
portion of Setup finishes. The command occurs before Setup is complete and
after Setup has restarted your computer and collected the necessary
configuration information. For example, this option can run Cmdlines.txt,
which usually specifies the applications to be installed immediately after Setup
completes. '

/cmdcons
Adds a Recovery Console option for repairing a failed installation.

[copydir:folder_name
Creates a subfolder within the folder that contains the Windows 2000 files. For
example, if the source folder contains a Private_drivers folder that has
modifications just for your site, you can type /copydir:private_drivers to
copy that folder to your Windows 2000 folder. You can use the /copydir
option multiple times.

/copysource:folder_name
Temporarily creates a subfolder within the folder that contains the
Windows 2000 files. For example, if the source folder contains a
Private_drivers folder that has modifications just for your site, type
/copysource:private_drivers to have Setup copy that folder to your
Windows 2000 folder and use its files during Setup. Unlike the /copydir
option, folders created by using /copysource are deleted when Setup finishes.
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/debug[level][:file_name]
Creates a debug log at the level specified. When you use the default setting,
the program creates a log file (%windir%\Winnt32.log) that has a warning
level of 2. The warning levels for the log file are as follows: 0 = severe errors,
1=errors, 2 = warnings, 3 = information, and 4 = detailed information for
debugging. Each level also includes the levels below it.

m:folder_name
Instructs Setup to copy replacement files from an alternate location. It directs
Setup to look at the alternate location first and to copy the files from that
location (if they files are present) instead of from the default location.

/makelocalsource
Instructs Setup to copy all installation source files to your local hard disk. Use
/makelocalsource to obtain installation files if you begin installation from a
CD and the CD becomes unavailable during the installation.

/moreboot
Instructs Setup to not restart the computer after the file copy phase of Winnt32
is complete so that you can execute another command.

[s:sourcepath
Specifies the source location of the Windows 2000 files. The default is the
current folder. To copy files simultaneously from multiple servers, you can
specify up to eight sources. For example:

winnt32 /s:serverl .. /s:server8

Windows 2000 can use up to eight /s switches to point to other distribution
servers as source locations for installation to the destination computer. This
functionality speeds up the file copy phase of Setup to the destination
computer and provides additional load balancing capability to the distribution
servers from which Setup can be run. For example:

path to distribution folder 1\winnt32 [/unattend] [:path\answer.txt]
[/s:path to distribution folder 2] [/s:path to distribution folder 3]
[/s:path to distribution folder 4]

/syspart:drive_letter
Specifies that you can copy Setup startup files to a hard disk, mark the disk as
active, and install the disk in another computer. When you start that computer,
Setup automatically starts at the next phase. Remember the following points
when you use this switch:

» You must always use the /syspart option with the /tempdrive option.

= Both /syspart and /tempdrive must point to the same partition of a
secondary hard disk.



Chapter5 Customizing and Automating Installations 201

= You must install Windows 2000 on the primary partition of the secondary
hard disk.

= You can use the /syspart switch only from a computer that is running
Windows NT 3.51, Windows NT 4.0, or Windows 2000. You cannot use
this switch from a computer that is running Windows 95 or Windows 98.

/tempdrive:drive_letter
Directs Setup to place temporary files on the specified partition and to install
Windows 2000 on that partition. Remember the following points as you use
this switch:

= You must always use the /tempdrive option with the /syspart option.

= Both /tempdrive and /syspart must point to the same partition of a
secondary hard disk.

= You must install Windows 2000 on the primary partition of the secondary
hard disk.

/udf:ID[,UDB._file]
Indicates an identifier that Setup uses to specify how a Uniqueness Database
File (UDB) modifies an answer file (see the /unattend option). The UDB file
overrides values in the answer file, and the identifier determines which values
in the UDB file are used. For example,
/udf:Roaming_user,Our_company.udb overrides settings specified for the
identifier Roaming_user in the Our_company.udb file. If you do not specify
a UDB file, Setup prompts you to insert a disk that contains the file
$Unique$.udb.

/unattend
Upgrades your previous version of Windows by using unattended Setup mode.

All user settings are taken from the previous installation so that no user
intervention is required during Setup.

Important Using the /unattend switch to automate Setup affirms that you have
read and accepted the End User License Agreement (EULA) for

Windows 2000. Before using this switch to install Windows 2000 on behalf of
an organization other than your own, you must confirm that the end user
(whether an individual or a single entity) has received, read, and accepted the
terms of the Windows 2000 EULA. Original equipment manufacturers
(OEMs) may not specify this key on computers being sold to end users.
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/unattend[seconds][:answer_file]
Installs Windows 2000 without using prompts that require user interaction;
instead, Setup obtains the information it needs from an answer file that you
prepare in advance. For more information about answer files, see “Sample
Answer Files for Unattended Setup,” in this book.

Include seconds only if you are upgrading from Windows NT 4.0. Seconds
specifies the delay, in seconds, between when Setup finishes copying the files
and when system setup begins.

Winnt.exe Command Syntax
Winnt

[/E: command]

[/R: folder_name]

[/Rx: folder_name]

[/S: sourcepath]

[/T[: tempdrivel]
[/U[:answer_file]l]

[/udf: ID[,UDB_file]

[/A:]

[E:command
Specifies a command to be carried out after the GUI portion of Setup finishes.
For example, this option can run Cmdlines.txt, which usually specifies the
applications to be installed immediately after Setup completes.

/R:folder_name
Creates a subfolder within the folder that contains the Windows 2000 files. For
example, if the source folder contains a Private_drivers folder that has
modifications just for your site, type /R:private_drivers to copy that folder to
your Windows 2000 folder. You can use the /R option multiple times.

IRx:folder_name
Temporarily creates a subfolder within the folder that contains the
Windows 2000 files. For example, if the source folder contains a
Private_drivers folder that has modifications just for your site, you can type
/Rx:private_drivers to have Setup copy that folder to your Windows 2000
folder and use its files during Setup. Unlike the /R option, folders created by
using /Rx are deleted when Setup finishes.

/S:sourcepath
Specifies the source location of the Windows 2000 files. The location must be
a full path of the form Drive_letter:\Path or \Server\Share\Path. The default is
the current folder.

[T:tempdrive
Directs Setup to place temporary files on the specified drive and to install
Windows 2000 on that drive. If you do not specify a location, Setup attempts
to locate a drive for you.
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[Uzanswer_file
Installs Windows 2000 without using prompts that require user interaction;
instead, Setup obtains the information it needs from an answer file that you
prepare in advance. For more information about answer files, see “Sample
Answer Files for Windows 2000 Professional” in this book. This requires /S.

/udf:ID[,UDB_file]
Indicates an identifier that Setup uses to specify how a UDB modifies an
answer file. The UDB file overrides values in the answer file, and the identifier
determines which values in the UDB file are used. For example,
/udf:Roaming_user,Our_company.udb overrides settings specified for the
identifier Roaming_user in the file Our_company.udb. If you do not specify
a UDB file, Setup prompts you to insert a disk that contains the file
$Unique$.udb.

/A
Enables accessibility options.

Running Setup on Windows 95, Windows 98, Windows NT
Workstation 4.0, or Windows 2000 Professional-based
Computers

Use Winnt32.exe to start Windows 2000 Professional Setup from computers
running Windows 95, Windows 98, Windows NT Workstation 4.0, or
Windows 2000 Professional.

To run Setup in unattended mode from Windows 95, Windows 98,
Windows NT Workstation 4.0, or Windows 2000 Professional

= At the command prompt, type:
winnt32 /unattend:answer_file /s:7nstall_source

[/syspart: target_drive] [/tempdrive:target_drive] [t]

The following is an example of how Winnt32.exe can be used:

<path to source>\1i386\Winnt32.exe /s:<path to source>\i386
/unattend:<path to answer file>\Unattend.txt

where:

= <path to source> and <path to answer file> are fully qualified Uniform
Naming Convention (UNC) or drive-letter references to the locations of the
Windows 2000 Professional source files and of the answer file.



204

Part2 Deployment and Installation

Running Setup on MS-DOS, Windows 3.1, or Windows for
Workgroups-based Computers

Use Winnt.exe to start Windows 2000 Professional Setup from computers running
MS-DOS, Windows 3.1, or Windows for Workgroups. Run Winnt.exe from the
MS-DOS command prompt.

To run Setup in unattended mode from MS-DOS, Windows 3.1, or Windows
for Workgroups

= At the command prompt, type:

winnt /u:<answer files /s:<install source> /t:<target drive>

The following is an example of how Winnt.exe can be used:

<path to source>\1386\Winnt.exe /s:<path to source>\1386 /u:<path to
answer file>\Unattend.txt

where:

= <path to source> and <path to answer file> are fully qualified UNC or drive-
letter references to the locations of the Windows 2000 Professional source files
and of the answer file.

Note Winnt.exe can only be run on computers that are running MS-DOS or
Windows 3.x.

Running Setup from the Operating System CD

To run Windows 2000 Professional Setup in unattended mode from the
Windows 2000 Professional operating system CD, the following conditions must
be met:

= The computer must support starting from the CD-ROM drive—E] Torito No
Emulation CD boot support.

= The answer file must be named Winnt.sif and be on a floppy disk to be
inserted when the computer starts from the CD.

= The answer file must contain a [Data] section with the required keys specified.
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System Preparation Tool

The System Preparation tool, Sysprep.exe, is an imaging method that you can use
to install identical configurations on multiple computers. You can also use
Sysprep to customize and automate Mini-Setup and to audit computers. There is
no limit to the number of times that you can use Sysprep.

On a master computer, install Windows 2000 Professional and any applications
that you want installed on your destination computers. Then run Sysprep to
transfer the image to the other computers. Sysprep prepares the hard disk on the
master computer for duplication to other computers and then runs a third-party
disk-imaging process. The major advantage of Sysprep installation is speed. The
image can be packaged and compressed; only the files required for the specific
configuration are created as part of the image.

To use Sysprep, your master and destination computers must have identical
HALSs, Advanced Configuration and Power Interface (ACPI) support, and mass
storage controller devices. Windows 2000 Professional automatically detects Plug
and Play devices, and Sysprep redetects and reenumerates the devices on the
system when the computer is turned on after, Sysprep has run. This means that
Plug and Play devices, such as network adapters, modems, video adapters, and
sound cards, do not have to be the same on the master and destination computers.
Additional Plug and Play drivers that you might require on other systems are also
created. The image can also be copied to a CD and distributed to remote sites that
have slow links.

Note Because the master and destination computers are required to have identical
HALs, ACPI support, and mass storage devices, you might be required to
maintain multiple images for your environment.

Important When performing disk duplication, check with your software vendor to
make sure that you are not violating the licensing agreement for installation of the
software that you want to duplicate.

Overview of the Sysprep Process

The following steps describe the process of preparing a master computer to use
for disk duplication.

1. Install Windows 2000 Professional on a computer that has hardware similar to
the destination computers. While preparing the computer, do not join it to a
domain, and keep the local administrative password blank.
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2. Configure the computer. Log on as the administrator, and then install and
customize Windows 2000 Professional and associated applications. These
might include productivity applications, such as Microsofte Office, business-
specific applications, and other applications or settings that you want included
in a common configuration for all clients.

3. Validate the image. Run an audit, based on your criteria, to verify that the
image configuration is correct. Remove residual information, including
anything left behind from audit and event logs.

4, Prepare the image for duplication. When you are confident that the computer is
configured exactly as you want, you are ready to prepare the system for
duplication. You accomplish this by running Sysprep with the optional
Sysprep.inf file, described later in this chapter. When Sysprep has been run,
the computer shuts down automatically or indicates that it is safe to shut down.

5. Duplicate. The computer hard disk is triggered to run Plug and Play detection,
create new security identifiers (SIDs), and run the Mini-Setup wizard the next
time the system is started. You can duplicate or create an image of the system
by using hardware or software. The next time Windows 2000 Professional is
started from this master computer or from any destination computer created
from this image, the system detects and reenumerates the Plug and Play
devices to complete the installation and configuration on the destination
computer.

Important Components that depend on the Active Directory™ directory service
cannot be duplicated.

Sysprep Components

Run Sysprep.exe manually or configure Setup to run Sysprep.exe automatically
by using the [GuiRunOnce] section of the answer file. The files Sysprep.exe and
Setupcl.exe must be located in a Sysprep folder at the root of the system drive
(%SystemDrive%\Sysprep\). To place the files in the correct location during an
automated Setup, add these files to your distribution folders under the
$SOEM$\$1\Sysprep subfolder. For more information about this subfolder, see
“Create a Distribution Folder” earlier in this chapter.
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These files prepare the operating system for duplication and start the Mini-Setup
wizard. You can also include an optional answer file, Sysprep.inf, in the Sysprep
folder. Sysprep.inf contains default parameters that you can use to provide
consistent responses where they are appropriate. This limits the requirement for
user input, and reduces potential user errors. You can also place the Sysprep.inf
file on a floppy disk to insert after the Windows startup screen appears to allow
further customization at the location of the destination computer. The floppy disk
drive is read when the “Please Wait...” Mini-Setup wizard screen appears. When
the Mini-Setup wizard has successfully completed its tasks, the system restarts a
final time, the Sysprep folder and all of its contents are deleted, and the system is
ready for the user to log on.

The Sysprep files are defined in the following sections.

Sysprep.exe
Sysprep.exe has the following optional parameters:

= quiet. Runs Sysprep without displaying on-screen messages.

s pnosidgen. Runs Sysprep without regenerating SIDs that are already on the
system. This is useful if you do not intend to duplicate the computer on which
you are running Sysprep.

= reboot. Automatically restarts the computer after Sysprep shuts it down. This
eliminates the need to manually turn on the computer again.

Sysprep.inf

Sysprep.inf is an answer file that is used to automate the Mini-Setup process. It
uses the same INI file syntax and key names (for supported keys) as the Setup
answer file. Place the Sysprep.inf file in the %SystemDrive%\Sysprep folder or on
a floppy disk. If you use a floppy disk, insert it into the floppy disk drive after the
Windows startup screen appears. Note that if you do not include Sysprep.inf when
running Sysprep, the Mini-Setup wizard requires user input at each customization
screen.

Note If you provided a Sysprep.inf file on the master computer and want to
individually change Sysprep.inf on each destination computer, use the floppy disk
method.
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The following is an example of a Sysprep.inf file:

[Unattended]

;Prompt the user to accept the EULA.

OemSkipEula=No

;Use Sysprep’s default and regenerate the page file for the system
;to accommodate potential differences in available RAM.
KeepPageFile=0

;Provide the Tocation for additional language support files that
;might be required in a global organization.
InstallFilesPath=Y%systemdrive%\Sysprep\i386

[GuiUnattended]

;Specify a non-null administrator password.

;Any password supplied here only takes effect if the original source
;for the image (master computer) specified a non-null password.
;Otherwise, the password used on the master computer is

;the password used on this computer. This can only be changed by
;logging on as Tocal administrator and manually changing the password.
AdminPassword=""

;Set the time zone

TimeZone=20

;Skip the Welcome screen when the system boots.

OemSk1ipWelcome=1

;Do not skip the regional options dialog box so that the user can
indicate

;which regional options apply to them.

OemSkipRegional=0

[UserData]

;Prepopulate user information for the system
FullName="Authorized User”
OrgName=“Organization Name”
ComputerName=XYZ_Computerl

[Identification]
;Join the computer to the domain ITDOMAIN
JoinDomain=ITDOMAIN

[Networking]

;Bind the default protocols and services to the (s) network adapter
used.

;in this computer.

InstallDefaultComponents=Yes

Note You can change the administrative password using Sysprep.inf only if the
existing administrative password is null. This is also true if you want to change
the administrator password by using the Sysprep GUI.
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For more information about answer file parameters and syntax, see Unattend.doc
in Support\Tools\Deploy.cab on the Windows 2000 Professional operating system
CD. In Windows 98, Windows NT, or Windows 2000 Professional, use

Windows Explorer to extract this document. In Windows 95 and earlier, or in
MS-DOS, use the Extract command to access the file.

Setupcl.exe
Setupcl.exe does the following:

= Regenerates new SIDs for the computer
= Starts the Mini-Setup wizard

Mini-Setup Wizard

The Mini-Setup wizard starts the first time that a computer starts from a disk that
has been duplicated when using Sysprep. The wizard gathers information that is
required to further customize the destination computer. If you do not use
Sysprep.inf, or if you leave some sections of the file blank, the Mini-Setup wizard
displays screens for which no answer was provided. The possible screens include
the following:

=  Welcome to Windows 2000 Professional Setup wizard (always shown)

= EULA (always shown)

= Regional options (can be hidden)

= User name and company (can be hidden)

= Product key (always shown unless you prepopulate this information for the
user)

=  Computer name and administrator password (can be hidden)

= TAPI settings (displayed only if a modem or a new modem device exists on
the computer)

= Date and time settings (can be hidden)
= Networking settings (can be hidden)

=  Workgroup or computer domain

Optional information appears unless you prepopulate answers for the end user by
using the Sysprep.inf file. For more information about the Sysprep.inf file, see
Unattend.doc in Support\Tools\Deploy.cab on the Windows 2000 Professional
operating system CD.



210 Part2 Deployment and Installation

To bypass these screens, specify certain parameters within Sysprep.inf. These
parameters are listed in Table 5.16.

Note Because Setup detects optimal settings for display devices, you no longer
see the “Display Settings” screen when Setup or the Mini-Setup wizard are
running. You can specify the settings in the [Display] section either in the answer
file that is used for your master computer or in the Sysprep.inf file used for your
destination computer. If settings in the [Display] section are in the answer file that
is used for your master computer, Sysprep retains those settings unless Sysprep.inf
contains different settings or unless a video adapter or monitor is detected that
requires settings different from those of the master computer.

Table 5.16 Parameters in Sysprep.inf for Bypassing the Mini-Setup Wizard

Parameter Section

Regional options : [RegionalSettings]
- Or -
[GuiUnattended]
OemSkipRegional=1

User name and company [UserData]

FullName="User Name”
OrgName=“Organization Name”

Computer name and administrator password [UserData]
ComputerName=w2B32054

[GuiUnattended]
AdminPassword=""

TAPI settings [Tapilocation]
AreaCode=425

Network settings [Networking]

Server licensing (server only) [LicenseFilePrintData]

AutoMode = PerServer
AutoUsers = 5

Time zone selection [GuiUnattended]
TimeZone=<desired time zone index>

Running Sysprep.exe

You can run Sysprep manually or automatically. This section lists the
requirements for running Sysprep and procedures for running it manually or
automatically.
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Requirements to Run Sysprep
To use Sysprep, the following requirements must be met:

» The master and destination computers must have compatible HALs. For
example, HAL Advanced Processor Interrupt Controller (APIC) and HAL
MPs (multiprocessor systems) are compatible, whereas HAL PIC
(Programmable Interrupt Controller) is not compatible with either HAL APIC
or HAL MPs.

» The mass storage controllers (IDE or SCSI) must be identical between the
master and destination computers.

= Plug and Play devices such as modems, sound cards, network adapters, and
video cards do not have to be the same, but drivers for those devices should be
available.

= Third-party software or disk-duplicating hardware devices are required. These
products create binary images of a computer’s hard disk and either duplicate
the image to another hard disk or store the image in a file on a separate disk.

= The size of the hard disk on the destination computer must be at least the same
size as the hard disk on the master computer. If the destination computer has a
larger hard disk, the difference is not included in the primary partition.
However, you can use the ExtendOemPartition key in the Sysprep.inf file to
extend the primary partition if it was formatted as NTFS.

Running Sysprep

After you install Windows 2000 Professional, you can use Sysprep to prepare the
system for transfer to other similarly configured computers. To run Sysprep
manually, first install Windows 2000 Professional, configure the system, and
install the applications. Then run Sysprep without the —reboot command-line
switch. After the system shuts down, duplicate the image of the drive to the
similarly configured computers.

When users start up their duplicated computers for the first time, the Mini-Setup
wizard runs, allowing the users to customize their systems. You can also preassign
all or some of the Sysprep configuration parameters by using Sysprep.inf. The
Sysprep folder (which contains Sysprep.exe and Setupcl.exe) is automatically
deleted after Mini-Setup is completed.
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» To prepare a Windows 2000 Professional installation for duplication
1. From the Start menu, click Run, and then type:
cmd
2. At the command prompt, change to the root folder of drive C, and then type:
md sysprep

3. Insert the Windows 2000 Professional operating system CD into the
appropriate CD-ROM drive. Open the Deploy.cab file in the folder
Support\Tools.

4. Copy Sysprep.exe and Setupcl.exe to the Sysprep folder.

If you are using Sysprep.inf, copy this file to the Sysprep folder. Sysprep.exe,
Setupcl.exe, and Sysprep.inf must be in the same folder for Sysprep to
function properly.

5. At the command prompt, change to the Sysprep folder by typing:
cd sysprep
6. At the command prompt, type one of the following, as required:
sysprep /optional_parameter .
7. If the —reboot command-line switch was not specified, perform the following:

When a message requesting that you shut down the computer appears, from
the Start menu, click Shut Down. You are now ready to use a third-party
disk-imaging tool to create an image of the installation.

Note You can add a Cmdlines.txt file to the Sysprep folder, to be processed by
Setup. This file is used to run post-setup commands, including commands for
application installation.

Using Sysprep with Nonnetworked Computers

Even if you don’t have a network, you can still install Windows 2000 Professional
and various applications on destination computers, one computer at a time.

» To install Windows 2000 Professional on nonnetworked computers
1. Choose a setup method, and then start Setup.
2. Add custom information and additional files.
3. Install applications. If you have no applications to install, skip this step.

Important Each destination computer must have a CD-ROM drive.
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Step 1: Choose a Setup Method and Then Start Setup

Setup can typically be started from an MS-DOS bootable floppy disk, from the
Windows 2000 Professional Setup floppy disks, from the hard disk of the
destination computer (if it has an operating system installed), or from the CD-
ROM drive. CD Boot is available only with computers that support starting from
the CD-ROM drive by using the El Torito No Emulation Mode CD Boot
specification. Choose from the methods provided later in this section.

To install from the Setup floppy disks

1. Start the computer using the Windows 2000 Professional Setup floppy disks.
2. When Setup is complete, you’re ready to add applications and run Sysprep.

For more information about how to install applications, see “Step 3:
Customize” earlier in this chapter.

To install from MS-DOS or Windows 3.x

1. Make sure that the drivers required for the CD-ROM drive are available on the
disk or the drive and that they are loaded correctly.

2. Start the computer.
3. Change to the distribution folder and, at the command prompt, type:
winnt /s:install_source /u:Unattend.txt
where:
install_source is the location of the Windows 2000 Professional files.

Unattend.txt is the answer file, which contains answers to installation
questions that you want to automate.

For more information about Unattend.txt, see Unattend.doc in
Support\Tools\Deploy.cab on the Windows 2000 Professional operating
system CD.

4. When Setup is complete, you can add applications and run Sysprep.

For more information about how to install applications, see “Step 3:
Customize” earlier in this chapter.

To install from Windows 95, Windows 98, or Windows NT Workstation 4.0
1. Start the computer.
2. From the Start menu, click Run, and then type:

<path to distribution folder>winnt32 /unattend:Unattend.txt

where:

»  Unattend.txt is the answer file, which contains answers to installation
questions that you want to automate.
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3. When Setup is complete, you're ready to add applications and run Sysprep to
prepare for creating an image.

For instructions about how to install applications, see “Step 3: Customize” earlier
in this chapter.

Note To ensure a clean installation, make sure that you do not install
Windows 2000 Professional as an upgrade.

Before you use CD Boot, make sure that the following conditions are met:

= Your computer has El Torito No Emulation CD Boot support.
= The answer file is called Winnt.sif and is located on a floppy disk.

= The answer file contains a [Data] section with the required keys.

Note The /udf switch cannot be used with the CD Boot method.

To install by using CD Boot

1. Start the computer from the Windows 2000 Professional operating system CD.
Setup begins automatically.

2. When Setup displays the message that it is examining the hardware
configuration, insert the floppy disk containing the Winnt.sif file.

3. When the floppy drive light goes off, remove the floppy disk. Setup begins
copying files to the hard disk.

For more information about how to install applications, see “Step 3:
Customize” ealier in this chapter.

Step 2: Add Customized Information and Components

During this step, you can add customized information (such as your company’s
name) and components (such as custom help files and documentation).

To add customized information and components

= Create a file called Oeminfo.ini and copy it to the %SystemRoot%\System32
folder. The SystemRoot folder is usually C:\Winnt.

Step 3: Install Applications

After Windows 2000 Professional installation is complete, install any applications
that you want to include with the computer. If you don’t have any applications to
install, you can skip this step.
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» To install applications

1. After the computer restarts, log on to Windows 2000 Professional as an
administrator, leaving the password field blank.

2. Install any applications that your user has requested.

Using Sysprep to Extend Disk Partitions

When installing Windows 2000 Professional, you might find it necessary to
extend the partition of the destination computer. You can use Sysprep with the
appropriate entries in the answer file to extend an NTFS partition. You might
want to do this to do the following:

= Create images that can be extended into larger disk partitions to take full
advantage of hard disks that might have more space than the original hard disk
on the master computer.

= Create images on smaller hard disks.

Review the steps that follow and choose the method that works best for you based
on the tools that you are using to create an image of the operating system.

Caution Make sure that you do not accidentally delete the files Pagefile.sys,
Setupapi.log, and Hyberfil.sys (if applicable) when modifying the image. These
files are recreated when the Mini-Setup wizard runs on the destination computer.
Deleting these files on an active system can cause the system to function
improperly.

When used in an answer file, the ExtendOemPartition key causes Setup to extend
the destination partition into any available unpartitioned space that physically
follows it on the disk.

The values for ExtendOemPartition are 0, 1, and <extra size in MB>
where:

» 0 Setup does not extend the partition.
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= 1 Setup extends the partition to fill out the hard disk.
= <extra size in MB> Setup increases the current partition size by this amount.

Note ExtendOemPartition automatically leaves the last cylinder on the hard disk
free to allow dynamic disk support.

ExtendOemPartition can be set to a number other than 1 to indicate a specific disk
size for extending the hard disk in addition to the current space used. This is
useful if more than one partition is requested on a computer.

Important Only NTFS partitions can be extended. If the destination partition you
plan to extend is FAT or FAT32, set FileSystem = ConvertNTES in the answer
file to convert the partition. Setup does not extend FAT16 and FAT32 partitions.

ExtendOemPartition can be used with both the Unattend.txt and Sysprep.inf Setup
files.

When used in Sysprep.inf for imaged computers, the destination computer’s hard
disk must be the same size or larger than the master computer’s hard disk.

The partition to be extended must have available, unpartitioned space following it
to allow the extension.

To extend a hard disk partition when using a third-party imaging product or
a hardware imaging device that supports NTFS used by Windows 2000
Professional

1. Create a partition on the master computer hard disk that is just large enough to
install Windows 2000 Professional with all the components and applications
that you intend to add. This helps keep the size of the master image file to a
minimum.

2. Include FileSystem=ConvertNTFS in the [Unattended] section of the answer
file that creates the master image. You do not need to include
ExtendOemPartition because you want to maintain the smallest possible image
size.

Note ConvertNTFS does not work in Sysprep.inf because this is a text mode-
only function and Sysprep does not go through text mode.

3. In the [Unattended] section of Sysprep.inf, include the statement:

ExtendOemPartition = 1

Or additional size in megabytes to extend the partition.

4. Install Windows 2000 Professional on the master computer. Sysprep shuts
down the system automatically.
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5.
6.

7.

Generate the image.

Place the image on the destination computer where the destination computer
has the same size system partition as the master computer.

Restart the destination computer.

When you place the master image on a destination computer, drive C is
converted when the computer is turned on. The computer then restarts and
starts Mini-Setup. During Mini-Setup, Windows extends drive C to the rest of
the unpartitioned space on the hard disk in an almost instantaneous process.
The destination computer then restarts again, and the end user can log on and
begin using Windows 2000 Professional.

The Mini-Setup wizard starts and the partition is extended.

» To extend a hard disk partition when using an imaging product that does not
support NTFS used by Windows 2000 Professional

1.

In the [Unattended] section of Sysprep.inf, include the statement:

ExtendOemPartition = 1

Or additional size in megabytes to extend the partition.

2. Convert short file names using Cmdlines.txt

3.

Run Sysprep.

The following occurs when you restart the destination computer:

The computer initially starts in conversion mode to convert the system
partition on the destination computer to NTFS.

The computer automatically restarts.

The Mini-Setup wizard starts, and the partition is extended almost
instantaneously.

Reducing the Number of Master Images

With Sysprep you can minimize the number of images you need to use for
preinstalling Windows 2000 Professional from multi-processor (MP) to uni-
processor (UP) computers or from UP to MP computers. However, this onlys
work for APIC or ACPI APIC computers.

Note More interrupts are available with APIC systems than with Processor
Interrupt Controller (PIC) uni-processor systems. As a result, your computers:

Will have faster response times.

Will be able to support more hardware devices than PIC HALs.
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There are two methods for creating images that you can use between MP and UP
systems. Each method has advantages and disadvantages associated with it, as
outline in the following sections. Choose the method that works best for you and
your preinstallation environment.

Table 5.17 illustrates the compatibility of computers based on their HAL type.
One image is required for each compatibility group.

Table 5.17 HAL Compatibility

Compatibility

ACPI  ACPIAPIC ACPIAPIC Non-ACPI Non-ACPI Non-ACPI
PIC [8) 4 MP UP PIC APIC UP APIC MP

ACPIPIC

ACPI APIC UP
ACPI APIC MP
Non-ACPI APIC UP
Non-ACPI UP PIC
Non-ACPI APIC MP

X

Multiprocessor to Uniprocessor

For this process, the image is created on an multiprocessor master computer. This
image can be used on other multiprocessor computers or on uniprocessor
computers.

Important This image can only be used in one of the following configurations
depending on the HAL type you are using:

= From an ACPI APIC MP-based master computer for use on other ACPI APIC
MP or ACPI APIC UP-based computers.

= From a non-ACPI APIC MP-based master computer for use on other non-
ACPI APIC MP or non-ACPI APIC UP-based computers.

To create an multiprocessor to uniprocessor image

1. Copy the Mp2up.inf and associated Mp2up files to the location you are using
for your Plug and Play device drivers in your distribution folders, for example,
\$SOEMS$\$1\Sysprep\Hal.

Note For System Builders, the necessary Mp2up files can be downloaded
from the Microsoft OEM System Builder Web site link on the Web Resources
page at http://windows.microsoft.com/windows2000/reskit/webresources
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2. In Sysprep.inf, add:

[Unattended]
UpdateUPHAL = "hAwrd,%SystemDrive%\Sysprep\Hal\Mp2up.inf"

where:
= hwid is either MPS_UP or ACPI APIC_UP.

3. Install Windows 2000 Professional from the distribution folders to an
multiprocessor computer.

4. Run Sysprep with the Sysprep.inf created in step 2.
5. Image the computer.

6. Place the image on comparable destination computers.

Advantage You can create a single entry in the Sysprep.inf which then prompts
Windows 2000 Professional to determine, after Mini-Setup is complete, if a single
processor or if multiple processors are running and to then use the correct kernel
files.

Disadvantage This process requires that, when you create the master image, you
include each of the Mp2up.inf files and other related Mp2up files in the
distribution folders.

Uniprocessor to Multiprocessor

For this process, the image is created on a uniprocessor master computer with an
APIC HAL. This image can then be used on computers with compatible hardware,
including the HAL, to be used between either APIC UP HALSs or APIC MP
HALs.

Important This image can only be used in one of the following configurations
depending on the HAL type you are using:

= From an ACPI APIC UP-based master computer for use on other ACPI APIC
UP or ACPI APIC MP-based computers.

= From a non-ACPI APIC UP-based master computer for use on other non-ACPI
APIC UP or non-ACPI APIC MP-based computers.
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> To create the uniprocessor to multiprocessor image

1.

Install Windows 2000 Professional on a uniprocessor computer.

2. Run Sysprep.
3.
4. In Sysprep.inf, add:

Create the image of the computer.

[Unattended]
UpdateHAL = "Awid,%windir%\inf\hal.inf"

where:
= hwid is either MPS_MP or ACPI APIC_MP.

5. Place the image on comparable destination computers.

6. On multiprocessory computers, use the Sysprep.inf file created in step 4 to

replace all previous Sysprep.inf files.

You can use any tools you normally use to manipulate files on the hard disk
when creating new computers from an image.

Advantage You do not have to install the Mp2up files on the computer.

Disadvantage Before the computers can be shipped, the Sysprep.inf file must be
replaced depending on the type of computer being shipped: uniprocessor or
multiprocessor.

Remote Installation Services

Remote Installation Services (RIS) allows a client computer to connect to a
Windows 2000 Server network to initiate an automated installation on that client
computer.

The RIS process enables administrators to perform most of the work of installing
the operating system by having the following configurations in place:

Defining how the operating system is to be configured for each group of users.

Limiting users to the operating system configurations determined to be
appropriate.

Guiding the user through a successful operating system installation by
predetermining which installation options, if any, the end user can modify.
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Table 5.18 describes the major RIS components and the individuals who work
with each component.

Table 5.18 RIS Components and Users

Component Description User
Remote Installation Services  Sets up the RIS server. Server

Setup (Risetup.exe) administrator
Remote Installation Services  Configures Group Policy settings Server
Administrator relating to RIS. administrator
Remote Installation Creates operating system images and Desktop
Preparation wizard installs them on the RIS server. You administrator
(Riprep.exe) can also use Riprep.exe to create

application images to install
applications with the operating system.

Remote Installation Services ~ Creates the bootable floppy disk Desktop

boot disk (Rbfg.exe) required to install RIS-based operating ~ administrator
systems on certain client computers.

Client Installation wizard Selects the RIS image that the user End user

(Oschooser.exe) must install. This wizard is used on the

client computer.

' The following sections discuss how to plan for RIS from a client perspective and
how to use the Remote Installation Preparation wizard, the Remote Installation
Services boot disk, and the Client Installation wizard. For more information about
how to use the server components, see the Distributed Systems Guide.

During the initial startup sequence, the client computer connects to a
Windows 2000-based server computer configured with RIS. The server
subsequently installs Windows 2000 Professional on the client computer, as
shown in Figure 5.4.

Computer with no
< operating system.
ik >
N2
Client computer

Windows 2000 Server
Appropriate version of

the operating system is
¢y downloaded and installed.

N
2,

Figure 5.4 Installing Windows 2000 from a RIS Server

indows 2000 Professional client
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RIS allows the administrator to configure Windows 2000 Professional and any
applications for a single group of users, and then to apply this configuration when
installing the operating system on client computers. For users, the result is a
simplified and timely installation and configuration of their computer and a more
rapid return to productivity if a hardware failure occurs.

Administrators have two options when using RIS:

CD-based installation The CD-based option is similar to setting up a workstation
directly from the Windows 2000 Professional operating system CD; however, the
source files reside across the network on available RIS servers.

Sysprep imaging installation The Sysprep imaging option allows a network
administrator to clone a standard desktop configuration, complete with operating
system configurations and desktop customizations. After installing and
configuring Windows 2000, its services, and any standard applications on a
workstation, the network administrator runs a wizard that prepares the installation
image and replicates it to available RIS servers. Remote boot-enabled client
computers can then request to install that image locally from the RIS servers on
the network.

The BIOS of the client computer or a special remote boot disk can initiate a
network service boot. When a network service boot is requested, DHCP provides
an IP address for the client computer, and the client can then download the Client
Installation wizard. At this point, the wizard prompts the user to log on, and,
depending on the user’s credentials or security group membership, displays a
menu that offers appropriate customized unattended operating system installation
options. (The network administrator uses Group Policy settings to determine
which installation options are available to a user, based on the policy defined for
that user at the client computer that initiated the network service boot request.)

If you have a Windows 2000 Server infrastructure with RIS installed and a client
computer with the appropriate hardware, you can install Windows 2000
Professional and any applications on that client computer, remotely and
automatically.

For more information about installing and configuring RIS on a server computer
that supplies the installation images, see “Remote OS Installation” in the
Distributed Systems Guide.

For more information about how to plan for installing and upgrading client
systems using RIS, see “Applying Change and Configuration Management” and
“Automating Client Installation and Upgrade” in the Microsoft® Windows® 2000
Server Resource Kit Deployment Planning Guide.
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Terminology
To better understand Remote Installation Services, it is necessary to know these
terms:

A remote boot-enabled client computer is a computer that meets the PC98
version 0.6 or later design specification and includes a Pre-Boot eXecution
Environment (PXE) remote-boot ROM.

A RIS server computer is a computer running Windows 2000 Server with RIS
installed and configured.

PXE is a Dynamic Host Configuration Protocol (DHCP)-based technology that
client computers use to start up remotely over the network and install
Windows 2000 Professional from a RIS server.

A boot ROM is a BIOS-oriented chip on a network adapter that is responsible for
initiating the sequence to start the client computer remotely.

Planning for Client Configuration with Remote Installation
Services

Figure 5.5 illustrates the major steps for configuring RIS.
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Start

Check client hardware compatibility.

Set user rights.

| Set permissions.

Specify installation options.

Configure the network adapter.

| Select and restrict client installation

options.

Use RIPrep to prepare
the client image.

- | Deploy RIS to users.

Figure 5.5 Planning Steps for RIS

To ensure that a remote installation can proceed successfully, prepare the client
computer for installation from a RIS server by completing the following tasks.
Table 5.19 lists the tasks that the server administrator performs on a RIS server
versus those that the desktop administrator performs on the client.
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Table 5.19 Tasks for Preparing a Client Computer for a Remote Installation
Task Description User
Verify that the client The client computer must meet the requirements for Windows 2000 Desktop
hardware meets Professional installation and have a bootable network adapter or be administrator
requirements. enabled for remote startup. All computers that meet the PC98 0.6

and later design specification include a PXE remote-boot ROM for

RIS. For client computers that do not contain a PXE ROM, use the

Remote Installation boot disk to create a floppy disk that initiates the

RIS process.
Set user rights on a The user account used to install an operating system on the client Server
domain controller or computer must have Logon as a Batch Job user rights. Use Group administrator
member server running Policy to grant users or administrators Logon as a Batch Job rights.
RIS.
Set required permissions  If users are allowed to use RIS to install an operating system on Server
on the RIS server. client computers, those users need correct permissions for creating administrator

computer accounts within the domain, specifically the

Organizational Unit container specified in the Advanced Settings on

the RIS Server. Use Active Directory Users and Computers to set

permissions on a container that allows users to use RIS to install an

operating system on their own computers.
Specify installation On the RIS server you can use Group Policy settings to restrict the Server
options on the RIS installation options and the operating-system images that are administrator
Server. available to users during remote installation. To restrict images, set

access control permissions on the folders containing the installation

images.
Configure the network You must configure the network adapter of the client computer as Desktop
adapter on the client the primary startup device within the system BIOS. This allows the administrator

computer.

client computer to request a network service startup from the RIS
server on the network.

Using the Remote Installation Preparation Wizard

The Remote Installation Preparation wizard provides the ability to prepare a
Windows 2000 Professional installation, including locally installed applications
and specific configuration settings, and to replicate that image to an available RIS
server on the network. The wizard feature currently supports replication of a
single disk single partition (Drive C only) Windows 2000 Professional
installation. This means that the operating system and the applications included
with the standard installation must reside on drive C before running the wizard.
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First, use the RIS feature to remotely install the Windows 2000 Professional
operating system on a client computer. After the operating system is installed, you
can install any application, including in-house business applications. You can
then configure the installation to adhere to company policies. For example, you
might define specific screen colors, set the background bitmap to a company logo,
and set intranet proxy server settings within Internet Explorer. After the
workstation is configured and has been tested, you can run the Remote Installation
Preparation wizard from the RIS server.

The destination computer (that is, the computer that installs the image) does not
need to have identical hardware as that of the computer that was used to create the
image. However, the Hardware Abstraction Layer (HAL) drivers must be the
same (for example, they both must be ACPI-based or both must be non-ACPI-
based). In many cases, workstation class computers do not require unique HAL
drivers as server class computers do. During image installation, the wizard
features use Plug and Play to detect differences between hardware on the source
and the destination computers.

» To run the Remote Installation Preparation wizard

1. Install the standard Windows 2000 Professional operating system from a RIS
server on a client computer that supports RIS.

2. Install any applications locally on the client computer. Configure the client
computer with any specific corporate standard desktop settings. Be sure the
client installation is correct. After the image is replicated to the RIS server,
you cannot modify its configuration.

3. Connect to the RIS server where you want to replicate this image. In the Run
dialog box, type:

\\RISservername\Reminst\Admin\Riprep.exe
where:

RISservername is the computer name of the RIS server where you want to
replicate this image.

Reminst is the Remote Installation Share that is created when you installed
the RIS service on the server.

Admin is the folder that contains the file Riprep.exe that launches the
remote installation.

When you connect to the RIS server, the Remote Installation Preparation
wizard starts.
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4. Enter the name of the RIS server where you want to replicate the contents of
the client hard disk. By default, the RIS server from which the wizard is being
run is filled in automatically.

5. Type the name of the folder on the RIS server where this image is to be
copied. The image is created automatically in the RemoteInstall\setup\OS
Language\Images folder.

6. When prompted, provide a description and help text describing this image.
These are displayed to users during operating system image selection. Provide
enough information to allow a user to distinguish between images.

7. After you complete the Remote Installation Preparation wizard, review your
selections on the summary screen that is displayed.

8. After you review the summary screen, click Next. The image preparation and
replication process begin. The system is prepared and files are copied to the
RIS server. Once the replication of the image completes, any DHCP PXE-
based remote-boot enabled client computer, including clients using the Remote
Installation Services startup disk, can select the image within the Client
Installation wizard for a local installation.

Using the Remote Installation Services Boot Disk

You can use the Remote Installation Services boot disk with client computers that
do not contain a remote boot—enabled ROM. The startup disk simulates the PXE
startup process for computers that lack a formal remote boot ROM. The boot disk
is analogous to a boot ROM, which uses the floppy disk drive to install the
operating system from the RIS server.

Insert the remote boot disk into the client computer during the startup process.
The RIS remote boot disk can be used with a variety of supported Peripheral
Component Interconnect (PCI)-based network adapters. For more information
about PCI-based network adapters, see the Windows 2000 Hardware
Compatibility List (HCL) link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.
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Using the Client Installation Wizard

Unless you configured the RIS server to provide a CD-based image for unattended
installation, users use the Client Installation wizard, a text-based tool that guides
the user through the remote operating system installation process.

When a remote boot-enabled client computer is turned on for the first time, the
user is prompted to press F12 to initiate the download of the Client Installation
wizard. After the wizard is downloaded to the client computer, the Welcome
screen appears. In response to the welcome, the user is prompted to log on to the
network with an existing user account, password, and logon domain. After the
logon process is established, RIS checks to see what installation options the user
has access to based on Group Policy settings. The Client Installation wizard
presents a menu with the appropriate installation options tailored to that user. RIS
has been configured so that a user is not presented with installation options by
default; rather, the Automatic setup option is chosen automatically. For an
administrator-based account, all installation and maintenance options are
displayed.

The installation process is initiated when the user selects one of the operating
system images. Figure 5.6 illustrates the sequence that a user follows when
installing a remote operating system by using the default Client Installation
wizard screens.
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[ ] PressF12.

-1 Remote Installation Services displays the
“Welcome screen.”

Log on to the computer with
your domain credentials.

No Error message
Was logon completed appears.
successfully?

Yes Select operating
Is there more than one system.

operating system to select?

%
{

Caution message appears; the hard
disk is to be formatted.

Computer GUID, computer name,
and remote server name appear.

1 Installation begins.

Figure 5.6 Default Client Installation Wizard

Table 5.20 describes the Client Installation wizard screens that are downloaded

when a remote boot-enabled client is started for the first time. The file names and

any customization information are also listed.
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Table 5.20 Client Installation Wizard Screens

Screen

Description and Customization

Welcome screen
(Welcome.osc)

Logon screen
(Login.osc)

Setup Options screen
(Choice.osc)

Welcomes the user. You can customize the welcome screen with a
specific company message or information to users before they
install the operating system.

Requires a user to log on. The user logs on to the network by
using an existing user account, password, and domain. After the
user successfully logs on, RIS uses these credentials to determine
which installation options to display on the Setup Options screen.
If the process is not successful and the logon account, password,
or domain are not recognized, the user is prompted to log on
again.

Displays installation options to the user, including:

Automatic. Provides the easiest operating system installation
path. If there is already a computer account object in Active
Directory with a GUID that matches the client’s GUID, the
existing computer account is reused. If a matching GUID is not
found in Active Directory, the client is named based on the
automatic naming format configured in the properties of the RIS
server, and a new computer account is created in the location
specified by the RIS server.

Custom. Allows users to override the automatic computer naming
process, as well as the default location within Active Directory
where client computer account objects are created. The Custom
Setup option is similar to the automatic option, but it can be used
to set up a client for a subsequent user (for example, to install an
operating system on a client within the enterprise) before delivery
to a user. If either the computer name or computer location is left
blank on the Custom Setup screen, the automatic name or location
is used.

Restart a Previous Setup Attempt. Restarts the operating
system installation process by using the information entered
during the previous attempt. If the installation process fails or
network connectivity is disrupted during the initial text-mode
phase of setup (before completing the file copy phase), a Restart
Setup command is available for optional display to the user the
next time the computer is started.

Maintenance and Troubleshooting. Provides access to
maintenance and troubleshooting tools, such as system flash BIOS
updates and computer diagnostic tools, that can be used prior to
operating system installation.

The degree to which this screen and its options are displayed is
controlled by means of RIS Group Policy settings.

continued
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Table 5.20 Client Installation Wizard Screens (continued)

Screen Description and Customization

Error screen Instructs the user to contact the network administrator. If a

(Dupauto.osc) duplicate GUID is found in Active Directory, the user is presented
with this screen.

Operating system Displays the list of operating system images on the RIS server that

choice screen are available to the logged-on user. If only one image is available

(Oschoice.osc) for the user to install, that image is selected and the user does not
see this screen.

Caution screen Displays a warning message that the hard disk is formatted. The

(Warning.osc) user is cautioned that an operating system is about to be installed

on the computer, a process which requires the hard disk to be
repartitioned and formatted, erasing all data currently on the disk.

Summary screen Displays information about the computer including computer

(Install.osc) name, computer GUID, and the RIS server to be used for
downloading the image. Pressing any key begins the installation
process.

At this point, the RIS server has created a computer account
object in Active Directory for the computer and can look up the
computer and its computer name and other settings if the
computer is reinstalled.

If you were running the Client Installation wizard to prestage the
computer for another user, you can now shut down the computer
and return it to the end user. The end user must reset password
permissions on the newly created computer account object in
Active Directory.

After the summary screen appears, the user exits the Client Installation wizard and
proceeds to the automated installation process. This is similar to the installation
process of installing from a CD, but it is automated and occurs while the operating
system files are stored on the RIS server. Depending on the speed of your network
and the load on the RIS server, this process can be much faster than an installation
from a CD-ROM drive.

Caution All data is erased from your hard disk drive when you install a new
operating system.
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Microsoft Systems Management Server

Microsofte Systems Management Server 2.0 provides tools that allows
administrators to centrally deploy and manage software in an organization. These
tools are especially useful in large organizations with complex environments
because they provide hardware and software inventory collection; software
distribution and installation; and software metering, diagnostics, and
troubleshooting.

This section provides a brief overview of how you can use Systems Management
Server to perform an automated upgrade of the existing Windows operating
systems on your client computers to Windows 2000 Professional.

For more information on the functionality that Systems Management Server
provides for deploying and managing Windows 2000, see “Using Systems
Management Server to Deploy Windows 2000” in the Deployment Planning
Guide. For comprehensive information about Systems Management Server, see
the Microsofte Systems Management Server Resource Kit.

Overview of Systems Management Server

Systems Management Server allows administrators to centrally manage all
desktop computers in an organization. It supports all Windows-based 16-bit and
32-bit desktops, from Windows 3.1 to Windows 2000 Professional, whether
operating in Windows NT, NetWare 3.1, or NetWare NDS environments. Systems
Management Server can be used as a stand-alone desktop management system or
as a desktop management component within an integrated enterprise management
solution Its key features are summarized here.

Hardware and Software Inventory—Systems Management Server uses
Windows Management Instrumentation (WMI) and new version resource
information software scanners to upload a wealth of detailed hardware and
software inventory information into a Microsofte SQL Server™-based repository.
This provides administrators with a dynamic, efficient mechanism for getting
hardware and software information on every application on every desktop
computer. Additionally, a new compliance-comparative database tool has been
added that evaluates inventory after it is collected and generates reports on
compliance status.

Software Distribution and Installation—Using Systems Management Server,
administrators can deploy both the operating system and applications. Software
distribution is now rules-based, and distribution destinations are dynamically
evaluated. It is also fully integrated with inventory management to allow
sophisticated targeting. Systems Management Server first performs a query of
software inventory and collection information, then targets an audience, and
finally deploys software to that audience according to administrator-defined rules.
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For example, if a new user joins a user group, software is now automatically sent
to them according to the Group Policy of the user’s group. With Systems
Management Server, you can distribute an application immediately if a situation
requires it, roll back an application, and uninstall software automatically when a
user moves to a different department.

Software Metering—Administrators often require tools to track software usage
by users, groups, workstations, time, or license quota. Systems Management
Server 2.0 can monitor, analyze, and if required, control the use of applications on
servers and workstations. These tools provide administrators with varying levels
of control, ranging from simple alerts to the ability to prevent applications from
running.

Diagnostics and Troubleshooting—In addition to reporting on the current state
of a workstation or server and providing remote control facilities, Systems
Management Server provides a range of advanced diagnostic tools such as the
following: a network monitor with real-time and post-capture experts to analyze
network conditions and performance; a server HealthMon tool that tracks critical
performance information on a Windows 2000 Server; and the
MicrosofteBackOfficee family of applications.

Distributing Windows 2000 Professional with Systems
Management Server

This section describes how Systems Management Server-based software
distribution proceeds from the perspective of users of client computers in your
organization. For information about how administrators should plan for and
undertake Windows 2000 Professional deployment by using Systems
Management Server, see “Using Systems Management Server to Deploy
Windows 2000” in the Deployment Planning Guide.

Software distribution starts with Systems Management Server packages that the
administrator creates. These packages contain the source files for the program
being installed and the details that direct the software distribution process. Instead
of creating a package, administrators can use a preformatted file called a package
definition file that contains all the information necessary to create a package.
Systems Management Server 2.0 provides a package definition file for

Windows 2000 Professional installation. The packages or package definition files
reside at a distribution point, which is a shared directory from which client
computers can access the files.
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The administrator alerts users about the Systems Management Server package by
creating an advertisement. An advertisement specifies what program is available
to client computers, which computers will receive the advertisement, and when
the program is scheduled for installation. Depending on how the advertisement is
defined, it can grant users control over the scheduling of the package, it can run in
privileged mode so that you do not have to give privileges to users, or it might
operate without any intervention from the user.

Figure 5.7 shows the software distribution process.

1. Distribute package source files.
2. Distribute advertisements

and package details.
3. Get instructions.

4. Run programs.

Figure 5.7 Systems Management Server Software Distribution Process

Typically, administrators give users advance notice of the upgrade. When users
are notified of an impending upgrade, it is a good idea for users to get any training
they might require, perform backups, prepare any programs they are responsible
for, and make sure all their documents are closed.

During a Windows 2000 Professional upgrade, the computer must be restarted
several times. If this can occur automatically, the entire upgrade can be
accomplished without input from users. Typically, administrators consider it good
practice not to allow user input during package installations in order to reduce
inconvenience to the user and limit the potential for problems during upgrade. The
packages themselves contain passwords, file locations, and other information a
user must typically provide in an attended installation. Even if the process does
involve the user, the administrator can define the packages to proceed so that
users do not have to choose between complex options.
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For packages that are scheduled to run overnight or over a weekend,

Windows 95-based or Windows 98-based client computers must have a user
logged on for the upgrade to start automatically. In this case, users might want to
use a secure screen saver to prevent others from using their computers while they
are away. Windows NT Workstation 4.0-based client computers do not require
that a user be logged on for the advertisements to start. Users who maintain a boot
password on their computers must temporarily disable their boot passwords for
the upgrade. If this is not possible, someone must be present during the upgrade.

For more information about the specific procedures and strategies involved in
Systems Management Server deployment of Windows 2000 Professional in your
organization, see “Using Systems Management Server to Deploy Windows 2000”
in the Deployment Planning Guide.

Additional Resources

» For more information about the answer file parameters, see Unattend.doc file
provided in Support\Tools\Deploy.cab on the Windows 2000 Professional
operating system CD. You can either use Windows Explorer or run the
Extract.exe command to extract and view the Unattend.doc file.

= For the latest information about Windows 2000 Professional, see the
Windows 2000 Professional link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

= For more information about deployment tools and methods, see
http://www.microsoft.com.
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CHAPTER 6

Setup and Startup

Understanding the Microsofte Windowse 2000 Professional startup process, how
startup interacts with the registry, Plug and Play device detection, and multiple-
boot operating systems, can help you optimize your system and effectively
troubleshoot problems when they occur.

In This Chapter

Quick Guide to Setup and Startup 238

Phases of Setup 239

Windows 2000 Professional Startup Process 241

Plug and Play Device Detection 252

Installing a Multiple-Boot Operating System 258

Installing Service Packs 261

Removing Windows 2000 Professional from Your Computer 262
Troubleshooting Windows 2000 Professional Setup 264

Related Information in the Resource Kit

= For more information about Plug and Play, see “Device Management” in this
book.

= For more information about Advanced Configuration and Power Interface
(ACPI), see “Power Management” in this book.

= For more information about registry settings, see the Technical Reference to
the Windows 2000 Registry (Regentry.chm) on the Microsoft®
Windowse® 2000 Resource Kit companion CD.
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Quick Guide to Setup and Startup

[

f -

Understanding the Setup and startup processes in Windows 2000 Professional is
important to maintaining your system. Use this quick guide to understand the
steps involved in setting up and starting up Windows 2000 Professional, including
how the devices are detected, how to configure your computer with multiple
operating systems, how to update Windows 2000 Professional with service packs,
and how to troubleshoot related problems.

Review the Phases of Setup

Review a brief description of how boot drivers and Plug and Play devices are
loaded during the text-mode and graphical user interface (GUI)-mode phases of
Setup, as well as a description of the Setup log files. An understanding of the
Setup process can help you troubleshoot any problems you encounter during
Setup.

» See “Phases of Setup” in this chapter.

Understand the steps involved in starting Windows 2000 Professional.

Understanding the system startup procedure allows you to troubleshoot problems
with installing and starting Windows 2000 Professional.

= See “Windows 2000 Professional Startup Process” in this chapter

Understand how Windows 2000 Professional detects Plug and Play devices.

An understanding of how Windows 2000 Professional detects and loads Plug and
Play devices can give you a better understanding of how these devices are
detected and configured during Setup and help you troubleshoot any problems
that might occur.

= See “Plug and Play Device Detection” in this chapter.

Configure your computer to create a multiple-boot system by using Windows 2000
Professional with other operating systems.

Review the procedures and considerations for setting up a multiple-boot

configuration. Review the detailed description about how to set up a multiple-boot
system by using Windows 2000 Professional with Microsofte Windows NTe 4.0,

Microsofte Windowse 95, Microsofte Windowse 98, and Microsofte MS-DOSe.

« See “Installing a Multiple-Boot Operating System” in this chapter.
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Install service packs with Windows 2000 Professional.

Learn how service packs are added to Windows 2000 Professional and how
Service Pack installation has changed since Windows NT 4.0.

= See “Installing Service Packs” in this chapter.

Remove Windows 2000 Professional from your computer

If you have problems during Setup or if Windows 2000 Professional does not run,
you might need to remove the operating system from the computer. Review
details about how to remove the operating system and the associated files.

= See “Removing Windows 2000 Professional from Your Computer” in this
chapter.

Troubleshoot Windows 2000 Professional Setup

Review some of the problems that can occur during Windows 2000 Professional
Setup and the steps you can take to troubleshoot them.

= See “Troubleshooting Windows 2000 Professional Setup” in this chapter.

Phases of Setup

Setup Loader

When you are installing or upgrading Windows 2000 Professional, follow the
three general Setup phases, including: the Setup Loader phase, which is used to
begin the installation process; text-mode Setup, which is the text-based portion of
Setup and is characterized by a blue background; and GUI-mode Setup, which is
the final phase of Setup and is distinguished by a Windows graphical interface
and wizard page.

The Setup Loader phase of Setup is usually initiated by running Winnt.exe or
Winnt32.exe from the command line. You can also initiate Setup Loader by
starting the computer from the Windows 2000 operating system CD. Setup copies
the installation files and Setupldr from the CD to the hard drive and creates or
modifies Boot.ini (in multiple-boot configurations in which either

Windows NT 4.0 or Windows 2000 is previously installed). Setupldr is a variant
of Ntldr, which initiates the installation process when it is called by the bootstrap
loader and loads Ntbootdd.sys and Ntdetect.com. These files perform initial
hardware detection and then pass control to the kernel, which is loaded along with
the boot drivers and the drivers for the hard drive controller(s). Setupldr also
changes the boot sector to point to Setupldr.

This phase of Setup also gathers information to create a small unattended file.
This file answers some of the questions that are asked later in the Setup process so
that it can be run with minimal involvement.
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For more information about using Winnt.exe and Winnt32.exe, see “Installing
Windows 2000 Professional” in this book.

Text-Mode Setup

The text-mode phase of Setup is a mini-kernel mode phase that is started by a
special session manager called Usetup.exe, which is located in the folder i386.
The text-mode phase is also identified by its character-based screen with a blue
background. During this phase, Setup completes the following tasks:

= Determines the basic hardware installed (such as the CPU, motherboard type,
and hard disk controllers).

= Examines the hard disks.

= Creates the registry and file systems.

= Performs limited Plug and Play detection.

= Partitions and formats the drive for the file system or converts to an NTFS file
system when you upgrade from Windows NT 4.0 Workstation.

= Checks that there is adequate disk space for the installation and checks for
minimum system requirements, such as memory and hard disk drive space.

» Copies most installation files to the Windows 2000 installation folder to begin
the GUI-mode phase of Setup.

GUI-Mode Setup

After the text-mode phase of Setup is complete, the computer restarts, and the
GUI-mode phase of Setup begins. GUI-mode is identified by a graphical user
interface (GUI) and the Setup wizard, which begins with the End-User License
Agreement ( EULA) and Product ID dialog box.

Note When you use Winnt32.exe or Autorun.exe, the EULA and Product ID
dialog box appear during the Setup loader phase.

Setup performs the following tasks during the GUI-mode phase:

= Detects and installs devices found on the computer.
= Configures each device, and installs and configures networking components.
= [Installs any optional components.

» Copies the remaining installation files that were not copied during the text-
mode phase of Setup.
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«  Writes the Setup log files to the installation directory. The Setup log files are
as follows:

= Setupact.log, which contains information about all the files copied during
setup.

» Setuperr.log, which contains information about any errors that were
encountered during Setup.

» Setupapi.log, which contains information about the device driver files that
were copied during Setup.

= Setuplog.txt, which contains additional information about the device driver
files that were copied during Setup.

Note The log files that are created during Setup can be used to help troubleshoot
any installation problems that you might encounter. Double-click a log file to read
it, or open it by using Notepad or a word processing application.

When GUI-mode has completed these tasks, it starts the operating system and
presents the Winlogon screen. This stage of Setup is recoverable; if Setup halts, it
can restart and continue where it left off.

During a clean installation of Windows 2000 Professional, Setup now prompts
you to provide a user account and logon information. If you are upgrading from
Windows 95 or Windows 98, Setup prompts you to supply password information.

Note On a new installation, you are prompted for an Administrator password; you
can also personalize the installation, for example, by customizing Regional
Options, Accessibility Options, and Network and Dial-up Connections settings.

Windows 2000 Professional Startup Process

The Windows 2000 startup process is similar to the startup process for
Windows NT 4.0 but is significantly different from other operating systems. In
MS-DOS, Windows 95, and Windows 98, the computer loads the 10.sys file
followed by Msdos.sys and Command.com. However, in Windows 2000, these
files only exist on computers that have multiple-boot configurations with
Windows 95, Windows 98, or MS-DOS.

The following list describes the startup sequence on a computer running
Windows 2000 Professional:

= Power-on self test (POST)
« Initial startup process
= Bootstrap loader process
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= Operating system selection (if the computer has a multiple-boot configuration)
= Hardware detection

= Hardware configuration selection (if you are using more than one hardware
profile)

= Kernel loading
= Operating system logon process

Note The system startup sequence only applies to a system that is started from a
reboot or a power off state. This sequence does not apply to a system that is
turned on from a hibernated state.

This startup sequence applies to all versions of Windows 2000.

Power-on Self Test

When a computer is started or reset, it runs the power-on self test (POST), which
determines the amount of memory in the computer and checks that required
hardware devices, such as the keyboard, are present and functioning. After the
POST sequence, adapters that have their own basic input/output system (BIOS)
run individual POST routines.

Note Some adapters (for example, some video adapters) run their POST sequence
before the memory and device check, which runs during the initial POST.

Starting the Computer

After the computer finishes the POST, the system BIOS attempts to start an
operating system. The sequence that the BIOS follows depends on the BIOS
configuration. For example, if the BIOS search order is set to A and then C

(A, C), the BIOS searches the floppy disk drive for a bootable disk. If drive A
contains a bootable floppy disk, the BIOS loads its first sector (the partition boot
sector) into memory. If the floppy disk is not bootable, the following error
message appears.

Non-system disk or disk error
Replace and press any key when ready
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If the BIOS does not find a floppy disk in the drive, it then searches for the active
partition on the hard disk drive. If there is no system partition on the first hard
disk, the master boot record (MBR) displays one of the following errors:

= Invalid partition table

= Error loading operating system

= Missing operating system

When the active partition of the hard drive is found, the system BIOS reads the
MBR and loads it into memory. The MBR then scans the partition table for the

system partition information. When the system partition information has been
read, it loads sector O of the system partition into memory and starts it.

Note Sector O of the system partition can be a utility, a diagnostic program, or a
partition boot sector that contains the startup code for the operating system.

The system partition must be on the first physical disk and contain the system
startup files listed in Table 6.1.

Table 6.1 Windows 2000 Startup Files

File Name Location

Ntldr Root of startup disk

Boot.ini Root of startup disk

Bootsect.dos Root of startup disk (on multiple-boot systems)
Ntdetect.com Root of startup disk

Hyberfil.sys %Systemdrive%

Ntbootdd.sys Root of startup disk (for SCSI and some large IDE drives)
Ntoskrnl.exe %SystemRoot%\System32

Hal.dll %0 SystemRoot%\System32

System key %SystemRoot%\System32\Config

Device drivers %SystemRoot%\System32\Drivers

Cdldr Root of startup disk

Note If the name of the path in Boot.ini uses small computer system interface
(SCSI) syntax, the Ntbootdd.sys must be in the root folder of the system partition.

The boot partition can be on the same partition as the system partition, on a
different partition, or on a different hard disk.
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For the most part, the MBR is independent of the operating system. For example,
the MBR can start Windows NT, Windows 95, Windows 98, MS-DOS,
Microsofte Windowse 3.x, and Windows 2000 Professional. However, after boot
sector 0 has been loaded into memory, the partition boot sector is dependent on
both the operating system and the file system. The Windows 2000 partition boot
sector performs the following functions:

= Reads the file system to find the bootstrap loader.
= Loads the bootstrap loader into memory.
= Starts the bootstrap loader.

Bootstrap Loader Process

Ntldr loads the operating system files from the boot partition. If you have a
multiple-boot configuration, you are prompted to choose an operating system.

Ntldr controls the operating system selection and the hardware detection process
before passing control to the Windows 2000 kernel. Ntldr must be in the root
folder of the startup disk.

Ntldr performs the following steps:

= Sets the processor to run in 32-bit flat memory mode. When you first start a
computer, it runs in real mode, which is similar to an 8088 or 8086 CPU.
Because Ntldr is a 32-bit program, it must switch the processor to 32-bit mode
so that it can continue to load the operating system.

= Starts the NTFS file system or the file allocation table (FAT) 16 or 32 file
system. The code to access the appropriate file system is built into Ntldr.

= Reads Boot.ini, which displays the operating selections on the boot loader
screen. If you select an operating system other than Windows 2000
Professional, Ntldr loads and passes control to the Bootsect.dos file, and the
selected operating system starts. If you select Windows 2000 Professional,
Ntldr starts Ntdetect.com, which gathers information about the computer
hardware. ‘

= Asks you to choose a hardware profile if you have one or more hardware
profiles on your computer.

» Loads and passes the information from Ntdetect.com to Ntoskrnl.exe, starting
the startup screen.
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Operating System Selection

Boot.ini contains the list of available operating systems. Each entry includes the
path to the boot partition for the operating system, the string to display in the boot
loader screen, and optional parameters. Boot.ini supports starting multiple
versions of Windows 2000, as well as starting other operating systems, such as
Windows 95, Windows 98, Windows NT 4.0, MS-DOS, and OS/2.

When you install Windows 2000, Setup places Boot.ini at the root of the system
partition.

The following is a sample Boot.ini file:

[boot Tloader]

timeout=30

default=multi(0)disk(0)rdisk(0)partition(1l)\WINNT

[operating systems]

multi(0)disk(0) rdisk(0)partition(1)\winnt= “Microsoft Windows 2000
Professional” /fastdetect

C:\="Windows 98"

The information displayed on the boot loader screen is based on the contents of
Boot.ini, such as in the following example:

Please select the operating system to start:

Microsoft Windows 2000 Professional
Microsoft Windows 98

use T and | to move the highlight to your choice.
Please Enter to choose.
Seconds until highlighted choice will be started automatically: 29

- For troubleshooting and advanced startup options for Windows 2000, press
F8.

The first operating system listed is the default. In this configuration, if you do not
select an operating system before the timer reaches 0, Windows 2000 Professional
is started.

Hardware Detection

After you select the operating system, Ntdetect.com detects the hardware, gathers
a list of the currently installed hardware components, and passes the information
to Ntldr.
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Ntdetect.com detects the following components:

= Computer ID
= Bus/adapter type
= Video adapter
~ = Keyboard
» Communications ports
= Floppy disks
= Mouse or other pointing devices

= Parallel ports

Selecting a Hardware Configuration

During the Ntdetect phase, if you have multiple hardware configurations, the
following information appears:

Hardware Profile/Configuration Recovery Menu
This menu allows you to select a hardware profile
to be used when Windows 2000 is started.

Note Profiles are only necessary under non—Plug and Play conditions. Plug and
Play negates the need for profiles.

The bootstrap loader pauses for a few seconds or until you press Enter. If you
have only one hardware profile, Windows 2000 Professional uses the default
settings.

Windows 2000 Professional automatically uses the default settings if you do not
select a hardware profile. When the default configuration is used, the bootstrap
loader uses the registry information that Windows 2000 Professional saved at the
completion of the last shutdown. After you select a hardware profile,
Ntdetect.com passes control back to Ntldr.

Loading and Initializing the Kernel

During the next phase, Ntldr loads the kernel and the hardware abstraction layer
(HAL) into memory. Next the bootstrap loader loads the registry key
HKEY_LOCAL_MACHINE\SYSTEM from the folder
%SystemRoot%\system32\Config\System. Ntldr creates the control set that it uses
to initialize the computer. The loader uses the control set identified by the default
value unless you choose the Last Known Good Configuration from the
Hardware Profiles screen.
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The kernel initiates the Windows 2000 Professional screen, and the Starting Up
progress bar is displayed. When the status bar completes, Ntoskrnl prepares the
network information.

The kernel uses the information that was passed from the boot loader to create the
HKEY_LOCAL_MACHINE\HARDWARE key, which contains the hardware
data that is collected at system startup. The data includes information about
various hardware components on the motherboard and the system interrupts
allocated by each device.

The kemel then creates the Clone control set, which is a copy that points to the
Current control set. The Clone control set represents the state of the computer
during configuration and is not changed or modified.

Logging On to the Operating System

The Windows subsystem automatically starts Winlogon.exe, which starts the
Local Security Administration. The Begin Logon dialog box appears.

Windows 2000 might still be initializing network device drivers, but you can log
on.

The Service Controller searches the registry for services that are configured to
load automatically. Autoload services have a Start value of 0x2 in the subkey
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DriverName.
The services that are loaded during this phase are loaded in parallel and so are
loaded based on their dependencies. The dependencies are described in the
DependOnGroup and DependOnService entries in the subkey
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DriverName.

Note Windows 2000 startup is not considered complete until a user successfully
logs on to the system. After a user logs on, the Clone control set is copied to the
LastKnownGood control set.

Understanding the Boot.ini Naming Convention

Windows 2000 uses the Advanced Reduced Instruction Set Computing (RISC)
naming convention to define the path to a Windows 2000 installation.

Using ARC Pathnames

The Advanced RISC Computing (ARC) pathnames in Boot.ini point to the
location of the boot partition for all Windows 2000 installations. A single line in
Boot.ini represents each installation. During the startup process, the boot loader
screen prompts you to choose an installation.
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The ARC names in the file Boot.ini are similar to the following:

= Multi(W)disk(X)rdisk(Y)partition(Z)\%systemroot%
»  Scsi(W)disk(X)rdisk(Y)partition(Z)\%systemroot%
= Signature(8b467c12)disk(1)rdisk(0)partition(2)%systemroot%="description"

Windows 2000 Professional can use any of these formats in Boot.ini to locate the
SystemRoot directory.

Multi Syntax

This form of the ARC pathname is referred to as Multi. On Microsofte

Windows NTe version 3.1, Multi syntax was only valid for Integrated Device
Electronics (IDE), Enhanced Integrated Drive Electronics (EIDE), and Enhanced
Small Device Interface (ESDI) disks. In Microsofte Windows NTe version 3.5
and later (including Windows 2000), it is also valid for small computer system
interface (SCSI) disks. It is not used with Windows 95 or Windows 98.

The Multi syntax instructs Windows 2000 Professional to rely on the system
BIOS to load system files. This means that Ntldr is using interrupt (INT) 13 BIOS
calls to find and load Ntoskrnl.exe and any other files it needs to start the system.

The following is an example of the Multi syntax :
multi (Wdisk(X)rdisk(Vpartiton(2)
Table 6.2 describes the parameters used in the Multi syntax:

Table 6.2 Multi Syntax Parameter Variables

Parameter Multi Parameter Definitions

w The number of the adapter, usually 0.

X Always 0.

Y The number for the disk on the adapter, usually between 0 and 3.

V/ The partition number. All partitions that are in use receive a number.

Primary partitions are numbered before logical drives.
The first valid number for Z is 1; W, X, and Y start at 0.

In theory, the Multi syntax can start Windows 2000 from any disk. However, this
requires that all connected disks use the INT 13, and the system BIOS usually
identifies only one disk adapter with INT13. For this reason, you can only use the
Multi syntax to start Windows 2000 Professional from either of the two disks on
the primary IDE or SCSI device or on the secondary IDE or SCSI device.
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The use of the Multi syntax depends on the type of adapter that your computer
uses. For example:

= On IDE adapters, the Multi syntax works for up to four disks: two on primary
and two on secondary IDE channels.

= On SCSI adapters, the Multi syntax works for the first two disks on the first
SCSI adapter (the adapter whose BIOS loads first).

=  With both SCSI and IDE adapters, the Multi syntax works for only the IDE
disks on the first adapter.

SCSI Syntax

The SCSI syntax tells Windows 2000 Professional to load a SCSI device driver to
access the boot partition.

The SCSI syntax is as follows:
scsi(Wdisk(X) rdisk(Vpartition(2)
Table 6.3 defines the parameters used in the SCSI syntax:

Table 6.3 SCSI Syntax Parameters

Parameter SCSI Parameter Definitions

w The controller that is found.

X The number of the physical disk attached to the computer.

Y The SCSI logical unit number (LUN) of the disk that contains the boot

partition. This is typically 0.

Z The partition number. All partitions that are in use receive a number.
Primary partitions are numbered before logical drives.

The first valid number for Z is 1; W, X, and Y start at 0.

Signature Syntax

The Signature syntax is equivalent to the SCSI syntax but is used instead to
support the Plug and Play architecture in Windows 2000. Because Windows 2000
is a Plug and Play operating system, the SCSI controller number instance might
vary each time you start Windows 2000, especially if you add new SCSI
controller hardware after Setup.

The Signature syntax instructs Ntldr to locate the drive with a disk signature that
matches the value in the parentheses, regardless of which SCSI controller number
that the drive is connected to.

The naming format in Boot.ini starts with Signature syntax. For example:

signature(8b467c¢12)disk(1l)rdisk(0)partition(2)\winnt="description"
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The Signature syntax is used only if one of the following conditions exists:

= The partition on which you installed Windows 2000 is larger than
7.8 gigabytes (GB) in size, or the ending cylinder number is higher than 1024
for that partition, and the system BIOS or boot controller BIOS does not
support Extended INT13.

= The drive on which you installed Windows 2000 is connected to a SCSI
controller whose BIOS is disabled, so INT13 BIOS calls cannot be used during
the startup process.

The Signature value is extracted from the MBR. This unique hexadecimal number
is either written to the MBR during the text-mode portion of Setup or by a
previous installation of Windows NT 4.0 or earlier.

Ntbootdd.sys

Ntbootdd.sys is a copy of the SCSI device driver and resides on the system
partition. Ntbootdd.sys is used when using the SCSI or Signature syntax in the file
Boot.ini.

Additionally, if you have multiple SCSI controllers that use different device
drivers, include only the controllers that are controlled by Ntbootdd.sys when
determining the value of the W parameter. For example, if you have an
Adaptec 2940 controller (which uses Aic78xx.sys) and an Adaptec 1542
controller (which uses Ahal54x.sys), the value of W is always 0. Ntbootdd.sys
changes in the following situations:

» If you load Windows 2000 Professional from a disk on the Adaptec 2940
controller, Ntbootdd.sys is a copy of Aic78xx.sys.

= If you load Windows 2000 Professional from a disk on the Adaptec 1542
controller, Ntbootdd.sys is a copy of Ahal54x.sys.

Editing Boot.ini

When you install Windows 2000 Professional, Boot.ini sets the system and hidden
attributes for you. You can edit the time-out and default parameters in Boot.ini by
using the System option in Control Panel.

Important Back up the original Boot.ini file before making any changes.

To view Boot.ini, you must be able to view hidden files in My Computer.



Chapter 6 Setup and Startup 251

» To show hidden files in My Computer
1. On the Tools menu, click Folder Options, and then click the View tab.
2. Clear Hide protected operating system files.
3. Click OK.

To edit the file Boot.ini, you can use Windows Explorer and double-click
Boot.ini, or you can open any text editor to edit the file.

If you change the path to the Windows 2000 boot partition, edit the entries for
both the default path and the operating system path. If you change only one, a new
choice is added to the boot loader screen with the default designator next to it.

Driver Cabinet File

A cabinet (.cab) file is a compressed file that contains other distribution files, such
as drivers and system files. Drivers are placed in a single .cab file on the
Windows 2000 operating system CD. This driver .cab is used by both Setup and
other system components that need to install drivers. The .cab file contains
approximately 3000 files and is installed at:

%windir%\Driver Cache\<platform>\driver.cab
The list of files is in Drvindex.inf. To view the .cab file, use Windows Explorer.
The benefits of using a .cab file include the following:

= Does not require administrators to use a Setup CD to install new devices on
the computer.

= Does not require you to log on with local admin rights to install new hardware
as long as the device is present in the .cab file and digitally signed. You can
override this by deleting the .cab file from the drive.

» Reduces the amount of bandwidth and installation time that is required for
network installations. (Winnt32.exe and Winnt.exe copy a single file instead
of many smaller files.)

= Provides a simple way to install printer drivers. Administrators do not need to
have the Windows 2000 CD to install printer drivers because most printer
manufactures use Microsoft core printer drivers. For mobile users, the printer
drivers are always available for quick printing.

= Enables remote install services clients to install drivers for new devices
locally. It also allows the Remote Installation feature to support different
hardware between the source computer used to create the image and the
destination computer installing that image. For more information about
Remote Installation Services, see “Customizing and Automating Installations”
in this book.
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When a driver file is needed, Setup checks the Drvindex.inf file to see if the file is
listed. If the file is listed and the .cab file is on your computer, Setup tries to copy
the file from the .cab file. If a signed driver file is found in the driver cache
directory and has the same name as the needed file, Setup uses this file instead of
the one contained in the .cab file. If the required file does not exist in the directory
of the .cab, the installation path is searched. If that fails, Setup prompts you to
supply the required file.

Plug and Play Device Detection

System BIOS

Plug and Play is a combination of the system BIOS, hardware devices, system
resources, device drivers, and operating system software. This combination
provides dynamic installation and configuration of new system hardware
components and Plug and Play devices that require little or no manual
intervention, For more information about the Windows 2000 implementation of
Plug and Play, see “Device Management” in this book.

The basic input/output system (BIOS) starts the computer by providing a basic set
of instructions. It performs all necessary startup tasks, including POST and
starting an operating system from a floppy disk or hard disk. The BIOS uses a
library of interrupt handlers to provide the operating system with an interface to
the underlying hardware. For instance, each time a key is pressed, the CPU
performs an interrupt to read that key. This is similar for other input/output
devices, such as serial and parallel ports, video cards, sound cards, hard disk
controllers, and so on. Some older computers cannot cooperate with modern
hardware because the operating system cannot call a BIOS routine to use it. You
can solve this problem by replacing the BIOS with a newer one that supports your
hardware or by installing a device driver for the hardware.

How the BIOS interacts with Plug and Play devices varies, depending on whether
the system BIOS or the operating system is responsible for configuring the
hardware device. Taking this into consideration, you have three possible
scenarios:

Only the initial program load or boot devices are controlled by the BIOS

Initial program load (IPL) devices are required to start the system. They can be
embedded on the system board or on added devices.

This scenario also supports dynamic configuration, where a non-boot device, such
as a PCMCIA card, is installed while the power is on. Each time the system is
started in a dynamic configuration, the devices are reexamined. In theory, the
assigned resources can be rearranged at restart whether devices have been added
or removed.
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All devices are configured by the BIOS

If Enable Plug and Play operating system is disabled and the device has a static
configuration, you can not remove the device without turning off the system. In
addition, you must first turn off the system before you remove almost any device.
The exceptions are external port devices and bus types that are Plug and Play by
nature, such as universal serial bus (USB) and IEEE 1394.

No devices are configured by the BIOS

In the Advanced Configuration and Power Interface (ACPI) of Windows 98 and
Windows 2000, the operating system configures almost all devices. The
exceptions are those devices that are needed to start the operating system and bus
types that handle it on their own, such as Peripheral Component Interconnect
(PCI), USB, and IEEE 1394,

System Resources

System resources are made up of the BIOS, interrupt request lines (IRQs), direct
memory access (DMA), input/output (I/O) port addresses, and reserved memory.
They allow the individual hardware components to signal and gain access to the
CPU without conflicting with other hardware devices. Before Plug and Play, each
resource had to be configured manually, which could be difficult.

The Plug and Play Manager determines the hardware resources requested by each
device (for example, I/O ports, IRQs, DMA channels, and memory locations) and
assigns them appropriately. The Plug and Play Manager can reconfigure resource
assignments when necessary, such as when a new device is added that requires
resources that are already in use. It can also maintain ISA detection and ’
configuration that is non—Plug and Play.

IRQs

IRQs are channels or switches that are used by hardware devices to signal the
CPU. The traditional architecture has 16 IRQs, some of which are used for
onboard devices such as the system clock, keyboard, and mouse. The remaining
IRQs can be used by expansion cards that are added to the computer.

When you have used all your IRQs, you can share them. In addition, methods
have been devised that do not require IRQs. Some new bus types, such as USB
and IEEE 1394, require at least one IRQ for the bus controller itself because they
reside over the PCI bus. It is possible to share available IRQs, On ACPI systems,
all PCI devices can share IRQ 9 by default. Most of the problems created by
sharing IRQs are related to bandwidth. To share IRQs, the system places these
IRQs on a stack and manages them in first in, first out (FIFO) fashion. The more
sharing, the longer it takes to traverse the stack and the more opportunity for time-
outs and other problems.
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I/O Port Address

After a device signals the CPU by using its assigned IRQ, the device needs to pass
information between it and the CPU. This is done through memory. An I/O port
address is an area of memory that is reserved by the device to pass required
information to the device driver, which in turn passes the information to the CPU.
These are not linear memory locations but numerical pointers or representations
of physical memory locations. On each hardware device, a read-only memory
(ROM) chip stores a collection of device descriptors as hardware registers or on
the PCI bus, as the configuration memory space. I/O port addresses serve as a
special “lens” that isolates one register from another. There are 65,535 of these
ports available in current systems, but as with IRQs, the ports are already reserved
for specific devices. In addition, I/O ports can be segregated according to bus
type, with some I/O addresses reserved for PCI and others for ISA.

DMA

The device can access physical memory either through the CPU or by bypassing
the CPU entirely. Direct memory access (DMA) channels allow devices to write
to physical memory without placing a load on the CPU. There are usually eight
DMA channels; existing devices reserve a number of channels, leaving
approximately five channels free to be used with additional devices. The

. exception is the PCI bus, in which the DMA is replaced by bus mastering.

Detecting Plug and Play Devices

The Plug and Play detection process in Windows 2000 works similarly to Plug
and Play in Windows 98. Each device that is attached to the computer is identified
when Windows 2000 Professional starts. Devices that are not required to start the
computer remain inactive until the operating system has started.

After identifying each device, Plug and Play determines the system resources that
each device requires, stores the configuration in memory, and assigns those
resources to the device. After the devices have been configured, Plug and Play
identifies and loads the drivers that each device requires.

Plug and Play continues to provide an interface between the system and the device
drivers, which consist of I/O routines, Interrupt Request Packets (IRPs), driver
entry points, and the registry. In addition, Plug and Play handles power
management events and hardware detection, such as removing a portable
computer from a docking station or adding or removing a hardware device. Plug
and Play also allows applications to control certain power management events.

For more information about Plug and Play devices, see “Device Management” in
this book. For more information about power management, see “Power
Management” in this book.
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Building the Device Tree

The device tree contains information about the devices attached to the system.
The operating system uses information from drivers and other components to
build this tree when the computer starts, and it updates the tree as devices are
added or removed. The device tree is hierarchical, with devices on a bus
represented as subcomponents of the bus adapter or controller.

> To view the hierarchy of devices in the device tree

= In Device Manager, click the View menu, and then click Devices by

connection.

Figure 6.1 shows the structure of the device tree.
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and Play Modem
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USB Hub Plug and Play ; ~ ; .
vob ISA Sound Card Serial Port| | Keyboard Mouse Disk
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Figure 6.1 Device Tree Structure

Each node of the device tree is a device node, which consists of the device objects

for the drivers and internal information maintained by the operating system.
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The hierarchy of the device tree reflects the structure in which the devices are
attached to the computer. The operating system uses this hierarchy as it manages
the devices. For example, if a user requests to unplug the USB controller from the
computer represented in Figure 6.1, the Plug and Play Manager asks the drivers
for the USB controller to remove the controller, and the Plug and Play Manager
queries the drivers for any descendants of the controller. The Plug and Play
Manager determines that this action would cause the USB hub, the joystick, and
the camera to become unplugged.

Plug and Play Detection on Non-ACPI Systems
Before installing Windows 2000 on a non-ACPI system, disable Plug and Play
Operating System support in the system BIOS.

‘When a non-ACPI computer is started, Plug and Play is configured by the system
BIOS and not the operating system. The BIOS performs the following steps:
1. Isolates any Plug and Play ISA devices for configuration.

2. Builds a resource allocation map of the resources consumed by non-Plug and
Play devices.

3. Optionally maintains a list of the previous resource configuration in non-
volatile storage or memory.

4. Selects and enables the input and output devices that are required during the
startup process.

Initializes the device ROM if the device encountered is a boot device.
Allocates conflict-free resources to devices that have not yet been configured.
Activates all devices.

© % N o

Initializes any option ROMs that have been encountered.
10. Starts the bootstrap loader.

One requirement of Plug and Play is the ability to isolate individual cards for
configuration. PCI cards are isolated by the PCI architecture itself. Because the
original ISA specification provided no method for isolating one card from
another, either the operating system or the system BIOS can perform these steps.

The detection process remains largely unchanged under the ACPI architecture,
except that on an ACPI system, the operating system and not the BIOS is
responsible for device detection and configuration.
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Plug and Play Detection on ACPI Systems

ACPI combines and enhances both Plug and Play and power management. On an
ACPI computer, Plug and Play is configured by the operating system and not the
system BIOS.

In the following example, a user installs a Plug and Play USB joystick into a USB
hub on a USB host controller. The USB hub is a Plug and Play bus device because
it can have other devices attached to it. In this example, the USB supports hot-
plug notification, and the function driver for the USB is notified that its
subcomponents have changed. The operating system performs the following steps:

1. The function driver for the device determines that there is a new device on its
bus.

2. The function driver for the bus device notifies the Plug and Play Manager that
its set of devices has changed.

3. The Plug and Play Manager queries the drivers for the bus for the current
device tree.

4. The Plug and Play Manager sends an Interrupt Request Packet (IRP) to the
device stack for the bus asking for the current list of devices on the bus.

5. When the main driver of the USB hub (the USB host controller class or
miniclass driver pair) completes the IRP, the IRP travels back through the
device stack by means of any completion routines registered by the hub
drivers.

When the Plug and Play Manager has the current list of devices on the bus, it
determines if any devices have been added or removed. In this example, there
is one new device, and the only driver that is configured for the joystick is the
main USB hub driver. Any optional bus filter drivers are also present in the
device stack.

6. The Plug and Play Manager gathers information about the new device and
begins configuring the device.

7. The Plug and Play Manager checks the registry to determine if the device has
been installed on this computer before.

8. The Plug and Play Manager stores information about the device in the registry.

9. The kernel-mode Plug and Play Manager attempts to find and load the
function and filter drivers for the device, if any exist.

10. The Plug and Play Manager assigns resources to the device, if needed, and
issues an IRP to start the device.

For more information about device detection during Setup, see the Driver
Development Kits (DDXKs) link on the Web Resources page at
http://windows.microsoft.com/windows2000/resourcekit/webresources.
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Installing a Multiple-Boot Operating System

You can configure Windows 2000 Professional to start with other operating
systems, such as Windows 2000 Server, Windows NT, Windows 95,

Windows 98, Windows 3.x, MS-DOS, and OS/2. This section discusses how you
can set up Windows 2000 Professional as a multiple-boot system with the
following operating systems:

=  Windows NT 4.0 and Windows NT 3.51
= Windows 95 or Windows 98
= MS-DOS or Windows 3.x

Important Each operating system in a multiple-boot configuration must reside in
its own partition. Windows 2000 Professional does not support a multiple-boot
system that shares the same partition with another operating system.

Multiple-Boot Considerations

Before you set up a multiple-boot configuration between Windows 2000 and
another operating system, you need to consider certain precautions, as described

in Table 6.4.

Table 6.4 Multiple Boot Considerations
Operating System

Combinations Considerations

Windows 2000 and Install operating systems on different partitions. Apply
Windows NT 4.0 Windows NT 4.0 Service Pack 4.

Install applications while running each operating system.

Windows 2000 and Install operating systems on different partitions.
Windows 95 Install applications while running each operating system.

Ensure that the active partition is formatted as FAT16.
Windows 2000 and Install operating systems on different partitions.
Windows 98

Install applications while running each operating system.

Ensure that the active partition is formatted as FAT16 or FAT32.
Windows 2000 and Install operating systems on different partitions.

Windows 3.x Install applications while running each operating system.
Ensure that the active partition is formatted as FAT16.
Windows 2000 and Install operating systems on different partitions.
MS-DOS Install applications while running each operating system.

Ensure that the active partition is formatted as FAT16.
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If you need a multiple-boot configuration between Windows 2000 and

Windows NT, Windows 95, or Windows 98, install the applications while you are
running each of the operating systems to ensure that the applications are included
in the registry for all the operating systems.

File System Considerations

Each operating system in a multiple-boot configuration can use one or more file
systems to organize data on partitions. Operating systems that use the same file
systems can share volumes, so a user can see files in shared partitions from
different operating systems.

For more information about the NTFS and FAT file systems, see “File Systems”
in this book.

Additional file system considerations include:

» NTFS partitions are not available to users running Windows 95, Windows 98,
Windows 3.x, or MS-DOS.

= A computer that is configured with Windows 2000, Windows NT,
Windows 95, and Windows 98 can see long file names on a FAT16 volume.

Windows 2000 Professional Multiple-Boot Configurations

Windows 2000 Professional can support multiple-boot configurations between
one or more instances of Windows 2000 and additional operating systems in
separate partitions on the same computer.

This section describes the configuration details involved when you start
Windows 2000 Professional with MS-DOS.

Bootsect.dos

Bootsect.dos is a file with the hidden, system, and read-only attributes that Ntldr
uses when the computer is configured to start MS-DOS, Windows 3.x, and
Windows 95 or Windows 98.

If there is an existing MS-DOS-based operating system, Windows 2000 Setup
copies the boot sector on the active partition of the computer to Bootsect.dos and
replaces the original boot sector on the active partition with its own boot séctor.

When the computer is started, the active partition that contains the boot sector
code starts Ntldr, which loads and displays the boot loader screen from Boot.ini.
From the boot loader screen you can choose to start Windows 2000 Professional
or another operating system.
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If you select an operating system other than Windows 2000 Professional,
Windows NT 4.0, or Windows NT 3.51, Ntldr loads ands passes control to
Bootsect.dos, which then loads the other operating system.

Configuring a Multiple-Boot System with MS-DOS

If you are going to set up Windows 2000 with a multiple-boot system that
includes MS-DOS, it’s a good idea to install MS-DOS before installing
Windows 2000 Professional. If MS-DOS is installed after Windows 2000, the
boot sector is overwritten with the MS-DOS boot sector and you can no longer
start Windows 2000 Professional.

If you have already installed Windows 2000 Professional and you want to install
MS-DOS on another partition, you can install MS-DOS and then restore the
Windows 2000 boot sector by using the Emergency Repair Disk (ERD). For more
information about repairing the boot sector, see “Troubleshooting Tools and
Strategies™ in this book.

Configuring a Multiple-Boot System with Windows 95,
Windows 98, or Windows NT 4.0.

You can configure Windows 2000 Professional as a multiple-boot system with
Windows 2000 Server, Windows NT 4.0, Windows 95, or Windows 98.

If you plan to set up a multiple-boot system with Windows 95, Windows 98, or
Windows NT 4.0, install Windows 95 or Windows 98 before installing
Windows NT or Windows 2000 because Windows 95 and Windows 98
sometimes replace the Windows 2000 Professional boot sector with their own
boot sector.

Configuring a Multiple-Boot System with Windows 2000
Professional, Windows NT, Windows 95 or Windows 98,
and MS-DOS

You can configure a computer with a multiple-boot system that includes
MS-DOS, Windows 95 or Windows 98, Windows NT, and Windows 2000
Professional, if each operating system resides in its own partition. You need to
install the systems in the following order:

= MS-DOS

= Windows 95 or Windows 98

= Windows NT

=  Windows 2000 Professional

If you are already running a multiple-boot system with Windows 2000
Professional and MS-DOS, you can install Windows 95 or Windows 98.
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» To install Windows 95 or Windows 98 after installing MS-DOS
1. From the Start menu, click Shut Down.

2. In the Shut Down Windows box, click Restart and then click OK. The boot
loader screen appears.

3. Under Please select the operating system to start, select MS-DOS.

4. Install Windows 95 or Windows 98 in a separate partition, following the
standard installation procedures.

After the Windows 95 or Windows 98 installation has finished, restart the
computer. With Windows 95, you need to run the Windows 2000 Professional
repair process, and then replace the Windows 95 boot sector with the

Windows 2000 boot sector. The Windows 2000 boot loader screen allows you to
choose between Windows 2000 Professional and MS-DOS. If you choose
MS-DOS, Windows 95 or Windows 98 starts. For more information about editing
the boot loader menu, see the section “Editing Boot.ini” earlier in this chapter.

Installing Service Packs

Windows 2000 Professional makes it easier for administrators to add service
packs through a process called slipstreaming, in which the service pack is added
directly to the operating system’s distribution share during installation.

Windows 2000 Professional also eliminates the need to reinstall components that
were applied before a service pack was installed. In the past, when service packs
were applied, many previously installed components had to be reinstalled.
Windows 2000 Professional provides the following solutions to service pack
installation.

When Windows 2000 Professional is installed from a network share, the
appropriate files from the service pack are installed without having to manually
apply the service pack after the installation.

To apply a new service pack, use Update.exe with the /slip switch to copy over
the existing Windows 2000 files with the updated service pack files. Some of the
key files that update during this process include:

= New Layout.inf, Dosnet.inf, and Txtsetup.sif files, which have the updated
checksums for all the service pack files. These files need additional entries if
any additional files have been added.

= A new driver .cab if the drivers in the cabinet file have been changed.

If you apply a service pack to a single computer running Windows 2000, you
must reapply the service pack to add another service, unless you are updating
from a network share that supports service pack slipstreaming.
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Removing Windows 2000 Professional from Your
Computer

Important Before removing Windows 2000 Professional from your computer,
make sure to back up all important data.

Before removing Windows 2000 Professional, make sure you know where
Windows 2000 Professional is installed, what you want to remove, and how your
hard disk is partitioned and formatted. The following sections describe how to
remove Windows 2000 from your computer:

= “Removing Windows 2000 Professional from the Boot Sequence”

= “Removing a Primary NTFS Partition”

= “Removing Windows 2000 Professional Files”

Note If the hard disk contains a partition using the NTFS file system, remove this
partition from within Windows 2000 before removing Windows 2000 from the
boot sequence.

Removing Windows 2000 from the Boot Sequence

You can remove the Windows 2000 boot sector from your computer in two ways.
You can use an MS-DOS boot floppy to start MS-DOS, and then type:
Ssys c:

This command replaces the Windows 2000 boot sector with the MS-DOS boot
sector and allows your computer to start MS-DOS. The following files remain in
the root and %SystemRoot% folder and can be deleted after you perform this
operation:

= Hyberfil.sys (located in %Systemdrive%)

= Pagefile.sys (located in %Systemdrive%)

= Boot.ini

= Ntldr

= Ntdetect.com

= Ntbootdd.sys

You can also start your computer with a Windows 95 or Windows 98 bootable
floppy disk and use the sys ¢: command to return to your original configuration.
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You can leave the Windows 2000 boot sector on the disk and start MS-DOS
without being prompted by changing the startup operating system and time-out
value.

» To change the startup operating system and time-out value
1. Click the Start button, point to Settings, and then click Control Panel.

2. In Control Panel, double-click the System icon, click the Advanced tab, and
then click Startup and Recovery.

3. Click the Default operating system list, and then select MS-DOS.

4. In the Display list of operating systems for <n> Seconds box, type or select
0 (zero).

Note If the primary partition was converted to NTFS, to return to starting
MS-DOS automatically, reformat the drive and reinstall MS-DOS.

Removing a Primary NTFS Partition

Modifying the primary, bootable NTFS partition does not typically succeed for
the following reasons:

= MS-DOS versions 5.0 and 6.0 do not recognize an NTFS partition. The
MS-DOS program Fdisk reports an NTFS partition as an OS/2 high-
performance file system (HPES) partition.

= You cannot modify or delete an NTFS partition from within an existing
partition.

To delete or modify a primary NTFS partition, use any of the following methods:

= Start MS-DOS by using a Windows 95 or Windows 98 boot disk, then run
Fdisk and delete the non-MS-DOS partition.

= Run the Windows 2000 installation from floppy disks or the Windows 2000
operating system CD. Choose D to remove the partition when you are
prompted.
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Removing Windows 2000 Professional Files

Caution Make sure you back up all important data before removing the
Windows 2000 files from the computer.

You can delete the following Windows 2000 Professional folders to free
additional disk space:

Program Files
Documents and Settings
Winnt

Debug

Note The folder name for Winnt might vary.

Troubleshooting Windows 2000 Professional Setup

Windows 2000 provides valuable troubleshooting tools that can be used to resolve

problems that might occur during Setup. This section discusses how to create

Setup and startup disks as well as some frequently asked questions about common
~ Setup problems.

Creating the Startup Disks

To prepare for a system failure on a computer that you cannot start from the
operating system CD, you need to create floppy disks that can start the computer.

Note Before starting a computer by using the Windows 2000 operating system
CD or the floppy disks, try starting the computer in safe mode. For more
information, see ‘“Troubleshooting Tools and Strategies” in this book.
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Media Errors

After you start the computer by using the floppy disks, you can then use the
Recovery Console or an Emergency Repair Disk (if you have prepared one).

Note You can create floppy disks for starting a disabled system by using the
Windows 2000 operating system CD on any computer running a version of
Windows or MS-DOS. You need four blank, formatted, 3.5-inch, 1.44-MB floppy
disks. Label them Startup Disk One, Startup Disk Two, Startup Disk Three, and
Startup Disk Four.

Disks created from the Windows 2000 Server operating system CD cannot be
used with Windows 2000 Professional.

To create floppy disks for starting the system

1. Insert a blank, formatted, 1.44-MB disk into the floppy disk drive on a
computer that is running any version of Windows or MS-DOS.

2. Insert the Windows 2000 Professional operating system CD into the CD-ROM
drive.

3. Click Start, and then click Run.
4. In the Open box, type
d:\bootdisk\makeboot.exe a:
where d: is the drive letter assigned to your CD-ROM drive.
5. Click OK.
6. Follow the screen prompts to finish the installation.

If the CD-ROM drive does not work, replace it. For a list of drives that are
supported for use with Windows 2000 Professional, see the Hardware
Compatibility List (HCL) link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

Try another installation method, such as copying the source files from the CD-
ROM to the hard drive or installing over the network.

If you are unable to copy from the CD-ROM, test the CD-ROM on another
computer. If possible, use the CD-ROM on the other computer, use a different
CD, or copy the installation folder i386 to the hard drive of the computer that
works, and then copy the folder to the computer that had the media errors. To
request a replacement CD, contact the vendor.
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Disk Errors

If you receive the error Not enough disk space for installation, use the Setup
program to create a partition by using the existing free space on the hard disk or,
if you do not have enough space, you may have to delete files on the target
partition to make room for the installation. You can delete and create partitions as
needed to obtain a partition that has enough disk space to install Windows 2000
Professional.

Other Common Setup Problems

If Windows 2000 does not start, make sure that all the hardware that is installed
on the computer is being detected. Check that all hardware is listed on the HCL.
Only devices that are listed on the HCL have passed testing for compatibility with
Windows 2000 Professional.

Stop messages

If you are installing Windows 2000 and you encounter a Stop message, check the
HCL to determine if the computer and its components are supported with
Windows 2000 Professional. Reduce the number of hardware components by
removing nonessential devices. For more information, see “Windows 2000 Stop
Messages” in this book.

Setup stops during text mode

Although text-mode Setup does not execute any code, it does rely on access to the
devices on the system. It is important on both ACPI and non-ACPI systems to
verify that any legacy device IRQ requirements have been set in the BIOS to
Reserved for ISA. If possible, avoid legacy boot devices on ACPI systems
because these settings cannot be reliably determined by the ACPI system. This
can make the building of the device tree inaccurate, causing problems that are
very hard to track.

For non-ACPI systems, verify that the Plug and Play operating system option
has been disabled in the BIOS. If it has not been disabled, your operating system
might read and write to the hardware registers.
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Setup stops during GUI mode

During GUI-mode Setup, the computer might stop responding; if this happens,
restart the computer and Setup attempts to resume from where it stopped
responding. You can usually isolate these failures to one of the following
locations:

Device detection. At the beginning of the GUI-mode phase of Setup, Plug and
Play runs to detect all the devices on the system. This involves external code
called class installers. These class installers check the hardware settings on the
computer to determine which devices are present. The system can sometimes
stop responding during this phase.

OC Manager. The OC Manager (OCM) is a Setup component that allows the
integration of external components, such as server applications, into the Setup
process. As with device detection, this phase can cause the system to stop
responding.

Computer configuration. This is one of the last phases of Setup and involves
the registration of OLE control dynamic-link libraries (DLLs). It is possible for
Setup to stop responding during this phase as well.

For more information about the Setup process see “Phases of Setup” earlier in this
chapter.

For more information about Troubleshooting Windows 2000 Professional, see
“Troubleshooting Tools and Strategies” in this book.
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CHAPTER 7

Introduction to Configuration
and Management

Microsofte Windowse 2000 Professional introduces new configuration and
management tools, such as Microsoft Management Console (MMC), Group
Policy, and more administrative tools. When you use Windows 2000 Professional
with Microsofte Windowse 2000 Server, you can centralize control of
workstations easily and effectively.

In This Chapter
Quick Guide to Workstation Configuration and Management 272
What’s New 273

Managing Windows 2000 Professional in a Windows 2000 Server
Environment 275

Managing Windows 2000 Professional in a Non-Windows 2000
Environment 279

Managing Users and Groups 281

Group Policy 289

Management Tools 302

Managing Windows 2000 Professional in a Multilanguage Environment 316
Making Windows 2000 Professional More Accessible 322

Related Information in the Resource Kit

» For more information about Group Policy settings, see “Group Policy
Reference” on the Microsoft® Windowse 2000 Resource Kit companion CD.

= For more information about using Group Policy, see "Group Policy" and
“Introduction to Desktop Management” in the Microsofte Windowse 2000
Server Resource Kit Distributed Systems Guide.

» For more information about defining and setting configuration standards, see
“Defining Client Administration and Configuration Standards” and “Applying
Change and Configuration Management” in the Microsofte Windowse 2000
Server Resource Kit Deployment Planning Guide.
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Quick Guide to Workstation Configuration and
Management

‘E@

T

Use this quick guide to find information in this chapter about configuration
management. Windows 2000 Professional is designed to simplify administration.
Understanding the available tools can help you effectively manage Windows 2000
Professional-based workstations.

Learn about new configuration and management tools.
Review descriptions of new technologies that are available to administrators.

= See “What’s New” in this chapter.

Powerful features are available with Windows 2000 Server.

Windows 2000 Professional workstations are easier to use when features such as
IntelliMirror™, Change and Configuration Management, and Group Policy are
centrally managed.

= See “Managing Windows 2000 Professional in a Windows 2000 Server
Environment” in this chapter.

Using Windows 2000 Professional in Microsofte Windows NTe, UNIX, and Novell
NetWare environments.

Learn about considerations for managing Windows 2000 Professional in
environments that are not exclusively Windows 2000 Server environments.

» See “Managing Windows 2000 Professional in a Non-Windows 2000
Environment” in this chapter.

Manage workstations by using Group Policy

Know how Group Policy works and how to leverage its power in your
organization.

Set up user profiles, rights, and permissions.

Use user profiles and access permissions to successfully configure and manage
Windows 2000 Professional systems.

= See “Managing Users and Groups” in this chapter.
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[:]J Use administrator tools.

Use tools, such as Microsoft Management Console (MMC), Administrative Tools,
and Control Panel to configure and manage Windows 2000 Professional systems.
Learn what tools can be used in Microsofte Windowse 98 and Microsofte
Windows NTe 4.0 Workstation.

= See “Management Tools” in this chapter.

[:h Create, view, and edit documents in multiple languages.

The Windows 2000 Professional multilanguage option offers users the ability to
easily view and edit documents in more than one language at a time. Learn how to
upgrade to the multilanguage version of Windows 2000 Professional, which
product fits your needs, and how the multilanguage option can benefit your
organization.

= See “Managing Windows 2000 Professional in a Multilanguage Environment”
in this chapter.

[11 Configure new tools for users with special needs.

7 The Accessibility wizard, Utility Manager, On-Screen Keyboard, Narrator, and
other options make it easier than ever to configure accessibility options.

= See “Making Windows 2000 Professional More Accessible” in this chapter.

Th Find out more about related topics.
) Learn where to find more information about the topics in this chapter.

= See “Additional Resources” later in this chapter.

What’s New

Windows 2000 Professional provides better tools for managing and configuring
workstations. All of the new configuration and management tools are listed here.
In this chapter, you'll find details about general management tools and how to use
features such as Group Policy. For details about new features in a specific area,
such as hardware management, printing, or fonts, see other chapters in this book.

Add/Remove Programs

The new user interface and wizard make it easy to install programs, get detailed
information about program usage, and remove program elements from the hard
disk.

Administrative Tools

Administrative Tools, which are available through Control Panel, is the central
repository for tools such as Computer Management, Event Viewer, Local
Security, and Services.
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Color Management System

Image Color Management (ICM) 2.0 ensures that colors are retained between the
input and output devices (such as monitors, printers, and platforms) that support
ICM 2.0.

Fonts

Support for OpenType fonts combines TrueType and Type 1 fonts in a unified
registry. OpenType fonts are secured by using public key signatures, which
ensures that fonts are authentic and are not corrupted.

Hardware Tab and Troubleshoot Option in Properties Pages

A separate Hardware tab is provided in the properties pages for Sounds and
Multimedia, Mouse, Display, and Fax. The new Troubleshoot option on this tab
helps you detect problems with these devices.

Hardware Wizard

You can use the new hardware wizard to add, troubleshoot, uninstall, and unplug
devices.

Multilanguage Support

This feature provides the ability to read and write documents in more than one
language.

Network And Dial-Up Connections lcon

The Network Connection wizard, Network Protocol, and Network Adapter
configurations are now under Network and Dial-up Connections in Control Panel.

Phone And Modem Options

You can use Phone and Modem Options in Control Panel to configure TAPI
devices and reconfigure installed modems. Only members of the Administrators
group can make changes to these configuration settings.

Power Options Icon

You can use Power Options in Control Panel to reduce the power consumption of
individual devices or of the entire system. You can either choose a power scheme
(collection of settings that manages the power usage of the computer) that is
provided with Windows 2000 or create your own power scheme.

Printers
You can use the new Add Printer wizard for easy installation.

Scanners and Cameras
This new option in Control Panel manages scanners and digital camera devices.
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Scheduled Tasks Icon
You can use the new Maintenance wizard to schedule tasks.

System Icon in Control Panel

The System Properties page now includes a Network Identification tab,
Hardware tab, User Profiles tab, and Advanced tab. The Advanced tab allows
you to configure performance options, environment variables, and startup and
recovery settings.

Users and Passwords

Going to Users and Passwords in Control Panel is the fastest, easiest way to set
up user accounts, assign permissions, and configure logon options.

Managing Windows 2000 Professional in a
Windows 2000 Server Environment

When you use Windows 2000 Professional with Windows 2000 Server, you can
centrally manage workstations by using change and configuration management
features. Change and configuration management is a set of Windows 2000
features that simplifies basic tasks such as the following:

= Installing an initial operating system on a new computer.

= Managing how software is deployed and installed on personal computers to
ensure that users have the software that they require to perform their jobs.

= Managing the configuration of each user’s desktop.
= Replacing computers.

In this chapter, the focus of the discussion is managing the configuration of the
user desktop and replacing computers. For more information about the other
Change and Configuration Management features, see "Using Windows 2000
Professional and Windows 2000 Server" in this book.

Change and Configuration Management

Change and configuration management includes User Data Management,
Software Installation and Maintenance, and User Settings Management, which are
collectively known as the IntelliMirror management technologies.
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IntelliMirror features increase the availability of the user’s computing
environment by storing information, settings, and applications.

By using change and configuration management features, you can perform the
following tasks:

= Define computing environment settings centrally for both groups of users and
groups of computers and enforce those settings.

= Allow users to log on to any computer on the network and have the same
computing environment available to them, including access to data,
applications, and preference settings.

= Replace a computer quickly and then regenerate its settings, thus restoring
data, applications, preferences, and Group Policy settings.

IntelliMirror

IntelliMirror technologies can help you manage user and computer information
and settings. IntelliMirror uses Group Policy and Active Directory™ directory
service to manage computers using centrally defined settings that are based on
user business roles, group memberships, and locations. Depending on the
requirements of your organization, you can use the three IntelliMirror features
listed earlier either separately or together.

User Data Management

A user’s data can follow the user while he or she is online and connected to the
network or is offline in a stand-alone state because Windows 2000 can store the
data in specified network locations and still make it appear local to the user. You
can manually configure which files and folders are available, set them up on a
per-user basis, or configure them through Group Policy.

User Data Management technologies include Group Policy, Offline Files, Folder
Redirection, and Synchronization Manager. These technologies ensure that data is
protected, is available offline, and is available from any computer on the network.

For more information about User Data Management, see “Applying Change and
Configuration Management” in the Deployment Planning Guide.

User Settings Management

You use User Settings Management to set Group Policy settings that define
customizations and restrictions that are applied to the operating system, desktop
environment, and software for each user. These restrictions include language
settings, custom dictionaries, accessibility, desktop configurations, and other user
preferences and restrictions.
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User Settings Management allows you to centrally define computing
environments for organized groups of users and computers and allows or prevents
users from making any further customization. When users have the appropriate
permissions, they can customize the style and default settings of their computing
environment to suit their needs and work habits.

You use IntelliMirror features to restore user settings if a computer fails and to
ensure that desktop settings follow the user if he or she logs on to another
computer. The settings follow users because IntelliMirror uses Group Policy and
roaming user profiles to store all important user settings.

Settings contain three types of information:

= Vital settings, which are set by the user and administrator.
= Temporary settings.

= Local computer settings.

When you manage user settings with roaming user profiles and compatible
applications, you ensure that only vital settings are retained and that temporary
and local computer settings are dynamically regenerated as required. This ensures
that users have the same settings on any Windows 2000-based computer on the
network in which they log on.

Note The information in this chapter refers to technologies that support
IntelliMirror on computers running Windows 2000 Professional within a
Windows 2000 Server environment. Client computers that are running Microsofte
Windowse 95, Windows 98, or Microsofte Windows NTwe version 4.0 or earlier
cannot use these IntelliMirror technologies.

Comparison of Local Features and Windows 2000 Server Features

Table 7.1 compares the management features that are available when a
Windows 2000 Professional-based computer is not part of a Windows 2000
Server network and when it is part of a Windows 2000 Server network.
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Table 7.1 Comparison of Local and Network Management Features Available in

Windows 2000 Professional

Windows 2000
Professional with
Windows 2000
Windows 2000 Server, Active
Professional, Directory, and
Management Feature Managed Locally Group Policy
Administrative Templates (registry- Available Available
based settings)
Security settings Available Available
Software installation and maintenance Not available Available
(Assign and Publish)
Remote installation Not available Available
Unattended install Available Available
Sysprep Available Available
Scripts Available Available
Folder redirection Not available Available
Internet Explorer maintenance Available Available
User profiles Available Available
Roaming user profiles Not available Available

You can use all of the Group Policy snap-ins on a local computer that you can use
when Group Policy is focused on an Active Directory container. However, the
following activities require Windows 2000 Server, an Active Directory
infrastructure, and a client running Windows 2000:

= Software installation and maintenance, that is, the ability to centrally manage
software for groups of users and computers.

= Remote user data and settings management, including folder redirection,
which allows special folders to be redirected to the network.

= Installation of the operating system on a remote computer.

For more information about change and configuration options, see “Applying
Change and Configuration Management” in the Deployment Planning Guide.
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Managing Windows 2000 Professional in a
Non-Windows 2000 Environment

You can install Windows 2000 Professional on clients in a Windows NT 4.0
Server, Novell NetWare, or UNIX network.

You can use local Group Policy settings to manage Windows 2000 Professional—
based workstations outside a Windows 2000 Server Active Directory network.
However, this is not the preferred method of implementing Group Policy. For
more information, see "Group Policy" later in this chapter.

Windows NT 4.0 Server Environments

Using Windows 2000 Professional in a Microsofte Windowse NT 4.0 Server
environment, you can remotely administer the Windows 2000 Professional-based
client either by using Microsoft Management Console (MMC) or by using
standard Windows NT 4.0 Server administrative tools. You can integrate
Windows 2000 Professional-based systems into an existing set of Windows NT-
based management tools and procedures. These tools are as follows:

Event Viewer You can gain access to the Event, Security, and Application logs of
Windows 2000 Professional-based workstations remotely by using

Windows NT 4.0 Event Viewer. Management applications that process

Windows NT-based event logs, such as Seagate Manage Exec, are also
compatible with Windows 2000 Professional-based workstations.

Performance Monitor You can view Performance Monitor on Windows NT 4.0—
based servers and workstations remotely from Windows 2000 Professional-based
workstations.

Server Manager Server Manager views Windows 2000 Professional-based
workstations just as it does Windows NT 4.0-based workstations. All Server
Manager administrative options are available for Windows 2000 Professional—
based systems. By using Server Manager, a remote administrator can view system
users and shares and set in-use files and replication settings, as well as start, stop,
and pause Windows 2000 Professional services.
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Novell NetWare Environments

Many of the Windows 2000 Professional capabilities are based on industry-wide
standards, so that organizations using Novell NetWare servers can experience the
same levels of time and resource savings as organizations using Windows 2000-
based servers. For example, Windows 2000 Professional supports Web-based
Enterprise Management (WBEM), an industry initiative that establishes
management infrastructure standards and provides a way to combine information
from various hardware and software management systems. Deployment and
configuration tools include capabilities specific to deploying Windows 2000
Professional in a Novell NetWare environment running ManageWise.

WBEM specifies standards for a unifying architecture that allows access to data
from a variety of underlying technologies and platforms and presents that data in a
consistent fashion. Management applications can then use this information to
create solutions that reduce the maintenance and life cycle costs of managing an
enterprise network. WBEM is based on the Common Information Model schema
—an industry standard driven by the Desktop Management Task Force.

Microsoft Windows Management Instrumentation (WMI) is the Microsoft
implementation of WBEM. WMI provides a consistent and descriptive model of
the configuration, status and operational aspects of Windows 2000 Professional.
Used in conjunction with other management services provided in Windows 2000
Professional, WMI can simplify the task of developing well-integrated
management applications. WMI event notifications are passed to standard WBEM
management tools. WMI also allows a management application to configure a
device. A management application might have to reconfigure a device as a
response to a driver-raised event or data that is collected by the management
application.

In order to use Novell’s Zero Effort Network (Z.E.N. Works), you must first
register Windows 2000 Professional with Z.E.N. Works; then a workstation
record is imported into Novell Directory Services (NDS). The workstation is
registered by running WSRED32.exe either from a command line or from a logon
script. An example of the logon script code that detects Windows 2000 and runs
the correct registry program is as follows:

IF “ %PLATFORM” =" WINDOWS_NT” THEN BEGIN
#F:\PUBLIC\WSREG32.EXE
END

After the workstation is registered, it can be imported into NDS by using
NWADMN32.exe. Click Tools, click Import Workstation, and then select the
Windows 2000 Workstations container.
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You can administer Windows 2000 Professional by using the standard

Z.E.N. Works tools. You can use the Network application launcher (NAL.exe) to
prepare software distributions, and you can run the Remote Control application by
starting the Novell Remote Control Agent. To do this, in Control Panel, click the
Services shortcut icon.

UNIX Environments

You can use Windows 2000 Professional on a Unix network. You have many
management options that are based on industry standard protocols, such as Simple
Network Management Protocol (SNMP) and Telnet.

Standards-based Management

Windows 2000 Professional provides full support for SNMP, a standards-based
TCP/IP network management protocol that is implemented in many UNIX
environments. With SNMP support, you can easily manage systems that are
running Windows 2000 Professional by using a UNIX-based SNMP management
suite sold by independent software vendors.

Telnet Client and Server

By using Telnet you can remotely log on to and execute commands on a
Windows 2000 Professional-based or UNIX-based system. The Telnet client
included with Windows 2000 Professional is character and console-based and is
enhanced for advanced remote management capabilities.

Another new feature found in the Windows 2000 Telnet client is the NTLM
authentication support. With this feature, a Windows 2000 Telnet client can log
on to a Windows 2000 Telnet server that uses NTLM authentication.

Managing Users and Groups

Windows 2000 allows you to manage user accounts and passwords. It also
provides you with tools such as the Local Users and Groups management tool,
security for users, and user and computer profiles.

Setting Up User Accounts

A local user account gives a user access to resources that are located only on the
computer where you create the account. Local user accounts are stored in the
security database of the computer where you create them.
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Overview of Users and Passwords

Users and Passwords in Control Panel simplifies adding and removing local user
accounts, adding and removing users from groups, and working with passwords. It
also provides access to certificate management and secure boot settings.

When the Windows 2000 Professional-based computer is connected to a
Windows NT or Windows 2000 Server domain, you can use Users and
Passwords to add and remove domain user accounts to local groups.

When the Windows 2000 Professional-based computer is not connected to a
domain, you can use Users and Passwords to add and remove local user accounts
and assign users to a local group.

In addition, you can specify whether users can log on automatically each time the
computer starts. You enable this feature on the Users tab by clearing the Users
must-enter a user name and password to use this computer check box. Users
and Passwords is not available on Windows 2000 Server or when Windows 2000
Professional is running in Terminal Services mode.

Note You must log on as an administrator or be a member of the Administrators
group to add and delete user accounts, assign users to a local group, and change
user passwords.

To add users to more than one group or create groups, use the Local Users and
Groups MMC snap-in that is available by going to Users and Passwords in
Control Panel and clicking Advanced on the Advanced tab.

Users and Passwords allows you to create or change the password for local user
accounts, which is necessary when you create a new local user account or when a
local user forgets his or her password.

To improve the security of user passwords, the password should contain at least
two of the following elements: uppercase letters, lowercase letters, numbers, and
punctuation. The longer the password and the more of these elements it contains,
the more secure it is.

You can use Group Policy settings to enforce password requirements such as
minimum length and expiration time. However, domain controller Group Policy
settings override local computer configuration and local user configuration Group
Policy settings.

For more information about using Group Policy, see “Group Policy” later in this
chapter. For more information about using Local Users and Groups to manage
certificates and secure boot settings, see Windows 2000 Professional Help.



Chapter 7 Introduction to Configuration and Management 283

Local Users and Groups

The Local Users and Groups MMC snap-in gives you more control setting up and
maintaining local user accounts. It is similar to User Manager in Windows NT 4.0
Workstation.

With Local Users and Groups you can assign profiles, add and edit users and
groups, assign users to more than one group, and set or modify password
restrictions. You can also add a domain user to any local group. This is helpful for
assigning domain user accounts to the local Administrators group. This allows
domain user account members to have administrator rights on the local computer
without giving them administrator rights on the domain.

To gain access to Local Users and Groups, start MMC and then add the Local
Users and Group snap-in; or open Users and Passwords in Control Panel, click
the Advanced tab, and then click Advanced.

You should review the information about security settings for Windows 2000
before you create or modify user accounts and groups. For more information
about security settings, see "Security" in this book.

Security for Users and Groups

To effectively manage users of Windows 2000 Professional, it is important to
understand how user rights are defined and set, how privileges and logon rights
are granted, and how to change these settings.

User rights are assigned by using the Group Policy MMC snap-in. After you have
started MMC and opened the Group Policy snap-in, in the console tree pane under
Local Computer Policy/Computer Configuration/Windows Settings/Security
Settings/Local Policies, locate the User Rights Assignment folder.

For more detailed information about planning security, see "Security" in this
book. For more information about using MMC and Group Policy, see "Group
Policy" later in this chapter. For information about configuring security options,
see Windows 2000 Professional Help.

User Rights

You can assign specific rights to group accounts or to individual user accounts.
These rights authorize users to perform specific actions, such as logging on to a
system interactively or backing up files and directories. User rights are different
from permissions; user rights apply to user accounts, permissions are attached to
objects.
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Although user rights can apply to individual user accounts, user rights are best
administered on a group account basis. A user who is a member of one or more
groups, inherits rights associated with that group. You can simplify user account
administration by assigning user rights to groups rather than to individual users.
When all users in a group require the same user rights, you can assign the set of
user rights once to the group, rather than repeatedly assigning the same set of user
rights to each user account.

User rights that are assigned to a group apply to all members of the group. If a
user is a member of multiple groups, the user's rights are cumulative, which means
that the user has more than one set of rights. Occasionally, some logon rights
assigned to one group might conflict with rights assigned to another group.
However, this is generally not the case. To remove rights from a user, remove the
user from the group that has those rights.

There are two types of user rights:

Privileges. A right that is assigned to a user and specifies allowable actions on the
network. An example of a privilege is the right to back up files and directories.

Logon rights. A right that is assigned to a user and specifies the ways in which a
user can log on to a system. An example of a logon right is the right to logon to a
system locally.

Privileges

To ease the task of user account administration, you should assign privileges
primarily to group accounts, rather than to individual user accounts. When you
assign privileges to a group account, users are assigned those privileges when
they become a member of that group. This method of administering privileges is
easier than assigning individual privileges to each user account when the account
is created.

Some of these privileges can override permissions set on an object. For example,
a user logged on to a domain account as a member of the Backup Operators group
has the right to perform backup operations for all domain servers. However, this
requires the ability to read all files on those servers, even files for which their
owners have set permissions that explicitly deny access to all users, including
members of the Backup Operators group. A user right, in this case, the right to
perform a backup, takes precedence over all file and directory permissions.
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The following list shows the privileges that you can assign to a user by setting
user rights. You can manage these privileges by using settings in the MMC Group
Policy console in the console tree pane under Local Computer\Windows
Settings\Security Settings\Local Policies\User Rights Assignment.

= Act as part of the operating system

» Add workstations to a domain

= Back up files and directories

= Bypass traverse checking

= Change the system time

= Create a token object

= Create permanent shared objects

= Create a pagefile

= Debug programs

= Enable trusted for delegation on user and computer accounts

» Force shutdown from a remote system

= Generate security audits

= Increase quotas

= Increase scheduling priority

» Load and unload device drivers

= Lock pages in memory

» Manage auditing and security log

=  Modify firmware environment values

= Profile a single process

= Profile system performance

= Replace a process-level token

= Restore files and directories

= Shut down the system

= Take ownership of files or other objects

= Unlock a laptop

For detailed descriptions of these privileges and for information about using
Group Policy to manage security settings, see "Security" in this book.
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Logon Rights

The special user account called “LocalSystem” has almost all available privileges
and logon rights assigned to it because all processes that are running as part of the
operating system are associated with this account, and these processes require a
complete set of user rights. The logon rights of the local system user account are
as follows:

= Log on locally

= Log on as a batch job

= Log on as a service

= Deny access to this computer from the network

» Deny logon as a batch job

= Deny logon as a service

= Deny local logon

For more information about logon rights, see “Security” in this book.

User Profile Types

In Windows 2000 Professional, user profiles automatically create and maintain
the desktop settings for each user’s work environment on the local computer. A
user profile is created for each user when the user logs on to a computer for the
first time.

User profiles include all user-specific settings of a user’s Windows 2000
Professional environment, including program items, screen colors, network
connections, printer connections, mouse settings, window size and position, and
desktop preferences.

User profiles provide several advantages to users. For example, when users log on
to their workstations, they receive the desktop settings as they existed when they
logged off. Also, when several users log on to the same computer, each receives a
customized desktop.

There are three types of user profiles, which are as follows:

Local User Profile This profile is automatically created the first time a user logs
on to the computer, and it is stored on the computer's local hard drive. Any
changes made to the local user profile are specific to the computer where the
change was made.

Roaming User Profile You, as the administrator, create this profile, and store it on
a network server. This profile is available when a user logs on to any computer on
the network. Any changes made to roaming user profiles are automatically
updated on the server when the user logs off.
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Mandatory User Profile Mandatory user profiles are stored on a network server
and are downloaded each time the user logs on. This profile does not update when
the user logs off. It is useful for situations where consistent or job-specific settings
are needed Only administrators can make changes to mandatory user profiles. If
the mandatory user profile is unavailable, the user cannot log on.

Important Group policy settings take precedence over user settings.

For more information about roaming user profiles and mandatory user profiles,
see “Defining Client Administration and Configuration Standards” in the
Deployment Planning Guide.

Creating User Profiles

When you install Windows 2000 Professional, a user profile is created on the
%SystemDrive%\Documents and Settings partition.

When a user logs on to a Windows 2000 Professional-based computer, the name
of the folder that is created is derived from the user account name, and, if
necessary, the user account name is appended with the name of the local computer
or domain that is applicable to the user who is logging on.

The user account name in Windows NT 4.0 Server is in NetBIOS format, such as
<domain>\jeffsmith. In Windows 2000 Server, you can specify user accounts in
the NetBIOS format, or you can use the user principal name (UPN) format. An
example of a UPN format is jeffsmith@ <domain>.com.

If the NetBIOS name is <domain>\jeffsmith, the user ID is jeffsmith. If the UPN
is jeffsmith @ <domain>.com, the user ID also is jeffsmith. The user ID portion of
the UPN and the user ID portion of the NetBIOS name usually are the same.
However, they might not be the same, as shown in the following example:

NetBIOS name: <domain>\jeffsmith
User principal name: jeffreysmith@<domaim>.com

Whether the user logs on to a local account or to an account from a domain, if the
% UserProfile% folder does not contain a folder with the name of the user who is
logging on (in this case jeffsmith), a folder with that name is created and the path
is recorded in the registry of the user who is associated with the profile. The
folder that is created as a result is the following:

%SystemDrivek:\Documents and Settings\jeffsmith
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If another user with the NetBIOS name jeffsmith logs on, another folder is
created, but it is created with the name of the local computer or domain in which
the user's account originates. The folder that is created as a result is the following:

%SystemDrivek%:\Documents and Settings\jeffsmith.NEWDOMAIN.

Or, if the user account is established on the local computer, the folder that is
created as a result is the following:

%SystemDrive%:\Documents and Settings\jeffsmith.LOCALBOX.

If another user with an account name jeffsmith logs on to the same Windows 2000
Professional-based computer from an identically named source (either a domain
or local computer) and the SIDs of the two accounts are not the same, a new
folder is created with an extension indicating how many times the user account
name was used. This occurs when the user accounts are re-created and the user
logs on to the same computer, as shown in the following example:

= For the first user: %SystemDrive%:\Documents and Settings\jeffsmith
[NEWDOMAIN].000

= For the second user: %SystemDrive%:\Documents and Settings\jeffsmith
[NEWDOMAIN}.001

For more information about setting and changing local profiles, see
Windows 2000 Professional Help.
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Upgrading User Profiles from Previous Versions of Windows

The naming convention for user profile folders in Windows 2000 is
different from the naming convention that is used in Microsoft

Windows NT 4.0 and earlier versions of Windows. There is a new location
for user profile folders in Windows 2000 and also a new way to create
subfolders for individual user profiles.

If you upgrade from Windows NT, the user profile folders are stored in the
same location as in Windows NT. This location is as follows:

%SystemRoot%\Profiles

When you upgrade to Windows 2000 from Windows 95 or Windows 98, a
new folder for user profiles is created on the same partition as the
Windows 2000 installation:

%SystemDrive%:\Documents and Settings

Note: The appropriate path to the user profiles folder is represented as
9 UserProfile%.

Group Policy

Group Policy settings allow you to define the customizations and restrictions
applied to the operating system, desktop environment, and applications for users,
such as language settings, custom dictionaries, accessibility, desktop
configurations, and other user preferences and restrictions. You can use Group
Policy settings to grant and deny users the ability to customize their own
computing environments.

For centralized control of workstations, you should apply Group Policy settings
by using Active Directory tools. In addition, each computer has one local Group
Policy object that can be used outside an Active Directory domain. When you use
Group Policy with Active Directory, you can precisely adjust Group Policy
settings on computers and users by using security groups to filter Group Policy
objects.

Important You cannot use security groups to filter Group Policy objects when
you use local Group Policy on an individual computer.
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This section compares Windows NT 4.0 Workstation System Policy Editor with
Windows 2000 Professional Group Policy, describes how to set Group Policy
settings on individual workstations, alerts you to migration issues when you move
individual workstations to a Windows 2000 Server network, describes where local
Group Policy settings are stored and how they are enforced, and points you to
resources where you can find more information about Group Policy in a

Windows 2000 Server environment.

It is important to understand the difference between local Group Policy, which is
set on an individual computer, and centrally managed Group Policy, which is
implemented by using Windows 2000 Server with Active Directory. The
following sections primarily describe how to use local Group Policy settings on a
computer that is not managed by Windows 2000 Server.

Important Group policy settings take precedence over user settings.

For more information about planning and deploying Windows 2000 Server Active
Directory and Group Policy, see “Active Directory Logical Structure” and “Group
Policy” in the Distributed Systems Guide.

Note The Microsofte Internet Explorer Administration Kit 4.0 in the Microsofte
Internet Explorer 4.0 Resource Kit is used to control some desktop configuration
settings on Windows 95 or Windows 98. You should not use Microsofte Internet
Explorer Administration Kit 5 to configure Group Policy on computers that are
running Windows 2000 Professional. You should use Group Policy only to
control configuration options.

Using Local Group Policy on Individual Computers

Although it is not recommended in large organizations, there might be instances
when you need to deploy Group Policy on computers that are not managed in a
Windows 2000 Server Active Directory domain.

On a computer running Windows 2000 Professional, local Group Policy objects
are located at \%SystemRoot%\System32\GroupPolicy. You can use the
following sets of Group Policy settings when the Group Policy snap-in is used on
the local computer:

Security settings. Defines security settings only for the local computer, not for a
domain or network.

Administrative Templates. These Group Policy settings allow you to set more than
450 operating system behaviors.

Scripts. Allows you to specify scripts to automate what happens at computer
startup and shutdown and when the user logs on and off.
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For more information about the Group Policy settings you can set in these
categories, see the chapters in this book about the type of configuration setting in
which you are interested. For example, to learn about Group Policy settings that
affect desktop settings, see “Customizing the Desktop” in this book. For complete
details about specific Group Policy settings, use the Explain tab on the
Properties page of each Group Policy setting; or refer to “Group Policy
Reference” on the Windows 2000 Resource Kit companion CD.

To manage Group Policy on local computers, you must have administrative rights
on those computers. You can open the Group Policy snap-in by using one of the
following procedures.

To gain access to Group Policy snap-in on the local computer

1. From the Start menu, click Run, and then type:

MMC

Click OK.

In the Console menu of the MMC window, click Add/Remove Snap-in.
On the Stand-alone tab, click Add.

In the Add Snap-in dialog box, click Group Policy, and then click Add.

When the Select Group Policy Object dialog box appears, click Local
Computer to edit the local Group Policy object.

Click Finish.

. Click Close, and then click OK. The Group Policy snap-in opens with its
focus on the local Group Policy object.

o v W

o =

If you want to open the Group Policy snap-in for setting Group Policy on a remote
computer, you must do it when the extension is added to an MMC console file or
do it as a command line option.

Note To use the Group Policy snap-in on a remote computer, you must have
administrative rights on both computers and the remote computer must be part of
the namespace.

To gain access to Group Policy snap-in on remote computers
1. On the Start menu, click Run, and type:
MMC
—Or—
Open an existing saved console (such as Consolel.mmc).
2. In the Console menu of the MMC window, click Add/Remove Snap-in.
3. On the Stand-alone tab, of the Add/Remove Snap-in dialog box, click Add.
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4. In the Add Standalone Snap-in dialog box, click Group Policy, and then
click Add. The Group Policy Object option in the Select Group Policy
Object dialog box is, by default, set to Local Computer.

5. Click Browse.

6. On the Computers tab, select the Another computer option.

7. Either type in the name of the remote computer, or click Browse to locate the
remote computer. You can use the Look in drop-down list box to select the
domains to which you have access.

Note The Security Settings extension does not support remote management for
local policy in Windows 2000.

Computer Name Formats

The supported computer name formats are as follows:

= NetBIOS names, for example, % ComputerName%.
= DNS-style, for example, % ComputerName.Microsoft.com%.

Starting the Group Policy Snap-in by Using Command Line
Options

The Group Policy snap-in can be started with either of the following two
command line switches.

Gpcomputer Command Line Switch

You can use the gpcomputer command line switch by using either the NetBIOS
name or the DNS name of the destination computer.

The NetBIOS Syntax is as follows:

gpedit.msc/gpcomputer:”computername”
The DNS syntax is as follows:
gpedit.msc /gpcomputer:computername.microsoft.com

Gpobject Command Line Switch

You can use the gpobject command line switch with an Active Directory Services
Interface (ADSI) path. The syntax for this command line switch is as follows:

/gpobject:”ADSI path”
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This is illustrated in the following example:

gpedit.msc/gpobject:”LDAP://CN={GUID of the
GP0O},CN=Policies,CN=System,DC=microsoft,DC=com”

For these command line options to work with a saved console file, you must select
the check box titled Allow the focus of the Group Policy snap-ins to be
changed when launching from the command line. This only applies if you
save the console. The Gpedit.msc file is saved with this option on.

Security Considerations

Local Group Policy does not allow you to apply security filters or to have
multiple sets of Group Policy objects, unlike Active Directory—based Group
Policy objects. You can, however, set Discretionary Access Control Lists
(DACLS) on the %SystemRoot%\System32\GroupPolicy folder so that specified
groups are either affected or are not affected by the settings contained within the
local Group Policy object. This option is useful if you have to control and
administer computers that are used in situations such as kiosk environments,
where the computer is not connected to a local area network (LAN). Unlike Group
Policy administered from Active Directory, the local Group Policy object uses
only the Read attribute, which makes it possible for the local Group Policy object
to affect ordinary users but not local administrators. The local administrator can
first set the policy settings he or she wants and then set the DACLs to the local
Group Policy object directory so that administrators as a group no longer have
Read access. For the administrator to make subsequent changes to the local Group
Policy object, he or she must first take ownership of the directory to give him or
herself Read access, make the changes, and then remove Read access.

Important After you make changes to the Group Policy object, remember to
remove Read access for the group in which you are a member. If you fail to
remove Read access, it can be difficult, if not impossible, to gain access to the
Group Policy object.

Setting Local Group Policy Settings

You can apply local Group Policy settings to the computer configuration or to the
user configuration.

Computer Configuration Includes all computer-related Group Policy settings that
specify operating system behavior, desktop behavior, application settings, security
settings, computer-assigned application options, and computer startup and
shutdown scripts. Computer-related Group Policy settings are applied when the
operating system initializes and during the periodic refresh cycle.
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User Configuration Includes all user-related Group Policy settings that specify
operating system behavior, desktop settings, application settings, security settings,
assigned and published applications options, user logon and logoff scripts, and
folder redirection options. User-related Group Policy settings are applied when a
user logs on to the computer and during the periodic refresh cycle.

By default Group Policy settings are set to Not Configured. You can choose to
select the Enable or Disable option for each Group Policy setting.

Note If you use local Group Policy settings initially and then make the computer
a member of a domain that has Group Policy settings implemented, local Group
Policy settings are processed first, and domain-based Group Policy settings are
processed next. If there is a conflict between the settings, the domain Group
Policy setting prevails. However, if a computer subsequently leaves the domain,
local Group Policy settings reapply.

Important If you deploy Windows 2000 Professional in an unmanaged
environment and later want to move Windows 2000 Professional computers into a
managed Active Directory domain, you might have to reinstall the operating
system and applications to ensure that unauthorized changes have not been made
to the system configuration.

If a local Group Policy setting is configured for Enabled or Disabled and the
Active Directory Group Policy setting is set to Not Configured, the local Group
Policy setting prevails on that computer.

Viewing Group Policy Settings

You can view the Group Policy settings in effect on a computer by using the
GPResult.exe file that is available on the Microsofte Windows® 2000 Professional
Resource Kit companion CD. This tool gives you information about both domain
and local Group Policy settings.

This command-line tool displays information about the Group Policy settings on
the computer and the user who is logged on.

GPResult.exe provides the following general information.

Operating System
= Type (Professional, Server, Domain Controller).
= Build number and Service Pack details.

=  Whether Terminal Services is installed and, if so, the mode it is using.
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User Information

User name and location in Active Directory (if applicable).

Domain name and type (Windows 2000 or Windows NT).

Site name.

Whether the user has a local or roaming profile and location of the profile.
Security group membership.

Security privileges.

Computer Information

Computer name and location in Active Directory (if applicable).
Domain name and type (Windows 2000 or Windows NT).

Site name.

GPResult also provides the following information about Group Policy:

The last time Group Policy was applied and the domain controller that applied
the Group Policy, both for the user and for the computer.

The complete list of applied Group Policy objects and their details, including a
summary of the extensions that each Group Policy object contains.

Registry settings that were applied and their details.
Folders that are redirected and their details.

Software management information with details about assigned and published
applications.

Disk quota information.
Internet protocol security settings.

Scripts.

Note Gpresult.exe does not display information about Internet Explorer
Maintenance Group Policy settings.

Extensions to the Group Policy Snap-in

The Group Policy snap-in includes several snap-in extensions. A Group Policy
snap-in extension can extend either or both of the User or Computer
Configuration nodes in either the Windows Settings node or the Software Settings
node. Most of the snap-in extensions extend both of these nodes, but frequently
with different options. The local Group Policy snap-in extensions include the
following components:
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Administrative Templates These include registry-based Group Policy settings,
which you use to mandate the registry settings that govern the behavior and
appearance of the desktop, including the operating system components and
applications. Administrative templates are stored in the Gptext.dll file.

Security Settings You can use the Security Settings extension to define security
configuration for computers. You can define local computer, domain, and network
security settings. Security settings are stored in the Wsecedit.dll file.

Scripts You can use scripts to automate computer start up and shut down and the
user logon and logoff process. For these purposes, you can use Windows Script
Host to include Microsofte Visual Basice Scripting Edition programming system
(VBScript), and Microsofte JScripte programming system type scripts. Scripts are
stored in the Gptext.dll file.

The following snap-ins are available only in an Active Directory domain.

Software Installation You use the Software Installation snap-in to centrally
manage software in your organization. You can assign and publish software for
groups of users and computers. The software installation snap-in is stored in the
Appmgr.dll file.

Folder Redirection The Folder Redirection snap-in allows you to redirect special.
folders to the network. Folder redirection information is stored in the Fde.dll file.

Internet Explorer Maintenance Use Internet Explorer Maintenance to define and
manage Internet Explorer Group Policy settings.

Administrative Templates

The Administrative Templates folder contains Group Policy settings that manage
a variety of Windows 2000 features, components, and services. The settings are
stored in an administrative template (.adm) file.

The .adm file is a text file that consists of a hierarchy of categories and
subcategories that together define how the options are displayed through the
Group Policy snap-in user interface. It also indicates the registry locations of a
particular selection, specifies any options or restrictions (in values) that are
associated with the selection, and in some cases, specifies a default value to use if
a selection is activated.

Windows 2000 includes three .adm files—System.adm, Inetres.adm, and
conf.adm—which contain all the settings initially displayed in the Administrative
Templates node. The Administrative Templates node of the Group Policy snap-in
can be extended by using custom .adm files. However, unlike other Group Policy
snap-in extensions, it is not extensible by an MMC snap-in extension.
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Local Group Policy Objects

A local Group Policy object exists on every computer, and, by default, only nodes
under Security Settings are configured; settings in other parts of the local Group
Policy object’s namespace are set to Not Configured. The local Group Policy
object is stored in %SystemRoot%\System32\GroupPolicy, and it has the
following ACL permissions:

a  Administrators: full control

= Operating system: full control

= User: read

Gpt.ini File

At the root of each Group Policy template folder is a file called Gpt.ini. For local
Group Policy objects, the Gpt.ini file stores information that indicates the
following:

= Which client-side extensions of the Group Policy snap-in contain User or
Computer data in the Group Policy object.
= Whether the User or Computer portion is disabled.

= Version number of the Group Policy snap-in extension that created the Group
Policy object.

The local Group Policy object Gpt.ini file can contain the following information.

GPCUserExtensionNames This includes a list of globally unique identifiers
(GUIDs) that tells the client-side engine which client-side extensions have User
data in the Group Policy object. The format is the following:

[{<GUID of client-side extension>}{<GUID of MMC extension>}{<GUID of
second MMC extension if appropriate>}][repeat first section as appropriate]

GPCMachineExtensionNames This includes a list of GUIDs that tells the client-
side engine which client-side extensions have Computer data in the Group Policy
object.

Options This refers to Group Policy object options such as User portion disabled
or Computer portion disabled.

GPCFunctionalityVersion This is the version number of the Group Policy
extension tool that created the Group Policy object.
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Group Policy Folder

The local Group Policy folder contains the following subfolders:

Adm
Contains the .adm files for the Group Policy template.

User

Includes the Registry.pol file, which contains the registry settings that apply to
users. When a user logs on to the computer, the Registry.pol file downloads and
applies to the HKEY_CURRENT_USER portion of the registry. The User folder
contains the following subfolders:

»  Microsoft\IEAK contains settings for the Internet Explorer Maintenance
snap-in.

= Scripts\Logoff contains scripts that run when the user logs off the computer.
»  Scripts\LLogon contains scripts that run when the user logs on to the computer.

Machine

Includes the Registry.pol file, which contains the registry settings that apply to the
computer. When the computer initializes, the Registry.pol file downloads and
applies to the HKEY_LOCAL_MACHINE portion of the registry. The Machine
folder contains the following subfolders:

=  Microsoft\Windows NT\SecEdit contains the security settings file
Gpttmpl.inf.

= Scripts\Shutdown contains scripts that run when the computer shuts down.
= Scripts\Startup contains scripts that run when the computer starts up.

Note The User and Machine folders are created when Windows 2000
Professional is installed. Other folders are created as Group Policy settings are set.

Registry.pol Files

The Administrative Templates extension of Group Policy saves information in the
Group Policy template in Registry.pol files. These files contain the customized
registry settings that you specify (by using the Group Policy snap-in) to be applied
to the Machine (HKLM) or User (HKCU) portion of the registry. The

Windows 2000 Registry.pol file is analogous to the Windows 95 or Windows 98
Config.pol file and the Windows NT 4.0 NTConfig.pol file.

Note The format of the .pol files in the Group Policy template differs from that of
previous versions of Windows NT and Windows 95 operating systems.
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Two Registry.pol files are created and stored in the Group Policy template, one
for Computer Configuration, which is stored in the \Machine subdirectory, and
one for User Configuration, which is stored in the \User subdirectory.

The .pol files that are created by Windows NT 4.0 and Windows 95 can be
applied only to the operating system on which they were created. The .pol file
produced by the Windows NT 4.0 System Policy Editor is a binary file, whereas
the Registry.pol file produced by Administrative Templates node of the Group
Policy snap-in is a text file with embedded binary strings.

To view the effect of a Registry.pol file on a Windows 2000 Professional
workstation, use Gpresult.exe /s or Gpresult.exe /v after the Registry.pol file is
applied.

For more information about Registry.pol files, see the Microsoft Platform SDK
link the Web Resources page at http://windows.microsoft.com/windows2000
/reskit/webresources.

System Policy Editor

Although System Policy Editor (Poledit.exe) is largely replaced by Group Policy,
it is still useful in some circumstances, such as the following:

For Managing Computers That Are Running Windows 95 or Windows 98

You must run the Windows 2000 version of System Policy Editor locally on
computers running Windows 98 or Windows 95 to create Config.pol files that are
compatible with the local operating system.

For Managing Computers That Are Running Windows NT 4.0 Workstation or
Windows NT 4.0 Server

These computers also need their own version of the .pol file (Ntconfig.pol).

For Managing Windows 2000-based Computers That Are Not Connected to a
Windows 2000 Server Network

A Windows 2000-based computer that is not joined to any domain is not subject
to Group Policy settings by way of Active Directory. The only Group Policy
settings that apply to such a computer are those associated with local Group
Policy, which contains settings that are applied to that computer and all of its
users.

It is possible to provide settings for multiple users by using System Policy Editor
to create an Ntconfig.pol file. For information about distributing the Ntconfig.pol
file, see the “Implementing Profiles and Policies for Windows NT 4.0” link on the
Web Resources page at http://windows.microsoft.com/windows2000
[reskit/webresources.
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You should use only the Group Policy settings that are intended for use with
Windows 2000 Professional (System.adm, Inetres.adm, and Conf.adm), which
install by default with the Group Policy snap-in. To prepare these files for use
with System Policy Editor, remove the #if ver constructs from the files.
Otherwise, the policy settings will not display in the file.

Note You can use Windows 2000 .adm files only in the System Policy Editor
(Poledit.exe) that 1s included with Windows 2000.

Although earlier versions of System Policy Editor work only with ASCII-encoded
.adm files, Group Policy in Windows 2000 also supports Unicode-encoded .adm
files.

Windows NT 4.0 and Windows 2000 Policy Comparison

Windows NT 4.0 introduced the System Policy Editor (Poledit.exe), a tool that
you use to specify user and computer configurations that it stores in the

Windows NT registry. With the System Policy Editor, you control the user work
environment and enforce system configuration settings for all domain computers
running Windows NT 4.0 Workstation or Windows NT 4.0 Server. System Policy
settings are registry settings that define the behavior of various components of the
desktop environment.

In Windows 2000, you can create a specific desktop configuration for a particular
group of users and computers by using the Group Policy snap-in. For

Windows 2000-based clients, the Group Policy snap-in almost entirely
supersedes the System Policy Editor. It allows management of desktop
configurations for large, possibly nested, and even overlapping groups of
computers and users. Group Policy objects that are not local work by being linked
to any number of sites, domains, or organizational units in Active Directory.

System Policy in Windows NT 4.0, Windows 95, and Windows 98

The System Policy settings you specify with System Policy Editor (Poledit.exe)
have these characteristics:

= They are applied to domains.

» They can be further controlled by user membership in security groups.

» They are not secure. They can be changed by a user with the registry editor
(Regedit.exe).

= They overwrite user preferences.

= They persist in users’ profiles, sometimes beyond their useful lives. After a

registry setting is set using Windows NT 4.0 System Policy, the setting persists
until the specified policy setting is reversed or the user edits the registry.

» They are limited to administratively mandated desktop behavior that is based
on registry settings.
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With more than 110 security-related settings and more than 450 registry-based
settings, Windows 2000 Group Policy provides you with a broad range of options
for managing the user’s computing environment. Windows 2000 Group Policy
has these characteristics:

= It can be based on Active Directory or defined locally.

= It can be extended by using MMC or .adm files.

= [t stores settings in a secure location.

= It does not overwrite user preferences.

= ]t does not leave settings in the users’ profiles when the effective policy is
changed.

= It can be applied to users or computers in a specified Active Directory
container (sites, domains, and organizational units).

= It can be further controlled by user or computer membership in security
groups.

= It can be used to configure many types of security settings.

= It can be used to apply logon, logoff, startup, and shutdown scripts.

= It can be used to install and maintain software.

= It can be used to redirect folders (such as My Documents and Application
Data). :

= It can be used to perform maintenance on Internet Explorer.

System policy settings are applied to the user and the computer when the user logs
on, whereas Group Policy settings are applied to the computer when the computer
starts and to the user when the user logs on. Also, Group Policy settings refresh
every 90 minutes by default, with a 30 minute offset.

For more information about setting local security Group Policy settings, see
“Security” in this book. For more information about using Group Policy settings
see “Group Policy” in the Distributed Systems Guide; or refer to “Group Policy
Reference” on the Windows 2000 Resource Kit companion CD.

Migrating from Windows NT 4.0 to Windows 2000

The effect of persistent registry settings in Windows NT 4.0 can be problematic
when a user's group membership changes. An advantage of Windows 2000 Group
Policy is that this does not occur. This is because in Windows 2000, registry
settings that are written to the following two, secure registry locations are
removed when a Group Policy object no longer applies:

=« \Software\Policies

= \Software\Microsoft\Windows
\CurrentVersion\Policies
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If you deploy Windows 2000 Professional in an unmanaged environment and later
want to move Windows 2000 Professional computers into a managed Active
Directory domain, you might have to reinstall the operating system and
applications to ensure that unauthorized changes have not been made to the
system configuration.

If a local Group Policy setting is configured for Enabled or Disabled and the
Active Directory Group Policy setting is set to Not Configured, the local Group
Policy setting prevails on that computer.

For more information about using Windows 2000 Professional in Active
Directory environments, see “Introducing Windows 2000 Deployment Planning”
in the Deployment Planning Guide.

Management Tools

Windows 2000 Professional has a variety of tools for administrators, including
MMCG, tools in the Administrative Tools folder, System Tools, Control Panel,
scripts, environment variables, Windows Update, and Windows Management
Instrumentation.

Microsoft Management Console

Microsoft Management Console (MMC) is a tool you use to create, save, and
open collections of administrative tools, called consoles. Consoles contain items
such as snap-ins, extension snap-ins, monitor controls, tasks, wizards, and
documentation required to manage many of the hardware, software, and
networking components of the Windows 2000 Professional-based system. You
can add items to an existing MMC console, or you can create new consoles and
configure them to administer a specific system component. If you want to do so,
you can save and distribute consoles. To start MMC, on the Start menu, click
Run, and then type MMC.

After you open the default console, you can the add snap-ins you use frequently
and save the console. Console files are saved as *.msc files. To start a saved
console, type the name of the console on the Run line.

The following snap-ins are available by default with Windows 2000 Professional:

= ActiveXe Control

= Certificates

= Component Services

= Computer Management
» Device Manager

» Disk Defragmenter
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Disk Management

Event Viewer

Fax Service Management

Folder

Group Policy

Indexing Service

IP security policy management
Link to Web Address

Local Users and Groups
Performance Logs and Alerts
Removable Storage and Management
Security Configuration and Analysis
Security Templates

Services

Shared Folders

System Information

WMI Control

For more information about the functions each snap-in provides, see the
Windows 2000 Professional MMC Help. To view MMC topics, start Help from
MMC. Help for MMC topics is not available by from the Start menu of
Windows 2000 Professional.

Administrative Tools

The Administrative Tools folder, in Control Panel, contains shortcuts to tools you

can use frequently. With the exception of Data Sources (ODBC) and Telnet
Server Administration icons in Administrative Tools, all of the shortcuts start

MMC consoles. The following is a list of the available tools.

Component Services With the Component Services administrative tool, you can
configure and administer Component Object Model (COM) components
applications. You can use the Component Services administrative tool to perform
administrative tasks such as configuring your system, installing applications, and
configuring and monitoring services used by your applications.
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Computer Management You can use Computer Management to manage local or
remote computers using a single, consolidated desktop tool. It combines several
Windows 2000 administration tools into a single console tree, which provides
easy access to a specific computer's administrative properties and tools. Use
Computer Management to do the following:

= Monitor system events such as logon times and application errors.

= Create and manage shares.

= View a list of users connected to a local or remote computer.

= Start and stop system services such as Task Scheduler and Spooler.

= Set properties for storage devices.

= View device configurations and add new device drivers.

=  Manage server applications and services such as the Domain Name System
(DNS) service or the Dynamic Host Configuration Protocol (DHCP) service.

Note You must be a member of the Administrators group to take full advantage
of Computer Management.

Data Sources (ODBC) Data Sources (ODBC) adds, deletes, or sets up data sources
with user data source names (DSNs). These data sources are local to a computer
and are accessible only by the current user.

Event Viewer Using the event logs in Event Viewer, you can gather information
about hardware, software, and system problems and monitor Windows 2000
security events. Windows 2000 records events in three kinds of logs:

= Application log: Contains events logged by applications or programs. For
example, a database program might record a file error in the application log.
The application developer decides which events to record.

= System log: Contains events logged by the Windows 2000 system
components. For example, if a driver or other system component fails to load
during startup, this is recorded in the system log. The event types logged by
system components are predetermined.

= Security log: Can record security events such as valid and invalid logon
attempts, as well as events related to resource use, such as creating, opening,
or deleting files. An administrator can specify what events are recorded in the
security log. For example, if you have enabled logon auditing, attempts to log
on to the system are recorded in the security log.

Local Security Policy The Security Settings node allows a security administrator
to configure security levels assigned to a Group Policy object or local computer
policy. You can do this after importing or applying a security template or instead
of importing or applying a security template.
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Performance Performance Logs and Alerts contains features for logging counter
and event trace data and for generating performance alerts. With counter logs, you
can record data about hardware usage and the activity of system services from
local or remote computers. Logging can occur manually on demand, or
automatically according to a user-defined schedule. Continuous logging, subject
to file-size or duration limits, is also available. You can view logged data by using
the System Monitor display, or you can export the data to a spreadsheet program
or database to analyze it and generate a report. Trace logs record data when
activities, such as a disk input/output error or a page fault occurs. When an event
occurs, the provider sends the data to the log service.

Note The Performance snap-in combines the System Monitor snap-in and the
Performance Logs and Alerts snap-in.

Services By using Services, you can start, stop, pause, or resume services on
remote and local computers and configure startup and recovery options. You can
also enable or disable services for a particular hardware profile.

Telnet Server Administration Telnet provides user support for the Telnet protocol,
a remote access protocol you can use to log on to a remote computer, network
device, or private TCP/IP network. To display help for Telnet, type Telnet at a
command prompt, and then type Help.

Using Administrative Tools to Manage Remote
Windows 2000-based Servers

Many of the administration tools included in Windows 2000 are used to manage
the operating-system components common to all Windows 2000-based computers
—such as installed services, hard disks, or event logs-—and are installed by
default for all versions of Windows 2000. You can use these tools to manage and
configure many commonly used operating-system settings on remote

Windows 2000-based computers.

To manage remote servers from a computer running Windows 2000 Professional,
you can install the Windows 2000 administration tools that are included on the
Windows 2000 Server and Microsofte Windowse 2000 Advanced Server
installation CDs. These tools are MMC snap-ins that include Active Directory
Users and Computers, Distributed file system, and other snap-ins that are not
available in Windows 2000 Professional.
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» To install Windows 2000 administration tools on a local computer

1. In the 1386 folder on the Windows 2000 Server or Windows 2000 Advanced
Server installation CD, double-click the AdminPak.msi file.

2. Under Target folder location, type a destination or click Find Target to view
locations.

3. Run the Windows 2000 Administration Tools Setup wizard.

Using Terminal Services to Manage Remote Computers

If you can connect to the computer you want to administer — either via a LAN
connection or a dial-up connection — you can view the administrator's desktop.
Windows 2000 Server and Windows 2000 Advanced Server include Terminal
Services, a set of software services that provide remote access to the server
desktop from a client computer.

Essentially, the server desktop user interface appears in an application window on
the client computer; keyboard and mouse clicks are sent to the server and are
processed there. By using a Terminal Services client to connect to a

Windows 2000-based server (domain controller), you can run any applications —
including all administration tools — that reside on the server just as though you
were logged on at the server.

Windows 2000 Server and Windows 2000 Advanced Server include the ability to
install Terminal Services for remote administration only. This special mode
allows up to two concurrent Terminal Services client connections to the server
and does not require a Terminal Services Licensing server to be installed on the
network.

On client computers, install the appropriate Terminal Services client software to
connect to the server. Terminal Services allows you access to a local desktop
session on the server from a window on your client computer. You have access to
all of the administrative tools and applications on the server computer, and the
tools function the same as if you were sitting at the local computer.

To install Terminal Services for remote administration
1. In Control Panel, click Add/Remove Programs.

2. In the dialog box, click Add/Remove Windows Components.

3. In the Windows Components wizard, under Components, select the Terminal
Services check box, and then click Next. You do not have to enable Terminal
Services Licensing when you enable Terminal Services in remote
administration mode. A maximum of two concurrent connections are
automatically allowed on a server running Terminal Services in remote
administration mode.

4. On the Terminal Services Setup page, click Remote Administration Mode, and
then click Next.

5. When you are prompted to do so, click Finish.
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System Tools

Windows 2000 offers a number of system tools. By using these tools, you can
perform many necessary system tasks, such as backing up or defragmenting a hard
disk and performing schedules tasks or other functions.

To gain access to System Tools, from the Start menu, point to Programs and
then Accessories, and then click System Tools. The following tools are available:

Backup Use Backup to create a copy of data on the hard disk drive, and then use
this copy to restore lost or damaged data. Clicking Backup starts an interface that
gives you access to the Windows 2000 Backup and Recovery Tools wizards.

Character Map Use Character Map to copy and paste special characters into
documents, such as the trademark symbol, special mathematical characters, or a
character from the character set of another language.

Disk Cleanup This tool helps clear space on the hard disk drive. Disk Cleanup
searches the drive, and then shows the temporary files, Internet cache files, and
unnecessary program files that you can safely delete. You can direct Disk Cleanup
to delete some or all of those files.

Disk Defregmenter This tool rearranges files, programs, and unused space on the
hard disk so that programs run faster and files open more quickly.

Note Disk Defragmenter is also available in the Computer Management snap-in
under Storage. .

Getting Started This starts the online version of “Getting Started,” which

introduces the user to Windows 2000 Professional. Topics include learning how
to install Windows 2000, how to use the desktop, and new features. Topics also
include how to connect to a network and answers to frequently asked questions.

Scheduled Tasks Schedule any script, program, or document to run at a
convenient time. Scheduled Tasks starts each time Windows 2000 starts and runs
in the background. By using the Scheduled Task wizard, you can schedule a task
to run daily, weekly, or monthly, change the schedule for a task, and customize
how a task runs at a scheduled time. When you click Scheduled Tasks, a
Windows Explorer window opens and gives you access to the wizard and to any
saved scheduled tasks.
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Control Panel

System Information System Information collects and displays the computer's
configuration information. It includes a System Summary, Hardware Resources,
Components, Software Environment, Internet Explorer 5, and Applications
(Microsofte Office 2000 only).

Note System Information is a snap-in that opens in MMC. It displays the same
system information that is available through the Computer Management snap-in.

For more information about using these tools, see Windows 2000 Professional
Help or MMC Help.

Control Panel is the central location for system configuration changes. To reduce
clutter and provide easier access to some options, certain tools are no longer
located in Control Panel. Table 7.2 lists the feature or function, how to gain
access to it from Control Panel or another location, and where the feature or
function is located in earlier versions of Windows.

To view a detailed description of each Control Panel item, click Details on the
View menu in Control Panel. For additional information about any Control Panel
item, see Windows 2000 Help.

Table 7.2 Tasks in Control Panel

Location in Location in
Windows 2000 Windows NT 4.0
Feature or Function Professional Location in Windows 98 Workstation
Add/Delete Users Users and Passwords Control Panel/Users In User Manager on the
Start/Programs/Admin
istrative Tools menu.
Administrative Tools Programs menu (if System On Start/Programs
enabled) or Control Tools\Programs\Accessories menu.
Panel
Console (MS-DOS) Programs/Accessories/C  Programs/MS DOS prompt Under Console in
ommand Prompt Control Panel
Device configuration Control Control Panel/System Device =~ Under Devices in
Panel/System/Hardware =~ Manager tab Control Panel.
/Device Manager option
Dial-up connections Control Panel/Network  Control Panel/Modems Under Modem in
and Dial-up Control Panel.
Connections

(continued)
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Table 7.2 Tasks in Control Panel (continued)

Location in

Location in

Windows 2000 Windows NT 4.0

Feature or Function Professional Location in Windows 98 Workstation

Display options: Plus! Control Control Panel/Display/Plus! On the Plus! tab under

property page Panel/Display/Effects Display in Control
property page Panel.

Game Controllers Control Panel/Game Control Panel/Game On the Devices tab under
Controllers Controllers Multimedia in Control

Panel.

Hardware installation Control Control Panel/Add New The Hardware tab of
Panel/Add/Remove Hardware the property page for the
Hardware device.

Modem configuration Control Panel/Phone Control Panel/Modems Under Modems in
and Modem Options Control Panel.

Multimedia

Network configuration

Network Connections

ODBC Data Sources
Passwords

PC Card (PCMCIA)

Ports

Scanners and Cameras

Scheduled Tasks

Control Panel/Sounds
and Multimedia

Control Panel/Network
and Dial-up
Connections
Control Panel/Network
and Dial-up
Connections

Administrative Tools

Control Panel/Users and
Passwords

Control
Panel/Add/Remove
Hardware

Control Panel\Phone

and Modem Options

Control Panel\Scanners
and Cameras

Control
Panel/Scheduled Tasks

Control Panel/Multimedia

Control Panel/Network

My Computer and My
Network Places

Control Panel/32bit ODBC

Control Panel/Passwords or
Users

Control Panel/System/Device
Manager tab

Control
Panel/Modems/Connection tab
of device

Not available

My Computer

Under Multimedia in
Control Panel.

Under Network i‘n
Control Panel.

Under Network in
Control Panel.

In Control Panel.

In User Manager on the
Start/Programs/Admin
istrative Tools menu.

Under PC Card
(PCMCIA) in Control
Panel.

Under Ports in Control
Panel.
Not available.

Services/Schedule.

(continued)
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Table7.2 Tasks in Control Panel (continued)

Location in Location in

Windows 2000 Windows NT 4.0

Feature or Function Professional Location in Windows 98 Workstation

SCSI Adapters Control Control Panel/System/Device Under SCSI Adapters
Panel/System/Hardware =~ Manager tab in Control Panel.
tab/Device Manager
option

Services Control Control Panel\Services Under Services in
Panel\Administrative Control Panel.
Tools

Sounds Control Panel\Sounds Control Panel\Sounds Under Sounds in
and Multimedia Control Panel.

Tape Devices System/Hardware Control Panel/System//Device ~ Under Tape Devices in
property page/Device Manager tab Control Panel.
Manager option

Telephony Control Panel\Phone Control Panel\Telephony Under Telephony in
and Modem Options Control Panel.

UPS Control Panel\Power Control Panel\Power Under UPS in Control
Options Management Panel.

You can use Group Policy settings to restrict access to Control Panel. Table 7.3 is
a list of some of the Group Policy settings that affect Control Panel and a brief
description of each policy. For additional information, right-click the policy in
MMC, click Properties, and then click the Explain tab; or see “Group Policy
Reference” on the Microsofte Windowse 2000 Resource Kit companion CD.
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Table 7.3 Group Policy Settings That Affect Control Panel

Group Policy Setting

Location

Description

Disable programs on
Settings menu

Disable Control Panel

Show only specified
Control Panel applets

Hide specified Control
Panel applets

Local Computer Policy\User
Configuration\Administrative
Templates\Start Menu &
Taskbar.

Local Computer Policy\User
Configuration\Administrative
Templates\Start Menu &
Taskbar.

User
Configuration\Administrative
Templates\Control Panel

User
Configuration\Administrative
Templates\Control Panel

Prevents any programs on the Start/Settings menu
from running.

Disables all Control Panel programs. This policy

prevents Control.exe, the program file for Control
Panel, from starting. As a result, users cannot start
Control Panel or run any Control Panel programs.

Hides all Control Panel programs and folders except
those specified in this setting. This setting removes all
Control Panel programs (such as Network) and
folders (such as Fonts) from the Control Panel
window and the Start menu. It removes Control
Panel programs you have added to your system, as
well the Control Panel programs that are included in
Windows 2000. The only programs that are displayed
in Control Panel are those you specify in this setting.

This policy removes Control Panel programs (such as
Display) and folders (such as Fonts) from the Control
Panel window and the Start menu. It can remove
Control Panel programs you have added to your
system, as well Control Panel programs that are
included in Windows 2000.

Caution If you enable either Show only specified Control Panel applets or Hide
specified Control Panel applets, users still have access to all Control Panel
programs from Help.

Scripts

You can use Windows Script Host and Group Policy to manage scripts.
Windows 2000 supports the following scripting areas:

Computer Management
Printer Management
Page File

Service Management
Network Configuration
Device Management

Process Management
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» Thread Management

= Event Log Management
= User Management

= Security

» File System

= Application Management

Windows Script Host

~ Windows Script Host enables you to run scripts directly in Windows 2000 by

clicking a script file on the Windows desktop or by typing the name of a script file
at the command prompt. Just like Internet Explorer 5, Windows Script Host serves
as a controller of ActiveX scripting engines. Unlike Internet Explorer 5, however,
Windows Script Host has very low memory requirements and is ideal for both
interactive and noninteractive scripting needs such as logon scripting and
administrative scripting.

Windows Script Host supports scripts written in VBScript or JScript. When a
script is run from the Windows desktop or from the command prompt, the script
host reads and passes the specified script file contents to the registered script
engine. The scripting engine uses file extensions (.vbs for VBScript, .js for
JScript) to identify the script instead of using the SCRIPT tag (which is used in
HTML). This way, the script writer doesn't have to be familiar with the exact
programmatic ID (ProgID) of various script engines. The script host itself
maintains a mapping of script extensions to ProgIDs and uses the Windows
association model to start the appropriate engine for a given script.

There are two versions of the Windows Script Host: a Microsofte Windowse-
based version (Wscript.exe) that provides a Windows-based property sheet for
setting script properties and a command prompt-based version (Cscript.exe) that
provides command line switches for setting script properties. You can run one of
these by typing either Wscript.exe or Cscript.exe at the command prompt.

Using Group Policy to Run Scripts

The Scripts extensions of Group Policy allows you to assign scripts to run when
the computer starts or shuts down or when users log on or off their computers.

The names of scripts and their command lines (in the form of registry keys and
values) are stored in the Registry.pol file, as described earlier in this chapter.

The following five script types exist:

= Group Policy logon scripts
= Group Policy logoff scripts
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= Group Policy startup scripts
= Group Policy shutdown scripts

= Legacy logon scripts (those specified on the User object). Because Windows
Script Host supports scripts written in either VBScript or JavaScript, you can
enter a command line entry such as CheckBios.vbs in the logon script path of
the user object.

By default, each of these script types runs asynchronously, and the window is
hidden.

Note Consider carefully how to use scripts if you have a mixed environment that
includes Windows NT 4.0, Windows 95, Windows 98, and Windows 2000-based
clients. The Windows 2000-based and the Windows 98-based clients properly
run .vbs and .js scripts. To run .vbs and .js scripts on Windows NT 4.0-based and
Windows 95-based clients, you must embed the scripts in batch (.bat) files. The
scripts continue to run in a normal window. A policy exists that allows for scripts
to be run as hidden or minimized. You can also install Windows Script Host on
Windows NT 4.0-based and Windows 95-based clients.

Table 7.4 describes the Group Policy options that control the behavior of scripts.

Table 7.4 Group Policy Options That Control Script Behavior

Group Policy Setting  Location Description

Run logon scripts Computer When this option is enabled, the system waits until

synchronously Configuration\Administrative the script finishes running before it starts Windows
Templates\System\Logon Explorer. An equivalent option for this is available

Run startup scripts
asynchronously

Run startup scripts
visible

Run shutdown scripts
visible

under the User Configuration node. The setting you
specify in the Computer Configuration node has
precedence over the one set in the User Configuration

node.
Computer By default, startup scripts run synchronously and
Configuration\Administrative hidden, which means the user cannot log on until the
Templates\System\Logon scripts complete. In some organizations, you might

want the scripts to run asynchronously because they
can take a long time to complete. This policy allows
the you to change the default behavior.

Computer If you enable this option, startup scripts run in a
Configuration\Administrative =~ command window.
Templates\System\Logon

Computer If you enable this option, shutdown scripts run in a
Configuration\Administrative command window.
Templates\System\Logon

(continued)
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Table 7.4 Group Policy Options That Control Script Behavior (continued)

Group Policy Setting  Location Description

Maximum wait time Computer This policy setting allows you to change the default
for Group Policy Configuration\Administrative script timeout period. (By default, scripts time out
scripts Templates\System\Logon after 600 seconds). The range is 0 sconds to

Run logon scripts
synchronously

Run legacy logon
scripts hidden

Run logon scripts
visible

Run logoff scripts
visible

User
Configuration\Administrative
Templates\System\Logon/Log
off

32000 seconds.

When you enable this option, Windows waits for the
scripts to finish running before it starts Windows
Explorer. Note that an equivalent option for this is
available under the Computer Configuration node.

The setting you specify in the Computer
Configuration node has precedence over the one set
in the User Configuration node.

User
Configuration\Administrative
Templates\System\Logon/Log
off

User
Configuration\Administrative
Templates\System\Logon/Log
off

User
Configuration\Administrative
Templates\System\Logon/Log
off

If you enable this option, legacy logon scripts run in
hidden mode.

If you enable this option, logon scripts run in a
command window.

If you enable this option, logoff scripts run in a
command window.

Scripts that run hidden (and to a lesser degree minimized) can cause an errant
script or one that prompts for user input to wait for 600 seconds. This is the
default wait time value and can be changed by using Group Policy. During this
time, the system appears to stop responding. If this is a script that is running in a
minimized window and the user selects the window, the script stops running.

Changing System Environment Variables

Environment variables specify the computer’s search path, directory for
temporary files, and other similar information.

Windows NT 4.0 requires specific information to find programs, to allocate
memory space for some programs to run, and to control various programs. You
can view this information—called the system and user environment variables—in
Control Panel. Under the System icon in Control Panel, click the Advanced tab ,
and then click Environment Variables. These environment variables are similar
to those that you can set in the MS-DOS operating system, such as Path and
Temp.
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User environment variables can be different for each user of a particular
computer. They include any environment variables you define or variables that are
defined by applications, such as the path where application files are located.

System environment variables are defined by Windows 2000 Professional and are
the same no matter what user is logged on at the computer. If you are logged on as
a member of the Administrators group, you can add new variables or change the
values.

After you change any environment variables, Windows 2000 Professional saves
the new values in the registry so they are available automatically the next time the
computer starts.

If any conflict exists between environment variables, Windows 2000 Professional
resolves the conflict in this way:
= System environment variables are set first.

= User environment variables are set next and override conflicting system
variables.

= Variables that are defined in Autoexec.bat are set last, but they do not override
conflicting system or user environment variables.

Note Path settings, unlike other environment variables, are cumulative. The full
path that you see when you type path at the command prompt is created by
appending the path that is contained in Autoexec.bat to the paths that are defined
in the System Properties sheet under System in Control Panel.

Windows Update

You can download system enhancements such as drivers, service packs, and new
functions specifically selected to work with your personal computer from the
Windows Update Web site. You can gain access to Windows Update by clicking
Windows Update on the Start menu. With Windows Update, users can choose to
scan their personal computers to receive a list of software applications that are
specific to their computer's hardware and software configuration.

You can use the Disable and remove links to Windows Update Group Policy
setting to prevent connections to the Windows Update Web site. This policy is
located in the Group Policy console under User
Configuration\AdministrativeTemplates\Start Menu & Taskbar.

For additional information, right-click the policy in MMC, click Properties, and
then click the Explain tab; or see “Group Policy Reference” on the Microsofte
Windowse 2000 Resource Kit companion CD.
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Windows Management Instrumentation

Windows Management Instrumentation (WMI) is the Microsoft implementation
of Web-Based Enterprise Management (WBEM), an initiative to establish
standards for gaining access to and sharing management information over an
enterprise network. WMI is WBEM-compliant and provides integrated support for
the Common Information Model (CIM), the data model that describes the objects
that exist in a management environment. '

WMI includes a CIM-compliant object repository, which is the database of object
definitions, and the CIM Object Manager, which handles the collection and
manipulation of objects in the repository and gathers information from the WMI
providers. WMI providers act as intermediaries between components of the
operating system and applications. For example, the registry provider draws
information from the registry; the SNMP provider provides data and events from
SNMP devices.

For more information about WMI, see Windows 2000 Professional Help and the
Deployment Planning Guide.

Managing Windows 2000 Professional in a
Multilanguage Environment

Windows 2000 Professional makes the process of deploying and supporting
Windows 2000 across language boundaries easier and more flexible. To meet the
needs of global businesses, Microsoft offers the following products:

» Microsofte Windowse 2000 Professional English Version

» Translated editions of Windows 2000 Professional (available in 24 languages)
=  Microsofte Windows® 2000 Professional MultiL.anguage Version

Table 7.5 compares the multilanguage support provided by each edition of
Windows 2000 Professional.
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Table 7.5 Multilanguage Support Provided by Windows 2000

English Version of Translated Version of
Features and Windows 2000 Windows 2000 Multilanguage Version of
Benefits Professional Professional Windows 2000 Professional
Features for users  User can enter, view, User can view a translated  User can switch the user interface,
and print data in more  user interface (menus, help  (menus, help files, and dialog boxes)
than 60 languages. files, dialog boxes and to a preferred language.

Benefits for
Administrators

folder names). User can enter, view, and print data

User can enter, view, and in more than 60 languages.
print data in more than 60

languages.
Provides support for Provides native-language Provides flexibility for meeting the
working with user environment. needs of a multilingual user base.
;iocuments in other Provides support for Requires management of only one
anguages. working with documents ~ operating system code base for the
in other languages. entire organization

The Microsoft MultiLanguage technology consists of two elements: multilingual
editing and viewing and the multilanguage user interface that comes with
Windows 2000 Professional MultiLanguage Edition.

Multilingual Editing and Viewing Features

The multilingual editing and viewing features allow users to view and edit
information in more than 60 languages. For example, a user with the English
version of Windows 2000 Professional can work with a Japanese document
without requiring a Japanese version of Windows 2000. This feature is part of all
editions of Windows 2000 Professional and Windows 2000 Server, including both
the English and the translated editions. This function is ideal for users who only
occasionally need to communicate in another language. The ability to edit,
process, and view documents in multiple languages is possible because of several
components of the Windows 2000 Professional architecture, as described in the
following sections.

Unicode Support

Windows 2000 Professional uses Unicode version 2.1 as its base character
encoding. Unicode is an international standard that represents the characters that
are in common use in the world’s major languages. The benefit of Unicode is that
it allows for unambiguous, plaintext representation of data, which simplifies
sharing of data in a mixed platform environment.
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National Language Support API

National Language Support in Windows 2000 Professional consists of a set of
system tables that provide the following information:

» Locale information such as date, time, number, or currency format or
translated names of countries and regions, languages, or days of the month and
week.

= Character mapping tables that map local character encodings (ANSI or OEM)
to Unicode.

= Keyboard layout information.
= Character typing information.

= Sorting information.

With Windows 2000 Professional, users can change their system settings to reflect
those of their chosen locale through the Regional Options in Control Panel.

Multilingual API

The multilingual API contains functions to process text input and display—for
example, changing the keyboard layout tables or the fonts used to display text. It
also handles text layout issues, such as vertical text for Japanese or right-to-left
text containing ligatures for Arabic. Applications that use these APIs contain
basic, transparent support for creating mixed-language documents.

Resource Files

With Windows 2000 Professional, information that changes from language to
language, such as menu text, dialog boxes and Help text, is stored in separate,
language-specific resource files. This allows the system code to be shared by all
language editions of Windows 2000 Professional—the only change from edition
to edition are the translated resources.

Windows 2000 Professional MultiLanguage Version

Windows 2000 Professional MultiLanguage Version is designed with a single
worldwide executable file that supports most European and East Asian languages,
as well as languages such as Arabic and Hebrew. Instead of deploying a different
translated version of Windows for each language that your organization needs,
you can deploy Windows 2000 with the MultiLanguage Pack to all international
users. The worldwide executable file makes multilanguage set ups much easier
because there are few differences in set up routines, registry settings, and
component configurations. The single worldwide executable file also streamlines
the development and deployment of customized solutions.



Chapter 7 Introduction to Configuration and Management 319

The multilanguage version of Windows 2000 offers the following features:
= Supports multilingual editing of documents.

= Allows you to deploy different language user interfaces within your
environment.

= Allows users who speak different languages to share workstations.

= Decreases the cost of implementing and maintaining multiple language
environments.

Windows 2000 Professional MultiLanguage Version is available to Microsoft
Open License Program (MOLP/Open), Select, and Enterprise agreement
customers only. For more information about these programs, see the Licensing
Programs for Enterprises link the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

Windows 2000 Professional MultiLanguage Version provides an extra level of
multilanguage support by allowing users to change the language of the operating
system user interface. This means the user can log on to a workstation and use the
Windows 2000 Professional user interface in any of the 24 languages that ship
translated editions—provided that the appropriate language files are installed.
Additionally, users can edit and view documents in more than 60 languages.

Upgrading to the Multilanguage Version

You can only upgrade to the multilanguage version from international English
version of Windows. If you want to replace any other language version of
Windows with Windows 2000 Professional MultiLanguage Version, you must
perform a clean installation of Windows 2000 Professional MultiLanguage
Version.

There are additional version restrictions that you need to be aware of when you
are planning an upgrade to the multilanguage version. Table 7.6 provides version
compatibility guidelines.

Table 7.6 MultiLanguage Version Upgrade Restrictions

Version of Windows Operating System Availability of Upgrade Option
Windows 3.x Not available

Windows for Workgroups Not available

Windows NT 3.51 Workstation Available

Windows NT 4.0 Workstation Available

Windows 95 Available

Windows 98 Available

Windows 2000 Professional Available

Windows NT 4.0 Terminal Server Not available

Windows NT 4.0 Enterprise Edition Not available
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Files and Language Groups

Two distinct collections of language files are necessary for user interface
language support in Windows 2000 Professional MultiLanguage Version:

= Language groups, which contain all of the necessary fonts and other files that
are necessary to process and display a particular group of languages.

= Windows 2000 Professional MultiLanguage Version files that provide the
language content for the user interface and help system.

For each user interface language that you install, Windows 2000 Professional
MultiLanguage Version also requires that you install the relevant language group.
For example, to use the German user interface, you must first install the Western
Europe and United States language group.

You can install and uninstall Windows 2000 language groups during

Windows 2000 setup and, after Windows 2000 setup, under Regional Options in
Control Panel. Installing and removing Windows 2000 Professional
MultiLanguage Version files is a separate process from installing language
groups.

Disk Space Requirements

Each additional language group that you choose to support on a single computer
requires additional disk space. Table 7.7 displays the approximate amount of -
space required for each language group.

Table 7.7 Approximate Disk Space Required for Language Groups

Language Group Space Required in Megabytes (MB) (estimated)
Arabic 1.6
Armenian 11.5
Baltic 1
Central European 1.2
Chinese, Simplified 32.5
Chinese, Traditional 13.5
Cyrillic 1.2
Georgian 5.8
Greek , 1
Hebrew 14
Indic 0.25
Japanese 58
Korean 294

(continued)
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Table 7.7 Approximate Disk Space Required for Language Groups (continued)

Language Group Space Required in Megabytes (MB) (estimated)
Thai 39
Turkic 0.9
Vietnamese 0.5

Western Europe and United States  10.1

Note A number of files (primarily fonts and keyboard layouts) are shared by
several language groups. Therefore, if you install multiple language groups, the
total amount of space required might be slightly less than a sum of table values.

In addition, allow up to 45 MB of disk space for installation of Windows 2000
Professional MultiLanguage Version files for each user interface language you
choose to install.

Setting Up Windows 2000 Professional MultiLanguage
Version

To install Windows 2000 Professional MultiLanguage Version, you must first set
up Windows 2000 and then set up Windows 2000 Professional MultiLanguage
Version files.

If you install the necessary language groups during Windows 2000 setup (before
you install the corresponding Windows 2000 Professional MultiLanguage Version
files), you avoid the need to swap CD-ROMSs when you install Windows 2000
Professional MultiLanguage Version.

The default user interface language (that is, the language applied to all new user
accounts created on the computer) is determined when you set up Windows 2000
Professional MultiLanguage Version. You can change the default user interface or
add or remove user interface languages using the Muisetup.exe file.

Note Adding and removing languages using Muisetup.exe affects only
Windows 2000 Professional MultiLanguage Version files. To add or remove the
files associated with language groups, use Regional Options in Control Panel.

For more information about automating the set up of Windows 2000, see
“Automating Server Installation and Upgrade" and “Using Systems Management
Server to Deploy Windows 2000” in the Deploymen Planning Guide.
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For more information about installing and maintaining Windows 2000
Professional MultiLanguage Version software in Windows 2000 Server
environments and Group Policy considerations, see the “Software Installation and
Maintenance” in the Distributed Systems Guide.

Using Group Policy to Manage User Interface Languages

Using Windows 2000 Professional MultiLanguage Version to reduce the number
of client configurations in the organization can greatly simplify the job of
administering clients. However, enabling all users to change the user interface
language on their computer can add unnecessary complexity to the environment.
For this reason, you might want to restrict some users’ ability to change their user
interface language. You can do this by using Group Policy settings from the User
Configuration node of the Group Policy snap-in.

If you apply multilanguage Group Policy settings to a local computer by using
local Group Policy, the local Group Policy object affects all users of that
computer because there is no way to filter local Group Policy objects for
individual users.

For more information about Windows 2000 Professional MultiLanguage Version,
see the Windows 2000 Professional MultiLanguage Support link on the Web
Resources page at http://windows.microsoft.com/windows2000
/reskit/webresources.

Making Windows 2000 Professional More Accessible

Making software accessible means that you give equal access to all users,
including users with cognitive, hearing, physical, or visual disabilities.
Windows 2000 Professional makes computers more usable through a flexible,
customizable user interface, alternative input and output methods, and better
visibility of screen elements.

You can use several built-in technologies and Windows Explorer options to
configure user’s computers with the accessibility features that users need. These
features are as follows:

Tools You can set a wider range of accessibility and other options for groups by
configuring the settings in Accessibility Options in Control Panel, Accessibility
wizard, and Utility Manager.
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Navigation Features Features, such as hot keys and Active Desktop™, allow users
to gain access to desktop icons, Windows Explorer, servers on a network, or
Internet Explorer. They give users quick access to Windows and help users open
folders and create their individualized settings. Keyboard shortcuts and
personalized keyboard options assist users in working with programs and
applications.

Active Accessibility With Active Accessibilitye, applications work more
effectively with system extensions, programs, devices, and other third-party
accessibility aids, such as speech recognition systems. Active Accessibility
upgrades are invisible to the user.

Customized Input Methods On-Screen Keyboard, special mouse settings, and
other options, allow users to customize their user interface input schemes.

Accéssibility Wizard The Accessibility wizard allows you to quickly customize
user’s computers with the features that they use most often.

Enlarged Display Magnifier makes it possible for users to view the display in a
larger format.

Sound Options Sound options allow you to customize volume adjustment and
multimedia options and use ShowSounds and SoundSentry to give users with
- hearing impairments control of their audio environment.

Visual Aids Windows 2000 offers several visual aids which help users who have
special visual needs. For example, you can use Narrator to convert text to speech,
set ToggleKeys to play audio cues when the user presses certain keys; and
configure sounds for events in Sounds and Multimedia in Control Panel.

Keyboard Filters The FilterKeys feature adjusts keyboard response time and
ignores accidental key-strokes.

Contrast, Color, Timing, and Sizing Schemes High-visibility mouse pointers, high-
contrast color schemes, and the Accessibility wizard give users options that suit
their needs and preference.

Third-Party Hardware Devices The SerialKeys feature, designed for users who are
unable to use standard user interface options, allows users to attach an alternative
input device through the computer’s serial port.

For more information about using and configuring accessibility features, see the
appendix, “Accessibility for People with Disabilities” in this book.
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Enabling Third-Party Hardware Devices

Some users with disabilities might need additional tools for daily use. The
Microsoft Active Accessibility (MSAA) application programming interface (API)
allows additional accessibility aides to work with Windows user interface
elements such as toolbars, menus, text, and graphics.

You can install smaller or larger keyboards, eye-gaze pointing devices, sip-and-
puff systems that are controlled by breathing, and augmentative communication
devices, which are designed to control a speech synthesizer for users who are
nonverbal.

For more information about hardware and software for users with accessibility
needs, see the Microsoft Accessibility link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.
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Group Policy and Accessibility Options

Some Group Policy settings can limit the ability to change accessibility options.
Table 7.8 lists some of the Group Policy settings that can affect accessibility

options:

Table 7.8 Group Policy Settings That Can Affect Accessibility Options

Group Policy

Location in Group Policy

Setting Console Description
Disable changing  User , Prevents users from changing accessibility settings. If you
accessibility Configuration\Administrative ~ enable this setting, the Accessibility option on the
settings Templates\Windows General tab in the Internet Options dialog box in the
Components\Internet Explorer  user interface appears dimmed. If you disable this setting
or do not configure it, users can change accessibility
settings, such as overriding fonts and colors on Web
pages. You do not have to enable this setting if you use
the Disable the General Page Group Policy setting
(located under User Configuration\Administrative
Templates\Windows Components\Internet
Explorer\Internet Control Panel) because the Disable the
General page setting removes the General tab from the
user interface.
Disable the User Removes the General tab from the user interface in the
General page Configuration\Administrative Internet Options dialog box. If you enable this setting,
Templates\Windows users cannot see and change settings for the home page,
Components\Internet the cache, history, Web page appearance, or accessibility.

Show only
specified control
panel applets

Hide specified
control panel
applets

Disable Control
Panel

Explorer\Internet Control
Panel

User
Configuration\Administrative
Templates\Control Panel

User
Configuration\Administrative
Templates\Control Panel

User
Configuration\Administrative
Templates\Start Menu &
Taskbar

If you disable this policy setting or do not configure it,

- users can see and change these settings.

Hides all Control Panel] programs and folders except
those specified in this policy.

Hides specified Control Panel programs and folders.

Disables all Control Panel programs.
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CHAPTER 8

Customizing the Desktop

Microsofte Windows® 2000 Professional provides users with more options to
tailor the desktop user interface and gives administrators better tools to enforce
standards within their organizations. Using features such as Active Desktop,
custom toolbars and taskbars, and new Start and Programs menus options, you
can customize the user interface to help increase your productivity. Using Group
Policy settings, administrators can enforce standards and prevent inappropriate
use of features such as wallpaper and screen saver settings.

Before you read this chapter, read “Introduction to Configuration and
Management” in this book, particularly the sections on Group Policy and profiles.

If you plan to deploy Windows 2000 Professional in a Microsofte
Windowse 2000 Server network, read the related server documentation listed
below.

In This Chapter

Quick Guide to Customizing the Desktop 329

Overview of Desktop Customization and Configuration 331

Defining Desktop Administration Standards 333

Implementing Custom Desktops in a Windows 2000 Server Network 335
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Quick Guide to Customizing the Desktop

St

st

Use this quick guide to locate information about customizing the desktop. You
will find information about the new customization features available in Windows
2000, information about customizing desktops in different ways and in differing
environments, and ideas to help you resolve any problems you may have with
customization.

Learn about new features related to desktop customization.

Building on the Microsofte Windowse 98 and Microsofte Windows

NTe Workstation version 4.0 user interface, Windows 2000 Professional
introduces new features to help users stay organized and efficiently access the
programs they need. Group Policy settings give administrators more control over
the user interface.

= See “Overview of Desktop Customization and Configuration” later in this
chapter.

Define desktop configuration standards.

Desktop configuration standards can lower the total cost of ownership of
Windows 2000 Professional computers. Learn how to define standards in your
organization.

= See “Defining Desktop Administration Standards” later in this chapter.

Customize Windows 2000 Professional on a Windows 2000 Server network.

Implementing centralized custom desktop configurations is easy when you use the
Group Policy functionality of Windows 2000 Server and Active Directory™.

= See “Implementing Custom Desktops in a Windows 2000 Server Network”
later in this chapter.

Customize Windows 2000 Professional desktops independent of a Windows 2000
server network.

Even when your Windows 2000 Professional users are connected to UNIX,
NetWare, or Windows NT 4.0 Server networks, you can implement custom
desktops by applying Group Policy settings to the user’s computer.

= See “Implementing Custom Desktop Configurations in Non—Windows 2000
Server Networks” later in this chapter.

Control the features users can access and set.

Use Group Policy and System Policy Editor to control the Windows user interface
within your organization.

= See “Using Group Policy Settings for Desktop Control” later in this chapter.
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Provide quick access to programs and folders.

Create custom shortcuts and program icons on desktops for immediate access to
frequently used programs, folders, and files.

= See “Desktop Shortcuts and Icons” later in this chapter.

View Web content on the desktop.

With Active Desktop, you can give users up-to-the-minute access to Web content
directly from the desktop.

= See “Active Desktop and Wallpaper Settings” later in this chapter.

Access commands and programs from the Start menu.

Customize the Start and Programs menus to help users find what they need
quickly, prevent users from changing or accessing operating system functions, or
provide access to custom programs, folders, and files.

= See “Start and Programs Menus” later in this chapter.

Provide quick access to frequently used functions.
Design and distribute custom toolbars and taskbars to your users.

= See “Customizing the Taskbar and Toolbars” later in this chapter.

Limit access to display options.

Use Group Policy settings to prevent users from changing display options, such as
wallpaper settings.

= See “Limiting Access to Display Options” later in this chapter.

Control use of screen savers.
Use Group Policy settings to prevent or control the use of screen savers.

= See “Screen Saver Group Policy Settings” later in this chapter.

Restore the original configuration.
Reset modified settings back to the default Windows 2000 Professional settings.

= See “Restoring the Original Configuration” later in this chapter.

Specify an alternate user interface.

Choose your own custom user interface rather than the default Windows 2000
Explorer user interface program.

= See “Choosing a New User Interface” later in this chapter.
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¥EL Solve desktop problems.

If you experience problems with the Windows 2000 Professional desktop, you can
troubleshoot to determine possible solutions.

= See “Troubleshooting” later in this chapter.

Overview of Desktop Customization and
Configuration

You can customize various aspects of the desktop—such as toolbars, shortcuts,
wallpaper, Active Desktop, and screen savers—to meet a workgroup’s specific
needs. By effectively managing elements such as Favorites, shortcuts, network
connections, and Active Desktop items, you can ensure that the most current
information gets to the people who need it most.

You can use desktop customization to:

= Enforce standards within your organization.
= Limit the ability of users to access and modify operating system settings.

= Increase productivity by providing quick access to frequently used programs,
files, and intranet sites.

= Allow the preferences and settings of workgroup members to be in effect on
any computer they use.

= Create a similar user interface across your workgroup to reduce training and
support expenses.

What's New

Several new Windows 2000 Professional features can increase productivity for
both users and administrators.

As discussed in “Introduction to Configuration and Management” in this book,
Microsofte Windowse 2000 implements Group Policy as a replacement for
System Policy. Even if you don’t have a Windows 2000 Server network, you can
use Group Policy settings on local computers to manage desktops in your
organization.

Windows 98 and Windows NT Workstation version 4.0 users will notice some
features have moved to new locations in Windows 2000. For a comprehensive,
alphabetical list of components and their new locations, see Windows 2000
Professional Help.
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The following list describes desktop features new to both Windows 98 and
Windows NT Workstation users.

Accessibility options Enhancements include new wizard, magnifier, narrator, and
on-screen keyboard.

Expanded menus The contents of Control Panel, My Documents, Network and
Dial-Up Connections, and Printers are automatically displayed as submenus from
the Start menu.

Help improvements Help is a separate window that now includes common tasks,
troubleshooter topics, and Favorites.

Indexing service Allows context-sensitive searches on local drive and network
resources.

Keyboard underscores hidden Keyboard shortcuts on menus are hidden by
default.

Personalized menus Infrequently used items on the Programs menu are hidden.
Allow the mouse pointer to pause on the double arrows at the bottom of the menu
to reveal hidden items.

The following list describes desktop features new to Windows NT Workstation
users only.

Active Desktop HTML elements can now be displayed on the desktop. (This
feature is not new for Windows NT Workstation users who also run Microsofte
Internet Explorer 4.0 or later.)

Administrative Tools hidden by default You can access Administrative Tools in
Control Panel, or, to display Administrative Tools on the Programs menu, right-
click the taskbar, click Properties, click the Advanced tab, and then select the
Display Administrative Tools check box.

Favorites folder available on Start menu You can choose to display the Favorites
folder on the Start menu, providing fast, easy access to printers, Web sites,
documents, folders, and other computers on the network.

My Documents folder now on Desktop Shortcut to My Documents now appears on
the desktop above My Computer.

Quick Launch bar Easily access files, folders, and programs from the Quick
Launch bar. You can add frequently accessed items and remove infrequently
accessed items.
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Show Desktop icon Click this icon on the Quick Launch bar to quickly minimize
all open windows.

Taskbar and toolbars Create and modify toolbars for quick access to frequently
used Web sites and programs. Modify the taskbar by adding and removing
elements to suit your needs.

Customizing the Windows 2000 Professional Desktop

Whether you use Windows 2000 Professional at home, in a small to medium-size
business, or in a worldwide enterprise organization, you can benefit from the
features that provide the ability to customize the desktop user interface.

Use the Quick Guide to find the topics you need, from learning how to define
standards to configuring or controlling use of the Active Desktop. Within this
chapter you’ll find all the information you need to perform advanced
customization techniques, including a list of Group Policy settings that affect each
type of desktop feature. For comprehensive listings of related documentation, see
“Related Information in the Windows 2000 Professional Resource Kit” and
“Related Information in the Windows 2000 Server Resource Kit” earlier in the
chapter and “Additional Resources” at the end of the chapter.

Note Many organizations want to create custom configurations of their Internet
and intranet browser software. For more information about customizing and
managing Microsofte Internet Explorer 5, see the Microsofte Internet Explorer
Administration Kit link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

Windows 2000 includes a Group Policy snap-in to configure and manage
Internet Explorer 5, called Internet Explorer Maintenance.

Defining Desktop Administration Standards

Setting standards within your organization can reduce support and training costs.
Read this section to learn about guidelines for setting standards for desktop
configurations.

Every organization has unique user computing requirements. Windows 2000
allows you to create standard operating environments, including user interface
standards, based on the needs of your organization.



Chapter 8 Customizing the Desktop 333

Whether you choose to accept the Windows 2000 defaults or implement your own
user interface preferences, Microsoft recommends that you evaluate
Windows 2000 configuration options according to the following criteria:

= Are they easy to learn?

= Are they efficient to use?

= Are they easy to remember?

= Can they help address your top help desk issues or concerns?

= Do they reduce the number of user errors?

Although few organizations need to research these questions in as much depth as
a software manufacturer such as Microsoft, the following techniques might help
you configure Windows 2000 to best meet the needs of your users:

= Focus groups. Bring groups of users together for focused discussions about
what they like and dislike about their computer configurations, and what
changes could make them more productive.

= QObservational research. Watch users while they work on their computers.

= Field research. Talk to administrators at other organizations about what they
have learned.

= Expert reviews. Study the research that exists about user interface design and
user productivity.

Consider how much or how little you want to control the user interface. Basic
users who have less experience with computers might need highly customized
systems to maximize their productivity and to minimize their ability to make
potentially harmful changes to their systems.

Advanced users who frequently run demanding programs that require special
configuration options, or are disconnected from the network, might need to be
given greater control over their own systems.

For more information about defining and setting configuration standards, see
“Defining Client Administration and Configuration Standards” and “Applying
Change and Configuration Management” in the Deployment Planning Guide, and
“Introduction to Desktop Management” in the Distributed Systems Guide.
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Implementing Custom Desktops in a Windows 2000
Server Network

When Windows 2000 Professional is part of a Windows 2000 Server network
running Active Directory, powerful administrative functions—such as Group
Policy and change and configuration management—are available to customize
and control the desktop.

Use Group Policy to set and enforce Group Policy settings on multiple
workstations from a central location. There are more than 550 Group Policy
settings, including those that help prevent users from making potentially counter-
productive changes to their computers. You can optimize the desktop for the
specific needs of each workgroup or department in your organization.

For more information about Group Policy, see “Using Group Policy Settings for
Desktop Control” later in this chapter.

Change and Configuration Management features include User Data Management,
Software Installation and Maintenance, and User Settings Management, which are
collectively known as the IntelliMirror™ management technologies. IntelliMirror
and Remote OS Installation are the Windows 2000 Change and Configuration
Management technology set.

IntelliMirror features increase the availability of the user’s computer and
computing environment by intelligently storing information, settings, and
programs. Remote OS Installation installs Windows 2000 Professional operating
system and desktop images on new or replacement computers without on-site
technical support. When you combine IntelliMirror and Remote OS Installation
throughout your organization, you create a system that makes computer
replacement easier.

You can use Change and Configuration Management features to perform the
following functions:

= Define computing environment settings centrally for both groups of users and
computers. Then you can rely on Windows 2000 to enforce those settings.

= Make it possible for users to log on to any computer on their network and have
the same computing environment, including access to their data, programs, and
preference settings.

» Enable users to find all their data files and network files quickly, even when
they are working offline. Offline files are cached locally and are synchronized
with the server.

= Manage software installation, updates, and removal, all from a central
location. Programs can also repair themselves if a user inadvertently removes
key files.
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« Replace a computer quickly and then regenerate its settings, restoring data,
programs, preferences, and administrative policies.

= Allow workstations enabled with Preboot Execution Environment (PXE)-
based remote boot technology to install an operating system on the local hard
disk drive automatically.

Microsofte Systems Management Server also provides change and configuration
management services. You can use Systems Management Server in combination
with IntelliMirror and Remote OS Installation.

For information about the benefits of combining these technologies, see
“Introduction to Desktop Management” in the Distributed Systems Guide. For
more information about deploying Windows 2000 Professional with
Windows 2000 Server, see the Deployment Planning Guide.

Implementing Custom Desktop Configurations in
Non-Windows 2000 Server Networks

You can deploy custom desktop configuration in UNIX, Novell NetWare, and
Windows NT 4.0 Server networks using System Policy Editor or by applying
Group Policy settings locally on each computer.

For more information about using Group Policy and System Policy Editor with
Windows 2000 Professional, see “Introduction to Configuration and
Management” in this book.

Using Group Policy Settings for Desktop Control

Group Policy settings should be enforced using Windows 2000 Server and Active
Directory. However, when necessary, you can use Group Policy locally to control
desktop settings and configuration options such as:

» Wallpaper and screen saver settings.

= Start and Programs menu options.
= Display properties.

The following sections discuss many of the user interface options you can
configure, as well as the Group Policy settings that might affect those options.
Options that are not set by Group Policy can be configured by the user and are
saved in the user's profile. However, when Group Policy settings are in effect,
they take precedence over user-implemented configurations.
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Overall, there are more than 550 different Group Policy settings, and the best way
to see all the different options is to study an installed version of Windows 2000
Professional. For more information about Group Policy settings and using Group
Policy in non—Windows 2000 Server networks, see “Introduction to Configuration
and Management” in this book and “Group Policy” in the Distributed Systems
Guide.

Applying Group Policy Settings to Multiple Users of the Same

Computer

If you want to enforce Group Policy settings in a non—Windows 2000 Server
network and want different settings for each user of the same computer, you need
to use System Policy Editor. For more information about using System Policy
Editor, see “Introduction to Configuration and Management” in this book.

Applying Group Policy Settings to the Desktop

Most of the local computer Group Policy settings that control desktop functions
are configured under the User Configuration\Administrative Templates node in
Group Policy. As illustrated in Figure 8.1, Group Policy settings are located in the
following folders: Start Menu & Taskbar, Desktop, Desktop\Active Desktop, and
Control Panel\Display.

To open Group Policy, click Start, click Run, type gpedit.msc, and then click
OK.

| E5oftware Settings
Ewindows Settings
:! Eadministrative Templates

mput Y
| &3 Computer Conflguratlon
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~{.7] Software Settlngs
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DeSk'top'rel.ated £7] Active Desktop
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(&1 Regional Options
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Figure 8.1 Location of Group Policy Settings for Customizing the Desktop
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For detailed descriptions of each Group Policy setting, right-click the setting in
Group Policy, click Properties, and then click the Explain tab. Some of the
desktop local computer Group Policy settings are discussed later in this chapter.
For a more comprehensive description of Group Policy settings, refer to the
Group Policy Reference on the Windows 2000 Resource Kit companion CD.

Desktop Shortcuts and lcons

You can create shortcuts to programs, files, folders, and Web sites on the desktop
to provide fast access to frequently used information and programs.

Windows 2000 provides shortcuts for My Documents, My Network Places, and
Internet Explorer. Using local Group Policy settings, you can prevent access to
the standard Windows 2000 shortcuts or hide all the icons on a desktop.

For more information about creating and using shortcuts, see Windows 2000
Professional Help.

Group Policy Settings That Affect Desktop lcons

You can set Group Policy settings to hide desktop icons. The policies listed in
Table 8.1 are located in the Group Policy snap-in under Local Computer
Policy\User Configuration\Administrative Templates\Desktop.

Table 8.1 Group Policy Settings That Can Affect Desktop Icons

Group Policy Setting Description

Hide all icons on Desktop Removes all menus, folders, and icons from the desktop.

Hide My Documents icon on Removes the My Documents icon from the desktop.
desktop Note: The My Documents folder cannot be deleted.

See also the “Start and Programs Menus” section later in
this chapter for the Remove Documents menu from
Start Menu Group Policy setting.

Hide My Network Places Removes the My Network Places icon from the desktop.
icon on desktop

Hide Internet Explorer icon = Removes the Internet Explorer icon from the desktop.
on desktop

You can use Group Policy settings to determine the method Windows 2000
Professional uses to search for the target of a shortcut. The Group Policy settings
listed in Table 8.2 are located in the Group Policy snap-in under Local Computer
Policy\User Configuration\Administrative Templates\Start Menu & Taskbar.
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Table 8.2 Group Policy Settings That Can Affect Shortcut Search Methods

Group Policy Setting Description

Do not use the search-based method when  Prevents comprehensive search of NTFS
resolving shell shortcuts partition to locate target file.

Do not use the tracking-based method Prevents system from using NTFS target
when resolving shell shortcuts file ID to search for files.

Active Desktop and Wallpaper Settings

Active Desktop for Windows 2000 Professional uses Web, HTTP, and HTML
components—such as Web sites, Microsofte ActiveXe Controls, and floating
frames, along with traditional Microsofte Win32e presentation services—to
enhance the Windows user interface.

Active Desktop incorporates Microsoft Internet Explorer with HTML Web
browser technology to enable browsing and viewing information, along with new
features such as subscriptions that allow the desktop to automatically receive
information from network servers on TCP/IP networks.

Using Active Desktop, you can:

= Add Web content to desktops from the Internet or your intranet.
= Use subscriptions to regularly update content.

= Browse the Active Desktop Gallery to choose sites.

= Lock down Active Directory elements to prevent changes.

Considerations for Using Active Desktop

The advantage of using Active Desktop is to provide users with immediate access
to the most current information. You need to review the type of information your
workgroups need and consider the best method of delivery. Active desktop works
best when time-critical information, such as a stock ticker or inventory counter, is
needed.

You can choose to disable Active Desktop on general installations, but give users
the ability to enable it as they choose.

> To disable Active Desktop without using Group Policy

1. Right-click an empty area on the desktop, point to Active Desktop, and then
click Customize My Desktop.

2. Clear the Show Web content on my Active Desktop check box.
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Using an HTML File as Wallpaper

You can display an HTML file as wallpaper when Active Desktop is enabled. The
HTML page can be on your local computer or on a network drive, but it cannot
point to a URL on your intranet or on the World Wide Web. You can save a file
from the Internet or intranet to your hard disk drive by displaying the page in your
browser, selecting Save As from the File menu, and saving it to your local hard
disk drive.

» To use an HTML file as the Active Desktop wallpaper
1. Right-click the desktop, and then click Properties.

2. On the Background tab, click Browse, and then navigate to the location of the
HTML file you want to use.

Note If you select a .bmp file for Windows 2000 Professional background
wallpaper and then choose to use Active Desktop wallpaper, the Active Desktop
runs in the foreground, covering up the system wallpaper. When you press
CTRL+ALT+DELETE, Active Desktop is disabled and the system wallpaper (the
specified .bmp file) is displayed. This behavior is normal.

Using Graphics and HTML Pages as Active Desktop Items

You can add an HTML page, or a JPEG or GIF graphics file, as an item on the
Active Desktop. In a corporate intranet, for example, you might want to add a
frequently-used HTML form, such as a sales order, for faster access by sales
personnel. You might add an animated GIF of your corporate logo to make it
easier for users to copy and paste the logo into letters, spreadsheets, or Web

pages.

The Microsoft Active Desktop Gallery on the World Wide Web contains Active
Desktop items, such as MSN Investor Tickers and Java clocks, that you can
download. To use these items, visit the Active Desktop Gallery Web site at
http://www.microsoft.com/.

> To add an item to the Active Desktop

1. Right-click the Active Desktop, point to Active Desktop, and then click New
Desktop Item.

2. Click Visit Gallery to select an item from the Microsoft Active Desktop
Gallery. Otherwise, type or browse the path to the HTML page or graphic file
that you want to display as an Active Desktop item.
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Locking Down an Active Desktop Configuration

You can prevent changes to an Active Desktop configuration without using Group
Policy.

» To lock Active Desktop settings

= Right-click the desktop, point to Active Desktop, and then click Lock
Desktop Items.

Group Policy Settings That Affect Active Desktop

As with most Group Policy settings, Active Desktop policy settings can have
multiple effects. For example, if you set the Enable Active Desktop Group Policy
to Enable, users cannot disable Active Desktop. When you right-click the desktop
and point to Active Desktop, the Show Web Content command is unavailable;
when you right-click the desktop, click Properties, and then click the Web tab,
the Show Web content on my Active Desktop check box is unavailable; and on
the General tab of Folder Options in Control Panel, the Use Windows classic
desktop option is unavailable.

Other Group Policy settings you enforce can affect how Active Desktop Group
Policy settings work. For additional information, right-click the Group Policy
setting, click Properties, and then click the Explain tab, or refer to the Group
Policy Reference on the Windows 2000 Resource Kit companion CD.

The Group Policy settings listed in Table 8.3 are located in the Group Policy
snap-in under Local Computer Policy\User Configuration\Administrative
Templates\Desktop\Active Desktop.
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Table 8.3 Group Policy Settings That Can Affect Active Desktop

Group Policy Setting

Description

Enable Active Desktop
Disable Active Desktop
Disable all items

Prohibit changes
Prohibit adding items
Prohibit deleting items
Prohibit editing items
Prohibit closing items

Add/Delete items

Active Desktop Wallpaper

Allow only bitmapped
wallpaper

Prevents users from disabling Active Desktop.
Prevents users from enabling Active Desktop.

Removes all Active Desktop items from the desktop, but
does not disable Active Desktop.

A comprehensive Group Policy setting that locks down
an established Active Desktop configuration.

Prevents adding Web pages or pictures from the Internet
or intranet.

Prevents removing Web content from Active Desktop
items.

Prevents changing the properties on Web content desktop
items.

Prevents Active Desktop items from closing.

Add or delete specific Web-based items or shortcuts to
the desktop each time the Group Policy setting is
refreshed.

Prevents changes to the wallpaper image.

Prevents the use of JPEG, GIF, PNG, or HTML
wallpaper files.

Start and Programs Menus

For many users, the Start and Programs menus are the central repository for
frequently used programs and files. You can customize the contents of the Start
menu and the Programs menu—simply drag items to easily add, remove, and
reorder links to programs, files, and folders. A shortcut menu appears when you

right-click an item.

In Windows 2000 Professional, you can display certain components, such as
Control Panel, as subfolders directly from the Start menu rather than in a new
window. For more information about changing the display of components from
the Start menu, see “Procedures for Customizing the Start Menu” later in this

chapter.
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Personalized menus are another new feature of Windows 2000 Professional.
Enabled by default, the system keeps track of the most frequently used items on
the Programs menu (and its submenus) and displays only those items when you
activate the menu. To expand the menu to see all of the items that are available,
allow the mouse pointer to pause on the double arrows at the bottom of the menu
(as seen in Figure 8.2) to display infrequently used items (as seen in Figure 8.3).

Figure 8.2 Personalized Menu Displaying Only the Most Recently Used Items
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Figure 8.3 Personalized Menu Expanded to Display Infrequently Used Items

For more information about Personalized Menus, see “Procedures for Using
Personalized Menus” later in this chapter.

Personalized menus are also available in Internet Explorer 5 and Microsofte
Office 2000 programs. Enabling and disabling personalized menus in
Windows 2000 does not affect personalized menus in other programs.

Administrators can use Group Policy settings to restrict access to the Start and
Programs menus. Some of these Group Policy settings are described later in this
chapter.

Considerations for Customizing the Start and Programs Menus

When customizing the Start and Programs menus, you need to consider the
following:

= Add the folders, documents, and programs that your workgroup uses most
frequently to the Start menu. You also might want to add some of these items
to the Windows taskbar, to the Quick Launch toolbar, or to new toolbars that
you create. See “Customizing the Taskbar and Toolbars” later in this chapter.

= Add all of your workgroup’s custom program groups and programs to the
Programs menu. You can reorganize the Programs menu and add custom
program groups to suit the specific needs of your workgroup. For example,
you might want to create a program group called “Inventory” that contains
only the inventory programs specific to your workgroup.
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= If your workgroup accesses distributed applications that use the Distributed
Component Object Model (DCOM), you might want to customize program
shortcuts to point to the appropriate local component or to a component on a
network server.

= Consider how much control you want your users to have. Use local computer
Group Policy settings if a greater degree of control is necessary and you don’t
have a Windows 2000 Server Active Directory network.

Customizing the Start and Programs Menus for All Users

You can add shortcuts to frequently used programs, files, folders, or Web sites to
the Start or Programs menus for every user who logs on to the computer, or for
individual users.

» To add and remove Start and Programs menu items for all users

1. Right-click Start, and then click Open All Users.

2. Add items to and remove items from the Start menu, or double-click
Programs to add items to and remove items from the Programs menu.

Procedures for Customizing the Programs Menu

>

The items that appear on the Programs menu are arranged alphabetically by
default. You can add, remove, and reorder items.

To add items to or remove items from the Programs menu
1. Click Start, point to Settings, and then click Taskbar & Start Menu.
2. Click the Advanced tab, and then do one of the following:

= To add an item, click Add, and then follow the instructions in the Create
Shortcut wizard.

= To remove an item, click Remove, click the item you want to remove, and
then click Remove.

To reorder items on the Programs menu
1. Click Start, and then point to Programs.
2. Click the item you want to move, and then drag it to the new location.

To alphabetize items on the Programs menu
1. Click Start, point to Settings, and then click Taskbar & Start Menu.
2. Click the Advanced tab, and then click Re-sort.
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Procedures for Customizing the Start Menu

You can add and remove items from the Start menu, or change their order.

» To add an item to the Start menu
= Drag the item’s icon to the Start button.

» To remove an item from the Start menu
= Click Start, right-click the item you want to remove, and then click Delete.

» To reorder the items on the Start menu

= Click Start, click the item you want to move, and then drag it to the new
location.

» To add Administrative Tools to the Start menu
1. Click Start, point to Settings, and then click Taskbar & Start Menu.

2. Click the Advanced tab, and then select the Display Administrative Tools
check box.

» To add the Favorites folder to the Start menu
1. Click Start, point to Settings, and then click Taskbar & Start Menu.
2. Click the Advanced tab, and then select the Display Favorites check box.

» To add the Logoff command to the Start menu
1. Click Start, point to Settings, and then click Taskbar & Start Menu.
2. Click the Advanced tab, and then select the Display Logoff check box.

» To display the contents of subfolders on the Start menu
1. Click Start, point to Settings, and then click Taskbar & Start Menu.

2. Click the Advanced tab, and then select the Expand Control Panel, Expand
My Documents, Expand Network and Dial-up Connections, and Expand
Printers check boxes.

> To display the contents of the Programs menu in a scrolling list
1. Click Start, point to Settings, and then click Taskbar & Start Menu.

2. Click the Advanced tab, and then select the Scroll the Programs menu check
box.
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Procedures for Using Personalized Menus

Personalized Menus hides infrequently used items from the Programs menu. The
Personalized Menus option in Windows 2000 is different from the Personalized
Favorites Menu setting in Internet Explorer 5 and the Personalized Menus and
Toolbars options in Microsoft Office 2000 programs.

In Windows 2000, you cannot customize how Personalized Menus works; the
option is either enabled or disabled. By default, Personalized Menus is enabled.