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Introduction

Welcome to the Microsofte Windowse 2000 Server Resource Kit Deployment
Planning Guide.

The Microsofte Windows® 2000 Server Resource Kit consists of seven volumes
and a single compact disc (CD) containing tools, additional reference materials,
and an online version of the books. Supplements to the Windows 2000 Server
Resource Kit will be released as new information becomes available, and updates
and information will be available on the Web on an ongoing basis.

About the Deployment Planning Guide

The Deployment Planning Guide provides both rollout planning guidelines and
strategies for deploying the various technologies that make up Microsofte
Windowse 2000. This guide provides decision points and technical information
that help you determine the sequence and processes for your deployment. The
guide also provides step-by-step procedures for automating both server and client
installations. You can use the other volumes in the Windows 2000 Server
Resource Kit for more detailed information on all Windows 2000 technologies,
including how they work and how to maintain them in your organization.

Goals of This Guide

This guide is designed to assist project planning teams who are tasked with
deploying Microsofte Windowse 2000 Server and Microsofte Windowse 2000

; Professional. There is information for management, network architects, system
administrators, and others in your Information Technology (IT) organization who
will be involved in planning your Windows 2000 deployment.

The primary goals of this guide are to help you:

= Determine the current state of your network, where you want it to be, and how
you can get there by using Windows 2000.

= Determine what you need to consider at all levels of planning, from your
business goals to deploying Windows 2000 in stages to lab testing.
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= Create planning documents that will pave the way to a smooth rollout of your
new network infrastructure.

= Get started installing Windows 2000 to take advantage of many features.

Guide Features

The structure of this guide is designed to help organizations with varying needs
easily find and focus on the content that is most relevant to their deployment
goals.

Guide Structure

This guide is structured so that you can approach the content in a variety of ways.
You can proceed through the chapters in a linear fashion, beginning in Part 1 with
a high-level overview of all deployment planning issues and processes. Then you
can go on to the next phase, presented in Part 2, to learn about preparing your
current network infrastructure to make the transition to Windows 2000 as smooth
as possible. You can then proceed to either Active Directory™ planning, or go to
Part 4, “Windows 2000 Upgrade and Installation,” and learn step-by-step
procedures for server installation. Or, you might go directly to Part 6, if client
deployment is of initial interest to you. At the beginning of each part you will find
an overview of the content.

Chapter Structure

You can gain the most from the chapters by reading them from beginning to end,
and focusing on the chapter elements described as follows.

Chapter Goals

At the beginning of each chapter you will see “Chapter Goals.” These goals
identify the planning documents the chapter help you to create. The chapters
present recommendations and guidelines for gathering the information you need
to create these planning documents.

Flowcharts

The first part of each chapter also presents a task flowchart. These are the
recommended primary tasks you should perform to create a plan or plans for a
particular phase of your deployment, such as your plan for deploying the Active
Directory directory service, or building a test lab. The content of the chapter is
presented in the order of the tasks in the flowchart.
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Document

Critical Decision Points

At some stages of your deployment planning, you will make critical decisions that
will have significant consequences related to costs or time or both. Decisions
made at these points can affect not only your Windows 2000 deployment but also
future productivity for your organization and subsequently profitability. These
decision points that could affect your “bottom line” are called out in various
chapters.

Planning Tasks Lists

Each chapter ends with a table listing the tasks described in the chapter. You can
use this as checklist to be sure you have addressed all the important issues.

Planning Worksheets

Many of the chapters also direct you to “Sample Planning Worksheets” in this
book. You can use these to help you develop your planning documents, or you
can use them as starting points to create your own forms. You will need some
formalized way to gather and collate information for planning purposes.

Conventions

The following style conventions and terminology are used throughout this guide.

Element Meaning

bold font Characters that you type exactly as shown, including commands
and switches. User interface elements are also bold.

Italic font Variables for which you supply a specific value. For example,
Filename.ext could refer to any valid file name for the case in
question.

Monospace font Code samples.

%SystemRoot% The folder in which Windows 2000 is installed.
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Reader Alert Meaning

Tip Alerts you to supplementary information that is not essential
to the completion of the task at hand.

Note Alerts you to supplementary information.

Important Alerts you to supplementary information that is essential to
the completion of a task.

Caution Alerts you to possible data loss, breaches of security, or other
more serious problems.

Warning Alerts you that failure to take or avoid a specific action might

Critical Decision Point

result in physical harm to you or to the hardware.

Alerts you to a decision that is difficult to reverse.

Artwork Symbols

Table 1.1 contains the artwork symbols used in this volume. You can use it as a
resource as you study the diagrams in this guide.

Table I.1 Artwork Symbols

Symbol Meaning Symbol Meaning Symbol Meaning
B Access token. An Automated Library. Client. A computer that
object that contains Tape/disk libraries accesses shared network

user information and

is used for security
purposes.

system.

Cluster.
independent
computers that works
together as a single

A group of

that contain a collec-
tion of media and one
or more drives.

resources provided by
another computer.

Database. Any
collection of data
organized for storage
and access by
computers.

Document. Any self-
contained piece of work
created with an
application program and
saved on a disk.

S
S

Domain. In
Windows 2000, a
collection of
computers defined by
the administrator that
share a common
directory database.

S
S

E-mail. The exchange
of text messages and
computer files over a
communications
network.

X X

Failure. The inability of
a computer system or
related device to fail
gracefully over a period
of time.

continued
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Table I.1  Artwork Symbols (continued)

Symbol

Meaning

Meaning

Symbol

Meaning

| =

File Folder. A
directory or
subdirectory.

Hard Disk. A device
used for storing data
magnetically.

I/0 Filter. A series of
definitions that
indicate to a router the
type of traffic allowed
on each interface.

Macintosh Client. A
networked personal
computer manufac-
tured by Apple
Computer
Corporation.

Mixed mode domain.
A mode in which
Windows 2000 and
‘Windows NT domain
controllers coexist in a
domain.

Network Adapter. An
expansion card or

other device for
connecting a computer ~
to a local area

network.

@'ﬁg §§

Firewall. A piece of a
security system used
to prevent
unauthorized access to
a network.

Host. The main
computer in a system
of computers or termi-
nals connected by
communications links.

Internet. Refers to the
worldwide collection
of networks that
communicate with
each other.

Mainframe Computer.
A high-level computer
designed for the most
intensive computa-
tional tasks.

Modem. A communi-
cations device that
enables a computer to
transmit information
over a standard
telephone line.

Organizational unit. A
structure within a
domain.

O

Generic Server. A
computer running
administrative software.

Host. The main
computer in a system of
computers or terminals
connected by
communications links.

Laptop or Portable
Computer. A small,
portable personal
computer.

Mainframe Computer.
A high-level computer
designed for the most
intensive computational
tasks.

Modem Bank. A
collection of modems
connected to a single
server.

Organizational unit. A
logical container
holding users, groups,
computers, and other
organizational units.

continued
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Table I.1 Artwork Symbols (continued)

Symbol

Meaning

Symbol

Meaning

Symbel

Meaning

DEEEROEA

Packets. A network
transmission unit of
fixed maximum size.

Root. The highest or
uppermost level in a
hierarchically
organized set of
information.

Server Farm. A group
of servers that
provides services to
the network.

Switch or Gateway. A
device connecting two
networks that is
capable of passing or
blocking packets.

Terminal. A device
consisting of a video
adapter, a monitor,
and a keyboard that
does little processing
on its own and is
connected to a
computer via a
communications link.

Windows 2000 Server.
A server that provides
centralized
management on the
network.

5

S 4

Printer. A print
device that is
directly connected
to your network.

Router. An
intermediary device
that directs and
optimizes network
traffic.

Site. One or more
well-connected
TCP/IP subnets.

Tape or Tape Backup.
A tape cartridge
format used for data
backups.

Tunnel. The logical
path by which the
encapsulated packets
travel through the
transit internetwork.

Uninterruptible power
supply. A device
between a power
source and a computer
that ensures electrical
flow is not
interrupted.

A

Remote Access
connection. A dial-up
connection between
servers, domain
controllers, and sites.

Security Key. A security
descriptor that contains
the local security
policy, such as specific
user rights.

Steelhead router. A
computer acting as an
intermediary device on
a communications
network.

Tape Drive. A device
for reading and writing
tapes.

Windows NT domain. A
networked set of
computers that runs
Windows NT 4.0, that
shares a SAM database,
and that can be
administered as a group.
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Resource Kit Compact Disc

The Windows 2000 Server Resource Kit companion CD includes a wide variety of
tools and resources to help you work more efficiently with Windows 2000.

Note The tools on the CD are designed and tested for the U.S. version of
Windows 2000. Use of these programs on other versions of Windows 2000 or on
versions of Microsofte Windows NTe can cause unpredictable results.

The Resource Kit companion CD contains the following:

Windows 2000 Server Resource Kit Online Books An HTML Help version of the
print books. Use these books to find the same detailed information about
Windows 2000 as is found in the print versions. Search across all of the books to
find the most pertinent information to complete the task at hand.

Windows 2000 Server Resource Kit Tools Help Over 200 software tools, tools
documentation, and other resources that harness the power of Windows 2000. Use
these tools to manage Active Directory™, administer security features, work with
the registry, automate recurring jobs, and many other important tasks. Use Tools
Help documentation to discover and learn how to use these administrative tools.

Windows 2000 Resource Kit References A set of HTML Help references:

= Error and Event Messages Help contains most of the error and event
messages generated by Windows 2000. With each message comes a
detailed explanation and a suggested user action.

= Technical Reference to the Registry provides detailed descriptions of
Windows 2000 registry content, such as the subtrees, keys, subkeys, and
entries that advanced users want to know about, including many entries that
cannot be changed by using Windows 2000 tools or programming
interfaces.

=  Performance Counter Reference describes all performance objects and
counters provided for use with tools in the Performance snap-in of
Windows 2000. Use this reference to learn how monitoring counter values
can assist you in diagnosing problems or detecting bottlenecks in your
system.

= Group Policy Reference provides detailed descriptions of the Group
Policy settings in Windows 2000. These descriptions explain the effect of
enabling, disabling, or not configuring each policy, as well as explanations
of how related policies interact.
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Resource Kit Support Policy

The software supplied in the Windows 2000 Server Resource Kit is not supported.
Microsoft does not guarantee the performance of the Windows 2000 Server
Resource Kit tools, response times for answering questions, or bug fixes to the
tools. However, we do provide a way for customers who purchase the

Windows 2000 Server Resource Kit to report bugs and receive possible fixes for
their issues. You can do this by sending e-mail to rkinput@microsoft.com. This e-
mail address is only for Windows 2000 Server Resource Kit related issues. For
issues relating to the Windows 2000 operating system, please refer to the support
information included with your product.
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Planning Overview

Determining the best course of action for deploying Microsofte Windowse 2000
in your organization sets the stage for success. Part 1 provides planning
information that will help you determine the Windows 2000 features appropriate
for your organization, create a deployment plan, prepare your test lab, and
conduct your pilot project.
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Planning for Deployment 69

Building a Windows 2000 Test Lab 93

Conducting Your Windows 2000 Pilot 143






| CHAPTER 1

~Introducing Windows 2000
~ Deployment Planning

The Microsofte Windows® 2000 Server Resource Kit Deployment Planning Guide
is a tool for you to use as you design, plan, and develop your deployment of
Microsofte Windowse 2000. As you read through this book, you will gain insight
‘ about how to plan your deployment on both a project management and a feature
level. This book addresses planning information that will help you get started,
such as how to run a test lab and a pilot project, and provides important technical
discussions that will assist you in deploying Windows 2000 technologies.

You begin the planning process in this chapter. It includes an introduction to this
book, followed by a brief overview of Windows 2000 and its features. Next, you
are introduced to case studies that illustrate how four companies started their
deployment planning process. Finally, the chapter provides a feature overview

: from an IT business perspective. You can use this overview to begin your
deployment planning process.

, In This Chapter

‘ Starting Your Plan 5

Overview of the Windows 2000 Product Farmly 8

Using Windows 2000 to Improve the Way You Work 12

Examples of How Business Needs are Satisfied by Windows 2000 15
Mapping Windows 2000 Features to Your Business Needs 24
Planning Task List for Mapping Windows 2000 Features 34
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Chapter Goals
This chapter will help you develop the following planning documents:

=  Windows 2000 product list for your organization
= A plan for mapping Windows 2000 features to your business needs

Related Information in the Resource Kit

= For more information about how to begin your deployment planning process,
see “Creating a Deployment Roadmap” in this book.

= For more information about deployment planning, see “Planning for
Deployment” in this book.
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Starting Your Plan

Deploying a new operating system such as Windows 2000 in an enterprise
environment is a task that requires executive approval and funding as well as a
substantial planning effort. As you begin your planning effort, you need to
understand the Windows 2000 product family. Then, you need to gain an
understanding of the features and how you can take advantage of them to increase
productivity and reduce total cost of ownership (TCO) in your organization. The
following two sections provide an overview of the planning process described in
this chapter and an introduction to using this book.

Effectively Using This Book

This book will help you design, plan, and implement your Microsofte

Windowse 2000 Professional and Microsofte Windowse 2000 Server
deployment. It provides guidelines and caveats for solving critical business needs
by deploying the main features of Windows 2000. Also included are step-by-step
instructions for automating Windows 2000 Server and Windows 2000
Professional installation by using utilities such as unattended Setup tools,
scripting, and Microsofte Systems Management Server. The information is
presented in a logical flow that you can use as you begin your deployment.

To accomplish these goals, this book contains three different types of chapters:

= Planning chapters that provide you with information that will help you be
successful as you begin planning your rollout, such as testing and planning
chapters.

= Technical design chapters that provide you with information that will assist
you in implementing specific features of Windows 2000, such as Active
Directory™ directory service, and in designing your Windows 2000 network to
meet the needs of your organization.

= Automated installation chapters that provide step-by-step instructions for
installing Windows 2000 Server and Windows 2000 Professional by using
tools such as Systems Management Server.

Table 1.1 lists the six parts of this book and the chapters that fall under each part.
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Table 1.1 Deployment Planning Guide Chapters

No. Part/Chapter Title Type
Part 1: Planning Overview
Provides information that will assist you in the planning
aspects of your deployment and includes information on
testing and piloting.
1 Introducing Windows 2000 Deployment Planning Planning
2 Creating a Deployment Roadmap Planning
3 Planning for Deployment Planning
4 Building a Windows 2000 Test Lab Planning
5 Conducting Your Windows 2000 Pilot Planning
Part 2: Network Infrastructure Prerequisites
Provides information that will assist you in assessing your
current network and in planning your network upgrade.
Preparing Your Network Infrastructure for Windows 2000 Technical design
Determining Network Connectivity Strategies Technical design
Using Systems Management Server to Analyze Your Technical design
Network Infrastructure
Part 3: Active Directory Infrastructure
Provides information that will assist you in planning your
deployment of specific technical features.
9 Designing the Active Directory Structure Technical design
10 Determining Domain Migration Strategies Technical design
11 Planning Distributed Security Technical design
12 Planning Your Public Key Infrastructure Technical design
Part 4: Windows 2000 Upgrade and Installation
Provides information on upgrading and installing servers,
member servers, and terminal services.
13 Automating Server Installation and Upgrade Automated
installation
14 Using Systems Management Server to Deploy Automated
Windows 2000 installation
15 Upgrading and Installing Member Servers Automated
installation
16 Deploying Terminal Services Technical design

(continued)
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Table 1.1 Deployment Planning Guide Chapters (continued)

No. Part/Chapter Title Type

Part 5: Advanced Management

Provides information that will help you plan for using more

advanced features.
17 Determining Windows 2000 Network Security Strategies Technical design
18 Ensuring the Availability of Applications and Services Technical design
19 Determining Windows 2000 Storage Management Strategies  Technical design
20 Synchronizing Active Directory with Exchange Server Technical design

Directory Service

Part 6: Windows Professional/Client Deployment

Provides information that will help you plan for and deploy

Windows 2000 Professional clients.
21 Testing Applications for Compatibility with Windows 2000  Technical design
22 Defining a Client Connectivity Strategy Technical design
23 Defining Client Administration and Configuration Standards  Technical design
24 Applying Change and Configuration Management Technical design
25 Automating Client Installation and Upgrade Automated

installation
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How to Begin Planning

Planning for an operating system installation or upgrade requires many steps and
in-depth planning. This chapter provides information that will help you get your
planning process started. Figure 1.1 illustrates the planning steps presented in this
chapter.

Start

Your planning
process

=] Determine which

Windows 2000

features will help your
organization reach its goals.

v
:~.] Examine how specific features
can help employees in
different job categories.

v
Map Windows 2000 features
to your business needs.

Figure 1.1 How to Begin Planning

Overview of the Windows 2000 Product Family

Staying competitive in the new digital economy requires an advanced computer-
based, client/server infrastructure that lowers costs and enables your organization
to adapt quickly to change. The Microsoft Windows 2000 platform—the
combination of Windows 2000 Professional and Windows 2000 Server—can
deliver the following benefits to organizations of all sizes:

= Lower total cost of ownership (TCO).
= A reliable platform for computing 24-hours-a-day, seven-days-a-week.

= A digital infrastructure that can accommodate rapid change.

The entire product family is designed to provide networking, application,
communications, and Web services with increased manageability, reliability,
availability, interoperability, scalability, and security. To accommodate the
computing needs of organizations of all sizes, there are several Windows 2000
products available. The following sections introduce you to specific products that
make up the Windows 2000 family.



ST

Chapter 1 Introducing Windows 2000 Deployment Planning 9

Windows 2000 Professional

Windows 2000 Professional allows users to be more productive in a variety of
work and user situations (such as mobile and remote users), to ensure the highest
level of security for user data, and to deliver the performance necessary for a new
generation of personal productivity applications. Windows 2000 Professional
helps you to lower the total cost of ownership through:

Improved Client Administration Capabilities Windows 2000 allows your
administrators to have total control over your client data and application and
system settings, thereby helping you to reduce the number of help desk calls. It
also ensures that users do not accidentally damage their systems and allows your
users to have 24-hour access to the tools they need to get their jobs done, even
when they are working from someone else’s computer.

Broad Management Tool Support Designed to improve information technology
manageability, Windows 2000 Professional includes “client agents” that enable
leading management solutions such as Systems Management Server to work
effectively.

Ease of Use The user interface has been designed for easier access to information
through the use of personalized menus and Most Recently Used lists. (The
operating system determines which tasks you use most often and then displays
those tasks in the visible portion of each menu.)

Higher Levels of Stability Windows 2000 Professional is designed to be the most
reliable client and mobile operating system available. Clients stay running longer,
helping you to ensure higher levels of productivity.

Greater Device Support Windows 2000 Professional supports over 7,000 devices,
including expanded support for many devices not previously supported by
Microsofte Windows NTe Workstation version 4.0, such as many older printers,
scanners, and digital cameras. This represents a 60 percent increase over the
number of devices supported in Windows NT 4.0. Windows 2000 Professional
also supports Microsofte DirectXe version 7.0, a group of low-level application
programming interfaces (APIs) that give access to high-performance media
acceleration on Windows-based computers.

Note For more information about supported devices, see the Microsoft Windows
Hardware Compatibility List (HCL) link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.
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Easier to Configure New wizards take the guesswork out of configuring and
setting up Windows 2000 Professional.

More Language Options MultiLanguage technology provides unparalleled
multilingual options for end users and administrators.

For more information about Windows 2000 Professional, see the chapters in
Part 6 of this book.

Windows 2000 Server Family

The Windows 2000 Server family has two members: Standard and Advanced. The
Standard edition offers core functionality for essential services (including file,
print, communications, infrastructure, and Web servers) appropriate to small- and
medium-sized organizations with numerous workgroups and branch offices. The
Advanced edition is designed to meet mission-critical needs, such as large data
warehouses, e-commerce, or Web hosting services for medium-sized and large-
sized organizations and Internet service providers (ISPs).

Windows 2000 Server Standard Edition

At the core of Windows 2000 Server is a complete set of infrastructure services
based on Active Directory directory service. Active Directory simplifies
management, strengthens security, and extends interoperability. It provides a
centralized method for managing users, groups, security services, and network
resources. In addition, Active Directory has a number of standard interfaces
allowing interoperability with a variety of applications and devices.

Windows 2000 Server provides a comprehensive set of Internet services that
allows organizations to take advantage of the latest Web technologies. This
integrated, flexible Web platform has a full range of services you can use to
deploy intranets and Web-based business solutions. These services include site
hosting, advanced Web applications, and streaming media.

Windows 2000 Server extends the application services established by Microsofte
Windows NTe Server version 4.0. By integrating application services such as
Component Services, transaction and message queuing, and Extensible Markup
Language (XML) support, Windows 2000 Server is an ideal platform for both
independent software vendor solutions and custom line-of-business applications.

Opver the last few years, many companies have benefited from the rapid progress
manufacturers have made in the speed of microprocessors. To enhance system
performance with faster processors, Windows 2000 Server also supports
uniprocessor systems and four-way symmetric multiprocessing (SMP) systems
with up to 4 gigabytes (GB) of physical memory.
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A business server running the Windows 2000 operating system has the
multipurpose capabilities required for both clients and servers in both a traditional
client/server model and workgroups. Your organization might also require
additional departmental deployments of file and print servers, application servers,
Web servers, and communication servers. Some key features of the operating
system that will assist you in installing and configuring servers that perform these
various roles include:

= Active Directory

= IntelliMirror and Group Policy

= Kerberos authentication and Public Key Infrastructure (PKI) security
= Terminal Services ’

=  Component Services

= Enhanced Internet and Web services

= Up to four-way SMP support

Windows 2000 Advanced Server

Windows 2000 Advanced Server is the new version of Windows NT Server 4.0,
Enterprise Edition. It provides a comprehensive clustering infrastructure for high
availability and scalability of applications and services, including main memory
support of up to 8 gigabytes (GB) on Page Address Extension (PAE) systems.
Designed for demanding enterprise applications, Advanced Server supports new
systems by using up to eight-way symmetric multiprocessing (SMP). SMP
enables any one of the multiple processors in a computer to run any operating
system or application thread simultaneously with other processors in the system.
Windows 2000 Advanced Server is well suited to database-intensive work, and
provides high-availability server clustering and load balancing for high system
and application availability.

Windows 2000 Advanced Server includes the full feature set of Windows 2000
Server and adds the high availability and scalability required for enterprise and
larger departmental solutions. Key features of Advanced Server include:

*= All Windows 2000 Server features

= Network (TCP/IP) Load Balancing

= Enhanced two-node server clusters based on the Microsoft Windows Cluster
Server (MSCS) in the Windows NT Server 4.0 Enterprise Edition

= Up to 8 GB main memory on PAE systems
= Up to eight-way SMP
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Terminal Services

The Terminal Services feature of Microsoft Windows 2000 Server delivers
Windows 2000 Professional and the latest Windows-based applications to
computers that normally cannot run Windows. Terminal Services also offers a
remote administration mode that allows administrators to access, manage, and
troubleshoot clients. Through terminal emulation, Terminal Services allows the
same set of applications to run on diverse types of computer hardware. For
organizations wanting to increase flexibility in application deployment and
control computer management costs, the Terminal Services architecture offers an
important enhancement to the traditional two- or three-tier, client/server
architecture based on servers and full-scale personal computers. For more
information about Terminal Services, see “Deploying Terminal Services” in this
book.

Using Windows 2000 to Improve the Way You Work

As your organization plans to migrate to Windows 2000, one of the first questions
many people will ask is, “What's in it for me?” The advantages of migrating to
Windows 2000 will be enjoyed by your administrators as well as your users. Your
administrators will enjoy being able to provide greater mobile support, easier
client installation, and less administrative overhead. The workers in your
organization will be able to take advantage of an easier user interface and
increased reliability and availability. Additionally, individual users will be able to
see specific enhancements based on the type of work they do.

Looking at how the Windows 2000 platform might affect three different job
categories— Information Technology (IT) administrator, department manager,
and sales representative—can help you answer questions about how

Windows 2000 can improve the work accomplished in your organization. The
following sections do not provide a comprehensive list of the features that each of
these job categories will use. They provide a sample that you can use to begin
planning.

IT Administrator

As an IT administrator, Windows 2000 provides you with centralized control over
all of the clients in an organization. An administrator will also be able to use
applications written specifically to take advantage of the new technologies of
Windows 2000. These applications will be easier to deploy, more manageable,
and more reliable. As a result, you will be able to provide better service. The
following Windows 2000 features are examples of new Windows 2000 Server
technologies that can allow you to work more effectively.
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IntelliMirror and Active Directory These features let you use Group Policy to
configure clients to meet the varying needs of particular user groups. For example,
you can make sure that everyone in the finance department has the spreadsheet,
word processing, and presentation applications they need. Likewise, you can
assign sales-tracking software to the sales team. And, you can set policies that let
users see their preferred arrangements from any computer on the network. To
reduce Help desk costs, you can secure users’ computers so they cannot change
their computer configurations.

Remote Install Technologies Remote Install (RI) technologies allow you use
Group Policy to perform an automated clean installation of the Windows 2000
Professional operating system onto a client. You can use this technology (the
RIPrep tool is available on the Windows 2000 Server operating system CD) to
install the Windows 2000 Professional operating system from one central
location. You can combine RI with Microsofte IntelliMirror technologies to
image a complete system. If you also use roaming profiles, this combination of
features can assist greatly in the disaster recovery process.

Windows 2000 Logo Application Certification Program The Windows 2000 Logo
program is a Microsoft specification that helps developers build applications that
take advantage of Active Directory, Windows Installer software, and other
features of Windows 2000 that make applications easier to manage on a company-
wide basis. Using the information in this specification, you can develop
applications that use Windows 2000 features to reduce your TCO and that run
well with other applications in use in your organization. For more information
about the Windows 2000 Logo Application specification, see the MSDN Online
link on the Web Resources page at

http://windows.microsoft.com/Windows 2000/reskit/webresources.

Terminal Services and Mobile Devices These features let you manage services
from anywhere on the network. For example, if you receive a call about a network
bandwidth issue while you are visiting a branch office, you can use a wireless
handheld computer to access the network’s centralized management tools,
diagnose the issue, and work to resolve it.

Department Manager

As a department manager, you are responsible for coordinating a number of
projects and employees. As a result of improved information access, you can now
gather and analyze information more easily. The following are examples of how
some specific Windows 2000 features will make your work as a manager easier.
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Terminal Services or Change and Configuration Management Technologies

By using Change and Configuration Management technologies, your
administrator can make sure that the software, data, and desktop settings you need
are available, regardless of where you are when you log on to the network. If you
are visiting the accounting group and you need to look up a report, you can log on
to a thin client device by using Terminal Services and work as if you were still in
your office.

NetMeeting, Quality of Service, and USB Plug and Play Support Microsofte
NetMeetinge lets multiple users on a network see each other over a video link and
work together on documents in real time. To ensure that the video connection
does not degrade, the Quality of Service (QoS) support integrated with Active
Directory lets the administrator assign more bandwidth to the users and
applications that need it. And, universal serial bus (USB) support lets users
quickly install devices that plug in and work right away, such as video cameras.
To set up a video conference, for example, all you have to do is plug in a camera
and click on the appropriate names in your address book.

Sales Representative

By using the Change and Configuration Management technologies, your
administrator can ensure that you always have the software you need, thereby
granting you easy access to your specific tools and information. Additional
capabilities are designed for users that spend most of their time away from their
primary offices. There are several Windows 2000 features that will make your
work time more efficient—whether you are on the road or conducting meetings
from your office.

Synchronization Manager Synchronization Manager lets you work with
information offline, as if you were working on the network. For example, you can
take your customer files with you, work with them in the field, and resynchronize
them with the network-based versions the next time you log on. Likewise, you can
download Web pages from your company’s intranet site and work on them
offline. The next time you log on, you can update the intranet information on your
laptop and the customer records stored on the network.

Roaming User Profiles Roaming user profiles allows you to use your customized
desktop settings and access all of your documents from any location on the
network. As you travel, you can log on to the corporate network from any location
and still have access to all of your data. You no longer need to worry about
transferring data onto floppy disks or through e-mail to have access to your
critical information.
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Examples of How Business Needs are Satisfied by
Windows 2000

Case Study 1:

Organizations approach deployment from many different perspectives, depending
on how they plan to implement a new operating system into their environment.
Most organizations deploy an operating system incrementally (or, in phases) to
prevent user downtime and to guarantee success at critical steps along the way.

The following sections provide some case studies and examples of how
organizations have approached deployment from a product feature perspective.
These examples provide information about how some enterprise-scale
organizations resolve pressing business issues. Use the information provided in
this section for ideas that will help you promote and more effectively use
Windows 2000 in your organization.

North American Industrial Manufacturer

Manufacturing is the primary business of this organization. Product assembly
takes place at numerous locations in North America; however, their business
offices are located all over the world, creating a highly distributed global
computing environment. There are several primary product divisions with
multiple product lines. The numerous internal teams distributed worldwide require
diverse levels of access to customer and internal documents. The users in each
division require a high level of client-based customization. Additionally, there are
numerous vendors and subcontractors, some of whom need network access within
the firewall, and others whose needs require only external access. Network
administrators need to provide varying levels of security based on the needs of
each unique internal and external team.

Existing IT Environment

Currently, this organization supports a mixed Windows NT Server 4.0 Service
Pack (SP) 4 and UNIX network operating system environment and a mixed
Microsofte Windowse 95 (85 percent), Windows NT Workstation 4.0 (10
percent), and UNIX (5 percent) client environment. Information technology is
centrally managed with control of applications and resources distributed to lower
level IT managers. The organization has high bandwidth needs and requires
strong client management. Microsofte Exchange Server is currently a global
mission-critical application for communications and scheduling.



Part1 Planning Overview

Goals for Deploying Windows 2000

This corporation wants to standardize on one network operating system and one
client system to reduce support costs. It will also be integrating the Exchange
Server directory service with Active Directory to create a common directory and
for increased team collaboration. In addition, they plan to expand into a
multimedia network for collaboration and information sharing.

Table 1.2 summarizes the IT goals of this organization and includes the reasons
why this organization chose Windows 2000 to meet their goals.

Table 1.2

IT Goals for a North American Industrial Manufacturer

Goals

‘What Windows 2000 Offers

Support and install one standard client
operating system for rapid installation and
configuration as well as inexpensive
deployment.

Install a network operating system that is
secure, but flexible and robust enough to
run on a wide variety of hardware.

Reduce deployment and management costs
by deploying only one server image.
Support only one common server platform
and consolidate smaller servers into larger
ones.

Maintain high server uptime for
Exchange Server because it is mission-
critical to the organization.

Create a centralized administrative model
that provides the ability for distributed
control at lower level domains.

Provide interoperability with current UNIX
servers and use a common security
protocol.

Provides client management features, such
as IntelliMirror and automated client install
and upgrade technologies, such as Remote
Install Services and Systems Management
Server.

Provides the security features of Kerberos
authentication and Internet Protocol
security (IPSec). Provides more hardware
choices listed in the HCL. Provides Plug
and Play functionality.

Advanced Server functionality provides for
the computing needs of the entire
organization because it provides clustering,
load balancing, and additional processor
support capabilities.

Windows 2000 provides a stable operating
system platform for Exchange Server.

Active Directory provides the ability for
higher level administrators to delegate
control for specific elements within Active
Directory to individuals or groups. This
eliminates the need for multiple
administrators to have authority over an
entire domain. Active Directory allows the
company to model its networking
environment after its business model.

Domain Name System (DNS) dynamic
update protocol provides interoperability.
Kerberos security works on both platforms.

(continued)
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Case Study 2:

Table 1.2 IT Goals for a North American Industrial Manufacturer (continued)

Goals What Windows 2000 Offers

Support other cross-platform security Distributed security, including IPSec,
across their enterprise. Kerberos authentication, and PKI.

Use a network operating system and Windows 2000 is flexible enough for you

domain structure that reflect business needs.  to shape the domain and security
boundaries to reflect the structure of your
business rather than requiring you to
organize your business around the
limitations of the server operating system.

Create one large corporate computer Allows you to merge Active Directory data

directory. with Exchange Server data for a common
directory.

Expand into a multimedia network for NetMeeting allows groups in diverse parts

collaboration and information sharing. of the globe to converse. QoS allows you to

allocate bandwidth as appropriate during
multimedia network events. Plug and Play
makes it easy to connect cameras for
multimedia events.

Large Multinational Manufacturer

With headquarters in Europe, this multinational organization maintains offices in
more than 190 countries. Growth takes place through expanded markets,
increased product sales, and mergers and acquisitions. The company manufactures
a wide range of products, including consumer and industrial electronics,
computers, and instrumentation. Each separate manufacturing entity is run as an
independent company under the umbrella of the parent corporation. There are
over 130 separate operating companies, each with its own reporting structure and
chief financial, information, and executive officers. This affects inter- and intra-
organizational dynamics because each IT organization has different goals,
budgets, objectives, and constraints. The parent company needs to provide
support and guidelines for intercompany IT cooperation.

Existing IT Environment

There is no centralized IT operations group and few common IT standards across
all operating companies, either for network or client operating systems, or for
client productivity applications. The centralized IT office is responsible for cross-
company directions and standards.
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Goals for Deploying Windows 2000

In 1998, this company’s IT office sponsored a project to design a global

Windows 2000 Active Directory architecture—a unifying concept across each of
the decentralized operating companies. Representative groups from several of the
operating companies focused on Windows 2000 Server and Windows 2000
Professional architecture and deployment, and then integrated when necessary and
appropriate. The parent company was tasked with developing a common
framework that would be adopted as needed by each separate operating company.

Table 1.3 summarizes the IT goals of this organization, and includes the reasons
why this organization chose Windows 2000 to meet their goals.

Table 1.3

IT Goals for a Large Multinational Manufacturer

Goals

What Windows 2000 Offers

Establish a common IT reference that all
operating company IT groups can use to
establish a global multioperator model.

Establish one common directory service
that can be used by all operating
companies.

Establish one common model for migrating
from the Windows NT environment to
Windows 2000.

Conduct a pilot rollout that can be used as
an implementation standard for all IT
groups in other operating companies.

Establish one common client operating
system that can be used for all operating
companies.

The forest architecture of Active Directory
provides a single logon point and Global
Catalog capabilities.

Active Directory is flexible, extensible, and
customizable to accommodate the IT and
business needs of separate operating
companies.

Availability of Remote Install technologies
and other remote or automatic installation
tools such as Systems Management Server.

The capability to clone a security principal
from another Windows NT domain, and the
security identifier (SID) history features
that enable the safe move to a pilot
environment with rollback options.

A common security model for desktop and
portable computers. Plug and Play
capability. Common hardware support.
Group Policy, IntelliMirror, and other client
management tools administered through
Active Directory.




Chapter 1 Introducing Windows 2000 Deployment Planning 19

Case Study 3: Multinational Financial Services Corporation

A multinational financial services organization comprised of seven separate
operating companies has primary headquarters located in North America, Europe,
Asia Minor, and Southeast Asia. Over 50 major regional offices provide a
complete range of financial services (investment and personal banking, asset
management and insurance). Each operating company is an autonomous business
unit; however, at the local level, each company might share offices with one or
more operating companies.

This company operates under the strict regulatory scrutiny of many countries and
under their respective statutes regarding financial privacy, trading, and IT
functionality and security. As a result, maintaining secure and stable systems at
both the network operating system level and the desktop operating system level is
required.

Existing IT Environment

There is no central IT group for all operating companies, so there are no
comprehensive IT standards for the entire organization. Each operating company
has created its own standards; therefore, each company has its own IT
infrastructure. In some locations, operating companies share one common
network. In other locations, the number of networks matches the number of
operating companies sharing that office location. Local offices, especially the
consumer and retail locations, maintain their own file and print servers, although
regional offices usually have domain controllers. Regional offices are otherwise
limited in their IT functions.

Some financial services applications require the UNIX operating system.
Currently, all infrastructure services such as Dynamic Host Configuration
Protocol (DHCP) and DNS are managed in a UNIX environment. Windows 2000
DNS dynamic update protocol will be used while the company researches the
possibility of migrating the custom applications running on UNIX servers to
Windows 2000.

Their current network operating system environment runs 95 percent on
Windows NT Server 4.0 and five percent on Novell NetWare Bindery. The
current client operating systems in use at each operating company include 80
percent Windows NT Workstation 4.0, approximately 15 percent Windows NT
Workstation 3.51, and about 5 percent Windows 95. Some financial services
professionals use both UNIX and Windows NT 4.0 clients.
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Goals for Deploying Windows 2000

One of the operating companies is developing its own Active Directory structure
with the goal of creating a common global directory design for the entire
organization. A parent company IT initiative driven by a group of IT professionals
that represent each of the operating companies is also working to develop a

company-wide Active Directory structure.

The organization plans to retire NetWare Bindery when they install
Windows 2000. The network will use both Windows 2000 and UNIX for the

foreseeable future.

Table 1.4 summarizes the IT goals of this organization and includes the reasons
why this organization chose Windows 2000 to meet their goals.

Table 1.4 IT Goals for a Multinational Financial Services Corporation

Goals

What Windows 2000 Offers

Common client operating system across the
entire environment to enable

standardization, improve manageability and
administrative capability, and reduce TCO.

Common network operating systems that
offer scalability and availability for IT
environments with different needs
throughout all operating companies.

Client security on all desktops and portable
computers.

Need for multiple monitors at each desktop
to simultaneously track trading and access
customer information.

Reduce TCO through reduced client
management while increasing the level of
service.

Increased hardware support allows for a
wider selection of company-standard
computers (desktop and portable).
Improved power management enables
network information to be as accessible on
portable computers as it is on desktop
computers. Group Policy and other
management tools can be enabled across the
entire IT environment.

Offers clustering, load balancing, and the
ability to handle large data stores and
complex objects. Single point of
administration requires only one set of
administrators. Group Policy enables
refined management for all clients.

Can secure a portable computer as you can
a desktop.

Allows one CPU to support more than one
monitor.

Improved Group Policy and integration
with Systems Management Server.

(continued)
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Case Study 4:

Table 1.4 IT Goals for a Multinational Financial Services Corporation (continued)

Goals

Reduce in-house software development and
associated costs.

Common directory for all operating
companies.

Allow each separate company to have its
own child domain or domains.

Share a common directory between
Exchange Server and Windows 2000
Server.

Remote administration of services.

What Windows 2000 Offers

Component Services and other tools, such
as Windows Installer, that are included with
Windows 2000 Server enable easier tool
building and reduce the time invested in
developing custom applications.

Active Directory has sufficient flexibility to
accommodate all operating companies.

Active Directory design uses a top-level
domain name as a placeholder domain,
thereby allowing each separate company to
have its own child domain or domains.

Synchronize Microsoft® Exchange Server
version 5.5 directory with Active Directory
by using Active Directory Connector.

Terminal Services is configured in the
lightweight Administrative mode rather
than Application Server mode. This gives
administrators another option for remote
administration without negatively
impacting server performance.

International Software Development Company

A leading developer of computer-based operating system and applications
software for consumer and business use has its main headquarters in the Western
United States. The sales, support, and software development offices are located in
180 worldwide locations. The Information Technology (IT) division has two

primary areas of responsibility:

= Providing and maintaining IT systems and solutions that help employees work

efficiently and effectively.

=  Working with product development groups to test and deploy beta products in

an enterprise environment.
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Existing IT Environment

The company’s current IT environment is a homogenous Windows NT Server 4.0
environment with a broad mix of Windows NT 4.0, Windows 95, and Microsofte
Windowse 98 clients, including multiple computers in user offices that often run
beta software. IT provides centralized:

= Directory services.
= Mail and collaboration services.

= Management of Windows NT Server 4.0 security services, network accounts,
Web services, and networking.

Users are geographically scattered throughout the globe. Eighty to 90 percent of
employees troubleshoot their own client desktops. A large number of users access
the network remotely, requiring stable remote access services. IT also supports
off-site telecommuters and employees who require international access to the
corporate network.

Goals for Deploying Windows 2000

The major goal of this company is to upgrade all of the servers and users to
Windows 2000 within 12 months. During migration, the IT group must maintain
services of critical applications and at the same time collapse resource domains
into geographically-based master user domains. Eliminating many of the resource
domains should reduce the number of servers on the network and streamline
administration, as well as reduce hardware and software support costs.

The IT department must also keep user attribute information synchronized
between Active Directory directory service, Exchange Server 5.5 directory
service, and additional systems in use across the company. Everything that is
brought online that uses Active Directory must work together. Finally, they want
to create a common console tree and create a common directory.

Table 1.5 summarizes the IT goals of this organization and includes the reasons
why this organization chose Windows 2000 to meet their goals.
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Table 1.5 IT Goals for International Software Development Company

Goals

What Windows 2000 Offers

Consolidate global servers to
improve manageability and decrease
support costs.

Purchase new state-of-the-art
hardware to create a new high-speed
corporate network.

Standardize to one client for better
administrative control and authority
delegation, and more options for
remote installation and management.

Obtain 50% improvement in
performance and reliability over
Windows NT 4.0 Server on all
Advanced servers.

Move from a moderately complex
Windows NT Server 4.0
environment to a highly simplified
Windows 2000 environment.

Change Windows NT Server 4.0
domain structure to Active
Directory model with domains and
forests.

Improve security, information
sharing, and transaction capability
within the company as well as with
other businesses and customers.

Improve e-mail security.

Maintain a fully functioning
corporate network throughout the
transition period.

Server consolidation is enabled by the high-
performance memory management and
multiprocessing capability of Advanced Server.
These features improve the scalability of the
platform making it an appropriate base for server
consolidation efforts.

New technologies in Windows 2000 Server are
designed to integrate with advances in computer
architecture and microchip design, including
Advanced Power Management, USB devices,
FireWire, smart card readers, and infrared support.

Achieve improved desktop management through
Group Policy and organizational units enabled by
Active Directory, IntelliMirror, and other Change
and Configuration Management technologies.

Baseline improvements at the kernel level of the
core operating system enable improvement in
memory management, caching, and preemptive
multitasking.

Active Directory provides increased object storage,
more granular management of servers and clients,
and improvements in simplified domain design
through use of Domain Name System and DNS
dynamic update protocol.

Active Directory provides a more flexible domain
structure to accommodate current and future
organizational needs.

Enable a virtual private network using the
advanced networking and security features of
Windows 2000 Advanced Server.

Use PKI and certificates.

Simultaneous administration and auditing of
servers running Windows NT Server 4.0 and
Windows 2000 Advanced Server, including all
corporate printers, file servers, remote access
servers, proxy servers, and internal Web servers.
Interoperability with Windows 95, Windows 98,
and Windows NT 4.0 clients.
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Mapping Windows 2000 Features to Your Business

Needs

The prior sections have examined the features and benefits of the Windows 2000
platform from a high-level perspective of business needs, sample corporations and
users, and product features. In this section, you will review specific technology
features with the goal of determining which technologies are most important for
your organization. Review these features while keeping in mind your
organization’s short-term, mid-term, and long-term plans. The chapters in this
book that focus on design go into detail about how each technology is integrated
with other Windows 2000 technologies and what the design dependencies are.

The following sections contain tables that list many of the Windows 2000 features
that you will want to deploy and configure in your organization. Assess the
benefits of the listed features and determine their relative priority for your
organization. Then, you can develop a deployment plan that is both timely and
cost effective.

All of the tables in this section are included in “Sample Planning Worksheets” in
this book. The tables in the appendix are formatted so that you can enter your own
comments about the potential role of these features within your organization. Use
these worksheets to prepare a customized executive summary of the

Windows 2000 features your organization requires.

Note The following tables highlight the main benefits of Windows 2000 Server
and Windows 2000 Professional, and are not intended to be a complete
description of all features. For more information about a particular feature, see the
product Help files or the appropriate book and chapter in the Microsofte
Windows® 2000 Server Resource Kit.

Management Infrastructure Services

The management infrastructure services in Windows 2000 Server provide IT
departments with tools that enable you to provide the highest levels of service
available and reduce ownership costs. Table 1.6 describes the Windows 2000
Server management infrastructure services and their benefits.
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Table 1.6 Management Infrastructure Services

Feature

Description

Benefits

Directory services

Administration services

Group Policy

Instrumentation services

Scripting services

Active Directory stores information about
all objects on the network, making this
information easy to find. Provides a flexible
directory hierarchy, granular security
delegation, efficient permissions delegation,
integrated DNS, high-level programming
interfaces, and an extensible object store.

Microsoft Management Console (MMC)
provides administrators with a common
console for monitoring network functions
and using administrative tools. MMC is
completely customizable.

Group Policy allows an administrator to
define and control the state of computers
and users. Group Policy can be set at any
level of the directory service, including
sites, domains, and organizational units.
Group Policy can also be filtered based on
Security Group memberships.

With Windows Management
Instrumentation (WMI), administrators can
correlate data and events from multiple
sources on a local or organization-wide
basis.

Windows Script Host (WSH) supports
direct execution of Microsoft® Visual Basic
Script, Java, and other scripts from the user
interface or command line.

Provides a single set of interfaces for
performing administrative tasks, such
as adding users, managing printers,
and locating resources by only
logging on once. Makes it easy for
developers to enable their applications
on a particular directory.

MMC standardizes your management
tool set, reducing training time and
increasing productivity for new
administrators. It also simplifies
remote administration and allows for
delegation of tasks.

Group Policy gives administrators
control over which users have access
to specific computers, features, data,
and applications.

WMI allows you to create custom
applications and snap-ins by giving
you access to Windows 2000 objects.

WSH allows administrators and users
to automate actions, including
network connection and
disconnection.

For more information about designing and deploying Windows 2000 directory
services and Group Policy, see “Designing the Active Directory Structure,”
“Planning Distributed Security,” “Defining Client Administration and
Configuration Standards,” and “Applying Change and Configuration
Management” in this book.
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Desktop Management Solutions

Desktop management solutions are features that allow you to reduce the TCO in
your organization by making it easier for you to install, configure, and manage
clients. These features are also designed as tools that make computers easier to
use. Table 1.7 highlights Windows 2000 Server and Windows 2000 Professional
desktop management features that increase user productivity.

Table 1.7 Desktop Management Solutions

Feature Description Benefits

IntelliMirror IntelliMirror is a group of features that can be ~ Users have access to all of their
used to make users' data, applications, and information and applications, whether or
customized operating system settings follow not they are connected to the network.
them as they move to different computers Reduces the need for administrators to
within their organization. revisit desktops for application or

operating system updates.
Windows Installer Controls the installation, modification, repair,  Enables remote deployment and

Remote Install

Roaming User
Profiles

Option Component
Manager

Disk Duplication

and removal of software. Provides a model
for packaging install information and APIs for
applications to function with Windows
Installer.

DHCP-based remote start technology installs
the operating system on a client’s local hard
disk from a remote source. A network start
can be initiated by either a pre-boot execution
(PXE) environment, a PXE-enabled network
card, specific function key, or remote boot
floppy provided for clients without PXE.

Roaming User Profiles copies registry values
and document information to a location on the
network so that a user’s settings are available
wherever the user logs on.

Windows 2000 Server Setup allows you to
bundle and install add-on components during
or after any system setup through an
installation module.

You can customize a single Windows 2000
Server or Windows 2000 Professional setup
and clone it across similar computers.

maintenance of applications by system
administrators. Reduces the number of
dynamic-link library (DLL) conflicts.
Enables self-repairing applications.

An administrator does not have to visit a
computer to install the operating system.

Remote OS Installation also provides a

solution for propagating and maintaining a
common desktop image throughout your
enterprise.

Users have the ability to travel and still
have their documents and system
information readily available.

Reduces the amount of time required for
deployment setup and reduces the number
of trips to individual computers.

Cloning can save you time and money
when deploying a large number of servers
or clients.

Note You can use Systems Management Server to complement the desktop
management technologies in Windows 2000.
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For more information about deploying Windows 2000 Server and Windows 2000
Professional management solutions, see “Defining Client Administration and
Configuration Standards” and “Applying Change and Configuration
Management” in this book.

Security Features

Enterprise-level security needs to be flexible and robust so that administrators can
configure rules to address possible security liability without hindering the free
flow of needed information. Table 1.8 highlights Windows 2000 security features.

Table 1.8 Security Features

Feature

Description

Benefits

Security Templates

Kerberos authentication

Public key infrastructure
(PKI)

Smart card infrastructure

Internet Protocol security
(IPSec) management

NTES file system
encryption

Allows administrators to set various global
and local security settings, including
security-sensitive registry values; access
controls on files and the registry; and
security on system services.

The primary security protocol for access
within or across Windows 2000 domains.
Provides mutual authentication of clients
and servers, and supports delegation and
authorization through proxy mechanisms.

You can use integrated PKI for strong
security in multiple Windows 2000 Internet
and enterprise services, including extranet-
based communications.

Windows 2000 includes a standard model
for connecting smart card readers and cards
with computers and device-independent
APIs to enable applications that are smart
card-aware.

IPSec supports network-level
authentication, data integrity, and
encryption to secure intranet, extranet, and
Internet Web communications.

Public key-based NTFS can be enabled on
a per file or per directory basis.

Allows administrators to define
security configuration templates,
then apply these templates to
selected computers in one operation.

Speeds performance by reducing
server loads while connections are
being established. You can also use
it to access other enterprise
computing platforms that support the
Kerberos protocol.

Using PKI, businesses can share
information securely without having
to create many individual

Windows 2000 accounts. Also
enables smart cards and secure e-
mail.

Windows 2000 Smart Card
technologies can be used to enable
security solutions throughout your
intranet, extranet, and public Web
site.

Transparently secures enterprise
communications without user
interaction. Existing applications can
use IPSec for secure
communications.

Allows administrators and users to
encrypt data using a randomly
generated key.
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For more information about deploying Windows 2000 security services, see
“Planning Distributed Security” and “Determining Windows 2000 Network
Security Strategies” in this book.

Information Publishing and Sharing

Windows 2000 information publishing and sharing technologies make it easier to
share information over your organization’s intranet, extranet, or the Web.
Table 1.9 highlights features for information publishing and sharing.

Table 1.9 Information Publishing and Sharing

Feature Description Benefits

Integrated Web services Windows 2000 Server integrated Web Flexible opportunities for
services allow you to use a variety of publishing information on your
Web publishing protocols. extranet, intranet, or the Web.

Indexing Services Integrated index services allow users to Improves productivity.

perform full text searches on files in
different formats and languages.

Removable Storage Consists of server and tool components New opportunities in training,
for delivering audio, video, illustrated collaboration, and information
audio, and other types of multimedia sharing improve productivity.
over networks.

Printing Windows 2000 makes all shared printers ~ Allows users to quickly locate the
in your domain available in Active most convenient printing source.
Directory.

For more information about deploying Windows 2000 information publishing and
sharing services, see “Upgrading and Installing Member Servers” in this book,
and the Microsofte Windows® 2000 Server Resource Kit Internet Information
Services Resource Guide.

Component Application Services

As a development platform, Windows 2000 offers Component Object Model
(COM) and Distributed COM (DCOM) support that extends a development
team’s capabilities to efficiently create more scalable component-based
applications. Table 1.10 highlights Component Application Services features.
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Table 1.10 Component Application Services

Feature

Description

Benefits

Queued Components

Publish and Subscribe

Transaction Services

Message Queuing Services

Web Application Services

Developers and administrators can
choose the appropriate communications
protocol (DCOM or asynchronous) to
use at the time of deployment.

COM Events provide a uniform publish
and subscribe mechanism for all
Windows 2000 Server applications.

Provides information updates by calling
an application on a mainframe, or
sending and receiving a message to or
from a message queue.

Ensures that a message transaction is
either completed or safely rolled back to
the enterprise environment.

Developers can use Active Server Pages
to build a Web-based front-end to their
existing server-based applications.

Easier for developers to take
advantage of the store and forward
services offered by the integrated
message queuing services in
Windows 2000 Server without
having to write any code.

Developers do not have to reinvent
and program fundamental services.

Provides a way for developers to
guarantee correctness of their
applications when updating
multiple data sources

Provides developers with the
facilities to build and deploy
applications that run reliably over
unreliable networks and operate
with other applications running on
different platforms.

Web Application Services allows
remote servers to be administrated
through a Web browser with
minimum connectivity cost.

For more information about deploying Windows 2000 Component Application
Services and the Microsofte Security Support Provider Interface, see
“Determining Windows 2000 Network Security Strategies” in this book. For more
information for developers, see the MSDN Platform SDK link on the Web
Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

Note You might want to discuss these features and their potential business value
with members of your application development team. Their knowledge can assist
you in determining the potential business value of these technologies to your

organization.
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Scalability and Availability

Faster CPUs and network adapters are the traditional benchmarks of network
performance. In the future, more efficient read/write capabilities, improved
input/output (I/O) performance, and faster disk access will be equally important
characteristics of network architectures. Environments that require mission-
critical computers can now use the extended capabilities of Windows 2000.
Table 1.11 highlights Windows 2000 features that will assist you in improving
network scalability and availability.

Table 1.11 Scalability and Availability

Feature

Description

Benefits

Enterprise Memory Architecture

Improved symmetric
multiprocessing (SMP) scalability

Cluster service

Intelligent Input/Output (120)
support

Terminal Services

Windows 2000 Advanced Server
allows you to access up to 32 GB of
Memory on processors.

Windows 2000 Advanced Server has
been optimized for eight-way SMP
servers.

Allows two or more servers to work
together as a single system.

120 relieves the host of interrupt-
intensive I/O tasks by offloading
processing from main CPUs.

Through terminal emulation,
Terminal Services allows the same
set of applications to run on diverse
types of client hardware, including
thin clients, older computers, or
clients not running Windows. Can
also be used as a remote
administration option.

Allows applications that perform
transaction processing or decision
support on large data sets to keep
more data in memory for improved
performance.

Allows organizations to take full
advantage of faster processors.

Allows greater availability,
reliability, stability, and security
with simplified management.

Improves I/O performance in high-
bandwidth applications.

Allows for centralized management
of applications and desktops for
task-based workers. Provides
technology for bridging existing
desktops to a full Microsofte®
Win32e environment. Gives
remote users local network
performance over dial-up remote
access connections. Also provides
for graphical remote administration
of any Windows 2000 Server.

(continued)
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Table 1.11 Scalability and Availability (continued)

Feature Description

Benefits

Network Load Balancing Combines up to 32 servers running
Windows 2000 Advanced Server
into a single load balancing cluster.
It is used most often to distribute
incoming Web requests among its
cluster of Internet server
applications.

IntelliMirror IntelliMirror allows users to have
their data, applications, and settings
follow them when they are not
connected to the network.

Enhances the availability and
scalability of Web servers, File
Transfer Protocol (FTP) servers,
streaming media servers, and other
mission-critical programs by
combining the functionality of two
or more host computers (servers
that are members of the cluster).

Data is always available and the
user’s view of the computing
environment is consistent, whether
or not the client is connected to the
network.

For more information about deploying Windows 2000 Cluster service, see
“Ensuring the Availability of Applications and Services” in this book.

For more information about Terminal Services, see “Deploying Terminal

Services” in this book.

Networking and Communications

To enhance your networking environment, consider the Windows 2000
technologies listed in Table 1.12, which can give you greater bandwidth control,
secure remote network access, and native support for a new generation of

communications solutions.

Table 1.12 Networking and Communications

Feature Description

Benefits

DNS dynamic update protocol Eliminates the need to manually edit
and replicate the DNS database.

Quality of Service (QoS) QoS protocols and services provide a
guaranteed, end-to-end express
delivery system for IP traffic.

Reduces administration and
equipment costs by reducing the
number of DNS servers needed to
support a network.

Allows you to prioritize network
traffic to ensure that critical processes
are completed and data is delivered
promptly and accurately.

(continued)
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Table 1.12 Networking and Communications (continued)

Feature

Description

Benefits

Resource Reservation Protocol
(RSVP)

Asynchronous Transfer Mode
(ATM)

Streaming Media services

A signaling protocol that allows the
sender and receiver to set up a
reserved path for data transmission
with a specified quality of service.

An ATM network can simultaneously
transport a wide variety of network
traffic, including voice, data, images,
and video.

Server and tool components for
delivering multimedia files over the
network.

Improves connection reliability and
data transfer.

Unifying multiple types of traffic on
a single network can dramatically
reduce costs.

Streaming Media can dramatically
reduce the cost of travel, team
collaboration, and training by
offering online meeting and
information sharing.

Fibre Channel Fibre Channel provides one gigabit Improved flexibility, scalability,
per second data transfer by mapping manageability, capacity, and
common transport protocols and availability over small computer
merging networking and high-speed system interface (SCSI) technologies
input and output in a single for demanding applications.
connection.
IP Telephony The Telephony API 3.0 (TAPI) Developers can use TAPI to create
unifies IP and traditional telephony. applications that work as well over
the Internet or intranet as they do
over a traditional telephone network.
For more information about Windows 2000 networking and communications
features, see “Preparing Your Network Infrastructure for Windows 2000” and
“Determining Network Connectivity Strategies” in this book.
Storage Management

Windows 2000 Server provides storage services designed to improve both
reliability and user access. Table 1.13 highlights these services.
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Table 1.13 Storage Management

Feature

Description

Benefits

Remote Storage

Removable Storage

NTES file system
enhancements

Disk Quotas

Backup

Distributed File System
(Dfs) Support

Monitors the amount of space available
on a local hard disk. When free space on
the primary hard disk drops below the
level necessary for reliable operation,
Remote Storage removes local data that
has been copied to remote storage.

Allows administrators to manage
removable storage devices and functions.
Administrators can create media pools
that are owned and used by a particular
application.

Supports performance enhancements
such as file encryption, the ability to add
disk space to an NTFS volume without
restarting, distributed link tracking, and
per-user volume quotas to monitor and
limit disk space use.

Helps administrators plan for and
implement disk utilization.

With Backup, users can back up data to a
variety of storage media, including hard
drives, and magnetic and optical media.

Allows administrators to create a single
directory tree that includes multiple file
servers and file shares, and allows
interoperability between Windows 2000
clients and any file server that has a
matching protocol.

Allows administrators to manage the
amount of free disk space by migrating
files to a tape library where the files
remain active from the user’s
perspective.

Allows administrators to optimize
network performance by controlling
where data is stored. Also makes it
possible for multiple applications to
share the same storage media resources.

File encryption reduces the risk that
confidential data is exposed to
unauthorized users. Being able to extend
partitions quickly reduces server and
network down time and the risk of data
loss.

Reduces the need for hardware
administration and decreases
maintenance costs.

Helps protect data from accidental loss
due to hardware or storage media failure.

Dfs makes it easier for administrators
and users to find and manage data on the
network. Dfs also provides a fault-
tolerant share for important network
files.

For information about deploying Windows 2000 Server storage management
technologies, see “Determining Windows 2000 Storage Management Strategies”
in this book.
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Planning Task List for Mapping Windows 2000

Features

Use the planning task list contained in Table 1.14 as you begin your
Windows 2000 deployment planning process.

Table 1.14 Planning Task List for Mapping Windows 2000 Features

Task

Location in Chapter

Understand how the structure of this book

will assist you in your deployment planning

process.
Learn about the Windows 2000 product
family.

Analyze how specific features can be used
to enhance worker productivity.

Review Windows 2000 features in context
of your business goals.

Starting Your Plan

Overview of Windows 2000 Product
Family

Using Windows 2000 to Improve the Way
You Work

Mapping Windows 2000 Features to Your
Business Needs
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CHAPTER 2

Creating a Deployment
Roadmap

Planning your deployment project is an important step in the logical progression
of implementing Microsofte Windowse 2000. Because Windows 2000 is
designed to be deployed incrementally—based upon the specific business needs
and information technology (IT) capabilities of any size organization—you need
j to decide which features are appropriate for your organization. You also need to

| consider the technical and project management dependencies of the

\; Windows 2000 features you have chosen to deploy. And, finally, you need to
consider the interoperability or coexistence requirements of your existing IT
environment.

: This chapter presents an overall project management process and identifies key
| deployment phases to help you create a project plan—a roadmap—for your team
' to follow when deploying Windows 2000 in your organization.

In This Chapter
Creating a Project Plan 37

Deployment Scenarios 44

Technology Dependencies 62

Tips for Planning Your Windows 2000 Deployment 64
Planning Task List 68
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Chapter Goals
This chapter will help you develop the following planning documents:
= A project plan.

= A project management process appropriate for your organization.

Related Information in the Resource Kit
= For more information about developing your deployment project plan, see
“Planning for Deployment” in this book.

= For more information about how to run a successful Windows 2000 pilot
project, see “Conducting Your Windows 2000 Pilot” in this book.

= For more information about designing a test lab and evaluating Windows 2000
features, see “Testing Windows 2000 in a Lab Environment” in this book.
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Creating a Project Plan

Creating a project plan for deploying Windows 2000 ensures a successful
deployment. Although you will create a project plan that will uniquely meet your
business and IT requirements, there are common elements that need to be
included in your plan for it to be an effective roadmap for your project. This
chapter focuses on integrating preliminary technology decisions into a project
management plan that you can use to deploy Windows 2000. For more
information about specific project management issues to consider when preparing
your project plan, see “Planning for Deployment” in this book. Figure 2.1
illustrates some steps you can use to create a project plan.

Start
@

[ ] Create a project plan outline:

* Create a project framework

* Create a timeline
v

[ J ] Read the chapter “Planning for Deployment” for
information about specific project plan categories, including:

* Determining personnel requirements

* Creating project teams

* Studying your current computing environment
* Establishing standards and guidelines

¢ Conducting a gap analysis

* Assessing and managing risk

* Creating education and training

* Testing and piloting overview

[:j Determine the broad technical
dependencies of the features you plan
to deploy.

v
[ =] Review the planning tips
in this chapter.

v
[] Create your final project plan.

Figure 2.1 Creating a Project Plan

Used effectively, a project plan can clearly identify specific phases of your
deployment process and provide a clear and functional roadmap. While it is not
necessary to follow a deployment process in a prescriptive manner—as you
would an installation procedure—an infrastructure deployment process provides a
conceptual framework for your Windows 2000 deployment project and makes it
easier for your deployment teams to assess progress.
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Many organizations already have project management methods and structures in
place. To maximize the success of your deployment, follow a project management
structure that is appropriate for your organization. The following sections outline
a sample project management structure and then describe the project management
structures used by two sample companies.

As you read through this chapter, you will find references to your deployment
team, project planning documents, creating and using a test lab, and piloting
Windows 2000. Table 2.1 is a list of the chapters in this book that contain
additional information to assist you in developing your project plan.

Table 2.1 Deploying Planning Information Contained in this Book

Chapter Description

Planning for Deployment Contains information about analyzing your current
computing environment, conducting a gap analysis,
personnel requirements, planning tasks, deployment
planning documents, capacity planning, risk assessment,
and education and training.

Building a Windows 2000 Contains information about designing, building, and

Test Lab managing a test lab; testing for deployment; and testing
after deployment.

Conducting Your Contains information about how to run a successful

Windows 2000 Pilot Windows 2000 pilot project.

Testing Applications for Contains information about testing applications (both

Compatibility with custom and retail) for compatibility with your

Windows 2000 Windows 2000 configuration.

Preparing Your Project Planning Process

Every deployment project goes through a life cycle—a process that includes
determining IT goals and objectives, designing and developing features,
conducting a pilot project, and installing the new operating system in your
production environment. The principal function of a project planning process is to
establish the order that your deployment team specifies, implements, tests, and
performs the required activities.
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Figure 2.2 illustrates a sample project management process for deploying
Windows 2000. Each phase is listed at the top of the figure. The main body of the
figure contains tasks you need to accomplish during the various phases of
deployment and gives suggestions of Windows 2000 technologies you might
consider for deployment.

Determining
Goals and  Feature Designand ~ Windows 2000  Production
Objectives 3 Development Pilot Rollout

Timeline
Evaluate Windows 2000 Features
Develop Teams and Work Requirements

Evaluate Business Costs and Benefits

Baseline Existing Environment
Functional Specification and Gap Analysis

Windows 2000 Infrastructure Design
| Includes DNS, WINS, DHCP,
I Protocols, and All Network Issues

Windows 2000 Feature Design

Directory Enabled Networks
i Distributed Systems
| Change and Configuration Management
, Windows 2000 Professional

Interoperabiliy and Coexistance Design

Application Integration Design
Includes Exchange,
BackOffice and Office 2000

Migration Design
Includes Domain Migration and
Electronic Software Installation

Pilot, Review, and Modification

Prepare Test Lab

4 Verify Designs in the Lab

Communications to IT Group,
Executive Management, and End Users

Operations and Support Planning

Deployment

Figure 2.2 Sample Project Management Process for Windows 2000
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The two bars near the bottom of the figure refer to a test lab. Testing is an integral
part of Windows 2000 deployment that you will use throughout the whole
deployment process.

Each of the four project management steps illustrated in Figure 2.2 is described in
the following sections.

Determining Goals and Objectives

During this phase, evaluate Windows 2000 features in relation to the needs of
your organization. This is also the time for you to secure executive sponsorship
and funding, create focused goals and objectives, and put together a deployment
team. Finally, begin using your test lab to investigate Windows 2000 features.

The first milestone is executive sign-off on the overall plan for deploying
Windows 2000 in your organization. When defining your plan, outline the high-
level business and IT goals of your deployment to provide a clear direction for
implementation. Also, clearly define which features of Windows 2000 will be
included during various phases of your deployment.

Some questions to answer during this phase include:

= Why is your organization deploying Windows 2000?
= What business benefits will your organization derive from Windows 2000?
=  What IT benefits will your organization derive from Windows 2000?

= What are the differences between your organization’s current IT environment
and where you want to be?

=  When does this project need to be completed and what is the time line?
»  What is in-scope and out-of-scope for this project?

= Who are the users affected by this project?

= What are the critical success factors?

=  What are the risks?

=  Which groups, organizations, and individuals will be involved in the process?

Some of the documents you might create for this milestone include:

= Goals and objectives document.
= Qutline of current environment, including user profiles.
» Risk assessment.

= Gap analysis.

For more information about risk assessment and gap analysis, see “Planning for
Deployment” in this book.
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This phase is important for creating your deployment roadmap. After defining
your goals, it is easier to determine the Windows 2000 features you need, and
how these features relate to your existing environment. Your analysis can also
help you understand critical technology dependencies. While you need to be
thorough in your assessment, this phase can be accomplished in a short amount of
time. A goals and objectives phase helps you develop a project vision that is
shared by the IT department, end-users, and management, and helps create a
successful deployment.

Note Your organization might have already completed this phase, either formally
or informally. If management has already made a decision to deploy

Windows 2000, you still need to create a goals and objectives document and get
formal sign-off before moving to the feature design and development phase.

Feature Design and Development

During the feature design and development phase, you create the actual design—
sometimes called the functional specification—for the Windows 2000 features
you intend to implement in your organization. This is also the time to determine
how the features you have selected will actually work in a production
environment.

The technical dependencies of Windows 2000 features become more important
during this phase, so it is important that the various deployment teams collaborate
and share insight into the capabilities, functionality, and interdependencies of
each feature. The technical design chapters in the remainder of this book will help
you determine how to deploy specific features in your organization.

The functional design specification is the complete set of designs that you will
test and refine. For example, you might have multiple design variations of your
Microsofte Active Directory™ namespace based on different business or IT
requirements, each of which will be evaluated against business and IT criteria
appropriate to your organization. Eventually, through technical testing and
analysis, you will be ready to implement one Active Directory namespace for your
organization. It is important to remember that this process and its results are
specific to your organization.

The iterative design and testing process starts in this phase as each of your
deployment teams creates their own plans and then synchronizes with each other
to create a comprehensive design specification. Your test lab is also important
during this phase as you test various configurations to determine how to use
Windows 2000 features to meet your project objectives.
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The functional design specification needs to provide your project teams with
enough details about the features and functions your organization will deploy to
help them easily identify resource requirements and commitments for
implementing your Windows 2000 infrastructure.

During this phase, also create a project plan that contains the functional
specification (the combined plans of each team) and a schedule. You will be ready
to implement your project plan after you receive management approval to proceed
with the deployment. Some primary deliverables you can include in your plan are:
= Functional design specification

= Updated risk management plan

= Master project plan and master project schedule

= Features plan, listing which features are in and out of scope

Windows 2000 Pilot

After you have completed your feature design and development, and thoroughly
tested your feature configurations, you are ready to conduct a pilot project. The
deployment team needs to set a number of interim delivery milestones, each of
which involves solutions development, testing, validating against prespecified
performance criteria, and redesign. Tracking deployment issues and efficiently
resolving them is vital to reaching your deployment goals while remaining on
schedule and within budget.

After your pilot project is running and stable, your sponsor and the deployment
team can meet to assess the functionality of the new Windows 2000 infrastructure
and verify that production rollout and support plans are in place. During this
phase, primary milestones and deployment documents can include:

= Technology validation complete

= Complete and stable functional specification

= Proof-of-concept complete

= Preproduction test complete

= Pilot complete

= Updated risk management plan
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Additional deployment documents you might want to develop include:

= Training plan

= Support or helpdesk plan
= Operations transfer plan
= Disaster recovery plan

= Tools list

During this phase, you will adjust your designs based upon pilot testing. You will
notice changes that need to be made because you are integrating the designs of
each feature you will deploy and then testing those designs to ensure appropriate
integration.

For more information about validating and testing your Windows 2000 Server
deployment plan through proof-of-concept lab testing and a pilot, see “Building a
Windows 2000 Test Lab” and “Conducting Your Windows 2000 Pilot” in this
book.

For more information about testing applications compatibility with
Windows 2000 Professional, see “Testing Applications for Compatibility with
Windows 2000” in this book.
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Production Rollout

The final phase of your Windows 2000 project is production rollout. At this point,
you have tested all of your designs in the lab and conducted a pilot program to
refine your plan and further test your designs. Now you are ready to incrementally
deploy Windows 2000 throughout your enterprise. For some companies, the
initial pilot project is the first phase of their rollout. Others might remove their
pilot project installations and start their production rollout with clean installations.

During the production rollout phase, testing and support activities are still
important as iterative cycles of deployment, testing, validation, and support
become the primary focus. The new Windows 2000 Server and Windows 2000
Professional infrastructure is formally turned over to the operations and support
groups at the deployment complete milestone. Now is the time to conduct a
project review. Primary milestones and deployment documents that you might
want to consider creating during this phase include:

= Production rollout plan.

» Release plans for Windows 2000 Server, Windows 2000 Professional, or both.

= Operations and support information system (knowledge base, procedures, and
processes for performance support, including test results and testing tools).

= Load or image set and installation scripts.

= Documentation repository (hard and electronic copies of all project documents,
including deployment notes, are archived).

= Training material for end-users, administrators, helpdesk, and operations staff.
= Project closeout report.

= Disaster recovery plan.

After your deployment is complete and you have prepared your project closeout
report for the executive sponsor, you might decide to conduct a project review.
You can use a project review to objectively assess the strengths and weaknesses
of your entire project and analyze how you could improve on future infrastructure
deployments with the knowledge you have gained from hands-on experience.

Deployment Scenarios

Each company will create a unique project plan based on its own business needs
and the project management procedures. The following scenarios provide samples
of how goals and objectives were translated into milestones and performance
criteria for several enterprise-scale organizations. These scenarios are based on
the experiences of companies who participated in the Joint Development Program
for Windows 2000.
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Scenario 1: Multinational Financial Services

This organization has nine distinct operating companies, each with its own IT
organization, and no common IT standards. As an organization, they experience
problems with security policies, domain structure, and network configurations.
Most of their servers are currently running Microsofte Windows NTe Server 4.0.
The key objectives they want to accomplish are to create:

= A new IT environment with Windows 2000 functionality.

= A common directory for all nine operating companies.

The deployment team identified several key issues that define how they stage their
deployment, as follows:

= Phase 1: Assessment

= Phase 2: Design and Engineering

= Phase 3: Testing

= Phase 4: Migration (Deployment)

Phase 1: Assessment

During the assessment phase, IT management from each company agrees on the
need for a common namespace. Although several Domain Name System (DNS)
names are already registered by and for each of the operating companies, the
challenge is to find one name to use as the root name for all companies. This
single “placeholder” name needs to meet the following criteria:

= Accurately define the root of the tree for all nine operating companies.

= Be new to the organization (never been used by any of the operating
companies, either internally or externally).

IT management defines global engineering teams that are split into eight working
groups based on plans for a basic configuration that can be tested, modified, and
customized for each operating company. Table 2.2 shows the deployment teams
and their responsibilities.
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Table 2.2 Deployment Planning Teams

Deployment Team

Focus

Server and
Infrastructure Design

Active Directory

Mobile and Desktop
Design

Security

Migration

Certificate Services

Free Seating

Application
Management

Responsible for overall design, design iterations, and final
engineering.

Domain and tree design below the main domain level and ongoing
management of Active Directory in their respective domains,
especially as they relate to security and administrative privileges.

Develop Windows 2000 configurations for all desktop and
portable computers and determine the appropriate Group Policy
and Microsoft® IntelliMirror™ features to use for managing those
configurations.

Permissions, group memberships, and administrative delegation
(provide input to Active Directory group on organizational unit
design).

Migrating Windows NT Server 4.0 to a Windows 2000 Server
environment. Focus on interoperability, migration, and
coexistence during the interim period of parallel domains until
migration is complete.

File encryption and PKI.

Develop Windows 2000 configuration for free-seating clients and
determine appropriate Group Policy and IntelliMirror features to
use for managing those configurations.

Ensure that all in-house applications are Windows 2000 Logo—
compliant. Determine the best deployment vehicle to use for
desktop and portable computers (through an in-house developed
push application or Windows 2000 installation tools). Determine
shared run-time components. Study system file protection
mechanisms. Run existing applications side-by-side for minimal
maintenance.

The team determines that the business and IT needs will be principally met
through the following:

= Active Directory

= New domain design

= IntelliMirror

= Distributed File System

= Disk Quota Management

=  Remote OS Installation

= Synchronization of Active Directory with Exchange directory services
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Phase 2: Design and Engineering

The primary issue during this phase is to decide whether the domain root name
needs to be visible or accessible through the Internet or available only internally.
An Internet presence already exists for the entire group of operating companies,
so the intranet name needs to be different. An internal root name is created as a
placeholder name so that individual domains can be created for each of the nine
operating companies. Each company retains autonomy in areas such as
configuration creation, management, and security.

They also use this phase to design and test the configuration for each feature.
Then, the teams work together to determine how the selected Windows 2000
features affect each other. They also create training documentation and start
developing a support plan.

Primary Goals

As the driving force behind the migration to Windows 2000, Active Directory and
domain design need to meet the following business and IT criteria to be
acceptable for all operating companies:

= One root domain is necessary so that all operating companies can participate in
a common directory.

= Each business unit wants to retain complete administrative control of its entire
organization, including all separate Windows NT Server 4.0 domains and
structures, and to be totally independent of any other operating company.

= Domain and directory design has to be flexible enough to allow for company
acquisitions, divestitures, and reorganization of existing operating companies.

= Each operating company is responsible for its own domain and everything
below it based on that operating company’s specific needs.

As the Active Directory design is developed, the migration team needs to consider
issues of computer cloning versus computer upgrade. Computer cloning is a
process in which you create one installation and configuration for new operating
system installations and then copy that configuration to all new computers you
install.

Because the namespace decisions are so important to meeting the company’s
goals, a namespace design board is formed with representatives from the IT
groups of each operating company. The senior management of the board and the
IT organizations of each operating company need to agree on the final namespace
design. The namespace design factors they consider include:

= Impact on Windows 2000 domain model
= Impact on existing Windows NT Server 4.0 namespace
» Conflicts with the existing DNS namespace
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The company considers both domain design and DNS to be critical decision
points when upgrading from Windows NT Server 4.0 to Windows 2000 for two
reasons:

= [If the proposed Windows 2000 domain structure mirrors the existing
Windows NT Server 4.0 domain structure, then they can upgrade directly from
their Windows NT domain to their Windows 2000 domain.

= If they decide to use the same Windows 2000 domain structure they used in
Windows NT Server 4.0, then they need to have two parallel domain
structures. They also need to keep the Windows NT environment until they
have stabilized the new Windows 2000 environment.

The team determines that the upgrade or migration decision will be dictated by:

= The existing domain structure
= The existing functionality

= New functionality that they will implement because of Windows 2000

The team then realizes that deciding what will exist in each domain requires
analysis of the following items:

= Assessing the problems in their current Windows NT Server 4.0 domain
design.

» Deciding which Windows NT Server 4.0 features they want to continue in the
Windows 2000 domain design.

= Deciding which new features of Windows 2000 they want to implement based
upon their added value to the new domain structure.

= Determining if they have a native Windows NT Server 4.0 environment, or if
it has been modified or customized (either by in-house development teams or a
third-party solution provider or developer).

For example, this organization uses an in-house scripting tool that associates
users with specific applications. This tool performs application publishing
similar to Windows Installer in Windows 2000, so a decision needs to be made
whether to continue using the in-house tool or to use Windows Installer. Using
Windows Installer would reduce internal development costs and thereby
reduce total cost of ownership (TCO). As a result, they decide to use Windows
Installer.

For more information about Active Directory domain design, see “Designing the
Active Directory Structure” in this book. For more information about domain
migration, see “Determining Domain Migration Strategies” in this book.
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Secondary Goal

Their secondary goal is to determine other features of Windows 2000 that are
beneficial to their environment, but which might not be features of Windows NT
Server 4.0. Then, they develop a plan to determine if the new features are
appropriate for their environment. For example, this sample organization decides
that the following features meet their business and IT needs:

Offline Files Portable computer users can have access to network data when
traveling by having personal and network files on their local computers. For
nontraveling end-users, this feature helps ensure continuous end-user productivity
if the LAN or WAN has service interruptions, because files are stored on the
user’s local hard-drive.

Fault-tolerant Distributed File System With Distributed file system (Dfs), they can
create a single directory tree that includes multiple file servers and file shares for
a group, division, or enterprise. This allows users to easily find files or folders
distributed across the network. Having a fault-tolerant Dfs is linked to roaming
user profiles, which are already in use through their Windows NT Server 4.0
infrastructure. Files can be stored on the network, providing improved replication
among the company’s partners.

Disk Quota Management Disk quota management allows the company to use
volumes formatted with the NTFS file system to monitor and limit the amount of
server disk space available to individual users. They can also define the responses
that result when users exceed the specified thresholds. In the past, the
organization used third-party tools. They are moving to Windows 2000 native
tools in an effort to reduce in-house development costs and total cost of ownership
(TCO).

Remote OS Installation An enhanced scripting process for installation already
exists in this organization, but scripts must be updated every time the basic client
computer configuration changes. They will use Windows 2000 Remote OS
Installation to deploy Windows 2000 Professional for first-time installations, and
also use Remote OS Installation for rapid updates of malfunctioning computers.
They plan to use Remote OS Installation in conjunction with IntelliMirror to
accelerate and simplify computer replacement, resulting in reduced TCO.

Exchange directory service with Active Directory integration This organization
plans to synchronize Exchange 5.5 directory using the Active Directory
Connector (ADC), and eventually integrate the directory services when the
organization upgrades to the next version of Exchange.
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Phase 3: Testing

This sample organization set up a test lab for feature and pilot testing. They want
to simulate the actual conditions of their production migration. After the lab and
pilot tests validate the migration process, the organization will be ready to begin
the production rollout. The preliminary design pilots will be rolled out to IT
personnel during the design phase so they can test and refine the designs.

The initial design issues they plan to test and evaluate include:

= Active Directory design (placeholder domain and four child domains).

= Standard client configuration.

Their pilot objectives include:

= Evaluate Windows 2000 and the proposed Active Directory model in a real
production environment.

= Use new technology that is native to Windows 2000 as much as possible.

= Merge the standard client stationary and mobile configurations.

= Demonstrate the proposed future configuration to business units throughout
the organization and collect constructive criticism.

= Consolidate and refocus isolated Windows 2000 projects within the entire
organization.

During this phase, the deployment team redesigns and tests until consensus is
reached. The new design needs to meet the following acceptance criteria:

= Increases stability

= Provides an improved working environment

= Can be managed with current and new or additional administrative resources

=  Meets budget requirements

After the domain design is tested and finalized, each global engineering team
within the organization will sign off on the domain design. Then, the design must
be approved by higher IT management through all nine operating companies.
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Phase 4: Migration

Because the organization finds it necessary to maintain Roaming User Profiles for
mobile users, they decide to maintain two parallel environments throughout the
transition period. Many roaming users who upgrade to Windows 2000 at home
will find that their work environment has not yet upgraded. By maintaining
parallel environments, the infrastructure will support all users and allow them to
access their files, regardless of which operating system they are using.

However, migration needs to occur as quickly as possible. The organization plans
to maintain the dual Windows NT Server 4.0 and Windows 2000 environment for
12 to 24 months. Users will be able to remain in both environments until the IT
environment in all nine operating companies is completely transitioned to
Windows 2000.

For this organization, collapsing the Windows NT Server 4.0 environment is the
most critical decision point for their entire migration. They want to be sure that
they perform adequate lab and pilot testing to alleviate any significant problems
that can arise as a result of improper design. By performing adequate testing, they
hope to avoid causing network downtime. After they complete testing, they will
proceed with migrating to Windows 2000 throughout the operating companies
and then collapse the Windows NT Server 4.0 environment.
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Scenario 2: Multinational Consumer and Industrial Manufacturer

Scenario 2 is based on a highly decentralized business organization with a
distributed IT environment comprised of 175 separate operating companies.
Manufacturing and assembly take place in 49 countries on six continents. They
employ approximately 390,000 employees worldwide who speak approximately
120 different languages. A common interface and implementation process is
required to ease transition for all of the operating companies and to reduce
deployment support costs. All of the operating companies want to address the
following common issues:

= Provide customers with easy access to a common set of knowledge relevant to
the company and its business.

= Reduce IT administration costs and improve service by creating one forest.

= Consolidate Windows NT 4.0-based servers for upgrading.

=  Provide a common IT environment for all of the operating companies.

= Set guidelines for Windows 2000 deployment throughout the organization that
will provide a stable IT environment and prevent individual groups from
deploying separate products or features that are not supported by the central IT
department.

= Communicate IT issues throughout all operating companies.

= Design Active Directory effectively because it enables many other
Windows 2000 features.

Deployment Teams

The organization creates a deployment team consisting of both a server and a
client team. Each team has representatives from each of the primary operating
companies. Their goal is to develop a model for both server and client operating
environments that can be used and applied at all of the operating companies. As
such, their goal is to establish and validate a design and deployment process that
can be used by all of the operating companies rather than to deploy

Windows 2000 in a production environment. They divide their plan into three
phases:

= Phase 1: Infrastructure backbone design and development
= Establish core services for the primary corporate domain

= Deploy servers in major corporate offices
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Phase 2: Deployment planning at the operating companies
= Establish pilot domains in all operating companies

= Configure sites and site-link bridges

= Create user accounts

= Establish trusts between Windows NT Server 4.0 and Windows 2000
domains

= Pilot Windows 2000 Professional in multiple operating companies

Phase 3: Migrate primary services from Windows NT Server 4.0 to
Windows 2000 Server

=  Windows Internet Name Service (WINS)

= Dynamic Host Configuration Protocol (DHCP)

= Print

= Web servers using Windows Internet Information Services (IIS)

One of the first tasks the team accomplishes is creating a list of the primary
concerns and risks for the overall project. This list includes:

Recognize that the coordination required to build a global enterprise is
unprecedented. (It takes an average of three years to deploy an operating
system for both servers and clients throughout all operating companies.)

Prepare for coexistence with UNIX and mainframe line-of-business
applications, as required. (For example, many operating companies have Sun
RISC 6000 Servers containing an accounting program running on the
Windows NT Server 4.0 operating system.)

Provide tools to move and merge parts of the forest, when necessary, based on
internal company changes and frequent acquisitions, mergers, and divestitures.

Fill the position for a first domain administrator who is:
= Responsive to change requirements and root domain support.
= Able to effectively delegate child domains and site creation.

Recognize that a single schema might not meet the configuration requirements
for all operating companies; therefore, a directory synchronization tool might
be required for interoperation among the companies.

Recognize corporate Internet Protocol (IP) dependencies, such as:
= Firewalls

= Network performance
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The Server Deployment Team

The server deployment team is responsible for planning and designing the server
deployment process based on the phases defined for the overall deployment team.
The server deployment team is further divided into teams focused on technical
planning, Active Directory, logistics, and migration. The strategic goals the server
team identifies are:

= Define Windows 2000 Active Directory services that can be used by all
operating companies.

= Develop a migration plan from the current Windows NT Server 4.0
environment to a Windows 2000 environment.

= Develop short-term preparation steps.
= Implement a corporate backbone pilot.
= Implement guidelines and Windows 2000 models for all operating companies.

Figure 2.3 illustrates the project management framework the server team is using
for deploying Windows 2000.

Determine Server
Determine Features  Architecture Design
to Implement and Conduct Pilots

Migration

Timeline s
Evaluate Features of Windows 2000 Server
Baseline

Backbone Design

Active Directory Design

Security

Exchange and Active Directory Connector
Terminal Services for Remote Administration
Electronic Software Distribution Design
Pilot, Review, and Modification

Prepare Test Labs

Verify Designs in the Lab

Deployment ==

Figure 2.3 Server Deployment Process for a Multinational Manufacturer
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Server Phase 1: Determine Features to Implement

The primary goal for the server deployment team is to create deployment
standards for a common directory and domain model that all operating companies
can use. They also need to establish a global Windows 2000 infrastructure to
support all of the operating companies. First, the team focuses its attention on
designing an infrastructure backbone using the main corporate IP backbone points
of presence worldwide. The backbone is a logical backbone of root namespace
and domain controllers, not a physical network backbone. Using the

Windows 2000 infrastructure, they need to develop a backbone that all of the
operating companies can join. Each operating company needs to interface at the
forest root and share a common global catalog.

Then, the team starts to identify specific technologies that the enterprise will
require based on business needs. For example, because English is the common
language for all system administrators worldwide, MultiLanguage capability at
the server level is not required. The specific issues they decide to focus on
include:

= Designing domains and sites

= Designing organization units

= Determining use of DNS or WINS name resolution

= Understanding replication and containers of Active Directory

= Synchronizing Exchange directory service with Active Directory

= Designing the Windows 2000 Active Directory

= Developing standards for a common server operating system configuration

= Determining domain controller and Global Catalog placement criteria and
where they will be located
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Table 2.3 provides a checklist of activities that the company developed to
determine when the server team’s Phase 1 goals are complete.

Table 2.3 Phase 1 Milestone Completion Checklist

Completed

Item

Establish pilots of four to six servers in a minimum of three locations.

Get approval to use <domainname>.net/<domain>.int for the root
domain name.

Install Windows 2000 Server in a specified number of corporate IT points
of presence.

Define the <company.XXX> DNS structure, including:

Configure integrated DNS dynamic update server for the
<company. XXX>
domain in European location X.

Configure an integrated DNS dynamic update server in US location A.
Update the core IT servers with the new domain information.

Verify record serialization and zone transfer with the core operating
site.

Start Direct Host at <company. XXX> on mm/dd/yyyy.
Define the core operating configuration, including:
Establish global catalogs at European locations X and Z.
Identify subnets.
Create X number of sites.
Establish site links between European locations X and Z.

Enhance management capability by installing Windows 2000 Terminal
Services for remote administration.

Enable electronic software distribution by configuring backbone sites to
replicate Windows 2000 builds to European location Z.

“Create the directory service in a pilot scenario by:

Populating the pilot directory service from the corporate directory data
(200,000+ names).

Verifying replication and load on the system.
Deleting the population after the test.
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Server Phase 2: Prepare Final Server Architecture Design and Conduct
Pilots

The team is now ready to focus on phase 2 and begin establishing the various
operating company domains for the pilot. Some domains are new, while others
will be migrated from Windows NT Server 4.0. The specific issues they have
decided to focus on include:

Design the Active Directory structure and validate it in the test lab.

Develop migration plans for Windows NT Server 4.0 to Windows 2000
Server.

Develop a standard installation process for server deployment.
Establish an enterprise integration lab.
Define specifications for other Windows 2000 features.

Activate a communications plan to end users, including IT in other operating
companies, [T administrators, and desktop users.

Table 2.4 provides a checklist of activities the company developed to determine
when the server team’s Phase 2 goals are complete.

Table 2.4 Phase 2 Completion Checklist

Completed Item

Identify 10 pilot locations, including four in the USA and five in Europe,
one of which is the European client lab.

Deploy 18 to 24 servers in a pilot environment.
Deploy 30 to 40 workstations in a pilot environment.

Configure the corporate IP backbone through a virtual private network
(VPN) by configuring firewalls for VPN access between operating
companies and appropriate corporate backbone locations.

Define administrative delegation, including:
Pre-create domains for the operating companies.
Delegate operating companies into DNS zones.
Create a domain for the operating companies, including:

Installing operating company domains in five European and four US
locations.

Identifying participating operating company subnets.
Creating sites and delegating site management.

Creating site links between operating company sites and backbone
sites.

Establishing a global catalog at every participating site (not
operating company).
(continued)
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Table 2.4 Phase 2 Completion Checklist (continued)

Completed

Item

Define delegations for each operating company, including:

Creating an organizational unit structure within the operating
company domain.

Delegating administration of organizational units.

Determine user accounts and create accounts for members of the server
and client deployment teams.

Attach client computers belonging to the Windows 2000 deployment team
to the operating company domains.

Establish a Windows NT Server 4.0-style trust as a production resource
domain for the operating company.

Integrate WINS in the operating company backbone as appropriate.

Integrate Microsoft® Exchange Server by configuring the Active Directory
Connector at each operating company and providing one-way
synchronization to update Active Directory information.

Create a certificate authority.
Create directory service replication.

Deploy Windows 2000 Professional in coordination with the client
deployment team through:

Developing an unattended setup of a client prototype in
different domains.

Using Group Policy for clients on all domains.

Installing MultiLanguage packs on a client prototype with
three sample languages.

Enabling international client roaming.

Installing and using each operating company’s standard software on
all sites that are Group Policy object-based.

Ensuring that workstations can access Windows 2000-based
resources through existing Windows NT 4.0 Remote Access
Services.

Define users by:
Using Group Policy for users on all domains.

Ensuring that user roaming in different domains is operating
correctly (default client language needs to be identical).

Ensuring that user roaming internationally is operating correctly
(different default client languages).

Ensuring that resource access in different worldwide domains is
operational.
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Server Phase 3: Present Migration Plans to Operating Companies

The focus for phase 3 is on migrating services from Windows NT Server 4.0 to
Windows 2000. The services will be migrated following a risk assessment
designed to reduce the impact on existing production systems. As the team
achieves some success in migrating key components, the level of complexity
increases, which in turn increases risk. The deployment team will present the
plans to the operating companies for use as prototypes after the team completes
thorough testing. The activities during this phase include:

= Present a migration strategy.

= Introduce Windows 2000 concepts and proposed designs to the operating
companies.

= Market the proposed design to executive management (IT Review Board).
= Market the project and proposed design to end-users.
= Prepare a disaster recovery plan to ensure business continuum, especially:
= A backup strategy
= A rollback (fallback) strategy to Windows NT 4.0 after migration to
Windows 2000

Table 2.5 provides a checklist of activities the company developed to determine
when the server team’s Phase 3 goals are complete.

Table 2.5 Phase 3 Completion Checklist

Completed Issue

Determine site migration locations in multiple geographical locations
including North America, Europe, and Asia.

Determine the number of servers to migrate for each domain and each site.

Determine the number of client computers to be migrated for each domain
and each site.

Conduct WINS migration by incorporating a Windows 2000 WINS server
in an existing environment.

Conduct a DHCP migration by incorporating a Windows DHCP server
into an existing environment.

Conduct a print server migration by selecting a number of print servers
that are not Windows NT Server 4.0 domain controllers and upgrade them
to Windows 2000.

Conduct an Internet server migration by implementing a Windows 2000
deployment Web site using IIS 5.0 and creating a pointer from the existing
central site. Replicate content from the trial site to the new site. Add DNS
records to this server.

Reduce resource domains by selecting a Windows NT 4.0 resource domain
and migrate it to Windows 2000 Server.

Create new account domains by migrating the Windows NT 4.0 account
domain primary domain controller to Windows 2000 Server.
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The Client Deployment Team

The greatest challenge for the client deployment team is to work with all of the
operating companies to get consensus on one client computer configuration. The
existing client operating systems in the organization include Windows 95,
Windows 98, and Windows NT 4.0 Workstation. Additional client issues the team
considers are:

= Reducing the number of applications in use company-wide. There are
currently 1,000 or more applications, making it difficult for the IT team to
provide support.

= Changing the IT focus from the traveling computer to the traveling user.

= Studying whether to change from the existing method of deploying software in
Windows NT Server 4.0.

= Providing more hardware support for laptop computers.

The team needs to develop a proposal that will help the operating companies
decide whether to upgrade their clients or their server infrastructure first. While
the team realizes that both options are possible, the members decide that the
following issues in favor of upgrading the server infrastructure first are relevant
for the organization:

= More centralized control over the client computers.
» Limit users’ capability to modify the client computer configuration.
= Use Windows 2000 tools for installation.

= Have a global catalog enabled for all users to access.

The team discovers that most of the operating companies in the organization
would like to upgrade their servers first, and then after Active Directory and a
global catalog are enabled, implement Group Policy and other change and
configuration management tools for more granular client computer administration.
They also realize that deciding whether to upgrade the servers first is particularly
important if the team plans to recommend the use of Windows 2000 Group Policy
for software deployment. The team will need to study how the use of Group
Policy will affect Active Directory.

This organization has the following goals for the client architecture team:

= Develop a standard client configuration as a modular product for all of the

operating companies.
= Create a reference installation including hardware, software, and operations.

= Design a framework for a global model that allows users to log on anywhere in
the world.

= Develop a model for training and helpdesk support.
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The client team’s work is divided into two phases:

= Phase 1: Client standard configuration issues

= Phase 2: Software logistics

Phase 1: Client Standard Configuration Issues
To meet their worldwide business use goals, the client team decides to use a

standardized configuration that includes:
=  Windows 2000 Professional clients

= Microsofte Office 97 or Office 2000
= Virus scanning capability

=  Web browser

= E-mail client

= MultiLanguage capability

= Windows Terminal Services capability (ensure that client design is suitable for
Terminal Services).

= Enabling international client roaming so that users can connect or dial-up to
the corporate IP backbone from anywhere in the world and access:

= Personal settings for desktops and applications.
= Personal documents and mail available everywhere.
= Enterprise-wide standard software.

Phase 2: Software Logistics
During phase 2, the team focuses on developing a strategy for getting the new
operating system and client configuration to both stationary and mobile clients in
a stable and efficient manner. The team identifies the following issues:
= Creating installation packages for:

= Enterprise applications.

=  Common applications for all operating companies.

= Custom applications for each operating company (as necessary).
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= Creating a guide for installation packages to include:
» Standardized package development worldwide for all operating companies.

= Unique installation package per application worldwide for nonstandard
software.

= Application repackaging as necessary for each operating company.
= Assigning installation packages:

= For all users.

= For user groups by function or organization.

= For client specific needs.
= Installing applications based on user demand

The client deployment team has found that management wants to continue the
practice of installing new client operating systems and configuration images in
conjunction with buying new hardware. The average operating system
deployment in this organization takes three years. Internal TCO studies determine
that spending more money up front on better hardware and then upgrading the
new client configuration image prior to installing the new hardware on users’
systems reduces TCO.

Additionally, significant client benefits for system administrators and IT
professionals are based on new features and enhanced functionality; whereas,
users and executives need to see tangible evidence that productivity is enhanced.
Therefore, buy-in by both executive decision-makers and end-users is required
before the project can move to the deployment phase in each operating company.

Technology Dependencies

Because Windows 2000 Server is a multipurpose network operating system that is
designed with distinct—but integrated—features that can be deployed
incrementally, there are numerous technology dependencies that you must
consider as you plan your deployment. The following examples illustrate some of
these technology dependencies.
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Active Directory and Domain Namespace

Your Active Directory structure and Domain Name System (DNS), along with
your infrastructure plans for Windows Internet Name Service (WINS), Dynamic
Host Configuration Protocol (DHCP), network protocols, files, printing, streaming
media, and other bandwidth-intensive applications, must be designed to
accommodate business requirements and IT capabilities. If your business needs
dictate numerous subsidiaries, and roaming or remote access users, then you need
to consider organizational units, Group Policy, security, and IntelliMirror
technologies. If you want to offer secure intranet or extranet capabilities, then IP
Security (IPSec), and PKI are important components to design.

If you will deploy Windows 2000 Professional as your primary operating system
for desktops and laptops, then you might want to consider installation options,
MultiLanguage capabilities, security, Active Directory, and other change and
configuration management technologies. Finally, if you are in a heterogeneous
environment that includes network operating systems other than Windows NT or
Windows 2000, you will need to consider interoperability and coexistence
options.

Active Directory and Exchange Server

You might be planning to deploy Active Directory in a geographically dispersed
environment where centralized IT management is difficult because of low-speed
WAN links, and there is great potential for compromising a stable and secure
connection. Yet, you also might have a business requirement for a stable, secure,
and common e-mail and collaboration system across different operating
companies, including geographically remote sites. You need to consider the
relationships between Active Directory and Exchange Server 5.5 directory
service, with Group Policy, IPSec, and virtual private networks (VPNs). Plan to
use the Active Directory Connector (ADC) to keep your data synchronized with
your Exchange directory.

You must also consider DNS design, especially if you have multiple
organizations, subsidiary operating units each with its own Internet domain name,
domain and tree structures, security requirements, and different network operating
system or IT standards. DNS design is especially important if groups other than
the Windows 2000 team are responsible for the DNS namespace, as with many
UNIX-centric IT organizations.
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Integrating Exchange Server

If you require a common e-mail standard and a common directory, but your
organization does not use Exchange Server 5.5, then you might need to implement
Exchange Server 5.5 prior to deploying Windows 2000 so you can synchronize
with Active Directory using ADC. Alternately, you could scale back this goal
until you have completed your Windows 2000 deployment and then deploy the
next version of Exchange.

Remote OS Installation

Another example might take place in a user location with limited support but
excellent connectivity where local client installation was maintained manually in
the past. Using Remote OS Installation and IntelliMirror technologies, you now
have an opportunity for remote installation and troubleshooting without needing
on-site support.

You will find more information on technology dependencies in each of the
technical planning chapters in this book. Remember, each feature that you want to
deploy needs to have its own design so that it can be formally tested in both lab
and pilot environments.

Tips for Planning Your Windows 2000 Deployment

Your ultimate goal when creating planning documents and formulating a
deployment plan is to successfully deploy Windows 2000 using project
management techniques that work in your organization. The following sections
provide lists of items to consider as you plan your deployment.

General Best Practices

The following list contains overall best practices as identified by some early
adopters of Windows 2000.

= Use your organizational chart and see how the management structure in your
organization matches up against both your organizational needs and your
network LAN links. Build an Active Directory infrastructure based on these
considerations.

= Determine what level of international functionality you want to achieve and
what trade-offs you are willing to make to get there.

= Schedule for an additional level of complexity in testing your product.
= Plan your application setup around Windows Installer.

= Decide how you will break down system administration responsibilities for
your application and identify who will be given administrative permissions.

= Determine what policies are enforced on a typical user’s system.
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Utilize the new components provided by Windows 2000. Integrate them
wisely to minimize their impact on the performance of your application.

Schedule enough time for installing Windows 2000 server—a several-hour
process.

Add international issues to your Windows 2000 issue lists and test tracking
systems.

Develop “working groups” to study task-based architecture decisions.

Write a good test plan and set up a test lab that exactly mirrors your production
environment in terms of types of hardware and software in use.

Upgrade conservatively at first. You can speed up the process and rate of
deployment as you start achieving success.

Deployment Phases
Determine the best overall order to deploy Windows 2000 in your organizations.
The following order was used by one company:

Define your current environment by determining which server and client
operating systems are currently in use in your organization. Study their
functionality and the purposes they serve.

Study whether the number of users is likely to change due to mergers,
acquisitions, reorganizations, or growth.

Study the need to scale your server environment (determine your needs for
clustering and load balancing as well as Terminal Services).

Design your Active Directory structure including your DNS namespace.
Upgrade your network infrastructure and member servers.

Implement Active Directory and storage management.

Upgrade or migrate your clients to Windows 2000 Professional.

Implement desktop management using change and configuration management
tools.
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Application Installation Issues

Use the following planning tips as you plan for installing applications in your

organizations.

= Make an early investment in setup authoring. Take the time to lay out your
setup process early in the product development cycle.

= Involve developers in the setup authoring process. This will help uncover
dependencies early on. :

= Be aware that Windows Installer validations can affect your application's
performance.

» Avoid reboots during install wherever possible.
= Do not add to Win.ini, System.ini, Autoexec.bat, or Config.sys.

= Require everyone testing your applications to install them using the Windows
Installer.

» Keep in mind that an administrator can advertise your product on the user’s
Start menu or desktop without fully installing the product. The application will
be installed when the user double-clicks on a shortcut or on a document of the
type served by your application.

= Understand and plan for “system file protection” issues.

International Issues
The following tips will help you plan for an international installation.

= Avoid assumptions about the language version of the operating system that
your application is running.

= Avoid assuming that the locale, code page, and user interface match for a
given user or computer.

= Use Windows Installer. It is available in both ANSI and Unicode.

= Determine what fonts are needed. Often all that is needed to support
international functionality are the correct fonts.

= Use the latest Windows 2000 printer drivers. They will provide the best
support for international features.

= Check both your application and the operating system when tracking down
international problems.

Performance Issues
Maintaining high performance is important to meeting the goals of most

deployments. The following tips will help you plan for improved performance.
= Delay any startup initialization that you can.

= Simplify startup screens so that fewer graphic bits are being sent across the
network. '
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Plan for network interruptions and general network performance issues.

Use the caching layer that Windows 2000 provides for its file systems when a
share goes offline.

Roaming Users and Terminal Services

The following tips will help you plan for roaming users and for Terminal Services
installations.

If you plan your roaming user scenario carefully, a substantial part of your
Terminal Services implementation will be done as well.

Support roaming user profiles and state separation.
Separate per-user settings from per-computer settings.
Do not require write access to the per-computer settings.

Keep in mind that regular Windows 2000 users have the ability to modify data
only in their user profiles. Your application will not be able to change portions
of the HKEY_LOCAL_MACHINE subtree in the registry.

Run your application while logged on as a user (rather than as an
administrator) and test it on computers where users do not have administrative
privileges. This will let you catch problems early.

Administration
As you create your plan, use the following administration tips to make it easier for
you to administer your Windows 2000 installation.

Make sure that the administrative features of your application are as simple as
possible while still providing full functionality. This will help deployment of
the application in small or medium-sized organizations where custom tools are
not developed.

Support scripting in your application. One strategy: If you write a provider for
Windows Management Instrumentation (WMI), it will allow you to provide
simple scripting support in your application inexpensively.

Support OnNow/ACPI requirements. Handle sleep and wake notifications and
requests.

Keep in mind that default security settings are substantially more secure for
regular users than they were under Windows NT 4.0—what worked under
Windows NT 4.0 for regular users might require them to be power users with
Windows 2000.
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Planning Task List

Table 2.6 summarizes the tasks you need to perform when creating your

Windows 2000 deployment roadmap.
Table 2.6 Deployment Roadmap Task List

Task

Location in Chapter

Define a project management process that identifies
key milestones and deliverables appropriate to your
organization.

As you identify specific features you want to deploy,
study their technological dependencies on other
Windows 2000 features and technologies.

Identify any project management constraints that can
affect deployment. For example, financial or human
resource constraints, or organizational logistics such as
holiday season fulfillment or year-end finance issues.

Develop a process for risk assessment and prepare a
thorough risk analysis.

Define the order in which you will stage your
deployment.

Create a project plan for your organization focused on
Windows 2000 features, deployment teams, schedules,
and associated dependencies.

Preparing Your Project Planning
Process

Feature Design and
Development

Determining Goals and
Objectives

Determining Goals and
Objectives

Deployment Scenarios

Deployment Scenarios

For more information about project management, see the Microsoft Solutions

Framework link on the Web Resources page at

http://windows.microsoft.com/windows2000/reskit/webresources.
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Planning for Deployment

After you have determined the project management structure you will use for
planning your deployment, it is time to start addressing the details of your plan.
This chapter provides information about how to create specific sections of your
project plan. For example, project managers need to determine their personnel
requirements, deployment teams, the types of deployment documents to create, a
gap analysis, and a functional specification.

While Microsoft has found that the methods described in this chapter contribute to
a successful deployment, they are recommendations that can be adapted to the
needs and structure of your organization.

In This Chapter

Detailing Your Project Plan 71

Testing and Piloting Windows 2000 80
Creating Project Planning Documents 81
Windows 2000 Deployment 90
Deployment Planning Task List 92
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Chapter Goals
This chapter will help you develop the following planning documents:

Project scope and objectives

Personnel requirements and project teams
Gap analysis

Administrative plans

Communications strategy

Education and training plan

Risk assessment matrix

Related Information in the Resource Kit

For more information about developing your project plan, see “Creating a
Deployment Roadmap” in this book.

For more information about how to run a successful Microsofte
Windowse 2000 pilot project, see “Conducting Your Windows 2000 Pilot” in
this book.

For more information about designing a test lab and evaluating Windows 2000
features, see “Building a Windows 2000 Test Lab” in this book.
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Detailing Your Project Plan

To obtain the greatest benefit from Windows 2000, you need to plan your
deployment carefully. Your overall project plan will include various aspects of
both your business and your technical network infrastructure. As you begin,
consider the steps discussed in the following sections.

Project Scope and Objectives

The first step in planning your deployment is defining your project objectives. It
is in this step that you identify the specific business goals you want to achieve and
how Windows 2000 can help you achieve them. This strategy will also help you
choose the most useful Windows 2000 features.

In your project objectives, indicate the specific business concerns that you need to
address. Include specific, short-term objectives, for example, “deploy

Windows 2000 to 2,500 computers by the end of the business quarter,” as well as
more general, long-term objectives, such as “reduce ongoing software distribution
costs.”

Determine your objectives before you proceed with your deployment planning
because they affect what you do and how you do it. Clear objectives help you stay
on course.

When you document your project scope, indicate the areas, functions, and
environments that your Windows 2000 implementation will cover. For example,
you might be interested in updating an older file server but not in implementing
an infrastructure-wide deployment of Active Directory.

Table 3.1 outlines some common Windows 2000-related business concerns and
project objectives. Note that this table is only an example. You need to assess
your own business concerns to derive your own objectives. You might find that a
single business concern could be addressed by a number of project objectives, or
that a single project objective could address a number of business concerns.
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Table 3.1 Sample Windows 2000-Related Business Concerns and Project Objectives

Business Concern

Project Objective

Reduce total cost of ownership by
extending the life of older systems.

Make it easier for users to locate and access
resources on the network.

Support roaming users by providing access
to their documents and system information
from multiple computers.

Use Terminal Services to provide a
Windows 2000 desktop experience to
systems that would otherwise require an
upgrade.

Use Microsoft® Active Directory™ to store
information about all objects on the
network.

Use Roaming User Profiles to copy desktop
settings and documents to a location on the
network so that a user’s settings and
documents are available wherever the user
logs on.

Personnel Requirements

Organize your deployment team and then assign specific roles to team members.
Depending on the size of your organization and the complexity of your
deployment, you might also want to create subteams.

Assess the core competencies of your information technology (IT) staff. Also,
assess their skill sets with regard to Windows 2000 technologies. Then, decide
how you are going to manage any shortcomings. The following list provides
options you might consider in regard to managing training issues:

= Delay the deployment until the staff is fully trained in the new technologies.

= Outsource portions of the work to cover weak points. Then, have your staff
members learn the required skills from the contracted personnel.

= Outsource the deployment, support, and maintenance of your enterprise.

Important Securing an executive sponsor who can speak for the organization’s
overall needs for the project is usually critical for success. This person can
help ensure that the deployment team understands and achieves its goals.

\
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Organizing Your Deployment Teams

Although staffing needs can change as you plan and deploy Windows 2000,
operating system deployments usually require several team members. For a large
organization, include at least two or three operating system administrators on your
centralized team. Also, be sure to include help desk or support personnel. From
the beginning of your deployment project, try to involve people with a great
extent of corporate knowledge and provide them with an overview of

Windows 2000 and its benefits; they can help you meet the broader needs of your
organization. If yours is an international organization, it is recommended that you
include key people from locations in other countries. Include people who are
trained in the Windows 2000 operating system and who thoroughly understand
your network environment.

A core team made up of experts in security, networking, interoperability, and
applications testing could also serve as leaders of subteams within their areas of
expertise. Team members require such skills as detail-oriented project
management skills, hands-on technical experience, and the ability to be innovative
and master new technologies quickly and independently. Team members also
need strong analytical abilities to be able to link the project vision with the details
needed to achieve the vision.

Using your project scope and objectives document as a guide, identify which
subteams will be responsible for planning and testing the deployment of the
features you want to deploy. You might consider dividing your core deployment
team into a server team and a client team, and then delegate responsibilities to
subteams as in the following list:
= Base Server Team

= Active Directory

= Domain Name System (DNS)

= Networking Design

= Dynamic Host Configuration Protocol (DHCP) and Windows Internet
Name Service (WINS)

= Security

=  Administration Tools

= Microsoft Exchange Server and E-mail
= Base Client Team

= Client and desktop features such as Microsofte IntelliMirror™, operating
system and application installation, and existing applications.

= Notebook and laptop issues such as power management, docking, remote
access, and roaming profiles.
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Plan your teams to reflect your internal structure, business needs, the
Windows 2000 features and services you want to deploy, and the way you want to
deploy them. The organization of your deployment teams will reflect the roles

shown above.

One way you can organize a deployment team is shown in Table 3.2.

‘Table 3.2 Deployment Teams Example

Team

Responsibilities

Steering

Planning and
Coordination

Server

Infrastructure Design

Security

Interoperability

Application
Integration

Networking
Client

Desktop
Administration

Request for Comment
Committee

Include the leads from all other teams to perform overall
coordination and communications. Include strategic planners
who know their way around the organization—people who
remember that existing systems are in place and why they are
needed, for example.

Handles support and training, business planning, premigration
planning, mission-critical systems, and third-party consulting.

Test and develop solutions in: clustering, Hierarchical Storage
Management (HSM), backup, disaster recovery, Terminal
Services, integration, and hardware requirements

Address the domain model, Active Directory, local area
network (LAN) issues, telecommunications, Distributed file
system (Dfs), global file access, Domain Name System
(DNS), and remote access.

Develop standards for Internet, intranet, and extranet services,
as well as domain security and policy implementation.

Systems Network Architecture (SNA), Kerberos links with
mainframes and UNIX, and UNIX/mainframe integration,
NetWare and OS/2 integration/coexistence.

Integrate messaging, database, workgroup applications and
suites, Internet tools, and line-of-business and third-party
applications.

Research, test, and develop directory-enabled networking
solutions.

Test and resolve application, upgrade/migration, hardware,
and laptop issues

Test and develop the organization’s change and configuration
management plans, including Group Policy, software
installation, and user data and settings management.

Comprised of members from the user community. Provide
feedback on decisions made by the deployment teams.
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Assigning Windows 2000 Team Roles

Windows 2000 deployment activities fall into many categories. In small
implementation projects, one person might fill several roles; in large
implementation projects, several people might be assigned to each role.

Keep in mind that if you enable directory services, Windows 2000 is very
different from environments that do not use directory services. To use a directory
service, the IT organization needs to be educated and slowly migrated to a new
support and administrative structure. This is a change that affects the entire
organization and necessitates an even higher level of management education and

involvement than a typical upgrade.

Table 3.3 describes the Windows 2000 personnel roles, responsibilities,
requirements, and workload variables to consider when you determine your

personnel needs.

Table 3.3 Windows 2000 Management Roles

Roles and Responsibilities

Required skills

IT Management or Executive Sponsor

Sets priorities for the Windows 2000
infrastructure. Establishes the business case for
the project. Defines deployment vision and
secures funding. Acts as an advocate to both
the team and the organization. Clears
roadblocks, drives features versus schedule
tradeoffs, and is responsible for the
communications plan.

Project Management

Drives the critical decisions necessary to
release the Windows 2000 infrastructure.
Conceives solutions and defines deployment
scope with the deployment team.

Creates the functional specification with other
team members. Facilitates the day-to-day
coordination to deliver the Windows 2000
systems consistent with organizational
standards and interoperability goals. Drives
overall critical tradeoff decisions.

Understanding of the organization’s
business problems and the solutions that
Windows 2000 will provide.

Knowledge of primary features and
capabilities of Windows 2000 Server
and Windows 2000 Professional.

Knowledge of details of Windows 2000
Server and Windows 2000 Professional
functionality.

Ability to coordinate executive
management goals with project team
goals.

(continued)
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Table 3.3 Windows 2000 Management Roles (continued)

Roles and Responsibilities

Required skills

Development/Design

Evaluates technical solutions to be used in
designing and developing the Windows 2000
infrastructure. Defines the strategy for each
Windows 2000 feature released during the
deployment. Plays fundamental role in
designing the initial infrastructure. Designs
and builds the infrastructure necessary for
implementation.

Subject Matter/Technical Experts
Responsible for designing and developing
strategy for their subject areas. Provides
leadership for subteams.

Testing

Assists in developing the initial solutions
design. Ensures that all issues are known to the
team and addressed prior to conducting
production rollout. Designs and builds test lab
and performs all testing and validation
procedures prior to production rollout.
Performs scalability analysis and performance
testing.

Documentation

Assists in developing project documentation
including planning documents, reports, and
white papers. Could include writers, editors,
and production personnel.

User Education/Training

Acts as the user advocate. Assesses user
requirements, determines training objectives,
and develops education and training programs
to enable users to maximize use of the
Windows 2000 infrastructure.

Logistics Management

Ensures smooth rollout, installation, and
migration to the operations and support groups,
including help desk and training.

Experience in developing complex
operating system services.
Understanding of technical requirements
for the existing and new network
infrastructure.

A high level of technical skill in their
areas of expertise and with the
Windows 2000 operating system.

Detail-oriented project management
skills.

Familiarity with Windows 2000 Server
and related network hardware, or
Windows 2000 Professional
connectivity. Experience designing,
running, and debugging tests.
Experience in testing applications.

Familiarity with relevant technologies.
Communication, writing, and editing
skills as well as technology
documentation knowledge.

Familiarity with the organization’s IT
system, network infrastructure, and
Windows 2000 features. Knowledge of
self-help solutions and presentation
software. Communication and training
skills.

Good understanding of Windows 2000
Server and Windows 2000 Professional
features and functionality.
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As you examine your administrative requirements, you might find that you want
to make changes to your current organization. Take this opportunity to look at
how the system is administered today, and whether a reorganization would be
beneficial. For example, if two separate teams administer Microsoft Exchange and
Microsofte Windows NTe, you might want to create a separate team to administer
Windows 2000.

Current Computing Environment

Before you design your Windows 2000 environment, you need to thoroughly
understand your current computing environment. Documenting your existing
computing environment will help you understand your organization’s structure
and how it supports your users, and it will help you design your Windows 2000
deployment plan. Diagrams are a useful way to deal with complex concepts such
as network layout. Where appropriate, create these diagrams and include them in
your project plan documentation.

For more information about network diagrams, see “Preparing Your Network
Infrastructure for Windows 2000” and “Determining Network Connectivity
Strategies” in this book.

When reviewing your current computing environment, be sure to document the
following:

Business Organization and Geographical Requirements Describe the location and
organization of your business units. Are large groups of employees located in
widely separated geographic areas or are they all located in close proximity to
each other? Are your business units closely related, or do they have significantly
different needs and requirements?

Key Business Processes If you are modifying key business processes, include
diagrams that illustrate these processes and how the new IT infrastructure will
affect them. For example, in some organizations, a key Windows 2000 Server
deployment goal might be to use Active Directory to distribute administration to
local administrators. By distributing administration, you allow administrators to
provide better responsiveness to local user requirements. If this is the case, create
a model that illustrates how the overall plan will achieve that goal.

Information Architecture When you diagram your key business processes,
illustrate how the information needed to make critical decisions will be available
at the right place and time. For example, are sales and marketing personnel able to
confirm precise delivery dates for customer orders? In your conceptual design,
verify that key data stores are well organized and easily accessible.
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Application Requirements Conduct a complete inventory of the applications that
are used in your organization. Include all custom (in-house) applications. As you
are documenting your computing environment, also note the different tasks for
which employees use computers and note how the change to Windows 2000 will
affect their work. For example, if employees are using an old line-of-business
application that is reliant upon certain Open Database Connectivity (ODBC)
driver versions, the line-of-business application needs to be tested to ensure that it
will work.

Technology Architecture When documenting your network architecture, be sure
to include topology, size, type, and traffic patterns. Any significant changes you
plan to make to your technology architecture, such as hardware, networking, and
services, needs to be illustrated in high-level diagrams.

Current and Future IT Standards Over time, the network and application standards
in many organizations become fragmented or obsolete. This is common in
organizations that have merged with or acquired other companies. Disparate
systems, built over a wide time frame, designed by different people, and often
geographically separated, are a potential risk to a successful deployment. An audit
of existing systems contributes to the success of the deployment team.

Administrative Model By examining your existing administrative model you
identify the administrative tasks that IT personnel have been performing in all
areas of your organization. This helps determine whether you need to change any
aspect of the existing administrative operations design to accommodate features of
Windows 2000 you want to deploy.

Establishing Standards and Guidelines

Many organizaticus find that establishing Windows 2000 standards and
guidelines can save time and money. This is because a standard environment
reduces the potential for too many configuration combinations, making
administrative and architectural workloads more efficient. Base these standards on
how employees use their computers. For example, an employee doing computer-
aided design has higher requirements than an employee using general office
applications.

For best results, establish standard configurations for your clients and servers.
Include guidelines for minimum and recommended values for CPU, RAM, and
hard disks, as well as for accessories such as CD-ROM drives and uninterruptible
power supplies.

Establish the standard software configurations that are used in your organization.
Include operating systems and other application software and guidelines for how
you distribute, support, and restrict the use of this software.
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Establish guidelines for the network operating systems and protocols that are used
in your organization. Include standard configurations for all network components
(such as routers, hubs, and repeaters). Establish guidelines for supporting and
maintaining these configurations.

Finally, establish the new standards and guidelines required by Windows 2000,
including schema management and tracking, site design, and naming standards.

Conducting a Gap Analysis

Compare your current computing environment to your future environment based
on your project objectives. The gap between the existing environment and your
goals will help identify which Windows 2000 features you want to deploy. The
primary steps for performing a gap analysis are:

= Identify the gap between the way employees work today and how you want
them to work when the deployment is complete.

Computers and operating systems are only of value to your business if they are
of value to your employees. A successful deployment closes the gap between
the way employees work today and the way the new system will empower
employees to work when the deployment is complete. Later, when the team
begins to measure the rate of success, the primary measure will be how it has
improved the work of those who are using the system.

= Review documents, if any, from previous computer and network upgrades. In
addition to providing useful information about the current computing
environment, existing documents could provide a template to follow as you
move through the decision-making process.

= Review documents obtained from hardware or software vendors. Documents
that relate to the current hardware and software in your infrastructure will help
you decide whether to upgrade or replace computing resources.

= Identify tasks and determine resource requirements for each task. After you
have identified the tasks and determined what resources are required to
accomplish those tasks, you can determine which groups within the
organization need to be involved and whether you will need additional
resources outside the organization.

= Update any documents such as spreadsheets or schedules with planning, work,
and resource assignments. Keeping documents up-to-date will make it easier to
plan work schedules and to allocate resources.

= Send the gap analysis documents to the appropriate decision makers in your
organization for approval. If approval is granted, then the project can begin; if
not, you need to make changes to the documents and put them through the
approval process again before you begin implementation

Specific planning and design guidelines are provided throughout this book.
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Testing and Piloting Windows 2000

Test your Windows 2000 design in a lab before deploying Windows 2000. In the
early planning stages, you will need to select testing and piloting sites and assess
hardware requirements. As soon as your lab is operational you can use the lab to
better understand the product, prove concepts, and validate solutions. Expect the
lab to evolve as the project progresses.

In general, provide as much detail as possible in your test plan documents so that
your test and deployment teams have all the information they need to be
successful. Describe the scope, objectives, methodology, schedule, and resources
(hardware, software, personnel, training, and tools) in your test plan. Individual
teams and subteams need to create their own test plans for their areas of technical
expertise and write test cases. Test cases describe how the testing is to be done.
This makes it possible to replicate and compare test results.

In the early phases of the project, testing will focus on components to validate
design. Later testing will focus on interoperability of components to ensure that
all the pieces work together. You need to test applications for compatibility with
Windows 2000. Start by testing features that are mission-critical to your
organization and whose design choice would be expensive and time-consuming to
change.

Include a plan to escalate any issues that arise to the person most able to resolve
the situation. A clear escalation process helps the team focus on the solution and
take immediate corrective action.

If you are deploying Active Directory, be sure to provide for application testing
with the directory service.

After you verify your Windows 2000 deployment in your lab environment,
perform at least one pilot project before beginning your general deployment. The
pilot project sets the tone for the final deployment, so it is important to be
completely prepared for all aspects of the project. You need to determine the time
it takes for installation, the personnel and tools needed to facilitate the process,
and the overall schedule. The pilot provides a way to test your deployment plans.
The pilot project also provides an opportunity to train your support staff and to
gauge user reaction to the product so you can anticipate support needs.
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For more information about setting up a test lab, see “Building a Windows 2000
Test Lab ” in this book. For more information about pilots, see “Conducting Your
Windows 2000 Pilot” in this book.

Note Complete your pilot project before proceeding to full-scale production
deployment. As you complete each phase of your pilot project, document your
results, verify that you met your project requirements, and rework your plan if
necessary. Resolve any major issues before proceeding to the full-scale
deployment phase. Be sure to include all aspects of your production environment
in the pilot. For example, if you are going to deploy on an international scale that
includes various languages, be sure that you successfully address international
language issues in your pilot.

Creating Project Planning Documents

Throughout your deployment project, you need to create a variety of documents
that define your vision, encourage support, guide, and summarize the deployment
process. Whether this information is contained in a few documents or in many,
include the information discussed in the following sections.

Administrative Documents

Your administrative documents are part of your project plan. They help you
identify your goals and define your objectives. They help you stay organized and
on schedule. Include the following information in your administrative documents:

Scope and Objectives As previously discussed, make sure that your plan clearly
states the project objectives, defines the scope, and provides methods that measure
progress and success.

Phases and Milestones Establish project phases to give your staff time to get
oriented and to help you verify the assumptions you made in the planning stage.
Expect at least some of the process to be iterative. Establish and monitor
milestones to keep the project on track. For more information, see “Creating a
Deployment Roadmap” in this book.

Budget Identify and track the expected costs and cost constraints for the project,
including development, hardware, facilities, training, personnel, testing, and
deployment. Identify backup sources of funding to cover unexpected expenses.
Make sure the corporate vision for the project is clear so that the division of funds
is clear.
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Staffing Plan how you will staff your Windows 2000 sites. A document that
outlines the reporting structure, responsibilities, frequency of meetings,
communication strategies, and overall task and feature owners is useful. For more
information, see “Assigning Windows 2000 Team Roles” earlier in this chapter.

Facilities Identify facilities requirements and communicate with the appropriate
groups within your organization. Define your facilities requirements and obtain
the necessary space early to minimize the likelihood that these issues will become
obstacles to your deployment.

Overall Risk Assessment Identify the project risks that exist outside the
deployment. Possible risks can include resource availability, impending mergers,
or the loss of key personnel.

Communications Strategy Raise management and user awareness of the
deployment project by communicating your plans to other groups in your
organization. Start building support and acceptance early in the project by having
other managers and key personnel review your plans at agreed-upon intervals. For
more information, see “Communications Strategy” later in this chapter.

Deployment Documents

The following are recommended deployment documents that you can create as a
part of your project plan.

Overview of the Current Networking Environment Include a high-level description
of the current networking environment, including network infrastructure,
hardware, policies, number and types of users, and geographic locations.

Deployment Design Detail how the transition to Windows 2000 will take place,
including the upgrade and migration strategy for your servers and client
computers; where, when, and how these upgrades will take place; and who will be
involved. Take existing systems and applications into account, such as the impact
an operating system change will have on existing applications, and storage and
hardware capabilities.

Gap Analysis Address the specific gaps between your existing environment and
the project goal. Then list the specific changes that are required to support the
project goals. For more information, see “Conducting a Gap Analysis” earlier in
this chapter.
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Capacity Plan Identify the issues and contingencies that you will address to
ensure that there is sufficient hardware and network capacity for the
Windows 2000 features you will deploy (for example, the replication traffic
created by the Active Directory or remote operating system installation). You
want to be sure that vital services are not degraded during or after rollout. For
more information, see “Capacity Planning” later in this chapter.

Risk Assessment Identify the risks in your plan and develop contingency plans
for dealing with those risks. Reevaluate your deployment plan continually and
make a formal evaluation after you complete each phase of the project. For more
information, see “Risk Assessment” later in this chapter.

Problem Escalation Plan Specify an escalation path that people in your
organization can use to resolve and escalate issues as needed. Match the types of
problems or situations to the people who can best address them. An escalation
process enables the team to focus on getting the problem solved.

Pilot Plan Identify the goals and objectives for the servers and clients that will
participate in the first rollout, which features you will deploy, and what
mechanisms you will use to gather feedback from pilot participants. For more
information about preparing for and conducting a pilot, see, “Conducting Your
Windows 2000 Pilot” in this book.

Testing and Deployment Strategies Plan how you will test and deploy
Windows 2000. For more information, see “Testing and Piloting Windows 2000”
earlier in this chapter.

Functional Specification

Your functional specification details the operating system features that you will
implement, and how they will be configured and deployed. All of these elements
need to align with the scope and objectives of the deployment project.

Describe the different types of users, the key tasks they perform, how these tasks
are currently performed, and how performance can be improved in the new
network environment. If yours is a large organization with multiple sites, or an
international organization, you need to detail your geographical issues.

Many features of Windows 2000 are interrelated, particularly if you plan to
deploy Active Directory. For this reason, a dependencies matrix is very important
and can be considered a primary document.
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Deployment teams need to work together to identify the tasks needed to integrate
each component and estimate the amount of time it will take to accomplish these
tasks. Identify any issues that team members and management needs to be aware
of. It is particularly important to identify the dependencies that affect other teams.
For example, you might find that the work of a number of teams involves the
structure of Domain Name System (DNS) and that their tasks need to be
coordinated to avoid duplicating efforts.

Communications Strategy

A detailed communications plan can enhance the effectiveness of your
deployment project. With proper communication, your work in planning and
deploying Windows 2000 is more likely to complement and integrate with the
work of other teams deploying new IT projects. This helps management to assist
project teams in overcoming obstacles, and prepares users to take advantage of the
new infrastructure.

An effective communications strategy identifies the needs of several types of
audiences, such as executive management, project teams, IT organization, and
users at all levels. Keeping people informed keeps them involved. Use your
communications strategy to build support for your deployment project, the new
Windows 2000 technologies, and the business processes that the technologies
support.

When you create your communications plan, it is important to address the
following questions:

How will deployment information be distributed? You can use e-mail and intranets
to complement more traditional media, such as print. Creating an intranet site that
is simple to update with deployment status reports is one of the best means of
keeping users informed. User experience is enhanced by sufficient self-help. This
reduces confusion and lowers support costs.

What information will be conveyed? Explain how the new infrastructure will make
users’ jobs easier and how it will serve the business needs of the organization. The
status of the deployment is one of the most important pieces of information you
can convey to users and deployment team members. Highlight the successes, but
also acknowledge any obstacles.

How frequently will information be distributed? For end-users, monthly updates
might be sufficient. For line-of-business managers, more frequent updates might
be appropriate, particularly when you get close to the pilot and production
rollouts. For members of the IT department, whether they are directly involved in
the deployment or not, weekly updates are recommended. The changes that you
are instituting have a direct impact on the way IT personnel do their jobs. They
need to keep a close watch on the progress of your deployment project.
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What type of feedback mechanism will you implement? Detail your plans for end-
user feedback. Creating a feedback mechanism that your users can use to express
their concerns and frustrations is important to your success. A two-way
communication channel allows users to be part of the project and act as team
members who provide valuable information that can contribute to the success of
your project.

Education and Training Plan

Educate your users about Windows 2000 features and functions before you begin
deployment. You might also want to provide formal training and develop a
feedback mechanism.

Microsoft Official Curriculum (MOC) for Microsoft Windows 2000 Professional
and Windows 2000 Server offers computer professionals training to deploy,
administer, and support a Windows 2000-based network. This hands-on technical
curriculum includes courses that provide participants with the knowledge and
skills to:

= Understand the functionality and features of Windows 2000.

= Install, configure, and upgrade to Windows 2000.

=  Administer a Windows 2000-based network.

= Update support skills from Microsoft Windows NT version 4.0 to
Windows 2000.

= Design a Windows 2000 directory services infrastructure.
= Design a Windows 2000 networking services infrastructure.

= Design a change and configuration management infrastructure.

For more information about MOC for Windows 2000, see the Microsoft Training
and Certification - Microsoft Official Curriculum link on the Web resources page
at http://windows.microsoft.com/windows2000/reskit/webresources.

Capacity Planning

Capacity planning provides a solid foundation for planning and managing the
computing environment. When you determine the computing resources needed to
meet your business requirements, you gain the following benefits:

= Service objectives are met.

= Productivity is improved.

= Scalability is developed and maintained.

= Total cost of ownership (TCO) is controlled or reduced.
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One of the most important tasks in capacity planning is to construct a
representative baseline for the workload and the computing resources. Capacity
planners and business planners must work together to identify the components of
the business that are dependent on computing resources and to forecast the
workload demands. Asset management is key to performing hardware inventory.
If you need to replace hardware, look carefully at what needs to be replaced
before upgrading.

Some organizations rely on the expertise of managers for capacity planning,
others use analytic modeling, simulation, benchmarking, or, in critical situations,
actual experimentation in their capacity planning. No matter what techniques you
use, successful management of the computing environment requires a proactive
approach.

A good starting point is to profile the different activities that take place on your
network or subnets per hour, day, and month, like the following:

=  Number of password changes.

= Number of times users log on.

=  Number of DNS queries.

=  Number of machine account password changes.

Then, determine the minimum, maximum, and average for each of the above
items. You want to know how many of these events take place, how much
bandwidth they take on the net and how much processing power and disk space
they use on the server.

Find out how much these same entities exhibit on the new product. You can then
use this information to optimize your servers and to plan your domain and site
structure.

For more information about capacity planning and Windows 2000 features, see
the chapters in this book relevant to the technologies for which you are planning.

Risk Assessment

When you plan to deploy an operating system and network infrastructure, plan for
the unexpected. Even the best deployment plans can be affected by changes in
business needs, economics, user requirements, or disruptions such as power
outages or storms.
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A risk management plan helps you identify potential risks before they occur and
prepares you for a quick response if they do occur. A well thought-out and
proactive risk management plan can help you:

Reduce the likelihood that a risk factor will actually occur. If only one person on
your staff fully understands your security infrastructure, losing that person in the
middle of the deployment could have serious repercussions. You can reduce the
risk by training a backup for each key expert and keeping documentation up-to-
date and accessible.

Reduce the magnitude of loss if a risk occurs. If you suspect that your
Windows 2000 Server deployment project has been under-budgeted, you might be
able to identify several backup sources to cover unexpected expenses.

Change the consequences of arisk. A sudden reorganization, business
acquisition, or divestiture in the middle of a deployment can seriously disrupt
your plans. If you have established a process for making abrupt changes, you can
meet the challenge with little or no impact to the project schedule.

Be prepared to mitigate risk during your deployment. You can do this by
strategically planning your installation and rollout. For example, you can start by
adding new Windows 2000 domain controllers to an existing Windows NT 4.0
domain. Alternatively, you could build a new Windows 2000 domain, establish a
trust relationship with the existing accounts domain, and then clone the user
accounts. Or, you could install new Windows NT 4.0 domain controllers into your
domain, move them to a private network, and then upgrade them to install the new
domain. In each of these examples, you could easily roll back to the previous
environment if you needed to.

Risk Management

To manage risk effectively, your risk management plan needs to:

= Identify mission-critical applications.

= Identify and analyze potential risks.

= Quantify the potential impact of the risks.

= Detail escalation processes.

= Identify solutions.

= Be communicated to senior management and project members.
= Become a part of day-to-day project management.

= Be kept up-to-date.
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Risk management needs to be a part of your team’s regular activities and cover all
key people, processes, business, and technology areas of your Windows 2000
deployment. You need to:

Assess risk in all areas that could affect your project. Ask each team to identify
and to manage the potential risks associated with its area of responsibility, such as
security, networking, facilities, support, or training.

Prioritize your risks. Risks can vary in severity and likelihood. Determine which
risks pose the greatest threat to your organization. Address your primary risk
factors first.

Meet with those who support line-of-business and existing applications.

Older and line-of-business applications present special risks. Meet early with
those who have a broad knowledge of these applications. If a third party is
responsible for any of these applications, involve them in the process as early as
possible.

Avoid making a viability judgment based solely on the number of risks uncovered.
A project with 20 identified risks is not necessarily more stable than a project with
40 identified risks. A risk assessment that identifies a higher number of risks
could simply be more thorough than one with fewer risks. Use this document to
pinpoint the risks that could derail a project as well as those that have lesser
impact.

Foster an environment where people who identify risks are not judged negatively.
Workers who do the hands-on tasks in an organization often recognize problems
before their supervisors do. If they are reluctant to communicate bad news, your
risk assessment could be compromised. Consider implementing a reward program
for those who identify risks as well as for those who help provide resolutions for
those risks.

Risk Assessment Matrix

To fully identify potential risks, develop a solid understanding of the
interdependencies between the various elements of the deployment. A risk matrix
can help you identify and link these elements.

Table 3.4 contains a sample risk assessment matrix that lists issues, such as
probability that the risk will occur, the degree of impact any particular risk might
have on your project, and the strategy that is necessary to mitigate the risk.
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Table 3.4 Sample Risk Assessment Matrix

Risk Probability = Impact Owner Date resolved = Mitigation strategy
A merger is under Medium High Deployment Team mm/dd/yy Create a strategy for
consideration. Manager a rapid integration
with team
counterparts in
other organizations.
Not all users will Medium Medium  Program mm/dd/yy Make a decision
have a computer Management, Help whether to upgrade
configured to Desk, and Logistics hardware at the time
minimum hardware teams of installation, or to

requirements before
Windows 2000 is
deployed.

wait for a hardware
upgrade throughout
the organization.

Create the matrix early in your planning phase and update it at regularly-
scheduled intervals, or when there is a change in schedule, specification,
management, team, scope, or rollout strategy.

Risk-Driven Schedule

Few elements of a deployment can do more to create risks than a poorly
conceived schedule. For example, if your organization institutes a fourth-quarter
freeze on deployments, squeezing in too many key steps at the last minute might
diminish the quality of your testing and rollout. If you schedule the simplest
components of your deployment first and leave the most complex and riskiest
components to the end, you reduce the amount of time available to resolve more
complex problems.

A schedule that considers risk assessment can minimize the likelihood of serious
problems. The following guidelines can help you create a risk-driven schedule:

Base the schedule on task-level estimates. Begin with task-level estimates and
work up through team schedules, then integrate the schedules of multiple teams.
Basing your schedule on bottom-up, task-level estimates forces you to identify
and resolve the issues that can delay or even derail a project.

Develop high-risk components first. Address the high-risk elements of your
deployment first. The consequences of delays, design changes, or other problems
have less impact on the rest of the deployment when they are addressed early.

Establish major and interim milestones. Milestones are checkpoints against
progress that are verified by testing. Frequent interim milestones let you
reevaluate progress against new information early in the process and reduce the
risk of missing the major milestones.
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Allocate time for unforeseen circumstances. Few major deployments are
completed without being affected by events that disrupt schedules, like the illness
of key personnel, a hardware back-order, or problems with funding. Cushion your
schedule with extra time for those unforeseen circumstances.

Schedule time for project management. It takes time to define the vision, secure
funding, and do all the other project management tasks. Schedule the appropriate
amount of time to manage the project.

Use a project scheduling tool. Project scheduling tools allow you to link tasks

with dependencies and interdependencies, and to identify task owners and task
status quickly. They can also be useful in tracking the progress of the different
teams and their tasks to ensure your project stays on schedule.

Keep the schedule up-to-date. Update the schedule whenever business or
deployment circumstances change, new activities are added, and milestones are
reached.

Keep project leads informed when changes to the schedule are needed.

Defining objectives lets people know when to stop deployment. For example, if
you rolled out Windows 2000 on ten computers and found that you had a
compromised third-party service, you might want to resolve the issue before
continuing.

Windows 2000 Deployment

The final stage in deployment planning is to define how to create a smooth
transition from pilot to production. Your goal is to deploy Windows 2000
successfully and efficiently, with minimum interruption to your users, the
network, and the core business functions of the organization.

Deploying Windows 2000 to the production environment shares many
characteristics with deploying Windows 2000 in the pilot phase. Some
recommended steps to ensure success include:

Phase your deployment efforts. Incremental deployment allows you to reduce risk
and minimize disruption.

Create a deployment backup plan. A reliable and tested backup plan will enable
you to recover quickly and easily if you encounter any problems during the
deployment.
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Create a backup/recovery plan. Because a computer or site disaster can overcome
even the best data protection strategies, you need to have a system disaster
recovery plan. For more information about creating disaster recovery plans, see
“Determining Windows 2000 Storage Management Strategies” in this book.

Provide proper training. Make sure that your support and administrative teams are
fully trained and prepared for the deployment.

Keep end-users informed. Inform and educate end-users about Windows 2000
before you deploy it to their computers. Some organizations require end-user
training before any new technology can be deployed. If this is a strategy you are
considering, allow for additional resources and costs.

Keep teams informed. Make sure the teams are aware of deployment plans as a
whole, the scope of their responsibility and involvement, and any changes to the
plan or schedule.

Schedule major deployment activities for off-hours. You can minimize the impact
to your users and network with thoughtful scheduling of major Windows 2000
activities. For example, wait to deploy Windows 2000 to a specific group until
after that group has completed a deadline or other major project.
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Deployment Planning Task List

Table 3.5 summarizes the tasks you need to perform when planning your

Windows 2000 deployment.

Table 3.5 Deployment Planning Task List

Task

Location in chapter

Define the project scope and both long-term and

short-term objectives.

Map Windows 2000 features to your project

objectives.

Document your current computing
environment.

Conduct a gap analysis.

Define personnel roles and the amount of time

necessary to accomplish tasks.

Set standards for hardware, software, and
network configurations.

Create your administrative documents.
Create your deployment documents.
Develop your deployment design.
Create your communications strategy.
Evaluate capacity requirements.

Identify risks.

Create and maintain a schedule.
Establish an education and training plan.
Develop a test plan.

Plan a pilot project.

Plan for a smooth transition to
Windows 2000.

Project Scope and Objectives

Project Scope and Objectives

Current Computing Environment

Conducting a Gap Analysis

Personnel Requirements

Establishing Standards and
Guidelines

Administrative Documents
Deployment Documents
Deployment Design
Communications Strategy
Capacity Planning

Risk Assessment
Risk-Driven Schedule
Education and Training Plan

Testing and Piloting
Windows 2000

Testing and Piloting
Windows 2000

Windows 2000 Deployment
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CHAPTER 4

Building a Windows 2000
Test Lab

Before you deploy Microsofte Windowse 2000, even in a pilot, be sure to test
your proposed design in an environment that simulates and protects your
production environment. You can verify your design by devising and conducting
tests that reflect conditions in your target environment.

This chapter provides the test manager, as well as your deployment project teams,
with general considerations for designing and running a test lab that meets the
particular needs of your organization. Also, chapters throughout this book address
testing issues with regard to particular Windows 2000 features.

In This Chapter

Getting Started with Your Test Environment 95
Determining the Lab Strategy 100

Designing the Lab 110

Building the Lab 126

Managing the Lab 128

Testing 130

Testing After Deployment 137

Planning Task Lists for Lab Testing 140
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Chapter Goals
This chapter will help you develop the following planning documents:

Lab description
Lab diagram
Escalation plan
Test plan

Test cases

Related Information in the Resource Kit

For more information about planning for application testing, see “Testing
Applications for Compatibility with Windows 2000” in this book.

For more information about planning a pilot in your production environment,

see “Conducting Your Windows 2000 Pilot” in this book.
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Getting Started with Your Test Environment

A key factor in the success of your Windows 2000 project is thorough testing
based on realistic scenarios. Realistic scenarios require a test environment that
simulates your production environment as much as possible. In this test
environment, members of the planning teams can verify their assumptions,
uncover deployment problems, and optimize the deployment design, as well as
improve their understanding of the technology. Such activities reduce the risk of
errors and minimize downtime in the production environment during and after
deployment.

Creating a Test Environment

A test environment encompasses all the locations that support testing without risk
to your corporate network. Many large organizations distribute their test
environments across numerous physical, or even geographical, locations for
testing in various technical, business, or political contexts. The following factors
influence the decisions you make about your test environment:

= Your testing methodology
= Features and components you will test
= Personnel who will perform the testing

A test environment might include one or more labs, and a lab might include one or
more locations. The term lab is used in this chapter to refer to a network that is
designed for testing and is isolated from the corporate network.

For your Windows 2000 project, you might decide to have several independent
labs for different testing purposes. For example, you could have one lab for
network infrastructure and server testing and another lab for client computer and
application testing. Conversely, a single lab might consist of multiple locations.
For example, you could have a network infrastructure lab with multiple locations
connected by a wide area network (WAN) for testing the effects of various link
speeds.

If you are deploying Microsofte Windowse 2000 Server and Microsofte
Windowse 2000 Professional at the same time, many factors influence your
decision about whether the two projects should have separate labs or a shared one.
Some of these factors are:

=  Complexity of your deployment (such as variability in your production
environment and the new features you plan to implement).

= Size, location, and structure of your project teams.

= Size of your budget.

= Availability of physical space.
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= Location of testers.
= Use of the labs after deployment.

The considerations in this chapter apply to labs you design for testing either
Windows 2000 Server or Windows 2000 Professional.

Using the Lab for Risk Management

A well-designed test lab provides a controlled environment for the range of
testing throughout the project life cycle —from experimenting with the
technology, to comparing design solutions, to fine-tuning the rollout process. A
good lab need not be a large resource or capital funding investment; it can range
from a few pieces of hardware in a small room to a full-scale network in a data
center environment.

The test lab is an investment that can pay for itself many times over in reduced
support and redeployment costs that arise from poorly tested solutions. It is an
important part of the risk management plan for your Windows 2000 project. You
can identify risks in the lab when tests uncover problems such as:

= Hardware or software incompatibilities

= Design flaws

= Performance issues

= Interoperability difficulties

= Limited knowledge of new technologies

= Operational or deployment inefficiencies

When testing uncovers problems such as these, the lab can provide the means for
developing and validating alternative solutions. The lab is also the place to:

= Design and validate back-out plans, thus reducing risk to the business during
pilot and production rollouts.

= Learn how to optimize the deployment process, thus reducing the time and
cost spent on deployment activities.

= Develop efficient administrative procedures, thus reducing the time and
personnel required for ongoing maintenance after deployment.

= Verify your progress against the project plan and refine your project schedule.
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Lab Development Process

Figure 4.1 is a flowchart illustrating the phases for preparing the lab for testing. In
the strategy phase, you establish the goals and general approach for the lab. The
decisions you make in this phase influence decisions in the design phase.

In the design phase, you plan and document the logical and physical structure of
the lab. The decisions you make in the design phase determine what you create in
the build phase.

In the build phase, you set up the lab and test the network components before
Windows 2000 testing begins. The design and build phases are iterative: as
knowledge increases, requirements evolve, and the focus of testing changes, you
need to redesign and rebuild components of the lab. You also need to rebuild
components if accumulated changes to hardware, software, or testing
methodology start to affect the test results.
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Testing Process

Figure 4.2 is a flowchart illustrating the phases for planning and conducting tests
in the lab.

The primary activities are:

Creating a test plan that describes scope, objectives, and methodology.
Designing test cases that describe how to conduct tests.

Conducting tests and evaluating results.

Documenting test results.

Escalating problems to the proper people for resolution.

Start

i Create the test plan.

v
E] Design the test cases.

v

. [::] Conduct the tests.

Evaluate the results.

Nor i Document the
Does the test case results.
or lab need revision?

Yes

case or lab. Did the test for resolution.

Yes cCase pass
the test?

——53 Revise the test N Escalate the problem

Test is complete.

Figure 4.2 Process for Planning and Conducting Tests
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Setting Up a Preliminary Lab

If you do not already have a lab, it is important to start working on one as early as
possible in your Windows 2000 deployment project. You need the lab early in the
planning phase for learning about the product, proving concepts, testing various
scenarios against your business model, and validating solutions. Very early in the
project you can select the location, start assessing hardware requirements,
reconfigure existing lab equipment, and perhaps start purchasing or recycling
hardware for the lab.

Your early planning pays off at test time when you have provided adequate space
for the necessary equipment and the proper configurations for accurate tests. As
you make decisions regarding the hardware, software, and personnel requirements
for testing, document them in your test plan. For more information about the test
plan, see “Testing” later in this chapter.

If you plan to build a permanent lab, you might need to obtain management
approval and funding that is independent of your Windows 2000 deployment
project. If so, start the approval process as early as possible.

Early in the planning process your lab can help you establish your basic
namespace design and high-level deployment plan, which you can then use as a
baseline for further testing and development. When you use the lab as a baseline
configuration and then add functionality in stages, you can avoid the problems
associated with designs that are developed independently of each other.

To get started on exploratory testing, you can build an interim lab with two or
three servers and client computers, use an existing lab, or set up a server/client
computer configuration in an office. Then, as you decide on the high-level design,
start putting the pieces together for your formal lab.

Although the lab evolves throughout the project to reflect changes in testing
focus, make sure it is fully equipped and stable prior to prepilot integration
testing.

Determining the Lab Strategy

You might already have a lab that you plan to use for Windows 2000 testing, or
maybe you hope to build a new lab for the project. Regardless of your current
situation, it is valuable to think through your goals for the lab and its long-term
purpose. You might decide that now is the time to upgrade a lab created for
another purpose so that you can use it in the future for change management in
your Windows 2000 environment.

If you already have a permanent lab that you plan to use for testing your
Windows 2000 design, you might want to go directly to “Designing the Lab” later
in this chapter.



Chapter 4 Building a Windows 2000 Test Lab 101

Considering Return on Investment

If you decide to create a new lab for Windows 2000 deployment testing, you
might need to justify the investment to your project sponsors. To help you do this,
take a broad view of all the associated costs. The testing performed in the lab
leads to cleaner implementations and reduced support costs. By using the lab to
develop operational efficiencies, such as automated administrative tools and
remote procedures, you can reduce your organization’s total cost of ownership.
When viewed over time, therefore, the costs of building and maintaining the lab
are likely to be dramatically lower than the costs of fixing problems in production,
redeploying poorly thought out or poorly tested solutions, or managing the
production environment with resource-intensive processes.

Economy of scale is often possible in organizations that build separate labs for
different projects. By consolidating labs and formalizing the use and maintenance
of the new lab, you can let several projects share in the reduced cost of a single
lab. If you decide to share a lab, however, try to choose projects that have
compatible scheduling and equipment requirements It is simpler and less
expensive to add a few new components to upgrade the lab for a new project than
to start from scratch each time.

The more multipurpose you make the lab, the easier it is to justify the capital cost
of the space, equipment, and support needed to build and run it. The lab can serve
purposes ranging from early hands-on training to post-implementation problem
resolution. You might consider the lab as your initial investment in training. You
can even use it for educational purposes such as demonstrating functionality or
deployment processes to management or other groups.

Using the Lab During the Project Life Cycle

To help you justify the cost of the lab, consider the many ways you can use it
throughout the project. This section provides examples of ways you might use
your lab.

Planning

During early planning, project team members use the lab for hands-on experience:
increasing their understanding of the technology, testing their hypotheses, and
uncovering implementation issues and support requirements. This is also a good
time to look for ways to optimize existing operational processes, such as
identifying tasks that can be automated or performed remotely.

As designing progresses, team members use the lab to try out new technologies,
models, and processes while they resolve business requirements. Such prototyping
and modeling leads to business decisions about how you will implement
Windows 2000 features and functions.
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Developing

During development, the lab provides a controlled environment for testing and
evaluating a variety of issues, such as the following:

=  Windows 2000 features

=  Network infrastructure compatibility

= Interoperability with other network operating systems

= Hardware compatibility

= Application compatibility

= Performance and capacity planning

= Installation and configuration documentation

= Administrative procedures and documentation

= Production rollout (processes, scripts, and files; back-out plans)
= Baseline traffic patterns (traffic volumes without user activity)
= Tools (Windows 2000, third-party, or custom)

= Operational efficiencies

Deploying

During the pilot deployment, the lab provides operational teams, such as the help
desk and operations staff, with a place to start planning the ongoing support
structure. You can also use the lab during the pilot and production deployment to
isolate, reproduce, analyze, and correct problems with the deployment process.

Post-deployment

After deployment, the support team can use the lab to reproduce and resolve
problems found in the production environment. The lab also provides a secure
location for testing changes, such as service packs, patches, new applications, or
new desktop configurations, as part of the change management process.
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Figure 4.3 illustrates a variety of uses for the lab and the project phase in which
some activities might occur. The time frames are estimations and do not represent
an actual deployment.

Planning ; Developing

Deploying ; Post-Implementation

Train on Windows 2000 s

Try new technologies

Evaluate features !

Build prototype

Design operational processes |
Test network compatibility |

Test interoperability |

Test tools

Test hardware & software compatibility ¢
Test rollout process -

Analyze and fix problems

Test support process -

Test upgrades and new features "

Figure 4.3 Role of the Lab in the Project Life Cycle

The lab is not the only place where testing occurs. Project team members can also
test functionality on their individual test computers. However, the test lab is the
place to verify that components and features work together in an integrated
environment that simulates your target production environment. The simulated
environment should reflect both the phase-in period, when you have a mix of
functionality, and the end of the project, when you have completely implemented
the new functionality.

Evaluating Lab Models

Many organizations build an ad hoc lab each time they need test facilities for a
new project. Other organizations build a permanent lab that is scalable for various
projects and use it for change management. Both ad hoc labs and change
management labs have their advantages and disadvantages.
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Ad Hoc Labs

Ad hoc labs are set up for a specific project. When the project is over, the
equipment is redeployed for a different use. For example, the equipment might be
used in the production environment, become part of inventory, or be returned to
the vendor.

The short-term costs of an ad hoc lab might be less than a permanent lab because
all the equipment is redeployed for other uses. This view of cost is shortsighted,
however, because a new lab must be built for every project that requires one. Ad
hoc labs can lead to problems such as the following:

=  When a new lab is required for each new project, time becomes a critical
factor. Because teams need the lab early in a project, issues such as the
following arise:

= Can you obtain the appropriate hardware and software licenses in time?
=  Will hardware or software substitutions lead to inadequate testing?

= Can you locate the vendors, models, and versions needed to adequately test
the production mix of hardware and software?

= Can you reserve the physical space needed for building the network
configuration and performing the tests?

= Will the time spent building and debugging the lab reduce the testing time,
possibly resulting in incomplete testing?

=  When many teams are searching for hardware and software licenses, it
becomes difficult to track who is using what and who authorizes purchases.
The resulting lack of accountability can lead to excess expenditures and
increased costs.

Change Management Labs

The problems mentioned in the preceding section present compelling reasons for
building a permanent, formalized lab. After Windows 2000 is implemented, you
can use a permanent lab to test changes to your environment, such as:

= Network upgrades

= Service packs and software patches

= Business application compatibility

= Desktop configurations

=  New hardware platforms

= Administrative and support processes

= Client computer management tools
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A fully equipped, permanent lab that is used for change management has the
following advantages:

Saves costs in the long run.

When viewed across projects, the cost of a permanent lab is likely to be more
reasonable than ad hoc labs for which purchases are not tracked or financial
accountability is diluted.

Reduces risk to your business.

Labs reduce risk to your production environment because solid testing leads to
cleaner implementations. For example, it is tempting to forgo comprehensive
testing of an apparently insignificant change if a test lab is not readily available.
But even a minor change can bring a business process to a halt. Having a
permanent lab for change management makes it easier to test even the simplest
change. The more the lab reflects the production environment, the more valid the
tests can be.

Saves time for the project.

Setup and debugging time are minimized because upgrades to an existing lab are
faster than assembling a new lab each time. The time saving is critical if you plan
to use lab equipment for ongoing developmental prototyping. If you use the lab
for development as well as for testing, you have less time available to assemble it.

Helps equip the lab appropriately.

You might find it easier to justify the purchase of equipment you need for specific
testing requirements if you plan to have a change management lab. With ad hoc
labs, the equipment is likely to be reallocated from another use or purchased to
meet the specifications of its future use and, therefore, might not meet your testing
requirements.

You are also more likely to maintain the proper mix of equipment to accurately
reflect your production environment. As time passes, you can retain the original
equipment and acquire new equipment to reflect the constantly changing, diverse
production environment. Maintaining the proper mix of equipment in the lab
provides for thorough regression testing during the change management process.

Helps establish consistent methodologies.

When you have a permanent lab, you can assign dedicated personnel to support it.
With a permanent lab and continuity in lab management, you can establish
consistent testing processes and techniques which produce consistent results that
can be compared over time.
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Selecting a Lab Model

Many factors contribute to your decision about the type of lab you choose: ad hoc
or change management. The following factors can influence your decision:

= Budget

= Time and staff available for building the lab

= Existing labs

= Physical space or environmental limitations

= Corporate culture

= Project or corporate goals

The first step in making this decision is to assess your long-term testing and risk
management goals. Then, consider the advantages and disadvantages of each
model in relation to your goals.

You might determine that one model fits your goals best, but circumstances seem
to dictate another approach. For example, you might see advantages to having a
long-term lab that you can use for testing software patches and upgrades, but your
organization does not seem to have the budget to build and maintain a permanent
lab. Although you need to weigh the possible outcomes of the opposing solutions,
you might come up with creative ways to support your ideal solution. Ask
yourself questions such as the following:

» How will the decision impact test quality?

= How will the decision impact team training and design support?
= Will the lab also benefit other existing projects?

» Can other projects combine efforts and budgets to share a lab?

= Can you build the lab in stages, starting with the most essential components
and then adding to it as the budget allows?

» Will hardware vendors agree to a special arrangement?

For example, can the vendors provide equipment on loan before it is
purchased, or will they give you the equipment in return for using your
organization’s name for marketing purposes?
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Selecting a Lab Location

Your decisions about the lab model and the lab location are likely to be
interrelated. The location for a permanent lab to be used by a wide variety of
groups requires more consideration than a short-term lab to be used by a few
groups. Room for future growth, for example, is an important issue if you plan to
use the lab long-term. To help you make these decisions, consider the following
questions:

=  What lab facilities already exist? How adequate are they? How easily can you
modify them to fit test requirements?

= Can you consolidate existing labs?

=  What is the scale and complexity of the implementation?

= How do you want to allocate your lab budget? Consider the following:

= Facility and workspace expenses (space, heating, ventilation, air
conditioning, power, cabling, patch panels, server racks, and workbenches).

= Hardware and software.
= Support and other lab personnel.

= Does the lab need to connect to the production network or to other labs? If it
needs to connect to the production network, how will you regulate the
connection and configure routers to protect the production network?

For more information about connecting the lab to the production network, see
“Simulating the Proposed Server Environment” later in this chapter.

Additional issues to consider when selecting lab locations are:

Upgrading or Building New

If you decide to use an existing lab, you might be able to do minor upgrades to
accommodate Windows 2000 testing. For example, you might want to upgrade
the servers to the same amount of memory and hard disk capacity, and to the same
processor type and speed as the servers you plan to deploy.

Accessibility

The lab should be accessible to all of the groups using it. If you implement a
program in which people from outside the project team come to test their own
applications, the lab should have facilities, such as parking, to accommodate
visitors.

Security
Ensure that you can physically secure the lab to protect your equipment from
unauthorized use.
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Space

Whether you build a new lab or upgrade an existing one, space is a major
consideration. Windows 2000 in itself does not require sophisticated, expensive
equipment to get up and running. Because it is important to simulate the
production environment as closely as possible, the complexity of that environment
influences the complexity of the lab. '

Factors in your current and proposed production environment that can determine
the complexity, and therefore the space requirements, of your lab include the
following:

=  Number and combination of functions and features you plan to implement.

Do you plan to implement a domain that spans multiple sites? Do you plan to
implement a virtual private network (VPN)?

= Amount of variability in your production environment.

Do you have—and plan to deploy—standard equipment, applications, and
configurations in your production environment? Or will you use many
vendors, models, versions, and configurations?

= Level of complexity in your network configuration.

Do you have more than one type of topology in your production network? Do
you plan to have interfaces between Windows 2000 Server and mainframe,
Macintosh, or UNIX systems?

In addition to factors in your production environment, some test situations can
also affect the complexity of your lab. For example, you might want additional
servers so that you can isolate certain types of testing, as described later in this
chapter.

Space requirements are also influenced by the number of people you think will
participate in testing. Consider how many users you need to accommodate at one
time.

Environmental Conditions

The lab location should support suitable environmental conditions, such as
temperature, humidity, and cleanliness. These requirements are similar to those of
your data center. The lab location should also support your power, cabling, and
network connectivity requirements.
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Number of Locations

In certain cases, you might want your lab to have multiple interconnected
locations so that you can test the effect of geographically separated network
segments. For example, if you plan to implement Microsofte Active Directory™
directory service with multiple Active Directory sites, you might want to test
replication over a similar WAN or Internet connection. For more information
about Active Directory sites and replication, see “Designing the Active Directory
Structure” in this book.

In other cases, you might want to have multiple independent labs for different
uses. You might want a separate lab for application testing or perhaps separate
labs for Windows 2000 Server and Windows 2000 Professional testing.

Testing in a Distributed Lab Environment

A lab environment can be distributed across numerous physical, or even
geographical, locations. The case studies presented here describe how two
organizations decided to use labs in this way.

Case Study 1: Functional Lab Sites

A large high-technology hardware manufacturer is organized along functional
lines. Its regional offices are located at various geographical sites, selected for
proximity to the suppliers and vendors who support each region’s particular
function. This manufacturer developed a lab that spans three of its major United
States sites, ranging across Southwestern and Western states. Each lab location is
designed to test the functions and configurations used for that site’s business.
Each one is a permanent lab that is used for change management of the production
environment.

Eventually the organization plans to expand the lab to encompass remote
international locations, such as cities in the Far East, Middle East, Eastern Europe,
and the British Isles. The organization will use these remote sites to design and
test solutions for the challenges of a global enterprise, such as:

= Connectivity in controlled countries

= Slow links

= [Intermittent links

=  Multiple languages

= Multiple time zones

= International currencies

= Variations in computer and networking hardware
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Case Study 2: Contingency Lab Sites

Another organization finds it important to be prepared in case of a disaster. This
organization wants its geographically separated sites to be ready to function in the
role of a centralized Information Technology (IT) department, if required. In this
organization, the lab is a permanent change management lab that is also used for
disaster-recovery testing.

In the event of a disaster, production machines at the selected location would be
used to perform the IT department functions. To be in a state of readiness, the
organization performs testing in the lab to ensure that all the needed hardware and
software components are available and can function properly at the alternate
location. These tests include the following:

= Loading applications and databases
= Setting configurations

=  Running applications

Designing the Lab

Before you design the lab, you need to have a high-level deployment plan. You
might need to know, for example, the proposed namespace design. You also need
to know the domain architecture and how you will configure servers for services
such as Domain Name System (DNS), Dynamic Host Configuration Protocol
(DHCP), and Windows Internet Name Service (WINS). To ensure that the lab
design reflects testing requirements, the project subteams should provide
information about the hardware, software, and configurations they need.

If you decide to build a permanent lab that you can use for change management
after Windows 2000 is deployed, the design should be flexible enough, both in
space and layout, to accommodate the future.

The more planning that goes into designing the lab, the more the tests can
accurately reflect the actual implementation.



Chapter 4 Building a Windows 2000 Test Lab 11

Prerequisites for Designing the Lab

Because the lab should simulate the environment where you will deploy
Windows 2000, you need information about your current and proposed
environments before you can design the lab. Microsofte Systems Management
Server (SMS) can help you collect information about your current system. For
more information about using SMS to inventory your system, see “Using Systems
Management Server To Analyze Your Network Infrastructure” in this book. The
information about the proposed environment should be available in the planning
documents produced by the project team. In addition to a high-level
understanding of Windows 2000 features and functionality, you need the
following information:

= The current network design (logical and physical).
= The proposed Windows 2000 design.

= Alist of features to evaluate and explore.

= An inventory of existing hardware (servers, client computers, and portable
computers).

= A list of hardware proposed for Windows 2000.

This list might evolve during testing, but you need an initial list to equip the
lab.

= A list of administrative tools (Windows 2000, third party, and custom built).

= A list of the upgrades, such as service packs, drivers, and basic input/output
system (BIOS), that you need to install to be ready for Windows 2000.

Designing for Test Scenarios

Strive to design your lab for flexibility. In addition, at a minimum, try to meet the
following two criteria:

= Simulate the proposed environment—design for what you will test.
= Accommodate the testing process—design for how you will test.

Although you might decide to use one lab for both server and client computer
testing, this section presents lab design considerations for each separately.

Simulating the Proposed Server Environment

Plan to test as much of the proposed logical and physical production environment
as possible, including computer hardware, network topology, WAN connections,
domain architecture, services, databases, business applications, administrative
tools, security model, application deployment methodology, and network server
storage methods.
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This section presents some considerations for designing a lab to test

Windows 2000 Server. The issues presented here might not apply to all

Windows 2000 Server implementations. Focus on the considerations that apply to
your design.

Server Hardware and Drivers

Use the same type of hardware components and drivers that you use, or plan to
use, on servers in the production environment. Be sure to obtain an updated BIOS
that is compatible with Windows 2000.

Services and Configurations

Use the same services and configurations that you will use in the actual
deployment. For example, duplicate the DNS, DHCP, and WINS configurations.
If you are not planning on using the DNS and DHCP services built into
Windows 2000, include the third-party services you plan to use.

User Accounts

If you are migrating from Microsofte Windows NTe 4.0, set up your domain
controllers as replicas of your production domain controllers, using copies of the
production user accounts. You can use the ClonePrincipal tool to copy production
users to your test domain. For more information about strategies for migrating
user accounts and the tools to use, see “Determining Domain Migration
Strategies” in this book. Coordinate with your IT security division whenever you
copy production data to lab databases.

Domain Structure

If you are implementing Active Directory, simulate the domain hierarchy. For
example, include a forest with multiple trees, a tree with parent and child
domains, and transitive and one-way trust relationships, as appropriate. Reflect
your IT centralized or decentralized administration in the organizational unit.
Include Active Directory sites as appropriate.

Server Strategy

Include file and print servers, application servers, Web servers, database servers,
and other utility servers that are, or will be, in your production environment. If
you plan to use SMS to deploy Windows 2000 Server, include it in the lab.
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Mixed Environments

To accommodate both the mixed environment during a phased rollout and the
Windows 2000 environment after the completion of the rollout, plan for some
domains of the following types:

= Native mode
=  Mixed mode

= Current production operating system

By simulating the interim state, you can determine functional problems that might
occur during the phased implementation. The servers with operating systems other
than Windows 2000 Server should mirror the services in the current production
environment.

Client Computer Configuration

Use the same mix of client computers as in your production environment. If you
plan to deploy Windows 2000 Server first and Windows 2000 Professional later,
include the client computer operating system that you will use until

Windows 2000 Professional is deployed.

If you plan to deploy Windows 2000 Professional first, test for how the extended
server functionality will be introduced into your environment as the infrastructure
is deployed.

If you plan to have a phased rollout, include the same mix that will occur during
rollout. For example, have client computers with Microsofte Windowse 95 and
client computers with Windows 2000 Professional.

Network Topology and Protocols

Mirror the network topology and protocols you use in your production
environment as closely as possible. For example, if your production network uses
both Ethernet and Token Ring, the lab should include both.

WAN Connections

If you have a WAN, the lab should have routers to test network latency. If you
have the facilities and budget, you might want to set up a secondary lab ata
remote location to test network latency across the WAN link. For example, you
should test domain controller and Global Catalog replication across the link. If
you have a multinational organization, it is recommended that the secondary lab
be in a different region of the world to test real-world latency problems.

If you do not have a secondary lab location where you can test the WAN link, you
can cable two routers together in the same lab and use a link simulator to test the
link.
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Remote Connectivity

Provide the same types of remote connectivity, such as Routing and Remote
Access Service and VPN, to allow you to test Point-to-Point Tunneling Protocol
(PPTP), Internet Protocol Security (IPSec), Layer 2 Tunneling Protocol (L2TP),
and Demand Dial Routing.

Peripherals

Include a representative sample of the types of peripherals used in your
production environment. For example, include the same types of printers and
scanners, along with their associated drivers.

Interoperability

If you plan to implement Windows 2000 Server so that it operates with networks
or computers using another operating system, mimic the interoperability
infrastructure. For example, include connections to mainframe hosts, UNIX
systems, or other network operating systems. To keep your lab configuration and
test suite manageable, decide which interoperability scenarios are most important
to your organization and focus on those.

Administrative Tools

Include the tools (Windows 2000, third party, or custom built) that you currently
use or plan to use for server-based administrative tasks. You need to test the tools
for compatibility and effectiveness in the new environment.

Fault Tolerance Techniques

Test any fault tolerance techniques you plan to use in your production
environment. For example, if you plan to use clustering, include a clustered server
in the lab.

Terminal Services

If you plan to implement Terminal Services, install the appropriate mix of
applications on the server. You need to understand the impact of running
applications in a multi-user environment. You might need to modify the default
operating environment for some applications to obtain the desired functionality.
For more information about Terminal Services, see “Deploying Terminal
Services” in this book.

Note If you are concerned that some of your critical applications might not be
compatible with Windows 2000 Professional, consider installing Terminal
Services. You can install Terminal Services on a Windows NT 4.0 server and set
up your Windows 2000 client computers to access the applications with problems
from that server. Think of this approach only as a contingency plan to avoid last
minute schedule slips.
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Production Network Connectivity

You should isolate the test lab from your corporate network. If you need to
provide a connection from the lab to the corporate network, plan for ways to
regulate and control the connection and devise a way to quickly terminate the
connection.

Design router configurations to protect the production network. For example,
consider using a multihomed router with two network adapters to connect the lab
to the production network for specific, controlled uses. Configure the router so
that the production network can access the test network, but the test network
cannot access the production network. This approach protects the production
environment from anything going on in the lab but allows a user in production to
access resources in the lab. For example, you could use this approach to test logon
scripts on a lab server with a small number of users before moving the scripts to a
pilot in the production environment.

Simulating the Proposed Client Computer Environment

Design the client computer lab so that you can test the same functions and
features you use in your production environment. Include the same types of
hardware, applications, and network configurations. This section covers some
considerations for designing a lab to test Windows 2000 Professional. The issues
presented here might not apply to all Windows 2000 Professional
implementations. Focus on the considerations that apply to your design.

Client Computer Hardware

Include at least one client computer for each vendor and model that is to run
Windows 2000 in your production environment. If your organization uses laptops,
docking stations, or port replicators, be sure to include those vendors and models
as well. Be sure to obtain an updated BIOS that is compatible with

Windows 2000.

It is recommended that you develop a standard hardware configuration for
Windows 2000 Professional as part of your deployment project. Your lab testing
can help you define and refine a standard configuration. As you define hardware
configurations, verify that the components are compatible with Windows 2000.
For example, you might need to verify compatibility for the following
components:

= Universal serial bus (USB) adapters

=  Compact disc (CD) and digital video disc (DVD) drives
= Sound adapters

= Network adapters

= Video adapters
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» Small computer system interface (SCSI) adapters
= Mass storage controllers

= Removable storage devices

= Pointing devices (mice, trackballs, tablets)

= Keyboards

To determine compatibility, look up the components on the Microsoft Hardware
Compatibility List (HCL), which you can find at http://www.microsoft.com by
searching with the keyword “HCL.” The HCL includes all the hardware that
Microsoft supports. If your hardware is not on the list, contact the vendor to find
out if there is a driver. If your components use 16-bit drivers, you need to obtain a
32-bit driver.

You can also use Windows 2000 Professional Setup to check for hardware
compatibility. Run Setup in check-upgrade-only mode to obtain log files that
indicate hardware and software incompatibilities and device drivers that need to
be updated. The command line format for check-upgrade-only mode is:

winnt32 /checkupgradeonly

On computers running Windows 9x, the log file, called Upgrade.txt, is located in
the Windows installation folder. On systems running Windows NT, the log file is
called Winnt32.log and is located in the installation folder.

If updated device drivers for your devices are not included with Windows 2000,
contact the vendor to obtain an updated driver.

Once you decide on the standard hardware configuration, inventory the computers
in your production environment to determine which ones need to be upgraded
before you deploy Windows 2000. For information about how to use SMS to
perform the inventory, see “Using Systems Management Server To Analyze Your
Network Infrastructure” in this book.

For more information about developing client computer standards, see “Defining
Client Administration and Configuration Standards” in this book.

Network Connectivity

Provide connectivity to the same types of networks that you use in the production
environment, such as a local area network (LAN), a WAN, or the Internet.

If you plan to use Routing and Remote Access or a proxy network service in the
production environment, include these types of connections in the lab.
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Server-Based Services
Configure servers for the services used in the production environment. For

example, include services such as:

= DNS, WINS, and DHCP

= Directory services (such as X.500 and NetWare)

= File sharing

= Network printing

= Server-based line-of-business applications, both centralized and decentralized
= IntelliMirror

Remember to provide for administrative services such as:

= Remote operating system installation
= Server-based application deployment
= Tools for managing client computers (SMS, for example)

Domain Authentication

If your organization uses, or plans to use, domain authentication, simulate your
authentication configuration in the lab. If you are migrating from

Windows NT 4.0 to Windows 2000 Server, plan for authentication in the mixed
environment that will occur during the phased rollout.

Network Management Services

Include network services used in your environment, such as Simple Network
Management Protocol (SNMP).

Network Protocols

Use the protocols you plan to use in the production environment. Verify the
protocols you use on client computers before connecting them to the production
network.

Applications

You need licenses for and access to the software for all applications, stand-alone
or server-based, that are to be supported on Windows 2000 Professional client
computers. For more information about testing applications in a lab, see “Testing
Applications for Compatibility with Windows 2000” in this book.

Peripherals

Include a representative sample of the types of peripherals, such as printers and
scanners, used in the production environment.
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Server Platform Interoperability

Simulate the server platforms to be accessed by Windows 2000 Professional client
computers. If you have a separate server lab, consider connecting the client
computer lab to it instead of installing servers in the client computer lab. You
might need to establish connectivity to the following systems:

=  Windows 2000 Server

= Windows NT

= Mainframes supporting 3270 emulation
= UNIX

= Other network operating systems

If you plan to deploy Windows 2000 Professional at the same time as

Windows 2000 Server, include any type of server that a client computer can
access during the deployment period, unless these tests are to be performed by the
Windows 2000 Server team.

Desktop Configurations

As part of your Windows 2000 Professional project, your organization might
decide to evaluate standard client configurations and Group Policy for managing
them. Lab tests can provide information for recommending specific configurations
and Group Policy objects to management. If you decide to perform this type of
evaluative testing, include side-by-side comparisons of different configurations
and Group Policy settings.

Plan to have enough computers of the same make and model to allow for the side-
by-side evaluations. Evaluate client configurations based on performance, ease of
use, stability, hardware and software compatibility, functionality, and security
model. Evaluate Group Policy objects by verifying that they produce the desired
result, particularly when more than one applies to a configuration, and that the
resulting logon time is acceptable.

Performance

Use the lab to start evaluating the impact on your network traffic by testing for
changes in baseline traffic patterns without user activity. For more information
about performance concepts and monitoring tools, see “Overview of Performance
Monitoring” in the Microsofte Windowse® 2000 Server Resource Kit Server
Operations Guide.

Production Network Connectivity

Your client computer lab, like the server lab, needs to be isolated from the
corporate network. If you need to provide a connection from the lab to the
corporate network, plan how you will use routers to separate the two networks.
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Accommodating Test Processes

Because some tests alter the lab environment, they can inadvertently influence
other tests. Care must be taken to isolate, coordinate, and manage these types of
tests. For example, server upgrade tests change the state of the servers. Address
scenarios such as these in the lab domain design. Other scenarios might need to be
addressed in the lab management procedures. For example, schema changes affect
the entire forest, so schedule this type of test and communicate it to other lab
users.

Remember that the lab needs to change frequently to reflect the current focus of
testing. Make backups of baseline configurations so testers can quickly restore a
computer to its prior state. Be sure to test the restore process. Document the
backup files and store them in a safe, accessible place.

Designing Domains for Testing

Design the lab domain structure to provide consistent setup and configuration so
that testers can rely on a known-state infrastructure. For example, allocate a single
domain for migration and mixed-mode testing. If you do this, the domain should
always be in the mixed-mode state except for scheduled periods when it is rolled
back to the prior state to test the migration process. In this way, lab users always
know what to expect.

To summarize, design the lab domain hierarchy to segregate tests into separate
domains. Examples of the types of tests that might require separate domains are:
= DNS

= Native mode

= Mixed mode

=  Migration process

= Replica of production data

Case Study for Designing Test Domains

A large manufacturing company designed its lab with specific testing in mind.
Figure 4.4 illustrates the logical domain structure of the lab.

This company created a root domain with four child domains. The domain
structure allowed the project team to use a separate domain for each of these types
of tests:

=  Windows 2000 Server functionality in a native mode domain, including
printing.

= Virtual private networks.
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=  Mixed mode interoperability and the migration process.
= Microsofte Exchange Server integration with Windows 2000.

An isolated domain allowed the team to test DNS without affecting any other

domain.com dnstest.reskit.com
DNS general testing DNS testing

I
O

Windows NT 4.0
Domain

/
ANRANRYAN

native.domain.com  vpn2.domain.com mixed.domain.com xch.domain.com
Native mode VPN Migration Exchange
testing testing Mixed mode testing
testing

Figure 4.4 Example of Test Lab Logical Domain Design

Documenting the Lab Configuration

As you design the lab, document it with both a text description and a diagram.
Post the diagram in the lab to provide easy access to lab information and to keep
lab users up-to-date on design changes. Testers can use the lab description and
diagram when they design test cases to ensure that the test plan is comprehensive
and that tests are reproducible.
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Lab Description

Include the following types of information in your lab description:

Domain structure, including:

Forest and tree hierarchy.

Group Policy objects (settings and where they apply).
Purpose for each domain.

Method for populating user account data.

Trust relationships (transitive and explicit).

Domain controllers, including:

Primary Domain Controllers (PDCs) and Backup Domain Controllers
(BDCs), if migrating from Windows NT 4.0.

Servers to be promoted to domain controllers, if migrating from any other
operating system.

Member servers, including the services that will run on them.

Client computers, including:

Computer make and model.

Amount of memory.

Processor type and speed.

Hard disk capacity.

Graphics cards (type, resolution, and color depth).

Use of lab design for specific tests, including:

Mixed and native mode testing.

Dial-up and other remote testing.

Interoperability testing (UNIX, mainframes, and other systems).
Replication and Active Directory site testing.

WAN link testing.
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Lab Diagrams

The lab diagram should show both the logical and the physical structure of the
lab. Depending on the complexity of your lab network, the logical and physical
views can be combined into one diagram.

Logical Diagram
Include the following information in the logical diagram:

Domain hierarchy, including forests and trees.
Domain names.
Active Directory sites.

Special service servers (domain controllers, Global Catalog, DNS, DHCP, and
WINS), with the following information:

=  Computer name

= Internet Protocol (IP) address
= Server function

Transitive trusts.

Explicit one-way trusts.
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Figure 4.5 is an example of a logical diagram. This lab has one tree, which
consists of a root and three child domains. Double-headed arrows indicate
transitive trusts between the Windows 2000 domains. The Windows NT 4.0
domain has explicit one-way trust relationships with the Windows 2000 tree. This
lab does not have Active Directory sites. At this stage in testing, the lab includes
domain controllers, some of which are also DNS servers$ supporting the dynamic
update protocol, DHCP servers, and one global catalog server.
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DNS e Domain
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- 172.16.56.1
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- 172.16.52.1

win2kdc02
172.16.48.1

, Ny
" DG Windows NT 4.0 Do B
DNS . DHCP » DNS DNS
americas.domain.com asiapac.domain.com europe.domain.com

Figure 4.5 Example of a Test Lab Logical Diagram
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Physical Diagram
Include the following information in the physical diagram:
= Network components, such as:

= Routers and bridges.

= Hubs.

= Link simulators.

= Proxy servers.

= Sniffers and traffic generators.

= Analog and ISDN lines.

= LAN, WAN, and Internet connections and speeds.
= Servers, including:

= Domain name.

= Computer name.

= ]P address.

= Server function.
= (Client computers, including:

= Computer name.

= [P address, if you use static addressing.
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Figure 4.6 is an example of a physical diagram. This physical diagram is for the
same lab as the logical diagram in Figure 4.5. In this diagram, you see the three
subnets for the three child domains. Each subnet has both a Windows 2000
Professional client computer and another type of client computer. The lab uses
simulated Frame Relay links and has a UNIX server.
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Figure 4.6 Example of a Test Lab Physical Diagram
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Building the Lab

Once you have designed and documented your lab, have your project subteams
review the plan to ensure that all the necessary conditions have been addressed.
When the lab plan has been approved, you can start acquiring and installing the
hardware and software.

If you plan to rebuild the lab periodically as your testing focus changes, consider
using tools or products such as SMS to manage the lab changes. Also consider
using the Remote OS Installation feature to help you rapidly make changes to the
client computer configurations in the lab. For more information about using
Remote OS Installation to automate client computer installations, see
“Automating Client Installation and Upgrade” in this book. Active Directory
Service Interfaces (ADSI) and Windows Script Host can help you quickly create,
delete, or change users, groups, and organizational units in your lab environment.

As you build and rebuild the lab, document in chronological order every change
you make to servers and client computers. This documentation can help you
resolve problems and understand why a specific computer behaves as it does over
time. It can also help you reverse recent changes to solve a short-term problem.

Building the lab involves the following steps:

= Acquire hardware and software, including administrative tools.

You can either purchase or redeploy equipment. Which you do depends on
your budget and the lab model you select. In either case, it is important to
obtain equipment that adequately tests your deployment and that mirrors your
production equipment.

Make sure the hardware you use is on the Microsoft Hardware Compatibility
List (HCL). You can also contact your vendors to find out if your products are
ready for Windows 2000. Make sure your vendors actively support

Windows 2000 with your hardware.

Use the same models from the same vendors as the hardware and software you
will use in your production environment. This guideline applies to:

= Hubs, switches, routers, and bridges
= Network adapters
= Server computer hardware and operating systems

= Client computer hardware and operating systems ‘

= Install and configure network components. Label all network cables.
= Test all network connections.

Testing the network before you install the servers makes it easier to locate and
solve problems.
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Install and configure all servers.

If you are redeploying servers, you might need to upgrade them to
accommodate Windows 2000 Server. Use the same memory, disk capacity,
and CPU speed that you plan to deploy. Be sure to check for viruses and
defragment the hard disks.

Install the appropriate operating system, either Windows 2000 Server or the
operating system from which you plan to upgrade. Partition the hard disks in
the same way you plan to partition them during deployment.

If you are upgrading your domain controllers, back up the servers before you
upgrade them. Test the backups and store them in a safe place. By making
reliable backups, you avoid intruding on your production environment if your
upgrade process changes or fails or if you need to restore to the original state.

If you are purchasing new equipment, burn in the components for two or three
days to be sure they are working properly.

Install application software when you are ready to include it in testing. Install
all server-based applications such as Microsofte BackOffices and business
applications that are in your production environment.

Build or load copies of the associated databases. Install the administrative
tools that you use or plan to use.

Install tools for testing and administration. If you are planning to verify
network traffic or test performance, you might want to include a hardware
sniffer or a software sniffer.

If you are implementing Terminal Services, install a representative set of
applications so you can test concurrent users.

Install and configure all client computers.

If you plan to create backups for restoring baseline configurations, set up the
baseline configurations and make the backups.

For example, if you plan to upgrade Windows 95 to Windows 2000
Professional instead of performing a clean installation, back up a Windows 95
client computer that is loaded with your standard set of applications.

The baseline configurations should include all the service packs that are
supported in your environment. Be sure to test and document the restore
process.

Test the individual components in the lab to isolate problems that are not
related to Windows 2000 Server and deployment.

When testing starts, you will want to spend your time debugging deployment
problems, not fixing problems with the lab.

If you need to provide connectivity to the production network, configure and
test routers to isolate the lab from production.
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Managing the Lab

If your lab is to be permanent or used by many groups, you might need to assign
someone to manage it. This is particularly the case if the lab is to be used by
several groups for testing during the change management process. Smaller labs or
labs used by a single team might not need to have an assigned manager. Even if
you decide not to assign a full-time manager, select someone to be responsible for
the lab.

Regardless of your decision about a lab manager, establish a good communication
system to disseminate information about the availability and state of the lab. Lab
users need to know when they can perform their own tests, whether their testing
will disrupt any other tests, and what state the lab is in. For example, if a domain
in the lab is used for testing the migration process as well as mixed mode
functionality, lab users need to know if the computers are ready for an upgrade or
have already been upgraded.

If you decide to have a lab manager, weigh the tradeoffs and costs of hiring a
dedicated lab manager against assigning the role to a project team member. Which
decision you make depends on the size and complexity of the lab. The extra duties
as lab manager might be too demanding in addition to other project
responsibilities.

Lab Management Responsibilities

A lab manager is responsible for the following types of tasks:

=  Procuring hardware and software.

= Managing network taps and server capacity and configurations.

= Managing hardware and software configurations and updates.

=  Coordinating testing among subteams (who tests what and when).

If tests require server or client computer configuration changes, the changes
need to be scheduled and communicated to the other lab users.

= Developing and monitoring the change control process.

The change control process defines who is allowed to make changes to the lab
environment.

= Maintaining lab documentation (such as lab descriptions, diagrams, and
processes).

= Establishing physical security.

The lab manager takes measures to prevent unauthorized use of lab equipment
and manages lab access with keys or electronic locks.

= Setting up an inventory control system.
= Establishing a lab budget for support costs.
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= Labeling hardware, including cabling.
= Resolving environmental problems.
= Implementing a preventative maintenance program for equipment.

= Establishing an approval process for removing any equipment (borrowing, for
example).

= Making periodic server backups.
= Ensuring the lab is kept clean and orderly.

Ultimately, a lab manager is responsible for making the lab as usable and flexible
as possible. All of the processes designed to accomplish these tasks should
facilitate, not inhibit, use of the lab.

Developing Lab Guidelines

It is recommended that you develop and implement guidelines for how team
members should use the lab. Make the guidelines easy to remember and follow,
with the intent to clarify rather than to dictate. Identify and document the
following:

Roles and responsibilities. Identify who is responsible for tasks such as
scheduling lab use and performing backups.

Facilities and guidelines for special types of tests. For example, identify the
domains and configurations team members should use for testing the migration
process.

Change control guidelines for the lab. Identify who is allowed to make
configuration changes. Define the approval process for change requests. For
example, identify who can make schema changes and who should be notified
when a change is made. Define the documentation required whenever someone
makes a change to the lab.

Initialization procedures for servers. Document the steps for installing,
configuring, and populating domain controllers and member servers. Include DNS
settings if you do not use the DNS built into Windows 2000.

Lab restore procedures for testing rollout. Document the steps for restoring
domain controllers to their original state and for refreshing user account data.
Document all server configurations. Test the refresh process before you begin
migration testing.

Restore procedures for client computers. If you plan to rebuild client computers
frequently to test various configurations, document the tools to be used to quickly
restore the computer to a known initial state. For example, you might want to use
RIS.



130 ‘Part1 Planning Overview

Testing

Good testing reduces the risk to your business when you introduce changes into
your production environment. Thorough testing, however, requires careful
planning. If you want your tests to accurately reflect how your proposed design
will work, you must design them to realistically represent the conditions and
variations in your environment. Even a well-designed test lab cannot compensate
for a poorly designed test.

As a key component of risk management, testing:

= Validates that your design satisfies the business and technical requirements
identified for your Windows 2000 project.

=  Uncovers potential risks to your production environment.

= Uncovers potential risks to your project schedule.

When planning your tests, keep in mind that it is not feasible to test everything.
Instead of trying to test every combination, focus on limits. For example, test the
slowest client computer, the busiest server, or the least reliable network link. In
addition, focus on areas having the greatest risk or the greatest probability of
occurring. It is important to keep your suite of test cases manageable.

Testing continues throughout the entire project, evolving from component level
(or unit) testing to integration testing defined as follows:

Unit Tests

These tests validate that individual features, components, or applications function
properly. Unit testing begins when design starts and continues until your design is
stable. It is iterative with design—test results validate the proposed design or lead
to modifications. Architects and developers typically conduct unit tests.

Integration Tests

These tests validate that features and components work together cohesively.
While unit tests address the depth of a component, integration tests address the
breadth of a system.

Integration testing occurs after unit testing, when the design is stable. As the
design falls into place, tests become increasingly complex and integrated until
they encompass full interoperability of features and components. Integration
testing requires a fully equipped test lab, where testers can carefully control test
configurations and conditions.
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It is recommended that integration tests be performed by a group other than the
designers. Many organizations have testing teams who plan and conduct
integration tests. In addition to verifying that the technology works as proposed,
integration testers should look at test results from a business point of view: they
should think about how the end user will work with the solution and how the
solution performs in that use. They also should verify that the proposed solution
meets the business and technical requirements for the Windows 2000 project.

Defining an Escalation Plan

Before you begin testing, define an escalation plan for the project team to use
when problems arise. The escalation plan should address these issues:

=  Where do team members post test failures and other issues? Do they enter both
in the incident tracking system or do they enter issues elsewhere, such as at a
Web site?

= What steps do they follow before posting the issue or problem? For example,
does the problem need to be reproduced? By whom?

» What information do they include when posting the issue? Examples are:

= Contact information (phone number, pager number, and e-mail address for
subteam lead and external support)

= Status of the problem (new or ongoing)
= Priority and business justification of the problem

= Sequence of events leading to the problem (include relevant information
such as IP addresses and domain name)

= Causes (known or suspected)

= Troubleshooting information (traces, diagnostics)
=  How do they notify the design group of the issue or problem?
=  Who reviews and resolves issues?

=  What is the notification hierarchy?

Creating the Test Plan

Early in your Windows 2000 planning, each design subteam should write a test
plan that describes how they will test their specific technology. For example, the
networking team might write a test plan that describes how they will test
networking features. All members of the subteam should review and approve the
test plan before testing begins. From the test plan, test cases (or scenarios) are
developed to describe how to test each feature or function. Test cases are
described in more detail in the section “Designing Test Cases” later in this
chapter.
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The test plan applies to both unit and integration testing. It provides the big
picture for the testing effort and should address the topics that follow.

Scope and Objectives

In this section of the test plan, describe what you will and will not cover in your
testing. For example, you might limit your testing of client computer hardware to
the minimum supported configurations or the standard configurations.

Describe what you want your testing to accomplish. For example, one
organization had an objective of migrating the Windows NT 4.0 environment to
Windows 2000, component by component, keeping the access control lists
(ACLs) and Exchange permissions intact. Another organization had an objective
to measure network traffic and observe server performance during specific
directory service tasks.

Testing Methodology

Describe the general strategy you will use for your testing. For example, your
strategy for testing schema changes might be to configure an isolated domain in
the lab where schema changes can be applied without affecting other lab tests.
This section of the test plan might include the following descriptions:

= Domain architecture used for the test

= Tools and techniques used to conduct the tests or to measure results

= Automated techniques used for tests

Resources Required

Itemize the following types of resources that you require to support testing:

Hardware For example, identify the standard configurations you plan to support
for client computers. Include components such as video cards, modems, and
external drives.

Software For example, include Microsofte BackOfficee or other server-based
products that you need to test.

Databases Include databases that you need to set up for testing applications. It is
recommended that you include a description of resources, such as personnel and
production data, that you need to populate the databases.

Personnel Describe the number of testers you need and the skill level you
require. Include consultants and other support personnel.

Training Specify the Windows 2000 training that your testers need to understand
the technology they are testing.
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Tools For example, include link simulators for testing WAN links if you do not
have a second lab you can use for this purpose. Include any tools you need to
automate testing and to track test results.

Features and Functions

Include a list of all the features or aspects of features to be tested. This is a list of
what to test, not how to test. Some organizations include a list of tests as an
appendix to their test plan. Other organizations create a separate document, or test
specification, that lists the tests and briefly describes what each test must cover.
Still other organizations include the list of tests as tasks in their project schedule.

The following is an example from one organization’s test specification:

Test 1 - Trust retention

Description: all trusts to and from a domain should be retained when the
domain controllers are upgraded to Windows 2000. Use the Domain Tree
Manager to view the trusts. If the trusts do not appear, then the test
failed.

Note that the description does not include instructions on how to perform the test.

Later in the project, team members develop detailed procedures that describe how
to perform each test listed in the test plan. The section “Designing Test Cases”
later in this chapter provides more information about developing test procedures.

Your test plan should address the following types of tests:

= The functionality of each feature and service you will implement.

= Interoperability with existing components and systems in the production
environment, both during and following a phased rollout. These tests include
the mixed environment that will occur during your phased rollout and the
Windows 2000 environment after the completion of your rollout.

= Hardware and driver compatibility for every type of computer that will run on
Windows 2000.

= Application compatibility for every application that will run on
Windows 2000.

= Baselines and stress tests for capacity planning.
= Baselines for performance monitoring.

= Optimization of configurations, such as for standardized desktops on client
computers.
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=  Procedures for deployment and post-deployment administration, such as
upgrading a client computer and back-out plans.

= Tools and utilities.

For more information about planning for application compatibility testing, see
“Testing Applications for Compatibility with Windows 2000 in this book.

Risks

Describe the known risks that could prevent successful testing. For example, the
test lab might be behind schedule, hardware or software might be unavailable, or
testers might be working on other projects or need additional training.

Schedule

Draft a schedule that includes each test you listed in the test plan. The schedule
can help you coordinate lab use with other subteams.

Designing Test Cases

A test case is a detailed procedure that fully tests a feature or an aspect of a
feature. Whereas the test plan describes what is to be tested, a test case describes
how to perform a particular test. You need to develop a test case for each test
listed in the test plan or test specification.

Test cases should be written by someone who understands the function or
technology being tested and should go through a peer review.

Test cases include information such as the following:

= Purpose of the test

= Special hardware requirements, such as a modem
= Special software requirements, such as a tool

= Specific setup or configuration requirements

= Description of how to perform the test

= Expected results or success criteria for the test

Designing test cases can be a time-consuming phase in your testing schedule.
Although you might be tempted to take shortcuts, the time you spend will pay off
in the long run. You can conduct tests faster when they are carefully planned.
Otherwise, testers spend time debugging and rerunning tests.
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Organizations take a variety of approaches to documenting test cases; these range
from developing detailed, recipe-like steps to writing general descriptions. In
detailed test cases, the steps describe exactly how to perform the test. In
descriptive test cases, the tester decides at the time of the test how to perform the
test and what data to use.

Some advantages of detailed test cases are that they are reproducible and they are
easier to automate. This approach is particularly important if you plan to compare
the results of tests over time, such as when you are optimizing configurations. A
disadvantage of detailed test cases is that they are more time-consuming to
develop and maintain. On the other hand, test cases that are open to interpretation
are not repeatable and can lead to debugging time that pertains more to the test
itself than to what is being tested.

It is recommended that you find a compromise between the two extremes, one that
tends toward more detail. Balance thoroughness with practicality to reach your
goal of test integrity and manageability.

Table 4.1 provides an example of the first few steps of a detailed test case:

Table 4.1 Example Test Case

Step Procedure Success Criteria Outcome

1 Log off the server, and  None.
return to the netlogon
screen.

2 Click the domain list to  The local server name
open it. does not appear in the

list.

3 Click the domain list to  The root domain
open it. appears in the list.

4 Using an account with ~ The account logs on to
administrative the server without
privileges, log on to e1Tor.
the server.

Conducting Tests

Before you begin testing, modify the lab setup as necessary to meet the
requirements specified in the test case. When performing tests, follow the written
test case carefully. You need to know the precise steps that the tester performed
before you can accurately assess the results or reproduce the test to compare it

over time.
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As you perform the tests, analyze the results against the criteria in the test case to
determine if the test passed or failed. If a test failed, it might be a problem with
the test itself, the lab setup, or the proposed design. For failed tests, consider
doing the following:

Test case problem. Revise the test case, rerun the test, and document all the
changes that you made.

Lab setup problem. Follow the change control process for the lab, reconfigure the
lab, and rerun the test.

Design problem. Follow the escalation procedure for the project to notify the
proper people about the problem. Prioritize the outstanding problems and track
them until they are resolved and retested. To prioritize problems, consider the
potential impact and the probability that they will occur.

Documenting Test Results

Although you might record problems and bugs in your incident tracking system,
you also need a tracking system for recording tests results. A tracking system
helps you monitor testing progress and the success rate of tests. This information
is useful for management reporting, reviewing trends, and validating staffing
levels.

Some organizations use a paper-based system, documenting the test results on the
test case sheet. Such a paper-based system, however, makes it more difficult to
keep track of what has been tested and to create reports.

One alternative is to purchase a commercial product that tracks and reports test
cases. Another is to develop a database application to organize and manage them.
With these approaches, you can automate reports to monitor test results and
progress. Whatever method you choose, it is important that members of the
project team can access the test log easily. For more information about setting up
a test tracking system, see “Testing Applications for Compatibility with
Windows 2000” in this book.

However you decide to track your tests, it is important to document the results of
each one. Include information such as:

= Tester’s name and department

= Date and time the test was performed

= Windows 2000 product name (Server or Professional)

= Full description of the results

= Resolution of any problem

= Problem numbers entered into the incident tracking system
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Testing After Deployment

Your lab can prove valuable long after you deploy Windows 2000 if you use it as
part of your change management process. The importance of testing changes to
your computing environment—whether you are adding new network
infrastructure components, installing new servers, changing vendors for client
computers, changing configurations, or implementing service packs and patches—
cannot be overemphasized.

Having a lab available—even a well-designed and well-equipped one—is not
enough. To maximize the effectiveness of the lab, define how you will use it to
implement changes in the production environment. Remember to periodically
evaluate your lab components to determine the effects of accumulated changes.
For example, a computer that has had many changes applied to it might not
behave in the same way as a computer that has been newly installed with the same
configuration.

Using the Lab for Change Management

A change management lab is where you test any proposed change to your
environment before implementing it in production, even as a pilot. When you use
the lab to manage change, it becomes part of a larger process. This process
identifies the flow of information and the sequence of activities from the time a
change is proposed to the time it is implemented. The process you develop
depends on the types of changes you perform, the teams involved, and the
corporate culture.
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Many resources are available to help you put together a change management
process in an IT environment. The first step is to write a change management
plan. To begin writing your plan, consider the following issues:

=  Who authorizes changes?

»  How to document and submit a proposal.

= Who analyzes the proposal to determine its importance and impact?

=  What role do methods and procedures play (including the lab)?

= How to document and report the status of a change.

Testing in the lab is one step in the process of making changes to your production
environment. Many enterprises test every patch and service pack until it is
certified before they set up a pilot or limited rollout. When you test changes in a
variety of scenarios and situations, you greatly reduce the risk of encountering
problems during implementation.

Defining the Role of the Lab in Change Management

To reiterate, it is important that you use testing in the lab as part of your process
for implementing changes. It is also important to define how you use the lab in
that process. You can reduce the chance of oversights in the lab by describing the
steps and requirements for common changes. For example, it is helpful to identify
the following:

= Components required before implementing the change in the lab.

= Steps required to implement the change.

= Documentation to be produced in the lab.

= Action to take if lab tests fail.

= Action to take if lab tests succeed.



P e

Chapter 4 Building a Windows 2000 Test Lab 139

Figure 4.7 illustrates how one major organization uses its client computer lab to
test changes to the standard desktop configurations.
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Planning Task Lists for Lab Testing

Use the two task lists that follow as a quick reference for planning how you will
test Windows 2000 for deployment. The first checklist helps you prepare your lab;
the second helps you create, run, and document your tests.

Lab Preparation Task List

Table 4.2 summarizes the tasks you need to perform when designing and building

a test lab.

Table 4.2 Lab Preparation Task List

Task

Location in Chapter

Select a lab model.
Select one or more lab locations.
Set up an interim lab (if needed).

Determine lab space and environmental
requirements.

Determine power and network connection
requirements.

Design and document logical and physical
configuration for the lab.

Determine hardware requirements.

Determine software requirements, including
business applications and tools.

Determine who needs to use the lab.
Determine database requirements.
Determine wiring and network tap plans.

Acquire hardware, including cables and
software.

Acquire workspace equipment, such as
desks, chairs, whiteboards, corkboards,
lamps, telephones, and shelving.

Build and configure the network.
Test network connectivity.
Build and configure the servers.

Install applications and build databases on
the servers.

Determining the Lab Strategy
Determining the Lab Strategy
Setting Up a Preliminary Lab
Designing the Lab

Designing the Lab
Designing the Lab

Designing the Lab
Designing the Lab

Designing the Lab
Designing the Lab
Designing the Lab
Building the Lab

Building the Lab
Building the Lab
Building the Lab

Building the Lab
Building the Lab

(continued)
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Table 4.2 Lab Preparation Task List (continued)

Task Location in Chapter
Install testing and administrative tools. Building the Lab
Build and configure the client computers. Building the Lab

Install applications on the client computers.  Building the Lab

Test all the lab components. Building the Lab

Assign a lab manager. Managing the Lab

Define a change control process for the lab.  Developing Lab Guidelines
Create, test, and document the lab restore Developing Lab Guidelines
process.

Testing Task List

Table 4.3 summarizes the testing tasks you need to perform.

Table 4.3 Testing Task List

Task Location in Chapter
Write a test plan. Creating the Test Plan
Build test cases. Designing Test Cases
Develop escalation procedure. Defining an Escalation Plan
Conduct tests and evaluate results. Conducting Tests
Document test results. Documenting Test Results
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CHAPTER 5

Conducting Your Windows 2000
Pilot

The pilot is the last major step before your full-scale deployment of

Microsofte Windowse 2000. Prior to the pilot, you must have completed
integration testing in your lab environment. During the pilot, you test your design
in a controlled real-world environment in which users perform their normal
business tasks using the new features.

Well in advance of the pilot, your project manager and system designers need to
plan where and how you will perform the pilot. This chapter helps you create a
pilot plan, select users and sites, and determine how to set up your pilot
environment.

In This Chapter

Overview of Conducting a Pilot 145

Creating a Pilot Plan 147

Preparing for the Pilot 153

Deploying the Pilot 155

Evaluating the Pilot 156

Planning Task List for Conducting a Pilot 158
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Chapter Goals
This chapter will help you develop the following planning documents:

= Pilot plan

= Pilot rollout procedure

Related Information in the Resource Kit

= For more information about testing prior to the pilot, see “Building a
Windows 2000 Test Lab” in this book.

= For more information about migrating to Windows 2000 from Microsofte®
Windows NTe version 3.51 or later, see “Determining Domain Migration
Strategies” in this book.

= For more information about automating the Windows 2000 installation for
servers, see “Automating Server Installation and Upgrade” in this book.

= For more information about automating the Windows 2000 installation for
client computers, see “Automating Client Installation and Upgrade” in this
book.
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Overview of Conducting a Pilot

After you verify your Windows 2000 design in your test environment, you need to
test it in your production environment with a limited number of users. A pilot
reduces your risk of encountering problems during your full-scale deployment.

The primary purposes of a pilot are to demonstrate that your design works in the
production environment as you expected and that it meets your organization’s
business requirements. A secondary purpose is that the pilot gives the installation
team a chance to practice and refine the deployment process.

The pilot provides an opportunity for users to give you feedback about how
features work. Use this feedback to resolve any issues or to create a contingency
plan. The feedback can also help you determine the level of support you are likely
to need after full deployment. Ultimately, the pilot leads to a decision to proceed
with a full deployment or to slow down so you can resolve problems that could
jeopardize your deployment.

To minimize your risk during deployment, you might want to have several pilots
or pilot phases. For example, you might have one pilot for your namespace
design, another one for your standard desktop configurations and security model,
and still another one for deploying applications remotely.
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Pilot Process

The pilot process is iterative. You deploy a limited number of computers in a
controlled environment, evaluate the results, fix problems, and deploy another
pilot until you reach the scope and quality that indicate you are ready for a full
deployment. Figure 5.1 illustrates the primary steps for planning and conducting a
pilot.

Start
@

v
[ ] Create the pilot plan.

A 4
E’j Select users and sites.

7
Ej Prepare the users and sites.

A 2
e [ ] Deploy the pilot.

4
[r it ] Support and monitor the pilot.

Obtain feedback and evaluate the results.

<Yes Do you need to change the design or process?

Change the design
or process. No

\d

Ready for production deployment.

Figure 5.1 Process for Conducting a Pilot
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Starting with Information Technology

If you plan to have multiple pilots, start small and gradually increase the scope of
the pilots. Many organizations use their information technology (IT) department
for the first pilot. They begin by building a system that emulates what they plan to
deploy in the production environment; participants use test computers on a test
network. Then these organizations gradually add IT staff to the pilot.

You can use an IT pilot such as this to resolve scalability and performance issues
as you add more and more users to the system. After you have resolved any
problems, you can start your first pilot in the production environment. At this
point, you deploy Windows 2000 on production computers in business units for
end users.

Prerequisites for a Production Pilot

Before you start your first pilot in production, your test lab must be stable and
your testing teams should have finished integration and application testing. Be
sure to validate the components of your design before you implement them on
your corporate network. For example, validate the protocols you plan to use, the
replication traffic across your wide area network (WAN) links, and your backup
and restore procedures. You should not introduce any new technologies or
procedures into the pilot that have not been tested in the lab. If one of your goals
for the pilot is to test the rollout process, the installation team should have
thoroughly developed, tested, and documented the process. Resolve any
outstanding problems with your design or develop a contingency plan.

You also need to develop and validate a series of tests that the installation team
can run after upgrading the computers. These tests ensure that the installation is
working properly before you turn it over to the users.

Before you begin deploying the pilot, obtain management approval of your pilot
plan. Start working on the pilot plan early so that you have your communication
channels in place and the participants prepared by the time you are ready to
deploy the pilot.

Creating a Pilot Plan

The pilot sets the tone for the full deployment, so it is important that you plan
carefully, communicate well with the participants, and evaluate the results
thoroughly. Creating a plan for your pilot helps you think through the issues and
set expectations for everyone involved.
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If you have multiple pilots, you might have multiple pilot plans. For example,
each subteam might have their own pilot and write their own plan. Your pilot plan
should include the following:

= Scope and objectives

= Participating users and locations

= Training plan for pilot users

= Support plan for the pilot

= Communication plan for the pilot

= Known risks and contingency plans

= Rollback plan

= Schedule for deploying and conducting the pilot

When you have your pilot plan ready, ask IT management and management from
the participating business units to review and approve the plan before you
proceed.

Scope and Objectives

The first step in planning your pilot is to define what you plan to include and
exclude (scope) and what you want to accomplish (objectives). Define the scope
and objectives clearly to help you set expectations and identify your success
criteria. If possible, use your objectives to develop metrics for evaluating your
pilot. You should also specify a duration for the pilot, either in terms of time or in
terms of criteria to be met.

Pilot Scope

A pilot extends testing to involve users working on production tasks. Do not
expect to test every piece of functionality during your pilot. Focus on functions
that have the greatest risk and events that have the greatest probability of
occurring.

Define the scope of your pilot by stating what is included and what is excluded.
List the services and features you plan to include in the pilot and what you hope to
accomplish with them. Describe the areas of functionality that the pilot
implementation will affect, to what extent, and in what situations.

List the service and features you plan to exclude from the pilot. If certain aspects
of your design cannot be covered by the pilot, describe them. For example, if you
plan to upgrade using your existing domain architecture and restructure later, the
first pilot might not include the restructure process.



Chapter 5 Conducting Your Windows 2000 Pilot 149

Describe what you expect to happen after the pilot. If you plan to keep some
functions in place and dismantle others, set up expectations about what will stay
and what will go. If you think you might want to dismantle the pilot instead of
keeping it for your production system, set the expectation for backing it out in
your pilot plan. For example, if you are redesigning your namespace, you might
want the option of changing it after the pilot. Specifying information such as this
in your pilot plan sets expectations in the user community ahead of time.

Pilot Objectives

State explicit objectives that your pilot should meet. Use your objectives to
identify criteria for measuring the success of your pilot. Many organizations have
primary objectives such as the following:

= Ensure that the system works properly in your environment.

= Ensure that the design meets your business requirements.

= Build user support for your Windows 2000 project.

Many organizations have additional objectives such as the following:

= Test the deployment process.

= Train the installation team.

= Create documentation for the full deployment.

= Train the support and help desk teams.

= Gather information for estimating future support requirements.
= Train the administrative teams.

= Develop and test end-user training materials.

Pilot Users and Sites

Carefully select the users and sites that you want to participate in the pilot. First
establish your selection criteria and then choose a method for selecting
candidates. Methods you can use include interviews, questionnaires, and requests
for volunteers.

If you have multiple pilots, the type of users you select might vary as the pilots
progress. Eventually, you should include end users that are typical of your
organization. For an early pilot, however, a good group of users has these
attributes:

= Able to derive tangible benefit from Windows 2000.
= Plays a noncritical role in day-to-day operations.

The group should be able to absorb some downtime or performance
degradation if problems occur.
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= Representative of the target environment.

Choose groups or sites that do not have unique requirements or operating
environments because you want the pilot to predict how your design and
rollout will work in your environment at large.

= Performs a variety of activities with a variety of computer hardware.
= Enthusiastic about the Windows 2000 project.
=  Comfortable with technology.

Users who are comfortable with technology tend to be more patient with
problems that occur during a pilot and are more likely to push the system. This
type of user, however, might accept problems that should be supported.
Encourage these users to report every problem they encounter, or you might
find that their learning curve will not represent that of the typical user. When
you plan subsequent pilots and the full deployment, consider the effect of such
differences in user groups.

= Willing to receive training.

Remember that users who are less experienced with technology need more
guidance to prepare them for their role and more support during the pilot.

Determine the number of sites and users for the pilot based on these criteria:

= Goals for the pilot
= Number of functions and features you are testing
= Size of your support staff

After you select your participants, choose one of them as your user liaison. Select
someone who has good communication skills and a good relationship with both
the pilot group and the project team. Work with the user liaison as you plan the
pilot. The liaison can provide you with information about the type of work the
pilot group performs and can prepare the group for their role. To encourage users
to participate and offer feedback, provide an incentive program. For example, you
might give away prizes or have managers give recognition to participants who
make a special effort to contribute during the pilot.

Pilot Training Plan

Well in advance of the pilot, you need to determine how and when you will train
the participants. Identify the resources that you will use for training. For example,
consider hiring an external trainer, holding brown-bag seminars, developing a
train-the-trainer program, or using media technology to broadcast training.
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Many organizations find that it works best to provide training just prior to
installation. Determine what the training should cover and estimate how long it
will take. Limit training to what the users must know to do their work. Remember
to include training in your pilot schedule.

Pilot Support Plan

Be sure to develop your support plan early because you might need to provide
training to the support staff. Your support plan should address who will provide
support, what level of support they need to provide, and how users can report
problems.

Determine who will support the pilot users: will it be the project team, the help
desk, or external resources? If the help desk provides the support, how will you
train them? What will be the role of the project team? If one of your pilot
objectives is to train the help desk, you need resources from both the project team
and the help desk.

Determine what service levels you can support during the pilot. For example,
must critical problems be resolved within a specified number of hours? During
what hours must support be available to the users?

Document the change management and problem management processes for the
pilot. Your process should address these issues:

= How are change requests submitted, approved, tested, and implemented?

=  Where do users post their problems?

Can they report problems to an existing system or do you need a new
mechanism, such as a Web site, where users can log their problems and
questions?

= How will you review, prioritize, and fix problems?

=  What escalation process will you use to notify the appropriate personnel?

Communication

In your pilot plan, describe how you will communicate with participants to
prepare them prior to the pilot and to exchange status reports during the pilot.
Include the type of information you will communicate, to whom, by what means,
and how often. For example, describe how and when you will notify users about
the pilot rollout. For more information about communication strategies, see
“Planning for Deployment” in this book.
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As you determine how you will communicate during your pilot, begin creating the
mechanisms you will use. For example, set up e-mail distribution lists for the
various groups that need to receive specific types of information. You might want
to note the types of information you will send to those on each distribution list.
Set up mechanisms for communicating information about the pilot, such as Web
sites, frequently asked questions, procedures, and status reports.

Pilot Rollback Plan

Schedule

A critical part of your pilot plan is the rollback procedure you will use should the
pilot fail. Develop a detailed procedure that explains when and how to make
backups and how to restore them. For example, will you use image copies or
incremental backups? Document the backup and restore process, and test it.
Choose a safe place to store the backup media and include the location in your
rollback plan.

Specify the criteria for when to use the rollback procedure. For example, you
might establish a system for classifying the severity of problems and describe
which levels warrant backing out of the pilot. You also might decide to have
different rollback plans for different types of problems. For example, you might
develop one procedure for backing out the entire pilot if the problem is pervasive
and another procedure for backing out specific components if the problem is
isolated. You might want an additional procedure for recovering from severe data
corruption in your directory service.

One of the earliest activities in planning a pilot is to start a schedule. Include tasks
for planning the pilot, preparing the users and sites, deploying the pilot, and
testing during the pilot. Remember to schedule time for training users, support
staff, and the installation team. Also allow time to inventory the sites, upgrade
hardware, and evaluate the pilot. You might need to include tasks for developing
the support and communication mechanisms you identify during planning.

To create the schedule for the deployment phase, you need to know the number of
computers to be upgraded and the estimated time it takes for each one. Determine
how many machines you plan to upgrade per day and the sequence in which you
plan to upgrade them. Think through which hours of the day and which days of
the week are best for upgrading servers and client computers. Should you upgrade
computers during off-hours to avoid disrupting users? Should you upgrade clients
during working hours so that the users can attend training during that time? Do
you plan to require that end users receive training before you upgrade or install
their computers with Microsofte Windowse 2000 Professional? If you do, the
training schedule is a dependency for your pilot deployment.
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As you deploy the pilot, you can refine your schedule with updated estimates
based on your installation experience so that it is more accurate for the full
deployment.

Preparing for the Pilot

As the start date for your pilot approaches, begin preparing for the rollout. Allow
enough time in advance to prepare both the users and the physical sites. As the
users test the Windows 2000 design, the installation team needs to develop, test,
document, and refine the rollout procedure.

Preparing Pilot Sites

Prepare the pilot sites in advance so that the installation team can begin to
upgrade the operating system when the pilot begins. You should already have an
inventory of computers and network components. For more information about
compiling an inventory of your network equipment, see ‘“Preparing Your Network
Infrastructure for Windows 2000 in this book.

Assess the computers and network equipment that are used at the pilot site and
then determine what hardware upgrades are required. At the very least, identify
the required modifications and acquire the components. If possible, install the new
components and test them ahead of time. Check for the following types of
upgrades:

= Client computer upgrades to meet your minimum supported hardware
configuration (memory, hard disk capacity, processor speed and type, network
adapters).

= Server upgrades for optimal hardware configurations.
= Network upgrades to meet design requirements.

= Client and server upgrades for compatibility with Windows 2000 (hardware,
applications, drivers).

You also need to determine the following:

= Applications in use at the site.
= Special security requirements.

= Special connectivity requirements.

Ensure that you have tested all the hardware and software for compatibility and
that the installation team is prepared for any special requirements.
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Preparing Pilot Users

It is important to establish early communication with the pilot group. Your initial
contact should open the channel of communication and set expectations. As the
start date for the pilot approaches, train the users and inform them of specific
deployment plans and target dates.

Establishing Early Communication

Soon after you select the participants, meet with them to do the following:

= Obtain commitment to the pilot.

= Establish a user liaison.

= (Clarify responsibilities.

= Discuss support and rollback plans.

Pilot participants need to understand what the pilot will entail. They need to
understand how the pilot might affect their work and what responsibilities they
will have. Discuss the duration of the pilot, the level of support you will provide,
and what testing they are to perform. Although pilot participants continue to
perform their daily business tasks, you might want to specify some areas they
should focus on. Address any concerns they might have about the pilot or their
role.

Keeping Participants Informed

As your pilot plans progress, the user liaison can inform you of the users’
concerns and can update the users on new developments. As you develop your
support plans, communicate to the users how and when they need to request
support and how they should submit problems or issues.

Inform the users about the type of training they will receive and when they can
expect it. Some organizations provide one to two hours of training just prior to
deployment.

As you begin to deploy the pilot, remind the participants of the following:

= Target dates for training and for upgrading computers.
= Procedures they need to follow before their computers are upgraded.

= Contact names and numbers for support.
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Developing the Rollout Process

If one of your pilot goals is to test the rollout process, the installation team must
develop, document, and test the procedures during the project testing phase. The
test lab is a good place to debug problems, but the pilot provides a real-world test
in which the procedures can be fine-tuned for accuracy and efficiency. Make sure
the scripts and tools for automating upgrades are appropriate for the computers in
the pilot environment.

As you develop procedures for deploying Windows 2000 to various types of
computers, create documentation that is helpful to the installers. Your rollout
documentation might include the following:

Lists of tools and supplies the installer needs.

Lists of scripts and their locations.

Backups that installers are to make before and during deployment.
Include backups of user data on client computers.

Steps for migrating to your new domain structure.

For more information about strategies for migrating to your new domain
structure and the tools to use, see “Determining Domain Migration Strategies”
in this book.

Steps for performing both automated and manual computer upgrades.

The manual method can be used if the automated method does not work
properly. For more information about automating your installations, see
“Automating Server Installation and Upgrade” and “Automating Client
Installation and Upgrade” in this book.

Acceptance tests that installers are to perform during and immediately
following deployment to verify that the deployment works as expected.

Operational procedures that installers and administrators are to perform
(resetting permissions, changing passwords, restoring user data).

Steps for backing out if the pilot fails.

Deploying the Pilot

Before you deploy your pilot, perform a dry run of the process. A dry run involves
scheduling a time during nonbusiness hours to perform the entire upgrade process,
testing the new setup thoroughly, and then backing out everything.
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As you deploy the pilot, remember to validate all your backups. Label them
clearly and store them in a safe place. Verify each step as you perform it. As you
proceed, keep records of how long installation takes so you can refine your
schedule. During the deployment, have a system administrator available who has
full security privileges, including rights to administer mail and database server
passwords.

Remember to keep track of any corrections to the rollout procedures. Make
corrections as you go, and test the corrections on the next upgrade. Identify and
document any inefficient steps and methods, and use the information to refine the
rollout process.

Evaluating the Pilot

Your team needs to monitor progress throughout the pilot, fixing and retesting
problems that arise. Have your problem-tracking system in place at the very
beginning of the pilot and encourage the pilot users to use it for reporting their
problems. Users often neglect to report problems, either because they think a
problem is insignificant or because they find a way to work around it. To
accurately assess your pilot, however, you need the users to report every problem.

At the end of the pilot, you need to obtain input from a variety of sources to
evaluate the success of the pilot. The more information you accumulate during the
pilot, the more accurately you can evaluate it at the end.

Monitoring the Pilot

Your team should continually monitor the pilot network, looking for bottlenecks
and areas that need to be tuned. Monitor both traffic flow and application
performance. Although monitoring tools provide much information, it also helps
to visit the pilot site periodically. Talking with users frequently uncovers issues
that might otherwise go unnoticed. Be sure to check problem reports frequently
and look for trends.

During the pilot, assess risks to the project. For example, look for the following:

= Scope changes
= Cost increases
= Interoperability problems

= Unanticipated downtime
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Obtaining Feedback

At the end of the pilot, evaluate its success and make a recommendation to
management about the next step. Management then needs to decide whether to
continue the project beyond the pilot. To help you with the evaluation and
recommendation, analyze information from a variety of sources. For example,
obtain information from:

=  Web site feedback forms

= Sessions with business managers

= Problem reports

= End-user surveys

= Observations of the IT project team

Try to obtain information about both the design and the deployment process.
Review what did and what did not work so that you can revise and refine your
plan. Gather information about issues such as:

= Training

= Rollout process

= Support

=  Communications

= Problems encountered

= Suggestions for improvements

Use the feedback to validate that the delivered design meets the design
specification, as well as the business requirements. Did the pilot meet the success
criteria you defined before the pilot began? If you established metrics to measure
your success, how did the pilot measure up?
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Planning Task List for Conducting a Pilot

Table 5.1 summarizes the tasks you need to perform when planning a pilot.

Table 5.1 Planning Task List for Conducting a Pilot

Task

Location in Chapter

Create a plan for your pilot project that includes:
= Pilot scope and objectives.
= Users and sites.

= Training, support, communication, and
rollback plans.

= Schedule.

Prepare your users and sites.
Develop the rollout process.
Deploy the pilot.

Support and monitor the pilot.
Obtain feedback about the pilot.
Evaluate the results of the pilot.

Creating a Pilot Plan

Preparing for the Pilot
Preparing for the Pilot
Deploying the Pilot
Evaluating the Pilot
Evaluating the Pilot
Evaluating the Pilot
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PART 2

Network Infrastructure
Prerequisites

Preparing your network infrastructure is an essential first step toward deployment.
Part 2 assists you in documenting your current networking environment and in
preparing your network for Microsofte Windowse 2000.

In This Part
Preparing Your Network Infrastructure for Windows 2000 161
Determining Network Connectivity Strategies 185

Using Systems Management Server to Analyze Your Network
Infrastructure 229
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CHAPTER 6

Preparing Your Network
Infrastructure for
Windows 2000

Before you deploy Microsofte Windowse 2000 into your organization, you must
prepare your network. This chapter will help you, the network administrator,
identify the areas of the network infrastructure, such as servers, routers, and
network services, that might need to be upgraded or modified before deploying
‘Windows 2000. This chapter also discusses documenting your current network
infrastructure.

Before reading this chapter, review the material presented in “Creating a
Deployment Roadmap” and “Planning for Deployment” in this book.

In This Chapter
Documenting Your Current Environment 163
Preparing Your Network Architecture 173
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Chapter Goals
This chapter will help you develop the following planning documents:

= Inventories, diagrams, and documentation of your current networking
environment.

= An infrastructure preparation plan for Windows 2000 deployment.

Related Information in the Resource Kit

= For more information about Windows 2000 TCP/IP, see the Microsofte
Windowse 2000 Server Resource Kit TCP/IP Core Networking Guide.

= For more information about evaluating your existing network, infrastructure,
and protocols, see “Determining Network Connectivity Strategies” in this
book.

= For more information about creating a domain migration plan, see
“Determining Domain Migration Strategies” in this book.
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Documenting Your Current Environment

Documenting your existing network’s physical and logical topology, and having a
complete and accurate inventory of the hardware and software your organization
uses are very important preliminary steps before you begin planning for your
Windows 2000 network infrastructure.

The areas of your current network environment that you need to document to
prepare your network for deploying Windows 2000 are as follows:

=  Hardware and software

= Network infrastructure

= File, print, and Web servers

= Line-of-business applications
= Directory services architecture

= Security

Microsoft Windows NTe network diagnostic applications such as Network
Monitor are useful for documenting your network. Often, original equipment
manufacturers offer troubleshooting or configuration software that is ideal for
documenting the configuration of equipment and drivers.

You will be doing a considerable amount of planning while you are preparing
your network infrastructure for Windows 2000. In “Creating a Deployment
Roadmap” earlier in this book, you defined your deployment project scope and
selected the Windows 2000 features you wanted to deploy. You also identified
technical dependencies of Windows 2000 that might affect your planning, and
created a project plan for deployment.

This chapter focuses on preparing your network infrastructure for Windows 2000,
but this preparation cannot stand apart from the planning described in other
chapters of this book. Whether you are preparing a new network or migrating
Windows 2000 into an existing network structure, your planning in the areas of
domain restructuring, server upgrades, and infrastructure requirements will
determine the specific tasks you need to do to prepare your infrastructure.

Hardware and Software Inventory

If you have not already done so, conduct hardware and software inventories of all
servers and client computers in use on your network. Document all routers,
printers, modems, and other hardware, such as redundant array of independent
disks (RAID) arrays and Remote Access Service (RAS) server hardware. Be sure
that you include such details as basic input/output system (BIOS) settings and the
configuration of any peripheral devices such as printers, scanners, and input
devices. Record driver versions and other software and firmware information.
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Your software inventory should list all applications found on all computers, and
include version numbers (or date and time stamp data) of dynamic link libraries
associated with the applications on your system. Remember to document any
service packs you might have applied to your operating system or applications.
You can use scripts and a variety of third-party applications to obtain this
information from Windows and Windows NT networks that use Windows
Management Instrumentation (WMI).

Systems Management Server is helpful for gathering information about your
Windows NT network and can produce detailed reports about the hardware,
software, and applications in use in your organization. For more information
about analyzing your network using Systems Management Server, see “Using
Systems Management Server to Analyze Your Network Infrastructure” in this
book.

Document network configurations for servers and client computers. On computers
running Windows NT, network settings are easily obtained.

To obtain network settings in Windows NT
1. Click Start, point to Settings, and then click Control Panel.
2. Double-click Network.

3. Note the information on the Identification, Services, Protocols, Adapters,
and Bindings tabs.

On each computer that is assigned a static Internet Protocol (IP) address, open a
command prompt window, run the ipconfig /all command, and record the results.
Third-party hardware vendors often provide diagnostic and administrative
software that gathers detailed information about hardware and configuration
settings.

You can use these inventories to:

= Confirm that your current infrastructure, server hardware, computer BIOS, and
software configurations are compatible with Windows 2000 Server by
comparing your inventory to the Hardware Compatibility List (HCL). For
more information about the HCL, see the Microsoft Windows Hardware
Compeatibility List link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

= Determine the specific upgrade path for each server and client computer and
draft specifications for acquiring new equipment.
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Network Infrastructure

While you are documenting your current network environment, take special note
of areas where you are currently experiencing problems. If you stabilize your
network before deploying a new operating system, deployment and
troubleshooting will be easier, and you can have increased confidence in the
upgraded network. Setting up a test lab to duplicate problems and configurations
is a good way to evaluate the impact of deploying Windows 2000 with a given set
of protocols, hardware drivers, and client/server configurations. For more
information about setting up a test lab, see “Building a Windows 2000 Test Lab”
in this book.

When documenting your network infrastructure, you are obtaining both hardware
data to document your infrastructure’s physical structure and software data to
document the existence and configuration of the protocols in use on your network.
You also need to document the logical organization of your network, name and
address resolution methods, and the existence and configuration of services used.
Documenting the location of your network sites and the available bandwidth
between them will also assist you in deciding whether to perform push or on-
demand installations when you upgrade or migrate to Windows 2000. For more
information about installing, upgrading, and migrating to the Windows 2000
operating system, see ‘“Automating Client Installation and Upgrade” and
“Automating Server Installation and Upgrade” in this book.

Developing a physical and logical diagram of your network will help you
organize the information you gather in an understandable and intuitive manner.

Physical Network Diagram

The physical diagram presents the following information about your existing
network:

= Details of physical communication links, such as cable length, grade, and
approximation of the physical paths of the wiring, analog, and ISDN lines.

= Servers, with computer name, IP address (if static), server role, and domain
membership. A server can operate in many roles, including primary or backup
domain controller, Dynamic Host Configuration Protocol (DHCP) service
server, Domain Name System (DNS) server, Windows Internet Name Service
(WINS) server, print server, router, and application or file server.

= Location of devices such as printers, hubs, switches, modems, routers and
bridges, and proxy servers that are on the network.

=  Wide area network (WAN) communication links (analog and ISDN) and the
available bandwidth between sites. This could be an approximation or the
actual measured capacity.

= Number of users at each site, including mobile users.

Figure 6.1 is an example of a physical network diagram.
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Document firmware version, throughput, and any special configuration
requirements for any devices on the network. If you assign static IP addresses to
any of these devices, record them. For more information about network
connectivity and Windows 2000, see “Determining Network Connectivity
Strategies” in this book.

Logical Network Diagram

The logical diagram shows the network architecture, including the following
information:

= Domain architecture, including the existing domain hierarchy, names, and
addressing scheme.

= Server roles, including primary or backup domain controllers, DHCP service
servers, or WINS servers.

= Trust relationships, including representations of transitive, one-way, and two-
way trust relationships.

Figure 6.2 is an example of a logical network diagram.

Windows NT PDC
DNS/WINS Server
172.16.44.1
Sv3.Reskit.Com

Novell 4.0 Server
172.16.48.21
Fir1Srv.Acquisition.com

Windows NT 4.0 PDC Windows NT 4.0 PDC Windows NT 4.0 PDC
DNS Server DNS Server DNS Server
172.16.52.1 172.16.56.23 172.16.60.9

Sv2.Remote1.Reskit.Com  Activus.Remote2.Reskit.Com Sv9.Remote3.Reskit.Com

Figure 6.2 Logical Network Diagram

Network Configuration

In general, the areas of your network configuration that you need to document are
listed in the following sections.
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Name Resolution Services

Ensure that you have documented all DNS and WINS servers that are on your
network, noting configuration and version information as well as hardware
details. Note whether any of the DNS servers not running Windows NT on your
network can support dynamic registration and Service (SRV) resource records,
and whether upgrades for this capability are available from the software
manufacturer.

If you have hosts on your network that are not running Windows NT, document
the services they use and provide, such as UNIX BIND. You should also
document the version of each service in use. For example, if BIND is used on
your network, note that versions earlier than 4.9.4 are not compatible with
Windows 2000. Document Service Advertising Protocol (SAP) and Routing
Information Protocol (RIP) services, if either are presently in use on your
network.

IP Addressing Methods and Service Configurations

Ensure that you have documented all DHCP service servers on your network,
including the following:

= Any IP addresses that you have assigned servers or client computers.
= DHCP settings, such as the default gateway.
= Details of your subnets, and relate them to your overall domain structure.

= The number of subnets and hosts on your network, and record the IP addresses
and submasks used on your network.

= How long a client can lease an IP address on your network.

Remote and Dial-up Networking

If you have remote or mobile users, document your remote access and dial-up
configurations. If you use third-party software for mobile users, review and
document the configuration of those products. If you use virtual private networks
(VPNs), document the configuration of your VPN with the goal of evaluating
whether you can replace it with Windows 2000 VPN.

Bandwidth Issues

Document your network’s current bandwidth utilization. Do this to establish a
baseline from which changes can be measured. You can use a variety of third-
party and Microsoft tools to measure bandwidth metrics such as bytes and packets
sent or received, transmit and receive errors, and packets per second. Document
the speed of the network links between your organization’s network segments and
geographical locations.
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Look at the logical and geographical dispersion of your organization in terms of
bandwidth considerations. Does it have branch offices, or mobile or remote
employees? Consider the amount and type of traffic over your organization’s
communication links. For instance, are your WAN links periodically slowed by
domain replication between domain controllers at different sites? Document the
net available bandwidth of all WAN links and network segments. Try to record
available bandwidth during the course of low, normal, and high network
utilization.

File, Print, and Web Servers

Document the configuration details of your member servers, paying particular
attention to any unique configurations, such as a server hosting a bank of
modems, or a departmental server with multiple network adapters. Note whether
the server is an enterprise or a departmental server. Note any special operational
requirements of your servers, and identify whether any of these servers rely on
special protocols or drivers. For instance, if a product needs to reside on a backup
domain controller, the functionality of this product might be impacted when the
backup controller is upgraded to Windows 2000. As with any computer, evaluate
the hardware and associated drivers on these computers for Windows 2000
compatibility through the HCL.

Locate the printers in your organization and document their configurations. Pay
special attention to Web and proxy servers—while planning for your deployment,
you need to consider the security implications in this class of server and the
bandwidth each can require, particularly for Active Directory™. For more
information about planning file, print, and Web servers, see “Upgrading and
Installing Member Servers” in this book.

Line-of-Business Applications

Identify all applications that your enterprise must have to perform its core
mission. Typically, you might find a core set of applications such as a database
application, an e-mail system, and a financial package, each of which must be
operating correctly for your business’s objectives to be achieved. Check these
applications for compatibility with Windows 2000. For instance, if you want your
e-mail program to integrate with Active Directory, you need to contact the vendor
and ask whether an upgrade path to Windows 2000 and Active Directory
compatibility is available or planned. Many software vendors have partnered with
Microsoft to ensure that their products run correctly with Windows 2000. The
“Certified for Windows” logo is your best assurance of compatibility. For more
information about determining whether your applications are Windows 2000—
compatible, see “Testing Applications for Compatibility with Windows 2000” in
this book. For information about Windows 2000—compatible applications, see the
Directory of Windows 2000 Applications link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.
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Directory Services Architecture

Document your existing domain structure as part of your plan to move to Active
Directory. Identify your domain architectures, the users and user groups in your
organization and their geographical location, and resource and administrative
domains. Document the one- and two-way trust relationships that exist between
domains. Document whether you have a noncontiguous namespace, possibly
created by acquisitions, mergers, or other actions. This information will assist you
when you are planning your Windows 2000 domain forest and determining the
type of trust relationship you will establish among these domains.

Identify any directory services that are not Windows NT currently running on
your network, such as Microsofte Exchange Server directory service extensions,
or UNIX BIND. Identify all of the user accounts that exist for each user. This
information will be useful both during the migration to Active Directory and in
maintaining correct functionality between Active Directory and other directory
services because you will have all account information for each user.

Domain Administration Model

Identify your main administration model (or standards) for domain administration.
Do you have a centralized, hierarchical administrative model, or does your
organization permit a distributed model of administration? What can local
administrators do compared to enterprise-wide administrators? Is there overlap
between administrative models in your organization? This information will help
to determine whether administrative duties can be restructured under

Windows 2000, making domain administration less expensive and more efficient.
Windows 2000 offers significant improvements in your ability to administer both
the largest and smallest details of your network.

When examining your existing domain structure, document the following
information for your network:

Type of domain structure Most networks have multiple master account domains
with many more resource domains. When migrating or upgrading existing
domains to Windows 2000, your existing domain structure will influence your
Windows 2000 domain structure design. For more information, see “Determining
Domain Migration Strategies” in this book.

Existing trust relationships Note the existing one- and two-way trust relationships
in your network. Identify any domains and trust relationships that you do not want
to move into your Windows 2000 domain forest structure. Domains that are
upgraded to Windows 2000 domains and designated as part of the same forest will
connect to other Windows 2000 domains through transitive trust relationships.
After you upgrade your domains to Windows 2000, you need to create explicit
trust relationships between Windows 2000 domains and any domains that you do
not want to move into the new forest.
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Security

The number and location of domain controllers on your network This will allow
you to plan the upgrade for each domain. You should have the primary and
backup domain controllers identified on your physical and logical network
diagrams. Note their physical locations and configuration details. For more
information about determining the sequence and timing of domain controller
upgrades, see “Determining Domain Migration Strategies” in this book.

The DNS namespaces that exist in your organization Knowing what namespaces
exist in your organization will help you to create a unique namespace for your
Windows 2000 forest. Deciding on a DNS namespace as the root of your Active
Directory hierarchy is an important part of your planning, because it is not easy to
change the root namespace after designing your hierarchy. For more information
about planning your domain structure for Active Directory, see “Designing the
Active Directory Structure” in this book.

A review of your organization’s security standards and how they are implemented
is useful even if you are not moving to a new operating system, but it becomes
particularly important when you do. Review your security standards and
procedures for mobile and desktop users, internal and external networks, and
dial-up and remote access accounts.

Are administrative tasks such as creating users, groups, and file shares, changing
passwords, and configuring device and object attributes performed by a
centralized group or by several groups? What are the specific rights and
membership lists of these groups?

Document the types of relationships that currently exist among office locations,
business units, and divisions in your organization. Are the administrative tasks in
these units shared or is each unit responsible for its own administration? Do your
user groups extend over company divisions or locations, or do you construct them
by organizational unit? Document this and any existing user and enterprise
security policies. Document what types of information are available to which
groups, and any significant restrictions required for certain types of information,
such as accounting data.

Document any guidelines that exist regarding appropriate network usage, such as
whether staff members can access the Web and for what purposes, and what
constitutes prohibited or inappropriate access.
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The relationships your company has with outside vendors, customers, and joint
venture or business partners affect your security strategy. Answer the following
questions about your company’s relationships:

= Do you have service-level commitments with your partners or permit them
access to your network on a recognized user level?

= What are your policies concerning their access to your network data and
resources?

= Can they view data on a read-only basis, or can they change or add to data on
your network?

= How do you restrict access to applications?

Document the security and encryption standards currently in place or planned for
the future in your organization by including the following information:

= Document security permissions on your network by user and user group.

= List your domains and the existing trust relationships between domain
controllers.

= Document your password standards—how long a password must be, approved
combinations of characters, how long a user is permitted to retain a password,
and so on.

= List the security protocols used in your network.

=  Document how you authenticate external users from the Internet, dial-up, and
wide-area network (WAN) links to your network.

= Document the details of any multiple accounts that exist for a single user. For
instance, do some of your users have an account for Windows NT and another
account for UNIX? Document the permissions, user and user group
memberships, and other details of these multiple accounts.

For more information about the issues involved in creating a network security
plan, see “Planning Distributed Security” in this book. These issues involve
recognizing the types of security risks your organization might face and planning
ways to meet these risks. As part of this process, you will plan and develop
policies concerning public key infrastructure and user authentication, and develop
ways to secure e-mail and Web servers.
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While you are reviewing your existing security arrangements, review your backup
schemes, including whether you might reduce security risks by storing backups
offsite, and whether your disaster recovery plan is up-to-date and appropriate to
your current network size and demands. For more information about developing a
storage configuration policy and disaster recovery plan, see “Determining
Windows 2000 Storage Management Strategies” in this book.

For more information about security issues and planning using Windows 2000
features, see “Internet Protocol Security” in the Microsoft Windows 2000 Server
Resource Kit TCP/IP Core Networking Guide, and “Planning Distributed
Security” in this book.

Preparing Your Network Architecture

The following sections address how to prepare your network infrastructure for
Windows 2000. While each network is different, and your priorities will be
determined by many technical and organizational factors, you can use the general
preparation path as shown in Figure 6.3.
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Figure 6.3 Network Preparation Flowchart
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Each of these topics is discussed in detail in chapters later in this book. This
chapter explains the issues you should be aware of in each of these areas when
preparing your network infrastructure for Windows 2000. It also guides you to the
appropriate chapter in this book where you can find more details about these
subjects.

Preliminary Steps

As you begin to prepare your network infrastructure for Windows 2000, stabilize
your existing network and review your network protocols.

Stabilizing Your Existing Network

Before implementing a network upgrade or migration project, you should identify
and correct any network transmission bottlenecks, poorly functioning hardware,
unstable or problematic configurations, and other areas of concern. In a migration
or upgrade project, marginal bandwidth and unstable network components will
make reaching the goals of your project more difficult.

Target unstable computers, peripherals, and network devices as part of your
hardware upgrade planning. Work to make your network maintenance schedule
current before upgrading. When replacing network devices such as network
adapters, replace them with Windows 2000—compatible devices, which are listed
in the HCL.

Reviewing Your Network Protocols

Any network uses a variety of protocols as appropriate. Organizations that
maintain an Ethernet network might use a combination of TCP/IP, NetBEUI,
SPX/IPX, and others, depending on the networking, authentication, and security
needs and capabilities of the operating systems in place. Identify the protocols in
use on your network. As you do so, consider whether any of these protocols can
be replaced by Windows 2000 versions or eliminated because they are no longer
needed by upgraded clients. For instance, if you replace all clients that use
SPX/IPX with Windows 98 or Windows 2000 Professional clients as part of your
migration, you might be able to eliminate the use of IPX/SPX on your network,
freeing up bandwidth. Consider simplifying your network by using only protocols
in the TCP/IP suite.
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Windows 2000 delivers a TCP/IP protocol suite that offers more functionality
than previous versions, such as large window support and selective
acknowledgment. You need to use the Microsoft TCP/IP protocol stack to obtain
specific functionality, such as Active Directory support, and to take advantage of
Windows 2000 advanced features. For example, previous versions of

Windows NT use Point-to-Point Tunneling Protocol (PPTP) to secure
communication links. Windows 2000 supports PPTP but offers increased
functionality and communication link security by also supporting the Layer 2
Tunneling Protocol (L2TP). For more information about the features and
performance enhancements in the Windows 2000 TCP/IP suite, see

“Windows 2000 TCP/IP” in the Microsoft Windows 2000 Server Resource Kit
TCP/IP Core Networking Guide.

Preparing Your Physical Infrastructure

Consider the quality and bandwidth of your existing network wiring and devices,
and whether they will support your upgrade or migration plans. Are the network
devices, such as hubs and cabling, fast enough for your purposes? How fast are
your links to geographically dispersed sites? How much traffic is generated on
your network internally and over links? For example, a remote office that uses a
word processor or spreadsheet as its main desktop application does not generate
much network traffic to the branch server, so Category 3 network cabling capable
of 10-Mbps transmission matched with the same speed hubs might be acceptable.
In the main office, shared applications with shared data, such as databases and
accounting systems, are the main desktop applications. These applications
generate considerably more network traffic, and require faster network devices
and cabling.

The growing importance of having Internet access and multimedia available on
the corporate desktop adds to the demand for bandwidth. Ethernet networks
running shared applications might require Category 5 cable capable of 100-Mbps
transmission speeds.

Evaluate bandwidth demand in your test lab for a specific configuration. For
instance, if your organization plans to carry voice and video over your data
network, your cabling and switches must be capable of handling the bandwidth
demand of those services.

Third-party and built-in Windows NT diagnostic tools can help you to determine
the bandwidth demand of, for instance, sending a compressed video signal over
your network’s WAN links. However, in a test lab you can test several possible
configurations of your equipment and operating parameters to determine the
lowest demand.
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Your deployment plan will be affected by configuration requirements for the
Windows 2000 features you plan to use. For example, if a Dfs volume in a branch
office replicates over a slow link to an alternative Dfs volume, you might decide
to either upgrade the link to improve bandwidth or place the alternative volume in
the branch office to reduce the amount of network traffic on the slow link.

Some features of Windows 2000 require a specific configuration, such as placing
a VPN server at one end of a WAN connection as part of establishing a secure
VPN connection. You need to include configuration considerations, such as how
you plan to integrate the VPN server with proxy servers, in your plan. Look at the
existing infrastructure of your network and the anticipated benefits and features,
such as secure WAN links using VPN, that you expect to deploy with

Windows 2000. For more information about configuring your Windows 2000
security strategy, see “Determining Windows 2000 Network Security Strategies”
in this book. For additional security-related information, see ‘“Planning
Distributed Security” in this book.

Review your network devices for compatibility with Windows 2000. Check the
Hardware Compatibility List for network cards, modems, and certain kinds of
hubs. For instance, Windows 2000 can offload TCP checksum calculations onto
network adapters that support this Windows 2000 feature, improving network
performance. For more information about the approved systems and devices on
the HCL, see the Microsoft Windows Hardware Compatibility List link on the
Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

Windows 2000 supports Asynchronous Transfer Mode (ATM), and offers an
additional migration pathway from traditional shared-media networks to ATM by
offering LAN emulation (LANE) services. Windows 2000 also supports IP over
ATM. If you are planning to use Windows 2000 ATM or are currently using
Windows NT 4.0 ATM, make sure that your ATM vendor supplies updated
drivers for Windows 2000. Make certain that your ATM adapters are listed on the
HCL.

Preparing Your Servers

You might be deploying Windows 2000 into a mixed-mode environment, or you
might eventually move to a native Windows 2000 network. The planning you do
in “Designing the Active Directory Structure” and “Determining Domain
Migration Strategies” later in this book, for example, will be helpful when you
implement or upgrade your IP addressing plan in conjunction with your Active
Directory planning.
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You have already identified your infrastructure servers—the primary and backup
domain controllers, DNS, DHCP, WINS and other servers that comprise your
infrastructure. Verify that your hardware drivers are available for Windows 2000.
If the drivers or equipment you use are not on the HCL, check with the
manufacturer for updated drivers, or test them yourself to determine compatibility
with Windows 2000.

Previous versions of Windows NT and many third-party DNS servers cannot
synchronize dynamically with DHCP, and therefore cannot maintain up-to-date -
associations between names and IP addresses. For this reason, consider upgrading
your DNS services to Windows 2000—compatible DNS. Windows 2000 DNS
automatically updates DNS record fields, thereby reducing the need for manual
updating that was required previously.

When you are considering upgrading your network, consider the placement of
your DHCP servers in regard to the number and size of geographical sites on your
network and the speed and reliability of its WAN links. DHCP traffic between
remote sites requires an improvement in the bandwidth and reliability of the link
between sites. For more information about this topic, see “Determining Network
Connectivity Strategies” in this book.

If you plan to support clients that resolve IP addressing using NetBIOS requests,
you will continue to need WINS to resolve computer names to IP addresses. In
general, MS-DOSe, Windows version 3.2x and earlier, Windows 95,

Windows 98, and Windows NT systems use NetBIOS to resolve IP addresses.
Now is a good time to begin eliminating the use of WINS on your network.

Windows 2000 DHCP offers multimedia support through enhanced monitoring, a
management snap-in, and support for multicasting. Windows 2000 DHCP is also
dynamically integrated with Windows 2000 DNS in support of Active Directory.
Older versions of DNS do not offer this support, and you should consider
upgrading if you plan to deploy Active Directory or want to use Network Load
Balancing to balance demand on your DHCP servers.

Installing Windows 2000 Routing and Remote Access servers is necessary for
LAN-to-LAN and secure VPN links and remote access. Routing and Remote
Access is integrated into Windows 2000, and supports a variety of other
protocols, such as IPX/SPX and AppleTalk.

If you are deploying Windows 2000 in a mixed environment with UNIX systems,
note the version of BIND that exists on your system. While Windows 2000 is
fully compatible with earlier versions of BIND, it offers improved DNS
functionality with BIND versions 4.9.4 and later.
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Preparing Your Domain Controllers

Some companies will plan an incremental deployment of Windows 2000 into their
production environment, while others will plan for a complete migration to the
new system. By installing Windows 2000 on a few servers in your organization,
you can maintain your existing Windows NT 4.0 domain and trust relationships
within the Windows 2000 domain framework, and give your company time to
become familiar with Windows 2000 operations and concepts. For more
information about migration strategies, see “Determining Domain Migration
Strategies” in this book.

Windows 2000 is designed to work within a Windows NT 4.0 network.

Windows NT 4.0 workstations, using the NTLM protocol, can send network
authentication requests to any Windows 2000 domain controller acting as a
domain controller in a Windows NT domain. Trust relationships are easily
established between Windows 2000 domains and Windows NT 4.0 domains,
supporting authentication between domains. When deploying Windows 2000, you
do not need to migrate all of your Windows NT 4.0 domains to Windows 2000 at
the same time.

When you upgrade a domain to Windows 2000, you need to upgrade the primary
domain controller in a given domain first. Then upgrade the backup domain
controllers in that domain to Windows 2000 domain controllers at your own pace.
Then add the domain to the Active Directory tree. You can upgrade member
servers and client computers independently from your domain upgrade strategy,
but if no Windows 2000 domain controller is installed, these computers will not
have access to Active Directory or other advanced features.

When you upgrade a domain controller, as in most network-related operations,
have a plan to roll back your changes if something goes wrong. One of the tasks
you should perform to prepare for a domain controller upgrade is to bring current
and then isolate a backup domain controller, so it can act as a recovery domain
controller. For more information about preparing a recovery domain controller,
see “Determining Domain Migration Strategies” in this book.

If a Windows 2000 domain controller is functioning within a domain containing
Windows NT backup domain controllers, the total number of objects (users, user
groups, and computers) in that domain should not exceed the recommended limit
for Windows NT domains of 40,000.
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Preparing Your Member Servers

A member server is any server that functions as a member of a Windows NT or
Windows 2000 domain, but whose role is not that of domain controller. Member
server roles include:

= File, application, and print servers
=  Web, proxy, and remote access servers
= Database servers

= Certificate servers

Installing Windows 2000 on your member servers permits improved functionality
in each of the member server roles.

Remember, when assessing the hardware compatibility of a computer, to consider
its role after the upgrade. There are no rigid specifications for estimating the
hardware components required for a particular function. You will need to test the
computer in its role (preferably in your test lab rather than in your production
network) to determine whether it is adequate in terms of CPU speed, RAM, and
hard disk space, and whether it performs adequately while running the drivers,
applications, and protocols of its intended role.

For more information about preparing your member servers, see ‘“Upgrading and
Installing Member Servers” and “Automating Server Installation and Upgrade” in
this book.

Preparing Your Security Infrastructure

Microsoft Windows 2000 has been designed to provide very high levels of data
security, while offering administrators the benefits of ease of implementation and
administration. New features such as IPSec, Kerberos authentication, and public
keys offer a higher level of security than previous versions of Windows NT.

Because Windows 2000 is designed to operate within an existing Windows NT
domain structure, you can easily introduce Windows 2000-based servers into
your existing network security structure. However, as you migrate or upgrade
your existing Windows NT network to Windows 2000, your security strategy will
be influenced by the security-specific features of Windows 2000 that you plan to
deploy. For instance, if you are currently using Microsoft Proxy Server in your
network, you will need to upgrade this product for Windows 2000, and install the
proper client software to use the service.
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Windows 2000 supports public key infrastructure (PKI), an authentication method
employing digital certificates, certification authorities, and certificate
management software. You can use certificate authentication to secure e-mail
clients and Internet communication, in support of smart card technology, and to
secure communication (using IPSec) with non-Kerberos clients. For more
information about planning and deploying a PKI, see “Planning Your Public Key
Infrastructure” in this book. The details of how you deploy your PKI are
determined by the specific certificate services you employ—you can use
Microsoft Certificate Services or third-party certificate services.

Define your certificate requirements, practices, and strategies. If you are thinking
of implementing a third-party PKI, make sure it is compatible with

Windows 2000. In this case, compatibility means support of rooted certification
hierarchies as implemented in Windows 2000. Note that the Windows 2000 PKI
will not replace existing Windows domain trust and authorization mechanisms,
such as the Kerberos protocol. The PKI features of Windows 2000 are integrated
with the domain controller and Kerberos authentication services.

You can implement PKI in stages to support particular goals, such as in support of
e-mail or to support authentication to existing systems, depending on your
priorities.

» To implement PKI in stages

1. Install root certification authorities in the parent domains for each
Windows 2000 tree in your domain forest.

2. Install intermediate certification authorities in the domains of each business
unit.

3. Install and configure issuing certificate authorities and services in the domains
for each user group, at each site as required.

Preparing Your Clients

Because Windows 2000 is designed for interoperability, client computers running
previous versions of Windows are interoperable with Windows 2000 in a mixed-
mode environment. However, upgrading your client computers to Windows 2000
Professional offers improved client computer and user security, improved
reliability, and increased functionality.

Not all versions of Windows can be upgraded to Windows 2000 Professional.
You can upgrade the following versions of Windows and Windows NT to
Windows 2000 Professional:

Windows 95 All versions are supported for upgrade, including OSR2.x. However,
if your clients are running Windows 95 from a server, you need to install it
directly on the computer, or perform a clean installation of Windows 2000
Professional.
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Windows 98 All versions are supported for upgrade. See “Windows 2000
Professional Upgrade Considerations” later in this chapter.

Windows NT 4.0 Workstation All versions are supported for upgrade. See
“Windows 2000 Professional Upgrade Considerations” later in this chapter.

Windows NT 3.51 Workstation All versions are supported for upgrade.

An important requirement for your client computers is hardware and driver
compatibility with Windows 2000.

Windows 2000 Professional Upgrade Considerations

Some applications and drivers that worked with the previous operating system
will have problems functioning properly in a Windows 2000 Professional
environment. The following sections discuss issues that you might encounter
when upgrading Windows NT, Windows 95, and Windows 98 clients.

Note Windows version 3.1 and earlier are not suitable candidates for upgrade.

Upgrading Windows NT Clients

Windows NT clients are, in general, easily upgraded to Windows 2000
Professional, with the following considerations:

= Any client-level applications that depend on file system filters, such as
antivirus or disk quota software, will not operate properly because of changes
in the Windows 2000 file system model.

= If your clients are running networking protocols that do not have an updated
version in the I386\Winntupg folder, found on the Windows 2000 operating
system CD, reconsider your use of these protocols or find updated,
Windows 2000-compatible versions for the upgrade.

= [If your clients are using third-party power management tools, consider using
the Windows 2000 Advanced Configuration and Power Interface (ACPI) and
Advanced Power Management (APM) to replace these previous solutions.

= Remove third-party Plug and Play drivers before upgrading to Windows 2000.
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Upgrading Windows 95 and Windows 98 Clients

The upgrade path for Windows 95 and Windows 98 clients is generally easy.
However, keep the following cautions in mind as you consider upgrading these
clients:

= As noted previously, any client-level applications that depend on previous file
systems will not operate properly. For example, any compressed disk utilities
will not work, nor will tools such as disk defragmenters. Antivirus applications
must be compatible with Windows 2000 to run properly.

= Applications and tools that use virtual device drivers (VxDs) and .386 drivers
will not operate correctly. Contact the manufacturer of these applications to
find out if updated drivers exist.

= Many client computers have existing third-party device drivers installed.
When these device drivers are installed, sometimes a Control Panel application
is also installed to provide additional functionality (such as configuration
control). Test these Control Panel applications in a Windows 2000
environment and ask the manufacturer about Windows 2000 compatibility.

= The same cautions given previously concerning network protocols, third-party
power management tools, and third-party Plug and Play drivers also apply to
your Windows 98 and Windows 95 clients.

Preparing to Operate with Other Systems

Many organizations operate in a heterogeneous environment, with a mix of
operating systems. Windows 2000 Server offers gateway services to other
operating systems, permitting Windows clients to gain access to other operating
systems and resources. For instance, by installing Gateway Services for NetWare,
your Windows clients can benefit from being in a Windows 2000 network while
also retaining the ability to navigate Novell Directory Services (NDS) hierarchies,
use Novell version 4.x or later logon scripts, and authenticate with a Novell
server.
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Network Infrastructure Preparation Task List

Table 6.1 outlines the recommended tasks you need to complete to prepare your
existing network infrastructure for Windows 2000.

Table 6.1 Planning Task List for Infrastructure Preparation

Task Chapter section

Create a hardware and software inventory. Hardware and Software Inventory

Confirm that all hardware conforms to the HCL Hardware and Software Inventory
and is appropriate for your deployment plans,

and determine a specific hardware upgrade plan

for each computer.

Document server and client network Network Infrastructure
configurations. Document your infrastructure

Servers.

Document the details of your network Network Infrastructure

configuration—your name resolution services, IP
addressing, WAN link details, and physical

layout.

Create a physical and logical diagram of your Network Infrastructure
network.

Document the configuration of your member File, Print, and Web Servers
servers.

Identify all critical applications and check them Line-of-Business Applications
for Windows 2000 compatibility.

Document your domain structure and Domain Services Architecture
administrative model, including trust

relationships, primary domain controller and

backup domain controller locations, and DNS

namespaces.

Document your network security details. Security

Stabilize your network. Preliminary Steps

Review network protocols. Preliminary Steps

Prepare your physical infrastructure. Preparing Your Physical
Infrastructure

Review network devices for Windows 2000 Preparing Your Physical

compatibility. Infrastructure

Prepare your infrastructure servers. Preparing Your Infrastructure

Upgrade your domain controllers. Preparing Your Domain Controllers
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CHAPTER 7

Determining Network
Connectivity Strategies

Microsofte Windowse 2000 Server has several new features that network
administrators can use to enhance their new or existing network infrastructures.
This chapter includes information about network connectivity issues, address
allocation, TCP/IP, and other protocol issues. This information will help you
determine the best network connectivity strategy for your organization.

To get the most from reading this chapter, some knowledge of Microsofte
Windows NTe and Windows NT networking is helpful. You also need to be
familiar with fundamental and advanced networking concepts, such as TCP/IP
addressing, routing protocols, and remote access.

In This Chapter

Network Connectivity Overview 187

External Connectivity Within an Organization 190
Windows 2000 TCP/IP 192

IP Routing Infrastructure 207

Windows 2000 DHCP 217

Windows 2000 Asynchronous Transfer Mode 222
Quality of Service 227

Planning Task List for Networking Strategies 228



186 Part2 Network Infrastructure Prerequisites

Chapter Goals
This chapter will help you develop the following planning documents:

= An evaluation of your current network, protocols, and routing infrastructure.
= A network connectivity strategy.

= A physical network design diagram.

= A network protocol and routing infrastructure design.

Related Information in the Resource Kit

= For more information about Windows 2000 TCP/IP, see the Microsofte
Windows® 2000 Server Resource Kit TCP/IP Core Networking Guide.

= For more information about Windows 2000 Routing And Remote Access, see
the Microsofte Windows® 2000 Server Resource Kit Internetworking Guide.

= For more information about deploying security within a Windows 2000
infrastructure, see “Determining Windows 2000 Network Security Strategies”
in this book.
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Network Connectivity Overview

Sites

There are several things to consider when determining how to implement or
upgrade your network to Windows 2000. If a network diagram that relates to your
current network exists, then consult that diagram to determine where to
strategically implement the new features of Windows 2000. As an example, you
need to examine clients, servers, switches, and routers to see whether or not they
currently use services such as Quality of Service (QoS), Asynchronous Transfer
Mode (ATM), or routing protocols. Also examine and modify TCP/IP addressing
schemes, if necessary, to take advantage of the new options in Windows 2000
Dynamic Host Configuration Protocol (DHCP).

If you have not done so already, create physical and logical diagrams that reflect
your network needs. This is essential because the diagrams give an overall view
of the infrastructure before any steps are taken to physically assemble the
network. This allows the designer and administrator to work together to put
network systems and devices in place. The following sections describe what you
can include in the diagram.

Show a graphic depiction of where sites are located in the diagram. This helps
when you determine wide-area and remote-site connectivity methods. You need to
implement sites according to geographical boundaries, administrative boundaries,
or both.

Remote Connectivity Methods

Include mediums for connecting remote sites to the central site in your diagram.
This can include T1, E1, Frame Relay, Integrated Services Digital Network
(ISDN), or plain old telephone service (POTS). You can also use the diagram to
show the types of routers used to connect the sites to the wide-area backbone.
These routers can be Windows 2000 routers or routers from various third-party
vendors. Show methods for connecting remote users to sites, using technologies
such as direct dial-up and virtual private networks (VPNs).
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Internal Local Area Network Connectivity Within Sites

Create a graphical depiction of the internal networks of the sites in order to utilize
the new features of Windows 2000 most efficiently. Include the following
information:

Network medium Include the type of infrastructure you plan to use, such as 10 or
100BaseT connectivity, ATM, or gigabit Ethernet. If you plan to use ATM,
determine which sections of the network will be directly connected to ATM, using
IP over ATM or local area network emulation (LANE).

Routing and switching infrastructure Determine where you plan to place routers
and switches. This is important to maintain network bandwidth and minimize
bottlenecks. Also make sure that the routing and switching hardware you plan to
use can support technologies such as QoS.

Protocols If you plan to use TCP/IP, show the IP addressing scheme for each
subnet within the site. If you plan to use other protocols such as IPX, AppleTalk,
or NetBIOS Enhanced User Interface (NetBEUI), show them also. Also consider
including the routing protocols such as OSPF or RIP that you might use for
connecting your networks. For more information about using TCP/IP, see
“Windows 2000 TCP/IP” in the Microsoft Windows 2000 Core Networking
Guide. Also see “Unicast IP Routing,” “IPX Routing,” and “Services for
Macintosh” in the Microsoft Windows 2000 Server Internetworking Guide.

DNS and Active Directory structure Design the DNS and Active Directory™
structure for your network. Include a logical domain diagram with your network
diagram that shows the domains and forests in your company. For more
information about the Active Directory directory service, see “Designing the
Active Directory Structure” in this book.

Server infrastructure Show placement of DNS, DHCP, and WINS servers in your
diagram.

Remote connectivity methods Show how remote clients and remote networks will
connect to the corporate network in your diagram.

The following sections discuss designing a network that best incorporates the
features of Windows 2000 Server into your organization and outline steps for
determining a network connectivity strategy.
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Figure 7.1 illustrates the primary steps for determining your network connectivity

strategy.
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Figure 7.1 Process for Determining Network Connectivity Strategies
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Designing a network for Windows 2000 consists of first designing many small
parts of a network that form the overall infrastructure. The sections that follow
describe the different aspects of a wide area network (WAN), along with some
procedures and design considerations for each. The external, wide-area aspects of
a corporate network infrastructure are covered, such as demilitarized zones
(DMZs), site implementation, and remote access connectivity. The internal
aspects of the network, such as protocols, security, and local area network (LAN)
connectivity methods, are also examined.

External Connectivity Within an Organization

For remote users to gain access to the central site, you need to deploy a
connectivity method that allows site-to-site and remote client connectivity. Your
organization’s central site needs to have a network that permits these other sites
and remote clients to gain access to the central site’s internal network structure.
The following sections describe what you need to include in an external
connectivity strategy.

Designing the Demilitarized Zone

An important part of a large corporate network is the DMZ. This section describes
what a DMZ is used for, and later sections in this chapter give examples of how a
DMZ is used.

A demilitarized zone (DMZ) is a network that permits the egression of the Internet
into a private network, while still maintaining the security of that network. The
DMZ gives a business the ability to use the Internet as a cost-saving medium,
while also allowing it to have a presence on the Internet. The DMZ saves money
by utilizing the existing infrastructure of the Internet along with VPN, thereby
saving the wide-area connection costs of leasing communications lines.
Essentially, the DMZ is a network that is in between a private network and the
Internet.

The DMZ contains devices such as servers, routers, and switches that maintain
security by preventing the internal network from being exposed on the Internet.
The servers that reside within the DMZ usually consist of proxy server arrays,
which the network uses to provide Web access for internal users; external Internet
Information Services (IIS), which an organization can use to promote its presence
on the Internet; and any VPN servers that are used to provide secure connections
for remote clients. For more information about VPN, see “VPN Security” and
“L2TP over IPSec VPNs” later in this chapter.
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An example of a DMZ is shown in Figure 7.2. The device on the edge of the
DMZ is a router. Preferably, the speed of the connection exposed to the Internet is
at least DS3, or 45 megabits per second (Mbps) for a large corporation. The
connection between the router and the servers in the DMZ can be any high-speed
LAN, but gigabit Ethernet or ATM are recommended if you expect heavy Internet
traffic.

You can use a Windows 2000 Routing and Remote Access router on a DMZ
interface for small- to medium-sized networks. You can enable packet filtering on
the Internet interfaces to protect against unwanted traffic and provide security.

Site Connectivity for an Organization

Many large corporations have offices that are spread out in various geographical
locations. These offices need a way to connect and remain connected to the main
or central site. Different wide-area connection media are used in different parts of
the world. Table 7.1 describes the various wide-area technologies and their uses.

Table 7.1 Wide-Area Technologies

Wide-Area Technology Definition

T1 Transmits at a speed of 1.544 Mbps, and consists of 23
B channels, which are used for data, and a 1 D channel
which is used for clocking. T1 can also be
fractionalized into separate 64 kilobytes per second

(Kbps) segments.

El Used primarily in Europe. Transmits at a speed of
2.048 Mbps.

T3 Transmits DS3 data at 44.736 Mbps.

Frame Relay Packet-switched technology that is considered the
replacement for X.25. Commonly runs at speeds up to
T1.

Digital Subscriber Line (DSL) DSL consists of an asymmetric digital subscriber line

(ADSL), a high-data-rate digital subscriber line
(HDSL), a single-line digital subscriber line (SDSL),
and a very-high-data-rate digital subscriber line
(VDSL).

Site connectivity can also rely on the use of dial-up mediums such as Integrated
Services Digital Network (ISDN), or analog phone lines (POTS) for low traffic
links or backup purposes. For instance, an organization might have a small site to
which they normally connect by using a fractional T1 line, but in the event that
their wide-area provider fails, they can use the POTS line as a backup.
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Multiple sites within an organization are normally connected through routers.
Windows 2000 Routing and Remote Access offers routing services that enable an
organization to cost-effectively connect remote sites to the central corporate site.
Sites can be connected through the Internet using VPNs, saving money for your
organization. If you have a site that does not require a full-time connection to the
central site, then you can implement a demand-dial router-to-router connection,
saving wide-area connection costs.

Remote Client Connectivity

One of the things that makes an organization more effective is the ability of its
users to access corporate resources, whether they are at home or traveling. Many
corporations are starting to use a work-at-home strategy. This strategy allows
employees to save the expense of commuting, while allowing the corporation the
ability to cost-effectively manage office space as the number of employees grows.
Another benefit of implementing remote client connectivity is the ability to permit
traveling sales and technical people to dial in and retrieve files and e-mail.

In either case, users who are away from the office need to be able to connect to
their mail and file servers, which are located within the corporate network
infrastructure. The Windows 2000 Routing and Remote Access service allows this
by being able to receive incoming remote access connections, and then routing the
data to its intended destination. The Routing and Remote Access service can also
be used to receive incoming VPN connections, providing a secure way to transfer
data across the Internet. For more information about VPN, see “VPN Security”
and “L2TP over IPSec VPNs” later in this chapter.

Remote client access to a corporate infrastructure is not limited to just Internet
Protocol (IP) clients. Windows 2000 Routing and Remote Access service also
permits other clients, such as Macintosh, UNIX, or NetWare clients, to use remote
access through its multiprotocol functionality. The VPN protocols supported in
Windows 2000 PPTP) and Layer 2 Tunneling Protocol (L2TP) also support
multiprotocol connections across the Internet.

Windows 2000 TCP/IP

Networks in today’s organizations require a protocol that rates high in
performance and scalability, and places a high degree of importance on Internet
interoperability. The TCP/IP protocol is an industry-standard suite of protocols
that is the foundation for large-scale internetworks that span LAN and WAN
networks, and is quickly becoming the leading protocol for both intranets and the
Internet.
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Windows 2000 TCP/IP is:

= A networking protocol based on industry standards.

= A routable networking protocol that supports connecting Windows-based
servers and clients to LANs and WANSs.

= A scalable protocol for integrating Windows-based servers and workstations
with heterogeneous systems.

= A foundation for gaining access to global Internet services.

Microsoft TCP/IP provides basic and advanced features that enable a computer
running Windows 2000 to connect and share information with computers running
other operating systems such as UNIX.

New Features in the Windows 2000 TCP/IP Suite

The new Microsoft TCP/IP suite is designed to adjust itself for reliability and
performance. The next four sections discuss the new features in the TCP/IP suite.

Automatic Private IP Addressing Configuration

Automatic Private IP Addressing (APIPA) configuration consists of automatically
allocating a unique address in the range of 169.254.0.1 through 169.254.255.254,
with a subnet mask of 255.255.0.0 when a DHCP server is not present. APIPA is
used for single subnet networks such as SOHO networks that are too small to
justify running a separate DHCP server.

For example, if you have a home office and need a way to distribute IP addresses
to internal Windows 2000 servers and clients, all you need to do is to connect the
systems together through a network medium, then each Windows 2000 computer
self-assigns an address from the APIPA address range.

Large Window Support

Large receive window support increases the amount of data that can be buffered
on a connection at one time, reducing network traffic and speeding up data
transfer.

Note Large window support is not enabled by default. The window size defaults
to about 16 kilobytes (KB), which is double the window size of Windows NT 4.0.
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Selective Acknowledgment

Selective acknowledgments allow the receiver to inform the sender to retransmit
only the data it has not received as opposed to entire blocks of data. This enables
more efficient use of network bandwidth.

Improved Estimation of Round Trip Time

TCP uses round trip time (RTT) to estimate the amount of time that is needed for
roundtrip communication between the sender and receiver. Windows 2000 TCP
makes better estimates of RTT for setting transmission timers, which improves
overall TCP performance. This improvement in TCP primarily helps in WANs
that span very long distances, or over slow links such as satellite communication.

Planning Considerations for Microsoft TCP/IP

If your network does not already use TCP/IP, then you need to develop a
comprehensive IP addressing plan for your network. When planning your IP
infrastructure, include IP network IDs and subnet masks. Use the information in
the following sections to create a workable plan.

IP Address Classes

Choosing which address class to use depends on whether your network is private
or connected to the Internet. Network addressing is also determined by the size of
your infrastructure, which directly relates to which address range to use. Consider
the following when planning IP addresses for your network:

Physical Subnet and Host Inventory Count the subnets and hosts that you have in
your current network and then determine how many you need for your new one by
subnetting your IP address space. As you do this, plan ahead for at least five years
of growth so that you do not run out of addresses or subnets prematurely. If your
network is connected directly to the Internet, you will need an IP address range
assigned to you from your Internet service provider. For more information about
subnetting IP addresses spaces, see “Internet Protocol Security” in the

Windows 2000 Server Resource Kit TCP/IP Core Networking Guide.

Note It is important to have only a few TCP/IP systems within your network that
are directly connected to the Internet, such as the DMZ. The fewer systems that
are accessible from the Internet, the safer your network is from attack.
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Private Networks with or without Proxy Connection to the Internet

For private TCP/IP networks that are not connected to the Internet, or are
connected to the Internet through a proxy server, you can use any range of valid
IP addresses from the Class A, B, or C address classes. It is recommended,
however, that you use private addresses to prevent a renumbering of your
internetwork when you eventually connect to the Internet. The private IP address
space is defined as three sets of IP addresses set aside by the Internet Assigned
Numbers Authority (IANA). The reserved IP ranges are:

= 10.0.0.1/8 through 10.255.255.254/8
= 172.16.0.1/12 through 172.31.255.254/12
= 192.168.0.1/16 through 192.168.255.254/16

Note For more information about private addressing, see RFC 1918. The private
network address range shown here uses network prefix notation, also known as
Classless Interdomain Routing (CIDR) notation to define subnet masks.

Subnet Masks and Custom Subnetting

With public IP addresses in short supply, you can use customized subnet masks to
implement IP subnetting. Custom subnetting is defined either as subnetting,
Classless Interdomain Routing (CIDR), or variable length subnet mask (VLSM).
With custom IP subnetting, you can go beyond the limitations of default subnet
masks and use your IP address range more efficiently.

By customizing the subnet mask length, you can reduce the number of bits that
are used for the actual host ID. In some cases, you can use default subnet masks
for standard-size class A, B, and C networks. Default subnet masks are dotted
decimal values that separate the network ID from the host ID of an IP address. For
example, if you have a network segment and are using the class A IP address
range starting at 10.0.0.0, the default subnet mask that you would use is 255.0.0.0.
Typically, default values for subnet masks are acceptable for networks with no
special requirements where each IP network segment corresponds to a single
physical network.

Note To prevent addressing and routing problems, make sure all TCP/IP
computers on any network segment use the same subnet mask.

You can also show subnet masks with your IP addresses by using network prefix
notation. This option allows you to show a shortened version of the subnet mask
while still maintaining its value. Table 7.2 describes this process. The underlined
bits in Table 7.2 make up the network prefix.
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Table 7.2 Network Prefix Length Subnet Masking

Network Prefix with
Address Class Subnet Mask in Binary Decimal Equivalent
Class A 11111111 00000000 00000000 00000000 /8 =1255.0.0.0
Class B 11111111 11111111 00000000 00000000 /16 = 255.255.0.0
Class C 111711111 11111111 11111111 00000000 /24 =255.255.255.0

TCP/IP and Windows Internet Name Service

The Windows Internet Name Service (WINS) is a service that maps network basic
input/output system (NetBIOS) names to IP addresses. In versions of Windows
earlier than Windows 2000, WINS is used in conjunction with DHCP to register
NetBIOS names and dynamically-assigned IP addresses with the WINS database.
In this case, a DHCP-enabled host queries a DHCP server for an IP address, the
DHCP server then allocates a WINS server to the DHCP client as a DHCP option.
After the DHCP lease allocation process is complete, the NetBIOS name and its
associated IP address are registered in the WINS database by the DHCP client.

Windows 2000 provides integration between DNS and WINS. If a Windows 2000
DNS server cannot resolve a fully qualified domain name (FQDN), it converts the
FQDN to a NetBIOS name and queries a configured WINS server. The IP address
returned by the WINS server is forwarded to the DNS client.

In Windows 2000, you do not need WINS and NetBIOS over TCP/IP if you are
using only Windows 2000 servers and clients. If you use systems such as
Windows NT version 3.5x, Windows NT 4.0, Windows 95, Windows 98, or
Windows 3.x, WINS is still required because those operating systems use
NetBIOS name resolution and NetBIOS sessions to create file and print sharing
connections.

WINS Design Considerations

If NetBIOS name resolution is required, each site within a domain needs to have
at least one WINS server. You can install the WINS server on the same system as
the DNS server, or you can install it separately. You also need to install a backup
WINS server elsewhere in the network. You can install the backup WINS server
on the same system as a Windows 2000 domain controller, or you can install it
separately.
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Routing and Remote Access

Routing is the process of using addressing information present in a network
packet to determine the path that packet should take to reach its destination.
Routing is required when the source host and destination host are on different
logical networks. Routing is required in larger network infrastructures because it
is impractical to use one set of addresses for the entire network. This is because as
networks increase in size, so does the addressing complexity. In addition, it is
impractical to put all systems in a large network on the same logical network. This
causes a large amount of network traffic.

You can segment a TCP/IP network by dividing the IP address range into subnets.
Once the IP addresses are broken up, the newly formed subnets use routers to
forward data from one subnet to another. You can also use routing to connect
dissimilar networks such as Ethernet, ATM, and Token Ring.

Routing tables are used to keep track of routes from hosts that reside in one subnet
to hosts that reside in another. As networks increase in size, so do the number of
routers within the infrastructure and the size of routing tables. If administrators
had to keep track of these routes, they would have to constantly monitor the
network for routers that go offline or links that temporarily fail, then manually
enter this information into routing tables. Routers use industry standard routing
protocols to dynamically update routing tables as the network changes.

Windows 2000 Server supplies businesses with LAN-to-LAN routing and offers
an alternative to purchasing dedicated router hardware, by integrating the Routing
and Remote Access service within Windows 2000 Server. This service supports
the ability to dynamically route TCP/IP, Internetwork Packet Exchange (IPX), and
AppleTalk traffic by utilizing built-in routing protocols. The Routing and Remote
Access service can also provide remote office connectivity by supporting wide-
area connections.

New Features of Windows 2000 Routing and Remote
Access Service

This section discusses the new features of the Windows 2000 Routing and
Remote Access service, which allows businesses and their associated remote
access clients to send and receive data more securely by utilizing the Internet as a
data path. Clients within the Windows 2000 network structure can enjoy the
benefit of accessing multicast data from the Internet.

Table 7.3 describes the new features of Windows 2000 Routing and Remote
Access.
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Table 7.3 New Features of Windows 2000 Routing and Remote Access

Feature

Description

Windows 2000 Active
Directory Integration

Version 2 of Microsoft
Challenge Handshake
Authentication Protocol
(CHAP)

Extensible Authentication
Protocol (EAP)

Bandwidth Allocation
Protocol

Remote access policies

Layer 2 Tunneling
Protocol (L2TP)

IP multicast support

Network Address
Translation (NAT)

Internet Connection
Sharing (ICS)

Permits browsing and managing Remote Access servers by
using Active Directory-based tools such as the Routing and
Remote Access administrative tool.

Strong security credential passing and encryption key
generation. This protocol is designed specifically for
authenticating VPN connections using the PPTP protocol.

Allows third-party authentication methods to plug in to the
Windows 2000 point-to-point protocol (PPP)
implementation. The built-in EAP/Transport Layer
Security (TLS) method supports deployment of smart cards
for secure authentication and strong encryption key
generation.

Allows a more efficient Multilink PPP connection by
dynamically adding and dropping links to accommodate
changes in traffic flow. This is useful for networks that
carry charges based on bandwidth use. Useful with ISDN
channels and similar communications technologies.

Gives administrators the ability to control connections
based on time of day, group membership, type of
connection, and other criteria.

Provides client-to-gateway and gateway-to-gateway VPN
connections, secured by Internet Protocol security (IPSec).

Supports Internet Group Membership Protocol IGMP
Version 2 and acts as a multicast forwarding router, which
allows the forwarding of IP multicast traffic between
connected clients and the Internet or a corporate network.

Provides a small to medium network with a single interface
that connects to the Internet and provides IP address
translation services between public and private IP
addresses. Also provides IP address assignment and DNS
proxy name resolution services to internal network clients.

Provides a small network with an easy to configure, but
limited interface that connects SOHO clients to the
Internet. ICS provides DNS name resolution, automatic
address allocation, and a single IP address range for IP
distribution.
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Remote Access Policy

In Windows NT versions 3.5x and 4.0, remote access authorization was based on
a simple Grant dial-in permission to user option in User Manager or the Remote
Access Administration tool. Callback options were also configured on a per-user
basis. In Windows 2000, authorization is granted based on the dial-up properties
of a user account and remote access policies. Remote access policies are a set of
conditions and connection settings that give network administrators more
flexibility when authorizing connection attempts. Windows 2000 Routing and
Remote Access service and Windows 2000 Internet Authentication Service (IAS)
both use remote access policies to determine whether to accept or reject
connection attempts. In both cases, the remote access policies are stored locally.
Policy is now dictated on a per-call basis.

With remote access policies, you can grant or deny authorization by time of day
or day of the week, by the Windows 2000 group to which the remote access user
belongs, by the type of connection being requested (dial-up networking or VPN
connection), and so on. You can configure settings that limit the maximum
session time, specify the authentication and encryption strengths, set Bandwidth
Allocation Protocol (BAP) policies, and so on.

It is important to remember that with remote access policies, a connection is
authorized only if the settings of the connection attempt to match at least one of
the remote access policies (subject to the conditions of the dial-up properties of
the user account and the profile properties of the remote access policy). If the
settings of the connection attempt do not match at least one of the remote access
policies, the connection attempt is denied regardless of the dial-up properties of
the user account.

Remote Access Design Considerations

The following are some considerations when designing remote access schemes:

= [If you have installed a DHCP server, configure the Routing and Remote
Access server to use DHCP to obtain IP addresses for remote access clients.

= If you do not have a DHCP server installed, configure the Routing and Remote
Access server with a static IP address pool, which is a subset of addresses from
the subnet to which the remote access server is attached.

= If configuring IPX, configure the remote access server to automatically
allocate the same IPX network ID to all remote access clients.
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VPN Security

Network security is a concern for most organizations, and two protocols that
Windows 2000 networks use to ensure secure communications across the Internet
are the Point-to-Point Tunneling Protocol (PPTP) and the L2TP, which is used in
conjunction with Internet Protocol security (IPSec). Microsoft TCP/IP, PPTP, and
L2TP/1PSec provide the highest levels of security, protecting paths between hosts
and gateways.

Benefits of Virtual Private Networking

The following list contains reasons why it is beneficial to use VPN connections
instead of long distance direct-dial connections.

Reduced Cost Overhead One of the major concerns of a large organization is cost
overhead, and phone costs are one of the largest expenses a company has. Using
the Internet as a connection medium instead of a long distance telephone service
saves the company phone expenses and requires less hardware. For example, the
client only needs to call the local ISP, then, L2TP and IPSec allow users to obtain
secure connections to Internet-attached Windows 2000 VPN servers running
Routing and Remote Access service.

Reduced Management Overhead Because the local phone company owns and
manages the phone lines that support your VPN connections, there is less
management for network administrators.

Added Security Windows 2000 uses standard, interoperable authentication and
encryption protocols that allow data to be hidden from the unsecured environment
of the Internet, but remain accessible to corporate users through a VPN. Also, if
the VPN tunnel is encrypted with IPSec, the Internet only sees the external IP
addresses while the internal addresses are protected. In other words, it is
extremely difficult for a hacker to interpret the data sent across a VPN tunnel.

Point-to-Point Tunneling Protocol VPNs

PPTP is an excellent solution to the tunneling needs of clients. It is relatively
simple to set up when compared to L2TP/IPSec, and it provides good security
when used with a user name/strong password method. PPTP is an industry
standard protocol that was first supported in Windows NT 4.0. This protocol uses
the authentication, compression, and encryption of the PPP. PPTP is still in wide
use on networks today. Because L2TP along with IPSec can provide better
security, this chapter discusses L2TP and IPSec encryption in more depth.
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L2TP over IPSec VPNs

L2TP over IPSec VPNs enable a business to transport data over the Internet,
while still maintaining a high level of security to protect data. You can use this
type of secure connection for small or remote office clients that need access to the
corporate network. You can also use L2TP over IPSec VPNs for routers at remote
sites by using the local ISP and creating a demand-dial connection into corporate
headquarters.

When you are deciding where and how to design L2TP over IPSec connections,
remember that the Internet access point or DMZ of the network is where the VPN
server will reside. The VPN server is responsible for enforcing user access policy
decisions that might be configured on the user account in the Windows 2000
domain controller, in remote access policy and dial-up user profiles on the VPN
server, or in the IAS.

L2TP creates the necessary IPSec security policy to secure tunnel traffic. You do
not need to assign or activate your own IPSec policy on either computer. If the
computer already has an IPSec policy active, the L2TP will simply add a security
rule to protect L2TP tunnel traffic to the existing policy.

L2TP Deployment Considerations

For an L2TP over IPSec connection to occur, you need to install computer
certificates on the VPN client and VPN server computers. After a client requests a
VPN connection, VPN access is granted through the combination of the dial-up
properties on the user account and remote access policies. In Windows NT 4.0,
the administrator only needed to select Grant dial-in permission to user on the
dial-up properties in User Manager or User Manager for Domains to allow
remote access use.

In Windows 2000, the administrator can permit or deny remote access to the
corporate network using remote access policies on the VPN server and in IAS,
allowing you to better define security settings. With remote access policies, a
connection is accepted only if its settings match at least one of the remote access
policies. If it does not match, the connection is denied.

For deployment of large remote access VPNs, you can use the Connection
Manager and the Connection Manager Administration Kit to provide a custom
dialer with preconfigured VPN connections to all remote access clients across
your organization. These tools produce a one-click dial-up and VPN connection
for users, combining what would normally be two or three steps into one.
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L2TP Examples

Following are a few situations where you can use L2TP:

Persistent Connection Router-to-Router VPN A router-to-router VPN is typically
used to connect remote offices when both routers are connected to the Internet
through permanent WAN links such as T1, T3, Frame-Relay, and cable modems.
In this type of configuration, you only need to configure a single demand-dial
interface at each router. Permanent connections can be initiated and left in a
connected state 24 hours a day. Figure 7.2 depicts a router-to-router VPN.

Seattle &

DS3

Persistent VPN

. connection
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Figure 7.2 Router-to-Router VPN
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On-demand Router-to-Router VPN When a permanent WAN link is not possible or
practical because of location or cost, you can configure an on-demand router-to-
router VPN connection. This requires you to permanently connect the answering
router to the Internet. The calling router connects to the Internet by using a dial-up
link such as an analog phone line or ISDN. Then, you only need to configure a
single demand-dial interface at the answering router.

VPN Security with IPSec

IPSec needs to be deployed on the VPN server that is located in the corporate
DMZ. The design that is shown in Figure 7.3 shows the VPN server being
combined with a multiprotocol remote access server. This combination is an
effective way to keep the remote access part of the network together for easier
manageability and security. Also, when a client dials in to the corporate network
using VPN with IPSec, the client determines the type of [PSec security policy to
use and the remote access server in which IPSec is installed. Then, it
automatically sets up the tunnel, as defined by the client.

Multi-protocol remote access
and VPN Server running
IPSec Certificates reside here also.

TCP/IP

Client '
running  L2TP/ IPSec

IPSec VPN Tunnel

Proxy
Server

reskit.com
Central Site

Figure 7.3 Routing and Remote Access Client Connection Through an L2TP/IPSec
Tunnel
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In this example, the VPN server has three interfaces, one is in the DMZ, the
second interface is in the internal network connected to a router, and the third is a
remote access interface. The interface that is the least secure is the interface in the
DMZ. The DMZ is an area where, as stated earlier, the Internet egresses into the
internal, private network, and needs to contain all of the servers that have a
presence on the Internet.

The Windows 2000 implementation of IPSec is based on industry standards in
development by the Internet Engineering Task Force IPSec working group.

Data encryption allows businesses to use the Internet as a secure, cost-effective
way of getting information from a remote site or user to the corporate
infrastructure. This strategy is cost effective because you use the already existing
medium of the Internet. The security comes from IPSec.

On the Internet, L2TP puts the data into a tunnel, and IPSec provides security for
the tunnel itself to keep the data safe, but what about the exposed interface itself?

You can protect the Internet-exposed interface on the VPN server from hackers in
the following ways:

=  When you initially set up the VPN server, ensure that there is not a routing
protocol on the interface that is in the DMZ. Instead, the interface needs to
point into the private corporate network through a set of summarized static
routes.

= Have a routing protocol running on the interface that is on the private network.

= Use Routing and Remote Access filters (not IPSec filtering) on the Internet
interface to set input and output permit filters for L2TP, which uses User
Datagram Protocol (UDP) port “Any” and destination port 1701. Also set
routing and remote access input and output permit filters for the Internet key
exchange (IKE) protocol, which uses UDP source port “Any” and destination
port 500, prohibiting everything but L2TP over IPSec traffic. Then, configure
packet filtering in the remote access policy profile for user groups, permitting
or denying certain types of IP traffic. To make this easier for the user, these
filters are configured when you use the Routing and Remote Access setup
wizard. No configuration by the user is required.

For L2TP over IPSec connections, the IPSec security negotiation (IKE) uses
certificate-based authentication for the computers themselves. L2TP performs user
authentication by using either a domain\userid and password, or by using a smart
card, certificate, or token card with the Extensible Authentication Protocol (EAP).
For more information about overriding this default behavior and using preshared
key authentication, see “Virtual Private Networking” in the Microsoft

Windows 2000 Server Internetworking Guide.
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IPSec requires that you establish the trust relationship using certificates issued to
each computer. For example, a salesperson from domain.com has regular sales
transactions with reskit.com. In order to expedite the process of ordering, the
salesperson dials in on a weekly basis to download the product order form from
the Reskit supply department.

To ensure that all of the transactions are secure from competitors of domain.com,
the salesperson dials in to reskit.com through an ISP using an L2TP over IPSec
VPN. Both the remote client and the VPN server need to have a certificate issued
to them, and to be able to trust each other’s certificate. The salesperson’s
computer needs to have a computer certificate installed to negotiate a trust
relationship with the reskit.com VPN server. Typically, the salesperson’s
computer received a certificate from a Windows 2000 certificate server when the
computer was joined to domain.com. The computer received a Group Policy
setting containing instructions for enrolling in the domain.com certificate server,
called a certificate auto-enrollment policy. The public key infrastructure (PKI)
certificate policy also specified that the client can trust the certificate server that
issued the VPN server a certificate, probably the reskit.com certificate server. The
VPN server is configured to trust the domain.com certificate server, so it will
accept certificates that the client provides.

After the IPSec security association for L2TP is made, the salesperson’s remote
access policy is checked. This is a property that enables remote access for the user
account in the domain. You can control user access in more detail by using
Internet Authentication Service (IAS), a server that communicates access policy
using the Remote Access Dial-In User Service (RADIUS) protocol.

You can also use IPSec to ensure that only certain computers with the proper
certificates and credentials can connect to other computers. Windows 2000 user
IDs and groups specified in access control lists (ACLs) control who can access
specific shares.

Note You can also use IPSec inside a corporate network to encrypt data from
client to client, or from client to server.

For more information about IPSec, see “Internet Protocol Security” in the TCP/IP
Core Networking Guide.

Internet Authentication Service and Centralized Management

In large corporate networks, managing policies on more than one remote access
server can be task intensive. IAS can assist network administrators in managing
geographically dispersed remote access servers from a central location.
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Multihoming

IAS provides:

Centralized user authentication IAS supports the ability to centrally manage user
policy by authenticating users who are in Windows NT 4.0 and Windows 2000
domains. For authenticating users, IAS supports a variety of authentication
protocols. They are:

= Password Authentication Protocol (PAP)

= Challenge Handshake Protocol (CHAP)

=  Microsoft Challenge Handshake Protocol (MS-CHAP)
= Extensible Authentication Protocol (EAP)

Outsourcing remote access This allows you to use a local ISP’s network to allow
employees to connect to the corporate network through a VPN tunnel. IAS allows
you to track expenses and users who connect to the ISP, which then permits you
to pay the ISP for the services used. This approach results in monetary savings for
the organization.

Centralized administration of remote access servers IAS enables network
administrators to configure remote access policies on just one remote access
server, then the rest of the remote access servers can act as RADIUS clients,
getting policy from the IAS server.

Scalability Small- and medium-sized networks in large corporations and ISPs can
use IAS.

Remote monitoring A network administrator can monitor IAS servers from
anywhere on the network by using Event Viewer or Network Monitor, or by
installing the Simple Network Management Protocol.

Import/Export IAS configuration A network administrator can important or export
IAS configuration by using a command-line utility. For more information about
IAS, see “Internet Authentication Service” in the Microsoft Windows 2000 Server
Internetworking Guide.

A computer that is configured with more than one IP address is referred to as a
multihomed system. You can implement a multihomed system in several ways,
depending on your needs. You can multihome DHCP servers to provide service to
more than one subnet. DNS can also benefit from multihoming because the DN'S
service can be enabled on individual interfaces and can be bound only to IP
addresses that are specified. By default, DNS binds to all individual interfaces
configured on the computer.
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Multihoming is supported in several different ways:

= Multiple IP addresses for each network adapter
» Multiple network adapters

IP Routing Infrastructure

In order for users and administrators to fully utilize the features of Windows 2000
Server as a router, you need to analyze the network structure and make decisions
about what type of routing infrastructure best meets your organization’s needs.
Table 7.4 describes the various types of routing configurations and their uses.

Table 7.4 Routing Configurations

Routing Configuration Description

Static Routed Internetwork Uses manually added routes to route
network traffic.

Routing Information Protocol (RIP)-for-IP Uses RIP for IP to dynamically

Internetwork communicate routing information between
routers.

Open Shortest Path First (OSPF) Uses the OSPF routing protocol to

Internetwork dynamically communicate routing

information between routers.

Static Routed Networks

A static routed IP internetwork does not use routing protocols such as RIP-for-IP
or OSPF to communicate routing information between routers. All of the routing
information is stored in a routing table on each router. If you decide to implement
static routing, ensure that each router has the appropriate routes in its routing table
so that traffic can be exchanged between any two endpoints on the IP
internetwork.

You can use the network diagram described at the beginning of this chapter to
document any static routes in a network infrastructure, and it is an ideal way to
keep the routes organized for future reference. Static routes can be entered into
the routing table in a Windows 2000 router by using the Routing and Remote
Access management console. For more information about adding static routes, see
“Unicast IP Routing” in the Microsoft Windows 2000 Server Internetworking
Guide.
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Before you can use this routing service, you need to configure and enable it from
within the management console. For more information about starting and
configuring the Windows 2000 Routing and Remote Access service, see
Windows 2000 Server online Help. For more information about installing and
upgrading Windows 2000 member servers, see “Upgrading and Installing
Member Servers” in this book.

You can implement static routes in small networks that require little
administration and are not subject to a lot of growth over time, such as a small
business with fewer than 10 network segments. However, because they require
some administration, you might consider them impractical, especially with the
ability of the Windows 2000 Routing and Remote Access service to dynamically
build routing information tables for small to large networks using Open Shortest
Path First (OSPF) or RIP for IP.

RIP-for-IP Network Design

RIP for IP is a distance-vector routing protocol that dynamically communicates
routing information between neighboring routers, automatically adding and
removing routes as needed. RIP has a hop limitation of 16. All destinations that
are 16 hops and greater are considered unreachable. RIP networks are best
implemented in small to medium infrastructures such as medium-sized businesses
or branch offices.

Other caveats for using RIP for IP in your network include:

= RIP for IP uses hop count as the metric for the best route. For example, if a site
has a T1 link and a satellite backup link, and the costs associated with both of
the links are identical, then RIP for IP is free to select either link. To prevent
this problem, you can configure the slow link (the satellite) with a cost of two,
which forces the router to select the T1 link as the primary link.

= Bandwidth consumption is another consideration because RIP routers
announce their lists of reachable networks every 30 seconds. Depending on the
size of the network, these announcements can use up expensive WAN
bandwidth. Also, as network size increases, the possibility of bottlenecks
increases. You can use autostatic RIP updates to reduce bandwidth used by the
routing protocol.

Windows 2000 Routing and Remote Access service supports versions 1 and 2 of

RIP for IP. RIP version 1 is designed for classful environments and does not
announce the subnet mask for each route. If there are routers in your network that
only support RIP version 1, and you want to use classless interdomain routing
(CIDR) or Variable Length Subnet Mask (VLSM), then upgrade the routers to
support RIP version 2, or skip RIP altogether and use OSPF.
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You can implement RIP for IP using the following steps:

1. Consult your network diagram to find out where the RIP routers are going to
be placed. If you do not have a current diagram, consider designing one before
you start. Consider putting routers on a high-bandwidth network in order to
keep bottlenecks to a minimum.

2. Determine which IP address scheme is going to be used. Write down which
addresses will be used for routers, which ones for servers, and which ones for
clients. For example, if you use the private address range of 172.16 0.0/22, you
can follow the format shown in Table 7.5.

Table 7.5 IP Address Schemes
Router Address

Interface on Routerl on the 172.16.4.0/22 network 172.16.4.1
Interface on Router2 on the 172.16.8.0/22 network 172.16.8.1

Domain controller on the 172.16.4.0/22 network 172.16.4.10
Domain controller on the 172.16.8.0/22 network 172.16.8.10
Client on the 172.16.4.0/22 network 172.16.4.20
Client on the 172.16.8.0/22 network 172.16.8.20

3. Next, decide which RIP version is going to be used on each interface. If you
are setting up a new network, consider using only RIP version 2, because this
version supports CIDR and VLSM. If you have an existing network that uses
RIP version 1, consider upgrading to RIP version 2.

OSPF Network Design

RIP for IP is an easy way to integrate a routing protocol into your small- to
medium-sized network environment. But, if you have a larger network
implemented, RIP for IP might not be sufficient. Another routing protocol that is
supported by Windows 2000 Routing and Remote Access is called Open Shortest
Path First (OSPF). An OSPF network is best suited for a large infrastructure with
more than 50 networks.



210

Part2 Network Infrastructure Prerequisites

OSPF is a link-state routing protocol that calculates routing table entries by
constructing a shortest-path tree. It is a more efficient protocol than RIP and does
not have the restrictive 16 hop-count problem, which causes data to be dropped
after the 16th hop. An OSPF network can have an accumulated path cost of
65,535, which enables you to construct very large networks (within the maximum
Time-To-Live value of 255) and assign a wide range of costs. OSPF also supports
point-to-point dedicated connections, broadcast networks such as Ethernet, and
nonbroadcast networks such as frame relay. One disadvantage to using OSPF is
that it is more complex to configure than other routing protocols, such as RIP.

You can structure these networks hierarchically. The sections that follow describe
OSPF in more detail.

Autonomous Systems

An autonomous system (AS) is a collection of networks that share a common
administrative authority. The following guidelines are recommended when
designing an OSPF AS:

= Subdivide the AS into OSPF areas.

Partition an AS into areas so that OSPF can control traffic to maximize its
ability to pass only intra-area traffic, keeping communication to other areas
within the AS to a minimum.

= Designate the backbone area as a high-bandwidth network.

Create a backbone that is capable of maintaining high capacity to help keep
inter-area bottlenecks to a minimum.

= Ensure that all inter-area traffic transverses the backbone. Avoid creating
virtual links that connect new or changing areas to the backbone.

Figure 7.4 depicts an AS.
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Figure 7.4 An Autonomous System

OSPF Area Design

OSPF areas are subdivisions of an OSPF AS that contain a contiguous collection
of subnets. Areas are administrative boundaries that you can use to separate sites,
domains, or groups. Within these areas are networks, which, when joined together
through a backbone, form an AS.

In an internal network, configure these areas so that inter-area communication is
kept to a minimum. This could include DNS name resolution traffic and Active
Directory replication traffic.
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One way that traffic leaves and enters an OSPF area is through a router called an
area border router (ABR). This router is connected to the backbone called

Area 0.0.0.0, which then connects OSPF areas together. ABRs typically have an
interface on a backbone area network. However, there are situations where the
ABR cannot be physically connected to a backbone network segment. If this
happens, you can connect the new OSPF areas to the backbone through a virtual
link. Even though this method will work, it is not recommended because it can be
complicated to set up and inclined to error. Figure 7.5 shows the backbone, the
areas, and a virtual link.

ABR advertises summarized
route 172.16.0.0/21

Inter-area Traffic to
Backbone

Figure 7.5 An OSPF Area Design

To design an OSPF area, follow these guidelines:

= Assign IP addresses in a contiguous manner, allowing them to be summarized.
Route summarization is the act of condensing ranges of IP addresses. Ideally,
the ABR for an area would summarize all of its network IP addresses into one.
This approach condenses routing information, reducing the workload on the
ABRs and the number of OSPF routing table entries.
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= Create stub areas whenever possible. Keep the following in mind:

= Stub areas can be configured so that all external routes and routes for
destinations outside the OSPF AS are summarized by a single static default
route.

= Any routes that are external to the AS (external routes) cannot be carried by
a stub area, including routes that use other routing protocols. This means
that stub areas cannot use AS boundary routers (ASBRs).

= Avoid creating virtual links. Virtual links are used to connect new areas in an
AS to the backbone. Virtual links can cause routing and other problems, and
can be difficult to configure. Always make an effort to connect new areas in
your AS directly to the backbone. Ensure this by planning ahead before your
AS is implemented.

IPX Routing Structure

NetWare servers and Windows 2000 systems are made interoperable on the same
network by using NWLink, Client Services for NetWare, and Gateway Services
for NetWare. Windows 2000 Server provides services that coexist and are
interoperable with Novell NetWare networks and servers. The NWLink
IPX/SPX/NetBIOS Compatible Transport Protocol (NWLink) is included with
Windows 2000. This protocol provides connectivity between Windows 2000 and
Novell NetWare systems. Reasons for using [PX/SPX in a mixed environment
and enabling IPX routing are:

=  Windows 2000 routers might be required to route traffic between NetWare
clients and servers.

=  Windows 2000 clients might need to access services on NetWare servers.

Windows 2000 routing supports RIP for IPX, which is very similar in function to
RIP for IP and Service Advertising Protocol (SAP) for IPX, a protocol that gives
nodes such as file servers and print servers the ability to advertise their service
names and IPX addresses. Servers that host services send periodic SAP
broadcasts, and IPX routers and SAP servers receive the broadcasts and propagate
the service information through SAP announcements, which are sent every 60
seconds.
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IPX Network Design

The IPX network ID is a 4-byte identifier expressed as an 8-digit hexadecimal
number. This network ID has to be unique, or network connection problems can
occur for NetWare clients. The 4-byte IPX network ID is an address space that
you can use to group IPX networks based on the following:

Internal vs. External Networks Internal networks are virtual networks inside
Novell NetWare servers, Windows 2000 routers, and other IPX routers that are
also hosting services. The designation of an internal network ensures proper
routing to these services.

Networks for Various Ethernet Frame Types For IPX environments that need to
support multiple Ethernet frame types, you need to configure each Ethernet frame
type with its own IPX network ID.

Remote Access Networks When you use a computer running Windows 2000 as a
remote access server, remote access clients are assigned an IPX network ID. By
default, the remote access server chooses a unique IPX network ID. You can
specify an IPX network ID or range of IPX network IDs so that remote access IPX
traffic is identified by its source IPX network address.

Department or Geographic Location You can allocate portions of the IPX address
space based on geography (by building or site) or department (such as sales or
research). For example, in a large campus environment, all of the IPX networks in
building 5 might use 5 as the first digit of their addresses.

Maximum Diameter The maximum diameter of RIP and SAP for IPX is 16 hops,
the same as for RIP for IP. The diameter is a measure of the size of an
internetwork in terms of the number of routers a packet must cross to reach its
destination. Networks and services that are more than 16 hops away are
considered unreachable.

Confining and Directing NetBIOS-over-IPX Traffic You can control NetBIOS-over-
IPX traffic by disabling the propagation of NetBIOS-over-IPX broadcasts on
specific interfaces and by configuring static NetBIOS names. For example, if a
specific IPX network does not contain any nodes that use NetBIOS over IPX, then
you can disable NetBIOS-over-IPX broadcast propagation on all of the router
interfaces connected to that network.
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Preventing the Propagation of SAP Broadcasts The Service Advertising Protocol
(SAP) is used on IPX networks to inform network clients of available network
resources and services. If there are SAP broadcasts that do not need to propagate
throughout the entire internetwork, you can use SAP filtering to prevent the IPX
services from being advertised outside of a group of IPX networks. For example,
if you want to hide the file servers in the human resources department, configure
the routers that are connected to the human resources network to filter SAP
broadcasts corresponding to the file and print sharing services of the human
resources file servers. Another reason is to reduce traffic sent to subnets that do
not require SAP services.

AppleTalk Routing Structure

Networking on the Macintosh platform relies on the AppleTalk suite of protocols.
These protocols contain built-in routing capabilities that can be enabled to
establish routers in an AppleTalk internetwork.

Multicast Support

Media services are becoming common on the Internet and on private networks.
Windows 2000 TCP/IP supports the forwarding of multicast traffic, and
Windows 2000 Routing and Remote Access service supports the Internet Group
Management Protocol (IGMP) as a router. IGMP is used by hosts to join a
multicast group. The Routing and Remote Access Service IGMP—enabled
interfaces can operate in one of two modes:

= IGMP proxy mode interfaces forward IGMP reports and multicast traffic from
other interfaces that are running in IGMP router mode.

= IGMP router mode interfaces listen for IGMP traffic from hosts and update the
TCP/IP multicast forwarding table as appropriate, as well as sending IGMP
queries.

The IGMP proxy that is provided with Windows 2000 Server is designed to pass
IGMP Membership Report packets from a single network intranet to a multicast-
capable portion of the Internet.

You can position the IGMP proxy router in the DMZ of the corporate
infrastructure to provide internal network hosts with video and audio traffic from
the Internet. Ensure that the IGMP router is on a high-bandwidth network with
fast switches to minimize bottlenecking. The VPN server that is in the DMZ can
also be used as an IGMP router, but only in smaller network structures where the
server will not be overloaded with remote access and multicast traffic.
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When you configure the IGMP interfaces, the interface that is in proxy mode
faces the multicast-enabled Internet and the interface that is in router mode faces
the internal network. An example is shown in Figure 7.6.

Internet

Figure 7.6 IGMP Interface in Proxy Mode

Note The example in Figure 7.6 will work only if the hardware router connecting
the Windows 2000 IGMP router to the Internet is multicast capable, and if the ISP
is on the multicast backbone.

Network Address Translation

Windows 2000 network address translation (NAT) allows computers on a small
network, such as a small office/home office (SOHO), to share a single Internet
connection. The computer on which NAT is installed can act as a network address
translator, a simplified DHCP server, a DNS proxy, and a WINS proxy. NAT
allows host computers to share one or more publicly registered IP addresses,
helping to conserve public address space.

There are two types of connections to the Internet: routed and translated. When
planning for a routed connection, you will need a range of IP addresses from your
ISP to use on the internal portion of your network, and they will also give you the
IP address of the DNS server you need to use. You can either statically configure
the IP address configuration of each SOHO computer, or use a DHCP server.
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The Windows 2000 router needs to be configured with a network adapter for the
internal network (10 or 100BaseT Ethernet, for example). It also needs to be
configured with an Internet connection such as an analog or ISDN modem, xDSL
modem, cable modem, or a fractional T1 line.

The translated method, or NAT, gives you a more secure network because the
addresses of your private network are completely hidden from the Internet. The
connection shared computer, which uses NAT, does all of the translation of
Internet addresses to your private network, and vice versa. However, be aware
that the NAT computer does not have the ability to translate all payloads. This is
because some applications use IP addresses in other fields besides the standard
TCP/IP header fields.

The following protocols do not work with NAT:
= Kerberos
= IPSec

The DHCP allocator functionality in NAT enables all DHCP clients in the SOHO
network to automatically obtain an IP address, subnet mask, default gateway, and
DNS server address from the NAT computer. If you have any non-DHCP
computers on the network, then statically configure their IP address configuration.

To keep resource costs to a minimum with a SOHO network, only one
Windows 2000 server is needed. Depending on whether you are running a
translated or routed connection, this single server can suffice for NAT, APIPA,
Routing and Remote Access, or DHCP.

For more information about NAT and its configuration, see the Windows 2000
Server online Help.

Windows 2000 DHCP

Every computer on a TCP/IP network needs to have a unique name and IP
address. The Windows 2000 Dynamic Host Control Protocol (DHCP) offers you a
way to simplify and automate this process, providing dynamic assignment of IP
addresses to clients on the network no matter where they are or how much they
move. This reduces administrator workload.
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Benefits of Using DHCP

DHCP allows for reliable assignment of IP addresses in a network by reducing the
need to manually assign addresses to each host. This prevents IP conflicts that can
disable a network.

Mobile users receive much of the benefit of DHCP, which allows them to travel
anywhere on the intranetwork and automatically receive IP addresses when they
reconnect to the network.

Interoperability with DNS servers provides name resolution for network
resources, allowing DHCP servers and DHCP clients to register with DNS.

New Features of Windows 2000 DHCP

The new features of Windows 2000 DHCP allow for a more flexible and
extensible way to assign IP addresses to hosts. These new features are described
in the following sections.

Enhanced Server Reporting

The general status of DHCP servers, scopes, and clients, or “member items,” can
be graphically tracked by the use of icons displayed in the DHCP Manager. For
more information about this subject, see the DHCP Manager online Help.

Additional Scope Support

An extension to the Windows 2000 DHCP protocol standard supports the
assignment of IP multicast addresses that are distributed in the same manner as
unicast addresses. In Multicast DHCP, multicast scopes are configured in the
same manner as regular DHCP scopes, but instead of using Class A, B, or C
addresses, Class D scope uses a range of 224.0.0.0 to 239.255.255.255.

Typical applications for multicast are video and audio conferencing, which
usually require users to specially configure multicast addresses. Unlike IP
broadcasts, which need to be readable by all computers on the network, a
multicast address is a group of computers that uses group membership to identify
who receives the message.

The multicast address allocation feature has two parts: the server side, which
hands out multicast addresses; and the client side application programming
interface (API), which requests, renews, and releases multicast addresses. To use
this feature, you need to first configure the multicast scopes and the corresponding
multicast IP ranges on the server through the DHCP snap-in. The multicast
addresses are then managed like normal IP addresses, and the client can call the
APISs to request a multicast address from a scope.
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DHCP and DNS Integration

Domain Name Servers provide name resolution for network resources and are
closely related to DHCP services. In Windows 2000, DHCP servers and clients
can register with Windows 2000 DNS dynamic update protocol. The integration
of DHCP and DNS enables the registration of both type A (name-to-address) and
Pointer (PTR) or address-to-name records. This allows the DHCP server to act as
a proxy on behalf of Windows 95 and Windows NT 4.0 Workstation clients for
the purpose of dynamic update registration within Active Directory.

Design Considerations for DHCP and DNS Integration

When using DHCP and DNS together on your network, consider whether or not
you have older, static DNS servers in use. Static DNS servers cannot interact
dynamically with DHCP and keep name-to-address mapping information
synchronized in cases where DHCP client configurations change, such as with a
mobile user who is always moving from subnet to subnet within an intranetwork.
In this situation, it is best for you to upgrade all static DNS servers to

Windows 2000 DNS.

Unauthorized DHCP Server Detection

The DHCP service for Windows 2000 is designed to prevent unauthorized DHCP
servers from creating address assignment conflicts. This solves problems that
might otherwise occur if users created unauthorized DHCP servers that could
assign invalid IP addresses to clients elsewhere on the network. For example, a
user could create what was intended to be a local DHCP server by using addresses
that are not unique, which could lease the addresses to unintended clients
requesting addresses from elsewhere on the network.

The DHCP server for Windows 2000 has management features to prevent
unauthorized deployments and to detect existing unauthorized DHCP servers. In
the past, anyone could create a DHCP server on a network, but now an
authorization step is required. Authorized personnel usually include the
administrator of the domain that the Windows 2000 Server platform belongs to or
someone to whom they have delegated the task of managing the DHCP servers.

Dynamic Support for Bootstrap Protocol Clients

DHCEP servers respond to both bootstrap protocol (BOOTP) requests and DHCP
requests. BOOTP is an established TCP/IP standard [RFC 951] for host
configuration that precedes DHCP. BOOTP was originally designed to enable
boot configuration for diskless workstations. These workstations have a limited
ability to store and locally retrieve IP addresses, and other configurable
information that you need during the boot process to join a TCP/IP-based
network.
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With the new support for dynamic BOOTP, a pool of addresses can be designated
for BOOTP clients in the same manner in which a scope is used for DHCP clients.
This allows IP addresses to be dynamically managed for distribution to BOOTP
clients. This also allows the DHCP service to reclaim IP addresses used in the
dynamic BOOTP address pool, after first verifying that a specified lease time has
elapsed and that each address is still in use by the BOOTP client.

Read-Only Console Access to the DHCP Manager

This feature provides a special-purpose local users group, the DHCP Users group,
that is added when you install the DHCP service. By using the DHCP Manager
console to add members to this group, you can provide read-only access to
information related to DHCP services on a server computer for nonadministrators.
This allows a user who has membership in this local group to view, but not
modify, information and properties stored at a specified DHCP server. This
feature is useful to Help desks when they need to pull DHCP status reports.
Read/write access can only be granted though membership in the DHCP
Administrators group.

Designing DHCP Into Your Network

When designing or upgrading your network, you can implement DHCP by using a
centralized or distributed approach. (See Figures 7.7 and 7.8.) In a centralized
environment, IP addresses are distributed centrally to the DHCP server with one
DHCP server responsible for distributing addresses in its associated subnet or site.
In a distributed environment, a DHCP server can be responsible for the site that it
resides in, and any other site, local or remote, that is included in the given
corporate structure.

In order to effectively plan which address distribution scheme you will use,
consider the issues discussed in the following sections.

Network Infrastructure Size

How many sites do you have in your domain structure? If you have only a central
site and two remote sites, then implementing distributed DHCP is ideal. A domain
structure with three or more sites requires a centralized DHCP structure in which
DHCEP servers assign IP addresses to their given sites.

Figures 7.7 and 7.8 are examples of distributed and centralized DHCP
environments. A distributed environment is used to distribute IP addresses to
remote sites. A centralized environment is used to distribute IP addresses within
the site. Because Windows Clustering works with all clustering-enabled Windows
services, other clustering-enabled services can be run on the same server that is
running cluster-enabled DHCP services.
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In Figure 7.7, there are two sites, one main or central site, and one remote site.
Both sites have a DHCP cluster that hands out IP addresses in their respective
sites with no DHCP traffic traversing the wide area link.

T3 WAN Link

Figure 7.7 Centralized DHCP

In Figure 7.8, there are again two sites, central and remote, but this time the
central site is responsible for distributing IP addresses to itself and the remote site.
Note that the remote site has a backup DHCP cluster server that handles DHCP
traffic in case of a wide area link failure or other problem.

T3 WAN Link [

DHCP
Requests

Figure 7.8 Distributed DHCP
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For more information about DHCP, see Windows 2000 Help and the
Windows® 2000 Resource Kit TCP/IP core Networking Guide.

Windows 2000 Asynchronous Transfer Mode

Windows 2000 ATM provides a flexible, scalable, high-speed solution to the
increasing need for quality of service in networks where multiple information
types, such as data, voice, and real-time video and audio, are supported. With
ATM, each of these information types can pass through a single network
connection. Windows 2000 ATM services allow seamless migration of existing
network backbones to ATM, and interconnecting with traditional LANs using
Windows 2000 LAN Emulation (LANE) services. For more information about
LANE, see “Features of Windows 2000 ATM” later in this chapter.

Benefits of Using Windows 2000 ATM

Windows 2000 ATM has the following benefits:

High-speed communication.

Connection-oriented service, similar to traditional telephony.

Fast hardware-based switching.

A single, universal, interoperable network transport.

A single network connection that can reliably mix voice, video, and data.
Flexible and efficient allocation of network bandwidth.

Support for Quality of Service (QoS), which gives administrators the ability to
dedicate network bandwidth based on several parameters, including but not
limited to who initiated the request, the type of data being sent (such as
streaming video), or the destination. For more information about QoS, see the
Windowse 2000 Resource Kit TCP/IP core Networking Guide.

Features of Windows 2000 ATM

The new features of Windows 2000 allow for a more extensible, scalable
framework in which to build diverse network structures such as ATM. The
following sections describe the new features that are included in Windows 2000
ATM.

ATM User Network Interface Call Manager

Windows 2000 now includes a Call Manager that supports and manages calls on
an ATM network. It conforms to the ATM Forum UNI Version 3.1 signaling
specifications and supports the creation of switched virtual circuits (SVCs) and
permanent virtual circuits (PVCs).
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Updated NDIS and ATM Hardware Support

NDIS version 5 now supports ATM network adapters directly. This permits ATM
adapter vendors to more effectively use their hardware by writing ATM miniport
device drivers that interface with Windows 2000. Drivers for most vendors of
ATM network adapters are now included with Windows 2000.

ATM LAN Emulation

ATM LAN Emulation (LANE) services are needed to provide interoperability
between ATM and traditional LAN environments. LANE allows easier migration
and integration with traditional networking LAN technologies such as Ethernet or
Token Ring by emulating these LANs on ATM networks. Windows 2000
includes support for ATM LAN Emulation, and can participate in an Emulated
LAN (ELAN) as a LAN Emulation Client (LEC). The Windows 2000 LAN
Emulation Client can use the LAN Emulation Services that ATM vendors supply
with their network switches. By default, Windows 2000 will install the LAN
Emulation Client if it detects that an ATM network adapter has been installed.
The LEC will also, by default, attempt to participate in a default unspecified
ELAN. Your LAN emulation services must be configured for this default ELAN.

Figure 7.9 illustrates a LANE network.

Figure 7.9 LANE Network
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IP/ATM |

~ IP/ATM enables TCP/IP to use the features of ATM networks directly.

Windows 2000 now includes IP/ATM support. With this support, applications
written to use TCP/IP can make direct use of ATM networks. Also, applications
written to use Generic Quality of Service (QoS) under Windows Sockets will
benefit directly from the inherent QoS capabilities provided by the ATM network.

IP/ATM is a group of services for communicating over an ATM network that can
be used as an alternative to ATM LAN emulation. IP#/ATM is handled by two
main components: the IP/ATM client and the IP/ATM server. The IP/ATM server
includes an ATM ARP server and a multicast address resolution server (MARS).
IP/ATM server components can reside on a Windows 2000 server or an ATM
switch.

The main advantage of using IP/ATM is that it is faster than LANE, because with
IP/ATM, no additional header information is added to packets as they move
through the protocol stack. Once an IP/ATM client has established a connection,
data can be transferred without modification.

With IP/ATM, you can either use a static IP address or configure the TCP/IP
profile to use a DHCP server. Figure 7.10 depicts an IP-over-ATM network.

Figure 7.10 IP/ATM

Multicast and Address Resolution Service

Windows 2000 includes a Multicast and Address Resolution Service to support
the use of IP/ATM. This service supports the IPZATM Address Resolution
Protocol and enables the efficient use of multicasting with ATM networks.
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PPP/ATM

With the coming of digital subscriber line (xDSL) technologies, high-speed
network access from the home and small office environment is becoming more
common. Several standards exist in these areas, including Asymmetric DSL
(ADSL) and Universal ADSL (UADSL or DSL Lite). These technologies operate
over the local loop (the last run of copper wire between the telephone network and
the home). In most areas in the U.S., this local loop then connects to an ATM core
network.

ATM over the xDSL service preserves high-speed characteristics, and QoS
guarantees availability in the core networking layer, without changing protocols.
This creates the potential for an end-to-end ATM network to the residence or
small office. This network model provides several advantages, including:

= Protocol transparency

= Support for multiple classes of QoS with guarantees

= Bandwidth scalability

= An evolution path to newer DSL technologies

Adding Point-to-Point Protocol (PPP) over this end-to-end architecture adds
functionality and usefulness. PPP provides the following additional advantages:
= User-level connection authentication

= Layer 3 address assignment

= Multiple concurrent sessions to different destinations

= Layer 3 protocol transparency

= Encryption and compression

If each virtual circuit (VC) carries only one Point-to-Point Protocol (PPP) session,
each destination will have its own authenticated PPP session, providing
authentication for each VC. This provides an extra measure of security and
guaranteed bandwidth as if you had a dedicated line. Using Null Encapsulation
over AALS5 (because PPP provides the protocol multiplexing) can further reduce
overhead.

ATM Design Considerations

ATM networks are made up of three distinct components: endpoint elements
(users), ATM switches, and interfaces. Consider the guidelines discussed in the
following sections when you design an ATM network.
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Use the Default ELAN

Windows 2000 ATM is initially configured with a default unspecified ELAN
name. If you plan to implement a small LAN emulation, it is recommended that
you use the preconfigured default unspecified ELAN. If you are implementing a
large ATM network, multiple ELANs are more manageable and secure.

When purchasing an ATM switch, it is recommended that you check the product
specifications to ensure that it is preconfigured with an ELAN that uses the
default unspecified ELAN name. Switches that are preconfigured with a default
ELAN allow for a more trouble-free setup in a small ATM environment.

Use Supported ATM Adapters

Before you buy an ATM adapter for use with Windows 2000, be certain that it is
on the Windows 2000 Hardware Compatibility List. For more information, see the
Hardware Compatibility List link on the Web resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

Note Configurations Before You Upgrade

Before upgrading from Windows NT 4.0 to Windows 2000, note the following
configuration information for each of the LAN emulation clients you plan to
upgrade:

= The ELAN name
= The media type to be emulated on the LAN

= ATM addresses for the LAN Emulation Server (LES) and Broadcast and
Unknown Server (BUS) associated with the ELAN

Configure the ELANs

After you note these configuration parameters, use the configuration interface on
your ATM switch to configure the LAN Emulation Configuration Service
(LECS), the LAN Emulation Service (LES), and the Broadcast and Unknown
Service (BUS) to support the ELANs and their associated parameters. Next,
install Windows 2000 and configure the ELAN name for each LEC.

Use Only One ATM ARP/MARS for Each Logical IP Subnet

If your network uses IP/ATM, it is recommended that you configure only one
ATM ARP/MARS for each logical IP subnet on your network. If you have
multiple ARP servers on the same network segment, and your ARP client is
configured with the addresses for these servers, the ARP caches could become out
of sync. This can render parts of the network unreachable.
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Quality of Service

Windows 2000 Quality of Service (QoS) is a set of components and technologies
that enable a network administrator to allocate and manage end-to-end network
resources. QoS enables consistent bandwidth results for network traffic, such as
video and audio applications and ERP applications that normally use large
amounts of network bandwidth. QoS is a method that allows networks to control
their traffic efficiently, potentially reducing the costs spent on new hardware
resources. Management becomes easier with Admission Control Service, an
administrative interface of QoS, which allows for the centralized management of
QoS policies. These policies, which you can configure to meet the requirements of
users, programs, or physical locations, determine how you can reserve and
allocate priority bandwidth. In the past, QoS has been incorporated into router and
switch hardware. Now that it is available as part of Windows 2000, a new level of
control across the entire enterprise can be achieved right down to the desktop.

Windows 2000 QoS offers you these benefits:
= Centralized policy and subnet configuration through the QoS Admission

Control Services Manager.

= Uses enterprise, subnet and user identities as criteria for reserving network
resources and setting priorities.

= Ensures a priority bandwidth reservation that is transparent to the user and
requires no user training.

= Enables a network administrator to allocate network resources to prioritized
traffic.

= Safeguards for end-to-end delivery service with low delay guarantees.

= Interoperability with LAN, WAN, ATM, Ethernet, and Token Ring
configurations.

= Support for multicast transmission of bandwidth reservation messages.

=  Windows 2000 QoS Admission Control simplifies your management of
priority bandwidth at a low cost of ownership. In this instance, lower cost of
ownership equates to not having to replace network media to gain bandwidth.

For more information about DHCP, see Windows 2000 Help and the
Windowse 2000 Resource Kit TCP/IP core Networking Guide.
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Planning Task List for Networking Strategies

Table 7.6 outlines the tasks you need to perform when determining your network

connectivity strategies.

Table 7.6 Planning Task List for Networking Strategies

Task

Chapter Section

Examine your current network diagram for
connectivity structure. If none exists, design one.

Examine TCP/IP structure.

Determine Internet and Routing and Remote

Access connectivity methods.
Determine WINS needs.

Examine Routing and Remote Access
considerations.

Examine data security considerations.

Examine IP routing structure.
Determine multicast needs.

Determine DHCP requirements.

Examine any Quality of Service issues.

Network Connectivity Overview

Windows 2000 TCP/IP
Routing and Remote Access

TCP/IP and Windows Internet Name
Service

Routing and Remote Access

VPN Security and L2TP-over- IPSec
VPNs

IP Routing Infrastructure
Multicast Support
Windows 2000 DHCP

Quality of Service
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CHAPTER 8

Using Systems Management
Server to Analyze Your Network
Infrastructure

Network administrators can use Microsoft® Systems Management Server (SMS)
to perform a variety of Microsofte Windowse 2000 deployment tasks, including
collecting planning details, preparing computers, deploying Windows 2000, and
monitoring the deployment process. This chapter focuses on SMS features you
can use to analyze your network infrastructure. The results of this analysis will
help you determine network infrastructure changes you need to make in
preparation for deploying Windows 2000. By using SMS, you can save costs
associated with performing an enterprise-level deployment.

You do not need any prior experience with SMS to understand the concepts and
processes presented in this chapter. However, the chapter does not include
procedures for deploying and using SMS. Refer to the SMS documentation for
those details. You will need personnel trained in SMS to properly deploy and use
it in a well-planned manner. See the Additional Resources section at the end of
the chapter for resources that can help you learn more about SMS.

In This Chapter

Analyzing Your Network Infrastructure 231

Collecting Inventory 235

Using Inventory to Prepare Your Network Infrastructure 240
Monitoring Your Network 246

Ensuring Application Compatibility 248

Network Analysis Planning Task List 249



230 Part2 Network Infrastructure Prerequisites

Chapter Goals
This chapter will help you develop the following planning documents:

= A network infrastructure analysis process that incorporates SMS

= Reports detailing the existing network infrastructure, including all hardware
and software

Related Information in the Resource Kit

= For more information about deploying Windows 2000 with SMS, see “Using
Systems Management Server to Deploy Windows 2000 in this book.

= For more information about testing applications for Windows 2000
compatibility, see “Testing Applications for Compatibility with
Windows 2000” in this book.
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Analyzing Your Network Infrastructure

A critical step in your Windows 2000 deployment is preparing your network
infrastructure. In order to have your network ready for deployment, you need to
perform a variety of tasks, beginning with an analysis of the current state of your
network infrastructure.

Primary tasks you will perform when analyzing and preparing your network for
Windows 2000 deployment include the following:

= Identify computers that do not have sufficient or compatible hardware.

= Upgrade hardware.

= Identify computers with software that is not compatible or that will not operate
properly with Windows 2000.

= Identify the applications most often used, so that compatibility testing is done
on all of the most important applications.

= Analyze network usage to determine network capacity availability, protocols
in use, and which computers are being used as servers.

= Upgrade incompatible applications.
= Ensure that incompatible applications are not used.

Systems Management Server (SMS) provides you with the tools you need to
perform these tasks most efficiently in an enterprise environment.

Using Systems Management Server

SMS is an extremely scalable system that you can use to perform a variety of
computer administration tasks. When deploying Windows 2000, you can use SMS
to expedite the performance of many repetitive tasks. The deployment planning
tasks for network analysis and preparation are shown in Figure 8.1.

Note For this chapter, network infrastructure is defined to include all of the SMS-
compatible computers in your network. This includes computers running
Windows 2000, Windows NT Server, Windows NT Workstation, Windows 95,
Windows 98, Windows 3.1, and Windows for Workgroups.
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Figure 8.1 Process Flow for Analyzing Your Network Infrastructure with SMS
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Using SMS for your Windows 2000 planning and deployment processes requires
additional resources. However, the costs you incur to plan for and use SMS are
easily recouped through the ability to automate Windows 2000 deployment tasks.

You can use SMS to automate tasks for deploying Windows 2000 to many end-
users at once. The tasks, and even the inclusion of computers into SMS in the first
place, can all be done without technical staff visiting the computers. The
automated tasks provide the following benefits:

= Greatly reduced manual labor and site visits.

= Distribution over a large geographical area.

= Graceful recovery in the event of some errors.

= Flexible scheduling.

= Status updates on a daily (or more frequent) basis.

Note SMS is dependent on software components that run on the client and that (at
least occasionally) connect to the SMS infrastructure through a network.
Therefore, you cannot use SMS to install Windows 2000 on new computers that
do not yet have an operating system and network client. The chapter “Automating
Client Installation and Upgrade” in this book suggests methods that you can use
to set up new computers with Windows 2000.

How Systems Management Server Can Expedite Windows 2000

Deployment

SMS can help you plan your Windows 2000 deployment by answering a wide
variety of important questions. It can help you deploy Windows 2000 by:

= Preparing your computers.

= Distributing the Windows 2000 source files close to user computers.
= Initiating the Windows 2000 upgrades in a controlled, secure manner.
= Reporting the status of the deployment.

SMS can also help you resolve problems related to the deployment, and provide
an in-place Windows 2000 infrastructure management structure when deployment
is complete.

This chapter focuses on how you can use SMS to collect the details about your
network infrastructure that you need for Windows 2000 deployment. You can use
a variety of reporting tools to format data in easy-to-use reports. For further
analysis, you can extract information to other programs, such as Microsofte Excel.
And, you can use the collected information to automate deployment tasks.
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The information you collect allows you to answer a variety of important
deployment planning questions, such as:

= How many computers do you have? Where are they? Do they have hardware
with sufficient capacity for Windows 2000? Which computers have hardware
that is incompatible with Windows 2000?

» What software is installed on your users’ computers? What software are they
actually using? Which computers have software that is incompatible with
Windows 20007?

= How much capacity is available on your network links? Which protocols are
used on your network?

You will also learn how SMS can help with application compatibility issues.

Note Another important benefit of using SMS in your deployment of

Windows 2000 is its ability to distribute Windows 2000 to computers to be
migrated and then to initiate the upgrade and report on its status. These topics are
discussed thoroughly in “Using Systems Management Server to Deploy
Windows 2000” in this book.

Systems Management Server 1.2 Differences

SMS 2.0 is dramatically different from its predecessor, SMS 1.2. Both versions
have similar overall feature sets, but each version accomplishes the features using
dramatically different techniques. If you are planning to use SMS 1.2 for network
analysis and Windows 2000 deployment, you need to be aware of the following
differences between it and SMS 2.0:

= Software inventory is based on predefined application definitions. Therefore,
you must research which applications might be found in your organization,
and then ensure that those applications are defined for SMS. While SMS
includes a large number of predefined applications, most organizations will
have to define many more for SMS 1.2 software inventory collection to serve
their needs. Such definitions are also available from consultants, the Internet,
and independent software vendors.

=  Hardware inventory is not as extensive; therefore, it might be difficult to
gather all of the hardware details you require. First tier computer
manufacturers have Desktop Management Interface (DMI) computer
management agents that provide extensive hardware inventory information
that SMS 1.2 can collect. However, each manufacturer has a different solution,
so these can be difficult to deploy in a mixed environment. Independent
software vendors provide solutions that can improve hardware inventory in
these ways.

= Software distribution is not as flexible, both in terms of targeting and
execution options.
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= Hardware inventory is required for all clients. There is no equivalent to
SMS 2.0 client discovery processes. Therefore, SMS 1.2 cannot work with
clients until they have been reported through hardware inventory.

= There is no software metering facility. Therefore, SMS 1.2 cannot prevent
users from running incompatible applications. However, third-party software
metering applications are available, and many integrate with SMS 1.2 in
various ways.

= There is no product compliance database. However, an equivalent system can
be set up by defining a comparable database table.

» There is no Network Monitor Control Tool and no Network Monitor Experts,
which are enhancements to Network Monitor (discussed later in this chapter).

= SMS 1.2 relies on Windows NT replication between domain controllers for the
propagation of SMS logon scripts and their components, if used.

Collecting Inventory

You begin your network infrastructure analysis by collecting hardware and
software inventory. This data will be essential to your Windows 2000
deployment.

Assessing the Current State of Your Hardware

Windows 2000 is designed to run on a wide range of computers. However, there
have been so many different models of computers and components manufactured
over the years, that it is reasonable to think that not all computers will be ready for
Windows 2000. SMS can help to identify those computers.

Hardware Capacity

Recently purchased computers probably have sufficient capacity for

Windows 2000, but older computers might lack the required resources.
Insufficient resources are typically considered to be a lack of computer memory,
lack of disk space, an excessively slow processor, lack of a CD-ROM drive, or a
particularly old processor.

You will have to find computers with insufficient resources so that you can
upgrade or replace them. Also, your process for upgrading computers will be
more efficient if you pre-plan your distribution and know specifically where the
computers are that need upgrades. Then when you arrive at a site, you will have
the correct components and can go directly to the computers requiring work.
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Hardware Compatibility

A wide variety of hardware details can be important to your upgrade planning. In
addition to the usual disk space, computer memory, and processor speed issues,
you might need to consider the following:

= BIOS

= Video card

= Network card

= Disk controller

= Power management

= Other hardware, such as CPU chipset

It is unusual for these components to be incompatible with Windows 2000, but it
is possible. If you have purchased computers that are certified by the vendor as
being Windows 2000 compatible, or if they are on the Windows 2000 Hardware
Compatibility List, then you should have no problems. The Hardware
Compatibility List can be found at http://www.microsoft.com using the keyword
“HCL.” Otherwise, you should do a pilot test to discover any such issues. Pilot
testing involves testing a reasonable number of each model of computer that your
company uses prior to upgrading users who rely on them.

When you have identified models or components that are incompatible, you can
then use the SMS inventory feature to find all of the other computers in your
company that have the same problem.

By examining the SMS hardware inventory details of the components that cause
problems with Windows 2000, you can select characteristics that specifically
identify those components, and thus computers with those components that will
fail. You can then adjust your hardware reports to find other computers with the
same problems. It is recommended that further testing be done to verify that all
computers identified in this way do indeed have problems and that all problems
have been found. As your confidence in testing and test results increases, you can
be more confident that upgrades done on the basis of these reports are successful.
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Using Systems Management Server Hardware Inventory

When you have SMS deployed in your organization, enabling SMS Hardware
Inventory is relatively straightforward. The SMS client software that collects
hardware inventory details works with Windows Management Instrumentation
(WMI) components to explore the computer for hardware details. WMI is part of
SMS, and is also available from other sources. The client computers automatically
report the hardware inventory details to the SMS servers, and the data is
transferred up the hierarchy. You can then access the data from a central location.
By default, the data is updated once a week, but you can change the frequency.

Note SMS finds computers through processes called discovery methods.
Discovery does provide some basic information about your computers, including
the fact that they exist, their names, their network addresses, and where they are
located. This might be sufficient for some hardware inventory types of queries
and reports. Discovery has the advantage that less resources are required for it
than for hardware inventory. However, the differences in resources are often not
significant.

SMS collects a very rich set of hardware inventory details, which includes most of
the information you require. SMS hardware inventory can be readily extended if
you require additional details. A typical extension is to ask users which floor they
are on, which office they are located in, and so forth. Another typical extension is
to collect vendor-specific information that might be included in the BIOS, such as
serial number or model number. These kinds of data are often difficult to collect
electronically, are not available using standardized techniques, or are dependent
on subjective preferences; therefore, customer-specific extensions are required.
However, such extensions are readily implemented, as described in the SMS
documentation.

Table 8.1 provides hypothetical examples of hardware components that might
have Windows 2000 capacity or compatibility issues. It includes the SMS class
and properties that are used to check them. How the classes and values are used is
discussed in the following section on reporting, analyzing, and using the collected
data.

Table 8.1 Example Windows 2000 Hardware Requirements

Resource Professional ~ Server SMS Class SMS Property
Memory 90 Meg 128 Meg SMS_G_System_X86_PC_MEMORY  TotalPhysicalMemory
Disk Space 1 Gig 1 Gig SMS_G_System_Logical_Disk FreeSpace

Processor Pentium Pentium II SMS_G_System_PROCESSOR Name

Video Card  notidentified not MS_G_System_VIDEO AdapterChipType

identified
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The values listed in the table as requirements are hypothetical values only, as
might be used at some companies. Requirements will vary based on different
types of users and different upgrade paths, and similar computer configurations
will perform differently. Therefore, it is important you make your own judgement
as to minimum requirements for Windows 2000. Also, video cards do not
generally have compatibility problems with Windows 2000. Selecting systems for
upgrade based on whether or not their video cards have been identified by SMS is
only used as an example of one hardware compatibility criterion—you might find
that you have to exclude computers because of a particular video card chip, or
because of any number of other hardware details for which SMS can provide data.

Assessing the Current State of Your Software

Windows 2000 includes the same programming interfaces and features that have
been available in previous versions of Windows; however, improved features do
not always behave in the same way. Compatibility issues are usually minimized
by various programming standards, but not all applications have been developed
in strict accordance to those standards. For these and similar reasons, some
software that is designed for the various versions of Windows might not be
compatible with Windows 2000.

The chapter “Testing Applications for Compatibility with Windows 2000”
discusses the software compatibility issues in depth, and provides details on how
to determine whether your applications are compatible with Windows 2000.
However, you will still have two very large questions facing you: “Which
software applications does your company use?” and “Which computers are they
installed or used on?” SMS provides the answers to these questions.

You enable and use SMS software inventory much like SMS hardware inventory.
The method that SMS uses to collect the information is quite different because it
involves scanning each client computer’s hard disk for files with a name
extension of .exe. These files are then inspected for additional details, if they are
available, and this information is reported to the SMS site servers. You can extend
SMS software inventory by configuring SMS to find files with extensions other
than .exe, such as .dll or .com.

Because SMS software inventory collects details on all executable programs on
each computer, you can be confident that you can identify all software that is
installed on your organization’s computers. SMS software inventory also attempts
to extract header data from each program. Header data is information about the
software, and is included in the executable files. Header data is available in most
recently developed programs, but all computers will include some older programs.
From the extracted program header information, descriptive names are available,
rather than the often cryptic program file names.
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Table 8.2 lists several properties that you will need to work with data from SMS
software inventory. The properties for software with header data are from the
SMS_G_System_SoftwareProduct class. The properties for software without
header data are from the SMS_G_System_UnknownFile class.

Table 8.2 Software Data

Data Software with Header Data Software without Header Data
File Name FileName FileName

File Size FileSize FileSize

Product Name ProductName N/A

Product Version ProductVersion N/A

Product Language ProductLanguage N/A

SMS software inventory can identify all of the software installed on computers,
but it does not tell you which software is actually used. When software is no
longer used, it is not necessary to incur the cost of upgrading those applications.

SMS software inventory can collect files from client computers. If you have many
client computers with large files, this can impose quite a load on your network
and on the disk space on your site servers. However, used sparingly, software
inventory can be a powerful tool. For instance, you can run the Windows 2000
upgrade on Windows 95 or Windows 98 computers in such a way that only an
upgrade report is created (Upgrade.txt in the Windows directory).

To create an upgrade report, you use the command Winnt32 /checkupgradeonly
or an appropriate answer file, and procedures described in “Using Systems
Management Server to Deploy Windows 2000” in this book. SMS software
inventory can then collect this file for each computer and store the files centrally
for review at your convenience. The upgrade reports might give suggestions for
hardware or software issues that need to be resolved before attempting to upgrade
the computers.

SMS has a feature, called software metering, that reports on actual software
usage. Software metering reports the invocation of every program, and then
records this data in the SMS site database. Programs that come with the operating
system, such as Notepad, are often excluded from this data collection.

The chapter “Metering Software” in the Microsofte Systems Management Server
Administrator’s Guide describes how to use SMS software metering, including
how to create reports based on its data. Give particular consideration to using
offline mode, which collects the same information but reports it on an infrequent
basis. This greatly reduces the load on the network, clients, and servers.
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Using Inventory to Prepare Your Network
Infrastructure

When you have collected all of your data, you can use it to answer questions that
arise as you plan your Windows 2000 deployment. You can also use the data to
drive the deployment processes.

Reporting the Collected Data

The primary way to use SMS inventory data is to generate reports that answer
specific questions. For more information about how to generate SMS reports, see
the Microsoft Systems Management Server Technical Details link on the Web
Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

For the purpose of Windows 2000 deployment, you can generate reports such as
the following:

Computers with Capacity For Windows 2000
Computers Compatible with Windows 2000

Technical staff who are performing Windows 2000 upgrades can use these two
reports to identify which computers might require hardware upgrades.

You might want to use a combination of these two reports if it is likely that
you are going to have both issues.

Computers Requiring Hardware Upgrades

This can be used by technical staff who are doing hardware upgrades so that
they can order appropriate hardware and identify which computers might need
upgrades.

Computers Requiring Software Upgrades

This can be used by technical staff who are performing software upgrades, so
that they can order appropriate software and identify which computers might
need upgrades.

Each of these reports can be broken down by site, or possibly into more detail,
depending on how your organization can best use the information.
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Sample Systems Management Server Report of
Windows 2000 Readiness

The following query uses SMS classes as listed in Table 8.1 to find computers

that are ready to be upgraded to Windows 2000. The criteria used in this case are

that the C: drive has 1 Gigabyte of free disk space, the computer has at least 90
Megabytes of memory and a Pentium processor, and the video card is not

unidentified (that is, not equal to a null string). These criteria presume that the C:
drive is the user’s system partition. The report generated from this sample query is

shown in Figure 8.2

\ Windows 2000-Ready PCs
I

| S8 Computer sk Frea CPE Hiemory Vidoo

1 orA

I

| ORANGE2 1505 Intel Pentium Il processor 97 ATI3D RAGE PRO AGP (GT

| RED1 2% Intel Pentium Il processor 130 ATI3D RAGE PRO AGP(GT

\ RED2 1504 Intel Pentium Il processor 130 ATI3D RAGE PRO AGP(GT
PUR

|

| PURPLE1 1331 Intel Pentium Il processor 97 ATI3D RAGE PRO AGP (GT

I RED

|

| ORANGE2 1505 Intel Pentium Il processor 97 ATI3D RAGE PRO AGP(GT

\ RED1 2% Intel Pentium Il processor 130 ATIZD RAGE PRO AGP (6T

| RED2 1504 Intel Pertium Il processor 130  ATI3D RAGE PRO AGP(CT

Figure 8.2 Sample SMS Report of Computers with Capacity for Windows 2000

Many organizations might also be comfortable upgrading computers with less
than 90 Megabytes of memory or 1 Gigabyte of free disk space. There is no
reason to think that a video card which SMS has not identified would be
incompatible with Windows 2000 If you have any video cards that you suspect

might be incompatible with Windows 2000, you can substitute the null string with

their chip type values. Additional criteria could be added if desired.
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The sample query is as follows:

SELECT DISTINCT SMS_G_System_LOGICAL_DISK.FreeSpace,
SMS_G_System_PROCESSOR.Name, '
SMS_G_System_X86_PC_MEMORY.TotalPhysicalMemory,
SMS_G_System_VIDEO.AdapterChipType, SMS_R_System.Name,
SMS_R_System.SMSAssignedSites

FROM (((SMS_R_System LEFT JOIN SMS_G_System_PROCESSOR ON
SMS_R_System.Resourceld = SMS_G_System_PROCESSOR.ResourceID) LEFT JOIN
SMS_G_System_VIDEO ON SMS_R_System.Resourceld =
SMS_G_System_VIDEO.ResourceID) LEFT JOIN SMS_G_System_X86_PC_MEMORY ON
SMS_R_System.Resourceld = SMS_G_System_X86_PC_MEMORY.ResourceID) LEFT
JOIN SMS_G_System_LOGICAL_DISK ON SMS_R_System.Resourceld =
SMS_G_System_LOGICAL_DISK.ResourcelID

WHERE (((SMS_G_System_LOGICAL_DISK.FreeSpace)>1000) AND
((SMS_G_System_X86_PC_MEMORY.TotalPhysicalMemory)>90000) AND
((SMS_G_System_VIDEO.AdapterChipType)<>'") AND
((SMS_G_System_LOGICAL_DISK.DeviceID)="C:') AND

((InStr(1, [SMS_G_System_PROCESSOR] . [Name], "Pentium"))>0))

ORDER BY SMS_R_System.SMSAssignedSites;

You can use this query with Microsoft Access. If you use this query in the SMS
Administrator console, it can then be used directly in Microsoft Access through
the SMS Query Extract Tool. This tool is in the Support directory of the SMS 2.0
CD-ROM and is included with the Microsofte BackOffice® Resource Kit 4.5. See
the Web resources page previously referenced for a detailed discussion of how to
generate SMS reports using Microsoft Access with or without the SMS Query
Extract Tool.

Using the Product Compliance Subsystem

SMS has a product compliance database that is commonly used to compare the
software on each computer, as reported by the SMS software inventory
subsystem, to a list of software with known Year 2000 compliance issues. You
can also use this subsystem to compare the software with a list of software with
known Euro currency compliance issues. The same can be done for

Windows 2000 compatibility—you can use the product compliance database in
SMS reports to highlight computers with Windows 2000 application compatibility
problems.

SMS does not include a list of software products known to have compatibility
issues with Windows 2000. The chapter “Testing Applications for Compatibility
with Windows 2000” in this book helps you investigate where there are any
applications with compatibility issues in your organization.
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Extending the Product Compliance Subsystem with Windows 2000
Hardware or Software Compatibility Information

The chapter “Determining Product Compliance” in the Microsofte Systems
Management Server Administrator’s Guide describes the SMS product
compliance subsystem. This includes procedures for adding new products and for
reporting based on product compliance class fields.

Briefly, you add a new entry to the product compliance database with the SMS
Administrator console. Select Product Compliance, and from the Action menu,
select New and then Product Compliance. The Product Compliance Properties
dialog box is displayed. The online help describes each of the fields.

Caution The product compliance fields must exactly match those found by the
SMS software inventory process. Using the Browse button to find a particular
example of the file ensures that the name and size are exactly correct. The product
name, version, and language fields provide drop-down list boxes which allow you
to select the exact values that SMS software inventory has found.

Pay particular attention to the Compliance Type and Compliance Level fields.
Each field includes a drop-down list box that lists all the values previously used in
that field. By default, Compliance Type only has a value of “Year 2000
Compliance,” but you can type in any value you like. You might want to use
“Windows 2000 Compat.” (The value is limited to 20 characters).

The Compliance Level list will be empty until you select a compliance type.
When you select a compliance type, the Compliance Level list will include all
values that have been previously used for that compliance type. Initially no values
will have been previously used, and so the list will be empty. You can type in any
value you like, such as “Compatible,” “Incompatible,” “Compatible with minor
issues,” or “Compatible with major issues.”

Tip If you want to use the same compliance levels for Windows 2000 as are
provided for Year 2000 compliance, then temporarily select “Year 2000
Compliance” as the compliance type, select the compliance level you want to use,
and copy it to the clipboard. Change the compliance type to Windows 2000 and
paste the copied value into the Compliance Level field.
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Reporting with the Product Compliance Subsystem

You use the SMS site database to report on Windows 2000 compliance. The
SMS_G_System_SoftwareProduct class has the properties for all of the software
products that the SMS software inventory process has discovered.
SoftwareProductCompliance has the properties from the compliance database.
Comparing the related properties in the two tables allows you to find whether
each software product is known to have compatibility issues. Table 8.3 lists the
properties you need.

Table 8.3 Product Compliance Data

SMS Software Inventory SMS Product Compliance
Data Property Property
File Name FileName FileName
File Size FileSize FileSize
Product Name ProductName ResProdName
Product Version ProductVersion ResProdVer
Product Language ProductLanguage ResProdLangID
Compliance Type N/A Type
Compliance Level N/A Category

The easiest way to start using the SMS compliance subsystem for Windows 2000
compatibility reporting is to copy the query statement from one of the currently
existing Year 2000 compliance queries. Then, create a new blank query and paste
the query statement into the new query. Change the compliance type value and
enter the rest of the query details. For instance, the following query is based on
the standard “Y2K All Compliant Software by System in This Site and Its
Subsites” query. The query has only been changed in two places—where “Year
2000 Compliance” has been replaced with “Windows 2000 Compat.”
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The sample query is as follows:

SELECT DISTINCT sys.Name, compl.Category, compl.ProdName, compl.ProdVer,
compl.ProdCompany, compl.ProdLang, compl.URL, compl.Comment FROM
SMS_SoftwareProductCompliance as compl INNER JOIN
SMS_G_System_UnknownFile as unknownfile ON UPPER(unknownfile.FileName) =
UPPER(comp1.FileName) AND unknownfile.FileSize = compl.FileSize AND
unknownfile.ProductId = 0 INNER JOIN SMS_R_System as sys ON
unknownfile.ResourceID = sys.ResourceID WHERE compl.Category !=
"Compliant" AND compl.Type = "Windows 2000 Compat." UNION SELECT
DISTINCT sys.Name, compl.Category, compl.ProdName, compl.ProdVer,
compl.ProdCompany, compl.ProdLang, compl.URL, compl.Comment FROM
SMS_SoftwareProductCompliance as compl INNER JOIN
SMS_G_System_SoftwareProduct as prod ON compl.ResProdName =
prod.ProductName AND compl.ResProdVer = prod.ProductVersion INNER JOIN
SMS_G_System_SoftwareFile as prodfile ON UPPER(prodfile.FileName) =
UPPER(comp1.FileName) AND prodfile.FileSize = compl.FileSize INNER JOIN
SMS_R_System as sys ON prod.ResourcelD = sys.ResourceID WHERE
compl.Category != "Compliant” AND compl.Type = "Windows 2000 Compat."
AND (compl.ResProdLangID = prod.ProductLanguage OR compl.ResProdLangID =
65535) AND prod.ProductID = prodfile.ProductID

This query returns data that lists incompatible software by site. You can create a
Microsoft Access report using this data as shown in Figure 8.3.

Sofoware Incompatible with Windows 2000 By Site

Microsoft Corporation Wiindows 85 Starts Here

BED:

I
I
I
Site Vomdor FProduct
|
I
I
I
I

I

I

|

REDI |
I

I

Microsoft Corporation Windows 95 Starts Here |

Figure 8.3 Sample Software Compatibility Report

The administrators at the appropriate sites can then be alerted that they have to
resolve these application compatibility problems at their sites. The computer
names or other details could easily be included in the report, if desired. The query
results could also be used as the basis of an SMS collection, to which an SMS
package could be advertised to upgrade or remove the application.
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Analyzing and Using the Collected Data

Often people analyze the data from reports to answer questions such as: “How
much will it cost to upgrade client computers for Windows 2000?” or “How much
should I bill this cost center?” However, it can be prohibitively labor intensive to
do such analysis manually when many sites and computers are involved.
Therefore, it might be more appropriate to extract the data to a tool that you
would like to use for performing your analysis.

You can use the SMS Query Extract Tool to easily extract SMS data that can be
helpful to Windows 2000 deployment to tools such as Microsoft Excel or
Microsoft Access. This is described in detail in the chapter “Reporting Options for
SMS 2.0” in the Microsofte Systems Management Server Resource Guide, which
is part of the Microsofte BackOffice® Resource Kit 4.5.

Your ultimate goal is to deploy Windows 2000, and you can use the data that
SMS has collected to automate that process. The same queries that provide data
for reports such as “Our Windows 2000-Ready PCs” can also be used as the basis
of collections of computers in the SMS database to which Windows 2000 is
advertised.

Similarly, as shown with the SMS product compliance subsystem, in order to be
ready for Windows 2000 some computers might need to have their software
upgraded. The collected software inventory data can also be used to target those
computers for the appropriate upgrades, which can be delivered by means of
SMS.

You might want to use tools other than SMS to install Windows 2000 or the
application upgrades. Those tools also require a list of computers to target, and
you can use the SMS data for that purpose as well. The data can be extracted
using the techniques previously discussed, and the data can be imported into the
other tools using whatever techniques they provide.

For more information about deploying Windows 2000 with SMS, see “Using
Systems Management Server to Deploy Windows 2000 in this book. Deploying
Windows 2000-compatible applications is done in a very similar manner.

Monitoring Your Network

An important aspect of preparing for Windows 2000 deployment is understanding
your network. You need to answer questions such as:

=  Which network links and segments have limited capacity?

=  Which protocols are used?

=  Where are the Dynamic Host Configuration Protocol (DHCP), Windows
Internet Name Service (WINS), and similar servers?
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Transferring the Windows 2000 source files to remote sites takes considerable
network capacity. Installing Windows 2000 from shares requires even more
capacity, but it needs to be available on local area networks. Verifying which
protocols are used and where all the network servers are located helps to ensure
that your plans include all relevant details.

SMS includes Network Monitor and related features to help you analyze your
network and answer these and similar questions. You can use Network Monitor to
display the activity levels on each network segment, as shown in Figure 8.4. You
can also use Network Monitor to capture network packe