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Chapter 1
Introduction

The UNIX system is designed to accommodate a wide variety of needs, includ-
ing the use of peripheral devices, including terminals, printers, and tape
drives. Your UNIX system also requires careful control of its operation and a
regular schedule of maintenance. This guide explains how to run and main-
tain the operating system on your computer, ensuring maximum performance
with the fewest problems.

The tasks presented in this guide range from simple ones requiring very little
knowledge about UNIX systems, to complex tasks requiring extensive
knowledge about the operating system and your computer. Each chapter
explains the tools and knowledge you need to complete the tasks described in
that chapter. In some cases, you may be referred to other manuals.

This guide contains chapters about computer hardware you may wish to use
with your system. The use and interaction of various devices with the operat-
ing system is described in a comprehensive fashion. For example, “Using
floppy disks and tape drives” discusses the use of magnetic storage media,
and it covers the basics of preparing the operating system for such a device,
installing it, and how to use the drive once it is installed.

This guide also explains how to expand your system with remote communi-
cations over phone lines; UUCP can be set up to communicate with UNIX sites
all over the world. (See “Building a remote network with UUCP” in this guide
for a complete explanation of network facilities available.) An important part
of system operation is the protection of data on the system. Security is dis-
cussed in great detail in “Maintaining system security.” The system includes
flexible mechanisms designed to protect your data. ’

Pay special attention to “Troubleshooting your system.” This chapter is an
excellent resource to help you keep your system running smoothly. Refer to
this chapter whenever you run into difficulties.
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Documentation conventions

The following documentation conventions are used in this guide.

boldface

italics

Commands are shown in boldface. For example:

... the fsck command examines the various structures on
the diskand ...

UNIX system utilities or library routines are also shown in
boldface. For example:

the installation program runs the fdisk(ADM)
utility ... '

Notice in this example that the location of the corre-
sponding manual page is also given. A full list of manual
page locations is given in Table 1.2.

Literal user input is also shown in boldface. For example:
... to display the file itself, enter:
more /etc/termcap
and press (Return) ...
Directories and filenames are shown in italics. For example:

... the set of administrative print service commands is
contained in the /usr/lib directory ...

Emphasized words or phrases are also shown in italics. For
example:

... the constant creation and removal of files creates a
situation called disk fragmentation ...

References to book titles are also shown in italics, but with
initial capitals. For example:

... for information relating to system use, refer to the
User’s Guide ...
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bold italics

courier

reverse video

" ”

SMALL CAPITALS

Documentation conventions

Placeholders are shown in bold italics. A placeholder is a
word which you must replace with an appropriate
filename, number, or option. For example:

... doyou want to use the mouse_type on any other termi-
nals...

In this example, mouse_type would be replaced by a brand
or type of mouse.

Screen displays and other output from the computer are
shown in courier. For example:

The UNIX kernel has been rebuilt.
Do you want this kernel to boot by default? (y/n)

When you are using sysadmsh, the context indicator,
status line, and cursor position are shown in
I TRELE. See chapter 2 of this manual for examples.

Data values and field names are shown in “quotation”
marks. For example:

. where x is “0” for a display adapter or “1” for a serial
port...

Quotation marks are also used for normal words used in a
way particular to computing. For example:

. the former is called the “master” tty and the latter is
called the “slave” tty ...

Document chapter names are also shown in quotations.
For example:

... consult the “Administering serial terminals” chapter of
this guide...
Acronyms are shown in SMALL CAPITALS. For example:

the name UUCP is an acronym for UNIX to UNIX
Copy ...
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SMALL BOLD CAPITALS '
System parameters (definable system values, for example,
the number of disk drives attached to the system), named
constants (programming names with fixed values) and
environment variables (definable system information, for
example, what type of terminal is being used) are shown in
SMALL BOLD CAPITALS. For example:

the mkdev ptty updates the NSPTTYS kernel
‘parameter...

... the preferable method for setting your terminal type is
to assign the type to the TERM variable ...

) Names of keys are shown in (angle brackets). For example:

... press the (Esc) key to exit the current mode...

A Where sysadmsh menu selections are given as alternatives
to command line entries they are indicated by A . For
example:

... to copy all the files in the directory /u/bogart to the car-
tridge drive /dev/rct0, enter:

tar cvf /dev/rct0 /u/bogart
A sysadmsh users select: Media = Archive...

The system administrator and
administrative roles

Every UNIX system should have at least one person in charge of system main-
tenance and operation. In this guide, such a person is called a system adminis-
trator. It is the responsibility of system administrators to ensure the smooth
operation of the system and to perform a wide variety of tasks that require
special privileges.

You can choose to have a single system administrator or divide the tasks
among several persons, each charged with a different area of operation. You
can even assign roles that are strictly limited to one aspect of the system.

Depending on the size of the system and the number of users on it, system
administration can be anything from a once-a-day task to a full-time job.
Even if the system is small, the system administrator should consistently per-
form each required maintenance task, because sloppy maintenance can
adversely affect system performance.

System Administrator’s Guide



The system administrator and administrative roles

The system administrator should keep a hard copy log of all system
modifications and system events. Each event, message, backup, or
modification should be logged with the date, time, and name of the person
logging, and the circumstances surrounding the event. For example, if a new
application is added to the system software, an entry should be placed in the
log. This entry should include the time, date, and name of the person install-
ing, and any notes about the software or installation that may be helpful. An
accurate log helps in diagnosing system problems and charting the growth
and use of a system.

All tasks in this guide are presented from a system administrator’s point of
view, but many can also be accomplished by ordinary users. Because some of
the tasks dramatically change the system’s operation, we recommend that,
whenever possible, the system administrator perform these tasks. However,
no matter who performs an operation, it should be entered in the system log.
Following these rules can prevent unwanted or unnecessary changes to the
system.

A system administrator has several tasks to perform, sometimes on a daily
basis:

e Make certain the integrity of the system is not compromised through use of
security mechanisms.

e Make certain that adequate backups (regular copies of files on the system)
are made and stored for future use.

¢ Handle problems related to use of limited computer resources (disk space,
number of processes, and so on).

e Alleviate system communication (network) stoppages due to failed
connections.

e Apply operating system updates and maintenance fixes.

e Provide general support to users.
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Summary of administrator’s tasks

A system administrator has numerous tasks to perform. They can be divided
into groups according to how often they are carried out. The following list of
tasks ranges from those that must be performed more often than once a day to
those that need be performed less often than once a month. The administrator

‘may have to do some of the tasks in the following list more or less often,
depending upon the size and complexity of the system. For more information
on each task, see the reference indicated.

Table 1-1 Task list

As Needed Tasks For More Information:
ORecord all system modifications  Preceding paragraphs in this section
and events in log.

O Be on call for panics, crashes,
power spikes, user questions.

O Maintain security of hardware,
software, data file access.

Chapter 20, “Troubleshooting your
system”

Chapter 11, “Maintaining system
security” and chapters on using each of
the hardware components

Daily Tasks For More Information:
O Perform backups. Chapter 16, “Backing up filesystems”
O Check usage levels. “Using performance tools to diagnose

O Check for runaway processes.

O Check disk space.

O Check mail functionality,
connections.

O Check printer status.

O Check auditing output, if
activated.

(Continued on next page)

system inefficiency” in Chapter 17,
“Tuning system performance”

“Stopping a runaway process” in
Chapter 20, “Troubleshooting your
system”

“Displaying free space” in Chapter 5,
“Managing filesystems”

“Maintaining the MMDF system” in
Chapter 19, “Setting up electronic mail”
“Examining a printer configuration” in
Chapter 7, “Using printers”

“Report generation” in Chapter 12,
“Using the audit subsystem”
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Summary of administrator’s tasks

(Continued)

Daily Tasks For More Information:

O Check communications links,if =~ Chapter 18, “Building a remote network
active. with UUCP”

O Check for unattended login Man page for who(C) command in the
sessions. User’s Reference, and “Activity report

ORemove core and *.out files.

generation” in Chapter 11, “Maintaining
system security”

“Maintaining free space in filesystems”
in Chapter 5, “Managing filesystems”

Weekly Tasks For More Information:
ORun fsck(ADM) on all “Filesystem integrity” in Chapter 5,
filesystems. “Managing filesystems”

O Check printer spooler status
report.

O Check log files such as /etc/wtmp
and those in /usrfadm and
[usr/spool and clear, trim, or
truncate.

O Use sar(ADM) to generate a
report of activity.

O Generate detailed report of user
disk utilization.

ORemove temporary files and
lost+found files.

Check 1p(C) account mailbox for
messages

“Maintaining free space in filesystems”
in Chapter 5, “Managing filesystems”

“Using performance tools to diagnose
system inefficiency” in Chapter 17,
“Tuning system performance”
“Displaying disk usage” in Chapter 5,
“Managing filesystems”

“Maintaining free space in filesystems”
in Chapter 5, “Managing filesystems”
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Monthly Tasks

For More Information:

O Perform full system backup.

O Archive critical files if changed.

O Re-tune system and re-allocate
resources, if necessary.

O Perform hardware maintenance.

O Change dial-in passwords, if
necessary.

O Change root password, if
necessary.

Chapter 16, “Backing up filesystems”

“Archiving files on tape” and “Using
floppies for file storage” in Chapter 8,
“Using floppy disks and tape drives”

Chapter 1, “Introduction” and the
“Reallocating kernel resources with
configure” section in Chapter 17,
“Tuning system performance”

Chapter 8, “Using floppy disks and tape
drives” and hardware documentation

“Adding passwords for dial-in lines” in
Chapter 15, “Using modems”

“Changing a user password” in Chapter
4, “Administering user accounts”

Occasional Tasks

For More Information:

OUpgrade OS and Application
software, as needed.

O Fix permissions on software.

O Re-distribute space in
filesystems.

0O Find SUID or SGID files, check
owner, size.

O Locate huge (over 64 Mbyte)
files and verify their purpose.

O Find “orphan” files (no real
user).

O Locate sparse directories and
compress if necessary.

Installation Notes of the new version

fixperm(ADM) man page in System
Administrator’s Reference

“Checking for free space on filesystems”
in Chapter 20, “Troubleshooting your
system” or “Maintaining free space in
filesystems” in Chapter 5, “Managing
filesystems”

“Locating files” in Chapter 5, “Managing
filesystems”

“Locating files” in Chapter 5, “Managing
filesystems”

“Locating files” in Chapter 5, “Managing
filesystems”

“Maintaining efficient filesystem
organization” of Chapter 5, “Managing
filesystems”

System Administrator’s Guide



Making administration easier with the sysadmsh

Moaking administration easier with the sysadmsh

The sysadmsh(ADM) command is a menu interface designed to simplify the
task of system administration. The menus, submenus, and screens allow you
to simply point and pick, or fill in blank fields. The sysadmsh allows less-
experienced system administrators to use UNIX system commands that would
otherwise require memorization and constant referring to manual pages. The
sysadmsh includes context-sensitive help; simply press the (F1) key from any
menu to display further explanations of the menu options.

If you are new to UNIX operating systems, we strongly recommend that you
become familiar with the concepts and tasks covered in the Tutorial. This
guide assumes some familiarity with UNIX systems; after studying the
Tutorial, you should be able to perform the basic system administrative tasks
described here.

To aid users of sysadmsh, the documentation of this guide is supplemented
by sysadmsh references that appear below UNIX system command-line
instructions.

For example, the following instructions refer to the custom utility, used to add
more software to your system. Following the command is a sequence of
sysadmsh menu selections.

Enter the following command:
custom
A sysadmsh users select: System => Software

This means that you can access the functions of the custom command by first
selecting System at the main sysadmsh menu, followed by selecting Software
at the next lower level. Selections can be made from the menu in any of the
following ways:

e Move through the menu options using the (Space) key and press (Return) on
the option you want.

¢ Move left and right through the options using the arrow keys and press
(Return) on the required option.

e Press the first letter of the option required. This is the quickest way. Using
the example above, you would simply enter ss (without the (Return) key) to
reach the custom menu.

e Move through the menu options with a mouse, clicking the left button to
select an option.

For more instructions on using the sysadmsh, refer to the “sysadmsh: using
the system administration shell” chapter in this guide.
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Locating manual pages

When you use the command line rather than the sysadmsh menu interface,
you have direct access to utilities and data. Notice the form used for com-
mands in this guide. Each command is printed in bold type, and each has a
suffix to help you find more information about it.

The following table lists the locations of the manual pages for the commands
with the indicated suffixes. To find information about a command, note the
letter or letters that appear in parentheses following the command, then look
up the command in the appropriate reference book or guide. For example, the
command lpstat(C) is defined in the Commands (C) section of the User's
Reference. ‘

Using online manual pages

10

If manual pages are installed on your system they may be viewed by typing:
man command
where command is the command for which you want to see the manual page.

For example, to see the manual page for the more command, type:
man more

Some manual pages appear in more than one location (see the following
table). To see all occurrences of a particular manual page, type:

man -a command
For example, to see all the manual pages for the hd command, type:
man -a hd
The order (by location) in which manual pages are displayed is determined by
the Jetc/default/man file. You may edit this file to alter the display order.
To force the system to display a manual page for a particular location, type:
man location command

For example, to see the manual page for the hd command for the location
HW, type:

man HW hd
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Locating manual pages

Table 1-2 Manual page locations

Command Suffix

Book and Purpose

ADM

System Administrator’s Reference - commands reserved for
the exclusive use of system administrators

User's Reference - operating-system commands available
to all users

Programmer’s Reference - programming commands used
with the development system

Programmer’s Reference - DOS routines used with the
development system

System Administrator’s Reference - (File Formats) descrip-
tion of system configuration files

Programmer’s Reference - (File Formats) description of sys-
tem files and data structures

System Administrator’s Reference - information about
hardware devices and device nodes

Device Driver Writer's Guide - routines provided in the
kernel for writing device drivers

User's Reference - miscellaneous information used for
access to devices, system maintenance, and communica-
tions

Programmer’s Reference - system calls and library routines
for C and assembly-language programming

NOTE The Programmer’s Reference and Device Driver Writer's Guide are only
supplied if the Development System is purchased.
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The super user account
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The super user login (also known as root) is a special account for performing
system maintenance tasks. It gives the system administrator unusual
privileges that ordinary users do not have, such as accessing all files in the
system, and executing privileged commands. Many of the tasks presented in
this guide require that the system administrator be logged in as the super
user. To do this, the system administrator must know the super user pass-
word created during the installation of your system. (See the Installation
Guide.)

Log in as the super user only to perform system-maintenance tasks. Even if
the system administrator is the only user of the system, that person should
create a user account for day-to-day work, reserving the super user account
for system-maintenance tasks only.

Few users should know the super user password. Misuse of the super user
powers by naive users can result in a loss of data, programs, and even the op-
erating system itself.
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The keyboard

The keyboard

Many keys and key combinations perform special actions on UNIX systems.
These actions have names that may not correspond to the keytop labels on
your keyboard. Table 1.3 shows which keys on a typical terminal correspond
to special actions on UNIX systems. A list for your particular login device is in
keyboard(HW). Many of these keys can be modified by the user; see stty(C).

Table 1-3 Special keys

UNIX Name

Action

(Return)

(Esc)

(Del)

(Bksp)

{Ctr)d

(Ctrhh

(Ctrl)q
(Ctrl)s

(Ctrlju

(Ctrh)\

terminates a command line and initiates an action.
This key is also called the (Enter) key; the keytop may
indicate a down-left arrow.

exits the current mode; for example, exits insert
mode when in the editor vi. This is also known as
the (ESCAPE) key.

stops the current program, returning to the shell
prompt. This key is also known as the INTERRUPT
key.

deletes the character to the left of the cursor. The

keytop may show a large left arrow, as opposed to
the small “cursor left” arrow.

signals the end of input from the keyboard; exits the
current shell, or logs you out if the current shell is
the login shell. This is not interchangeable with the
(Break) key.

deletes the first character to the left of the cursor.
This is also called the (ERASE) key.

restarts printing after it is stopped with (Ctrl)s.

stops printing at the standard output device, such as
a terminal. This keystroke does not stop the
program.

deletes all characters on the current line. This is also
called the (KILL) key.

quits current command, creates a core file. This is
also called the (QUIT) key. (Use of this keystroke is
recommended for debugging only; see core(FP).)
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Running programs simultaneously
with MultiScreen
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With MultiScreen™, you can run several programs on your console at the
same time. You see the display for each program on a different “screen,” but
you never have to leave your single console. Pressing a simple key combina-
tion switches you from one screen to another, and each screen acts indepen-
dently from the others.

When you log in normally, you see the screen associated with the (AltXF1) key
combination. To open a second screen, press and hold the (Alt) key, then press
(F2) or another function key on your keyboard. Function keys are generally
located across the top or down the far left side of your keyboard.

‘ "Amther ;
“screen”

First sereen

, Another
: “SCl.'eeﬂ”

Figure 1-1 MultiScreen example

After you press the key combination, the screen clears and a login prompt
appears. Log in again and you can begin work on the second “screen.” Press
(AltXF1) to switch instantly back to the first screen. Switching between
screens in this way can speed up procedures that require working in two
different programs. You can run both programs simultaneously, and work on
either one at any time. See Figure 1-1.
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System security

For example, you can start sysadmsh on your first screen, then press (AltXF2)
to create a second screen. Login again and begin editing a log file with vi. Use
(Alt)(F1) and (Alt)(F2) to switch back and forth between screens, taking actions
in sysadmsh and recording them in the log.

You can open more than two multiscreens at once. However, make sure to
log out of all extra screens before logging out of your first screen. Unattended
screens where you remain logged in allow unauthorized access to the system.

If you have several screens open at once, you can rotate through them by
pressing the Control and Print Screen key combination, (Ctrl)PrtSc). This is
helpful if you cannot remember which process is running on a particular
screen.

Note that you can configure the system to use (Ctrl)(Alt) function-key combi-
nations in addition to (Alt) function-key combinations to change multiscreens.
This is especially useful in applications that reserve the (Alt) function-key
combinations for their own use. This can be configured using the
mapkey(ADM) utility.

For more information, refer to multiscreen(M) and screen(HW).

System security

An important consideration is protecting the system and its data from unau-
thorized access. This system includes security mechanisms not found on
other UNIX systems. These mechanisms are designed to meet the C2 class of
“trust” as defined by the Trusted Computer System Evaluation Criteria (also
known as the Orange Book). As the system administrator, you can configure
the protection mechanisms to the requirements of your site. You can also set
up the powerful auditing features to keep detailed records of logins and sys-
tem usage. The “Administering user accounts” chapter explains how to add
users to the system and how to configure the default security scheme. The
“Maintaining system security” chapter covers all aspects of trusted operation,
and the “Using the audit subsystem” chapter explains how to use the auditing
features.
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Educating users
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The following list contains items the system administrator can explain to
users so they can take advantage of the system’s resources without overload-
ing them or causing unnecessary system problems. The more users under-
stand the system and its limits, the less demands are placed on the system
administrator.

If a user is completely new to UNIX systems, the system administrator should
recommend a training course or at least a careful review of the Tutorial. Aug-
ment this training with the items listed here.

What Every User Should Know:

System security level - Inform the user whether security is relaxed or not,
and if it is not, what files and directories the user can access, and what sys-
tem actions can be performed. See Chapter 11, “Maintaining system
security.”

How to log in - Describe, if permitted, how to generate a user password.
Emphasize password secrecy, and methods of memorization. Explain the
limits on password length and type, the schedule for changing passwords,
rules about changing passwords, the number of tries allowed. Tell users
how to specify their terminal type, and help them preset the terminal type
in their .login or .profile files if they use the same type of terminal regularly.
See Chapter 4, “Administering user accounts.”

How to manage files and directories - Make sure the user is familiar with
basic commands. Refer the user to the Tutorial if necessary.

How to edit files - Make sure the user knows basic vi commands, or the
basic commands of the default editor. Refer the user to the Tutorial or a
training class, if necessary.

How to invoke programs - Relate the names, locations, and commands
necessary to run the most-used programs.

How to print files - Explain appropriate print commands for output of
most-used programs. Tell the user the location of the default print service
printer. Demonstrate how to replenish paper and toner, tape, or ribbon car-
tridge. Refer the user to the printer documentation, if necessary.

Good mail etiquette - Explain how to read and send mail, how to glean
through mail lists, and how to organize messages by appending them to
mailbox files. Demonstrate how these files can be read with the mail -f
command. Explain how to clean out unwanted messages by deleting or
saving them to floppy. Emphasize the importance of maintaining free disk
space.
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Site planning considerations

# Good filesystem planning - Explain the limits of directory size. For best per-
formance, login and working directories should have less than 64* entries
(including the dot (.) and dot dot (..) entries), and data storage directories
should have less than 638* entries. Warn users that directories do not get
smaller, even if entries are removed. Discourage users from saving mail
messages in separate files rather than appending them to existing mailbox
files. See Chapter 5, “Managing filesystems.”

e How to store (archive) files - Show users how to use tar(C) or cpio(C) to
archive unused files or directories to tape or floppy disk. See Chapter 8,
“Using floppy disks and tape drives.”

e How to reset a scrambled terminal - Teach users how to escape from most-
used programs and how to reset a terminal with tset(C) and stty sane. Tell
users how to turn the terminal on and off if necessary. Make sure users try
these procedures before asking a system administrator to disable and re-
enable the scrambled terminal. See Chapter 20, “Troubleshooting your
system.”

e How to kill a hung process - Instruct users how to use ps -flu on a
neighbor’s terminal to find the hung process on their own terminal, and
how to kill the process without causing undue system problems. See
Chapter 20, “Troubleshooting your system.”

Site planning considerations

Before installing or expanding your system, review the following list of con-
siderations with management and create a physical plan of the system that
makes the most efficient use of available resources, and allows users the most
direct and complete access to those resources.

If growth is expected, plan for it. Make sure that the resources and the com-
munications lines that connect them are adequate for expected growth.

e Set up the computers in a place where they will not be bumped or moved
at any time. If possible, they should be in a room by themselves, with little
or no foot traffic. If workstations are used for data storage, at least place
them on stable furniture and leave no cables exposed to traffic.

¢ Keep the computer room cool and give each machine excellent ventilation;
keep all machines away from walls and, if possible, provide a separate air
conditioner for the computer room, with more-than-adequate cooling
capability.

* These figures apply to filenames of 14 characters or less. As filename lengths increase, up to a
maximum of 255 characters, the number of files that fit on a single disk block decreases, thus
reducing the optimum number of files in a directory.
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Install a Halon fire extinguishing system in the computer room rather than
sprinklers.

Store backup media in a separate room from the computers. This room
should be fireproof, or should at least have a Halon fire extinguishing sys-
tem rather than a sprinkler system.

Ensure that there is adequate and uninterrupted power for the computers.
This means more than enough current, and at least surge suppressors, if
not a means of guaranteeing uninterrupted power supply. If power
fluctuations and failures are common, provide a backup power supply.
The computers should also be on an isolated, fully grounded (earthed)
circuit.

If you install a Local Area Network, plan the cabling and location of all ma-
chines and peripherals carefully. Seek the assistance of a networking
expert to make these plans. Good planning and the use-of adequate con-
necting media and compatible hardware are essential for long-term
network performance.

If you need modem lines for off-site connections, arrange for these with
your local telephone company.

If you plan to connect a printer to a parallel port, locate it close to the ma-
chine running it, but keep the machine out of the path of traffic to and from
the printer.

If you connect terminals, printers, or other peripherals to serial ports, con-
sider using phone-line cabling and switching hardware, especially if your
system is expected to grow in size and complexity. You can readily adapt
phone lines for serial hardware, and telephone connecting and switching
technology is mature and flexible.
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Extensions to the UNIX operating system

Extensions to the UNIX operating system

A number of features described in this manual represent extensions to the
AT&T System V/386 UNIX Release 3.2 base. These features are added value
from the Santa Cruz Operation, Inc., and are summarized in Table 1.4. Fea-
tures that are part of the AT&T System V UNIX Release 3.2 base, but include
added value, are marked with a dagger “1”.

Table 1-4 Value-Added features

addxusers(ADM)
ale(ADM)
ap(ADM)
asroot(ADM)
audit(HW)
auditd(ADM)
authcap(F)
authck(ADM)
authckrc(ADM)
autoboot(ADM) +
badtrk(ADM)
boot(HW) +
cdrom(HW)
checkaddr(ADM)
checkmail(C)
checkque(ADM)
checkup(ADM)
cleanque(ADM)
cleantmp(ADM)
cnvtmbox(ADM)
configure(ADM)
cps(ADM)
custom(ADM)

dbmbuild(ADM)

default(F)
deliver(ADM)
dos(C)

dtox(C)
eisa(ADM)
fdisk(C)t
filesys(F)
fixmog(ADM)
fixperm(ADM)+
fsave(ADM)
fsck(ADM)+
fsphoto(ADM)
goodpw(ADM)
hweconfig(C)
idleout(M)
integrity(ADM)
kbmode(ADM)
link_unix(ADM)
In(C)t

lock(C)

logs(F)
maildelivery(F)

man(C)
mapkey(ADM)
mcconfig(F)
menumerge(ADM)
mkdev(ADM)
mkfs(ADM)+
mmdfalias(ADM)
mmdftailor(F)
mnlist(ADM)
mscreen(M)
multiscreen(M)
passwd(C)t
prwarn(C)
queue(F)

rcp(C)
rcvalert(C)
rcvfile(C)
rcvprint(C)
revtrip(C)
relax(ADM)
rmuser(ADM)
sar(ADM)+
schedule(ADM)

sd(ADM)
screen(HW)
setcolor(C)

sg(©)
shutdown(ADM) +
su(O)t
submit(ADM)
subsystem(M)
sysadmsh(ADM)
tables(F)

tail(C)

tape(C)
tcbck(ADM)
ttyupd(ADM)
uname(C)+
unretire(ADM)
usemouse(C)
uuinstall(ADM)
uulist(ADM)
vidi(C)
xbackup(ADM)
xdumpdir(ADM)
xrestore(ADM)

In addition, certain chapters describe functionality that is entirely added
value. These chapters are listed in Table 1.5.
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Table 1-5 Value-Added chapters

No.

Name

Description

11

12

16

19

“sysadmsh: Using the system
administration shell”

“Administering user accounts”

“Adding mice and other graphic
input devices”

“Maintaining system security”

“Using the audit subsystem”

“Backing up filesystems”

“Setting up electronic mail”

“Using the system console and
color displays”

This chapter describes the
sysadmsh(ADM) menu system,
which covers all aspects of
system administration.

The Accounts branch of the
sysadmsh is described in this
chapter, in addition to
extensions to the passwd(C)
command.

The functionality of mkdev
mouse and the usemouse(C)
utility are described here.

This chapter describes the
security features designed to
meet the C2 level of trust, which
are a feature of this version of
the UNIX system.

This chapter describes the audit
subsystem that creates
security-related log records.
This is part of the security
features discussed in Chapter
11.

The Backups branch of the
sysadmsh is described in this
chapter, including the
schedule(ADM) file that controls
scheduled backups.

An enhanced version of the
MMDF mailer is described here.

The value-added utilities
kbmode(ADM), multiscreen(M),
vidi(C), and setcolor(C) are
described in this chapter.
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Chapter 2
sysadmsh: using the system
administration shell

The sysadmsh (system administration shell) is a menu interface designed to
simplify the task of system administration. The sysadmsh allows you to run
the numerous system administration commands with their various options
without having to use the traditional UNIX system command line.

This chapter explains how to use the sysadmsh interface. To use sysadmsh
effectively, you also need to know something about the UNIX system com-
mands called by sysadmsh. Where appropriate, command line equivalents to
sysadmsh menu options are included in the text. However, you should note
that some sysadmsh options don’t have command line equivalents, for exam-
ple, none of the audit functions do.

You will find it easier to learn the material in this chapter if you start the
sysadmsh and actually run the examples as you get to them.

This chapter assumes that you have some knowledge of the UNIX operating
system. You should become familiar with the concepts covered in the Tutorial
before using the sysadmsh options.

21



sysadmsh: using the system administration shell

Starting sysadmsh

To gain access to all the functionality of sysadmsh, log in as root and enter the
following command:

sysadmsh
The main sysadmsh menu is displayed:

4 N\

Backups Accounts Printers Media Jobs Dirs/Files Filesystems User Quit
Administer and configure system resources and report system status

/ Friday August 31, 1990 1:06
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How the screen is organized

How the screen is organized

This is a schematic of the sysadmsh screen. Areas shown in black appear on
the screen as highlighted areas or bars of text. Each area displays specific
types of information:

-

Menu Line
Description Line

Status Line

Context Indicator

Command/Form

Display Area

Error Messages

The Context Indicator is the highlighted bar of text in the upper-right
corner of your screen. It displays the name of the current menu. The Con-
text Indicator for the sysadmsh opening screen shows SysAdmSh.

The Menu Line displays the menu options that are currently available. The
main sysadmsh menu consists of ten options: System, Backups, Accounts,
Printers, Media, Jobs, Dirs/Files, Filesystems, User, and Quit.

The Description Line gives you a brief description of the currently
highlighted menu option.

The Status Line is the highlighted bar of text that separates the Menu and
Description Lines from the Display Window. The Status Line in the
sysadmsh opening screen contains the date, time, and current working
directory. When a UNIX system command is executed, the name of the
command and the options used are displayed briefly at the far left of the
Status Line.
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e The Command/Form Line displays a title for the contents of the Display
Area. The title can be either a UNIX system command name or the name of
a sysadmsh form. When a command name is displayed, the location of the
manual page associated with the command is appended in parentheses.
For example, when System => Report = Users is selected, the Command
Line displays “who C”. This means that the command can be found on the
who manual page.

¢ The Display Area displays sysadmsh forms and scan windows. Forms and
scan windows are explained in detail later in this chapter.

e Error Messages and recovery instructions appear on the last line of the
screen in highlighted text.

Selecting menu items

24

The keyboard and mouse operations listed in Table 2.1 are used to move
through the menus. Note that there are several ways to select options; if you
have used menu-based programs before, use the method you are most fami-
liar with.

Table 2-1 Basic menu operations

Keyboard Mouse Action

Arrow keys or (Space) Move cursor to moves to menu option.
(same as right arrow) option

First letter of option, or Left or middle selects menu option.
move highlight to button

option and press

(Return)

(Esc) Right button retreats to previous menu.
(F1) - gets help.

You can familiarize yourself with the menu options by using the Arrow keys,
(Space), or mouse to move the highlight from option to option. Each time you
move the highlight to a new option, a description of that option appears on
the description line.
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Selecting menu items

sysadmsh has a hierarchical menu structure. Many of the menu options
move you down to another menu. For example, when you select the Jobs op-
tion from the main menu, a submenu containing more options is displayed
which lets you check on and manipulate your machine’s processes. The menu
hierarchy makes it easy to find the command you need by moving down from
one menu to the next. Eventually you get to a menu option that either exe-
cutes a UNIX system command or displays a form that you must fill in with
the details that the command needs. Note that typing the first letter of the op-
tion name is the quickest way to move through menu levels; in time you will
be able to reach the function you need instantly by pressing three- and four-
letter codes you have memorized. (Table 2.9 at the end of this chapter lists all
available sysadmsh selections and their shorthand forms.)

The best way to learn how to use menus is to practice making menu selections
with the keyboard or mouse. If you select an option by mistake, you can al-
ways retreat to the previous menu by pressing the (Esc) key or the right mouse
button. If you are several levels deep, you can return to the main menu by
pressing the (F2) key and then typing n. (F2) takes you to the Quit option, and
n returns you to the main menu. (The (F2) key does not work if you have been
dropped into a UNIX system command, such as vi(C).) To help you find your
way through the sysadmsh menus, Table 2.2 contains a map of the second-
level menus.

Table 2-2 Map of second-level menus

System Backups Accounts Printers Media
2 \ \) \J \)
Report Create User Configure List
Configure Restore Defaults Schedule Extract
Hardware Schedule Terminal Request Archive
Software View Report Auxiliary Format
Audit Integrity Check Priorities Duplicate
Execute Tapedump
Terminate
Jobs Dirs/Files Filesystems User Quit
s 2 \J A
Report List Check Yes
Terminate View Mount No
Authorize Copy Unmount
Edit Add
Modify Floppy
Print DOS
Archive
Differences
Remove

UseDOS

o
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When you select a menu option, one of three things happens:

¢ Alower-level menu is displayed.

¢ You are dropped into a form.

e A UNIX system command is executed and the result displayed in a scan

window.

The next two sections explain forms and scan windows.

Using forms

26

Some menu options require additional information to perform the correct
task. For example, the Print option cannot do anything until you tell it what
you want to print and which printer to use. When you select this type of
option, a form appears on the screen. By filling in the form, you give the com-
mand the information it needs.

The following example demonstrates how forms work, by showing you how
to print a file in your current directory. After the example, Tables 2.3, 2.4, and
2.5 list the keystrokes that allow you to move around the form, edit it, and
make “point-and-pick” selections.

To print a file, first select Dirs/Files = Print. The Print form is displayed:

Enter file(s) to print:

Enter file or directory name or press (F3) for a file list

Print Files

|

Enter destination printer: [

Friday August 31, 1990 1:06

~
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Using forms

Notice that the highlight is on the first item in the form. You can fill in the
field or obtain a list of choices by pressing (F3). You can enter the filename if
you know it but, for the sake of this exercise, assume that you need to find the

filename and press (F3) now. A window opens up overlapping part of the
Print form:

N
Enter file or directory name or press (F3) for a file list
Friday August 31, 1990 1:06
Print Files
Enter file(s) to print: [ ]
Enter destination printer: | |
file2 file3 filed
fileS file6
_ _J

The window contains a list of the files that you can select. To select a file,
“point” to it by highlighting it, and “pick” it by pressing return. This is known
as point-and-pick, and it is used whenever a range of choices is displayed.
After making your selection, the window closes and you return to the Print
form.

Note that the name of the file you selected is now displayed in the form. You

can now change the name using the edit keys (listed in Table 2.4 later in this
section), or press (Return) to move to the next field.
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Now enter the name of the printer to be used. If you do not know the printer
name, press (F3). Another, smaller window opens that contains a list of
installed printers:

~
Enter printer name or press (F3) for a list of printers

Friday August 31, 1990 1:06

Print Files

Enter file(s) to print: [filel ]

Enter destination printer: [ ]

printerl
printer2

You can select the printer just as you did the name of the file. After selecting a
printer, you return to the Print menu.
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Using forms

The keystrokes listed in the following tables allow you to use forms easily.

Table 2-3 Form operations

Keyboard Mouse Action

(Esc) Right tells the program that you changed your mind and
button  do not want to finish filling in this form. The form

is removed, and no action is performed. You are

returned to the previous menu. In addition, (Esc)

followed by (Return) acknowledges that an error

message was read and that you are ready to

continue.
Up,Down  Left moves to other fields in a form. Some fields are res-
Arrow button  tricted and no input is allowed. The Arrow keys

skip over these. Other fields must be filled in. With
the mouse, move the cursor to the field and click the
Left button. Pressing the Down Arrow key on the
last item in a form brings you back to the first item.

Left, Right - moves left and right in the current field. This

Arrow allows you to change text without retyping the
entire line.

(Return) Middle  completes the data entry to a field and moves the

button*  cursor to the next field. In the last field, pressing
(Return) or the middle mouse button completes the
entire form and tells the shell that the data is ready
to use.

(Ctrl)x - exits and executes the form from wherever you are.
Think “x” for “execute”. (F10) does the same.

(F4) - calls the spelling checker utility when you are in a
form. If you think a word might be misspelled,
press (F4) while the cursor is on the word and a list
of possible correct spellings appears in a point-
and-pick list. The word you select replaces the
misspelled word.

(F10) - exits and executes the form from wherever you are.
(Ctrl)x does the same.

On a two-button mouse, pressing both buttons simultaneously emulates the
middle mouse button.
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Table 2-4 Edit keystrokes*

Keystroke Action

(Ctrlyy deletes the current line, and begins the line again.
(Ctrl)w deletes the current word.

(Ctrl)g-(Ctrhh moves the cursor to the beginning of the line.
(Ctrl)g-(CtrI)] moves the cursor to the end of the line.

(Ctrlyv toggles into or out of overstrike mode.

(Del) deletes the character over the cursor.

(Bksp) backs up and deletes one character (left of cursor).
(Ctrhu pages up - moves up one page.

(Ctrl)d pages down - moves down one page.

(Ctrl)n goes to the next word.

(Ctr)p goes to the previous word.

Left, Right Arrow ©  moves left and right within the edit line.

* You cannot use the mouse for edit operations; if a form opens a window for input,
you must use the keyboard. Even the Right button ((Esc)) will not affect the win-

dow.
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Table 2-5 Point-and-Pick Operations

Using forms

Keyboard

Mouse

Action

(Return)
(Esc)
(Ctrl)v
Up, Down

Arrow

Left, Right
Arrow

(Space)

(F5)

First letter

Middle
button*
Right
button

Move mouse
up or down

Move mouse
right or left

Left
button

selects the item.

ends the selection process. The list is
removed and no action is performed.

toggles between selecting all or none of
the items appearing in a list.

moves to other items in a list.
moves across a multicol:mn display.

marks items when the application accepts
more than one. A marked item is indi-
cated by an asterisk (*) in the left column.
It may be unmarked by pressing (Space) a
second time while the item is selected.
The entire collection of marked items is
selected by pressing (Return).

finds items in long listing. It is called the
“Search” key. A prompt appears and you
enter the string to search for, then press
(Return). If the item is found, the highlight
moves to that item, and another (Return)
selects the item. If no match is found, the
highlight does not move. The ; and : keys
repeat the previous search, forward and
backward respectively.

selects an item by its first letter. It is the
fastest method of selection. Pressing
(Return) selects the highlighted item. (If
there is only one item beginning with that
letter, it is marked by typing its first letter.
There is no need to press (Return) again.)
If several items begin with the same letter,
the cursor moves to the first occurrence in
the list.

* On a two-button mouse, pressing both buttons simultaneously emulates the mid-

dle mouse button.
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Using radio buttons

Radio buttons are rows of selection boxes in a form. They are selected in a
way similar to items in a menu bar. The purpose of radio buttons is to pro-
vide a secondary level of selections from within a form, as in this example,
taken from the Accounts menu of the sysadmsh:

f&ame of an existing user ((F3) for list) Examine

Friday August 31, 1990 1:06

View/Modify an existing user’s account

Username : [ ]

[ Audit ] Expiration Identity Logins Password Privileges

N\ J

In this example, the “Username” field must be filled in before the radio button
selection can be made. The reference syntax for sysadmsh includes a notation
for radio buttons, which is a colon (:). Look at the following reference:

Accounts @ User = Examine:Audit

When you see a sysadmsh reference like this, it means that when you enter
the Examine menu you must provide information (in this case, the user name)
before making the next selection: Audit.

32 System Administrator's Guide




Using scan windows

Using scan windows

When you execute a UNIX system command by selecting a sysadmsh menu
option, the result of the command is typically displayed in a scan window.
Scan windows also display the contents of files and directory listings. To
demonstrate the use of scan windows, let’s say you want to know who
is currently logged on to the system. To do this, select
System = Report = Users. (This runs the UNIX system who(C) command.)

When you select the Current option, a scan window displaying the output of
the who(C) command appears in the display area:

4 I
Users
(Esc) to exit; Movement keys are active
Friday August 31, 1990 1:06
who (C)
NAME LINE TIME
abs tty0l 24 May 10:23
terib tty02 24 May 11:03
diannap tty03 24 May 8:16
davidje tty04 24 May 8:00
terib tty08 24 May 8:16
davidbe ttyll 24 May 9:09
jillv ttyld 24 May 7:49
ericd ttylé 24 May 10:29
kterry tty20 24 May 10:05
N J

Note that the name of the command who and the reference section in which
its description can be found (C) are displayed at the top of the window. Also
note that the option given to the command (-H) is displayed in the right hand
side of the Status Line. If you do not understand the information displayed,
look up the proper manual page for more information.

The vertical scroll bar (at the extreme right edge of the window) shows the
position of the current screen relative to the whole document, and moves the
screen up or down by an amount that depends on how far you move the
scroll bar. When you are viewing the first screen in a document, the top arrow
is covered by the highlighted block; when you are viewing the last screen in a
document, the bottom arrow is covered by the highlighted block. If the docu-
ment is less than one page long, the scroll bar does not appear.
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To operate the scroll bar, press and hold the (Down Arrow) or (Up Arrow) keys,
depending on which direction you want the screen to move over the page.
When the scan window shows the area of the document that you want to
view, release the key. The (PgUp) and (PgDn) keys can be used to move over

the document a page at a time.

Use the keys listed in Table 2.6 when you are in a scan window.

Table 2-6 Scan operations

Keyboard Mouse Action

(Esc) Right button exits the file.

(Up Arrow) - moves up one line.

(Down Arrow) or - moves down one line.

(Return)

(PgDn) or Middlebutton = moves down a page.

(Space)

(PgUp) Left button moves up a page.

(Home) - moves to the top of the display.

(End) - moves to the bottom of the display.

(F5) - searches for a pattern in the display.
(The ; and : keys repeat the search for-
ward and backward, respectively.)

(F7) - prints the output of the command or

34

file currently in the scan window.
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Getting help

Getting help

You can press the (F1) key to display more information to help you with your
selection. When you press the (F1) key, a Help window opens within your
current screen. It looks like this:

Help Topic

This is how the first HELP window appears on your screen.

Fl again for HELP B

The window contains some basic information. If you need more help, you can
press (F1) again and the complete Help menu is displayed:

(;l again for more Help

Return to the application

Menu Path:

SUBJECT

This is what the HELP menu looks like.

Back Next Index Related Search Help Quit

sysadmsh Help Topic

~
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When you are finished, select Quit from the Help menu and you return to
your place in the sysadmsh menu.

The menu options for Help are listed in Table 2.7.

Table 2-7 Help options

Option

Action

Continue

Back

Index
Related
Search

Help

Quit

36

continues on to the next page of help text. All the vertical move-
ment keys are active: Up and Down Arrows, Page Up and Page
Down, Home and End. If there is no further information, the
highlight moves to the Quit option on the Help menu and the
description line reads “Return to the application”.

moves back to topics that were seen previously. There is no
corresponding “Forward”. This also backs up to more general
topics. You can go back until the top-level introductory topic is
reached.

chooses a new topic from a list of indexed topics.
chooses a new topic related to the current one.

searches for a new topic by matching a pattern. First, you
specify where to look (the titles, the text lines, or both), and then
give the pattern. The pattern can be a simple keyword (like
“create” or “date”) or a more complex “regular expression”. (See
the Programmer’s Reference for further information on regular
expressions.) A list of topics containing the pattern is presented.

explains how the help facility itself is used. A table similar to this
one is displayed on the screen. If you need further information,
look for your topic in Index, Related, or Search.

exits Help and returns to sysadmsh. (F2) or (Esc) are other ways
to exit quickly.
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Changing the current directory within sysadmsh

Each Help screen has general information available, as well as specific infor-
mation about each option listed on the menu from which Help was selected.
Each descriptive passage is preceded by the associated menu line and fol-
lowed by a reference to the operating system documentation.

NOTE When you are within a particular UNIX system command, you do
not have access to the Help facility. For example, when you select
Dirs/Files = Edit , you are within the UNIX system vi command, and the
sysadmsh keys no longer function. When you exit the command and return
to the sysadmsh, the keys function as expected. If no element of the
sysadmsh is visible on the screen (menu line, boxes, context indicator, and
so on) then Help is probably unavailable. If you need help, exit from the
current process and press the (F1) key to view Help. In general, it is best to
use Help prior to executing a menu selection.

Changing the current directory within sysadmsh

There are many occasions when it is necessary to change your current direc-
tory to use certain files and commands. You can move to another directory by
pressing the (F6) key. The current directory is displayed at the top of the
screen. You can use the (Bksp) key to erase the name of the current directory
(to begin again), or you can add to or alter part of the current name. When
you press (Return), your directory change is executed and reflected on the
status line.
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The function keys

38

The function keys give you access to several time-saving features. See Table

2.8.

Table 2-8 Function keys

Key

Action

(F1)
Help key

(F2)
Exit key

(F3)
Pop-up key

(F4)
Spell key

(F5)
Search key

(F6)

New directory key

(F7)
Print key

displays help for the current context within the appli-
cation. Further information is available by pressing
(F1) again.

activates the Quit option on the top menu level.
Press n to return to sysadmsh or y to exit.

(used within a form) displays a list of items that are
acceptable for the current field.

(used within a form) displays a list of words that are
possible correct spellings of the word in the current
field. Select a word from the list by highlighting it,
then pressing (Return). The word is then placed in the
field. This function is only available if the Speller is
installed.

(used within a window) prompts for a string to
search for. When you enter a string and press
(Return), the highlight moves to the item in the list
that matches the pattern. If no match is found, the
search fails and the highlight does not move. In addi-
tion, the semicolon (;) repeats a search forward and
the colon (:) searches backward.

offers the opportunity to change your current work-
ing directory. Note that this does not change the
directory you will return to upon leaving sysadmsh

prints the -output of any command that is displayed
in a scan window.
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Customizing sysadmsh menus

Using shell escapes to access the UNIX
system command line

You can execute a UNIX system command from within a sysadmsh menu by
typing the shell-escape character, an exclamation point or mark (!). The
menus are replaced by a subshell that displays a text-entry line and a prompt
asking for a command. When you enter the command and press (Return), the
command is executed by the shell. After the command is completed, the out-
put is displayed on the screen, and you are prompted to press any key to
return to the shell.

NOTE The UNIX system command line can only be accessed from the shell
menus. It cannot, for example, be accessed from a form or a point-and-pick
list.

sysadmsh environment variables

The sysadmsh uses the following environment variables, which can be
defined in user .login or .profile files:

SA_EDITOR If not set, the default editor is Lyrix if installed, or vi(C)
if Lyrix is not available.

SA_PRINT If not set, sysadmsh pipes output to the /bin/lp pro-
gram; if set, sysadmsh sends output directly to the
[dev[lp printer device.

SA_USERAPPS If not set, the default user application file is
$HOME|.sysadmmenu

Customizing sysadmsh menus

Third party developers can customize sysadmsh menus as desired. See the
menumerge(ADM) manual page for complete instructions.
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sysadmsh menu options

40

Table 2.9 lists the options available in the sysadmsh menus. The main or top-
level menu options appear in boldface type at the left margin of the table. The
options listed below each top-level menu option are in lower levels of the
menu hierarchy. Those with one arrow are in the first-level menus, those with
two arrows are in the second-level menus, and so on. For instance, at the
beginning of the table, Report is a first-level menu option in the System menu,
and Activity is an option in the second-level Report menu.

Once you are familiar with the menu options, you can enter shorthand menu
paths to reach lower level options without having to see all of the upper level
menus. In Table 2.9, the “Path” column lists the shorthand menu path for each
menu option. Enter the first letter of each menu option in the path down to
the option you want. For example, to choose the Activity option, enter the first
letters of system, report, and activity, sra, without pressing the (Return) key.

If there are no menu options listed below the one you choose, either a form or
a display appears. For example, when you choose the Activity option, a
scrollable display or scan window appears, showing system processes.
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Table 2-9 sysadmsh menu map

sysadmsh menu options

sysadmsh option Path Function

System s system-wide reports, configurations
Report sr reports on current state of system

o> Activity sra reports on current system activity
ooUsers sru reports users currently logged in
©c>Printers srp reports on current status of printers
o=>Disk srd reports on current disk usage
o>Network srn reports on current network files

oo Xnet srnx reports on XENIX-NET status

oooUUCP srnu reports on UUCP status

oooMessages srm reads system messages

ooSoftware sIs checks installed software /package status
>Configure sc configures system files

ooSecurity scs changes level of system security
oopRelax scsr resets security to default UNIX system levels
ooKernel sck changes kernel parameters or capabilities
ooooParaMeters sckp configures tunable kernel parameters
>ORebuild sckr relinks kernel according to current settings
DOS sckd adds DOS filesystem support to the kernel
DooStreams scks adds streams support to the kernel
oooLayers sckl adds shell layers support to the kernel
oLogout scl sets idle time before user is logged out

oo Defaults scd modifies system default parameters
ooooHome scdh modifies default home directory for users
oooMessage scdm  modifies message of the day file

oo Checklist scdc lists which filesystems checked at startup
o> 0ther scdo modifies other default files
ooInternational sci configures system for international use
oSystem scis sets system locale variables
ooIndividual scii changes a user’s default locale

o Display scid changes mapping of terminal character set
o>e>Keyboard scik changes mapping of console keyboard
oNetwork scn configures networking files

oD UUCP scnu configures UUCP files, enable/disable tty
ooTime sct sets the system time

oMenus scm customizes sysadmsh menus

©>0Other sCo executes third-party sysadmsh extensions
o©Hardware sh adds or removes hardware from the system
ooHardDisk shh adds a hard disk to the system

o>Tape sht adds or removes a tape drive from system

(Continued on next page)
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Table 2-9 sysadmsh menu map

(Continued)

sysadmsh option Path Function

oo Printer shp adds or removes a printer from system

oo Card_Serial shs adds a serial card to system

oMouse shm adds mouse to system

ooVideo shv configures video card graphics parameters

oSoftware ss adds or removes software from system

DAudit sa administers /examines system auditing data

o>Enable sae enables audit using existing parameters file

ooDisable sad disables audit (stops collection of process
data)

>Collection sac displays or modify audit collection rules

oo Directories sacd displays or modify audit directory list

oo List sacdl  displays audit directory list

oo Create sacdc  creates new audit directory

oo Delete sacdd deletes existing audit directory

oo Add sacda  adds entry to audit directory list

ooooRemove sacdr  removes entry from audit directory list

oooEvents sace displays/modifies list of audited events

oo View sacev  displays system audit collection mask

ooooModify sacem  modifies system audit collection mask

oooIDs saci displays/modifies list of users/groups
audited

Do View saciv  displays list of users and groups audited

ooooModify sacim  modifies list of users and groups audited

oooOParameters sacp displays or modifies audit parameters

oo View sacpv  displays audit parameters

ooooModify sacpm modifies audit parameters

ooOReset sacr changes collection rules to default values

ooStatistics sacs displays statistics of current audit session

oReport sar reports on stored audit session data

oo List sarl lists report templates available

oo View sarv views parameters in a report template

o> Create sarc creates a new report template

oooModify sarm modifies an existing report template

oo Delete sard deletes an existing report template

oo>Generate sarg generates report of an audit session

ooFiles saf manipulates audit session files

oo List safl lists audit session files on system

(Continued on next page)
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Table 2-9 sysadmsh menu map

sysadmsh menu options

(Continued)

sysadmsh option Path Function

ooBackup safb backs up audit session file to removable
media

oo Delete safd removes audit session file

o>ORestore safr restores audit file from removable media

=Execute se executes programs that are system specific

oTerminate st shuts down system to remove power or
reboot

Backups b performs backups of files

oCreate bc creates backups

oScheduled bcs performs scheduled filesystem backups

o>Unscheduled bcu performs unscheduled filesystem backup

ORestore br restores filesystems and files

oe>Partial brp restores specific directories and files

ooFull brf restores entire filesystem

Schedule bs modifies scheduled backup frequency

©View bv views contents of a backup

Integrity bi checks the integrity of a backup

Accounts a controls functions of user accounts

oUser au alters/creates/retires user accounts

ooExamine aue sets password /ID/authorization/audit
parameters

>>Create auc makes a new user account

ooRetire aur closes an existing user account

©Defaults ad sets system-wide (default) parameters

o©c>Authorization  ada views/modifies default kernel/subsystem
privileges

oPassword adp views/modifies default password life/choice

o Logins adl views/modifies default login attempt controls

Terminal at manages terminal database entries

o>Examine ate views/modifies existing terminal entry

o> Create atc makes a new terminal entry

oo Delete atd deletes an existing terminal entry

>Lock atl locks a specific terminal

o>Unlock atu clears all locks on a specific terminal

> Assign ata manages device name equivalences database

(Continued on next page)
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Table 2-9 sysadmsh menu map

(Continued)

sysadmsh option Path Function

oo Examine atae views/modifies existing device entry

oo Create atac makes a new device entry

oooDelete atad deletes an existing device entry

=Report ar reports on passwords/terminals/login
activity o

ooPassword arp reports on accounts by password status

oooImpending arpi reports on accounts: passwords near
expiring

o> Expired arpe reports on accounts with expired passwords

oooDead arpd  reports on accounts with dead passwords

oo User arpu reports on single user’s password

>Group arpg reports on single group’s passwords

ooFull arpf lists all entries in password database

o>c>Terminal art reports on access status by terminals

o>Login arl reports login activity by user/group/terminal

oo User arlu reports logins of one, a range of, or all users

ooGroup arlg reports logins of a group or range of groups

oo Terminal arlt reports logins of one/range/all terminals

=>Check ac checks contents of tcb files for errors

o>Databases acd checks consistency of subsystem databases

oooPassword acp checks Jetc/passwd and fetc/group

Printers P administers print system

=>Configure pc configures printers on print service

ooAdd pca adds printer to system

oooModify pem modifies printer configuration

o>Remove per removes printer destination from print service

o Default ped changes system default destination printer

ocoParameters pcp modifies printer controls and parameters

o©Errors pce sets error warning notification/recovery
modes

c>Content pecc specifies type of content printable on printer

>e>Users pcu specifies who can use printer

Schedule ps starts/stops print service, handle requests

oBegin psb starts print service

oo Stop pss shuts down print service

o> Accept psa allows requests for destination

(Continued on next page)
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Table 29 sysadmsh menu map

(Continued)

sysadmsh option Path Function

oOReject psr rejects requests for destination

oc>Enable pse enables printers

ooDisable psd disables printers

Request pr moves or cancels requests on print service

ooMove prm moves requests between destinations

o>Cancel prc cancels requests made to print service

o Auxiliary pa handles print-wheels/filters /preprinted
forms

o Alert paa sets/lists an alert for print-wheel

ooFilter paf administers filters used with print service

oo>Change/Add  pafc adds or changes filter used with print
service

oooRemove pafr removes filter from print service

DeoepList pafl lists a description of filter

2oOriginal pafo restores original filter description

o>PPforms pap administers pre-printed forms of print
service

o> Configure papc  modifies printer settings for pre-printed
forms

oooModify papm  adds or changes pre-printed forms

oooRemove papr removes pre-printed form from print service

oo List papl lists attributes of existing form

o> Users papu  allows or denies user access to a form

oo Alerts papa  modifies alert method for mounted form

oooSpecify papas  specifies alerting method

Do List papal lists current alert

ooooTerminate  papat  terminates existing active alert

Do ORemove papar  removes alert definition

Priorities PP sets printing queue priorities

oo Default ppd sets system-wide priority default

oo Highest pph sets default highest priority level for users

o©ORemove ppr removes users from specified priority level

ooList ppl lists default priority level and limits

(Continued on next page)
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Table 2-9 ' sysadmsh menu map

(Continued)

sysadmsh option Path Function

Media m reads, copies, compares, formats floppies/
tapes

oList ml lists the contents of a floppy or tape

oExtract me extracts the contents of a floppy or tape

©Archive ma stores files/directories/filesystems on media

>Format mf formats either a UNIX or DOS floppy

©Duplicate md makes a copy of floppy or tape

Tapedump mt displays physical contents of tape

Jobs j views/controls processes

©Report r reports on current processes (snapshot)

oTerminate jt terminates currently running process (kill)

©Authorize ja authorizes users to run jobs

o>Scheduled jas authorizes creating regularly scheduled jobs

oooDefault jasd sets default authorization for scheduled jobs

oooUser jasu allows/prohibits user-scheduled jobs

DO View jasv checks who can create scheduled jobs

o>Delayed jad authorizes users to create delayed jobs

ooDefault jadd sets the default authorization for delayed
jobs

o User jadu allows/prohibits user from creating delayed
jobs

oo View jadv checks who is authorized to create delayed
jobs

©Environment jae modifies delayed job environment

DAL jaea modifies the environment for at-controlled

: jobs

oooBatch jaeb modifies the environment for batch(C) jobs

Dirs/Files d ‘interacts with files and directories

oList dl lists files in current directory

o View dv views contents of file

=Copy dc copies directory or file

oEdit de edits one or more files

OModify dm changes file parameters

o>Permissions dmp  changes file permissions

>2>Ownership dmo changes file ownership

(Continued on next page)
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Table 2-9 sysadmsh menu map

(Continued)

sysadmsh option Path Function

©>Group dmg changes file group ownership

o>Name dmn renames or moves files

Size dms compacts files

oc>Format dmf changes file formats

=Print dp prints files

©Archive da stores files

o Differences dd compares two text files or directories

©Remove dr removes specified files or directories

©>UseDOS du uses DOS utilities to manipulate DOS files

oo List dul lists DOS files in current directory

ooRemove dur removes a DOS file or directory

o>>oMakeDir dum creates a DOS directory

oCopy duc copies files between DOS and UNIX systems

ooView duv displays DOS files

oo>Format duf formats DOS media

Filesystems f checks/acts on filesystems

=Check fc checks and repairs filesystem (fsck)

©Mount fm mounts a filesystem

Unmount fu unmounts a mounted filesystem

=2Add fa adds appropriate info for a new filesystem

=Floppy ff creates a filesystem on a floppy

©DOS fd adds support for DOS filesystem

User u user-specific applications read from
$HOME/.sysadmmenu

Quit q quits system administration shell

=Yes qy leaves the sysadm shell

>No qn cancels Quit command
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Chapter 3
Starting and stopping
the system

This chapter explains how to do the following;:
o start and stop your system

e log in as the super user (root)

¢ change the system boot procedure

e use the device and system configuration information displayed at boot
time.

Additional information on customizing the system startup process is found in
the “Customizing system startup” appendix in this guide.

Starting the system

Starting a UNIX system requires more than just turning on the power. You
must also perform a series of steps to initialize the system for operation. To
start the system, you must do the following;:

¢ Load the operating system.
¢ Check the filesystems (if the system was improperly stopped).
e Choose the mode of system operation.

The following sections describe each of these procedures.
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Loading the operating system

- The first step in starting the system is to load the operating system from the

computer’s hard disk.

1. Turn on power to the computer and hard disk. The computer loads the
UNIX system bootstrap program and displays this message:

SCO System V/386

Boot

2. Press the (Return) key. The bootstrap program loads the operating system.

When the system is loaded, it displays information about itself and verifies
that the root filesystem (that is, all files and directories) is in order and not cor-
rupted. If a filesystem is uncorrupted and in good order, it is called “clean”. If
the root filesystem is clean, you can choose the mode of operation. If not, the
system requires you to clean the filesystem before choosing.

Cleaning filesystems
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You must clean the root filesystem if the following message is displayed:

fsstat: root filesystem needs checking
OK to check the root filesystem (/dev/root) (y/n)?

This message is displayed only if the system was not stopped properly, as
described in the section “Stopping the system” later in this chapter.

Each filesystem generates a similar message. In order to work properly, the
operating system requires clean filesystems. If the above message does not
appear, your filesystem is clean and ready to use.

To clean the filesystem, enter y (for “yes”) and press the (Return) key. The
fsck(ADM) utility cleans the filesystem, repairing damaged files or deleting
files that cannot be repaired. It reports on its progress as each step is com-
pleted. At some point, you may be asked if you wish to salvage a file.
Always answer by entering y or n and pressing the (Return) key. For an expla-
nation of how fsck works, see “Filesystem integrity” in the “Managing file-
systems” chapter later in this guide.

When cleaning is complete, the system asks you to choose the mode of
operation.
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Choosing the mode of system operation

You may choose the mode of operation as soon as you see the message:

INIT: SINGLE USER MODE

Type CONTROL-d to continue with normal startup,
(or give the root password for system maintenance):

The system has two modes: normal operation and system maintenance. Nor-
mal operation is for ordinary work on the system. This is the mode that allows
multiple users to log in and begin work. It is also known as multiuser mode.
System maintenance mode is reserved for work to be done by the system
administrator, and does not allow multiple users. It is also known as single
user mode.

To choose normal operation, press (Ctrl)d. The system displays a startup mes-
sage, and you are prompted to enter the system time (see the next section).
Then the system executes commands found in the /efc/rc directories, (this
includes the /etc/rc.d and Jetc/rc2.d directories, and so forth, referred to collec-
tively as [etc/rc scripts) generating startup messages for the various system
services, such as the printer or network services. (These scripts are described
later in this chapter.) Next, the system displays the login: prompt. You can
now log in as a normal user, as described in the “Logging in, logging out”
chapter of the Tutorial, or as the super user.

To choose system maintenance mode, enter the super user password (also
called the “root password”) and press (Return).

NOTE The super user (root) password is assigned during system installa-
tion. If you do not know the root password, ask the administrator who
installed your system.

The super user prompt “ #” is displayed. The commands in the /efc/rc scripts
are not executed. (Choose system maintenance mode only if you must do sys-
tem maintenance work that requires all other users to be off the system.)
When you log out of system maintenance mode using (Ctrl)d, the system au-
tomatically enters normal operation.
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Entering system maintenance mode by shutting down first

To go from normal operation to system maintenance mode, log in as root and
give the following command to shut down the system:

letc/shutdown -gn

A sysadmsh users select: System = Terminate

where 7 is the number of minutes until multiuser mode is stopped. After n
minutes has elapsed, you are asked to confirm your choice and the system is
shut down. You are then asked to press any key to reboot. When the system
has rebooted, give the root password to enter single user mode.

Entering system maintenance mode directly

To go from normal operation to system maintenance mode directly, log in as
root and give the following command:

letc/shutdown -g2 su

The su indicates that you want to go directly into single user mode rather
than shut the system down.

I NOTE There is no sysadmsh equivalent for this command.

Setting the time and date
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Once normal operation starts, the system asks for the correct time and date. It
displays the current time and date and then the following message:

INIT: New run level: 2

Current System Time is Wed Nov 13 08:19:00 PST 1991
Enter new time ([yymmdd]hhmm) :

Unless your clock battery is drained or removed, there should be no need to
change the date. To leave the time and date unchanged, simply press (Return).
If you need to change the time and date, enter the new time and press (Return).
The new values must be entered as two or more consecutive pairs of digits,
where the digits may be one or more of the following:

yy (optional)  represents the current year. It may be any two-digit value,
from 70 to 99 for the years 1970 to 1999, respectively.
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mm (optional) represents the current month. It may be any two-digit value,
from 01 to 12 for the months January to December,
respectively.

dd (optional)  represents the current day. It may be any two-digit value,
from 01 to the last day of the month.

hh represents the current hour. It may be any two-digit value,
from 00 to 23. Hours are expressed in military time, where
morning hours range from 00 to 11 and evening hours from
12 to 23.

mm represents the current minutes. It may be any two-digit
value, from 00 to 59.

For example, to change the time and date to February 3, 1991 at noon, enter:
9102031200

Press (Return). After accepting the new value, the system then displays the
new time and date:

Sun Feb 03 12:00:00 PST 1991

If you enter an incorrect value, the system prompts you to try again. If you do
not enter an optional value, the current value for that item remains
unchanged. If you type a new value for the year, you must also type values
for the month and day. Similarly, if you type a new value for the month, you
must type a value for the day.

The time and date display is followed by service startup messages and the
login: message.

Checking the security databases

Each time your system is rebooted (and after fsck is run if your system was
brought down unexpectedly) the system automatically checks critical security
database files. The messages appear.as follows:

Checking tcb .

Checking auth database .

Checking protected subsystems database ...
Checking ttys database ..

This checking is done to avoid problems with gaining access to your system.
In the rare case where a file is missing, you are alerted to this fact and asked to
restore the file from backups.
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When the system is halted suddenly by power or hardware failures, some
filesystem damage can occur. Such damage can result in the removal of secu-
rity database files, or can leave these files in an interim state if they were being
updated at the time of the system crash. Whenever a reboot occurs, the sys-
tem runs a series of programs to check the status of the database files. When
the system terminates abnormally and is rebooted, this check is performed
after fsck(ADM) is run on the root filesystem, and before entering multiuser
mode. This check proceeds as follows:

1.

The script [etc/smmck (system maintenance mode checker) runs the
tcbck(ADM) program to clean up any database files that were left in an
interim state while being updated.

When a security database file is updated, the contents of the old file (file)
is copied or updated to create the new -t file (file-t). Next, the old file
(file) is moved to a -o file (file-0), and the new file (file-t) is moved to the
original name (file). When this process is interrupted, -0 and -t files are
left and must be reconciled before the system will function properly.
tcbck first resolves any -t and -o files left in [Jefc/auth/system,
[etc/auth[subsystems, [tcb/filesjauth/* directories, and the fetc/passwd and the
fetc/group files. If there are multiple versions of a file, the extra files must
be removed. This is done automatically as follows:

A. Iffile, file-o, and file-t exist and file is not zero length, then file-t and
file-o are removed.

B.  If file and file-t exist then file-t is removed.
C. If only file-t exists, then it is moved to file.
D. If only file-o exists, then it is moved to file.

If scenario C occurs, a message similar to the following is displayed:
/etc/tcbek: file file missing, saved file-t as file

This is done because the - file is the modified version of the original file
and could have been damaged; it is likely that this file does not contain
all the entries of the original. This message is repeated for all files found
in that state in the specified directories. (The -o files are not suspect
because they are the original versions of the files renamed prior to
updating.)

WARNING If you do not have backups and the files /etc/group and
[etc/passwd were regenerated by moving the -t files, do not restore the
original files from the UNIX system distribution. The -t files will have
most (if not all) of your entries, and the distribution versions will not
have any. ' '
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Next, tcbck checks that key system files are present and that they are
not of zero length. If a file is missing (or zero length), then a message
similar to that shown below is displayed:

/etc/tcbek: file file is missing or zero length
This process is repeated for each of the following files:

[etclauth/system/defaultt
[etclauth[systemfiles
[etclauth/system/[devassign
[etc/auth[system/authorizet
[tcbffiles/authr[roott
Jetc|group

[etc[passwdt

When this process is complete, if any files were missing, or empty -t files
were substituted for real files, the following message is displayed:

/etc/smmck: restore missing files from backup or distribution.

NOTE Corrupted files are not detected by tcbck, but other error mes-
sages are displayed; these messages are described in “Resolving
security-related error messages” in the “Troubleshooting your system”
chapter of this guide.

If critical database files are removed or corrupted (files marked with a
dagger), then the system enters maintenance mode automatically
without asking for the root password. (While this might seem like a
security breach, remember that the system itself must be under lock and
key or it is not secure anyway.) The messages appear as follows:

INIT: SINGLE USER MODE

Security databases are corrupt.

Starting root shell on console to allow repairs.
Entering System Maintenance Mode

If no critical database files are missing, you are prompted to choose sys-
tem maintenance mode or normal operation.

If you find that files must be restored, your first option is to restore the
files from your backups. The second option is to restore the files from
the UNIX system distribution media.
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For example, if the system reported that the file /etc/group was missing
and you had a backup of the root filesystem that was created using
sysadmsh(ADM), you would use the Backups => Restore = Partial selec-
tion and restore the file. If backups are unavailable, you will have to use
the distribution files. ‘

NOTE If you must reéfore the file /tcb/files/auth/r/root from your distri-
bution, retrieve volume N2 and insert it into your floppy drive, then
enter the following commands:

cd /tcb/files/r
mount -r /dev/install /mnt
cp /mnt/tcb/files/r/root .

Use custom(ADM) to restore any missing files. You can restore only one
file at a time; do not try to specify more than one file. When you have
restored all the necessary files, exit custom and press (Ctrl)d. You are
then prompted to enter system maintenance mode or normal operation.
Press (Ctrl)d again.

tcbck then removes the files [fetc/auth/systemfpw_id_map and
[etclauth/system/gr_id_map because the modification times of these files
are compared with those of fetc/passwd and /etc/group, and problems can
occur when the system clock is reset. tcbck then tries to rebuild the map
files using cps(ADM). If this fails then either the File Control database
(/etc/authfsystem/files) is missing, or the the File Control database entry
for “/” is missing, or there are syntax errors in /etc/passwd or [etc/group.

After the system enters multiuser mode (“INIT: New run level: 2” is dis-
played) and you are prompted to set the system clock, /etc/authckre is
reinvoked. If any missing files are found, warnings similar to the ones
shown previously are displayed, followed by the message shown below:

/etc/tcbek: file file is missing or zero length
/etc/authckrc: Log in on the OVERRIDE tty and restore
the missing files from a backup or the distribution disks.

This means that you missed some files earlier. These files will have to
be replaced when the system comes up in multiuser mode and you are
allowed to log in. Write down the names of the missing files at this
stage.

Next, the following message is displayed:
Checking auth database ...

The authck(ADM) program is run to make certain that all users listed in
[etc/passwd have Protected Password database entries. If any are miss-
ing, they are created as needed.
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Next, the following message is displayed:
Checking protected subsystem database ..

The authck(ADM) program is run. The Protected Subsystem database
files are checked to ensure that they correctly reflect the subsystem
authorization entries in the Protected Password database. Each name
listed in each subsystem file is verified against the Protected Password
entry with the same name, so that no authorization is inconsistent
between the files. Also, each Protected Password entry is scanned to
verify that all the privileges listed are reflected in the Protected Subsys-
tem database. If any inconsistencies are found, you are asked if you
want them fixed automatically:

There are discrepancies between the databases.
Fix them (Y or N)?

The error messages are found in the authck(ADM) manual page.

NOTE If the system is autobooting (AUTOBOOT=YES appears in
[etc/default/boot), then authck(ADM) is called noninteractively. Warn-
ings are displayed about inconsistencies found but authck is not given
the opportunity to fix them. The transition to the multiuser operation
then proceeds as normal.

Next, you see the following message:
Checking ttys database ...

ttyupd(ADM) is run to ensure that all ttys in /etc/inittab have entries in
the Terminal Control database (/etc/auth/system/ttys).

The system is now up and ready for logins. If any files were reported
missing, you must now log in on the override terminal to restore them,
following the same procedure outlined earlier. By default, the override
terminal is defined as tty01, also known as the first multiscreen. If you
removed the default entry in /etc/default/login, you will have to shut the
system off, reboot and enter single-user mode, and restore the files that
way. When you log in on the override tty, the following message is dis-
played:

The security databases are corrupt.

However, root login at terminal tty0l is allowed.
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Logging in as the super user

Many system maintenance tasks, when performed during normal operation,
require you to log in as the super user. For example, you must be logged in as
the super user to stop the system.

To log in as the super user, you must know the super user password. You also
need to see the login: message on your terminal’s screen. If you do not see
this message, press (Ctrl)d until it appears.

NOTE The super user (root) password is assigned during system installa-
tion. If you do not know the root password ask the administrator who
installed your system.

To log in as the super user, follow these steps:
1. When you see the login: message, enter the super user login name:

root

Now press the (Return) key. The system prompts you for the super user
password.

2. Enter the super user password and press the (Return) key. The system
does not display the password as you enter it, so enter each keystroke
carefully.

The system opens the super user account and displays the message of the day
and the super user prompt “ #”.

Take special care when you are logged in as the super user. In particular, you
should be careful when deleting or modifying files or directories. This is
important because the super user has unlimited access to all files; it is possible
to remove or modify a file that is vital to the system. Avoid using wildcard
designators in filenames and keep track of your current working directory.

You can leave the super user account at any time by pressing (Ctrl)d.

Stopping the system
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Stopping a UNIX system requires more than just turning off the computer.
You must prepare the system for stopping by using either the
shutdown(ADM) or (under certain conditions) the haltsys(ADM) command.
The following sections describe each command.
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Using the wall command

Before stopping the system with the shutdown(ADM) command, you should
notify users of the impending shutdown. You may want to include other
details, such as when the system will be restarted.

To send a system-wide message to the terminals of all the users who are
currently logged in, use the wall(ADM) (“write to all”) command:
wall

Press (Return). Enter the message, pressing (Return) to start a new line if neces-
sary. When you have finished entering the message, press (Ctrl)d. This dis-
plays your message on all system terminals.

Using the shutdown command

The shutdown command is the normal way to stop the system and should be
used whenever the system is in normal operation mode. It warns other users
that the system is about to be stopped and gives them an opportunity to finish
their work. The warning message that shutdown displays at all terminals can
be customized. (If desired, the system administrator can also use the
wall(ADM) command to send a message about the impending shutdown prior
to running the actual shutdown command.)

To stop the system with the shutdown(ADM) command, follow these steps:

1. Log in as the super user. See the section "Logging in as the super user”
earlier in this chapter. The system opens the super user account and dis-
plays the message of the day and the super user prompt.

2. Enter the following command and press (Return):
letc/shutdown -gn
A sysadmsh users select: System = Terminate

where n is the number of minutes before the shutdown is to take place.
The system displays a warning message at each terminal, asking logged-in
users to finish their work and to log out. As soon as all users are logged
out or the specified time has elapsed, the system closes all accounts and
displays the following message:

** Safe to Power Off **
—or-
** Press Any Key to Reboot **

3. Turn off the computer or press any key to reboot the system.r

59



Starting and stopping the system

Using the haltsys command
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The haltsys(ADM) command halts the system immediately. This command
should be used only when in single user mode. If there are any users logged
into the system when the haltsys command is given, they are logged out and
their work in progress is lost. In addition, network servers and other pro-
grams are terminated abnormally and could create problems when they are
restarted.

To stop the system with the haltsys command, follow these steps:

1. You should be in single-user mode (use who -r to check). Remember that
the haltsys command should not be used in multiuser mode.

2. Enter:
letc/haltsys
Now press the (Return) key. The system displays the following message:

** Safe to Power Off **
-or-
** Press Any Key to Reboot **

3. Turn off the computer, or press any key to reboot the system.
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Understanding the boot display information

At boot time, a table of hardware information is always displayed after the
copyright information. This table represents your hardware configuration as
recognized by the operating system. Example 3-1 is an annotated version of
the boot screen as it appears on a sample machine.

Example 3-1 Sample boot display

device address vector dma comment

fpu - 35 - type=80387

floppy 0x03F2-0x03F7 06 2 wunit=0 type=96dsl5

serial  0x02F8-0x02FF 03 - wunit=1 type=Standard nports=1

parallel 0x0378-0x037A 07 - unit=0

console - - - unit=ega type=0 12 screens=68k

disk 0x01F0-0x01F7 36 - type=WO0 unit=0 cyls=791 hds=16 secs=48

This information is explained in the following key:

device, address, The name of the hardware, address in hexade-

vector, dma, cimal, interrupt vector, direct memory access

comment channel, other details about the hardware,
respectively.

fpu floating-point unit present, specifically the Intel
80387 and 80486 chips

floppy high density 5.25" floppy drive

serial this is COM 1; COM 1 has one port (no multiport
card is installed)

parallel this is parallel port 1p0

console The console has an EGA video adaptor compati-

ble with (type 0) the IBM EGA design

disk Western Digital st506 controller number 0 (W0),
hard drive 0 (unit 0), as well as the number of
cylinders, heads, and sectors

The hwconfig(C) utility displays or accesses this information at any time,
using the configuration information stored in the file fusrfadm/hwconfig. Refer
to the hwconfig(C) manual page for more information.

In addition, the eisa(ADM) utility can be used to list the cards installed in EISA
machines, and the slot(ADM) utility used for MCA machines.
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Changing the boot process

Each time the computer is started, the system runs the boot program. Unless
you give different instructions at the prompt, boot loads the default kernel
program using the configuration values specified in the file /etc/default/boot on
the default root filesystem. You can edit the /etc/default/boot file to change the
default configuration values for future boot operations. You can also set cer-
tain options in /etc/default/boot to allow the system to boot automatically.

Changing the /etc/default/boot file

The boot(HW) manual page describes the default boot options that you can
change by editing the /etc/default/boot file.

To change which program is loaded by default when you enter only a (Return)

at the boot prompt, modify the default bootstring set with the DEFBOOTSTR

option in /etc/default/boot. For example, the following setting in /etc/default/boot

causes the boot program to load the kernel from a hard disk by default.
DEFBOOTSTR=hd (40) unix

The first two letters of the argument specify the device (hd for hard disk or fd
for floppy disk). The number in parentheses is the minor device number
(40 for the root filesystem on the hard disk). Following the parentheses is the
pathname of the program to be loaded.

The Installation Guide and the boot(HW) manual page describe certain key-
words or “bootstrings” that you can add to the boot command line to load
special drivers at boot time. You can also add these to the end of the default
bootstring set with DEFBOOTSTR. For example, here is the bootstring for a
Wangtek cartridge tape:

DEFBOOTSTR=hd (40) unix ct=wangtek (0x338,5,1)

Booting automatically
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The settings of the AUTOBOOT , TIMEOUT , and PANICBOOT options in
[etc/default/boot control if, and when, automatic booting occurs.

If AUTOBOOT=NO, the boot program waits indefinitely for a response to the
prompt. You can set AUTOBOOT=YES to allow the system to boot automati-
cally if no response is given at the prompt after a certain amount of time. The
amount of time boot waits for a response before booting automatically is 60
seconds by default, but you can set the number of seconds to wait with the
TIMEOUT option. If a timeout occurs, boot behaves as though you entered a
(Return) to the boot prompt, performing the default boot process using the
configuration values specified in fetc/default/boot.

You can set the PANICBOOT option to YES or NO to indicate whether or not
the system should reboot after a panic (a panic always causes the system to
halt). Refer to the autoboot(ADM) manual page for more information.
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RAM error correction code (ECC) checking
(Corollary and compatibles only)

Some Corollary and Corollary-compatible systems use memory Error Correc-
tion Code technology. An ECC daemon, or background program, scans RAM
checking for single-bit errors. Single-bit errors themselves are harmless and
are automatically corrected by hardware. However, if an additional bit is cor-
rupted at the same location, a double-bit error occurs and the system panics.
This is extremely rare and will probably not occur unless your RAM has devel-
oped a fault.

The ECC daemon helps avoid double bit errors by informing the system
administrator of existing single bit errors. Errors are reported via the system
console and /usr/adm/messages. The system administrator should periodically
check [usrfadm/messages for any single bit error notifications and use the
ecc(ADM) utility to map the affected 4K page out of memory.

You should configure the ECC daemon to check memory at least once per day
(the default behavior).

To configure the ECC daemon, proceed as follows:
1. Log in as root and enter the following command:
mkdev eccd

2. The following menu appears:

ECC Daemon Initialization Program

1. Install ECC Daemon.
2. Remove ECC Daemon.

h. Help.

Select an option or enter g to quit:

You are offered the following options:
e Option 1 installs the ECC daemon.
e Option 2 removes the ECC daemon.
e Option h displays a help message.

Select the option that you require.
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3. If you select option 2, the following message appears:

(Are you sure? (y/n) i}

Enter y and press (Return) to continue removing the ECC daemon. Enter q
and press (Return) to exit mkdev eccd. You are returned to the root
prompt. Enter n and press (Return) to abort removing the ECC daemon.
You are returned to the mkdev eccd menu.

4. If you select option 1, you see the following message:

1. Begin memory page scan
2. Check for single-bit errors

Select an option or enter q to quit:

The script for running the ECC daemon is created based on the options
selected from this menu.

5. If youselect 1, you see:

Enter period, in hours, to begin memory page scan
‘| (default 24) or enter q to quit:

Enter the period for running the memory page scan and press (Return). If
you plan to use the default of 24 (scan once a day), just press (Return).

6. If you select 2, you see the following message:

Enter period, in hours, to check for single-bit errors
(default 10) or enter q to quit:

Enter the period for checking for single-bit errors and press (Return). If you
plan to use the default of 10 (check every ten minutes), just press (Return).

7. When you have finished configuring the daemon, enter q to begin the con-
figuration. You see the following message:

Creating /etc/idrc.d/ecc...

Creating /dev/ecc...
The daemon runs on the schedule specified, and is restarted automatically
after a shutdown or reboot.
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RAM error correction code (ECC) checking (Corollary and compatibles only)

Checking for ECC errors

The administrator should check periodically for memory ECC errors. The ECC
errors are displayed on the console and stored in /usrfadm/messages. The mes-
sages appear as follows:

found a single-bit error

board=n bad addr=xxxx
where n is the board number and xxxx is the address of the error. Double-bit
errors are also logged and added automatically to the bad page table. So-

called “hard” errors are repeated, while “soft” errors will only occur once.
You should enter all hard errors into the bad page table.

' Updating the bad page table with ecc(ADM)

To update the the bad memory page table, use the ecc(ADM) utility as
described below:
1. Login as root and enter the following:

ecc

2. You see the following menu:

. Print Current Bad Memory Page Table

. Add Entries to Current Bad Memory Page Table

. Delete Entries from Current Bad Memory Page Table
. Induce a Single/Double Bit Error into Memory Pages

W N

Enter your choice or ‘g’ to quit:

®

Enter 2 and press (Return).
4. You see the following message:

Enter bad memory pages.

Numbers are in decimal.

Terminate each entry with a <RETURN>.

Terminate list of bad memory pages with a ‘q’<RETURN>.
Enter in any order.

This system contains pages ranging from 0 to xxx

Enter the page number(s) exactly as they appear in /usr/adm/messages.
You should reboot the system after updating the bad page table so that the
change will be effected.
If you replace memory at some point, you should use option 3 to update the
table and remove the affected entries. For more information, see the ecc(ADM)
manual page.
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Chapter 4
Administering user accounts

User accounts help the system administrator keep track of the people using
the system and control their access to system resources. Accounts also help
organize user files and protect them from access by other users. Each account
has a unique “login name” and “password” with which the user enters the
system, and a “home directory” where the user works. In addition, the system
has certain defaults that define how long a user password should last,
whether users are allowed to choose their own passwords, and how many
unsuccessful login attempts should be allowed before locking a user out.

It is the system administrator’s job to create accounts for all users on the sys-
tem, and to maintain these accounts by changing user passwords, login
groups, and other account parameters when necessary.

There is the option to have several system administrators, each charged with
limited control over certain aspects of system operation, or a single root user
controlling all administration operations (root exists with full super user
powers by default).

This chapter covers the following topics:

¢ account information: for those who are familiar with UNIX systems, this
section explains how database files such as /etc/passwd and Jetc/shadow are
used and how they coexist with the additional C2-related databases

e account management: how to add, alter, and remove (or retire) user
accounts, plus create user groups

¢ default account configuration: how to configure system default login and
password parameters, and if desired, change the security scheme

It is important to examine the default account restrictions soon after creating
user accounts. These are summarized in “Default account configuration” later
in this chapter. You should determine if these defaults are appropriate to the
needs of your system.
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How account information is stored
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One of the principal differences between the various UNIX systems is in how
account information is stored. This affects the migration of accounts across
different UNIX systems, and governs how programs access this data. The files
fall into two categories: UNIX system files (those defined in the System V
Interface Definition) and the Trusted Computing Base (TCB) files that extend
System V security. The following files are supported and maintained by the
system to ensure compatibility with other UNIX systems (files marked with an
asterisk are TCB files):

[etc/passwd file. This publicly readable file is present on most UNIX sys-
tems and contains both account data (user ID number, login shell, and so
forth) and (on some systems) an encrypted account password. Pass-
word aging information is also supported. It can be edited by experi-
enced administrators, but sysadmsh is the preferred method for adding
and maintaining user accounts. If your system is configured with the
Improved or High security defaults and you edit /etc/passwd manually,
you must run the authck(ADM) command with the -p and -y options to
update the Protected Password database. In the lower modes, you can
edit /etc/passwd without running authck.

fetc/shadow file. This file is readable only by root. It contains the
encrypted password otherwise found in the fetc/passwd file. (When the
[etc[shadow exists, [etc/passwd contains an “x” in the password field.) This
file is manipulated via the pwconv(ADM) and pwunconv(ADM) utilities.
This file exists by default in all security defaults except Low, where it
still can be created using pwconv.

[etc/default/passwd and [etc/default[login files. These contain default
account information that, in many cases, is duplicated in the Protected
Password and System Defaults database.

Protected Password database (/tcb/files/auth/[a-z][/username). This data-
base implements the requirements for the C2 level of trust as defined by
the Trusted Computing System Evaluation Criteria (TCSEC). It contains the
encrypted password of the user as well as their privileges (authoriza-
tions), password parameters, and other detailed information. The for-
mat of this file is described in the authcap manual page.

System Defaults database (fetc/auth/system/default) file. This contains the
information used for creating default accounts; the contents of this file
are determined by the security defaults selected (Low, Traditional,
Improved, or High). The format of this file is described in the
authcap(F) manual page.

All database files are updated automatically when a change is made via
sysadmsh.
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In the event of a discrepancy between these files, either the UNIX System V
files or the TCB databases are used as the master to bring them into agree-
ment. In the Low and Traditional security defaults (see “Default account con-
figuration”), the UNIX System V files are the master. You can also configure
which set of files is used as the master set; this is described in the next section.

Configuring database recovery and precedence

To define the recovery scheme to be used when a database failure occurs,
make the following sysadmsh selection:

Accounts = Defaults = System
The following screen is displayed:

-

Allow duplicated account information to be inconsistent

Saturday August 31, 1990 1:06

System wide security

Fail if password and Protected Password entries differ: Yes No
Protected Password database entry is the master : Yes [ No ]
Length of cleartext password (units of 8 characters) : [ 1]
N Y,

The following parameters define database redundancy and precedence:

Fail if password and Protected Password entries differ

If Yes, this enforces consistency in account information; an error mes-
sage is generated when an inconsistency occurs and no action is taken.
If No, inconsistent data is permitted (and automatically corrected)
between the different database files. Under the Improved and High
security defaults, users are locked out of the system when a
discrepancy occurs until the administrator logs in on the override ter-
minal to fix the problem.
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Protected Password database entry is the master

If Yes, this ensures that the trusted database files are used as the master
files and information is written to the traditional UNIX system data files
only for consistency — it is never relied upon for data used by the sys-
tem. If No, the traditional System V data files (/etc/passwd and so forth)
are used as the master files and the trusted databases (Protected Pass-
word and System Default) are written to only for consistency and are
not relied upon for data used by the system. Under the Low and Tradi-
tional security defaults, the System V files are used as the master.

Length of cleartext password

Because the password encryption schemes on most other XENIX and
UNIX systems support a maximum password length of eight characters
(pre-encryption), this field provides compatibility by controlling the
maximum length of passwords. The term “cleartext” refers to an un-
encrypted password, so password length in this instance is expressed
in units of eight characters. Under the Low and Traditional security
defaults, this field has a value of 1, which maintains compatibility with
other UNIX systems (meaning that the /etc/passwd file can be imported
to other systems).

Account management

This section explains how to create and manage user accounts.

Adding a user

70

You can add a user account to the system with sysadmsh(ADM), which cre-
ates a new entry in the Accounts database. The database contains information
about the new user (such as login name and initial password) that the system
uses to let the user log in and begin work. sysadmsh also creates a home
directory for the user, a mailbox for use with the mail command, and an ini-
tialization file (for example, .profile for the Bourne and Korn shells or .login for
C-shell) containing UNIX system commands that are executed when the user
logs in.

NOTE Although sysadmsh is the preferred method for adding and main-
taining user -accounts, experienced administrators can edit the [etc/passwd
file directly. If your system is configured with the Improved or High secu-
rity defaults and you edit /fetc/passwd manually, you must run the
authck(ADM) command with the -p and -y options to update the Protected
Password database. In the lower modes, you can edit /etc/passwd without
running authck.
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To create a user account, make the following sysadmsh selection:

Accounts = User = Create

The following screen is displayed:

-

G

—
Lreate
Name of new user (once set, this cannot be changed)
Saturday August 31, 1990
Make a new user account
Username : [fj 1
Comment 0 ]
Modify defaults? Yes [ No ]
J

Follow these steps to add a user:

1.
2.

Fill in the “Username” and, if desired, “Comment” fields.

If you wish to alter the defaults, select Yes and define the fields as shown
in the next section, “Modifying account creation defaults.” Fill in each field
as necessary; press (F3) to choose from point-and-pick lists. When you
press (Return), the field is filled in with the value you selected.

When you exit the form, a window pops up to confirm your additions. If
confirmed, a series of creation messages are displayed that look like this:

Created home directory: pathname
Created shell file: filename
Greetings mail sent to user: name

This indicates that all the necessary files and directories were created.
(This default information is taken from fusr/lib/mkuser.)
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NOTE If you see a message similar to the following:

useshell: Warning

useshell: File Control database inconsistency

useshell: Script path /usr/lib/mkuser/mkuser.init may be compromised
- run integrity (ADM)

This means there may be a problem with the permissions of the database
file indicated (including any part of the path). This can be remedied by
using the fixmog(ADM) utility to correct permissions on the system (use
fixmog -i to fix any problems interactively). We recommend that you
run the integrity(ADM) utility first to get a report of all incorrect permis-
sions on the system, but note that integrity does not make changes.

4. Finally, sysadmsh prompts you as to whether an initial password should
be created. The following menu is displayed:

\
. Create
Assign the new account a password (the user then can log in)
/ Saturday August 31, 1990 1:06
Make a new user account
Username ¢ [ sample ]
Assign an initial password
Until a password is assigned to user : name
no-one may log in as that account.
Assign first password Bl Now Later Blank Remove
Force change at first login : [ Yes ] No
S J
The possible selections for “Assign first password” are as follows:
Now assigns the new account a password
Later does not assign the new account a password (the user can-
not log in) '
Blank assigns the new account an empty password (the user is
asked to set a password at first login)
Remove assigns the new account no password at all (the user can log
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in without a password)
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The “Force change at first login” field governs whether users must change
their passwords the first time they log in. Note that setting this to Yes
negates the effect of Remove; that is, the user is required to set a password
when logging in.

5. If you selected to generate a password for the new user, you see the
following prompt:

Setting password for user wuser
Password is forced for user

Choose password

You can choose whether you pick your own password,
or have the system create one for you.

1. Pick your own password
2. Pronounceable password will be generated for you

Enter choice (default is 1):

6. If you select 1 and you are operating under the Improved or High security
defaults, you see the following prompts:

Please enter new password (at least 5 characters):

Please choose a password which contains a mixture of lower-
and upper-case letters, digits (0 - 9), and non-alphanumeric
characters (e.qg., !, #, &, ;, %, or /.)

Please do NOT choose a password that is an English word,

or which is the name of a person, place, or thing, or which
contains the string "sco", "XENIX", or "UNIX" (in either case).
Re-enter password:

Note that the password is not displayed on the screen as you enter it.
You are asked to enter another password if the one you entered is un-
acceptable.

7. If youselect 1 and you are operating under the Low or Traditional security
defaults, you see the following prompts:

Please enter new password (at least 1 character):

New password:

You can also simply press (Return) to establish a null password, where the
user presses (Return) when prompted for the password.
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8. If you select 2, the following is displayed:

Generating random pronounceable password for user.

The password, along with the hyphenated version, is shown.

Hit (Return) or <ENTER> until you like the choice.

When you have chosen the password you want, type it in.
Note: Type your interrupt character or ‘quit’ to abort at any time.

| Password:xxxxxxxx Hyphenation:xx-xx-xx Enter password:

The generated password is displayed with a hyphenated version. The
hyphenation separates the password into pronounceable syllables and is
designed to help you commit the password to memory.

Give the new password to the user. If you selected to force a password
change, the user is required to change it inmediately after logging in for

the first time.

The new account is usable and is maintained according to the default security
parameters unless you have set specific values for the user.

Modifying account creation defaults

For most users, the defaults should prove sufficient. If you selected to
“Modify Defaults,” you see the following form:

~
(
Use the system default login group
/ Saturday August 31, 1990 1:06
Make a new user account
New user account parameters
Login group : Specify of
Value, (F3) for list :
Groups HE PN ]
Login shell : Specify [Default] of sh
Value, (F3) for list :
Home directory : Specify [Default] of [ /usr/name
Value, (F3) for list : [ ]
[ Create home ) Do not create Populate existing
User ID number : [Specify] [Default] of [ ] value : [ ]
Type of user : Specify [Default] of individual
Value, (F3) for list :
Account that may su(C) to this user
N\
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The cursor is initially positioned on the “Login group” field. Some of the
fields displayed can only be modified at creation time, in the Modify mode.
These fields are informational only and their values cannot be changed. The
fields are as follows:

Login group
This is the group associated with this account when the user logs in.
This field can be changed, but must not be empty. It becomes the group
field for this user in /etc/passwd. Pressing function key (F3) provides a
point-and-pick list of all currently existing groups.

Groups
These are the groups this user is a member of. If you enter the name of a
group that does not exist, it is automatically created as described in
“Adding or changing groups.”

Login shell

This is the shell the user will use. (The default is defined in
[etc/default/authsh.) If a full pathname is supplied (as in /bin/sh), the shell
described by that pathname is simply used as the users login shell.
However, if the shell specified is not a pathname (as in sh), it is assumed
to be the name of a “predefined shell”, a shell defined in a subdirectory
of fusr(lib/mkuser. Choosing a predefined shell causes appropriate shell-
related files (for example, .profile for sh) to be copied into the user’s home
directory when the account is created. (For information on creating
your own predefined shells, see “Adding login shells and configuration
files” later in this chapter.)

Home directory
This defines where the user’s files will reside. The default directory
option is highlighted. Press (Return) to get the default location. The
home directory options are as follows:

Create creates a new directory for this user
Do not create does not create a directory for this user
Populate existing  uses the existing directory specified

If you wish to have users share a single home directory, see the next sec-
tion “Sharing home directories,” for instructions.

User ID number
This is the user identification (ID) number. Once set, a user’s identity
should not be changed as this would violate accountability.
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Type of user

By default this is “individual,” and you need not change it. Pseudo-
users are anonymous accounts like sysinfo and uucp. Each pseudo-user
has an “accountable user,” who is considered responsible for that
account. (For example, root, an individual, is defined as the accountable
user for all pseudo-user accounts.) Several user types are provided for
customers who need to make distinctions between accounts that can be
used by different people.

Account that may su(C) to this user

This is the user responsible for this account. This field is only useful
with the High security defaults, where strict accountability is main-
tained and use of su(C) is restricted. Under other defaults, this field can
be ignored. This field can be changed if and only if the user is not an in-
dividual. For individual users this field is empty, but for non-individu-
als it must not be empty. It must contain the user name of another
account. For example, all pseudo-user accounts shipped with the sys-
tem are owned by root, and defined as an “individual” account. This can
be set up so that every account can be traced to a real person. Press (F3)
for a point-and-pick list of all users on the system.

Sharing home directories

You can set up user accounts to share the same login directory. To do this,
create the directory normally during the adding of a new user. You should
then exit sysadmsh and enter the following commands (replacing homedir
with the real directory name):

cd homedir
chmod 775 .
chown auth .

In addition, enter one of the following commands according to the login shell
used for the account:

Bourne or Korn shell

chmod 660 .profile
chmod 660 .kshrc (Korn shell only)

C-shell
chmod 660 .login .cshrc

This ensures that the members of the same login group can share this direc-
tory. Note that if you assign a different login group to a user, that user cannot
share the directory. To add users that share the directory, be sure to select
“Modify defaults,” specify the directory, and “Populate existing” directory
when creating subsequent users. Answer n when asked to overwrite the .files
such as .profile and so forth.
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Adding administrative users

In addition to the standard Identity information, users who act as administra-
tors for printers, accounts, and so forth, can be assigned the responsibility by
selecting Privileges. Under lower security defaults, most subsystem authori-
zations are already assigned by default, so this distinction is meaningless.
(The auth authorization gives root powers and is only assigned to root by
default, regardless of the security defaults.) Subsystems are discussed in
“Changing default authorizations” later in this chapter, and assigning authori-
zations is discussed in the next section.

Altering the defaults displayed for user accounts

You can alter the default selections that appear in the user creation menu by
editing the file /etc/default/authsh. The following defaults can be redefined:

e login group

e groups

e login shell

e home directory
e range of user IDs
e type of user

The fields in /fetc/default/authsh are explained in the authsh(ADM) manual page.

Removing or retiring a user account

When operating under High (C2) security defaults, a user is never removed
from the system. Once assigned, a user ID (UID) is never reused. Instead, a
user account is “retired,” or removed from service. Under other defaults, a
user can be completely removed from the system. To retire a user account,
make the following sysadmsh selection:

Accounts = User = Retire

When running with lower security defaults, you can completely remove
accounts using the rmuser(ADM) utility. To remove a user, enter the follow-
ing command, substituting the name of the user account for username:

rmuser username

Retiring or removing a user account does not remove the user’s files; the sys-
tem administrator must do this manually.
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Unretiring a user account

If you are running under lower security defaults and you wish to “unretire” or
reactivate a user’s account, you can do so with the unretire(ADM) command.
To reactivate a retired user, enter the following command, substituting the
name of the user account for username:

unretire username

Locking or unlocking a user account
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The system administrator can lock an account to prevent its use. In addition,
under the Improved and High security defaults, an account is locked auto-
matically if certain login parameters have been exceeded (see “Default
account configuration” later in this chapter).

NOTE Under the Low and Traditional security defaults, accounts and termi-
nals are only locked by the administrator; there are almost no limits on the
number of unsuccessful login attempts, and password expiration is less
strict.
Once a user or terminal is locked, only an administrator can unlock the user
account or terminal (terminal locks are discussed in the next section). To lock
or unlock an account, make the following sysadmsh selection:
Accounts = User © Examine:Logins
The colon indicates that you must fill in a field (in this case the user name)
before choosing the Logins selection. A form similar to the following is dis-
played:

( )

Use the system default limit on unsuccessful login attempts

Saturday August 31,

View/Modify an existing user’s account
Login history and locks

Username ¢ sample

Last login attempt Location Date/time

successful : tty0l Mon 7 May 1991 03:22:06 AM
unsuccessful : tty2b Thu 3 May 1991 08:22:06 AM
Last logout : tty2b Mon 7 May 1991 07:19:24 AM

Number of unsuccessful login attempts since last successful login : 1
Maximum number of unsuccessful attempts before account is locked
Specify of 6 Value :

Account locked : NO LOCKS

Lock status [No change] Apply administrative lock Clear all locks
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Move down to the “Lock status” field and toggle it to “Apply administrative
lock” or “Clear all locks” as desired.

Locking or unlocking a terminal

To lock and unlock a terminal, respectively, use the following sysadmsh
selections:

Accounts = Terminals = Lock

Accounts = Terminals = Unlock
When the prompt appears for the terminal, enter the name, for example:
tty01l. When a terminal is locked, the following message is displayed when an
attempt is made to log in:

Terminal is disabled -- see Authentication Administrator

Changing a user’s login group

To change a user’s login group, make the following sysadmsh selection:
Accounts = User => Examine:Identity

The colon indicates that you must fill in a field (in this case the user name)
before making the Identity selection. A form similar to the following is dis-

played:
( h
Group associated with this account when the user logs in ({F3) for list)
Saturday August 31, 1990 1:06
View/Modify an existing user’s account
Identity
Username :  sample
User ID : 246 Type of user : individual
Account that may su(C) to this user : NONE

Login group : [ pub ]

Groups F ]

Login shell ¢ [ /bin/sh ]

Home directory : [ Keep ] Edit Create Move Restore

path /usr/sample

Comment [ ]

Priority : Specify [Default] of 0 Value:
I\ Y,

Modify the “Login group” field as desired.

79



Administering user accounts

Changing a home directory

To change a user’s home directory, including moving the user’s files, make the
following sysadmsh selection: '

Accounts = User = Examine:Identity

The colon indicates that you must fill in a field (in this case the user name)
before making the Identity selection. A form similar to the following is dis-

played:

-

Username

User Ip

Login group
Groups

Login shell
Home directory
path
Comment
Priority

-

sample

246

[ pub I
[ ... ]

[ /bin/sh

[ Keep ] Edit
/usxr/sample

[

pecify [Default] of 0 Value:

View/Modify an existing user’s account
Identity

Saturday August

Type of user : individual
Account that may su(C) to this user : NONE

Create

Move Restore

-

After moving down to the “Home directory” field, you can select to do the fol-

lowing:

Keep makes no change to the main directory for this user

Edit changes this user’s main directory path, but does not move any files

Create  creates the main directory for this user

Move  renames this user's main directory, moving all files in the old to the

new

Restore changes the path back to its previous value (no files are moved)
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Changing a user password or password parameters

An administrator can change a user’s password at any time. Password gen-
eration parameters can also be changed on an individual basis, just as they
can be system-wide. This governs how a user’s password is changed. To do
this, make the following sysadmsh selection:

Accounts = User = Examine:Password
The colon indicates that you must fill in a field (in this case the user name)
before making the Password selection. The following form is displayed:

s

View/Modify an existing user’s account

Password selection

Username : sample

Password required : Yes No of Yes
User can choose own : Yes No [Default] of Yes
User can run generator : Yes No [Default] of Yes

Maximum generated length : Specify [Default] of 10 Value :
Checked for obviousness : Yes No [Default] of No

Current password status : [ Keep ] Change Disable Remove
Change password at login : Yes [ No ]

L] —_—

- J

The Password selection parameters are similar to the system-wide parameters
described in “Changing default password restrictions” later in this chapter.
The following parameters define the per-user password restrictions:

Password required
If Yes, the user cannot log in without a password; if No, the user can
log in without a password.

User can choose own
This parameter determines whether or not users can choose their own
passwords. If this parameter is set to Yes, users can pick their pass-
words. If that parameter is set to No, the system must generate a pass-
word for that user, according to the random password generation pro-
cedures.
NOTE If “User can choose own” and “User can run generator” are
both No, users cannot change their own passwords.
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User can run generator
This parameter enables the user to run the password generator. Note
that this does not allow the user to choose a password, but merely to
generate a new random password.

Maximum generated password length
This parameter is the maximum length of a password generated by the
system for this user. The maximum is 80 characters.

Checked for obviousness ‘
This parameter is only valid with Improved or High security defaults,
or when GOODPW=YES appears in /etc/default/passwd. This controls
whether the system should run simple or complex triviality checks on
a new password. Triviality checks increase the time required to change
a password substantially (see “Customizing password checking with
goodpw(ADM)” later in this chapter).

Current password status
You can choose one of the following:

Keep does not change password.

Change invokes the password change procedure described at the
end of “Adding a user”

Disable  disables the password, which effectively locks the user out

Remove removes the password, enabling the user to log in without a
password

Change password at login
This option allows you to force users to change their password the next
time they log in.

Altering user password expiration parameters

It is sometimes useful to define expiration parameters for a user that differ
from the system defaults. To do this, make the following sysadmsh selection:

Accounts = User = Examine:Expiration
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The colon indicates that you must fill in a field (in this case the user name)
before choosing the Expiration selection. A form similar to the following is
displayed:

-

Expiration

Use the system’s default minimum password lifetime

Saturday August 31,

View/Modify an existing user’s account
Password life and death

Username : sample
Last password change Date/time Days ago
successful : Wed Feb 22 09:27:29 1991 42
unsuccessful : Fri Feb 24 10:55:03 1991 40

Minimum number of days between password changes :
Specify [Default] of 14 Value

Maximum number of days before password must be changed :
Specify [Default] of 42 Value

Maximum number of days before account is locked for not changing password :
Specify [Default] of 365 Value

|| -
\ J

The user parameter descriptions are similar to the system-wide parameters
described in “Changing default password restrictions” later in this chapter.
The descriptions differ, but the parameters are the same. They control the
time that a password is valid, and the procedures for changing the password
once it becomes invalid. The lifetime of a password is divided into three
intervals:

e The password is valid.

e The password has expired; the user can still log in and change it (if author-
ized to do s0).

e The password is dead; the user is locked out and the administrator must
unlock the account and the user change the password.

NOTE The Low and Traditional security defaults use password restrictions
that are very lenient; passwords do not expire, accounts are not locked, and
there is no minimum interval between password changes.
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The system also stores a minimum time between password changes. This
prevents users from changing their passwords when they expire and then
immediately changing them back to one they remember. A user’s password
cannot be changed until the minimum time has been exceeded. The password
lifetime scheme is implemented as follows:

Minimum number of days between password changes
This defines the number of days users must wait before they can
change their password.

Maximum number of days before password must be changed
This defines the length of time a given password is valid.

Maximum number of days before account is locked for not...
This defines the interval between the last password change and when
the password dies.

The default account initialization files (.cshrc, .profile, .kshrc, and so forth) auto-
matically execute the prwarn(C) utility at login time to warn users about
impending password expiration.

Changing user authorizations
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Subsystem authorizations are discussed later in this chapter in “Changing
default authorizations.” Additional information is located in the the “Main-
taining system security” chapter of this guide. Authorizations define what
users are allowed to do.

NOTE The Low and Traditional security defaults assign most authoriza-
tions to users by default and it should not be necessary to change them.
With the High (C2) security defaults, few authorizations are assigned by
default; they are intended for users entrusted with administration of a sub-
system.

To assign a new authorization to a user, make the following sysadmsh
selection:
Accounts = User ©> Examine:Privileges

The colon indicates that you must fill in a field (in this case the user name)
before choosing the Privileges selection.
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The following form is displayed:

(

Use default kernel authorizations

View/modify an existing user’s account

Authorizations

Username : sample

Kernel  : Specify authorizations: [... ]

Subsystem : Specify [Default] authorizations: [... ]
When specifying authorizations

(F3) will list those which may
be selected.

\__ J

You can select Specify and press (F3) to open a window that lists the available
authorizations. Use the arrow keys to move up and down the list. You can
select multiple authorizations by pressing the space bar; each item selected is
marked with an asterisk (*).

NOTE If you switch from defaults to specified, the default values are elim-
inated for that user; only those authorizations you specify are in effect.

Changing user audit parameters

You can define audit parameters for individual users just as with the system-
wide parameters. Any settings defined for a user override the system
defaults.

NOTE It is not necessary to modify audit parameters if you do not intend to
use auditing.

To define or change audit parameters, make the following sysadmsh
selection:

Accounts @ User @ Examine:Audit
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The colon indicates that you must fill in a field (in this case the user name)
before choosing the Audit selection. A form similar to the following is dis-
played:

- o I

System startups (boots) and shutdowns

Saturday Augt

View/Modify an existing user’s account
I Audited Events

Username: sample

A. Startup/Shutdown [I3E£WIRA] B. Login/Logoff [Default]
C. Process Create/Delete [Default] D. Make Object Available [Default]
E. Map Object to Subject [Default] F. Object Modification [Default]
G. Make Object Unavailable [Default] H. Object Creation [Default]
I. Object Deletion [Default] J. DAC Changes [Default]
K. DAC Denials [Default] L. Admin/Operator Actions [Default]
M. Insufficient Authorization [Default] N. Resource Denials [Default]
0. IPC Functions [Default] P. Process Modifications [Default]
Q. Audit Subsystem Events [Default] R. Database Events [Default]
S. Subsystem Events [Default] T. Use of Authorization [Default]

- J

A detailed description of audit events is found in the “Using the audit
subsystem” chapter of this guide.

There are three possible settings for each event:

Default  use the system-wide account defaults

Always  always audit this event (overrides system-wide default)

Never never audit this event (overrides system-wide default)

You can press (F3) to select from a list of these settings or fill them in manu-
ally. Abbreviations are recognized (for example, “n,” “nev,” and “N” all mean

Never). To execute the form, press (Ctrl)x. (If you fill in the last field on a
form, it is automatically executed.)
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Adding or changing groups

To add a group, simply enter a new group name while creating or altering a
user account. You are prompted that the group does not exist and asked to
confirm that you wish to create the new group.

You can also edit the file /etc/group and add or modify the contents as desired.

I WARNING Do not change the GIDs of any default system groups.

Supplemental groups

On most System V implementations, a user can be a member of several
groups, but can only have a single effective group ID (GID), which limits
membership to one group at a time. The effective GID (and group member-
ship) is changed using the newgrp(C) command. The list of groups is located
in /etc/group.

The supplemental groups feature allows an additional set of groups to be
defined, permitting simultaneous membership in multiple groups. This pro-
vides additional access permissions on top of those provided by the user and
group IDs.

The .suppgroups file, which is recognized by programs that establish identity
(login, su and cron), specifies which groups (of which the user is a member)
are placed in the user’s supplemental group list when identity is established.
The .suppgroups file contains one group name per line. If a .suppgroups file does
not exist, the initial supplemental group list is filled with the login group ID
followed by the groups the user is listed as being a member of in /etc/group.
They are listed in the same order as in /etc/group. The .suppgroups file does not
need to be readable or writable by the user.

The sg(C) command is used to manipulate a user’s supplemental group set.
This command does not establish identity so it does not read the .suppgroups
file.
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Changing the maximum number of supplemental groups
By default, the maximum size of a supplemental group set is eight, meaning
that a user can only be in eight groups at one time.” This number is controlled
by the NGROUPS tunable kernel parameter. This value can be changed by
invoking the sysadmsh selection

System = Configure = Kernel = Parameters
and selecting category 3, “Files, Inodes, and Filesystems,” and changing the
value of NGROUPS. The kernel must then be relinked and booted for the new
value to take effect. Use the sysadmsh

System => Configure = Kernel => Rebuild
selection to relink the kernel. See “Reallocating kernel resources with config-
ure” in the “Tuning system performance” chapter of this guide for complete
instructions.

Allowing users to execute super user commands

It is possible to assign users the capability of executing root-only commands
without giving them complete root powers. This is done using the
asroot(ADM) utility to create a new authorization associated with the com-
mand you wish to assign. You can then add this authorization to any user.
The procedure for setting up a command is described in detail in the
asroot(ADM) manual page.

NOTE The asroot utility requires the user’s password to be re-entered when
the system is configured with the High security defaults.

Accessing other accounts with su(C)
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The su(C) utility (for super user) can be used to switch over to another
account temporarily. It is primarily used to access the root account, when it is
executed without an argument. Otherwise, it is used in the following form:
su username

su prompts for the account password, and if it is correct, a Bourne shell is
started under the other account. Transitions with su do not affect the login
user ID (LUID), so login and audit records remain accurate. If a dash “-” is
included in the command (su -), the environment for that user is executed
(including login shell, home directory, and so forth). To exit the shell, enter
exit or press (Ctrl)d and you are returned to your own account.
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Users can su to an account they are defined as responsible for in the “Account
that may su(C) to this user” field of the Accounts = User => Examine:Identity
sysadmsh selection. To access the root account (or any other account they are
not responsible for), however, the user must have the su authorization. This
can be assigned using the Accounts = User => Examine:Privileges selection
(see “Changing user authorizations” earlier in this chapter).

NOTE The Low, Traditional, and Improved security defaults assign the su
authorization by default and users can su to any account if they know the
password. Under the High security defaults, the su authorization is not
assigned.

Moving user accounts to another filesystem or directory

If you want to move your user accounts to a different location (such as a new
filesystem or directory), you must start by ensuring that new accounts are
placed in the new location. Here we use a hypothetical filesystem called /x as
an example. The sysadmsh(ADM) Accounts option (used to create new user
accounts) reads the default location for user accounts from the
[etc/default/authsh and [usr/lib/mkuser/homepaths files.

Edit the files /fetc/defaultfauthsh and [usr[libfmkuser/homepaths. Change the
entries that read “/usr” to “/x”. This establishes /x as the location for new user
accounts.

Whenever you run the sysadmsh Accounts selection to add a new user, that
user account is placed in /x. (Make certain that the filesystem containing the
user accounts is mounted before you create a new user, or the user's home
directory will not be accessible when the filesystem is mounted.)

If there are existing user accounts that you wish to relocate, you should first
make a backup floppy or tape of all home directories you plan to move. (This
protects your users from possible loss of data.) Next, change the home direc-
tory for each user by calling up their account information with the following
sysadmsh(ADM) selection:

Accounts = User > Examine:Identity

Move to the “Home Directory” field and select the Move option. Follow the
prompts. Do this for every user whose home directory has changed.
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Migrating user accounts to non-SCO-based UNIX systems

You can migrate user accounts to other XENIX or UNIX systems by copying
the /etc/passwd (and /fetc/shadow, if applicable) to the target system. If the target
system does not use /etc/shadow, you should run the pwunconv utility to con-
solidate the information into /etc/passwd before copying the file to the target
system.

NOTE If you need to migrate accounts to another SCO-based UNIX system,
use the ap(ADM) utility described in the next section.

Password compatibility

The password encryption scheme used by the system maintains compatibility
with other XENIX and UNIX system implementations, while providing the
ability to create passwords with more than eight significant characters. How-
ever, if you are using the Improved or High security defaults, passwords of
up to 80 characters are allowed, which cannot be imported to other systems.
The sysadmsh selection Accounts = Defaults = System includes the field
“Length of cleartext password”. A value of 1 (instead of 10 as used in the
Improved or High defaults) allows the encryption mechanism to ignore char-
acters following the first eight, thus allowing complete compatibility with
other systems. See “Configuring database recovery and precedence” earlier in
this chapter for more information.

Migrating user accounts to SCO-based UNIX systems
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You can easily duplicate user accounts on other SCO-based UNIX systems (as
with a network) using the ap(ADM) utility. This utility creates a profile con-
taining all account data for one or more users.

WARNING The ap(ADM) utility does not create profiles that are portable to
non-SCO-based UNIX systems. If you need to migrate accounts from a non-
8CO-based UNIX system or SCO XENIX system, use the addxusers(ADM)
utility described in the next section.

Account information is gathered from the /etc/passwd file and the Protected
Password database. Irrelevant information about the user (including unsuc-
cessful logins, unsuccessful password changes, and the location and time of
last login) is not included in the profile.

To create a profile and install it on another machine, do the following:

1. Login as root and enter the following command on the machine where the
accounts reside:

ap -d -v usernames > profile.acct
usernames is the list of one or more user names.
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2. Log in as root and move the profile.acct file to the target machine (use tar,
or cp if your machine is on a network).
3. Enter the following command:
ap -r -f profile.acct usernames

The new account information is in place and ready for use.

Migrating user accounts from SCO XENIX or non-SCO-based
UNIX systems

To copy accounts from other non-SCO-based UNIX systems (or SCO XENIX
systems) to your system, use the addxusers(ADM) utility. addxusers accepts
an edited /etc/passwd file as input and makes the necessary database modifica-
tions for use on your system. Refer to the addxusers(ADM) manual page for
more information.

WARNING Most XENIX and UNIX systems only use the first eight characters
for encryption. This can cause unexpected results when moving an
encrypted password string from one of these systems to an SCO-based UNIX
system. If a password longer than eight characters has been used, such as
“narcissus”, only the first eight characters (“narcissu”) should be entered on
an SCO-based UNIX system.

Default account configuration

This section explains how to alter the system security defaults, which include
default password schemes, subsystem authorizations, and number of login
attempts permitted for users.

The system includes four sets of defaults that define the security scheme for
user accounts:

e Low

e Traditional

e Improved

e High

The “High” defaults are designed to meet the requirements set forth by the
Department of Defense’s Trusted Computer System Evaluation Criteria (also
known as TCSEC or the Orange Book). Table 4.1 lists the defaults used by each

set. The Low and Traditional defaults use values consistent with non-trusted
UNIX systems. Selecting the security defaults is described later in this section.

NOTE The pre-defined defaults can be customized as desired; the four
default sets are provided for ease of configurability. ’
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Table 4-1 System default security parameters

Security level
Security parameters Low Traditional Improved High
Passwords
Minimum days between changes 0 0 0 14
Expiration time (days) infinite infinite 42 42
Lifetime (days) infinite infinite 365 90
User can choose own yes yes yes no
User can run generator yes yes yes yes
Maximum generated length 8 8 10 10
Minimum length 1 3 5 8
Checked for obviousness no UNIX yes! yes?
Password required to login no no yes yes
Single user password required yes yes yes yes
Logins
Maximum unsuccessful attempts  infinite 99 5/9 3/5
(account/terminal)
Delay between login attempts 0 1 2 2
(secs)
Time to complete login (secs) 60 60 60 60
Authorizations
Subsystem audittrail, audittrail, audittrail, queryspace,
backup, mem, queryspace,
lp, mem, printqueue, printqueue, su
queryspace,  queryspace,
shutdown, su, terminal, su
terminal
Kernel chmodsugid, chmodsugid, chmodsugid, chown,
chown, chown, chown, execsuid
execsuid, execsuid execsuid
suspendaudit
Default umask® 022 022 027 077
C2 Features
LUID enforcement* no no no yes
STOPIO on devices* no yes yes yes
SUID/SGID clear on write* no yes yes yes
Users can be deleted® yes yes yes no
Database corruption® recover recover lockout lockout
Database precedence7 UNIX UNIX TCB TCB
Other
Users can schedule jobs allow allow deny deny
Home directory mode 755 755 750 700
Dialup printers allowed yes yes no no
Hushlogin allowed® yes yes yes no
Password for asroot(ADM) no no no yes
Significant characters in passwords 8 8 80 80
su(C) use logged no yes yes yes
/etc/shadow present no yes yes yes
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Notes:
1.  Simple checks are made, such as disallowing user names, machine names, etc...
2. Thorough checks are made, including checking that words are correctly spelt.

3.  These are located in /fetc/profile and Jetc/cshrc. A umask of 077 results in the crea-
tion of files that are readable only by the owner.

4.  These features are explained in the “Maintaining system security” chapter.

5. Arequirement central to C2 is that a user ID (UID) cannot be reused. This means
that user accounts cannot be reused or reactivated after retirement. With the
lower security defaults, user accounts can be removed rather than retired and
user IDs can be altered or reused.

6.  On a system that conforms to C2 requirements, users are locked out of a system
when a security database becomes corrupted. This ensures that the system does
not operate in a potentially non-secure state. In the lower defaults, the system
attempts to correct inconsistencies automatically and displays a warning rather
than locking out users.

7. Two sets of account databases are maintained: UNIX System V and trusted com-
puting base (TCB) files. One set is used as a master when a discrepancy occurs.
This is described in “Configuring database recovery and precedence” in this
chapter.

8. This feature allows the suppression of login messages. See login(M) for
information.

Changing the security defaults

You were given the choice of security defaults at installation time. It is possi-
ble to later select another set of defaults. Should you wish to change the secu-
rity defaults of your system, make the following sysadmsh selection:

System = Configure = Security
This allows you to select an alternate set of defaults (see Table 4.1).

NOTE After having selected lower security defaults, it is possible to select
the Improved or High defaults, although this does not mean that your sys-
tem automatically conforms to the requirements of a C2 system. (By defini-
tion, a C2 system must adhere to the requirements from initial installation.)

93



Administering user accounts

When you make the Security selection, the following is displayed:

4 )

Enter defaults package name or press (F3) for a list

Saturday August 31, 1990 1:06

Security Defaults

Enter name of security defaults package: [ 1

Press (F3) for a list of the defaults packages available

. _/

You may reconfigure your system security to suit your own requirements.

Four levels of preconfigured security defaults are available:

High recommended for systems containing confidential information
and accessed by many users. Passwords are strictly controlled
and assigned to users; they cannot choose their own. User
accounts cannot be removed or reactivated. All C2 features are
engaged and database corruption results in a lockout of all users
until the administrator fixes the problem.

Improved recommended for systems accessed by groups of users who can
hare information. Password expiration is more lenient and
users can choose their own passwords. LUIDs are not enforced,
and user accounts can be removed or reactivated as desired.
Database corruption results in system lockout.

Traditional provided for compatibility with existing UNIX systems. Pass-
words do not expire and standard System V password checking
is used. Passwords are not required. Database corruption is
handled transparently.

Low recommended only for systems not publicly accessible with a
small number of cooperating users. No C2 features are engaged
and no password checking is done. The /etc/shadow does not
exist by default.

The system is designed to meet the requirements for the C2 level of trust

describing the protection given to prevent unauthorized access to a system

and its data. The High and Improved levels are suitable for C2 systems.
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Changing system account parameters dynamically

In addition to selecting a package of default parameters, the following
system-wide account parameters can be customized individually:

e authorizations

e password

e logins

The system-wide security parameters control the way that users log in and,
once they establish a session, the terminal and authorization environment that
the system presents to them. Each parameter that you can change from the

sysadmsh interface is discussed here. Other parameters that affect system
operation are addressed later.

You should use the system-wide functions to define your own default system
behavior. Then use the user-specific functions to adjust that behavior for any
user having different requirements. As you might expect, the user-specific
entries override the system defaults for any given user.

Changing default login restrictions

Most of the configurable security parameters deal with the way the system
creates a login session. These include login particulars and the way that pass-
words are generated and enforced. The login parameters enforce the account
and terminal-locking features. When users log in, they must give a login
name and password. In addition, the user has a limited number of tries to log
in. There is a limit on the number of times an unsuccessful login attempt can
occur before either the account or the terminal are locked. If either count is
exceeded, the user or the terminal is locked against future login. This feature
guards against penetration attempts by restricting the number of times a mali-
cious user (or computer programmed by a malicious user) can try to break
into the system.

NOTE The Low and Traditional security defaults use login restrictions that
are very lenient; there are almost no limits on the number of unsuccessful
login attempts and little delay between attempts.
To access the login restriction parameters, make the following sysadmsh
selection:
Accounts = Defaults = Logins
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The following form is displayed:

/,

Allowed consecutive failed login attempts before account is locked

Saturday August 31, 1990 1:06

Login Restrictions

Maximum number of unsuccessful attempts before locking ...
.. user account: [5 ]
.. terminal : (5]
Delay (in seconds) between login attempts on a terminal : [2 ]
Time (in seconds) to complete successful login . [40]
CPU scheduling priority after successful login : [0]
- J

The parameters are described as follows:

Maximum number of unsuccessful attempts before locking
This is the system default number of unsuccessful attempts allowed for
users and terminals. If a particular user or terminal needs either a
more restrictive or more permissive number, the user’s account can be
modified or the terminal’s configuration (see “Terminal login manage-
ment” in the “Maintaining system security” chapter) can be changed to
override the system default.

Delay (in seconds) between login attempts on a terminal
This parameter controls the amount of time that must pass between
unsuccessful login attempts. To further reduce the possibility of pene-
tration, the system can delay between login attempts to increase the
amount of time it takes to try to log into the system repeatedly. You
can increase this parameter to control the cycle time of the “login:”
prompt. By combining this parameter with the user and terminal
unsuccessful attempt parameters, you can frustrate attempts to try
passwords repeatedly on certain (or a combination of) terminal lines.

Time (in seconds) to complete successful login
This parameter determines how much time users have to enter their
name and password before the login attempt is terminated.

CPU scheduling priority after successful login
This sets the nice(C) value associated with this user’s processes. This
allows you to set a higher or lower CPU priority for a user. See the
nice(C) manual page for details.
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Changing default password restrictions

Given that you can control the number of attempts an intruder can try to
guess a password, the remaining task is to control the complexity of the pass-
word itself. To access the password restriction parameters, make the follow-
ing sysadmsh selection:

Accounts = Defaults = Password

The following screen is displayed:

e N\
Minimum number of days which must elapse between password changes
Saturday August' 31, 1990 1:06
Password Selection
Minimum days between changes : (14 )
Expiration time (days) ¢ (42 ]
Lifetime (days) : [365 ]
User can choose own : [ Yes] No
User can run generator : [ Yes ] No
Maximum generated password length : [10]
Checked for obviousness i Yes [No]
Password required to login : [ Yes ] No
Single user password required : [ Yes ] No
\ J

The types of password checking the system does is controlled by the parame-
ters set on this screen. The parameters control the time that a password is
valid, and the procedures for changing the password once it becomes invalid.
A password is valid until it “expires” or “dies.” An expired password can be
changed by whomever is authorized to change passwords for the account. A
password expires when its expiration time is reached. The expiration time
can be set from sysadmsh on a system-wide or a per-user basis, and it is
expressed in number of days from the time that the password was last
changed. A dead password causes the user account to be locked. Only the
administrator can unlock the user’s account, which is then treated as an
account with an expired password. The password must still be changed
before the user can log in again.
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NOTE The Low and Traditional defaults use password restrictions that are
very lenient; passwords do not expire, accounts are not locked, and there is
no minimum interval between password changes. In addition, there is no
password checking with the Low defaults; Traditional defaults use the cus-
tomary UNIX system password checks.

The system also stores a minimum time between password changes. This
prevents users from changing their passwords when they expire and then
immediately changing them back to one they remember. A user's password
cannot be changed until the minimum time has been exceeded. This parame-
ter may also be set on a per-user or system-wide basis.

The following parameters define the password restrictions:

Minimum days between password changes
The number of days a user must wait between password changes.
Expiration time (days)
This defines the length of time a given password is valid. The default
account initialization files (.cshrc, .profile, .kshrc, and so forth) automati-
cally execute the prwarn(C) utility at login time to warn users about
impending password expiration.
Lifetime (days)
This defines the interval between last password change and when the
password dies.

User can choose own .

‘This parameter determines whether or not users can choose their own
passwords. You can choose to have the system generate passwords au-
tomatically for users. This guards against users picking “obvious”
passwords that a knowledgeable intruder could guess given some per-
sonal facts about the user. Most UNIX systems allow users to pick their
passwords. If this parameter is set to Yes, then rules consistent with
non-trusted UNIX systems are in effect, allowing users to pick their
passwords. If that parameter is set to No, the system must generate
passwords for that user, according to the random password generator.

User can run generator
This parameter enables users to run the password generator. Note that
this does not allow users to choose a password, merely generate a new
random password.

Maximum generated password length
This defines the maximum length of a password generated by the
system. The maximum is 80 characters.
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Checked for obviousness
This parameter is only valid with the Improved or High security
defaults, or when GOODPW=YES appears in /etc/default/passwd. This
controls whether the system should run simple or complex triviality
checks on passwords. These checks assure that the password does not
appear in the online dictionary, along with the other checks described
in goodpw(ADM.) Setting this parameter to Yes ensures the failure of
some penetrations based on dictionary checking, but this can be con-
trolled more effectively through the limits on account and terminal log-
ins. Triviality checks increase the time required to change a password
substantially. (See “Customizing password checking with
goodpw(ADM)” later in this chapter).

Password required to login
If No, user accounts can be without passwords; if Yes, a password
must exist for the account.

Single user password required
This governs whether a password is required to bring the system up in
single-user (maintenance) mode.

When an account is locked by the system, only root or the accounts adminis-
trator can unlock it. The password must be changed at that time. You can
override these parameters for any user as described earlier in “Changing a
user password or password parameters.”

Customizing password checking with goodpw(ADM)

The goodpw(ADM) utility allows you to customize password checking. The
file /etc/default/goodpw contains the password control settings. These settings
allow you to specify if passwords are checked against dictionary words, word
rotations, user, group, and system names.

NOTE Password checking can also be set by editing the [etc/default/passwd
and changing the value of GOODPW= as follows:

YES use goodpw

NO use standard UNIX system checking

NONE  perform no password checking

In addition, the directory [usr/lib/goodpw/checks allows you to further custom-
ize password requirements according to the type of password:

e user

e filsys (filesystem)

¢ group

e modem
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Each type has a file (secure or weak) that is used depending on whether the
“Check for obviousness” field is set to Yes (secure) or No (weak).

You can also define regular expressions (character combinations and arrange-
ments) that all passwords must match, or must not match, with the files
[usr/lib/goodpw/match and [usr/[lib/goodpw/reject, respectively. For more details,
refer to the goodpw(ADM) manual page.

Changing default authorizations
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There are two types of authorizations: Subsystem authorizations are associated
with users and allow the user to execute trusted utilities. Kernel authorizations
are associated with processes and allow a process to perform certain
actions. Each user session has a set of kernel authorizations and subsystem
authorizations.

To access the authorization parameters, make the following sysadmsh
selection:

Accounts = Defaults = Authorizations
The following screen is displayed:

14 . . N\
Authorization

Privileges enforced by the system

Saturday August 31, 1990 1:06

Authorizations

System default authorizations ((F3) for list)
Kernel: Subsystem: [... ]
chmodsugid
chown
execsuid
suspendaudit
\—— /

You can use the (Tab) key to move between kernel and subsystem authoriza-
tions. Use the (F3) key to get a pop-up window that lists each set of authoriza-
tions. Detailed descriptions of authorizations appear in the sections that
follow.
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Subsystem authorizations

Subsystem authorizations were designed to implement administrative roles
rather than using a single root user to administer the system. Under the Low
and traditional security defaults, almost all subsystem authorizations are
assigned to users by default.

If you intend to operate a system that conforms to C2 requirements, you
should grant subsystem authorizations based on the notion of least-privilege,
where users are assigned subsystem authorizations based on their responsi-
bilities. For example, the accounts administrator is given auth authorization
and the printer administrator is given lp authorization. Under this scheme,
general users should be assigned as few subsystem authorizations as possible.
The subsystem authorizations are listed in Table 4.2.

Table 42 Subsystem authorizations

Authorization Subsystem Powers

mem Memory access to system data tables, listing all
processes on the system

terminal Terminal unrestricted use of the write(C)
command

Ip Line Printer administer printers

backup Backups perform backups

auth Accounts administer accounts: adding users,
changing passwords, and so on

audit Audit audit administrator: run system audits
and generate reports

cron Job Scheduling control use of cron(C), at(C), and
batch(C) commands

sysadmin - not implemented

passwd Passwords ability to change user passwords
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Secondary authorizations allow limited access by users to resources that
would otherwise be tightly controlled (for example, without the printqueue
authorization, users would only be able to see their own jobs when they use
the lpstat command). They are useful when running the Improved or High
security defaults to provide behavior that is more consistent with other UNIX
operating systems. See Table 4.3.

Table 4-3 Secondary authorizatiohs

Secondary Subsystem Description

authorization

audittrail audit ability to generate personal audit reports on
one€’s own activities

queryspace backup use of df(C) command to query disk space

printqueue Ip view all jobs in queue using Ipstat(C)

printerstat Ip use of printer enable/disable commands

su auth access to the root (super user) account and
other accounts. (Access still requires pass-
word.)

NOTE When the primary authorization for a subsystem is granted, the sec-
ondary authorizations for that subsystem are also granted. (For example,
the lp authorization carries the printqueue and printerstat authorizations.)

Kemnel authorizations

The kernel authorizations govern the power that user processes have to exe-
cute specific operating system services. For example, the ability to change
ownership of a file is governed by the chown authorization. (The chown
authorization allows the use of the chown(S) system call which enables
chown(C) to work.) The default kernel authorizations are used whenever a
user’s kernel authorizations are unspecified. Thus, users that need more
authorization can have user-specific entries that grant them those authoriza-
tions, while normal users can have their authorizations set to the system-wide
defaults. See Table 4.4.

NOTE Restricted chown is required for NIST FIPS 151-1 conformance. The
chown authorization should not be assigned to users if you wish to conform
to NIST FIPS 151-1 requirements.
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Table 4-4 Kernel authorizations

Authorization Action

configaudit configure audit subsystem parameters
writeaudit write audit records to the audit trail

execsuid ability to run set-UID programs

chmodsugid ability to set the set-UID and set-GID bit on files
chown ability to change the owner of an object
suspendaudit suspend operating system auditing of the process

Under the Low and Traditional security defaults, most kernel authorizations
are assigned by default and should not require modification. Under the High
security defaults, chmodsugid is not assigned by default. The configaudit
and writeaudit parameters apply specifically to audit operations and should
not be assigned to users; these parameters are explained in “Using the audit
subsystem” chapter in this guide.

The execsuid, chmodsugid, and chown authorizations are explained in “Start-
ing daemons on a trusted system” in the “Customizing system startup”
appendix of this guide, and in “Assigning kernel authorizations” in the “Main-
taining system security” chapter of this guide.

Kernel authorizations and administrative users

If you are operating with the High and Improved security defaults, you must
assign certain kernel authorizations along with subsystem authorizations.
Although most of these are already assigned by default, they are listed in
Table 4.5 in case you modify the defaults. One exception is the audit subsys-
tem, which requires the addition of the configaudit and suspendaudit author-
izations. These authorizations should never be assigned by default, or to
ordinary users.

NOTE Under the Low and Traditional security defaults, most kernel author-
izations are already assigned by default.

Table 4-5 Subsystem kernel authorization requirements

Subsystem Kernel Authorization Required
Authorization

audit configaudit, execsuid, writeaudit
auth execsuid, chown

backup execsuid

Ip chown

cron chmodsugid, chown, execsuid
sysadmin chmodsugid, chown, execsuid
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Adding login shells and configuration files

It is possible to add files for additional login shells that can be selected for
users when they are created using sysadmsh. For example, csh(C) has proto-
type .login and .cshrc files that are installed in a user’s directory when csh is
selected as that user’s login shell. Each shell has a directory of these prototype
files in [usr/lib/mkuser. You can examine the existing files and follow their
example. Make sure the permissions and ownership are consistent with the
other files. When you install the files, the new shell is a valid selection in the
“Login shell” field of the user Identity form.
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Chapter 5

Managing filesystems

This chapter describes one of the most important responsibilities of a system
administrator: creating and maintaining filesystems. General maintenance
activities are described, such as strategies for maintaining free space. The
concept of “filesystem integrity” is introduced, with a description of how the
operating system repairs damaged filesystems. Filesystem creation is dis-
cussed in the chapter entitled “Adding hard disks and CD-ROM drives.” For
information on file permissions and other security considerations, see the
chapter entitled “Maintaining system security.”

What is a filesystem?

A filesystem is a distinct division of the operating system, consisting of files,
directories, and the information needed to locate and access them. A filesys-
tem can be thought of as a structure upon which directories and files are
constructed.

Each UNIX system has at least one filesystem on the primary hard disk. This
filesystem is called “the root filesystem” and is represented by the symbol
“/”. The root filesystem contains the programs and directories that comprise
the operating system. On small hard disks, the root filesystem also includes
all the user directories. The primary hard disk can also be divided into more
than one filesystem. This is described in the Installation Guide. One of the
most common divisions is the /u filesystem, used to isolate user accounts from
the root filesystem.
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A UNIX system can also have other filesystems that contain special directories
and application programs. Dividing the primary hard disk into multiple
filesystems protects the data and makes maintenance easier. Adding still
more filesystems by installing other hard disks expands the system storage
space. New filesystems can be specifically created by the system administra-
tor, then “attached” (mounted) and “detached” (unmounted) when needed, in
the same way that a floppy disk is accessed. This process is described in the
chapter entitled “Adding hard disks and CD-ROM drives.”

Mounting and unmounting a filesystem

The mount(ADM) command attaches a filesystem. For example, to mount
or unmount /devfu on [u, you would use the following two commands,
respectively:

mount /dev/u /u
A sysadmsh users select: Filesystems = Mount

umount /dev/u
A sysadmsh users select: Filesystems = Unmount

Only the super user can use the mount and umount commands.

NOTE Files in a filesystem are not accessible unless the filesystem is
mounted. If files are copied to or created in the mount point directory while
the filesystem is unmounted, those files will appear to be in that filesystem
when they are not. When the filesystem is mounted, these files seem to
“disappear” when the filesystem is mounted over them.

Permitting users to mount filesystems
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Only the super user can use the mount command. However, the super user
can set up parameters to define which filesystems can be mounted by users
with the mnt(C) command. These parameters may include an access pass-
word, if desired.

Each filesystem must have an entry in the file /etc/default/filesys. Example 5-1
contains a sample set of entries.

Example 5-1 Sample /etc/default/filesys file

bdev=/dev/root cdev=/dev/rroot mountdir=/ \
desc="The Root Filesystem" rcmount=no mount=no

bdev=/dev/u cdev=/dev/ru mountdir=/u rcmount=yes \
fsckflags=-y desc="The User Filesystem"

bdev=/dev/x cdev=/dev/rx mountdir=/x mount=yes \
rcmount=yes fsckflags=-y desc="The Extra Filesystem"
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The sample entries determine the behavior shown in Table 5.1.
Table 5-1 Filesystem mount specifications

Filesystem  When Mounted  Can User Mount?

root boot time no
/u multiuser no
/x anytime yes

If you wish to make any non-root filesystem mountable by users, simply add
“mount=yes” to the entry for the given filesystem. In addition, when the mnt
command is invoked without an argument (no filesystem name), the program
checks all non-root filesystems to see if they can be mounted and, if so,
mounts them. The option “mount=prompt” asks the user if they want to
mount each filesystem where a mount is permitted.

For more information on the mnt command, including a complete list of
options, refer to the mnt(C) manual page.

Filesystem types

Your system can be set up with five different types of filesystem:

e XENIX

¢ UNIX system

e DOS

e AFS (Acer Fast Filesystem)

o EAFS (Extended Acer Fast Filesystem)

The internal structure of XENIX and UNIX system filesystems differ slightly,
but this is of no serious consequence. The AFS (Acer Fast Filesystem) is a fas-
ter variant of the XENIX and UNIX system filesystems. The default filesystem
is the EAFS (Extended Acer Fast Filesystem), a newer version of the AFS type
that supports long filenames (filenames exceeding 14 characters) and sym-
bolic links (file links across filesystems). The block sizes for each of these
filesystems are 1K. DOS filesystems are discussed in the chapter entitled
“Using MS-DOS and other DOS operating systems.”

Converting AFS filesystems to EAFS

An AFS filesystem can be converted to an EAFS filesystem. This is done using
the -E option of the fsck(ADM) command, which normally checks and repairs
filesystems. The -E option also changes the format of the filesystem to EAFS.

I NOTE You must unmount a filesystem before running fsck.
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The command has the form:
fsck -E device
where device is the name of the filesystem device in /dev.

Converting UNIX filesystems to AFS

A UNIX system filesystem can be converted at any time to an AFS filesystem.
This is done using the -Cclustersize option of the fsck(ADM) command,
which normally checks and repairs filesystems. The -C option alters the
clustersize to change the format of the filesystem to AFS. The clustersize
argument must be a power of 2 and less than 16 (8 is the recommended
value).

The real benefits of the AFS filesystem are seen with a new filesystem. The
increase in speed that is possible with a converted AFS filesystem is not
immediately apparent; it takes effect only as new files are added to the filesys-
tem. There is little or no benefit in transforming a filesystem that is nearly
full; if it is within a few blocks of being full, the conversion does not work.
(See the section on “Filesystem integrity” for a complete discussion of fsck.)

I NOTE You must unmount a filesystem before running fsck.

The command has the form:
fsck -s -Cclustersize device

where device is the name of the filesystem device in /dev. Note that the
-s option must also be present.

Configurable filesystem features

There are certain filesystem features that are configurable, including:

e Group ID of newly created files: you can specify whether a new file has the
group affiliation of the parent directory or that of the creating user.

¢ Filename truncation: you can specify what happens when an attempt is
made to create a filename longer than the system limit.

This section explains these features.

Setting directory SGID bit
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By default, the GID (group identifier) of a newly created file is set to the GID of
the creating process or user. This behavior can be changed by setting the SGID
bit on a directory. Setting the SGID bit on a directory results in a new file hav-
ing the GID of that directory. To set the SGID bit on a directory, enter the fol-
lowing command, where directory is the directory name:

chmod g+s directory
To remove the bit, replace the “ +” with a “-” in the above command.
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Setting filename truncation

By default, attempts to create filenames longer than the system limit result in
the error message “Filename too long.” This can be changed so that long
filenames are silently truncated to the system limit. The system limit depends
on the filesystem type. XENIX, S51K, and AFS filesystems have a limit of 14
characters. The EAFS (default) filesystem has a limit of 255 characters. The
default behavior is mandated by POSIX FIPS requirements and is controlled by
the ETRUNC kernel parameter. This parameter can be changed by invoking
the sysadmsh selection System => Configure <> Kernel = Parameters and
selecting category 3: “Files, Inodes and Filesystems,” and changing the value
of ETRUNC to 1. The kernel must then be relinked and booted for
the new behavior to take effect. Use the sysadmsh selection System => Config-
ure = Kernel = Rebuild to relink the kernel. See the
“Reallocating kernel resources with configure” section of the “Tuning system
performance” chapter in this guide for complete instructions.

Using links

A link is a directory entry referring to a file. The same file can have several
links. This allows a given file to appear wherever it is required without the
need for separate files. Any changes made to the file are effectively indepen-
dent of the name by which the file is known. This means that no matter which
link is modified, the same file is sourced. Hard links cannot be made across
filesystems and cannot refer to a directory (see the “Symbolic links” section).

The syntax for a hard link is as follows:
In file target
where file is the name of the existing file, and target is the name of the new

directory entry which will source the same data. The long file listing gen-
erated by the 1(C) command looks like this example:

-rw-rw-r-- 2 stevem pub 60091 Feb 7 19:54 help.file

The number “2” that follows the file permissions indicates the number of
links. Note that there is no way to distinguish a hard link to a file from its ori-
ginal directory entry.

Symbolic links (EAFS filesystems only)

Symbolic links allow you to connect files or directories on different filesys-
tems. The -s option to the In(C) command allows you to do this.

The syntax is as follows:
In -s file target
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You can easily recognize a symbolic link using the long file listing generated
by the 1(C) command:

lrwxrwzrwx 1 stevem group 13 Feb 10 15:34 text -> /u/forbin/filel

The arrow “->” points literally to the location of the actual file. Unlike hard
links, the source file is always discernable from its links.

If target is a directory, then one or more files are linked to that directory. If
source is a directory, a directory link is made.

Maintaining free space in filesystems
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An important task of the system administrator is filesystem maintenance,
which includes keeping the system running smoothly, keeping the filesystems
clean, and ensuring adequate space for all users. To maintain the filesystems,
the system administrator must monitor the free space in each filesystem, and
take corrective action whenever the free space gets too low.

This section explains the filesystem maintenance commands. These com-
mands report how much space is used, locate seldom-used files, and remove
or repair damaged files.

A UNIX system operates best when at least 15% of the space in each filesystem
is free. In any system, the amount of free space depends on the size of the
disk containing the filesystem and the number of files on the disk. Because
every disk has a fixed amount of space, it is important to control the number
of files stored on the disk.

If a filesystem has less than 15% free space, system operation usually becomes
sluggish. If no free space is available, the system stops any attempts to write
to the filesystem. This means that the user's normal work on the computer
(creating new files and expanding existing ones) stops.

The only remedy for a filesystem that has less than 15% free space is to delete
one or more files from the filesystem. The following sections describe stra-
tegies for keeping free space available.
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Strategies for maintaining free space

The system administrator should regularly check the amount of free space on
all mounted filesystems and remind users to keep their directories free of
unused files. You can remind users by including a reminder in the /etc/motd
(message of the day) file.

In addition, the cleantmp(ADM) command is run by the system to clean the
[tmp directory. You can edit the file /etc/default/cleantmp to define which, and
how often, key directories (/tmp and [usr/tmp by default) are cleaned of files.
See the cleantmp(ADM) man page for details.

If the amount of free space slips below 15%, the system administrator should
follow these steps:
1. Send a system-wide message asking users to remove unused files.

2. Locate exceptionally large directories and files, and send mail to the own-
ers asking them to remove unnecessary files.

3. Locate and remove temporary files and files named core.
4. Clear the contents of system log files.

5. Reduce disk fragmentation by making a complete backup of the filesys-
tem, removing all the files, and then restoring them from the backup.

6. If the system is chronically short of free space, it may be necessary to cre-
ate and mount an additional filesystem.

7. compress(C) large infrequently used files.

Displaying free space

You can find out how much free space exists in a particular filesystem with
the df (for “disk free”) command. This command displays the number of
“blocks” available on the specific filesystem. A block is 512 characters (or
bytes) of data.

The df command has the form:
df specialfile
A sysadmsh users select: System = Report = Disk
where specialfile can be the name of a UNIX system special file corresponding

to the disk drive containing the filesystem. If you do not give a special
filename, then the free space of all normally mounted filesystems is given.
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For example, to display the free space of the root filesystem /dev/root, enter:
df /dev/root

Press (Return). The command displays the special filename and the number of
free blocks.

You can find the percentage of free space to total space on your system with
the command:

daf -v

Sending a system-wide message

If free space is low, you can send a message to all users on the system with the
wall (for “write to all”) command. This command copies the messages you
enter at your terminal to the terminals of all users currently logged in.

To send a message, enter:
wall

Press (Return). Enter the message, pressing (Return) to start a new line if neces-
sary. After you have entered the message, press (Ctrl)d. The command dis-
plays the message on all terminals in the system.

Displaying disk usage
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You can display the number of blocks used within a directory by using the
du command. This command finds excessively large directories and files.

The du(C) command has the form:
du directory

The optional directory must be the name of a directory in a mounted filesys-
tem. If you do not give a directory name, the command d15plays the number
of blocks in the current directory.

For example, to display the number of blocks used in the directory /u/johnd,
enter:

du /u/johnd

Press (Return). The command displays the name of each directory in the
[uljohnd directory and the number of blocks used.

Use the -a or -f options to display files.
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Displaying blocks by owner

You can display a list of users and the number of blocks they own by using
the quot (for “quota”) command. The command has the form:

quot specialfile
The specialfile must be the name of the special file corresponding to the
filesystem.

For example, to display the owners of files in the filesystem on /dev/u, enter:
quot /dev/u

Press (Return). The command displays the users who have files in the filesys-
tem and the numbers of blocks in these files.

Mailing a message to a user

If a particular user has excessively large directories or files, you can send a
personal message to the user with the mail command.

To begin sending a message through the mail, enter:
mail login-name

where login-name is the login name of the recipient. The mail command
copies the message to the user’s mailbox, where it can be viewed by the user
via the mail command. See the User’s Guide for details.

Locating files

You can locate all files with a specified name, permissions setting, size, type,
owner, or last access or modification date using the find command. This com-
mand is useful for locating seldom-used or excessively large files, or files
owned by a particular user.

The find command has the form:
find pathname option

The pathname is the pathname of the directory that you want to search. The
find command searches recursively, downward through all the directories
under the named directory, for files that match the criteria specified by option.
Some options also indicate certain actions for find to take on located files. See
the find(C) manual page for complete details.

Table 5.2 describes some of the options to find that are useful for system
administrators.

113



Managing filesystems

114

Table 5-2 Useful find options

Option

Description

-atime +number

-exec cmd

-group gname

-name file
-ok cmd

-perm onum

-print
-size +number

-type x

-user uname

locates files that have not been accessed for the specified
number of days.

locates files that match the specified criteria and executes
cmd on those files. The command argument ({}) is
replaced by the current pathnames of the files that find
located. An escaped semicolon (\;) must follow the
cmd (} construction.

searches for files that belong to the group gname. If
gname is numeric and does not appear in /etc/group, it is
interpreted as a group ID.

searches for files with the specified name.

works like -exec except that it displays the generated
command line in prompt form; cmd is executed only if
the user enters y at the prompt.

locates all files with permissions that exactly match
onum (the octal number used with chmod(C)).

displays the locations of any files that find locates.

searches for files larger than the specified number of
blocks (512 bytes per block).

locates files of a specific type; for example, type d for
directory or f for a file. See find(C) for an explanation of
the different types.

locates all files that belong to the user uname. If uname
is numeric and does not appear in /efc/passwd , it is inter-
preted as a login ID.

NOTE If you do not include the -print option, find does not display the list
of files that match the search criteria.

Finding temporary files
To locate and display all files named temp recursively in the fusr directory, use
the following command:

find /usr -name temp -print | more
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Finding files of a certain size

You can use find to locate files of a specified size or type. For example, to
locate and print a list of all the directories (-type d) greater than 3 blocks in
size (-size +3) in all the directories (/ and below), enter:

find / -type d -size +3 -print

Finding files by permissions

Using the -perm onum option to find , you can locate all files with permissions
that exactly match onum (the octal number used with chmod(C)). For exam-
Ple, to locate and display all the files in the /u directory that give all users read,
write, and execute permissions (onum is 0777), enter the following command:

find /u -perm 0777 -print

Executing commands based on find output

Using the -exec option, you can execute a specific shell command on the files
that find locates. The most common use of -exec is to locate a group of files
and then remove them. For instance, when you retire a user, you can use find
to locate all the files owned by that user, back them up, and then remove them
from the system. To do this with find , enter:

find / -user edwarda -print | cpio -ovBc > /dev/rfd096

find / -user edwarda -exec rm “{}” \;

The first command locates all the files owned by user edwarda and copies the
files to an archive. The second command locates the files and then removes
them. For more information on copying files to an archive, see the cpio(C)
manual page.

You can instruct find to display a prompt (the command line that find gen-
erates) before executing the shell command on each file, by using the
-ok option in place of -exec. When you use -0k, find prompts you with the
generated command line:

<rm ... /u/edwarda/billboard >?

To execute the command (in this case, rm), enter y.

The command is not executed if you enter a character other than y, or if you
press (Return).

Another common use of find with the -exec option is to locate all the files that
belong to a particular group and change them. For example, if a user changes
groups, you can use find to locate and change all their files to the new group:

find / -user edwarda -exec chgrp moms “{}” \;
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If you retire a user and you want to transfer ownership of their files to another
user, use the following command:

find / -user edwarda -exec chown earnestc “{}” \;

Using this construction to execute a command on a large group of files can be
very slow because the -exec option forks a separate process for each file in the
list. A more efficient method for doing this is to use xargs(C) in place of -exec.
The xargs command forks fewer processes to execute the command on the
entire group of files.

The following example illustrates how to use the xargs construction with find:
find / -user edwarda -print | xargs chown earnestc

This command accomplishes the same thing as the previous example, only
much more efficiently.

NOTE If the syntax for the command that you want to execute with xargs
deviates from the standard order (command options arguments), you must
use -exec.

Locating core files

One useful application of find is to use the -name option to locate core and
temporary files for removal.

A core file contains a copy of a terminated program. A UNIX system some-
times creates such a file when a program causes an error from which it cannot
recover. A temporary file contains data created as an intermediate step dur-
ing execution of a program. This file may be left behind if a program con-
tained an error or was prematurely stopped by the user. The name of a tem-
porary file depends on the program that created it. In most cases, the user has
no use for either core or temporary files, and they can be safely removed.

When searching for core or temporary files, it is a good idea to search for files
that have not been accessed for a reasonable period of time. For example, to
find all core files in the /usr directory that have not been accessed for one week
(-atime +7), enter:

find /usr -name core -atime +7 -print

Once you locate the core files, you can remove them easily using one of the
following two commands:

find /usr -name core -atime +7 -exec rm “f}” \;

find /usr -name core -atime +7 -print | xargs rm

These commands find all the core files in the /usr directory that have not been
accessed in the last seven days and remove them.

System Administrator’s Guide




Maintaining free space in filesystems

Checking and clearing log files

A UNIX system maintains a number of log files that contain information about
system usage. When new information is generated, the system appends it to
the appropriate log file, preserving the file's previous contents. Because some
log files can rapidly become quite large, it is important to check the files peri-
odically and, if necessary, clear them by deleting their contents. It may be
necessary to retain the most recently appended information in some log files,
such as /etc/ddate. In these cases, trim the files by deleting the previous data
and leaving the last entry.

Some log files only grow in special situations. For example, if you want to
record all attempts to use the su command, and you set the SULOG option in
[etc/default/su, the log file /usr/adm/sulog may build up rapidly.

Table 5.3 lists some of the log files that are most likely to need clearing or trim-
ming. Your system may have different log files from those listed, depending
on its configuration and the utilities and application software installed. You
may also need to check the files more or less frequently than indicated in the
table, depending on system activity. Use the find(C) command with the
-size flag to locate your system’s unlisted large log files.

Table 5-3 Administrative log files

Logfile Purpose Checking
Path Frequency
/etc/wtmp Historical login record weekly
/usr/adm/pacct Process accounting log file weekly
/usr/adm/messages System messages log file weekly
/tcb/audittmp /* Audit system temporary files weekly
/etc/ddate Records date of each backup monthly
or yearly

/usr/spool/uucp/LOGFILE ~ Records of UUCP job requests,  monthly
file transfers, system status

/usr/spool/uucp/.Log/.0ld/* Old UUCP log files stored by monthly
uudemon.clean

/usr/spool/lp/logs/request ~ Record of print requests automatict

+ Maintenance of this file (and other files) can be accomplished automatically; see “Automatic
cleaning: the print request log.”
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To clear a log file and retain file permissions:
1. Copy the file to a new filename. For example:
cp /usr/adm/messages /usr/adm/messages.old

2. You can clear the file by using one of the following commands:
Bourne or Korn shell:
> lusr/adm/messages
C shell:
cat /dev/null > /usr/adm/messages

To monitor new information that is currently being appended to system log
files, use the tail(C) command as follows:

tail -f /usr/adm/messages

With the -f (follow) option, tail prints the last ten lines of the file, followed by
any lines that are appended to the file between the time tail is initiated and
killed with the (Del) key. '

Automatic cleaning: the print request log

It is also possible to automate the clearing of log files. Following is an exam-
ple using the fusr/spool/lp[logs/requests file. This and other files can be cleaned
out periodically using, for instance, the cron and crontab facilities.

This is the default crontab entry suggested with the print service:
13 3 * *x * cd /usr/spool/lp/logs; if [ -f
requests ]; then /bin/mv requests xyzzy; /bin/cp
Xyzzy requests; >xyzzy; /usr/lbin/agefile -c2
requests; /bin/mv xyzzy requests; fi

It is one line in crontab but is split into several lines here for readability. What
this entry does, briefly, is “age” the file, changing the name to requests-1 and
moving the previous day’s copy to requests-2. The number 2 in the -c option
tells the agefile program (this is not a program supplied with the UNIX sys-
tem) to keep the log files from the previous two days, discarding older log
files. By changing this number, you can change the amount of information
saved. On the other hand, if you want the information saved more often or
want to clean out the file more often than once a day, change the time when
the crontab entry is run by changing the first two numbers. The current
values, 13 and 3, cause the cleanup to occur at 3:13 AM each day.

The default crontab entry supplied is sufficient to keep the old print request
records from accumulating in the spooling filesystem. For additional infor-
mation on the request log, see “Using the information in the request log” in
the “Using printers” chapter of this guide.
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Maintaining efficient filesystem organization

There are two aspects of filesystem usage that degrade the efficiency of
filesystems:

¢ Disk fragmentation (scattering of available disk space) due to constant use
and reuse of filesystem blocks.

e Directories growing too large, thus increasing search time for files.

This section explains how to avoid these problems and maintain efficient
filesystem organization.

Disk fragmentation

If your system has been in use for some time, the constant creation and remo-
val of files creates a situation called disk fragmentation. This means that the
files in the filesystem are written in small pieces on the hard disk. This
increases access time and reduces system efficiency.

You can reduce disk fragmentation by first making a complete backup of all
the files in the filesystem and then removing all the files from the hard disk
and restoring them from the backup. For further information, see “Reducing
disk fragmentation” in the chapter entitled “Troubleshooting your system.”

Because the files are completely rewritten on the disk during the restore, each
file is written in one piece and fragmentation is reduced. A small amount of
space is also recovered. It is a good idea to perform this action about once a
year on a heavily used system and less often on a lightly used system. Be cer-
tain that you have complete, accurate, and readable backups before you begin
or your files may be lost.

Large directories

It is wise not to allow directories to grow larger than necessary. You should
be aware of several size limitations. A directory that contains entries for up to
62* files (plus the required . and .. entries) fits in a single disk block and can
be searched very efficiently. A directory can have up to 638* entries and still
be viable, as long as it is used only for data storage; anything larger is usually
wholly unsuitable as a working directory. It is especially important to keep
login directories small, preferably one block at most.

*  These figures apply to filenames of 14 characters or less. As filename lengths increase, up to a
maximum of 255 characters, the number of files that fit on a single disk block decreases, thus
reducing the optimum number of files in a directory.

119



Managing filesystems

120

If large numbers of files are moved in and out of a directory, as in the case of a
spool directory, it can also become oversized. This is because, as a rule, direc-
tories never shrink. Even if you delete files until you have less than 62 in your
login directory, or less than 638 in a spool directory or other data collection
directory, system searches of the directory slow down. This is because the
directory slot remains the same size as it was prior to the removal of the files.

To see if a directory is too large, even if it does not seem to have over 62 files
in it, use the command hd . | wc -1. This tells you the number of lines (inodes)
in the inode listing.

The solution to the large directory problem is twofold. Educate users to keep
their login directories small, and use cpio to back up and restore any directory
that has an excess of inode numbers left over from deleted or moved files.

Limiting login directory size

To limit the size of the login directory, each user should create a hierarchy of
subdirectories that reflects the use or purpose of the contained files. This can
make finding files easier for the user. Emphasize the importance of setting up
a simple, clear hierarchy, with only five to 10 directories at each level, so files
can be added in the future without having to change the hierarchy or move
files around.

Removing excess inode numbers

To remove “shadow” inode numbers (numbers left when files are deleted or
moved to subdirectories), use cpio to back up and restore an oversized direc-
tory. Then use hd to list the files in the directory and see if there are any that
do not show in a standard listing. These “shadow” files appear at the end of
the list, and have null inode numbers; 00 and 00 appear in the first two
columns of hex digits. Use the following procedure to remove these empty file
slots from the directory. Note that the same procedure can be applied to a
spool directory.

1. Move to the directory above the oversized one and create a backup
directory. For example, if a user named “tracy” has an oversized home
directory, enter:

mkdir tracy.old

2. Move to the oversized directory and back it up:
find . -print | cpio -pdlm ../tracy.old
This command copies the directory and all subdirectories, linking files

instead of copying them where possible. Confirm that the ownership,
group, and permissions of the new directory and files match the original.

3. Useland hd to check the backup directory to see that all the files are there
and all the shadow inode numbers are gone.
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4. Move to the directory above, then delete the oversized directory:
rm -rf tracy

5. Rename the backup directory to replace the oversized one:

mv tracy.old tracy

The directory appears the same to the user, but it can be searched more
quickly. This can improve system performance, especially if the procedure is
used on numerous working directories.

Adding disk space and filesystems

If free space is chronically low, it may be to your advantage to expand the
system’s storage capacity by adding a second hard disk as described in the
chapter entitled “Adding hard disks and CD-ROM drives.” Once the new disk
is mounted, you can use the free space in the new filesystem for your work, or
even copy user or system directories to it.

Suppose free space is low on your primary hard disk because one filesystem
on it is full. If there are others with free space, or there is unused space on the
hard disk, you can change the layout on the primary disk, but this is not as
simple as adding a second hard disk. It is always best to plan the layout of
your hard disk in advance as described in the Installation Guide.

A chronic shortage of space usually results from having more users on the
system than the current hard disk can reasonably handle, or having too many
directories or files. In either case, creating a new filesystern on a new hard
disk allows some of the users and directories to be transferred from the pri-
mary hard disk, freeing a significant amount of space on the existing filesys-
tem and improving system operation.

If you decide to change the number of filesystems on your primary hard disk
or to reapportion the disk space among the filesystems, you must back up
your system and reinstall it as described in the Installation Guide. You should
use the “Fully Configurable” disk initialization so that you can manually con-
trol the layout of your disk. During the installation process, use manual lay-
out control to reapportion your disk space as desired.
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The most important job of the operating system is to maintain the integrity of
filesystem data. Actual loss of data is a rare occurrence; UNIX system filesys-
tems are very resistant to corruption. This is because a certain amount of
redundancy exists in special structures that are invisible to the user. It is these
structures that ensure filesystem integrity. For example, when the system
suffers a power outage, very little information is lost. Any damage usually
affects one or two files, making them inaccessible. In almost all cases, the op-
erating system can repair any damage done to files. In very rare cases, dam-
age causes the entire filesystem to become inaccessible.

The operating system uses the fsck (for “filesystem check”) program to repair
damaged filesystems. The fsck program checks the consistency of filesys-
tems. In cases where the contents of a file are lost (rare), the only way to
restore lost data is from filesystem backups. fsck is automatically run at boot
time after an abnormal shutdown on the root filesystem. The fsck status mes-
sages look like this:

** Phase 1 - Check Blocks and Sizes
** Phase 2 - Pathnames

** Phase 3 - Connectivity

** Phase 4 - Reference Counts

** Phase 5 - Check Free List

If the system terminated abnormally (for example, power outage), you see
other messages that may seem alarming:

FREE INODE COUNT WRONG IN SUPERBLK
FIX? ‘

In fact, this kind of message is routine when a system was not shut down
properly, and you only have to enter y and fsck continues its recovery work.
This could be done without the system administrator’s intervention, but it is
generally better to know what is happening to a filesystem after a problem
has occurred.

To discuss the idea of filesystem integrity and how fsck functions, it is useful
to explain the basic structure of files, directories, and filesystems. Although it
is not necessary to understand the principles of file storage, it is helpful to
know what the messages like the one above refer to so they will seem less
mysterious.

The following section describes some of the basic principles of UNIX operat-
ing systems. The section “Repairing a filesystem with fsck” explains the sim-
ple mechanics of using the fsck command.
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How UNIX systems maintain files

Each filesystem contains special structures that allow the operating system to
access and maintain the files and data stored on the filesystem. It is the
disruption and repair of these structures that we are concerned with.

The structure of a filesystem is based on the way that hard disks store data.
Although the hard disk contains all the data used by the system, it is not
stored in neat little locations that correspond to individual files. It is unlikely
that you could point to a spot on a hard disk and truthfully say: “My file is
stored right there on this part of the disk.” In fact, the data is probably scat-
tered across the disk. The operating system uses a sophisticated addressing
scheme to access each of the pieces that a file is broken into and to present the
data to the user as a unit.

The data is spread around because the operating system does not really deal
with files, but rather with units of data. For example, assume you created a
file and it is actually stored on one part of the disk. Then, suppose you edit
that file and delete a few sentences here and there. This means that you are
now using a little bit less disk space than when you started. This space
amounts to a series of gaps in the area where your file was stored. Disk space
is a precious commodity and is not wasted. So, those small amounts of disk
space are allocated to other files. Picture this process on a scale of hundreds
of files with a dozen users and you have an idea of how files are maintained.
Because of the effectiveness of the algorithms (formulas) that the operating
system uses, this process is remarkably efficient and trustworthy.

How UNIX systems maintain filesystems

A filesystem contains files and directories that are represented by special
structures called “inodes” and “data blocks.” These structures make it possible
for the operating system to create and keep track of filesystems.

Data blocks A block is a 1024-byte unit of data stored on the disk. A data
block can contain either directory entries or file data. A direc-
tory entry consists of an inode number and a filename.

Inodes An inode can be thought of as a card from a library card catalog.
Each inode contains information about a file, just as a card con-
tains information about a book, including its location, its size,
the type of file, and the number of directory entries linked to the
file. One important point to remember is that an inode does not
contain the name of a file; directories contain the actual names.
An inode contains the locations of all the data that make up a
file so the operating system can collect it all when needed.
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Blocks are not just stored on the hard disk. To minimize seeking data on the
hard disk, recently used data blocks are held in a cache of special memory
structures called buffers. These structures make the operating system more
efficient. When enough data is accumulated to write out one or more full disk
blocks, the buffer is “flushed” by writing its information to the disk. A minor
amount of information is always lost when an outage occurs because recently
changed data has not been written to the disk.

With a hard disk filled with data, inodes, directories, files, and blocks cached
in memory, how does the operating system keep track of them? The answer is
that all these structures maintain sufficient connectivity between files and
directories to allow severed connections to be reconstructed.

One special data block, the “super” block, contains overall information about
the filesystem, rather than where a particular piece of a file is located. The
super block contains the information necessary to mount a filesystem and
access its data. It contains the size of the filesystem, the number of free
inodes, and information about free space available.

Information is read from the disk version of the super block when the filesys-
tem is mounted and is maintained and modified in memory as activity takes
place on the system. The information is written back to the disk at regular
intervals by the init command which is always running. The init command
calls the sync(ADM) command every 60 seconds, which forces the memory
version of the super block and buffers to be written to disk. If the system
crashes and the information stored on the disk is not reasonably up-to-date,
the filesystem might be corrupted.

Causes of filesystem corruption
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Corruption can affect all the structures mentioned in this section. This means
that the data or the structures used to locate data can be damaged. This can
occur for several reasons:

Hardware Failure Hardware failures are rare. The best way of dealing
with it is to be sure that recommended diagnostic and
maintenance procedures are followed conscientiously.

Program Interrupts It is possible that errors that cause a program to fail
might result in the loss of some data. It is not easy to
generalize about this because the range of possibilities
is so large.

Human Error While it may be painful to admit it, probably the
greatest cause of filesystem corruption falls under this
heading. There are rules that should be followed when
managing filesystems.
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Rules for checking filesystems
When checking and repairing filesystems, keep in mind the following rules:

e To make sure users cannot access the filesystem you are planning to
unmount, bring the system down to single-user (maintenance) mode before
unmounting it.

e Unmount the filesystem with umount(ADM) before checking and repairing
it.

e Unmount the filesystem, such as one on a floppy disk, before physically
removing it.

e If you plan to make the filesystem available, remember to remount the
filesystem after checking and repairing it.

Regular filesystem backups represent the best assurance of continued filesys-
tem integrity.

Repairing filesystems with fsck

To check and repair filesystems, use fsck(ADM). The fsck command examines
the various structures on the disk and attempts to reconcile them. Where pos-
sible, fsck reestablishes connections and resolves references; it “cleans” the
filesystem.

Before repairing a filesystem with fsck, shut down the system and bring it up
in single-user (maintenance) mode. To do this without completely shutting
down the system, use the su argument to shutdown:

letc/shutdown -gl10 su
The first argument indicates the number of minutes before system shutdown.

NOTE The shutdown command calls sync automatically.

For more information on shutting the system down, see shutdown(ADM).

Once the system is in single-user mode, unmount the filesystem with
umount(ADM). Check and repair the filesystem using the following
command:

fsck filesystem

A sysadmsh users select: Filesystems = Check
where filesystem is the name of the special file corresponding to the device

name of the filesystem. For example, the /dev/u device file corresponds to the
[u filesystem.
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To check the root filesystem, use the -b argument to fsck :
fsck -b /dev/root

The system must be in single-user mode before running "fsck -b" on the root
filesystem. This command automatically remounts the root filesystem after
checking it.

NOTE The fsck program is actually a front-end that invokes a version of
fsck for each filesystem type. For example, fsck calls a special version to
repair DOS filesystems.

For example, if you bring your system back up in single-user mode after a
power failure, use the fsck command to check the /u filesystem before going
into multiuser mode. To do this, enter the following command:

fsck /dev/u

The fsck program checks the filesystem and reports on its progress with the
following messages:

** Phase 1 - Check Blocks and Sizes
** Phase 2 - Pathnames

** Phase 3 - Connectivity

** Phase 4 - Reference Counts

** Phase 5 - Check Free List

If a damaged file is found during any one of these phases, fsck asks if it
should be repaired or salvaged. Enter y to repair a damaged file. You should
always allow the system to repair damaged files even if you have copies of
the files elsewhere or intend to delete the damaged files.

Note that the fsck command deletes any file that it considers too damaged to
be repaired. You can elect for fsck to make the repair or not. You might
choose to have fsck ignore an inconsistency because the problem is so severe
that either you want to fix it yourself using the fsdb(ADM) utility, or you plan
to restore your system from backups. If you cannot use fsdb, you must allow
fsck to resolve the inconsistencies or the filesystem may not be usable.
(fsdb is described in “Repairing a filesystem when fsck stops at size check” in
the chapter entitled “Troubleshooting your system.”)

You may need to run fsck several times before the entire filesystem is clean.
For a complete list of error messages, see the fsck(ADM) manual page.
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Summary of fsck phases

The fsck program scans and examines each of the structures mentioned ear-
lier. Each phase compares components and checks that these components
agree with each other.

Phase 1 checks the blocks and sizes. The fsck program reads the inode list to
determine the sizes and locates the blocks used by each file. Inodes are
checked for inode type, zero link counts, inode sizes, and bad or duplicate
blocks. (Bad blocks are block values outside the boundaries of a filesystem.)
When fsck asks whether or not to clear an inode, this means to zero out the
bad information in the inode. This removes the file or directory that was asso-
ciated with it. A duplicate block means that two inodes point to the same
block on the disk. The fsck command attempts to find the original inode
along with the duplicate for correction in phase 2.

Phase 2 checks the pathnames. Files removed in phase 1 must then have their
directory entries removed. Phase 2 cleans up error conditions caused by
improper inode status, out-of-range inode pointers, and directories that point
to bad inodes as described earlier. For files with duplicate blocks found in
phase 1, fsck wants to remove both files (this is one of the few areas where
system administrator intervention is useful).

Phase 3 checks for connectivity. Phase 2 removed directories that do not
point to valid files. Phase 3 reconnects files that were severed from the direc-
tory structure. Any files that are unreferenced but valid are placed in a special
directory called lost+found. Because the directory was severed, the name of
the file is lost and a number is assigned to the file in lost+found.

NOTE fsck does not create or extend the lost+found directory. There must
already be a sufficient number of empty slots in the directory for use by fsck
when reconnecting files. A lost+found directory is created automatically by
mkdev fs when a new filesystem is created.

Phase 4 checks the reference counts. The fsck command checks the link count
of each entry that survives phases 2 and 3. In some cases, files that were not
pointed to under the directory structure, but still have an inode, can be
relinked to the filesystem in lost+found.
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Phase 5 checks the free list. The fsck command examines the free-block list
maintained by the filesystem and resolves the missing or unallocated blocks
allocated or removed earlier. When an inconsistency is detected, fsck
prompts to rebuild it.

Phase 6 salvages the free list. If specified in phase 5, the system reconstructs a
free block list from the altered filesystem.

Automatic filesystem check
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The operating system sometimes requests a check of the filesystem when you
first start it. This usually occurs after an improper shutdown (for example,
after a power loss). The filesystem check repairs any files disrupted during
the shutdown.
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Chapter 6
Adding multiport cards,
memory, and other bus cards

The bus (or “motherboard”) of your computer is the center of your system.
Every system administrator must deal with the bus and the hardware associ-
ated with it. To find the bus on your system, you must generally remove the
shell from the main body of your computer. Generally, you find a large circuit
board with expansion slots for extra boards. These boards are commonly
known as “bus cards.”

Bus cards can be extra memory for your system, host adapters, multiport
serial boards for extra terminals, controller boards for peripheral devices such
as hard disks, tape drives, control cards for monitors with color and graphics
capabilities, mouse controllers, or other devices. In this chapter we explain a
little about bus cards and how to install them in your UNIX system. Installa-
tion of most devices with bus cards is explained in detail in other chapters of
this guide.

Installing bus cards

To install a bus card, you must first shut down the operating system and
power down the system. Make sure that the computer is unplugged or you
can injure yourself. Before you begin working on the computer, ground your-
self by touching a metal object close at hand that is not the computer. Static
electricity that builds up and jumps from your hand when you touch the
hardware inside the computer can ruin your equipment.
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NOTE Micro Channel (MCA) and Extended Industry Standard Architecture
(EISA) bus cards do not have dip switches and jumpers; use the Reference
Diskette (for MCA machines) or EISA Configuration Diskette to adjust
settings.

In addition, EISA hardware can be configured to be either “edge triggered”
(AT-style non-shareable interrupts) or level-triggered (MCA-style shareable
interrupts). Depending on the driver available, you may want to configure
the card to act one way or the other.

Dip switches and jumpers

Before you plug your board into the bus, make sure that there are no settings
on the board that must be changed. Again, your hardware documentation that
comes with the board should list the default settings and how to change them.
Generally, to change the settings of a board, there are dip switches and
“jumpers”. Dip switches operate in “down” and “up” positions. Your hard-
ware documentation should list the correct settings if your board has these
switches. Jumpers are clips that slide over metal posts that stick out of the
board to make a connection. You can change the settings on a board by mov-
ing the jumper to connect a different pair of posts. Again, your hardware
documentation should provide you with specific instructions for jumper set-
tings on your hardware.

NOTE Your UNIX system is designed to work with most hardware using
default settings. You will rarely have to change the settings on a board.

Installing the hardware

Carefully perform any steps necessary to expose the expansion slots on your
computer. Your hardware documentation should explain this in detail. Once
you can examine this area, note the number of available spaces for bus cards.
A new system has up to 8 or 10 available slots. Note that some slots are
longer than others. There are both short and long cards. Short cards are about
half as long as long cards. Usually there are two to three short slots and the
rest are long slots. Find a slot that fits your board and gently, but firmly, plug
the board into the slot in the bus. The board should have a tab on one side that
fits into the slot on the bus. Bus cards only fit one way.

Some bus cards have a port that should face the outside of the computer.
There may be a small plate covering an opening in the computer held on with
a small screw. You can remove this cover plate if you need to. Boards such as
modems, serial and parallel cards, and external device control cards require
this.
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When you are done, replace the shell for your computer, and turn it on and
boot. You may first need to use the manufacturer's setup program as
described below to change the system’s configuration before you can use the
new hardware.

NOTE The eisa(ADM) utility can be used to list cards currently installed on
the EISA bus. The slot(C) utility does the same thing for MCA machines.

Using the manufacturer’s setup diskette

Many machines, particularly Micro Channel (MCA) and Extended Industry
Standard Architecture (EISA) machines, include a manufacturer’s setup pro-
gram on a bootable floppy disk. (Some machines have a setup program in
ROM or “hidden” on the hard disk.) Copy this disk for use and keep the origi-
nal in a safe place. This disk configures the permanent memory on your com-
puter to describe the system hardware setup. Whenever you add a major de-
vice, like an extra hard disk or an extra serial card, you may need to run your
setup program to tell your computer about the new hardware. Some comput-
ers automatically recognize the presence of new hardware. Your manufactur-
er's documentation should let you know if you need to run this software.

Adding more memory

You can improve system performance and run larger programs by increasing
the amount of internal memory.

To increase internal memory follow these steps:

1. Turn off your computer. Steps for this task are provided in the “Starting
and stopping the system” chapter of this guide.

2. Install extended memory according to the manufacturer’s instructions.
Make sure you have set all switches as noted in the instructions.

3. Boot the operating system. The boot screen details how the additional
memory has affected your system.

Many system resources depend on the amount of memory installed. For
example, the “kernel i/o bufs” displayed at boot time are determined by the
NBUF kernel parameter. When this parameter is set to zero, the number of
kernel buffers is determined at boot time based on the amount of memory
installed. For more information on system resources related to RAM, see
“Adding memory (RAM)” in the “Tuning system performance” chapter of this

guide.
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If the memory hardware reports an error, the following message is displayed:

(PANIC: memory parity error )
You then see the software reboot message:
** Safe to Power Off **
- or -
** Press Any Key to Reboot **

If the system repeatedly panics from parity errors, consider replacing the
memory chips.

NOTE Some machines have a hardware limitation on the maximum
amount of memory that can be installed. Refer to your computer hardware
manual to determine the maximum amount of memory you can install.

The UNIX system uses only “extended”, not “expanded”, memory.

Adding and configuring standard serial ports

132

To add a multiport expansion card, you must first determine whether the card
is a “smart” serial card or a standard serial card. If the card is a “smart” card,
the manufacturer will have supplied installation software and a driver. These
should be all you need to add the card to your UNIX system. Before installing
your card, check your Release Notes for information about hardware compati-
bility. Follow the instructions for insertion furnished with your card, referring
to your computer hardware manual if necessary. If you are using a supported
4- or 8-port expansion board, check to see if your board is recognized at
bootup by checking the UNIX system bootup message. If the boot process
does not accurately report your board, then the switches on your card are not
set properly. Check your board’s hardware documentation for the proper
switch settings and the Release Notes for the correct addresses. This applies to
boards that are listed as supported in the Release Notes.

Vendor-supplied drivers may not print a recognition message at boot time. If
your serial expansion card is a smart card with a vendor-supplied driver, you
should not need to run mkdev serial to install it. For your system to recognize
the new card, run the vendor-supplied installation software.
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Configure the interrupts for the two standard COM ports: COM1 as interrupt 4
and COM2 as interrupt 3. Most serial cards use one interrupt per board, so
two four-port boards can use COM1 and COM2. Be aware of the requirements
of other products and hardware to avoid interrupt conflicts. See serial(HW)
for more information on COM1 and COM2.

NOTE You cannot use the COM3 and COM4 serial ports because there are
only two interrupt vectors in the IBM interrupt scheme allocated to COM de-
vices.

Make certain you first configure your hardware according to the manufactur-
er’s instructions. If your system includes a configuration diskette or BIOS
setup program, use it as instructed. If your system is configured with switch
settings on the main system board (motherboard), define the new ports by set-
ting the proper switches (refer to your hardware manuals for the
settings).
If your card is a standard serial card, the following instructions explain how
to create new device files for additional ports:
1.  Boot the system and enter system maintenance mode.
2.  When you are in system maintenance mode, enter:
letc/mkdev serial

A sysadmsh users select: System = Hardware = Card_Serial

3. The following is displayed:

Serial Board Initialization

You would like to install a:
1. 1 port card

2 port card

4 port card

5 port card

8 port card

6. 16 port card

UL W

Enter your choice or gq to quit:

Enter the appropriate number and press (Return).

4.  The program responds with the following menu (only COM1 and COM2
appear and are usable on most systems):

The card is configured as:
. CoM1
. CoM2
. COM3
. CoM4

- w N e

Enter your choice or g to quit:
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5.  Enter a number and press (Return). After mkdev accepts the COM slot,

you see:

(. N\
Which card do you have (the following are supported)?
1. card base address 0xnnn
2. card base address Oxnnn
3. card base address Oxnnn
4. card base address 0xnnn
5. card base address 0xnnn
6. card base address Oxnnn
7. card base address Oxnnn
Enter your choice or q to quit:

Select the number that corresponds to the card you have installed and
press (Return).

6.  You are asked if you want the default baud rate on the modem lines:
Would you like the modem devices set at the default speed of 1200. (y/n)
If you respond y, the default is used. If you respond n, you are asked to

provide a baud rate.

7.  When the process is complete, you see messages similar to the
following:
e R

Modifying system files...
System files have been successfully updated.

The following standard serial device(s) have been installed:
ttyxa ttyxb ttyxc ttyxd ...

The following device(s) access the same physical port as
their lower case counterparts, but have modem control properties:
ttyxA ttyxB ttyxC ttyxD ...

8.  You see the following:

You must create a new kernel to effect the driver change you specified.
Do you wish to create a new kernel now? (y/n)

Unless you wish to make additional changes, you should respond y and
press (Return).
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10.

11.

12.

Adding and configuring standard serial ports

Next, you see:

The UNIX operating system will now be rebuilt.
This will take a few minutes. Please wait.

Root for this system build is /.

As part of the linking process, you see the following messages:

The UNIX kernel has been rebuilt.
Do you want this kernel to boot by default? (y/n)

Answer y if you want this kernel to be used every time you boot the
system.

The following is displayed:

Backing up /unix to /unix.old.
Installing new /unix.

The kernel environment includes device node files and /etc/inittab.
The new kernel may require changes to /etc/inittab or device nodes.

Do you want the kernel environment rebuilt? (y/n)

Enter y and press (Return).
The following is displayed:

The new kernel has been successfully linked and installed.
To activate it, reboot your system.

Setting up new kernel environment.

The kernel is now configured with the additional serial port(s).

Use the shutdown(ADM) command (or haltsys(ADM) if you are in
single-user mode) to shut down the system and reboot.

NOTE An error message is displayed if you attempt to access a serial port
that is not installed and defined.
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Adding and configuring parallel ports

The system configures one parallel port automatically (parallel port #1,
[dev[lp0). If you install more than one parallel port, you must use the mkdev
parallel command to configure it properly. Table 6.1 lists the default
addresses and interrupts associated with the parallel ports.

Table 6-1 Parallel port defaults

Name Device Address Interrupt

Serial /parallel adapter #1 /dev/1p0 0x378 7
Monochrome adapter /dev/lIpl 0x3bc 7

Serial /parallel adapter #2 /dev/1p2 0x278 5 (7 on MCA)

I NOTE ISA machines cannot share interrupts.

To configure an additional parallel port, do the following:
1. Boot the system and enter system maintenance mode.
2. When you are in system maintenance mode, enter:
mkdev parallel
A sysadmsh users select: System = Hardware = Parallel

You see the following menu:

Do you wish to:

1. Add a parallel port
2. Remove a parallel port

Select an option or enter q to quit:

Enter 1 and press (Return).
3. You are then asked to choose the port:

Which port would you like to add ?
1. Serial/parallel adapter #1
2. Monochrome adapter
3. Serial/parallel adapter #2
Select an option or enter g to quit:
Any port already configured is not shown on the menu. For example, if

adapter #1 is already configured, only items 2 and 3 appear. Enter the
number of the port you want to install and press (Return).
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4. Each port you selected is then added to the kernel (the default settings are
used). You see:

Do you wish to create a new kernel now? (y/n)

(&ou must create a new kernel to effect the driver change you specified. ‘1

Unless you wish to make additional changes, you should respond y and
press (Return).

5. Next, you see:

The UNIX operating system will now be rebuilt.
This will take a few minutes. Please wait.

Root for this system build is /.

As part of the linking process, you see the following messages:

The UNIX kernel has been rebuilt.
Do you want this kernel to boot by default? (y/n)

Answer y if you want this kernel to be used every time you boot the
system.

6. The following is displayed:

Backing up /unix to /unix.old.
Installing new /unix.

The kernel environment includes device node files and /etc/inittab.
The new kernel may require changes to /etc/inittab or device nodes.

Do you want the kernel environment rebuilt? (y/n)

Entery.
7. The following is displayed:

The new kernel has been successfully linked and installed.
To activate it, reboot your system.

Setting up new kernel environment.

The kernel is now configured with the additional parallel port(s).

8. Use the shutdown(ADM) command (or haltsys(ADM) if you are in single-
user mode) to shut down the system and reboot.

You can invoke mkdev parallel at any time to remove or add new ports.
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Chapter 7

Using printers

Printers are a useful addition to any computer system. Most systems require
the ability to print out data on paper. A wide variety of printing hardware or
line printers are supported. Some line printers are parallel devices, but most
are connected as serial devices.

To add a printer, the system administrator must:
e connect the physical hardware to the computer, then

e use the correct system commands to enable the printer for operation.

This chapter explains how to do this and how to maintain printers once they
are added. Note that physical connections between a printer and the system
vary depending on hardware configuration. This chapter provides some in-
formation about making the necessary physical connections, but for more in-
formation about these connections, see the hardware manuals provided with
the printer and your computer.

The operating system supports serial printers which use the standard RS-232
interface and parallel printers which use the Centronics parallel interface. To
find out which interface your printer uses, check your hardware
documentation.

The printer spooling system

The UNIX system line printer spooling system is a collection of commands
that help you, as system administrator, to install, monitor, and efficiently con-
trol the line printers serving your system. A request to print a file is spooled or
lined up with other printing jobs to be sent to the printer. Each print job is
processed and waits its turn in line to be printed. This line of pending print
jobs is called the queue.
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When a user requests a file to be printed using the 1p(C) command, the line
printer system responds with a “request ID.” This consists of the name of the
printer on which the file is printed and a unique number identifying the file.
With this request ID, the user can find out the status of the print request or
cancel it. The Ip options help the user to control printer output easily.

The print service performs the following functions:

¢ handles the task of receiving files that users want printed

o filters the files (if necessary) so they can print properly

e schedules the work of one or more printers

e starts programs that interface with the printer(s)

e keeps track of the status of jobs

e alerts you to printer problems

e keeps track of the mounting of forms

e issues error messages when problems arise

There are several terms used in this chapter to describe the operation of the
print service:

device The target for Ip output. A device is represented by a full path-
name of a special device file.

printer The name assigned by the system administrator to represent a de-
vice. This name can have up to 14 characters. At different times, a
printer can be associated with different devices.

class An ordered list of printers. Print requests sent to a class of printers
are printed by the first available member of that class.

destination A place where print requests are sent. A destination can be a class
or a printer.

Consult your computer and line printer hardware manuals for information on
making the connection between your system and printing devices.

Installing a printer
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This section instructs you on how to install new printing devices on your
UNIX system. You must connect the printer to a proper port (serial port for
serial printers, parallel port for parallel printers), ensure that it works, and set
up the UNIX system printer spooling software using the sysadmsh Printers
selection.
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NOTE If you have any problems connecting your printer, see the chapter in
this guide entitled “Troubleshooting your system” for helpful information.

Follow the steps below to install a printer:

1. Find a place for your printer and make sure that it is properly assembled
and plugged into a power outlet.

2. If you are connecting a serial printer: connect the RS-232 cable from a
computer serial port to the port on your printer. Serial printers must be
capable of supporting XON/XOFF or DTR (Data Terminal Ready) protocols
and must be configured for those protocols. Consult your printer owner’s
manual for more information. Next, enter the following command substi-
tuting the correct port number for nn:

disable /dev/ttynn

Press (Return). This disables logins on the port you have connected to your
printer and allows the port to be used for serial communication.

3. If you are connecting a parallel printer: the printer must use a standard
Centronics interface cable. The main parallel port (built-in as opposed to
being on a monochrome card) should be configured for interrupt vector 7
and is automatically recognized as Ip0. You must run mkdev parallel if
you plan to use a port other than the built-in parallel port. For more infor-
mation on running mkdev parallel, refer to the chapter entitled “Adding
multiport cards, memory, and other bus cards” in this guide. For informa-
tion on configuring your parallel ports, consult your hardware manual.

4. Verify that you have connected the printer correctly by sending data
directly to the device. (This procedure is shown in flowchart form in Fig-
ure 7-1 later in this section.) Enter one of the following commands:

For serial printers:
date > /deir/ttynn

where nn is the number of the serial port you are using (for example,
[devttyla).

NOTE When sending output directly to a serial printer you may need to

specify some stty settings. For example:

(stty 4800 ; date >/dev/ttyla) </dev/ttyla
This would be used for testing output on a 4800 baud printer.
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For parallel printers:

date > /dev/lpn

where 7 is the number of the parallel port you are using (for example

Jdevfip0).

NOTE For certain laser printers (for example: HP LaserJet) you need to
send a form feed to the printer. Use the following command, where xxx
is the tty (serial) or lp (parallel) port:

(date ; echo "\f\¢") > /dev/xxx

If you do not see the date printed on your printer, the most likely cause is
some type of hardware malfunction. The following troubleshooting pro-
cedures may help you to isolate the problem.

For serial printers:

e Make certain you are using the non-modem control device, for exam-
ple: /dev/ttyla, not /dev/ttylA. (For more information on the naming
convention for serial ports, see serial(HW).)

Try using a cable with only pins 2, 3, and 7 connected.

¢ Try using a cable with only pins 2, 3, and 7 connected, with pins 2 and 3
swapped.

Recheck your printer configuration by verifying its switch positions in
your printer hardware manual.

Make certain that the system recognizes your serial port. You can ver-
ify this by running the hwconfig(C) command, or by checking the file
[usr/adm[messages. If your port is one of the non-intelligent boards sup-
ported by the built-in serial driver, you see a message similar to the fol-
lowing;: ‘

$serial 0x03F8-0x03FF 04 - unit=0 type=Standard nports=1

If “unit=0" is displayed, the serial port is considered to be COM1. If the
unit is 1, the port is considered to be COM2. “nports=" denotes how
many ports the driver recognized on the board. If you connect your
serial printer to the first port on COM1, the associated device name will
be ttyla. The second device on COM1 is ttylb, and so on. Devices on
COM2 are named tty2a, tty2b, etc.
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Intelligent serial boards using third-party drivers may display different
bootup messages specific to their drivers; they may also use a different
scheme for device names. The message displayed in this case may look
similar to the following:

$ONBOARD 0x0230-0x023F 34 0 unit=0 mem=0x000D0000 nport=16

Be sure to read the documentation for the board and its drivers before
attempting to install serial devices such as printers.

o Recheck the switch settings on your serial port. If you are using a mul-
tiport card, try other lines on that card and be sure it does not conflict
with the standard COM ports.

e Try attaching the printer to a standard serial port, COM1 or COM2, to see
if the printer and cabling are functioning correctly.

For parallel printers:

e Make certain your cable is securely connected and all wires are sound.
A good way of testing this is to use the cable on another system that is
known to be working correctly.

¢ Recheck your printer configuration by verifying its switch settings in
your printer hardware manual.

® Recheck the switch settings on your parallel card; it must also be recog-
nized at bootup. You can verify this by running the hwconfig(C) com-
mand, or by checking the file /usrfadm/messages for a message similar to
the following:

parallel 0x378-0x37A 07 - unit=0
To confirm that your card is recognized, enter the following command:
hwconfig name=parallel

If the card is recognized, an entry will be printed that has similar informa-
tion to the entry above. The interrupt vector is listed in column 3 (or with
“vec=" in the case of the hwconfig display); make certain that it does not
conflict with other hardware.
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Begin
here

Printer is ready to be configured with:
date prints Printers-->Configure-->Add
Enter:
date > dev
Check
where printer [Defective)
dev is No config /o= printer
e Y I -
printing / ard
or under =
MS-DOS
/dev/ttym
(serial) Error message: "
I cannot create > If problem is fixed

new
device

name No Defectivq
printout /] printer
or port

Figure 7-1 Testing your printer connection

You should now run sysadmsh. The sysadmsh Printers selection displays
a form with a series of fields that you must fill in. If you make a mistake
while responding to the questions, just press the (Esc) key and start again.
To begin, make the following sysadmsh selection:

Printers & Configure => Add
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The following form is displayed (the fields are discussed below):

-

Enter the name of the new printer

Printer name
Comment
Class name

Use printer interface
Name of interface

Connection

Device name

Dial-up information
Device

Require banner

Adding a Printer

Friday August

( ]
[
[ ]

[Existing] New

[

Copy

[Direct] Call-up
[ ]
[Hardwired]

Login

Yes [No]

N\

Here is an explanation of each field:

Printer name
Comment

Class name

Use printer interface

Name of interface

Connection

Device name

Dial-up information

Device

Name of the new printer (limit: 14 characters)
Comment that describes the printer

Name of the class associated with this printer ((F3) for
list)

Use an existing interface program, a copy or new print-
er interface. (Available printer interfaces are described

under “Interface program” in the next section, “Printer
configuration options”)

Name of the interface program (or (F3) to list existing
interfaces)

Whether the printer is directly connected to the com-
puter, or must be called up via a modem or network

Name of device to which the printer is connected (for
example, /dev/ttyla for a serial printer and /dev/Ip0 for a
parallel printer)

Modem phone number or network system name

Whether connection is dedicated to the printer, or is
also used for a login terminal (will be disabled by
scheduler)
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Require banner Force a banner (a page with the printer name, date, and
so forth) to always be printed or allow the user to
request no banner be printed.

When you finish filling in the form, (press (Return) on the Require banner
field), it is executed and the new configuration set is put in place. To use the
printer, you must also start the print service, enable the printer and allow the
printer to accept requests. Do this with the following sysadmsh selections:

Printers = Schedule = Begin
Printers © Schedule = Enable
Printers &> Schedule => Accept

In the case of the Enable and Accept selections, you must supply the name of
the printer when prompted to do so.

Additional configuration information can be supplied fer your printer; this is
discussed in the section entitled “Printer configuration options.”

For more information on printer maintenance commands, see the sections
entitled “Starting and stopping the print service,” “Managing the printing
load,” and “Enabling and disabling printers.” The sysadmsh includes all these
functions, supplementing the lpadmin(ADM) command.

Printer configuration options
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Although the default values for printer configuration are usually sufficient for
most needs, there are a number of options to configure individual aspects of
printer operations. These include such options as fault alerting and recovery.
The following is a list of additional information that can be given to define the
configuration of each printer:

e interface program

e printer type

e content types

e connection method

e character sets or print wheels
e fault alerting

e fault recovery

e use restrictions

e default printing attributes
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You need to give very little of this information to add a new printer to the
print service; however, the more information you provide, the better the print-
er is managed for you and the more efficiently the print service will run.

The descriptions in the following sections help you understand what this
printer configuration information means and how it is used so that you can
decide how to configure your printers. In each section, you are also shown
how to specify this information when adding a printer. While you can follow
each of the sections in order and correctly configure a printer in several steps,
you may want to wait until you have read all of the sections before adding a
printer so that you can do it in one step.

Interface program

Interface programs (also known as interface scripts) are used to initialize
printers and take advantage of their particular capabilities. The standard inter-
face program defines minimal capabilites common to most printers. These
programs are human-readable files located in /usr/spool/lp/model. The interface
programs already present on your system are listed in Table 7.1. You can
select an interface program when you install or change a printer configuration
using the sysadmsh selections

Printers © Configure = Add

or
Printers © Configure © Modify

Table 7-1 Printer interface programs

Name Description ‘
1640 DASI 1640 terminal
5310 AT&T 5310/20 Matrix Printer

HPDesk]et500 Hewlett Packard DeskJet 500
HPDeskJetplus ~ Hewlett Packard DeskJet Plus

HPLaser]Jet Hewlett Packard LaserJet

TandyDMP Tandy DMP Printers

crnlmap serial or parallel printer requiring newline mapped to
control-linefeed

dqp10 DQP-10 Matrix Printer

dumb dumb line printer

emulator Tandy Printers in IBM Emulation Mode

epson Epson serial or parallel printer

(Continued on next page)
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Table 7-1 Printer interface programs

(Continued)

Name Description

£450 DASI 450 terminal

hp hp2631a line printer

Iqp40 LQP-40 Letter Quality Printer

network remote printing over UUCP or ethernet
network.ps remote printing over UUCP or ethernet for PostScript printers
ph.daps Autologic APS-5 phototypesetter

postscript PostScript printer

pprx Printronix line printer with parallel interface
proprinter IBM Proprinter XL

prx Printronix line printer

qumel155 Qume Sprint 1155 line printer

standard standard printer interface program

ti800 Texas Instruments 855 printer

Many of these interface programs have special options available by using the
-0 option to the Ip command. (Read the appropriate interface file for this in-
formation.) For example, the PostScript interface program includes the
options listed in Table 7.2.

Table 7-2 PostScript options

Option Description

port prints text in portrait mode

land prints text in landscape mode

land2 prints text in 2 page landscape mode
raw prints a PostScript file

You can also create your own interface scripts or customize existing ones to
suit your needs. See the section entitled “How to write an interface program”
later in this chapter.
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Printer type

The printer type is the generic name for the printer. The print service uses the
printer type to extract information about the printer from the terminfo data-
base. This information describes the capabilities of the printer so that you can
be warned if some of the configuration information you provide is not
appropriate for the printer. The information also describes the control data to
use to initialize the printer before printing a file. While you are not required
to specify a printer type, you are advised to specify one so that better print
services are provided.

The printer type is the generic name for the printer. Typically, the printer type
is derived from the manufacturer's name, such as “495” for the AT&T 495
Laser Printer. Examine /usr/lib/terminfo for an appropriate entry for your
“type” of printer. There might be one entry specific to your printer, or one that
is generic to a type. Specify the printer type as follows:

fasr/lib/lpadmin -p printername -T printer-type
A sysadmsh users select: Printers > Configure => Parameters
If you do not define the printer type, the default unknown is used. This pro-
duces empty results when the print service looks up information about the

printer, so the print service cannot verify certain requests or initialize the
printer.

Content types

While the printer type information tells the print service what type of printer
is being added, the content type information tells the print service what types
of file can be printed. Most printers can print only one type of file; for them,
the content type is likely to be identical to the printer type. Some printers,
however, can accept several different types of file and print their contents
properly. When adding this kind of printer, you should list the names of the
content types it accepts.

When a file is submitted to the print service for printing, the print service
searches for a printer capable of handling the job. The print service can iden-
tify an appropriate printer through either the content-type name or the print-
er-type name. Therefore, you can specify either name (or no name) when sub-
mitting a file for printing.
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Content-type names may look a lot like printer-type names, but you are free
to choose names that mean something to you and the people using the print-
er. (The names simple, terminfo, or any are recognized as having particular
meanings by the print service; be sure to use them consistently.) The names
must contain no more than 14 characters and may include only letters, digits,
and underscores. If the same content type is printable by several different
types of printer, you should use the same content type names when you add
those printers. This makes it easier for the people using the printers because
they can use the same name to identify the type of file they want printed
regardless of the printing destination. -

For example, several manufacturers produce printers that accept PostScript
files. While these printers may need different printer types so that each can be
properly initialized (assuming the initialization control sequences are
different), they may all be capable of handling the same type of input file,
which you call, perhaps, PostScript. As another example, several manufactur-
ers produce printers that accept ANSI X3.64 defined escape sequences. How-
ever, the printers may not support all the ANSI capabilities or may support
different sets of capabilities. You may want to give different content-type
names for these printers to differentiate them.

You do not have to list the content types for a printer. If you do not, the print-
er type is used as the name of the content type the printer can handle. If you
have not specified a printer type, the print service assumes the printer can
print only files of content type simple. This may be sufficient if users pick the
proper printer and make sure the files are properly prepared for the printer
before they are submitted for printing.

The most common type of file on the UNIX system is known as simple. This
file is assumed to contain )ust printable ASCII characters and the following
control characters:

backspace Moves the printing mechanism back one space, except at the
beginning of a line ‘
tab Moves the printing mechanism to the next tab stop, which is

normally every 8 columns on most printers

linefeed Moves the printing mechanism to the beginning of the next
‘ line (may require special port settings for some printers — see
the next section “Printer port characteristics”)
form feed Moves the printing mechanism to the beginning of the next
page
carriage return Moves the printing mechamsm to the begmmng of the same
line (may fail on some printers)
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The word “carriage” may be archaic for modern laser printers, but similar
actions apply. If a printer can handle a simple type of file, you should include
it in the content type list when you add the printer and specify the content
type(s) that the printer can handle. If you do not want a printer to accept files
of type simple, you must give an alternate list of content types that the printer
can accept. (The printer type is a good name to use if no other type is
appropriate.)

Another content type name is terminfo. This does not refer to a particular type
of file but instead refers to all the types represented in the terminfo database.
It is not likely that any printer is capable of handling all the types listed in the
database. However, this name is reserved for describing possible filter capa-
bilities. Likewise, the content type any is reserved for describing the types of
files a filter can accept or produce. These names should not be used as con-
tent types when adding a printer.

Specify the list of content types as follows:
fusr/lib/lpadmin -pprintername -1 content-type-list
A sysadmsh users select: Printers © Configure => Content

The content-type-list is a list of names separated by a comma or space. If you
use spaces to separate the names, enclose the entire list (but not the -I) in
quotes. If you do not define the types of files a printer can accept, the print
service assumes it can take type simple and a type with the same name as the
printer type (if the printer type is defined).

Connection method

The print service allows you to connect your printers in a variety of ways.
The simplest way is to connect your printer directly to the computer. How-
ever, you may want to connect printers via a network or through a dialed
modem, where they can be shared with other computers or workstations.
Once you have connected the printer to the computer or connected it to a net-
work, and connected the network to the computer, you should describe the
connection method for the print service.

The default method by which printers are connected to the computer is the
direct connection method. If you have used this method to connect your
printer to your computer, you generally need to do only one other thing:
name the connecting port.

There are two methods of making non-direct connections: through a dial-up
modem or over any other type of network. The difference between a UUCP
network printer and a dialup printer is that a dialup printer does not go
through the UUCP spooling process; the connection is made directly and the
print job prints directly on the dialed-up printer. See “Configuring a network
printer” or “Configuring a dialup printer” later in this chapter for instructions.
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Printers differ in the way they can print in different font styles. Some have
changeable print wheels, some have font cartridges, others have prepro-

- grammed, selectable character sets. The print service, with your help, can

minimize the impact of these differences on the users of the print service.

When adding a printer, you can specify what print wheels, font cartridges, or
character sets are available with the printer. Only one of these is assumed to
apply to each printer. From the point of view of the print service, however,
print wheels and font cartridges are the same because they require you to
physically intervene and mount a new print wheel or font cartridge. Thus, for
ease of discussion, only print wheels and character sets are mentioned.

When you list the print wheels or character sets available, you are assigning
names to them. These names are for your convenience and the convenience of
the users. Because different printers may have similar print wheels or charac-
ter sets, you should use common names for all printers. This allows a person
to submit a file for printing and to ask for a particular font style, without
regard for which printer is used or whether a print wheel or selectable charac-
ter set is used.

If the printer has mountable print wheels, you need only list their names. If
the printer has selectable character sets, you need to list their names and map
each one into a name or number that uniquely identifies it in the terminfo data-
base. You can use the following command to determine the names of the
character sets listed in the terminfo database:
TERM=printer-type tput csnm 0

printer-type is the name of the printer type in question. The name of the Oth
character set (the character set obtained by default after the printer is initial-
ized) should be printed. Repeat the command, using 1,2, 3, and so on in place
of the 0, to see the names of the other character sets. In general, the terminfo
names should closely match the names used in the user documentation for the
printer. However, because not all manufacturers use the same names, the ter-
minfo names may differ from one printer type to the next.

NOTE For the print service to find the names in the terminfo database, you
must specify a printer type. See the earlier section “Printer type.”

To specify a list of print wheel names when adding a printer, enter the follow-
ing command:

fusr/lib/lpadmin -p printername -S print-wheel-list
A sysadmsh users select: Printers > Configure = Parameters

print-wheel-list is a list of names separated by a comma or space. If you use
spaces to separate the names, enclose the entire list (but not the -S) in quotes.
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To specify a list of character set names and to map them into terminfo names
or numbers, enter the following command:

fasr/lib/lpadmin -p printername -S character-set-list

A sysadmsh users select: Printers ©> Configure <> Parameters

character-set-list is also a list of names separated by a comma or space; how-
ever, each item in the list looks like one of the following;:

csN=character-setname
character-setnamel=character-setname2

N in the first case is a number from 0 to 63 that identifies the number of the
character set in the terminfo database. character-setnamel in the second case
identifies the character set by its terminfo name. In either case, the name to the
right of the equal sign “=" is the name you choose as an alias of the character
set.

NOTE You do not have to provide a list of aliases for the character sets if
the terminfo names are adequate. You can refer to a character set by terminfo
name, by number, or by your alias.

For example, suppose your printer has two selectable character sets (sets #1
and #2) in addition to the standard character set (set #0). The printer type is
5310. You enter the following commands to determine the names of the
selectable character sets:

TERM=5310 tput csnm 1

english

TERM=5310 tput csnm 2

finnish
The words english and finnish are the output of the commands, the names of
the selectable character sets. You feel that the name “finnish” is adequate for
referring to character set #2, but better names are needed for the standard set
and set #1. You enter the following command to define synonyms:

fusr/lib/lpadmin -p printername -S "csO=american, english=british"

A sysadmsh users select: Printers = Configure = Parameters

If you do not list the print wheels or character sets that can be used with a
printer, then the print service assumes the following: a printer that takes print
wheels has only a single, fixed print wheel, and people cannot ask for a spe-
cial print wheel when using the printer. Also, a printer that has selectable
character sets can take any csN name or terminfo name known for the printer.
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Alerting to mount a print wheel

If you have printers that take changeable print wheels and you have listed the
print wheels allowed on each, then users can submit a print request to use a
particular print wheel. However, until it is mounted (see “Mounting a form
or print wheel” in this chapter), a request for a print wheel stays queued and
is not printed. You could periodically monitor the number of print requests
pending for a particular print wheel, but the print service provides an easier
way. You can ask to be alerted when the number of requests waiting for a
print wheel has exceeded some threshold.

You can choose one of several ways to receive an alert:

* You can receive an alert via electronic mail. See mail(C) for a description of
the mail command.

¢ You can receive an alert written to whatever terminal you are logged in on.
See write(C) for a description of the write command.

® You can receive an alert through a program of your choice.
® You can receive no alerts.

NOTE If you elect to receive no alerts, you are responsible for checking
whether the proper print wheel is mounted.

In addition to the method of alerting, you can also set the number of requests
that must be queued before you are alerted, and you can arrange for repeated
alerts every few minutes until the print wheel is mounted. You can choose the
rate of repeated alerts, or you can choose to receive only one alert per print
wheel.

To arrange for alerting to the need to mount a print wheel, enter one of the fol-
lowing commands:

husr/lib/lpadmin -S print-wheelname -A mail -Q integer -W minutes
fusr/lib/lpadmin -S print-wheelname -A write -Q integer -W minutes
fusr/lib/lpadmin -S print-wheelname -A ‘command’ -Q integer -W minutes
fusr/lib/lpadmin -S print-wheelname -A none

A sysadmsh users select: Printers © Auxiliary = Alert

The first two commands direct the print service to send you a mail message or
write the message directly to your terminal, respectively, for each alert. The
third command directs the print service to run command for each alert. The
shell environment currently in effect when you enter the third command is
saved and restored for the execution of command; this includes the environ-
ment variables, user and group IDs, and current directory. The fourth com-
mand directs the print service to never send you an alert when the print wheel
needs to be mounted. integer is the number of requests that need to be wait-
ing for the print wheel, and minutes is the number of minutes between
repeated alerts.
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NOTE If you want mail sent or a message written to another person, you
will have to use the third command listed. Use the -A ‘mail user-name’ or
-A "write user-name option.

Once you start receiving repeated alerts, you can direct the print service to
stop sending you alerts for the current case by giving the following command:

fusr/lib/lpadmin -Sprint-wheelname -A quiet
A sysadmsh users select: Printers © Auxiliary = Alert

Once the print wheel is mounted and unmounted again, alerts start again if
too many requests are waiting. Alerts also start again if the number of
requests waiting falls below the -Q threshold and then rises up to the -Q
threshold again, as when waiting requests are canceled or if the type of alert-
ing is changed.

If print-wheelname is all in any of the commands above, the alerting condi-
tion applies to all print wheels for which an alert has already been defined.

If you do not define an alert method for a print wheel, you do not receive an
alert for it. If you do define a method but do not give the -W option, you are
alerted once for each occasion.

Fault alerting

The print service provides a framework for detecting printer faults and alert-
ing you. Faults can range from simple problems, such as running out of paper
or ribbon or needing to replace the toner, to more serious faults, such as a
local power failure or printer failure. The range of fault indicators is also
broad, ranging from dropping carrier (the signal that indicates that the printer
is online) to sending an XOFF, or a message. Only two classes of printer fault
indicators are recognized by the print service itself: a drop in carrier and an
XOFF not followed in reasonable time by an XON. However, you can add
filters that can recognize any other printer fault indicators and rely on the
print service to alert you to a fault when the filter detects it.

NOTE For a description of how to add a filter, see the “Using forms and
filters” section in this chapter. For a description of how a filter should let the
print service know a fault has occurred, see the “Customizing the print ser-
vice” section in this chapter.

You can choose one of several ways to receive an alert to a printer fault:

¢ You can receive an alert via electronic mail. See mail(C) for a description of
the mail command.

¢ You can receive an alert written to the terminal on which you are logged in
(any terminal). See write(C) for a description of the write command.
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® You can receive an alert through a program of your choice.

e You can receive no alerts.

NOTE If you elect to receive no alerts, you need a way of finding out about
the faults and fixing them; the print service does not continue to use a print-
er that has a fault.

In addition to the method of alerting, you can also arrange for repeated alerts
every few minutes until the fault is cleared. You can choose the rate of
repeated alerts, or you can choose to receive only one alert per fault.

NOTE Without a filter that provides better fault detection, the print service
cannot automatically determine when a fault has been cleared except by try-
ing to print another file. It assumes that a fault is cleared when it success-
fully prints a file. Until that time, if you have asked for only one alert per
fault, you do not receive another alert. If after you have fixed a fault, but
before the print service has tried printing another file, the printer faults
again, or if your attempt to fix the fault did not succeed, you are not notified.
Receiving repeated alerts per fault or requiring manual re-enabling of the
printer (see “Fault recovery”) overcomes this problem.

To arrange for alerting to a printer fault, enter one of the following com-
mands:

fusr/lib/lpadmin -p printername -A mail -W minutes
fusr/lib/lpadmin -p printername -A write -W minutes
fusr/lib/lpadmin -p printername -A ‘command’ -W minutes
fasr/lib/lpadmin -p printername -A none

A sysadmsh users select: Printers = Configure = Errors

The first two commands direct the print service to send you a mail message or
write the message directly to your terminal, respectively, for each alert. The
third command directs the print service to run command for each alert. The
shell environment currently in effect when you enter the third command is
saved and restored for the execution of command. The environment includes
environment variables, user and group IDs, and current directory. The
minutes is the number of minutes between repeated alerts. The fourth com-
mand directs the print service not to send you an alert when a fault occurs.

NOTE If you want mail sent or a message written to another person when a
printer fault occurs, use the third command. Use the option:

-A 'mail username
or

-A "write username
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Once a fault occurs and you start receiving repeated alerts, you can direct the
print service to stop sending you alerts for the current fault by giving the fol-
lowing command:

fasr/lib/lpadmin -p printername -A quiet
A sysadmsh users select: Printers = Configure = Errors

If printername is all in any of the commands above, the alerting condition
applies to all printers.

If you do not define an alert method, you receive mail once for each printer
fault. If you do define a method but do not give the -W option, you are
alerted once for each fault.

Fault recovery

Once a printer fault is detected and you are alerted, you will probably fix the
fault and get the printer ready for printing. When the printer is ready for
printing again, the print service recovers in one of three ways:

¢ continues printing at the top of the page where printing stopped,
e restarts printing at the beginning of the print request that was active when
the fault occurred, or

e waits for you to tell the print service to re-enable the printer.

NOTE The ability to continue printing at the top of the page where printing
stopped requires the use of a filter that can wait for a printer fault to be
cleared before resuming properly. Such a filter probably has to have
detailed knowledge of the control sequences used by the printer so it can
keep track of page boundaries and know where in a file printing stopped.
The default filter used by the print service cannot do this. If a proper filter is
not being used, you are notified in an alert if recovery cannot proceed as you
want.

To specify the way the print service should recover after a fault has been
cleared, enter one of the following commands:

fusr/lib/lpadmin -p printername -F continue

fusr/lib/lpadmin -p printername -F beginning

fusr/lib/lpadmin -p printername -F wait

A sysadmsh users select: Printers = Configure = Errors

These direct the print service, respectively, to continue at the top of the page,
restart from the beginning, or wait for you to enter an enable command to re-
enable the printer (see the “Enabling and disabling printers” section later in
this chapter for information on the enable command).

If you do not specify how the print service is to resume after a printer fault, it
tries to continue at the top of the page where printing stopped, or failing that,
at the beginning of the print request.
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If the recovery is continue but the interface program does not stay running so
that it can detect when the printer fault was cleared, printing is attempted
every few minutes until it succeeds. You can force the print service to retry
immediately by issuing an enable command.

Restricting user access to a printer

158

You can limit the use of a printer to a subset of all people on your computer.
You may want to do this, for instance, if a printer is being set aside for print-
ing sensitive information and only a subset of the people are allowed to print
sensitive information, or if use of a high-quality printer incurs expenses not all
people are authorised to incur.

The print service uses the list of users allowed or denied for a printer to re-
strict use of the printer. The print service refuses a user’s request to print a file
on a printer he or she is not allowed to use.

The method of listing the users allowed or denied for a printer is similar to the

method used to list users allowed or denied access to the cron and at facilities.

Briefly, the rules are as follows:

® An allow list contains those users allowed to use the printer. A deny list
contains those users denied access to the printer.

o If the allow list is not empty, the deny list is ignored. If the allow list is
empty, the deny list is used. If both lists are empty, there are no restrictions
on who can use the printer.

e Putting any or all into the allow list allows everybody to use the printer;
putting any or all into the deny list denies everybody, except the user lp
and the super user root.

You can add names of users to either list using one of the following com-
mands:

fusr/lib/lpadmin -p printername -u allow:user-list

fusr/lib/lpadmin -p printername -u deny:user-list

A sysadmsh users select: Printers = Configure => Users

user-list is a list of names of users separated by a comma or space. If you use
spaces to separate the names, enclose the entire list (including allow: or deny:
but not the -u) in quotes. The first command adds the names to the allow list
and removes them from the deny list. The second command adds the names
to the deny list and removes them from the allow list. Using allow:all allows
everybody; using deny:all denies everybody.

If you do not add user names to the allow or deny lists, the print service
assumes that everybody can use the printer.
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Default printing attributes

When a user submits a request to print a file, the page size, character pitch,
and line pitch (that is, print spacing) are normally determined from the form
that it is printed on. If the user does not require a form, he or she can give the
page size and print spacing to use. However, if the user gives neither a form
to use nor the page size and print spacing, defaults are used.

You can set the defaults for each printer. This can also serve to make submit-
ting a print request easier, by designating different printers as having different
default page sizes or print spacing. Users then simply route their file to the
appropriate printer to get the style output they want. For example, you can
have one printer dedicated to printing wide (132 column) output, another
printing normal (80 column by 66 lines) output, yet another printing letter
quality (12 characters per inch, 8 lines per inch).

You can independently specify four default settings: page width, page length,
character pitch, and line pitch. You can scale these to fit your needs. The first
two can be given in columns and lines, inches, or centimeters. The last two
can be given as characters and lines per inch or per centimeter. In addition,
the character pitch can be specified as pica for 10 characters per inch (cpi),
elite for 12 cpi, or compressed for the maximum cpi the printer can provide
(up to a limit of 30 cpi).

Set the defaults using one or more of the following commands:
fasr/lib/lpadmin -p printername -o width=scaled-number
fusr/lib/lpadmin -p printername -o length=scaled-number
fusr/lib/lpadmin -p printername -o cpi=scaled-number
fusr/lib/lpadmin -p printername -o lpi=scaled-number

A sysadmsh users select: Printers = Configure => Parameters

Add the letter “i” to scaled-number to indicate inches, or the letter “c” to indi-
cate centimeters. The letter “i” for character pitch (cpi) or line pitch (lpi) is
redundant. You can also give pica, elite, or compressed instead of a number
for the character pitch.

If you do not provide defaults, the page size and print spacing are those avail-
able when the printer is initialized. You can find out what the defaults are by
first defining the printer configuration without providing your own defaults,
then using the lIpstat program to display the printer configuration. The com-
mand
Ipstat -p printername -1

reports the default page size and print spacing. If you have not provided the
defaults, the reported defaults are calculated from the terminfo database entry
for the printer. Obviously, this requires you to have provided a printer type
in the printer configuration.
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The print service has four user-level commands, which are shown in Table 7.3.
Table 7-3  User print service commands

Command  Description

cancel(C) Cancels a request for a file to be printed
Ip(©) Sends a file or files to a printer

Ipstat(C) Reports the status of the print service
Iprint(C) Prints from printer attached to a terminal

In addition to sending requests to the print service system, checking the status
of requests, and canceling requests, users can be given the ability to disable
and enable a printer. The idea is that if a user finds a printer is malfunctioning
in some way, it should not be necessary to call the administrator to turn the
printer off On the other hand, it may not be reasonable in your printing
environment to allow regular users to disable a printer. You can control
whether other users have access to the two commands shown in Table 7.4 by
assigning or revoking the printerstat authorization (see “Changing user
authorizations” in the “Administering user accounts” chapter in this guide).

Table 7-4 Privileged print service commands

Command  Description

disable(C) Deactivates the named printer(s)
enable(C) Activates the named printer(s)

A separate set of commands available for the administrator is shown in Table
7.5. These commands are found in the /usr/lib directory. If you expect to use
them frequently, you might find it convenient to include that directory in your
PATH variable. To use the administrative commands, you must be logged in
as either root or have the Ip authorization. See the “Administering user
accounts” chapter for an explanation of authorizations. (Ipsched must be run
by root.)

Note that all these commands are accessible under the sysadmsh Printers
selection. You will also probably need to use the commands for disabling and
enabling a printer and the rest of the commands described earlier in this sec-
tion.
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Table 7-5 Administrative print service commands

Command

Description

/usr/lib/accept

/usr/lib/reject

/usr/lib/lpadmin
/usr/lib/lpfilter
/usr/lib/lpforms

/usr/lib/lpmove

/usr/lib/lpsched
/usr/lib/lpshut

/usr/lib/lpusers

Permits job requests to be queued for a
specified destination

Prevents jobs from being queued for a
specified destination. Described on the
same manual page as accept(ADM)

Sets wup or changes  printer
configurations

Sets up or changes filter definitions

Sets up or changes preprinted forms
(Enter /usr/lib/lpadmin to mount a
form)

Moves output requests from one desti-
nation to another. Described on the
same manual page as lpsched(ADM)

Starts the print service

Stops the print service. Described on the
Ipsched(ADM) manual page

Sets or changes the default priority and
priority limits the users of the print ser-
vice can request

These commands are also accessed through the sysadmsh “Printers” selection,
which is much easier than the complex syntax of the print service commands.
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Adding a local printer

The operating system also supports the use of local printers attached to the
AUX or PRINT port on the back of many serial terminals. These printers are
connected via standard RS-232 connections and can significantly reduce the
load on shared system resources. The Iprint(C) command is used to print files
on a local printer, but the terminal must be properly configured for the com-
mand to work. To add a printer connected to the AUX or PRINT port on the
back of a terminal and use it for local printing, follow this procedure:

1.
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Connect your local serial printer to the AUX port on your terminal with a
standard RS-232 cable with pins 2, 3, and 7 (minimum) connected. Make
sure the printer is powered on and is online. (If the terminal supports
pass-through mode to the parallel port, a parallel port may be used.)

Log in to the UNIX system on the terminal and verify that the terminal is
working correctly.

Make sure that the AUX port on your terminal is configured with the same
settings as your printer (baud rate, parity, data bits, xon/xoff, and so
forth).

For the Iprint command to work, lprint needs to know how to start and
stop local printing for each specific terminal. lprint looks in the file
[etc[termcap to find two terminal attributes: PN (start printing) and PS (stop
printing). These are escape sequences that must be sent to the terminal to
control local printing. Very few terminals have these attributes defined in
their termcap entries. Use a text editor (such as vi(C)) to examine the
[etc[termcap file. (fetc/termcap can also be an alternate file, as defined by the
TERMCAP variable.) Search for the entry for your terminal. For example,
if your terminal is a Wyse 60, you would search for “wyse60”.

The termcap entry for the Wyse 60 appears in Example 7-1.

Example 7-1 Wyse 60 termcap entry

w7|wy60|wyse60|Wyse WY-60 with 80 column/24 line screen in wy60 mode:\
:1s=\E*\072\Ee (\EO\Ee6\Ec41\E"4\Ec21\Ed/:\
:if=/usr/lib/tabset/std:pt:\
:G1=\EH3:G2=\EH2:G3=\EH1:G4=\EH5:GD=\EH0:GG#0:GH=\EH\072:\
:GU=\EH=:GV=\EH6:GR=\EH4 :GL=\EH9:GC=\EH8:GF=\EH7:\
:PU=\EJ:PD=\EK:\
tal=\EE:am:bs:bt=\EI:cd=\EY:ce=\ET:cl=\E+:\
:cm=\Ea%i%dR%dC:co#80:dc=\EW:d1=\ER:ei=\Er:im=\Eq:k0="AI\r:\

:k1="A@\r:k2="AA\r:k3="AB\r:k4="AC\r:k5="AD\r:k6="AE\r:k7="AF\r:\

:k8="AG\r:k9="AH\r:kd="J:kh="":kl="H:kr="L:ku="K:\

:1i#24:mi:nd="L:se=\EG0:s50=\EG4:sg#0:ug#0:ue=\EGO:ul:up="K:us=\EG8:\

:PN=\Ed#:PS="T:hs:ts=\Ez (: fs="M:
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The Wyse 60 has PN and PS defined. With other terminals, you must add
a line containing these two attributes to the /etc/termcap entry for your ter-
minal. The line you add has the form:

:PN=start sequence:P S=stop sequence:
. Refer to your terminal manual to find the sequence of control characters
used to switch the auxiliary port on and off. This is sometimes referred to
as “passthrough” or “transparent” mode. For an example of the sequence
to enable auxiliary printing, the code to switch the port on for a Wyse 60
terminal is:

(BEsc)d #
And the code to turn it off again is:

(Ctrl)t
. These keystrokes must be translated into termcap format before inserting

them into the termcap file. termcap uses the codes in Table 7.6 to
represent keystrokes.

Table 7-6 termcap keystroke translations

Keystroke termcap sequence
ESCAPE \E

CTRL x “x (x is any character)
NEWLINE \n

RETURN \r

TAB \t

BACKSPACE \b
FORMFEED \f

To use a control sequence, use the caret “ * ” symbol, not the (Ctrl) key.
For example, (Ctrl)x would be represented by “x. In addition, characters
can be represented by their octal codes (see ascii(M)), and the caret and
backslash characters represented by \" and \\, respectively. Entries for
termcap attributes must be separated by a colon “ : ”. (See termcap(M) for
more details.)

Recall that the termcap attributes for starting and ending printing are PN
and PS. Using the table above the termcap entry for the Wyse 60 key-
strokes (Esc) d # (start printing, PN) and (Ctrl)t (stop printing, PS) looks like
this:

:PN=\Ed#:PS="T:\
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7.

10.

11.

For a terminal missing these entries, you simply insert a modified version
of the above line into the termcap entry for the terminal. (You must be cer-
tain to insert the line within the entry for your terminal; do not add it as
the first line or the last line.) For other terminals, check your owner’s man-
ual and locate the proper sequences for turning the auxiliary print mode
on and off and substitute the termcap sequences as in the example. Some
terminals (such as the Wyse 60) include a “transparent” mode, where the
data is not displayed on the screen as it is printed. (This is the mode
selected by the PN sequence in the example.)

NOTE You must be logged in as root to edit /etc/termcap. We recommend
that you copy the original file to another name in case you make an
error. You can also extract the file again from your distribution using
custom(ADM).

Once you have added the PN and PS entries, log out and back in again to
activate the new termcap entry.

Use the following command to print the file filename on your local printer:
Iprint filename

Do not touch your keyboard while local printing is taking place; you can-

not perform other tasks on your terminal while printing.

If your file is printed on the screen instead of the printer, the PS and PN
entries you created are incorrect. Revise the entries with the correct codes.
If the file still does not print on the printer or the terminal, try crossing the
Transmit and Receive Data pins in the cable connecting the terminal AUX
port and the printer. (This is also known as a “null modem” connection.)

NOTE You can eliminate carriage return delays by setting the environ-
ment variable CRDELAY to N. This should be done only if you are run-
ning a fast printer.

If, when printing with lprint, everything prints on one line, you should set
the environment variable FORMS to X. In the Bourne shell (sh), use:

FORMS=X; export FORMS
In the C shell (csh), use:
setenv FORMS X

These commands may be placed in the /etc/profile and [etc/cshrc files respec-
tively, in which case they will affect all users. They also may be placed in
individual users’ .profile and /or .cshrc files.
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This environment setting turns on lprint’s “transparent” mode. In this
mode lprint does not perform special processing of carriage returns, line
feeds, form feeds, or tabs. This means that your terminal’s stty settings
must match those of the printer.

If the terminal and printer require different stty settings, a shell script is
appropriate (this step is unnecessary in many cases). Enter the following
lines as [usr/bin/lprints:

# /usr/bin/lprints

#

# Do local printing with stty settings that differ from
# those of the terminal. The required settings are read
# from environment variable LPRINTSTTY.

oldstty=‘stty -g’

[ ““SLPRINTSTTY'’ != ‘' ] g§& stty SLPRINTSTTY

FORMS=X /usr/bin/lprint ‘‘$@'’

stty $oldstty

chmod 755 /usr/bin/lprints and execute this file in place of lprint.

Each user may now store the stty settings required for their local printer in
the environment variable LPRINTSTTY, or system-wide values may be set
in /etc/profile and [etc[cshrc, for example:

LPRINTSTTY="‘ixon ixoff -ixany onlcr’’; export LPRINTSTTY

Starting and stopping the print service

Under normal operation, you should never have to start or stop the print ser-
vice manually. It automatically starts each time the system goes into multi-
user mode. However, if you need to stop the print service without stopping
the operating system as well, you can do so by following the procedure
described in the next section.

Stopping the print service causes all printing to cease within seconds. Any
print requests that have not finished printing are printed in their entirety after
the print service restarts. The printer configurations, forms, and filters in
effect when the print service is stopped are restored after it is restarted.

NOTE To start and stop the print service manually, you must be logged in
as root.
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Manually stopping the print service

To stop the print service manually, enter the fdllowi.ng command:
fust/lib/lpshut \ ‘
A sysadmsh users select: Printers > Schedule = Stop

This message is displayed:
Print services stopped

All printing ceases within a few seconds. If you try to stop the print service
when it is not running, you see the message:

Print services already stopped

NOTE Jobs can appear to pass through a printer that is not online. If a
printer is not online or operating properly, you should disable the printer.

Manually starting the print service
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To restart the print service manually, enter the following command:
/ust/lib/lpsched
A sysadmsh users select: Printers = Schedule => Begin

This message is displayed:

Print services started

- It may take a minute or two for the printer configurations, forms, and filters to

be re-established before any saved print requests start printing. If you try to
restart the print service when it is already running, you see the message:

Print services already active

NOTE You do not have to stop the print service to change printer configura-
tions or to add forms or filters.
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Canceling a print request

To cancel a printout you have requested, use the cancel(C) command. When
you request a printout, the system displays a request ID for your job. For
example, if you send a job to a printer named “laser,” the UNIX system dis-
plays the request ID as:

(request id is laser-number 1

where number is the number assigned to your job. To cancel the job before it
begins printing, use the following command:

cancel laser-number
A sysadmsh users select: Printers ©> Request = Cancel

The printout is canceled.

Most systems print quickly, so a cancel command must be used promptly to
have any effect.

Enabling and disabling printers

The enable command allows Ipsched to print files on printers. A printer can
accept requests for printing after the accept command is given for it, but to
print the files, the enable command must be given as well.
For example, to enable a printer named “daisy,” enter:
enable daisy
A sysadmsh users select: Printers = Schedule = Enable
You can disable printers with the disable command. The scheduler, lpsched,
does not send printing requests to disabled printers regardless of their status
with respect to the accept command. The disable -r option allows you to
send a message to users explaining why a printer was disabled.
For example, to disable a printer named “laser” because of a paper jam, enter:
disable -r "paper jam" laser
Users requesting the status of “laser” with the command lpstat -plaser
receive the following message:

printer laser disabled since Dec 5 10:15
paper jam

For more information on these two commands, see the enable(C) and
disable(C) manual pages.
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Adding a printer to a class

It is occasionally convenient to treat a collection of printers as a single class.
The benefit is that a person can submit a file for printing by a member of a
class, and the print service picks the first printer in the class that it finds free.
This allows faster turnaround, as printers are kept as busy as possible.

Classes are not needed if the only purpose is to allow a user to submit a print
request by type of printer. The Ip -T fype command lets a user submit a file
and specify its type. The first available printer that can handle the type of file
prints the file.

The print service avoids using a filter, if possible, by choosing a printer that
can print the file directly over one that needs it filtered first.

One use of classes is to put into a class a series of printers that should be used
in a particular order. If you have a high-speed printer and a low-speed print-
er, for instance, you probably want the high-speed printer to handle as many
print requests as possible, with the low-speed printer reserved for use when
the other is busy. Because the print service always checks for an available
printer in the order that the printers were added to a class, you could add the
high-speed printer to the class before the low-speed printer and let the print
service route print requests in the order you wanted.

Add a printer to a class using the following command:
fusr/lib/lpadmin -p printername -c classname
A sysadmsh users select: Printers = Configure = Modify

If the class classname does not exist yet, it is created. (Use Ipstat -c to get a
list of all classes and their printers.)

NOTE Class names and printer names must be unique. This allows a user
to specify the destination for a print request without having to know
whether it is a class of printers or a single printer. Thus, you can not have a
class and printer with the same name.

A printer does not belong to any class until you add it to one.

Setting the system default destination
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You can define the printer or class used to print a file when the user has not
explicitly asked for a particular destination and has not set the LPDEST shell
variable. The printer or class must already exist first.

Make a printer or class the default destination by entering the following com-
mand:

fusr/lib/lpadmin -d printername or classname
A sysadmsh users select: Printers = Configure = Default

System Administrator’s Guide




Mounting a form or print wheel

If you later decide that there should be no default destination, enter a null
printername or classname as in the following command:

fusr/lib/lpadmin -d
A sysadmsh users select: Printers © Configure © Default
If you do not set a default destination, there is none. Users must explicitly
name a printer or class in each print request, or they have to set the LPDEST
shell variable with the name of a destination.
For C-shell:

setenv LPDEST printer
For Bourne or Korn shells:

LPDEST= printer;export LPDEST

Users can also place these commands in their .login and .profile files, respec-
tively.

Mounting a form or print wheel

NOTE See the “Using forms and filters” section in this chapter for informa-
tion about preprinted forms.

Before the print service starts to print files that need a preprinted form or print
wheel, you have to mount it on a printer. (Print wheels are used on older, so-
called “daisy wheel” impact printers that use small wheels with the print
characters around the perimeter.) If alerting has been set on the form or print
wheel, you are alerted when enough print requests are queued for it to be
mounted.

When you mount a form, you may wish to see if it is lined up properly. If an
alignment pattern is registered with the form, you can ask that this be repeat-
edly printed until you have adjusted the printer so that the alignment pattern
looks correct.

Mounting a form or print wheel involves first loading it onto the printer and
then telling the print service that it is mounted. Because it is difficult to do
this on a printer that is currently printing and because the print service contin-
ues to print files not needing the form on the printer, you will probably have
to disable the printer first. Thus, the proper procedure is as follows:

1. Disable the printer using the disable command.
2. Mount the new form or print wheel as described later in this section.

3. Re-enable the printer using the enable command. (The disable and
enable commands were described earlier in the “Enabling and disabling
printers” section of this chapter.)
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After loading the new form or print wheel into the printer, enter the following
command to tell the print service to mount it. (This command is shown on
two lines for readability; it must be entered as one line.)

fusr/lib/lpadmin -p printername -M -S print-wheelname
-f formname -a -o filebreak

A sysadmsh users select: Printers © Auxiliary © PPforms = Configure

Leave out -S print-wheelname if you are mounting just a form, or leave out
the -f formname -a -o filebreak if you are mounting just a print wheel.

If you are mounting a form, you are asked to press the (Return) key before
each copy of the alignment pattern is printed. After the pattern is printed,
you can adjust the printer and press the return key again. If no alignment pat-
tern is registered, you are not asked to press the key. You can drop the -a and
-o filebreak options if you do not want to bother with the alignment pattern.

The -o filebreak option tells the print service to add a formfeed after each copy
of the alignment pattern. The actual control sequence used for the formfeed
depends on the printer involved and is obtained from the terminfo database. If
the alignment pattern already includes a formfeed, leave out the -o filebreak
option.

If you want to unmount a form or print wheel, use the following command:

fusr/lib/lpadmin -p printername -M -S none -f none
A sysadmsh users select: Printers © Auxiliary © PPforms = Remove

Leave out -S none if you just want to unmount a form; leave out -f none if
you just want to unmount a print wheel.

Until you mount a form on a printer, only print requests that do not require a
form are sent to it. Likewise, until you mount a print wheel on a printer, only
print requests that do not require a particular print wheel are sent to it.

Removing a printer or class
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You can remove a printer or class if it has no pending print requests. If there
are pending requests, you have to first move them to another printer or class
using the lpmove command, or remove them using the cancel command.

Removing the last remaining printer of a class automatically removes the
class as well. However, the removal of a class does not cause the removal of
printers that were members of the class. If the printer or class removed is also
the system default destination, the system no longer has a default destination.
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To remove a printer or class, enter the following command:
fusr/lib/lpadmin -x printername or classname
A sysadmsh users select: Printers > Configure = Remove

If all you want to do is remove a printer from a class but not delete the printer,
enter the following command:

fasr/lib/lpadmin -p printername -r classname
A sysadmsh users select: Printers = Configure <> Modify

Managing the printing load

Occasionally, you may need to stop accepting print requests for a printer or
move print requests from one printer to another. There are various reasons
for doing this, such as the following:

e The printer needs periodic maintenance.

¢ The printer is broken.

o The printer was removed.

o The configuration was changed so that the printer can be used differently.

¢ Too many large print requests are queued for one printer and should be
evenly distributed.

If you are going to make a big change in the way a printer is used, such as
stopping its ability to handle a certain form, changing the print wheels avail-
able for it, or disallowing some people from using it, print requests that are
currently queued for printing on it must be moved or canceled. The print ser-
vice attempts to find alternate printers, but only if the user does not care
which printer is used. Such requests are not automatically moved; if you do
not move them first, the print service cancels them.

If you decide that a printer is to be taken out of service, its configuration is to
be changed, or it is too heavily loaded, you can move print requests from it
and reject additional requests for it. Use the Ipmove and reject commands for
this. If you do reject requests for a printer, you can later accept requests using
the accept command.

Rejecting requests for a printer or class

To stop accepting any new requests for a printer or a class of printers, enter
the following command:

lusr/lib/reject -r "reason’ printername or classname
A sysadmsh users select: Printers ©> Schedule => Reject
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You can reject requests for several printers or classes in one command by list-
ing their names on the same line, separating the names with spaces. The
reason is displayed whenever anyone tries to print a file on the printer. You
can omit this option if you do not want to give a reason.

Although the reject command stops any new print requests from being
accepted, it does not move or cancel any requests currently queued for the
printer. These continue to print as long as the printer is enabled.

Accepting requests for a printer or class

The accept command allows printers or classes of printers to accept print
requests made with the Ip command. You can allow a printer to accept
requests after it has been properly configured.

After the condition that led to denying requests is corrected or changed, enter
the following command to start accepting new requests:

lusr/lib/accept printername or classname
A sysadmsh users select: Printers ©> Schedule = Accept

Again, you can accept requests for several printers or classes in one command
by listing their names on the same line. ‘'You will always have to use the
accept command for a new printer or class after you have added it because
the print service does not initially accept requests for new printers or classes.

Moving requests to another printer
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If you have to move requests from one printer or class to another, enter one of
the following commands:

fust/lib/lpmove request-id printername
last/lib/lpmove printernamel printername2

A sysadmsh users select: Printers => Request => Move

You can give more than one request ID before the printer name in the first
command. The first command moves the listed requests to the named printer.
The latter command moves all requests currently queued for the first printer
to the second printer. When the latter command is used, the print service also
no longer accepts requests for the first printer (this has the same effect as the
reject command).
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Ipmove, accept and reject examples

Here are some examples of how you might use lpmove, accept, and reject:

Example 1

You decide to change the ribbon on printer printerl and perform some
preventive maintenance. You want to move all the requests for printer print-
erl to printer printer2. After the requests are moved, the print service no
longer accepts requests for printerl (this has the same effect as a reject print-
erl command issued after the lpmove command).

fusr/lib/lpmove printerl printer2

Now you can disable the printer and start working on it. When you are
finished, you can bring it back into service with the following command:

fasr/lib/accept printerl

At this point, if you had disabled the printer you should re-enable it. See the
“Enabling and disabling printers” section in this chapter.

Example 2

You notice that someone has queued several large files for printing on the
printer laserl. Meanwhile laser2 is currently idle because no one had queued
requests for it. You'll move the two biggest requests, laser1-23 and laser1-46
to laser2, and you reject any new requests for laser1 for the time being.

fasr/lib/lpmove laser1-23 laserl-46 laser2
fusr/lib/reject -r "too busy—will reopen later" laserl

Example 3
You want to prevent printing requests from being routed to printer4 because
of repairs:

fast/lib/reject -r"printer4 needs repair' printer4

A user who requests a file to be printed on printer4 receives the following
message:

UX:1p: ERROR: Requests for destination "printer 4" aren’t
being accepted

TO FIX: Use the "lpstat -a" command to see
why this destination is not accepting requests
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To find out the acceptance status of printing destinations, enter:
Ipstat -a
The output looks like this:

printer4 not accepting requests since date time

printername accepting requests since date time
printer4 needs repair

Managing queue priorities
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The print service provides a simple priority mechanism that people can use to
adjust the position of a print request in the queue. Each print request can be
given a priority level by the person who submits it; this is a number from 0 to
39, with lower numbers indicating higher levels of priority. Requests with
higher priority (smaller numbers) are placed ahead of requests with lower
priority (larger numbers).

In this way, if you decide that your print request is of too low a priority, you
can set a higher priority (lower value) when you submit the file for printing.
If you decide that your print request is of too high a priority, you can set a
lower priority (higher value) when you submit the file for printing.

A priority scheme this simple does not work if there are no controls on how
high one can set the priority. You can define the following characteristics of
this scheme:

e Each user can be assigned a priority limit. One cannot submit a print
request with a priority higher than his or her limit, although one can sub-
mit a request with a lower priority.

e A default priority limit can be assigned for the balance of users not
assigned a personal limit.

¢ A default priority can be set. This is the priority given to print requests to
which the user does not assign a priority.

By setting the characteristics according to your needs, you can prevent lower
priority printing tasks (such as regular printing by most staff members) from
interfering with higher priority printing tasks (such as payroll check printing
by the accounting staff).

You may find that you want a critical print request to print ahead of any oth-
ers, perhaps even if it has to preempt the currently printing request. You can
have the print service give immediate handling to a print request and put on
hold another print request. This lets the urgent print request print and delays
the current print request until you have it resumed.
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The lpusers command lets you assign both priority limits for users and prior-
ity defaults. In addition, you can use the lp -i request-id -H hold and
Ip -i request-id -H immediate commands to put a request on hold or move
it up for immediate printing, respectively. These commands are discussed in
detail in the sections that follow.

Setting priority limits

To set a user’s priority limit, enter the following command:
fusr/lib/lpusers -q priority-level -u username

You can set the limit for a group of users by listing their names after the
-u option. Separate multiple names with a comma or space (enclose the list in
quotes if you use a space). The priority-level is a number from 0 to 39. As
mentioned before, the lower the number, the higher the priority, or, in this
case, the priority limit.

If you want to set the priority limit for all other users, enter the following
command:

lusr/lib/lpusers -d priority-level
A sysadmsh users select: Printers = Priorities = Default

This sets the default limit; the default applies to those people who have not
been given a personal limit using the earlier Ipusers command.

If you later decide that someone should have a different priority limit, just re-
enter the first command above with a new limit. If you decide that someone
with a personal limit should have whatever the default limit is, enter the fol-
lowing command:

husr/lib/lpusers -u username
A sysadmsh users select: Printers = Priorities = Remove

Again, you can do this for more than one person at a time by giving a list of
names. Using the Ipusers command with just the -u option puts the users in
the default limit category.

If you do not set a default limit, people without personal limits are limited to
priorities in the range of 20 to 39.
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Setting a default priority

You can set the default priority that should be assigned to those print requests
submitted without a priority. Use the following command:

fusr/lib/lpusers -q priority-level
A sysadmsh users select: Printers = Priorities > Highest
Do not confuse this default with the default limit. This default is applied when

a user does not give a priority; the default limit is applied if you have not
assigned a limit for a user — it is used to limit the user from giving too high a

priority.
NOTE 1If the default priority is greater than the limit for a user, the limit is
used instead.

If you do not set a default priority, the print service uses the default of 20.

Examining the priority limits and defaults

You can examine all the settings you have assigned for priority limits and
defaults by entering the following command:

fusr/lib/lpusers -1
A sysadmsh users select: Printers = Priorities = List

Moving a request around in the queue
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Once a user has submitted a print request, you can move it around in the
queue to some degree. For example, you can:

e adjust the priority to any level regardless of the limit for the user
e put it on hold and let other requests print ahead of it
e put it at the head of the queue for immediate printing

You use the regular Ip user command to do each of these.

Changing the priority for a request

Print requests that are still waiting to print can be reassigned a new priority.
This repositions the request in the queue, putting it ahead of lower priority
requests but behind any others at the same or higher priority. The priority
limit assigned to the user (or the default priority limit) has no effect because
you override this limit as the administrator.

Enter the following command to change the priority of a request:
Ip -irequest id -q new-priority-level

You can change only one request at a time with this command. If a request is
already printing, you cannot change its priority.
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Putting a request on hold

Any request that has not finished printing can be put on hold. You can stop
its printing, if it currently is printing, and keep it from printing until you
resume it. Another user, however, cannot resume a print request that you put
on hold.

Enter the following command to place a request on hold:
Ip -irequest-id -H hold

Enter the following command to resume the request:
lp -irequest-id -H resume

Once resumed, a request continues to move up the queue and will print. If
the request was printing when you held it, it is restarted and becomes the next
request to print. Normally the request starts printing from the beginning,
with page one, but you can have it start printing at a later page. Enter the fol-
lowing command to resume the request at a different page:

lp -irequest-id -H resume -P starting-page-
The final dash is needed to specify the starting page and all subsequent pages.

NOTE The ability to print a subset of pages requires the presence of a filter
that can handle this. The default filter used by the print service cannot han-
dle it. An attempt to resume a request on a later page is rejected if an
appropriate filter is not being used.

Moving a request to the head of the queue

You can move a print request to the head of the queue, where it is the next job
eligible for printing. If it must start printing immediately, but another request
is currently printing, you can hold the other request as described previously.

Enter the following command to move a print request to the head of the
queue:
lp -irequest-id -H immediate

Only the system administrator can move a request like this; regular users can-
not use the -H immediate option.

NOTE If you set more than one request for immediate printing, they print in
the reverse order set; that is, the request moved to the head of the queue
most recently prints first.
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