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Preface

This volume is a companion to the System Administrator’s Guide and contains
all commands that are reserved for exclusive use by system administrators.

The manual includes the following sections:

Section  Description

ADM  Administrative Commands — used for system administration.

HW Hardware device manual pages — information about hardware devices
and device nodes.

F Files — information about system files essential to the operation of SCO
UNIX.

For a complete listing of all commands, refer to the Alphabetized List in the
User’s Reference.

xiii
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intro(ADM)

Intro

introduction to system administration commands

Description

This section contains descriptions of the commands that are used to adminis-
ter and maintain the operating system. These commands are largely root-
only, meaning that they can only be executed by the super user (root).



accept(ADM)

accept,

reject

allows/prevents print requests to a lineprinter or class of printers

Syntax

fusr/lib/accept destinations
tusr/lib/reject [ -r [ reason ] ] destinations

Description

File

accept allows Ip(C) to accept requests for the named destinations. A destina-
tion can be either a printer or a class of printers. Use Ipstat(C) to find the
status of destinations.

reject prevents lIp(C) from accepting requests for the named destinations. A
destination can be either a printer or a class of printers. Use Ipstat(C) to find
the status of destinations. The following option is useful with reject:

-r[reason] Associates a reason with disabling (using disable(C)) the print-
er. The reason applies to all printers listed up to the next -r
option. If the -r option is not present or the -r option is given
without a reason, then a default reason is used. reason is
reported by lpstat(C). Please see disable(C) for an example of
reason syntax.

See also

[usr/spool/lp/+

disable(C), enable(C), 1p(C), lpadmin(ADM), Ipsched(ADM), Ipstat(C)



acct(ADM)

acct: acctdisk, acctdusg, accton, acctwtmp

overview of accounting and miscellaneous accounting commands

Syntax
husr/lib/acct/acctdisk
fusr/lib/acct/acctdusg [ -u file ] [ -p file ]
husr/lib/acct/accton [ file ]
fust/lib/acct/acctwtmp "reason'
Description

acctdisk - gathers user disk block data
acctdusg - calculates disk consumption for accountmg records
accton - starts/stops process accounting

acctwtmp - writes accounting records to standard output

Accounting software is structured as a set of tools (consisting of both C pro-
grams and shell procedures) that can be used to build accounting systems.
When the system is installed, accounting is initially in the “off” state.
acctsh(ADM) describes the set of shell procedures built on top of the C pro-
grams.

Connect time accounting is handled by various programs that write records
into Jefc/utmp, as described in utmp(F). The programs described in
acctcon(ADM) convert this file into session and charging records, which are
then summarized by acctmerg(ADM).

Process accounting is performed by the UNIX system kernel. Upon termina-
tion of a process, one record per process is written to a file (normally
[usrjadm/pacct). The programs in acctprc(ADM) summarize this data for charg-
ing purposes; acctems(ADM) is used to summarize command usage. Current
process data may be examined using acctcom(ADM).

Process accounting and connect time accounting (or any accounting records in
the format described in acct(FP)) can be merged and summarized into total
accounting records by acctmerg (see tacct format in acct(FP)). prtacct (see
acctsh(ADM)) is used to format any or all accounting records.

acctdisk reads lines that contain user ID, login name, and number of disk
blocks and converts them to total accounting records that can be merged with
other accounting records.
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acctdusg reads its standard input (usually from find / -print) and computes
disk resource consumption (including indirect blocks) by login. If -u is given,
records consisting of those file names for which acctdusg charges no one are
placed in file (a potential source for finding users trying to avoid disk
charges). If -p is given, file is the name of the password file. This option is
not needed if the password file is /etc/passwd. (See diskusg(ADM) for more
details.)

accton alone turns process accounting off. If file is given, it must be the name
of an existing file to which the kernel appends process accounting records (see
acct(S) and acct(FP)).

acctwtmp writes a utmp(F) record to its standard output. The record contains
the current time and a string of characters that describe the reason. A record
type of ACCOUNTING is assigned (see utmp(F)). reason must be a string of
11 or fewer characters, numbers, $, or spaces. For example, the following are
suggestions for use in reboot and shutdown procedures, respectively:

acctwtmp "uname" >> /etc/wtmp
acctwtmp "file save" >> /etc/wtmp

Files
Jetc[passwd used for login name to user ID conversions
[usr/(libjacct holds all accounting commands listed in this manual
[usrfadm/pacct current process accounting file
Jetc/wtmp login/logoff history file

See also

acct(S), acct(FP), acctems(ADM), acctcom(ADM), acctcon(ADM),
acctmerg(ADM), acctprc(ADM), acctsh(ADM), diskusg(ADM), fwtmp(ADM),
runacct(ADM), utmp(F)

Standards conformance

acctdisk is conformant with:

AT&T SVID Issue 2.

Value added

accton is an extension to AT&T System V provided by The Santa Cruz Opera-
tion, Inc.



acctcms

acctems(ADM)

command summary from per-process accounting records

Syntax

fusr/lib/acct/acctems [ options ] files

Description

acctcms reads one or more files, normally in the form described in acct(F). It
adds all records for processes that executed identically-named commands,
sorts them, and writes them to the standard output, normally using an inter-
nal summary format. The options are:

-a

.
-n

-S

Print output in ASCII rather than in the internal summary format. The
output includes command name, number of times executed, total kcore-
minutes, total CPU minutes, total real minutes, mean size (in K), mean
CPU minutes per invocation, “hog factor”, characters transferred, and
blocks read and written, as in acctcom(ADM). Output is normally sorted
by total kcore-minutes.

Sort by total CPU time, rather than total kcore-minutes.
Combine all commands invoked only once under “*##other”.
Sort by number of command invocations.

Any file names encountered hereafter are already in internal summary
format.

Process all records as total accounting records. The default internal sum-
mary format splits each field into prime and non-prime time parts. This
option combines the prime and non-prime time parts into a single field
that is the total of both, and provides upward compatibility with old (that
is, UNIX System V/386) style acctcms internal summary format records.

The following options may be used only with the -a option.

P

-0

Output a prime-time-only command summary.

Output a non-prime (offshift) time only command summary.

When -p and -o are used together, a combination prime and non-prime time
report is produced. All the output summaries will be total usage except num-
ber of times executed, CPU minutes, and real minutes which will be split into
prime and non-prime.
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A typical sequence for performing daily command accounting and for main-
taining a running total is:

acctems file ... >today

cp total previoustotal

acctems -s today previoustotal >total
acctcms -a -s today

See also

acct(ADM), acct(S), acct(F), acctcom(ADM), acctcon(ADM), acctmerg(ADM),
acctprc(ADM), acctsh(ADM), fwtmp(ADM), runacct(ADM), utmp(F)

Notes

Unpredictable output results if -t is used on new style internal summary for-
mat files, or if it is not used with old style internal summary format files.

At the beginning of every year, the file /usr/libjacct/holidays must be updated to

reflect the correct holidays for the new year, or acctcms may become confused
when attempting to report the prime/non-prime time usage statistics.

Standards conformance

acctems is conformant with:

AT&T SVID Issue 2.
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acctcom

search and print process accounting file(s)

Syntax

acctcom [ [ options]1[file]] ...

Description

acctcom reads file, the standard input, or fusrjadm/pacct, in the form described
by acct(FP) and writes selected records to the standard output. Each record
represents the execution of one process. The output shows the COMMAND
Name, USER, TTYName, START TIME, END TIME, REAL (SEC), CPU (SEC,
MEAN SIZE(K), and optionally, F (the fork/exec flag: 1 for fork without exec),
STAT (the system exit status), HOG FACTOR, KCORE MIN, CPU FACTOR,
CHARS TRNSFD, and BLOCKS READ (total blocks read and written).

The command name is prepended with a “#” if it was executed with super
user privileges. If a process is not associated with a known terminal, a “?” is
printed in the TTYName field.

If no files are specified, and if the standard input is associated with a terminal
or /dev/null (as is the case when using & in the shell), fusr/adm/pacct is read;
otherwise, the standard input is read.

If any file arguments are given, they are read in their respective order. Each
file is normally read forward, that is, in chronological order by process com-
pletion time. The file /usr/adm/pacct is usually the current file to be examined;
a busy system may need several such files of which all but the current file are
found in /usrfadm/pacct?. The options are:

-a Show some average statistics about the processes selected. The
statistics will be printed after the output records.

-b Read backwards, showing latest commands first. This option
has no effect when the standard input is read.

-f Print the fork/exec flag and system exit status columns in the
output.

-h Instead of mean memory size, show the fraction of total avail-

able CPU time consumed by the process during its execution.
This “hog factor” is computed as:

(total CPU time)/(elapsed time).

-1 Print columns containing the I/O counts in the output.
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-k

-m

-r

-t

-V

-1 line

-u user

-g group
-s time

-e time
-S time

-E time

-n pattern

-q

-0 ofile
-H factor
-0 sec
-C sec

-I chars

'Instead of memory size, show total kcore-minutes.

Show mean core size (the default).

Show CPU factor: user time/(system-time + user-time).

Show separate system and user CPU times.

Exclude column headings from the output.

Show only processes belonging to terminal /dev/ line

Show only processes belonging to user that may be specified by:
a user ID, a login name that is then converted to a user ID, a “ #”
which designates only those processes executed with super user
privileges, or “?” which designates only those processes associ-
ated with unknown user IDs.

Show only processes belonging to group. The group may be
designated by either the group ID or group name.

Select processes existing at or after time, given in the format
hr [ :min| :sec]].

Select processes existing at or before time.
Select processes starting at or after time.

Select processes ending at or before time. Using the same time
for both -S and -E shows the processes that existed at time.

Show only commands matching pattern that may be a regular
expression as in ed(C) except that “+” means one or more oc-
currences.

Do not print any output records; just print the average statistics
as with the -a option.

Copy selected process records in the input data format to ofile;
suppress standard output printing.

Show only processes that exceed factor, where factor is the “hog
factor” as explained in option -h above.

Show only processes with CPU system time exceeding sec
seconds.

Show only processes with total CPU time, system plus user,
exceeding sec seconds.

Show only processes transferring more characters than the cut-
off number given by chars.
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Files
[etc/passwd
Jusrfadm[pacct
Jetc/group

See also
acct(ADM), acct(S), acct(FP), acctems(ADM), acctcon(ADM), acctmerg(ADM),
acctprc(ADM), acctsh(ADM), fwtmp(ADM), ps(C), runacct(ADM), su(C),
utmp(F)

Notes

acctcom reports only on processes that have terminated; use ps(C) for active
processes. If time exceeds the present time, then time is interpreted as occur-
ring on the previous day.
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acctcon: acctcon1, acctcon2

connect-time accounting

Syntax

lusr/lib/acct/acctconl [ options ]

lust/lib/acct/acctcon2

Description

10

acctconl - generates per login accounting records

acctcon2 - generates total accounting records

acctconl converts a sequence of login/logoff records read from its standard
input to a sequence of records, one per login session. Its input should nor-
mally be redirected from /etc/wtmp. Its output is ASCII giving device, user IDs,
login name, prime connect time (seconds), non-prime connect time (seconds),
session starting time (numeric), and starting date and time. The options are:

P

-t

-1file

-o file

Print input only, showing line name, login name, and time (in both
numeric and date/time formats).

acctconl maintains a list of lines on which users are logged in. When
it reaches the end of its input, it creates a session record for each line
that still appears to be active. It normally assumes that its input is a
current file, so that it uses the current time as the ending time for
each session still in progress. The -t flag causes it to use, instead, the
last time found in its input, thus assuring reasonable and repeatable
numbers for non-current files.

File is created to contain a summary of line usage showing line
name, number of minutes used, percentage of total elapsed time
used, number of sessions charged, number of logins, and number of
logoffs. This file helps track line usage, identify bad lines, and find
software and hardware oddities. Hang-up, termination of login(M)
and termination of the login shell each generate logoff records, so
that the number of logoffs is often three to four times the number of
sessions. See init(M) and utmp(F).

File is filled with an overall record for the accounting period, giving
starting time, ending time, number of reboots, and number of date
changes.

acctcon2 expects as input a sequence of login session records and converts
them into total accounting records (see tacct format in acct(FP)).



Examples

acctcon(ADM)

File

These commands are typically used as shown below. The file ctmp is created
only for the use of acctprc(ADM) commands:

fusr/lib/acct/acctconl -t -1 lineuse -o reboots <wtmp | sort +1n +2 >ctmp
fusr/lib/acct/acctcon2 <ctmp | acctmerg >ctacct

See also

[etcfwtmp

Note

acct(ADM), acct(FP), acct(S), acctems(ADM), acctcom(ADM), acctmerg(ADM),
acctprc(ADM), acctsh(ADM), fwtmp(ADM), init(M), runacct(ADM), utmp(F)

The line usage report is confused by date changes. Use wtmpfix (see
fwtmp(ADM)) to correct this situation.

At the beginning of every year, the file /usr/libfacct/holidays should be updated
with the appropriate holidays for the new year, or acctcon1 will become con-
fused when attempting to report on prime/non-prime connect times.

Standards conformance

acctconl and acctcon2 are conformant with:

AT&T SVID Issue 2.

11
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acctmerg

merge or add total accounting files

Syntax
fusr/lib/acct/acctmerg [ options ] [ file] ...
Description
acctmerg reads its standard input and up to nine additional files, all in the
tacct format (see acct(FP)) or an ASCII version thereof. It merges these inputs
by adding records whose keys (normally user ID and name) are identical, and
expects the inputs to be sorted on those keys. Options are:
-a  Produce output in ASCII version of tacct.
-i  Input files are in ASCII version of tacct.
-p  Print input with no processing.
-t Produce a single record that totals all input.
-u  Summarize by user ID rather than user ID and name.
-v Produce output in verbose ASCII format, with more precise notation for
floating point numbers.
Examples
The foHowing sequence is useful for making “repairs” to any file kept in this
format:
acctmerg -v <filel >file2
... edit file2 as desired ...
acctmerg -i <file2 filel>
See also

acct(ADM), acctcms(ADM), acctcom(ADM), acctcon(ADM), acctprc(ADM),
acctsh(ADM), fwtmp(ADM), runacct(ADM), acct(S), acct(FP), utmp(F)

Standards conformance

acctmerg is conformant with:

AT&T SVID Issue 2.

12
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accton

turn on accounting

Syntax

Hasr/lib/acct/accton [ file ]

Description

accton turns process accounting on and off. If no file is given then accounting
is turned off. If file is given, the kernel appends process accounting records.
(See acct(S) and acct(FP)).

Files

Jetc[passwd Used for login name to user ID conversions
Jusrjadm/pacct Current process accounting file
[usrfadm/[sulogin Super user login history file

Jetclwtmp Login/logout history file

See also

acctcom(ADM), acct(S), acct(FP), su(C), utmp(F)

Value added

accton is an extension to AT&T System V developed by The Santa Cruz
Operation, Inc.

13
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acctprc: acctpre1, acctpre2

process accounting

Syntax

lusr/lib/acct/acctprel [ ctmp ]
fusr/lib/acct/acctprc2

Description

acctprcl - generates per process accounting records

acctpre2 - generates accounting total records

acctprcl reads input in the form described by acct(FP), adds login names cor-
responding to user ID, then writes, for each process, an ASCII line detailing
user ID login name, prime CPU time (tics), non-prime CPU time (tics), and
mean memory size (in memory segment units). If ctmp is given, it is expected
to contain a list of login sessions, in the form described in acctcon(ADM),
sorted by user ID and login name. If this file is not supplied, it obtains login
names from the password file. The information in ctmp helps it distinguish
between different login names that share the same user ID.

acctpre2 reads records in the form written by acctprcl, summarizes them by
user ID and name, then writes the sorted summaries to the standard output as
total accounting records.

These commands are typically used as shown below:
acctprcl ctmp </usr/adm/pacct | acctpre2 >ptacct

File
Jetc[passwd
See also
acct(ADM), acct(S), acct(FP), acctcms(ADM), acctcom(ADM), acctcon(ADM),
acctmerg(ADM), acctsh(ADM), cron(C), fwtmp(ADM), runacct(ADM), utmp(F)
Notes

14

Although it is possible to distinguish between login names that share user ID
for commands run normally, it is difficult to do this for those commands run
from cron(C), for example. More precise conversion can be done by faking
login sessions on the console via the acctwtmp program in acct(ADM).



Standards conformance

acctprc(ADM)

acctprcl and acctprc2 are conformant with:

AT&T SVID Issue 2.
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acctsh: chargefee, ckpacct, dodisk, lastlogin,
monacct, nulladm, prctmp, prdaily, prtacct,
runacct, shutacct, startup, turnacct

shell procedures for accounting

Syntax

fusr/lib/acct/chargefee login-name number
tusr/lib/acct/ckpacct [ blocks ]
fusr/lib/acct/dodisk [ -0 ] [ files ... ]
fusr/lib/acct/lastlogin
hasr/lib/acct/monacct number
fusr/lib/acct/nulladm file
lasy/lib/acct/prctmp | file ... ]
fusr/lib/acct/prdaily [ -1]1[-c ] [ mmdd ]
fusr/lib/acct/prtacct file [ "heading' ]
fusr/lib/acct/runacct [ mmdd ] [ mmdd state ]
fusr/lib/acct/shutacct [ "reason’ ]
fusr/lib/acct/startup

fusr/lib/acct/turnacct on | off | switch

Description

chargefee can be invoked to charge a number of units to login-name. A record
is written to /usr/adm/fee to be merged with other accounting records during
the night.

ckpacct should be initiated via cron(C)). It periodically checks the size of
[usrjadm[pacct. If the size exceeds blocks, 1000 by default, turnacct will be
invoked with argument switch. If the number of free disk blocks in the /usr
file system falls below 500, ckpacct will automatically turn off the collection
of process accounting records via the off argument to turnacct. When at least
this number of blocks is restored, the accounting will be activated again. This
feature is sensitive to the frequency at which ckpacct is executed, usually by
cron.

16
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dodisk should be invoked by cron to perform the disk accounting functions.
By default, it will do disk accounting on the special files in /etc/default/filesys.
If the -o flag is used, it will do a slower version of disk accounting by login
directory. Files specify the one or more filesystem names where disk account-
ing will be done. If files are used, disk accounting will be done on these file
systems only. If the -o flag is used, files should be mount points of mounted
filesystems. If omitted, they should be the special file names of mountable file
systems.

lastlogin is invoked by runacct to update [usrfadm/acct/sum/loginlog, which
shows the last date on which each person logged in.

monacct should be invoked once each month or each accounting period.
Number indicates which month or period it is. If number is not given, it
defaults to the current month (01-12). This default is useful if monacct is to be
executed via cron(C) on the first day of each month. monacct creates sum-
mary files in [usrfadmjacct/fiscal and restarts summary files in
[ustrladmjacct/sum.

nulladm creates file with mode 664 and ensures that owner and group are
adm. It is called by various accounting shell procedures.

prctmp can be used to print the session record file (normally
[usrfadm/acct/nite/ctmp created by acctcon(ADM)). It takes one or more file
names as arguments; otherwise it reads from the standard input.

prdaily is invoked by runacct to format a report of the previous day’s
accounting data. The report resides in /usrjadm/acct/sum/rprtmmdd where
mmdd is the month and day of the report. The current daily accounting
reports may be printed by typing prdaily. Previous days’ accounting reports
can be printed by using the mmdd option and specifying the exact report date
desired. The -1 flag prints a report of exceptional usage by login ID for the
specified date. Previous daily reports are cleaned up and therefore inaccessi-
ble after each invocation of monacct. The -c flag prints a report of exceptional
resource usage by command, and may be used on current day’s accounting
data only.

prtacct can be used to format and print any total accounting (tacct) file.

runacct performs the accumulation of connect, process, fee, and disk account-
ing on a daily basis. It also creates summaries of command usage. For more
information, see runacct(ADM)).

shutacct is invoked during a system shutdown to turn process accounting off
and append a “reason” record to fetc/wtnip.

startup is called by /etc/init.d/acct to turn the accounting on whenever the sys-
tem is brought to a multi-user state.

turnacct is an interface to accton (see acct(ADM)) to turn process accounting

on or off. The switch argument turns accounting off, moves the current
[usrjadm/pacct to the next free name in /usrfadm/pacctincr (Where incr is a num-
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ber starting with 1 and incrementing by one for each additional pacct file),
then turns accounting back on again. This procedure is called by ckpacct and
thus can be taken care of by the cron and used to keep pacct to a reasonable
size. acct starts and stops process accounting via init and shutdown accord-

ingly.

Files
[usr/adm/fee accumulator for fees
[usrjadm/pacct current file for per-process accounting
fusrjadm/pacct* used if pacct gets large and during execution of daily
accounting procedure
Jetclwtmp login/logoff summary
[usr/libjacct/ptelus.awk contains the limits for exceptional usage by login ID
[usr/(libjacct[ptecms.awk contains the limits for exceptional usage by command
name
Jusrjadm/acct/nite working directory
[usr/libjacct holds all accounting commands listed in (ADM)
[usrfadmfacctsum summary directory, should be saved
See also

acct(ADM), acct(FP), acct(S), acctems(ADM), acctcom(ADM), acctcon(ADM),
acctmerg(ADM), acctprc(ADM), cron(C), diskusg(ADM), fwtmp(ADM),
runacct(ADM), utmp(F)

Standards conformance

18

chargefee is conformant with:
ANSI X3.159-1989 Programming Language — C.
ckpacct, lastlogin, pretmp, runacct and shutacct are conformant with:

AT&T SVID Issue 2.
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addxusers

create new user accounts given a traditional password file

Syntax

/tcb/bin/addxusers [ -esuv ] [ -t type ] [ file ]

Description

addxusers reads the specified file, which should be in traditional passwd(FP)
format (as found on XENIX systems), and creates the indicated accounts by
making equivalent entries in the system’s Jetc/passwd file and Protected Pass-
word database. The auth subsystem and chown kernel authorizations are
required to run addxusers. If no file is given, addxusers does not attempt to
add any new users and only performs certain consistency checks on the exist-
ing user accounts. A file of “-” means that the standard input should be read.

Login names must begin with a lowercase letter, must not already exist, must
not contain a slash ( /), and must not be longer than 8 characters.

Numeric user IDs must not be already assigned, and must be in the range 0 to
60000 (inclusive).

Numeric group IDs must be in the range 0 to 60000 (inclusive). Groups which
are missing from the file /etc/group generate a warning, as does membership in
a group associated with a protected subsystem.

Encrypted passwords are preserved; that is, users will be able to use their old
XENIX passwords to log onto the new system.

Any password-aging information which is present is translated into the
equivalent expiration parameters.

The comment field, initial working directory (home directory), and shell pro-
gram are preserved. Missing or inaccessible directories and shells are warned
about, as are non-absolute pathnames. Users should not share home direc-
tories.

With the -u option, addxusers expects file to contain a list (one per line) of
usernames to add to the Protected Password database. Each user must
already have an entry in /etc/passwd in XENIX format, which is used to make an
equivalent entry for the user in the Protected Password database. This allows
the system administrator to manually add entries to the /etc/passwd file, then
easily correct the protected password database to reflect these additions.

The -v option displays a “being processed” message (which includes the user-
name) for each user addxusers attempts to add to the system.
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Example

The -t option sets the type of each created user; if omitted, each user is classi-
fied as an “individual” person. The legal type values are:

Number Equivalent names Comments
0 root superuser All-powerful user (numeric ID 0).
1 operator Various classifications of
2 s50 security officer | anonymous system administration
3 admin administrator accounts.
4 pseudo pseudo-user General-purpose anonymous user.
5 general individual An individual’s personal account.
6 retired An account which is no longer used.

Normally, only minimal checks for corruption are carried out on the existing
[etc[passwd file before the new users are added: checks are only performed for
duplicated login names or numeric user IDs, and bad format. (These are all
fatal errors, and prevent any new users from being added.) The -e option
causes the same checks which are applied to new users to be applied to the
existing users (except for membership in a protected subsystem group). The
-s option checks the existing users for membership of a protected subsystem
group. As with new user accounts, not all of the problems which may be dis-
covered are fatal (many are only warnings).

Duplicated group names or numeric group IDs in the /etc/group file are warned
about. However, if a protected subsystem group is corrupted in this way, this
is a fatal error (no users are added).

20

The following steps should be performed when migrating a community of
users from a XENIX system:

1. Back up the home directories of the users on the XENIX system using
cpio(C) or tar(C). (Do not back up these files using absolute pathnames.
For example, if your accounts are in /usr, run your backup command
from that directory, not from /.)

2. Make a copy of fetc/passwd and [etc/group from the XENIX system. (Do not
back these files up with absolute pathnames either.)

3. After making certain you are in single user mode, extract the backup of
the user’s home directories on the new system. For example, if your user
accounts reside in fusr, the files should be extracted in /usr on the new
system. (Note that if you are using a mounted filesystem for your
accounts, you must mount it before extracting your backups.)

4.  Extract the copy of the passwd and group files in a temporary directory; for
example, /tmp[passwd and [tmp[group. Be careful not to overwrite the
[etc[passwd and [etc/group files on the new system.

5. Edit /tmp[passwd to remove “system” accounts (such as root and bin) and
any accounts that already exist on the new system.




See also

addxusers(ADM)

6. Separate the remaining accounts in /tmp/passwd (which are to be added to
the new system) into different files by user type. For example, place all
“pseudo-users” in a file called /tmp/pseudo and all “individual” users in
[tmp/[individual.

7. In your sorted [tmp account files, you should change login names,
numeric user IDs, numeric group IDs, initial working directories, and
shell programs as necessary to prevent conflicts with any accounts
already on the new system. (If any numeric user or group IDs are
changed, it may be desirable to chown(C) or chgrp(C) the appropriate
home directories and their contents on the new system.)

8. Merge /tmp/group (the saved copy of the XENIX system's [etc/group) with
the new system’s Jetc/group; see group(F). Again, make certain you are still
in single-user mode; if /etc/group is modified while in multi-user mode,
no-one will be allowed to login.

9. Run addxusers:

addxusers -t pseudo-user /tmp/pseudo 2>&1 | tee -a /tmp/errors
addxusers -t individual /tmp/individual 2>&1 | tee -a /tmp/errors

(If the /tcb/bin is not in the root PATH variable, you must specify the full
pathname.) It is advisable to save the standard output and error output
of addxusers (as shown above) for later analysis and correction.

Finally, use the Accounts = User = Examine menu of sysadmsh(ADM) to
customize the newly-created accounts as needed.

The authorizations may need customization, and accounts which are neither
individuals nor retired should have an “account which may su” assigned.

Notes

authcap(F), chgrp(C), chown(C), cpio(C), group(F), passwd(FP),
rmuser(ADM), su(C), sysadmsh(ADM), tar(C), tee(C), unretire(ADM)

When logging in, XENIX truncates passwords to eight (8) characters; SCO Sys-
tem V does not. Therefore, the user must not type more than eight characters
when the password from the XENIX system is in effect.

Passwordless accounts and other liberties XENIX allows are more restricted in
SCO System V. To continue to use such poor security practices requires cus-
tomizing the system defaults or the unsecure accounts.

Some standard accounts shipped with the system provoke warnings when the
-e or -s options are specified.

21



addxusers(ADM)

Some vendor’s systems support specifying a nice(S) value in the comment

field, or doing a chroot(S) to the home directory (called a sublogin). Both con-

structions are understood by addxusers, and the nice value is supported, but
sublogins are not in SCO System V and cause a warning.

Value added

22

addxusers is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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aioinfo(ADM)

print out AlO statistics

Syntax

aioinfo [ raw-device ]

Description

See also

aioinfo prints out information and internal statistics about AIO configuration
and use. By default, it opens /dev/rroot to get a file descriptor for the AIO ioctl;
if this is not accessible, or if support for AIO is not linked into the kernel, an
alternate AIO disk partition name must be specified.

The following is sample output:

total aio_info slots 5
active aio_info slots 2
number of memory locks 1
total locked memory 65536
total ureq structures 120
active ureq structures 23
free ureq structures 97
cumulative ureq usage 51843
maximum ureq usage 73
total aio buf structures 120
free aio buf structures 97

In this output, two processes are currently doing AIO. One has 65536 bytes of
memory locked, the other does not have a memory lock. 23 AIO requests are
currently pending. 51843 AIO requests have been issued since the machine
was booted, and the maximum number of simultaneous pending AIO
requests since boot was 73.

aio(M), aiolkinit(ADM), aiomemlock(F)
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aiolkinit

set up AIO memory locking permissions

Syntax
letc/aiolkinit [raw-device]

Description
The aiolkinit utility allows a system administrator to control which users
may lock memory for AIO use, and how much can be locked. This utility
reads the fusr/libjaiomemlock file, and sets up an internal kernel table entry for
each line.
Typically, aiolkinit is not invoked directly, but is called by a script in the
Jetc[rc2.d directory. Note that this script should be invoked before starting up
any program that uses AIO. Invoking aiolkinit after boot causes entries that
have been added to [usr/libjaiomemlock to be revised. Removing entries does
not affect their memory locking ability until reboot.
The aiolkinit program defaults to opening /dev/rroot to call the appropriate
AIO 1/0 control command (ioctl). If /dev/rroot does not support AIO, an alter-
nate AIO device must be provided as an argument.

Notes
This command can be run only by the super user.

File
Jusr/libjaiomemlock

See Also
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ale(ADM)

lock and update authentication files

Syntax

/tcb/bin/ale file program [ arguments ]

Description

Files

ale allows the authentication administrator to execute shell scripts that
update authentication files while in multiuser mode. The auth subsystem and
chown kernel authorizations are required to run ale.

file is the absolute pathname of the authentication file to be locked during the
update. program is the name of the shell script to perform the update, which
must reside in the /tcb/lib/auth_scripts directory. arguments are the arguments
to be passed to the script.

ale participates in the TCB locking protocol in attempting to create a lockfile
named file-t. If it is successful, the shell script is executed by the Bourne shell.
The script can then edit file, putting the results into file-t. If the script success-
fully completes its updates, it will exit with a code of 0. This signals ale to
unlock the file. It renames file to file-o, file-t to file, and finally removes file-o.
While the file-t is present, no other utility observing the TCB locking protocol
will update file.

If the shell script cannot complete the update it should exit with a code of 1,
which tells ale a problem has occurred. ale then displays an error message,
removes file-t and leaves file unchanged. If the shell script finds there is no
updating to be done it should exit with a code of 2, and ale removes file-t and
leaves file unchanged.

To access authentication files, ale executes the shell scripts with both real and
effective group IDs set to auth, and the user IDs set to the real user ID of the
user who called ale.

See also

[etclauth/systemfiles File Control database

fetc[group Group file

[tcbffiles[auth/? [+ User Authentication database
[etclauth/* System Authentication database

authcap(F), rmuser(ADM), ttyupd(ADM), unretire(ADM)
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Diagnostics

If ale detects an error, it displays an appropriate error message and exits with
code 1. Otherwise ale returns the exit status of program.

Notes

ale checks the permissions on the complete paths of file, program and the File
Control database itself against their entries in the File Control database. If any
discrepancies are found an appropriate “may be compromised” message
(including the pathname) is displayed and an entry is written to the audit
trail. integrity(ADM) and fixmog ADM can be used to analyze and fix the
problem.

Care should be taken when writing scripts which update authentication data.
If files are incorrectly updated it could cause the system to refuse further log-
ins.

Value added

ale is an extension of AT&T System V provided by The Santa Cruz Operation,
Inc.
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ap

generate account profile for propagation to other machines

Syntax

ap -d [ -v ][ usernames ]

ap -rf file [-0 1 [ -v ] [ usernames ]

Description

ap allows the propagation of user accounts by generating an archive that can
be loaded on other machines.

ap -d writes an account profile entry to the standard output for each user-
name specified. If no usernames are specified, account profiles are written for
all users listed in the password file.

ap -r restores account profile information from the file specified by the -f
option, which is assumed to be the product of a previous ap -d. If no user-
names are specified, all the account profiles contained in the file are restored:
otherwise only the account profiles for the specified users are restored.

An account profile entry consists of the user’s line from the password file fol-
lowed by all relevant parts of their Protected Password database entry. The
following Protected Password database fields are irrelevant and are not
copied:

Time of last unsuccessful password change.

Time of last successful and last unsuccessful login.

Terminal of last successful and last unsuccessful login.

Number of consecutive unsuccessful logins.

The -v (verbose) option causes ap to output a message to the standard error
for each account profile dumped or restored.

The -0 (overwrite) option causes ap to overwrite an existing account profile
which has the same username and user ID as one being restored. If the -0
option is not specified a message is output and existing entries are not
overwritten.

Examples

To dump the account profiles for users root and guest to a file called profiles
and display a message after each account profile is dumped:

ap -dv root guest > profiles

This file can then be transferred to another machine. To restore the account
profile for user root, overwriting any existing profile:

ap -ro -f profiles root
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Files

See also

Jetc/passwd Password file

Jetc/shadow Shadow Password file
[tcbffilesjauth(? [+ Protected Password database
Jetclauth/subsystems/+ Subsystem Authorizations database

addxusers(ADM), authck(ADM), authcap(F), fields(S), getprpwent(S),
getpwent(S), passwd(FP), subsystems(S)

Diagnostics

Notes

If ap detects a fatal error, it displays an appropriate error message and exits
with status greater than zero. If no errors are encountered, ap exits with status
zero.

ap requires the invoking user to be the super user or have the auth subsystem
authorization, and have both the chown and execsuid kernel authorizations.

As different machines may have different System Default values, the same
profile transferred to another machine may give the user different capabilities
simply because different default values are picked up for fields not present in
the user’s Protected Password database entry.

As the file containing the dumped account profile information is used to
update the password and Protected Password database, it must be protected
from unauthorized access in the same way the Protected Password database
entries themselves are protected.

Value added
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ap is an extension of AT&T System V provided by The Santa Cruz Operation,
Inc.




asktime(ADM)

asktime

prompt for the correct time of day

Syntax

/etc/asktime

Description

Examples

asktime - prompt for the correct time of day
asktimer - is alink to /etc/asktime.

This command prompts for the time of day. You must enter a legal time
according to the proper format as defined below:

[lyylmmddlhhmm
Here the first mm is the month number; dd is the day number in the month; hh
is the hour number (24-hour system); the second mm is the minute number;

yy is the last 2 digits of the year number and is optional. The current year is
the default if no year is mentioned.

This example sets the new time, date, and year to “11:29 April 20, 1995".

Current system time is Wed Nov 3 14:36:23 PST 1994
Enter time ([yymmdd]hhmm): 9504201129

Diagnostics

Notes

If you enter an illegal time, asktime prompts with:

Try again:

asktime is normally performed automatically by the /etc/rc2 system startup
scripts immediately after the system is booted; however, it may be executed at
any time. The command is privileged, and can only be executed by the super
user.

Systems which autoboot will invoke asktime automatically on reboot. On
these systems, if you don’t enter a new time or press (Return) within 1 minute
of invoking asktime, the system will use the time value it has. If (Return)
alone is entered, the time is unchanged.
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Value added

asktime is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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asroot

run a command as root

Syntax

/tcb/bin/asroot command [ args ]

Description

asroot allows an authorized user to run a command as superuser (root). Com-
mands that can be used with asroot are defined by the super user (see “Mak-
ing a command executable under asroot”) and must be present in the
[tebfiles[rootcmds directory. Only root can make entries in this directory.

To use asroot, the user must have either the root primary subsystem authori-
zation (which allows any command in the rootcmds directory to be run) or
have a secondary subsystem authorization with the same name as the com-
mand. In addition to one of these the user must also have the execsuid kernel
authorization.

By default, asroot asks the user for their account password before executing
the command. (This prevents an unauthorized user from using a terminal
which an authorized user has left without logging out.) This feature can be
turned off by entering the line “ASROOTPW=NO" in /etc/default/su. asroot also
logs its use by making entries in the SULOG logfile as configured in
Jetc/default/su.

If the command to run is a shell script then it will be executed by the Bourne
(/bin/sh) shell. The setting of the SHELL environment variable is not con-
sidered.

Making a command executable by asroot
To make a command executable by asroot, log in as root and do the following:

1. Copy the desired command into the /tcb/files/rootcmds directory. Do not
create a link if the permissions on the file are less restrictive than those
listed in the File Control database.

2. Change the permissions on the file to match those specified in the File
Control database. This can be done most conveniently with the
fixmog(ADM) command.

3. Edit the authorizations file Jetc/auth/system/authorize and add a comma and
the name of the new command to the end of the line beginning with
“root:”. This declares a new secondary subsystem authorization that can
be given to users like any other authorization with the sysadmsh(ADM)
Accounts = User = Examine:Privileges selection. Users can only execute
the command with asroot if they have the root authorization or the author-
ization corresponding to the name of the command.
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Default asroot commands

By default one command is shipped in the /tcbffiles/rootcmds directory: the
shutdown(ADM) command. Only trusted users should be given the root
authorization.

Files

[tcb/files[rootcmds asroot commands
[etc/auth/system[authorize subsystem authorizations
[etclauth[system/files File Control database
Jetc/default/su ASROOTPW and SULOG settings

See also

authsh(ADM), fixmog(ADM), integrity(ADM), subsystems(S)

Diagnostics

asroot returns an exit code of 1 when:

1. the length of the command name is greater than 16 characters

2. the user is not authorized to run the command

3. the command'’s execution bits in the /tcb/files/rootcmds directory are not set
properly

4. an integrity violation is detected

an authentication error is detected

6. an incorrect user password is entered
asroot will also return an exit code of 2 when no command name is given
or exit code of 3 if the command cannot be executed.

o

Notes

asroot checks the permissions of the complete pathname of all files it uses. If
any component of a path does not match its entry in the File Control database,
an integrity violation is reported. Run integrity(ADM) or fixmog(ADM) to dis-
cover where the integrity violation has occurred.

Care must be taken, when choosing commands to be executed by asroot, that
the root privilege is not given away accidentally. For example, if
sysadmsh(ADM) were to be run via asroot then any shell escapes would also
run as roof.

A line in Jetc/auth/system/authorize cannot exceed 1024 characters in length and
the sum of the number of primary and secondary authorizations cannot
exceed 32.

Value added

asroot is an extension of AT&T System V provided by The Santa Cruz Opera-
tion, Inc.
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atcronsh

at and cron administration utility

Syntax
Hasr/lib/sysadm/atcronsh
Description
atcronsh is the screen interface invoked by the sysadmsh(ADM)
Jobs = Authorize selection. It is used to specify users allowed to use the
cron(C), at(C) and batch (see at(C)) commands. It also allows the at(C) and
batch prototype files to be edited.
The program allows a system default for cron(C), at(C) and batch to be given.
The defaults can be:
none No user authorized
allow All users allowed to use the commands unless a user is specifically
denied
deny All users denied to use the commands unless a user is specifically
authorised
The default setting decides whether an allow or deny file is to be used (deny
file means /usr/lib/cronfcron.deny or at.deny, allow file means at.deny or
[usr/liblcron/cron.deny).
For each user (unless the none system default has been chosen), a specific
authorization for cron(C), at(C) and batch may be given. The allow and deny
files are interpreted as follows:
e if an allow file exists, and the user name appears in it, the user is
allowed access.
e if an allow file exists, access is denied
e if a deny file exists and the user name appears in it, access is denied
o if a deny file exists, access is allowed
e access is denied
Files

[usr/libjcronfcron.allow
[usr/libjcron/cron.deny
[usr/(libfcron/at.allow
[usr/libjcron/at.deny
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See also

at(C), auditsh(ADM), authsh(ADM), backupsh(ADM), cron(C), lpsh(ADM),
sysadmsh(ADM)

Notes

Invoking atcronsh(ADM) is not recommended; use the sysadmsh(ADM)
Jobs = Authorize selection.

Value added

atcronsh is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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auditcmd(ADM)

command interface for audit subsystem activation, termination, statistic retrieval, and subsystem

notification
Syntax

/tcb/bin/auditemd [-e ] [-d][-s][-c][-m][-q]
Description

The auditemd utility is used to control the audit subsystem. This command

may only be executed by processes with the configaudit kernel authorization

since the audit device is used.

auditcmd allows the specification of the following options:

-e Enable the audit subsystem for audit record generation. The enabling
of the audit subsystem initializes subsystem parameters from the
[teb/filesjaudit/audit_parms file. This file is established using the
sysadmsh(ADM) Audit selections.

-s Inform the audit subsystem that a system shutdown is in progress.
The subsystem will continue audit record generation to a temporary
directory on the root file system. The audit daemon is also modified
so that it will survive the shutdown. The subsystem will continue to
generate audit records until disabled.

-d Disable the audit subsystem. All audit record generation ceases and a
termination record is written to the audit trail. This record results in
the termination of the audit daemon. The subsystem properly syn-
chronizes to ensure that the audit daemon has read all records from
the audit trail before the system is allowed to terminate.

-m Inform the audit subsystem that multi-user run state has been
achieved and that alternate audit directories specified by the adminis-
trator using sysadmsh are now mounted and available.

-c Retrieve audit subsystem statistics from the audit device.

-q Perform the specified option silently. Do not report errors attributable
to the audit subsystem not being enabled at the moment.

See also
audit(HW)

“Using the audit subsystem,” chapter of the System Administrator’s Guide.
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Diagnostics

auditcmd returns 0 on success, 1 on command line argument error, and -1 on
failure actions. Reasons for failure include parameter file inconsistencies, lack
of permission, and security database inconsistency.

Value added

auditemd is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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auditd

read audit collection files generated by the audit subsystem and compact the records

Syntax

/tcb/bin/auditd [ -y 1 [-n]

Description

auditd is the audit daemon process which is spawned whenever the audit
subsystem is enabled. The audit subsystem continually generates audit
records writing them to intermediate files called audit collection files. At any
time, there may be many collection files since the subsystem continually
switches files to ensure that no single file grows excessively large.

The daemon is responsible for reading the audit collection file records from
the subsystem, compacting them to provide space savings, and writing the
compacted records to files which will later be used for reduction. To read the
records from the subsystem, the daemon uses the /dev/auditr device. The dae-
mon exclusively reads this file which is managed by the subsystem. Each
read request returns a block of data from a collection file. The audit subsystem
insures that the data is returned in the proper order and also handles file
management associated with the multiple collection files. This provides the
daemon with a single read focal point.

As a block of data is returned to the daemon, it is optionally compacted and
the record, with its size prepended, is written to the current audit output file.
Like the audit subsystem, the daemon is capable of writing many different
output files in a number of administrator-specified directories to avoid
overflowing any one file system. As each output file is written, the daemon
records the name in a log file which is used by the reduction program. This
log file provides an output file trail alleviating the need for the administrator
to keep up with file generation or to recreate the sequence of output file writ-
ing. The compaction of output files and the selection of audit directories is
controlled by the administrator interface utility auditsh(ADM).

Each time the audit subsystem is enabled, a new audit session is created. The
session is identified by a session ID which is used to stamp the output files
generated by the audit daemon and the log file that identifies them. auditif is
used to examine daemon log files in the /tcb/files/audit directory to identify the
session and the date/time of the start and end of the session. In this manner,
the administrator need not know the session ID but only the dates for which
data reduction is desired.

When the daemon is started, a recovery mechanism is invoked to determine if
the previous audit session was terminated normally. If abnormal termination
occurred, there may be audit records written by the subsystem to collection
files that were not read by the daemon and compacted to an audit output file.
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Files

The daemon recovery mechanism provides the capability to recover these
records and update the output files from the previous session as necessary.
The recovery mechanism will interactively query whether recovery is desired
if abnormal termination occurred. The -y and -n options may be used to avoid
the interactive question.

The daemon also provides a mechanism whereby applications that are not
privileged to open and write audit records to the audit device are able to send
the daemon audit records. These are, in turn, written to the audit subsystem.
To provide this service, the daemon creates a message queue which only cer-
tain applications with specific permission are able to send messages to. When
one of the applications wishes to generate an audit record using this mecha-
nism, the record is first constructed and then written to the message queue.
The specific message queue is identified in the file /tcb/files/audit/audit_dmninfo.
This file contains the audit_dmninfo structure which is defined in the include
file sysjaudit.h. The first field is the process ID of the daemon and the second is
the message queue identifier. After the message has been written to the queue
by the application, the application will generate a SIGUSR1 to the daemon
indicating a message is waiting. The daemon responds by reading the mes-
sage queue and writing the record to the audit subsystem device.

See also

[devjauditr

[dev/auditw
[tebffilesfaudit/audit_dmninfo
[tcb/filesjaudit/ CAFLOG.xxxxxx

audit(HW)

“Using the audit subsystem,” chapter of the System Administrator’s Guide

Diagnostics

Upon successful completion at the termination of auditing by the subsystem,
the program exits with a status of 0. Otherwise, a diagnostic message is
printed and the program exits with a status of -1.

Value added
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auditsh(ADM)

menu driven audit administration utility

Syntax

fusr/lib/sysadm/auditsh

Description

See also

auditsh is the screen interface invoked by the sysadmsh(ADM)
System = Audit selection. This selection controls the audit subsystem, allow-
ing establishment of audit subsystem initialization parameters, specification
of criteria for selecting output records during reduction, report generation,
dynamic changing of subsystem parameters, and backup and restore of com-
pacted audit output files.

If the environment variable PAGER is set, the specified program is used to dis-
play reports sent to the terminal.

Note

atcronsh(ADM), auditemd(ADM), auditd(ADM), authsh(ADM),
backupsh(ADM), lpsh(ADM), reduce(ADM), sysadmsh(ADM)

Invoking auditsh(ADM) is not recommended; use the sysadmsh(ADM)
System = Configure = Audit selection.

Value added

auditsh is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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authck

check internal consistency of authentication database

Syntax

/tcb/bin/authck [-p ] [-t1[-al[-s[-n | -y ]l[-v]

Description

authck checks both the overall structure and internal field consistency of all
components of the Authentication database. It reports all problems it finds.
The options and tests are as follows:

P

-t

-S

-a

'
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Check the Protected Password database. A number of tests are per-
formed. The Protected Password database and /etc/passwd are checked
for completeness such that neither contains entries not in the other.
Once this is done, the fields common to the Protected Password data-
base and /etc/passwd are checked to make sure they agree. Then, fields in
the Protected Password database are checked for reasonable values. For
instance, all time stamps of past events are checked to make sure they
have times less than that returned by time(S).

The fields in the Terminal Control database are checked for reasonable
values. All time stamps of past events are checked to make sure they
have times less than returned by time.

The Protected Subsystem database files are checked to ensure they
correctly reflect the subsystem authorization entries in the Protected
Password database. Each name listed in each subsystem file is verified
against the Protected Password entry with the same name, so that no
authorization is inconsistent between the files. Also, each Protected
Password entry is scanned to ensure that all the privileges listed do in
fact get reflected in the Protected Subsystem database. If any incon-
sistencies are found and neither the -n or -y flags have been given, the
administrator is asked whether authck should repair the Subsystem
database. The -y flag makes authck repair the database without asking
first and the -n flag makes authck abort the repair phase.

This option is shorthand for turning on all the -p, -t, and -s, options.

This option provides running diagnostics as the program proceeds. It
also produces warnings on events that should not occur but otherwise
do not harm the Authentication database and the routines operating on
it.
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Files
Jetc[passwd System password file
[tcb/files[auth/? [+ Protected Password database
Jetclauth[system/ttys Terminal Control database
Jetclauth[system|/files File Control database
Jetc/auth[subsystems[+ Protected Subsystem database
[etc/auth[system/default System Defaults database

See also
authcap(F), getprpwent(S), getprtcent(S), getprfient(S), getprdfent(S),
integrity(ADM), subsystem(S)
“Maintaining System Security” chapter of the System Administrator’s Guide

Notes
authck requires the invoking user to be root or have the auth subsystem
authorization. The chown kernel authorization is also required for authck to
repair the subsystem databases.

Value added
authck is an extension of AT&T System V provided by The Santa Cruz Opera-
tion, Inc.
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authsh

administrator interface for authorization subsystem

Syntax

fusr/lib/sysadm/authsh

Description
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authsh is the screen interface invoked by the sysadmsh(ADM) Accounts selec-
tion to administer the authorization subsystem. It is a full screen menu-driven
interface that provides the functions necessary to control the generation and
maintenance of user and system passwords, the terminal database configura-
tion, terminal and account locking, and the generation of administrator
reports on system activity.

The functions supported by the main level menu are:

User

Defaults

Terminal

Report

Check

This category of screen interfaces is provided for the setup and
maintenance of user accounts and user account passwords. The
screens are used to add, update, display, and delete user
accounts from the system. Also, modifications to user account
passwords or modifications to the various criteria controlling
the generation of account passwords is accomplished using this
menu option.

These options are provided for the maintenance of system-wide
parameters like default privileges, password expiration, pass-
word lifetime, single-user password requirement, restrictive
password generation, and the delay time between login
attempts. These parameters apply on a global system basis
rather than a user account basis.

The terminal database interface screens are used for the mainte-
nance of the database entries to support the addition, deletion,
and update of terminal information. Additionally, this category
includes the necessary screens for setting and clearing locks on
specific terminals.

This category provides the administrator with a method of gen-
erating various reports on system activity. Report types include
password database, terminal database, and login activity
reports.

This option provides the administrator with a consistency check
on databases (protected password, terminal control database,
and subsystem database) and the password file (fetc/passwd).
The password check returns system account warning messages.
This option is not normally used.




See also

authsh(ADM)

passwd(C)

“Maintaining system security,” chapter of the System Administrator’s Guide

Files

Jetc/group

Jetc[passwd
[tcbffilesfauth/[a-z]*
[etclauth/subsystems/*
[etc/auth/system
Jetc/default/authsh

letc/default/authsh fields

The field values of /e
LOGIN_GROUP

OTHER_GROUPS

SHELL

HOME_DIR

HOME_MODE

USER_TYPE

tc/default/authsh are:
Name of default login group. Must exist in /etc/group.

List of groups the user is to be a member of. Each group
listed must exist in /etc/group. The LOGIN_GROUP does
not need to be included in this list. The groups in the list
may be separated by commas (, ) or spaces.

Name of default login shell, either the name of a shell
defined in /usr/lib/mkuser, or the full pathname of an exe-
cutable file. Note that the empty name is legal but is not
equivalent to either sh or /bin/sh.

Default absolute pathname of parent directory of user'’s
home directory. The home directory itself has the same
name as the user. This parent directory must be r/w/x
by group auth.

Default permissions for the user's home directory. Note
that both HOME_DIR and HOME_MODE default settings
can be overridden on a shell-specific and /or path-specific
basis.

Default type of user:

Individual Individual’s personal account, used by
one person, and one person only.

Operator

Administrator

43



authsh(ADM)

Note

Security Officer Various classifications of accounts
potentially used by more than one indi-
vidual.

Pseudo-user =~ Anonymous account never directly used
by a user.

All user types except Individual must have an associated account which is
allowed to su(C) to the user.

UID

GID

MIN_USER_NAME

MAX_USER_NAME

MIN_GROUP_NAME

MIN_ADMIN_UID to MAX_ADMIN_UID, inclusive:
UID values the administrator may choose.

MIN_SUGGEST_UID to MAX_SUGGEST_UID, inclusive:
UID values the system may suggest.

Note that UIDs less than 200 are reserved and should not
be used.

Similar to UID ranges.

Note that GIDs less than 100 are reserved and should not
be used.

Minimum length of an acceptable user name (default: 3
characters).

Maximum acceptable length of a user name (default: 8
characters).

Minimum length for a group name (default: 3 characters).

MAX_GROUP_NAME

Maximum length for a group name (default: 8 charac-
ters).

Invoking authsh(ADM) is not recommended; use the sysadmsh(ADM)

Accounts selection.

Value added

authsh is an extension of AT&T System V provided by The Santa Cruz Opera-

tion, Inc.
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autoboot

automatically boot the system

Description

The system can be set up to go through the boot stages automatically (as
defined in /etc/default/boot) when the computer is turned on (booted), provided
no key is pressed at the boot(HW) prompt.

If boot times out and AUTOBOOT=YES, then the word “auto” is passed in the
boot string and init(M) is passed a -a flag.

In addition, the TIMEOUT entry can be set to specify the number of seconds to
wait before timing out.

The autoboot procedure checks the file /etc/default/boot for the following
instructions on autobooting:

AUTOBOOT=YES or NO Whether or not boot(HW) times out and loads
the kernel. boot looks for this variable in the
[etc/default/boot file on its default device.

MULTIUSER=YES or NO Whether or not init(M) invokes sulogin or
proceeds to multi-user mode.

PANICBOOT=YES or NO Whether or not the system reboots after a
panic). This wvariable is read from
[etc/default[boot by init.

RONLYROOT=YES or NO Whether or not the root filesystem is mounted
readonly. This must be used only during in-
stallation, and not for a normal boot. It will
effectively prevent writing to the filesystem.

DEFBOOTSTR=bootstring  Set default bootstring to bootstring. This is the
string used by boot when the user presses
(Return) only to the “Boot:” prompt, or when
boot times out.

SYSTTY=x If x is 1, the system console device is set to the
serial adapter at COM. If x is 0, the system con-
sole is set to the main display adapter.

SLEEPTIME=n Sets the time (in seconds) between calls to
sync.
TIMEOUT=n Where 7 is the number of seconds to timeout at

the “Boot:” prompt before booting the kernel (if
AUTOBOOT=YES). If TIMEOUT is unspecified,
defaults to one minute.
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If either the /etc/default/boot file or the variable needed cannot be found, the
variable is assumed to be NO. However, if the filesystem cannot be found,
PANICBOOT is set to YES.

If the UNIX mail system, mail(C), is installed on the system, the output of the
boot sequence is mailed to root. Otherwise, the system administrator should
check the file /etc/bootlog for the boot sequence output. The output of
fsck(ADM) is temporarily saved in the file /dev/recover before it is moved to
[etc[bootlog and finally may be sent to the system administrator via mail.

Other boot options which take affect during autoboot are documented on the
boot(HW) manual page.

Files
[etc[bootlog boot output log for autobooting systems
Jetc/default/boot boot information file
Jetcfrc2 instructions for entering multi-user mode, includes
mounting and checking additional filesystems
Jetc[sulogin executed at startup, prompts the user to press (Ctrl)d
for multi-user mode or to enter the root password for
maintenance mode
[dev[recover allows saving of fsck output
[dev/scratch temporary fsck file for large filesystems
See also
boot(HW), fsck(ADM), init(M)
Notes
The utilities invoked during the boot procedure are passed the -a flag and
time out only when the system autoboots. For example, asktime(ADM) times
out after 30 seconds when the system autoboots, but waits for a response
from the user any other time it is invoked.
The previous boot modes of AUTO=CLEAN, DIRTY, NEVER have been
retained for backwards compatibility, but are ignored if any of the newer
modes are present.
Value added
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autoboot is an extension to AT&T System V developed by The Santa Cruz
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backup(ADM)

performs UNIX backup functions

Syntax

backup [-t][-p | -c | -ffiles | -u"userl [ user2 "] -ddevice
backup -h

Description

See also

The UNIX backup utility is a front-end for the cpio(C) utility. Use
restore(ADM) to restore backups made with this utility. It is not recom-
mended for routine system backups; use the sysadmsh(ADM) interface for
system backups.

-h produces a history of backups. Tells the user when the last complete and
incremental /partial backups were done.

-c complete backup. All files changed since the system was installed are
backed up.

-p incremental/partial backup. This option backs up only the files that have
been modified since the date of the last backup. A complete backup must
be performed before a partial backup.

-f backup files specified by the <files> argument. File names may contain
characters to be expanded (that is, *,.) by the shell. The argument must be
in quotes.

-u backup a user’s home directory. All files in the user's home directory will
be backed up. At least one user must be specified but it can be more. The
argument must be in quotes if more than one user is specified. If the user
name is "all", then all the user’s home directories will be backed up.

-d used to specify the device to be used. It defaults to /dev/rdsk/f0q15d (the
1.2M floppy).

-t used when the device is a tape. This option must be used with the -d
option when the tape device is specified.

A complete backup must be done before a partial backup can be done. Raw
devices rather than block devices should always be used. The program can
handle multi-volume backups. The program will prompt the user when it is
ready for the next medium. The program will give you an estimated number
of floppies/tapes that will be needed to do the backup. Floppies MUST be for-
matted before the backup is done. Tapes do not need to be formatted, except
mini-cartridge tapes. If backup is done to tape, the tape must be rewound.

xbackup is the equivalent utility for XENIX filesystems.

restore(ADM)
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backupsh

menu driven backup administration utility

Syntax

fust/lib/sysadm/backupsh

Description

backupsh is the screen interface invoked by the sysadmsh(ADM) Backups
selection to administer the backup subsystem. backupsh allows scheduled
and non-scheduled backups to be taken. Complete filesystems or single files
or directories may also be restored. It also allows the /usr/lib/sysadmin/schedule
file to be edited.

backupsh can be used with both UNIX and XENIX filesystems. If a UNIX
filesystem is being used then backupsh calls cpio(C): if a XENIX filesystem is
being used then backupsh calls xbackup(ADM) or xrestore(ADM).

Refer to atcronsh(ADM) for details of environment variables that backupsh

uses, the usage is the same except that backupsh uses the specific variable
BACKUP instead of ATCRON.

File

[usr(lib/sysadmin/schedule

See also

at(C), atcronsh(ADM), auditsh(ADM), authsh(ADM), backup(ADM), cpio(C),
cron(C), Ipsh(ADM), restore(ADM), sysadmsh(ADM)

Note

Invoking backupsh(ADM) is not recommended; use the sysadmsh(ADM)
Backups selection.

Value added

backupsh is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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badtrk(ADM)

scan fixed disk for flaws and creates bad track table

Syntax
letc/badtrk [-e [-m max 1] [-s qtdn]1[-v ][ -f device ]
Description
Used chiefly during system installation, badtrk scans the media surface for
flaws, creates a new bad track table, prints the current table, and adds and
deletes entries in the table. Bad tracks listed in the table are “aliased” to good
tracks, such that when a process tries to read or write a track listed in the bad
track table, one of the replacement tracks is used instead. These replacement
tracks are allocated when badtrk is run during installation. Changing the
number of replacement tracks allocated may require re-installation of the op-
erating system, so the number of replacement tracks allocated should be fairly
large.
Options
-f device Opens the partition device and reads the bad track table
associated with that partition. device must be a UNIX par-
tition of a fixed disk: /devfrhdOa for the first drive,
/devfrhdla for the second, and so on. The default is
/dev/rhdOa.
-e Used by the installation procedure, the -e flag causes
badtrk to change the size of the bad track table.
WARNING: The -e flag should not be invoked by the
user. Use of the -e may restructure the hard disk, render-
ing much of the information stored on it unusable.
-m max Used only in non-interactive mode in conjunction with -e,

-s arguments

-m sets the maximum number of bad tracks to max.

Invokes badtrk non-interactively, causing it to scan the
disk for bad tracks and enter any errors found in the bad
track table. The arguments specify either quick or
thorough, and either destructive or non-destructive scan:

[qluick
[tlhorough
[d]estructive
[n]on-destructive

The user should specify either q or t, and either d or n.
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Usage

v Used only in non-interactive mode in conjunction with -e,
-v displays progress messages indicating how much of
the disk has been scanned.
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When badtrk is executed interactively, the program first displays the main
menu:

Print Current Bad Track Table

Scan Disk (You can choose Read-Only or Destructive later)

Add Entries to Current Bad Track Table by Cylinder/Head Number
Add Entries to Current Bad Track Table by Sector Number

Delete Entries Individually From Current Bad Track Table
Delete All Entries From Bad Track Table

YU W N
P

Enter your choice or q to quit:

You are prompted for option numbers, and, depending upon the option, more
information may be queried for later.

A bad track table (option 1) might look like this:

Defective Tracks

Cylinder Head Sector Number(s)

1. 190 3 12971-12987

Option 2 scans the disk for flaws. If changes have been made to your bad
track table since you last updated the table on disk (or since you entered
badtrk), you will be asked if you want to update the disk with the new table
before scanning. You should answer “y” to save your changes, “n” if you
don’'t want to save changes made up to this point. Next you are prompted to
specify the kind of scan you wish to perform: either quick or thorough, and
either destructive or non-destructive. Choosing a destructive scan will cause
all data in the scanned region to be lost. After you respond to these prompts,
badtrk begins its scan. You can interrupt a scan by typing “q” at any time.
You are then prompted to continue the scan or return to the main menu.

As the program finds flawed tracks, the location of each bad track is dis-
played. An example error message might be:
wd: ERROR : on fixed disk ctlr=0 dev=0/47 block=31434 cmd=00000020
status=00005180, sector = 62899, cylinder/head = 483/4
(You may see this kind of message if there is a read or write error during the
scanning procedure.)

When the scan is complete, the main menu reappears. The program automat-
ically enters any detected flaws in the bad track table.

If your disk is furnished with a flaw map, you should enter these flaws into
the bad track table. Select either option 3 or 4, depending upon the format of
the flaw map furnished with your disk. Enter the defective tracks, one per
line. (This should only be done on non-remapped drives; see cautions under
“Notes”.)




Notes
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When you are satisfied that badtrk contains a table of the desired flaws, quit
the badtrk program by entering “q” at the main menu.

If badtrk was invoked with the -e flag (Which should only occur when called
by mkdev hd during the installation procedure), and the disk contains a valid
division table, the following message is displayed prior to the badtrk menu:

This device contains a valid division table. Additional

(non-root) filesystems can be preserved across this reinstallation.

If you wish to be able to preserve these file systems later, you must

not change the current limit of the bad track table, which is

n bad tracks. Do you wish to leave it unchanged? <y/n>:
If you respond “y”, you will not be prompted later to enter a new limit for the
size of your bad track table. You can add or delete entries, but you will not be
allowed to increase the maximum number of bad tracks allocated. If you
respond “n” and the size of your bad track table is changed, your disk division
table will be destroyed.

If you do not have a valid disk table or you selected “n” when prompted, you
are prompted for the number of replacement tracks to allocate. There will be
a recommended number of replacement tracks to allocate based on the num-
ber of known bad tracks plus an allowance for tracks that may go bad in the
future. You should choose to allocate at least the recommended number of
replacement tracks. Make your choice carefully, because if you want to
change this amount later, you will have to reinstall.

Before exiting, badtrk will ask whether you wish to update the device with
the new bad track table. If you wish to save you changes, answer “y”. If you
wish to leave the bad track table as it was before running badtrk, answer “n”.

File

This utility only applies to standard disk controllers and not SCSI host
adapters or IDA controllers. badtrk can only be used in single-user mode.

If a bad spot develops in the boot blocks or system tables at the very begin-
ning of the partition, reinstallation is required.

"o

Some disk controllers support alternate modes known as "translation”, "map-
ping" or "63-sector" modes, that change the apparent shape of the drive. This
is often used to make a drive that has more than 1024 cylinders appear to
have less cylinders in order to make it compatible with MS-DOS. If your drive
has been formatted using one of these options, do not use options 3 and 4 to
manually add entries to the bad track.

Jetc/badtrk

Value added

badtrk is an extension of AT&T System V provided by The Santa Cruz Opera-
tion, Inc.
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brc, bcheckre

system initialization procedures

Syntax
letc/bcheckrce [ -a ]
letc/bre

Description
brc - clears mounted filesystem table and adds entry for root filesystem
bcheckrc - checks root filesystem
These shell procedures are executed via entries in /efc/inittab by init(M) when-
ever the system is booted (or rebooted).
First, the bcheckrc procedure checks the status of the root filesystem. If the
root filesystem is found to be bad, bcheckrc repairs it. When invoked with
the -a (autoboot) flag, bcheckre will run without operator intervention. init
calls bcheckre with the -a flag when the system autoboots.
Then, the brc procedure clears the mounted filesystem table, /etc/mnttab, and
puts the entry for the root filesystem into the mount table.
After these two procedures have executed, init checks for the “initdefault”
value in /efc/inittab. This tells init in which run-level to place the system.
Since “initdefault” is initially set to 2, the system will be placed in the multi-
user state via the /etc/rc2 procedure.
Note that bcheckre should always be executed before bre. Also, these shell
procedures may be used for several run-level states.

See also
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btldinstall(ADM)

install boot-time loadable device drivers into the Link Kit

Syntax

letc/btldinstall mount_dir

Description

This command asks the user which packages on a boot-time loadable device
driver diskette (the btld(F) diskette) are to be installed, and then adds the
appropriate drivers to the Link Kit. A “package” is a directory hierarchy
which contains one or more drivers, and associated files.

mount_dir is expected to be the root directory of a mounted btld diskette.
btldinstall is typically run by a Bourne shell ( sh(C)) script (/instal /INSTALL)
which is always present on a btld diskette. /instal/INSTALL is itself run au-
tomatically by installpkg(ADM).

btldinstall performs the following actions, in order:

a)

b)

Ensure the Link Kit is installed. If it is not, the user is asked whether to
install it using custom(ADM), or to abandon the installation of boot-
time drivers.

Asks the user which boot-time loadable device driver packages to
install. The default behavior is that btldinstall installs all the packages
on the btld diskette which are also in the package string (see string(M)).

Then once per required package:

)
d)

e)

g)

h)
i)

If the Bourne shell script /pkg/install/copyright exists and is executable
it is run.

If the Bourne shell script /pkg/install/preinstall exists it is run as
though it were part of btldinstail.

The list of drivers in /pkg/install/drivers is checked to determine if a
driver with the same name already exists in the Link Kit. The user is
asked to resolve this conflict, either by replacing the driver in the Link
Kit or by choosing not to install the boot-time loadable driver.

The drivers are installed with idinstall(ADM).

If the hierarchy /pkg/new exists, it is copied to the hard disk as if it were
" / II.

If the file /pkg/install/pkg.name exists it is copied to /usr/foptions/pkg.name.

If the Bourne shell script /pkg/install/postinstall exists it is run as
though it were part of btldinstall.
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The following environment variables are available for use in scripts run by
btldinstall:

$pkg The current package being installed.
$pkginst  All packages to be installed.
$okdrivers All drivers to be installed for this package.

See also
boot(HW), btld(F), idinstall(ADM), installpkg(ADM), string(M)

Notes

If an error occurs during the installation, btldinstall unwinds changes to the
Link Kit to leave it in a working state.

Value added

letc/btldinstall is an extension of AT&T System V provided by The Santa
Cruz Operation, Inc.
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captoinfo

convert a termcap description into a terminfo description

Syntax

captoinfo [-v...]1[-V][-1][-w width ] file ...

Description

File

The captoinfo command looks in file for TERMCAP descriptions. For each
one found, an equivalent terminfo(F) description is written to standard output,
along with any comments found. A description which is expressed as relative
to another description (as specified in the TERMCAP “tc=" field) will be
reduced to the minimum superset before being output.

If no file is given, then the environment variable TERMCAP is used for the file
name or entry. If TERMCAP is a full pathname to a file, only the terminal
whose name is specified in the environment variable TERM is extracted from
that file. If the environment variable TERMCAP is not set, then the file
Jetc/termcap is read.

-V print out tracing information on standard error as the program runs.
Specifying additional -v options will cause more detailed information
to be printed.

-V print out the version of the program in use on standard error and exit.

-1 cause the fields to print out, one to a line. Otherwise, the fields will be
printed several to a line, up to a maximum width of 60 characters.

-w  change the output to width characters.

Notes

fusr(libfterminfo/? [+ compiled terminal description database

Certain termcap defaults are assumed to be true. For example, the bell charac-
ter (terminfo bel) is assumed to be "G. The linefeed capability (termcap nl) is
assumed to be the same for both cursor_down and scroll_forward (terminfo
cud1 and ind, respectively). Padding information is assumed to belong at the
end of the string.

The algorithm used to expand parameterized information for termcap fields
such as cursor_position (termcap cm, terminfo cup) will sometimes produce a
string which, though technically correct, may not be optimal. In particular,
the rarely used termcap operation %n will produce strings that are especially
long. Most occurrences of these non-optimal strings will be flagged with a
warning message and may need to be recoded by hand.

The short two-letter name at the beginning of the list of names in a termcap
entry, present for backwards compatibility, has been removed.
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Diagnostics
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tgetent failed with return code m (reason).
The termcap entry is not valid. In particular, check for an invalid
“tc=" entry.

unknown type given for the termcap code cc.
The termcap description had an entry for cc whose type was not
Boolean, numeric, or string.

wrong type given for the Boolean (numeric, string) termcap code cc.
The Boolean termcap entry cc was entered as a numeric or string
capability.

the Boolean (numeric, string) termcap code cc is not a valid name.
An unknown termcap code was specified.

tgetent failed on TERM=term.
The terminal type specified could not be found in the termcap
file.

TERM=ferm: cap cc (info #i) is NULL:REMOVED.
The termcap code was specified as a null string. The correct way
to cancel an entry is with an “@”, as in “:bs@:”. Giving a null
string could cause incorrect assumptions to be made by the soft-
ware which uses termcap or terminfo.

a function key for ccwas specified, but it already has the value vv.
When parsing the “ko” capability, the key cc was specified as
having the same value as the capability cc, but the key cc
already had a value assigned to it.

the unknown termcap name cc was specified in the ko termcap capability.
A key was specified in the “ko” capability which could not be
handled.

the vi character v (info #i) has the value xx, but ma gives n.
The “ma” capability specified a function key with a value dif-
ferent from that specified in another setting of the same key.

the unknown vi key v was specified in the ma termcap capability.
A vi(C) key unknown to captoinfo was specified in the “ma”
capability.

Warning: termcap sg (mm) and termcap ug (mm) had different values.
terminfo assumes that the “sg” (now “xmc”) and “ug” values
were the same.

Warning: the string produced for i may be inefficient.
The parameterized string being created should be rewritten by
hand.
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Null termname given.
The terminal type was null. This is given if the environment
variable TERM is not set or is null.

cannot open file for reading.

The specified file could not be opened.
See also

curses(S), infocmp(ADM), terminfo(F), tic(C)
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chg_audit

enable and disable auditing for the next session

Syntax

/tcb/lib/chg_audit [ on ]

Description

Files

chg_audit enables and disables auditing for the next session (next reboot). It
edits the /etc/inittab and [etc/conf/cf.d/init.base files to add or remove the audit
startup command when the system is rebooted. The command is normally
invoked by the auditsh(ADM).

If on is specified, then auditing is enabled. If no argument is given, then the
audit lines are removed from the inittab files.

See also

Jetcfinittab
Jetc[conf/cf.d/init.base

auditsh(ADM), sysadmsh(ADM)

Value added
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checkaddr

MMDF address verification program

Syntax

fusr/mmdf/bin/checkaddr [ -w ] [ addresses... |

Description

See also

The checkaddr program is used to check the validity of an address within the
local mail system (MMDF). checkaddr can be given addresses either on the
command line, one address per argument, or a list of addresses can be given
to checkaddr on the standard input, one address per line. The latter mode is
used for checking the addresses in a mailing list as in checkaddr < mailing-
list-file. checkaddr announces each address on a separate line and follows
the address with its status (normally “OK”). checkaddr uses submit(ADM) to
do the address verification.

If the -w option is given, checkaddr causes submit to generate a detailed sub-
mission tracing. This can sometimes be useful to help find problems in alias
files or mailing lists.

Credit

submit(ADM)

MMDF was developed at the University of Delaware and is used with permis-
sion.
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checkque

MMDF queue status report generator

Syntax

fusr/mmdf/bin/checkque [ -fpsz ] [ -tage [ m ]] [ -c channel channel ...]

Description

Files

checkque reports on the amount of mail waiting in the MMDF distribution
queue. It indicates the total number of messages and the size of the queue
directory. It then lists the number of messages waiting for each transmission
channel.

The -c option allows one or more channel names to be specified. If present,
checkque restricts its report to the named channels.

The -f option causes checkque to print the name of the oldest queued mes-
sage for each channel. -p causes only channels with “problems” to be listed.
Problems are defined as channels with mail waiting for over some “problem
threshold”. The default problem threshold is 24 hours. The -t option is used
to change the problem threshold. A number of hours (or minutes, if m is
appended) should appear without a space after the -t. -s forces an abbrevi-
ated summary listing instead of the normal multi-line report. -z causes chan-
nels with no messages queued to be skipped in the report.

Because the mail queue usually is protected from access by any uid, except
MMDF, checkque should be run under root or mmdf uid. It should not be
made setuid() to mmdf unless you want to allow non-staff members to see the
queue status.

Most configurations will have only two channels. One is for local delivery
and the second is for off-machine relaying, such as by calling out or by being
called up, or by attaching to ArpaNet hosts. Local delivery usually happens
at the time of submission, so it is rare that any mail is waiting in it. Mail in
other outbound queues is processed by deliver according to your site parame-
ters, either by running deliver as a background daemon or by periodically fir-
ing it up via cron.

See also

quedfldir[lfaddr
quedfldir[l/msg
quedfldir[]/q.*
phase-directory/channel/*
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Credit

This utility was written by Dave Crocker, Dept. of E.E., Univ. of Delaware.

MMDF was developed at the University of Delaware and is used with permis-
sion.
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checkup

report on MMDF problems

Syntax

fusr'mmdf/bin/checkup [ -p -v [ digit 1]

Description

Credit

The checkup command is used to check aspects of the MMDF system configu-
ration. Normally, checkup reports on all problems that are encountered,
including correct states. Displayed problems are prefixed by two asterisks
(**); information that is advisory is enclosed in square brackets ([]).

The two optional flags to checkup specify how much information is dis-,
played. The -p option reports only problems detected by checkup. This is
useful for day-to-day checking of the system, such as mailing the output to
the postmaster alias.

The -v flag takes an optional digit which ranges from 1 (the same as the -p
option), to level 7 which displays all information.

Some of the displayed information, such as that about permissions modes
varies by site conventions and may not have widespread significance. In par-
ticular it is common for sites to allow group read, write, or execute on files
that checkup expects to be protected more carefully. Use of group permis-
sions can greatly ease administration efforts for system administrators
without compromising security. Warnings regarding “others” permissions
should be examined.
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chroot(ADM)

change root directory for command

Syntax
chroot newroot command

Description
The given command is executed relative to the new root. The meaning of any
initial slashes (/) in pathnames is changed for a command and any of its chil-
dren to newroot. In addition, the initial working directory is newroot.
Notice that:

chroot newroot command > x

creates the file x relative to the original root, not the new one.
This command is restricted to the super user.
The new root pathname is always relative to the current root even if a chroot
is currently in effect. The newroot argument is relative to the current root of
the running process. Note that it is not possible to change directories to what
was formerly the parent of the new root directory; that is, the chroot com-
mand supports the new root as an absolute root for the duration of the com-
mand. This means that “/..” is always equivalent to “/”.

See also
chdix(S), cd(C)

Notes

Exercise extreme caution when referencing special files in the new root file
system.

command must be under newroot or “command: not found” is reported.

Standards conformance

chroot is conformant with:

AT&T SVID Issue 2;
and X/Open Portability Guide, Issue 3, 1989.
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cleanque

send warnings and return expired mail

Syntax

fusr/mmdf/bin/cleanque [ -w ]

Description

See also

cleanque removes extraneous files from the tmp and msg subdirectories of the
MMDF “home queue” directory. It also sends warnings for mail which has not
been fully delivered after “warntime” hours following submission. Finally, it
returns mail which has not been fully delivered after “failtime” hours after
submission. “Warntime” and “failtime” are defined in the MMDF
mmdftailor(F) file.

Generally, cleanque should be run by cron, once a day, but may be run at any
time to free up space.

The optional argument, -w, can be used if you are running cleanque manually
and want to see what the program is doing.

Notes

deliver(ADM), queue(F)

Credit

cleanque does not currently remove extraneous files from the individual
queues (g.* subdirectories).
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cleantmp

remove temporary files in directories specified

Syntax

fusr/lib/cleantmp

Description

cleantmp removes temporary files in directories specified in
[etc/default/cleantmp under the variable TMPDIRS. By default, /tmp and Jusr/tmp
are examined. Users can add to the list of directories, separating each direc-
tory with a space. Files in these directories which are not accessed within the
last n days will be removed, where 7 is the number of days specified under
the variable FILEAGING in /efc/default/cleantmp. By default, FILEAGING is 7.
Users can change the number of days for FILEAGING. [usr/lib/cleantmp is run
as a cron job every day at 3:00a.m. Refer to /usr/spool/cron/crontabs/root on the
system. The super user can edit this file to change the frequency and time at
which /usr/lib/cleantmp is run. If the directories specified do not exist or if
they are mount points and the file system is not mounted, cleantmp will send
mail to root saying that the directory does not exist.

The format of /fetc/default/cleantmp is as follows:

FILEAGING=7
TMPDIRS=/tmp/ust/tmp

File

[etc/default/cleantmp
See also

rc2(ADM)

Value added

cleantmp is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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clri

clear inode

Syntax

letc/clri filesystem i-number ...

Description

See also

clri writes zeros on the 64 bytes occupied by the inode numbered i-number.
Filesystem must be a special filename referring to a device containing a
filesystem. After clri is executed, any blocks in the affected file will show up
as “missing” if the filesystem is checked with fsck(ADM). Use clri only in
emergencies and exercise extreme care.

Read and write permission is required on the specified filesystem device. The
inode becomes allocatable.

The primary purpose of this command is to remove a file which, for some rea-
son, does not appear in a directory. If you use clri to destroy an inode which
does appear in a directory, track down the entry and remove it. Otherwise,
when the inode is reallocated to some new file, the old entry will still point to
this file. At that point, removing the old entry will destroy the new file. The
new entry will again point to an unallocated inode, so the whole cycle is likely
to be repeated.

Notes

fsck(ADM), ncheck(ADM)
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chvtmbox

convert XENIX-style mailboxes to MMDF format

Syntax

fusr/mmdf/bin/cnvtmbox [ -c¢ | -0 ] old_mailbox [ new_mailbox ]

Description

File

cnvtmbox converts a mailbox (old_mailbox) either from the XENIX-style (the
older UNIX-style) format to MMDF format or from MMDF format to XENIX for-
mat. Generally, mailboxes in MMDF format use (Ctrl)A to delimit messages;
XENIX format uses lines beginning with “From <Space>" to delimit between
messages. (You can change the message-delimiter character using the
MMBXPREF and MMBXSUFF keywords in the fusr/mmdffmmdftailor file. For
more information, see the mmdftailor(F) manual page.)

If new_mailbox is specified, cnvtmbox places the converted mailbox in this
folder: otherwise, this utility writes the converted mailbox to stdout.

The options to cnvtmbox are:

c Converts XENIX-style or mixed-format mailbox to MMDF (generally
(Ctrl)a-delimited) format. If no options are specified, -c is the default.

0 Converts MMDF or mixed-format mailbox to XENIX-style (or old UNIX-
style) format.

See also

fusr/mmdf{bin[cnvtmbox

“Setting up electronic mail” in the System Administrator’s Guide

Value added

Credit

cnvtmbox is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.

MMDF was developed at the University of Delaware and is used with permis-
sion.
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configure

kernel configuration program

Syntax
cd /etc/conf/cf.d '
configure [ options ] [ resource=value ...]
Description

68

The configure program determines and alters different kernel resources. For
end users, using configure is easier than modifying the system configuration
files directly. For device driver writers, configure avoids the difficulties of
editing configuration files that have already been edited by an earlier driver
configuration script.

You must move to /etc/conf/cf.d to execute configure.

Resources are modified interactively or with command-line arguments. Add-
ing or deleting device driver components requires the command-line options.

The next paragraphs discuss how to use configure interactively. Command-
line options are discussed in the “Options” section.

Before using configure to modify the system configuration files, use the fol-
lowing command to make a backup copy of the kernel:

cp /unix /unix.old
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Interactive Usage
configure operates interactively when no options (including resource=value)
are given or when -f is the only option specified on the command line.

When you invoke configure interactively, you first see a category menu simi-
lar to the following:

Disk and Buffers

Character Buffers

Files, Inodes, and Filesystems
Processes, Memory Management and Swapping
Clock

MultiScreens

Message Queues

Semaphores

Shared Data

10. System Name

11. Streams Data

12. Event Queues and Devices

13. Hardware Dependent Parameters
14. Remote File sharing Parameters
15. Security Parameters

\.Dm\la’\wshwl\)l—'\

Select a parameter category to reconfigure
by typing a number from 1 to 15, or type ’'q’ to quit:

To choose a category, enter its number (for example, “1” for “Disk and
Buffers”), then press (Return).

Each category contains a number of configurable resources. Each resource is
presented by displaying its name, a short description, and its current value.
For example, for the “Disk and Buffers” category you might see:

NBUF: total disk buffers.

Currently determined at system start up:

NSABUF: system-addressable (near) disk buffers.

Currently 10:

NHBUF: hash buffers (for disk block sorting).

Currently 128:

To keep the current value, simply press (Return). Otherwise, enter an
appropriate value for the resource, then press (Return). configure checks each
value to make sure that it is within an appropriate range. If it is not, configure
warns you that the value is inappropriate and asks you to confirm that you
want to override the recommended value.

To exit from configure, enter q at the category menu prompt. If any changes
are made, configure asks if it should update the configuration files with the
changes. To keep the old configuration values, enter n at this prompt, and no
changes are made. Otherwise, enter y and configure updates the required
configuration files. After configure has completed, the kernel is ready for

linking.
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Options

To link the kernel, enter:
cd /etc/conf/cf.d
Jlink_unix

Linking may take a few minutes. After the kernel is linked, enter the follow-
ing command to reboot the system to run the new kernel:
/etc/shutdown

Follow the prompts for shutting the system off. Next, you see the boot
prompt:
Boot

Press (Return). The system is now running the new kernel.
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The command line options are designed for writers of driver-installation shell
scripts. You can configure drivers, query driver configurations, remove driver
definitions from the configuration files, and modify certain driver attributes,
plus query and alter kernel parameters, all from the command line. There are
also options for querying the current driver configuration.

configure uses the following options:

-a [ funcl func2 ...]

-b

-C

-d [ funcl func2 ...]

-f master_file [ dfile ]

-g dev_name handler | dev_name
-h dev_name

-i

5 [ prefix] [ NEXTMAJOR ]
-1 priority_level

-m major_dev_number

-0

P

-q

-5

-t

-v interrupt_vector [ interrupt_vector2...]
-W

-X

-y resource

-A address address

-C channel

-D

-G

-H

-I address address

-J address address
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-M maximum minimum

interrupt_scheme
number_of_subdevices
interrupt_vector

offset

-m, -b, and -c

-S

These options are used to define which driver is being referenced. Fol-

lowing -m must be the major device number of the driver. If you are
configuring a block driver, -b must appear; if you are configuring a char-
acter driver, -c must appear. Both are used when configuring a driver
with both kinds of interfaces.

When adding or deleting a streams module, use this option with the -h
option and instead of -m, -b, and -c. For a streams driver, use it with -m
and -c.

-aand -d

-i

j

-1

Each option is followed by a list of functions to add or delete, respec-
tively. These are the names of the functions that appear within bdevsw
or cdevsw, as appropriate, plus the names of the initialization, clock
poll, halt, and interrupt routines, if present, plus the name of the tty
structure pointer. configure enforces the rules that all of a driver’s rou-
tines must have a common prefix, and that the prefix must be 2-4 char-
acters long.

This option is used to give the driver or streams module name when the
name is different from the prefix or when no prefix is specified as in the
case of the streams module. The name can be 1-8 characters long.

This option with -a or -d adds or deletes the characteristic that the de-
vice is a tty. The default is off.

When followed by a prefix used by a driver, the major device number is
displayed. When followed by the string NEXTMAJOR, the smallest
unused major device number is displayed.

This option modifies the system notion of the vectors on which this de-
vice can interrupt.

This sets the interrupt priority level of the device, which is almost
always the same as the type of spl call used: a driver that interlocks
using spl5 almost always has an interrupt priority level of 5. Use of this
option should not be required in new drivers.
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£

-W

-0

P

-q

-X

7y

-D

Much of the configuration data is maintained in two files, whose default
names are mdevice and mtune. The -f option can be used to specify alter-
nate names. Note that if -f is the only option present, the program is still
interactive.

When specifying a parameter value, this option works in the same way
as the -0 option, but suppresses all warning messages, when a parame-
ter is set outside the current maximum and minimum values.

This is the override flag. When invoked non-interactively, this option
overrides the minimum and maximum values that are otherwise
enforced. This option has no effect on interactive commands.

This option with -a or -d adds or deletes the characterlstlc that the de-
vice is a SCSI peripheral. Default is off.

This option with -a or -d adds or deletes the characteristic that the de-
vice is a SCSI host adapter. Default is off.

This dumps all the resource prompts known to configure. These reveal
the name, description, and current value of each parameter capable of
being reconfigured. Category prompts are not dumped.

The -y option displays the current value of the requested parameter.

This option displays nothing (except possibly error messages). How-
ever, it has a return value of “1” if a driver corresponding to the given
combination of -m, -b, -¢ options is already configured, and “0” if no
such driver is present.

This option is used to add or remove graphics input (GIN) device
handlers. Devices such as mice, bltpads, and keyboards may have
handlers to turn their input data into “events”. The -g flag may be given
one argument that is interpreted as a device name. That GIN device is
removed from the configuration files. If the -g flag has two arguments,
the second is a handler for that device, and the device is added to the
files. If it was already present, its handler is updated and the user is
informed. Multiple devices may be added or removed by specifying -g
multiple times.

This option, followed by two values that are taken to be hexadecimal
1/0 addresses, returns the name of the device with the I/0 address con-
flict.

Followed by an integer, this option used with -a indicates the DMA
channel that the device uses. The default is not to use DMA.

This option used with the -a option adds to the device driver the charac-
teristic that the driver can share its DMA channel; -D used with the -d
option deletes this characteristic. The default is not to share.
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This option with -a adds the “G” characteristic to the driver; -G with -d
deletes the “G” characteristic. This characteristic indicates whether or
not the device uses an interrupt, even though an interrupt is specified in
the sdevice file. This is used when you want to associate a device to a
specific device group. The default is not to set this characteristic.

This option with -a or -d adds or deletes the characteristic that the driver
supports hardware that distinguishes it from those that are entirely soft-
ware (pseudo devices). The default is to set this characteristic.

This option is followed by two values that are the hexadecimal start and
end I/0 addresses. The default values are zero.

The option is followed by two values that are the hexadecimal start and
end controller memory addresses. The default values are zero.

This option followed by two integers states the maximum and mini-
mum number of devices that can be specified in the sdevice file. The
default is a maximum of 1 and a minimum of 0.

This option with -a or-d indicates whether or not the IOA range of the
device can overlap that of another device. The default is no.

When used with -a or -d, adds or deletes an ignore “I” flag in the device
mdevice entry. The “I” flag allows the configuration build utilities to
ignore a devices pack.d directory (useful to the mpt/spt) driver.

This option with -a or-d indicates whether or not the driver is required
in the kernel all the time. The default is yes.

This option with -a or -d indicates whether or not the driver has one sde-
vice entry only. The default is no.

This option, when followed by an argument, states the type of interrupt
scheme the device uses. The possible arguments are:
0  The device does not require an interrupt line.

1 The device requires an interrupt line. If the device supports more
than one controller, each controller requires a separate interrupt.

2 The device requires an interrupt line. If the device supports more
than one controller, the controllers share the same interrupt.

3  The device requires an interrupt line. If the device supports more
than one controller, the controllers share the same interrupt. Mul-
tiple device drivers having the same interrupt priority level can
share this interrupt.

The default is 0.
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-U  This option, when followed by an integer, encodes a device-dependent
numeric value in the sdevice file to indicate the number of subdevices on
a controller or a pseudo device. The integer must be a value that lies
within the maximum and minimum number of devices specified in the
mdevice file. The default is 1.

-V This option, followed by a vector value, returns the name of the device
with the vector conflict.

-Y  This option with -a or -d indicates whether or not to configure a driver
into the kernel. Specifying -a puts a “Y” in the configuration field of the
driver's sdevice entry; specifying -d puts an “N” in this field. The
default is to puta “Y".

-X offset
This option is used to add (-a) or delete (-d) an extended minor device
number entry from mdevice. The extended minor offset must be a multi-
ple of 256. This option must be used in conjunction with -m, -b, or -c.

-Z  This option indicates that a device can have more than one entry in the
mdevice file. The SCSI driver is an example of a driver that needs this
feature. The option is usually used when adding a new entry or deleting
a particular entry in the mdevice file. When an additional line is added,
this option should also be run on the original entry to set this charac-
teristic in that entry. Using -d with -Z removes only the mdevice entry.
Using -d without -Z removes the mdevice entry and the sdevice entry.

Setting Command-Line Parameters

Any number of arguments can be given on the command line of the form
resource=value. These arguments can be given at the same time as an add or
delete driver request, but must follow all the driver-configuration arguments
on the command line.

If one or more instances of resource=value are the only arguments on the
command line, the changes are made non-interactively. If the values given
are outside the permissible range for a parameter, no action is taken unless the
-0 or -w options are included to override them.

Some resources have values that are character strings. In this case, their
values must be enclosed within the characters \" . The quotes are syntacti-
cally necessary for them to be used as C-language strings, and the backslashes
protect the quotes from being removed by the shell.




Examples

configure(ADM)

Files

(Note: these examples are provided for illustrative purposes only. Do not
attempt to follow them; the device numbers and vectors specified may
already be in use on your system. If this is the case, an attempt to carry out
these examples will result in unpredictable errors.)

Print out the current value of NCLIST:
configure -y NCLIST

Return 1 if character major device 7 and vector 3 are already configured:
configure -t-v3-m 7 -c

Add a clock-time polling and initialization routine to the already configured
“foo” driver, a hypothetical character driver at major device #99:

configure -a foopoll fooinit -c -m 99
Delete the hypothetical “foo” driver:
configure -m 99 -d -c

Add a new “hypo” driver, a block driver with a character interface. It absorbs
3 different interrupt vectors, at priority 6:

configure -a hypoopen hypoclose hyporead \
hypowrite hypoioctl hypostrategy hypoprint \
hypointr-b -c -1 6 -v 17 42 49 -m 99

Add a new streams module with prefix “grb” and name “garble”:
configure -s -a grbinit -h garble

See also

[etc[conf]cf.d[mdevice
[etc[confcf.d[sdevice
[etc[conf/cf.d[mtune
[etc[conf/cf.d[stune
[etc[conf[cf.d[mevent
[etc[conf[cf.d[sevent

link_unix(ADM), majorsinuse(ADM), mdevice(F), mtune(F), sdevice(F),
stune(F), vectorsinuse(ADM),

“Tuning System Performance” in the System Administrator’s Guide

Value added

configure is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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consoleprint

print /usr/adm/messages or any file to a serial printer attached to the printer port of a serial console

Syntax
consoleprint [ file ]

Description
consoleprint prints the file /usr/adm/messages to a printer attached to the print-
er port of a serial console. If a filename is specified, it is printed instead. con-
soleprint is normally run by a system administrator to get a hardcopy version
of the system console messages.

File
[etc/termcap

See also
lprint(C)

Notes
The only terminals currently supported with entries in /efc/termcap are the
Tandy DT-100 and DT-1, and the Hewlett-Packard HP-92.
Terminal communications parameters (such as baud rate and parity) must be
set up on the terminal by the user.

Value added
consoleprint is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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crash

examine system images

Syntax

letc/crash [ -ddumpfile ] [ -nnamelist | [ -woutputfile ]

Description

The crash command is used to examine the system memory image of a live or
a crashed system by formatting and printing control structures, tables, and
other information. Command line arguments to crash are dumpfile, namelist,
and outputfile.

dumpfile is the file containing the system memory image. The default dump-
file is [dev/mem.

The text file namelist contains the symbol table information needed for sym-
bolic access to the system memory image to be examined. The default namel-
ist is funix. If a system image from another machine is to be examined, the
corresponding text file must be copied from that machine.

When the crash command is invoked, a session is initiated. The output from a
crash session is directed to outputfile. The default outputfile is the standard
output.

Input during a crash session is of the form:
function [ argument ... ]

where function is one of the crash functions described in the Functions sec-
tion of this manual page, and arguments are qualifying data that indicate
which items of the system image are to be printed.

The default for process-related items is the current process for a running sys-
tem and the process that was running at the time of the crash for a crashed
system. If the contents of a table are being dumped, the default is all active
table entries.

The following function options are available to crash functions wherever they
are semantically valid.

-e Display every entry in a table.
-f Display the full structure.
P Interpret all address arguments in the command line as physi-

cal addresses.
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-s process Specify a process slot other than the default.
-w file Redirect the output of a function to file.

Note that if the -p option is used, all address and symbol arguments explicitly
entered on the command line will be interpreted as physical addresses. If
they are not physical addresses, results will be inconsistent.

The functions mode, defproc, and redirect correspond to the function options
-p, -s, and -w. The mode function may be used to set the address translation
mode to physical or virtual for all subsequently entered functions; defproc
sets the value of the process slot argument for subsequent functions; and
redirect redirects all subsequent output.

Output from crash functions may be piped to another program in the follow-
ing way:

function [ argument ...]1! shell_command
For example:

mount ! grep rw

will write all mount table entries with an rw flag to the standard output. The
redirection option (-w) cannot be used with this feature.

Depending on the context of the function, numeric arguments will be
assumed to be in a specific radix. Counts are assumed to be decimal.
Addresses are always hexadecimal. Table slot arguments are always decimal.
Table slot arguments larger than the size of the function table will not be inter-
preted correctly. Use the findslot command to translate from an address to a
table slot number. Default bases on all arguments may be overridden. The C
conventions for designating the bases of numbers are recognized. A number
that is usually interpreted as decimal will be interpreted as hexadecimal if it is
preceded by “0x” and as octal if it is preceded by “0”. Decimal override is
designated by “0d ”, and binary by “0b”.

Aliases for functions may be any uniquely identifiable initial substring of the
function name. Traditional aliases of one letter, such as p for proc, remain
valid.

Many functions accept different forms of entry for the same argument.
Requests for table information will accept a table entry number or a range. A
range of slot numbers may be specified in the form a-b where a and b are
decimal numbers. An expression consists of two operands and an operator.
An operand may be an address, a symbol, or a number; the operator may be
any of the following symbols:

+-*/ & |
An operand which is a number should be preceded by a radix prefix if it is not
a decimal number (“0” for octal, “0x” for hexadecimal, “0b ” for binary). The

expression must be enclosed in parentheses ( ). Other functions will accept
any of these argument forms that are meaningful.
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Two abbreviated arguments to crash functions are used throughout. Both
accept data entered in several forms. They may be expanded into the follow-
ing:

table_entry = table entry | range

start_addr = address | symbol | expression

Functions

?[-wfile] List available functions.
lemd Escape to the shell to execute a command.

adv([-el[-wfile][[-p]table_entry ...]
Print the advertise table. (RFS specific)

base [ -w file ] number ...
Print number in binary, octal, decimal, and hexadecimal. A
number in a radix other than decimal should be preceded by
a prefix that indicates its radix as follows: “0x”, hexade-
cimal; “0”, octal; and “Ob”, binary.

buffer [ -w file ] [ -format ] bufferslot

or
buffer [ -w file ] [ -format ][ -p ] start_addr
Alias: b.
Print the contents of a buffer in the designated format. The
following format designations are recognized: -b, byte: -c,
character; -d, decimal; -x, hexadecimal; -o, octal; -1, directory;
and -i, inode. If no format is given, the previous format is
used. The default format at the beginning of a crash session
is hexadecimal.

bufhdr[-f]1[-w file ][ [ -p ] table_entry ...]
Alias: buf.
Print system buffer headers.

callout [ -w file ]
Alias: c.
Print the callout table.

dballoc [ -w file ] [ class ... ]
Print the dballoc table. If a class is entered, only data block
allocation information for that class will be printed.
(Streams specific)

dbfree [ -w file 1 [ class ... ]
Print free streams data block headers. If a class is entered,
only data block headers for the class specified will be
printed. (Streams specific)
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dblock [-e][-wfile][-cclass ...]

or
dblock[-e]1[-wfile][[-p] table_entry ... ]
Print allocated streams data block headers. If the class
option (-c) is used, only data block headers for the class
specified will be printed. (Streams specific)

defproc [-wfile][-c]

defproc [-wfile][ slot]
Set the value of the process slot argument. The process slot
argument may be set to the current slot number (-c) or the
slot number may be specified. If no argument is entered, the
value of the previously set slot number is printed. At the
start of a crash session, the process slot is set to the current
process.

dis [ -w file ] [ -a ] start_addr [ count ]
Disassemble from the start address for count instructions.
The default count is 1. The absolute option (-a) specifies a
non-symbolic disassembly.

ds [ -w file ] virtual_address ...
Print the data symbol whose address is closest to, but not
greater than, the address entered.

file[-e][-w file][[-p] table_entry ... ]
Alias: f.
Print the file table.

findaddr [ -w file 1tableslot
Print the address of slot in table. Only tables available to the
size function are available to findaddr.

findslot [ -w file ] virtual_address ...
Print the table, entry slot number, and offset for the address
entered. Only tables available to the size function are avail-
able to findslot.

fs[-wfile] [ [ -p ] table_entry ...]
Print the file system information table.

gdpl-el[-f1[-wfile1[[-p]table_entry ...]
Print the gift descriptor protocol table. (RFS specific)

gdt[-e][-wfile][[-p]table_entry ...]
Print the global descriptor table.

help [ -w file ] function ...
Print a description of the named function, including syntax
and aliases.
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idt[-e]1[-w file1[[-p ] table_entry ... ]
Print the interrupt descriptor table.

inode[-e][-f][-w file][[-p] table_entry ...]
Alias: i.
Print the inode table, including file system switch informa-
tion.

kfp [ -w file ] [ value ]
Print the frame pointer for the start of a kernel stack trace. If
the value argument is supplied, the kfp is set to that value.

Ick[-e][-wfile]1[[-p]table_entry...]
Alias: 1.
Print record-locking information. If the -e option is used or
table address arguments are given, the record lock list is
printed. If no argument is entered, information on locks rela-
tive to inodes is printed. .

Idt[-e][-wfile][-s process ][ [ -p ] table_entry ...]
Print the local descriptor table for the given process, or for
the current process if none is given.

linkblk [ -e ] [-w file ] [ [ -p ] table_entry ... ]
Print the linkblk table. (Streams specific)

map [ -w file | mapname ...
Print the map structure of mapname.

mbfree [ -w file ]
Print free streams message block headers. (Streams specific)

mblock [ -e ][ -w filename ] [ [ -p ] table_entry ... ]
Print allocated streams message block headers. (Streams
specific)

mode [ -w file ] [ mode ]
Set address translation of arguments to virtual (v) or physi-
cal (p) mode. If no mode argument is given, the current
mode is printed. At the start of a crash session, the mode is
virtual.

mount [ -e ] [-w file ] [ [ -p ] table_entry ... ]
Alias: m.
Print the mount table.

nm [ -w file ] symbol ...
Print value and type for the given symbol.
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od[-p][-wfile][-format][-mode][ -s process ] start_addr [ count]

panic

Alias: rd.

Print count values starting at the start address in one of the
following formats: character (-c), decimal (-d), hexadecimal
(x), octal (-0), ASCII (-a), or hexadecimal/character (-h), and
one of the following modes: long (-1), short (-t), or byte (-b).
The default mode for character and ASCII formats is byte; the
default mode for decimal, hexadecimal, and octal formats is
long. The format -h prints both hexadecimal and character
representations of the addresses dumped; no mode needs to
be specified. When format or mode is omitted, the previous
value is used. At the start of a crash session, the format is
hexadecimal and the mode is long. If no count is entered, 1
is assumed.

Example:
>od 0 4
00000000: 0008014c  25647led 00000000 00000000
> vtop 0
VIRTUAL PHYSICAL SECT SDT  SRAM  PDT
0 1eb000 0 0 0 0

> od -p 1eb000 4

001eb000: 0008014c  25647led 00000000 00000000
> mode p

Mode = physical

> od 1eb000 4

001eb000: 0008014c  25647l1ed 00000000 00000000
>

Print the latest system notices, warnings, and panic mes-
sages from the limited circular buffer kept in memory.

peb [ -w file ] [ process ]

Print the process control block (TSS) for the given process. If
no arguments are given, the active TSS for the current pro-
cess is printed.

pdt[-e][-w file][-s process ][ -p1start_addr [ count ]

The page descriptor table of the designated memory section
and segment is printed. Alternatively, the page descriptor
table starting at the start address for count entries is printed.
If no count is entered, 1 is assumed.

pfdat[-e][-wfile][[-p]table_entry...]

Print the pfdata table.

proc[-el [-f]1[-w file][[-p | table_entry ... #procid...]

or

proc[-f][-wfile][-r]

Alias: p.
Print the process table. Process table information may be
specified in two ways. First, any mixture of table entries and
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process ids may be entered. Each process id must be pre-
ceded by a “#”. Alternatively, process table information for
executable processes may be specified with the executable
option (-r). The full option (-f) details most of the informa-
tion in the process table as well as the region table for that
process.

qrun [ -w file] Print the list of scheduled streams queues. (Streams specific)

queue[-e][-wfile][[-p]table_entry ...]
Print streams queues. (Streams specific)

quit Alias: q.
Terminate the crash session.

rcvd[-e][-f][-wfile][[-p] table_entry ...]
Print the receive descriptor table. (RFS specific)

redirect [ -w file ][ -c]

or

redirect [ -w file ] [ file ]
Used with a filename, redirects output of a crash session to
the named file. If no argument is given, the filename to
which output is being redirected is printed. Alternatively,
the close option (-c) closes the previously set file and
redirects output to the standard output.

region [-e ] [-w file ] [ [ -p ] table_entry ... ]
Print the region table.

sdt[-e][-w file ][ -s process ] section

or

sdt[-e][-w file1[-s process 11 -p 1 start_addr| count ]
The segment descriptor table for the current process is
printed.

search [ -p 1 [ -w file ] [ -m mask ][ -s process ] pattern start_addrcount
Print the long words in memory that match pattern, begin-
ning at the start address for count long words. The mask is
“anded” (&) with each memory word and the result com-
pared against the pattern. The mask defaults to Oxffffffff.

Example:

>od 0 4

00000000: 0008014c  256471led 00000000 00000000
> se -m ff ed 0 4

MASK = 0Oxff, PATTERN = Oxed, START = 0x0, LENGTH = 0x4

MATCH AT 4: 256471ed
>
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size [ -w file ] [ -x ] [ structure_name ...]
Print the size of the designated structure. The (-x) option
prints the size in hexadecimal. If no argument is given, a list
of the structure names for which sizes are available is
printed.

sndd[-e][-f][-w file][[-p ] table_entry ... ]
Print the send descriptor table. (RFS specific)

stmount [-e ] [-w file ] [ [ -p ] table_entry ... ]
Print the server mount table. (RFS specific)

stack [ -w file ] [ process ]
Alias: s.
Dump stack. If no arguments are entered, the kernel stack
for the current process is printed. Neither the u-area stack
associated with the current process or the process’s own
stack are accessible on a running system.

stat [-w file]  Print system statistics.

stream [-e ] [-f][-w file ] [ [ -p ] table_entry ... ]
Print the streams table. (Streams specific)

strstat [ -w file ] Print streams statistics. (Streams specific)

trace [ -w file ] [ -r ] [ process ]
Alijas: t.
Print kernel stack trace. The kfp value is used with the -r
option.

ts [-w file ] virtual_address ...
Print closest text symbol to the designated address.

tty[-el[-f]1[-wfile][-ttype[[-p]table_entry...]]
Valid types: cn, sio (console, serial ports).
Print the tty table. If no arguments are given, the tty table for
the console is printed. If the -t option is used, the table for
the single tty type specified is printed. If no argument fol-
lows the type option, all entries in the table are printed. A
single tty entry may be specified from the start address.

user [ -f] [ -w file ] [ process ]
Alias: u.
Print the ublock for the designated process.

var [ -w file ] Alias: v.
Print the tunable system parameters.

vtop [ -w file ][ -s process ] start_addr ...
Print the physical address translation of the virtual start
address.
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Files

[dev[mem system image of currently running system
funix namelist for currently running system
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custom

install software

Syntax

products and components

custom [ -od ] [ -abilrv [ package 1]1[ -s set 1 [ -m device ] [ -f[ file]]

Description

Usage

With custom you can create a custom installation by selectively installing or
deleting portions of the UNIX system or other products. custom is executable
only by the super user and is either interactive or can be invoked from the
command line with several options.

custom has three levels of operation: Complete Product, Service, and Service
Component. At the Complete Product level, the entire product distribution
(also known as a “bundle”’) is installed, which can consist of several products.
At the Service level, groups of products that comprise a functional area are
installed. At the Service Component level, an individual product, its pack-
ages, or individual files are installed. For example, a Complete Product could
consist of several Services. In turn, a Service Component would include a
number of packages. Files are extracted or deleted in packages. A package is
a collection of individual files.

You can also install additional products. You can list the available packages
by using the custom command as described next.
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To use eustom interactively, enter:
custom
The custom main menu appears with the following options:

Install Allows a product or system to be added.

A window is first opened to select a “New Product” or a system
set. When a new product is selected, you are given the choice of
adding the “Entire Product”, “Packages” or “Files”. When “Entire
Product” is chosen, custom calculates which installation volumes
(distribution media) are needed, then prompts for the correct vol-
ume numbers.

If “Packages” is chosen, a list of all available packages in the
currently selected set is displayed. Each line describes the package
name, whether the package is fully installed, not installed or par-
tially installed, the size of the package (in 512 byte blocks), and a
one line description of the package contents.




Options
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Multiple packages can be specified by marking them with the
space bar. The selected packages will appear with asterisks.
When executed, custom will prompt for insertion of the necessary
volumes. (You cannot use custom to install the entire RTS package
if that package is already partially installed. If this situation comes
up, use fixperm(ADM) to determine which files are missing, and
then use custom to install each file individually.)

If “Files” is chosen, you are prompted to select the package and
then the filenames. custom then prompts for volumes.

If a system set is selected, custom operates at the product level.
You are given the option of installing the “Complete Product”
(complete distribution), “Services” (a specific group of products),
or “Service Components” (individual products).

Remove Deletes the correct files in the specified package/product. Select
the product or package to be deleted just as you select a product or

package to install.

List Lists all files in the specified package or all packages in a product
set.

Quit Leaves custom.

Three arguments are required for a completely non-interactive use of custom:
A set identifier (-o or -d)

A command (-, -r, -1,-f, -a, -v, -b, or -s)

And either one or more package names, or a filename

If any information is missing from the command line, custom prompts for the
missing data.

Only one of -0, or -d may be specified. These stand for:

-0 Operating System

-d Development System

Only one of -a, -b, -f, -i, -1, -1, -s, or -v may be specified, followed by an argu-
ment of the appropriate type (one or more package names, or a filename).
These options perform the following:

-i Install the specified package(s)

T Remove the specified package(s)
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File

-v Verbose output for installing and removing packages. For example, it
gives information on command being run and on the size of the pack-
ages.

-s set To install a specified set. A set is a collection of packages listed in a
permsfile entry for a product. For example, “ext” is the Extended Utili-
ties set of the operating system.

-1 List the files in the specified package(s)

-b  Enforces product dependencies specified in the “bundle” file for “bun-
dled” products.

-f Install the specified file
-a Add a new product

The -m flag allows the media device to be specified. The default is /dev/install
(which is always the 0 device, as in /dev/fd0). This is very useful if the system
has a 5.25-inch drive on /dev/fd0 and a 3.5-inch floppy on /dev/fd1, and it is
necessary to install 3.5-inch media. For example:

custom -m /dev/rfd196ds9
this will override the default device and use the one supplied with the -m flag.

See also

[etc[perms [+

Notes

df(C), du(C), fixperm(ADM), xinstall(ADM)

If you upgrade any part of your system, custom detects if you have a different
release and prompts you to insert the floppy volume that updates the custom
data files. Likewise, if you insert an invalid product or a volume out of order,
you will be prompted to reinsert the correct volume.

Upon installation of the operating system, the RTS package is always entirely
installed.

Value added
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dbmbuild

build the MMDF hashed database of alias and routing information

Syntax

fusr/mmdf/table/dbmbuild [ -nvdk ] [ database [ table ... 1]

Description

Files

dbmbuild reads the tables specified in the MMDF tailor file into a hashed
database for use in quickly verifying addresses and efficiently assigning chan-
nels to submitted messages. Whenever you change MMDF alias or routing in-
formation in any way, you must rebuild the hashed database by logging in as
mmdf and running dbmbuild from the /fusr/mmadf/table directory.

If no database file is specified, the default database mmdfdbm is used. If no
table files are specified, all tables listed in the tailor file are used. In particular,
three tables are read for each channel definition: the list of authorized
sources, the list of authorized destinations, and the table of names/aliases for
that channel. Also, the remaining tables (MTBL and MDMN) are read.

The options are:

n Create a new database. If this option is omitted, dbmbuild updates an
existing database. If no options at all are specified, -n is assumed; how-
ever, if you give any options (even -v), you must specify the -n option if
you want to create a new database.

Run in verbose mode, displaying information during table processing.
d  Runindebug mode, reporting everything that happens.

Keep going. If a file is mentioned that does not exist, ignore it. This
option might be an appropriate default at some sites.

Appropriate locks are placed on the database so that dbmbuild can safely be
run while MMDF is in operation.

Jusr[mmdffmmdftailor
[usr{mmdf/table[alias.list
[usr{mmdf{table[alias.user

[usr/mmdftable[*.chn

[usr[mmdf(table[*.dom

$(tbldbm).dir database directory

$(tbldbm).pag database pages

$(tbldbm).Ick database locking file

$(tbldfidir)/ various tables that form the database
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See also

dbm(S), mmdftailor(F), tables(F)

“Setting up electronic mail” in the System Administrator’s Guide

Credit

MMDF was developed at the University of Delaware and is used with permis-
sion. '
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dbmedit

edit the MMDF database file

Syntax

fusr/bin/dbmedit [ -v ] [ -ddatabase 1 [ cmd... ]

Description

The dbmedit command lets you edit the dbm(S) database used by MMDF.
Use this command for quick and simple changes to the database or with care-
ful use of setuid programs to make controlled changes on behalf of users. For
example, a forwardmail command (that you create) might use dbmedit to
change a user’s entry in the dbm database after changing the mail forwarding
alias file.

The -v option may be used to get a verbose description of the program’s
activities.

The -d option may be used to specify an alternate database. The default is
given by the tbldbm configuration variable or by the MDBM
fustmmdf/mmdftailor variable.

If no arguments are given to dbmedit, then the program goes into an interac-
tive mode, and prompts the user for each command. Otherwise the argu-
ments are taken as one command.

Commands in dbmedit refer to keys, tables, and values. Tables (see tables(F))
are hashed into the database using dbmbuild(ADM). (Tables that refer to
domain name servers are not part of the database.) The keys appear on the
left side of the tables and the values on the right side. In general, only the first
occurence of a value for a given key/table pair is significant. For example, the
table entries:

tablel:
(key1): vall
(key2): val2

table2:
(key1): val3
(keyl): vald
get hashed into the following database entries:

(key1) tablel vall
(key1) table2 val3
(key1) table2 val4
(key2) tablel val2
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File

(In the current implementation, the database is keyed on only the key, and
table/value pairs are encoded in the data portion. This is likely to change but
will not affect this or any other program.)

The command lines in interactive mode are parsed using the standard MMDF
string-to-argument routines so the same quoting and escape conventions are
used. For example, if you want double-quotes or spaces in the value, they
must be escaped with a backslash or the string must be quoted (for spaces).

The commands are:

print (key) [ table ]
Print the value of the key/table pair. If the table is omitted, then
print the value of any table entry with this key.

add (key) tablevalue
Add a key/table entry with the given value. In verbose mode, a
warning message is printed if the given key/table pair already has
a value in the database.

delete (key) [ table [ value 1]
Delete the values for the specified key. If a table is specified,
delete only the values for the specified key/table pair. If a value is
also specified, delete only entries for the pair with that value. It is
an error to try to delete something which does not appear in the
database as specified.

change (key) table [ oldvalue ] newvalue
Change the value of the specified key/table pair to newvalue. If
oldvalue is specified, change the entry matching that value. Other-
wise, change the value of the first occurence or add a new
key/table pair if none already exists.

help Give a brief summary of the commands

quit Exit the program.

All commands may be shortened to their first character only. If the wrong
number of arguments is given to a command, a “Usage:” message is dis-

played. This program may be used while MMDF processes are running,.

NOTE: All changes are made in real time; no temporary copy of the database
is made while editing takes place.
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See also

dbmedit(ADM)

Credit

dbmbuild(ADM), tables(F)

This utility was written by Phil Cockcroft.

MMDF was developed at the University of Delaware and is used with permis-
sion.
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dcopy

copy UNIX filesystems for optimal access time

Syntax

letc/dcopy [ -sX ][ -an][-d][-v][ -ffsize [ :isize 1] inputfs outputfs

Description

See also

The dcopy command copies filesystem inputfs to outputfs. inputfs is the de-
vice file for the existing file system; outputfs is the device file to hold the reor-
ganized result. This utility is for UNIX fileystems only. For the most effective
optimization, inputfs should be the raw device and outputfs should be the
block device. Both inputfs and outputfs should be unmounted file systems.

With no options, dcopy copies files from inputfs, compressing directories by
removing vacant entries, and spacing consecutive blocks in a file by the
optimal rotational gap. The possible options are:

-sX supply device information for creating an optimal organization of
blocks in a file. The forms of X are the same as the -s option of
fsck(ADM).

-an place the files not accessed in n days after the free blocks of the
destination file system (default for n is 7). If no n is specified, then
no movement occurs.

-d leave order of directory entries as is (default is to move sub-
directories to the beginning of directories).

-V currently reports how many files were processed, and how big the
source and destination freelists are.

-ffsize [ : isize ]
specify the outputfs file system and inode list sizes (in blocks). If
the option (or :isize) is not given, the values from the inputfs are
used.

dcopy catches interrupts and quits, and reports on its progress. To terminate
dcopy send a quit signal, followed by an interrupt or quit.

dcopy also attempts to modify its command line arguments so its progress
can be monitored with ps(C).
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deliver

MMDF mail delivery process

Syntax
fusr/mmdf/bin/deliver [ -bdpsw 1 [ -cchan,chan ][ -lmins ] [ -thrs ]
[ -mmaxsort] [ -Llogfile ] [ -Tsecs ]
[ -Vloglevel ] [ messagel ... messageN ]

Description

The deliver program handles the management of all mail delivery under the
MMDF mail system. deliver does not deliver mail directly, but instead calls on
MMDF channels to handle actual delivery. deliver's actions are guided by the
MMDF tailoring file, fusr/mmdffmmdftailor, and by the command line options.
The program can run as either a daemon or a user-invoked program. The pro-
gram may be called to process the entire mail queue or just handle some ex-
plicitly named messages. When possible, deliver will attempt to process mes-
sages in the order received. deliver also maintains a cache of host informa-
tion on a per-channel basis which allows hosts which are unavailable for
delivery to be skipped until available.

deliver first buiids a list of channels to process, either from the command line
or composed of all the non-passive channels in the system. Next, a list of
messages to process is collected, either from the command line or by scanning
the mail queue for each channel. If the the number of messages in the queue
for a given channel is more than maxsort (set in the tailor file or on the com-
mand line), the queue directory for that channel will be processed in the order
read, without sorting by submission time. If a list of messages is given on the
command line, no sorting will take place and the messages will be delivered
in the order specified. The sorting keys are (in order): channel, submission
time, and finally host. This causes many accesses to the messages but minim-
izes the invocation of channel programs.

deliver is setuid to the super user to allow it to set its real and effective UID
and GID to that of the MMDF user.

The following options may be used to alter deliver's behavior:

-b Background mode. Causes deliver to run as a background dae-
mon making periodic sweeps over the mail queues looking for
undelivered mail and attempting deliver. The invoker must be
the MMDF user or the superuser to use this option. deliver
attempts delivery for all eligible messages, then sleeps, and then
repeats the process. The default sleep time is 10 minutes but it
can be changed (see the -T option below).
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-cchannell,channel?,...

-d

~lminutes

~-mmaxsort

P

=S

-thrs

-Llogfile

-Tseconds

~Vloglevel

Channel selection. A comma-separated list of channels to be
processed.

Already in “quedfldir’. This option will cause deliver to assume
it is already in the mail queue and therefore it will not issue an
explicit chdir. This is useful if you wish to have deliver operate
on an alternate mail queue hierarchy, mainly for testing.

Sets the “time-to-live” for entries in the dead-host cache. This
time defaults to 2 hours. The dead host cache is used to prevent
attempts to deliver to hosts that are known to be down. The
“time-to-live” is given in minutes. If the number of minutes is
negative, dead host caching is disabled.

Sets the sort threshold. If there are more than maxsort messages
in a given channel’s queue, then they are processed in directory
order without first sorting by submission time. If -m is not speci-
fied, the value of maxsort is given in the tailor file by MMAX-
SORT.

Pickup only mode. Indicates that the invoker would like to
pickup a passive mail channel.

Force linear search of the mail queue. Normally deliver will
deliver messages in the order they were received which seldom
matches the order in the directory. This option is useful if the
queue gets so large that deliver can no longer deal with sorting

the queue in a reasonable time.
J

Time limiting. This option prevents deliver from attempting to
deliver messages which have been in the queue for more than
hrs hours. For efficiency reasons, this option only applies when
the queue is being sorted. If an explicit list of messages was
given on the command line, if the -s option is in effect, or there
are more messages than the maxsort threshold (see the -m
option), then time limiting does not occur.

Watch the delivery. Causes deliver to print informative mes-
sages on the standard output as it is attempting delivery. This
option is passed onto the channel programs which also give
informative messages.

Sets the logfile for this deliver to the file specified. The default
is to log into the file msg.log in the MMDF log directory. This
option is only available to the superuser and MMDF.

Sets the sleep time between background sweeps of the mail
queue. This defaults to 10 seconds.

Sets the logging level for this deliver to the level specified. The
loglevel should be a valid MMDF logging level string such as
FTR. This option is only available to the superuser and MMDF.




See also

deliver(ADM)

submit(ADM), queue(F), mmdftailor(F)

Value added

deliver is an extension of AT&T System V provided by The Santa Cruz Opera-

tion, Inc.

Credit

MMDF was developed at the University of Delaware and is used with permis-

sion.

97




dial(ADM)

dial, uuchat

dial a modem

Syntax

lasr/libluucp/dialX ttyname telno speed
fusr/liblaucp/dialX -h [ -c¢ ] ttyname speed
fusr/libluucp/uuchat ttyname speed chat-script

Description

fusr/lib/uucp/dialX dials a modem attached to ttyname. (X is a dialer name,
such as “HA1200”.) The -h option is used to hang up the modem.

The -c option tells the dialer to wait for a connection and adjust the line rate to
match before returning. This feature requires that a SIGUSR2 be sent back to
uugetty(ADM) after the modem has been initialized but before the connection
has been received. Examine the sample dialers in /usr/libfuucp to see how this
is done.

uucico(ADM), ct(C), and cu(C) use /usr/lib/uucp/dialX.

Several dialer programs are provided:

Binary File Modem

dialHA12 Hayes Smartmodem 1200 or compatible
dialHA24 Hayes Smartmodem 2400 or compatible
dialHA96V Hayes Smartmodem 9600 or compatible
dialMUL Multitech Multimodem 224 EH
dialVA3450 Racal Vadic 3451 modem

dialVA96 Racal Vadic 9600 modem

dialTBIT Telebit Trailblazer Modem

Source for these is provided in their respective .c files.

uucico(ADM) invokes dial with a ttyname, telno (telephone number), and

- speed. dial attempts to dial the phone number on the specified line at the
given speed. When using dialHA12 or dialHA24, speed can be a range of
baud rates. The range is specified with the form:

lowrate - highrate

where lowrate is the minimum acceptable connection baud rate and highrate
is the maximum.
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The dial program returns the status of the attempt through the following dial
return codes:

bit 0x80 =1 The connection attempt failed.

bits 0x0f = n If bit 0x80 is a 1, then these bits are the dialer error code n:
0  general or unknown error code

line is being used

a signal has aborted the dialer

dialer arguments are invalid

the phone number is invalid

g s W N =

the baud rate is invalid or the dialer could not connect at
the requested baud rate

can’t open the line
ioctl error on the line

timeout waiting for connection

O 00 N o

no dialtone was detected

10 unused

11 unused

12 unused

13 phoneis busy

14 no carrier is detected

15 remote system did not answer

Error codes 12-15 are used to indicate that the problem is at the
remote end.

If bit 0x80 is a 0, then these bits are used to indicate the actual connection
baud rate. If 0, the baud rate is the same as the baud rate used to dial the
phone number or the highest baud rate if a range was specified. Otherwise,
these four bits are the CBAUD bits in the struct termio c_flag and the
struct sgttyb sg_ispeed and sg_ospeed tty ioctl structures.

You can copy and modify one of the files /usr/lib/uucp/dialHA12.c etc., to use a
different modem. There is a makefile in /usr/lib/uucp that you can copy and
modify to use for compiling a new dialer program.

If you create a dial program for another modem, send us the source. User
generated dial programs will be considered for inclusion in future releases.
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The dial program to be used on a particular line is specified in the fifth field of
the entry for that line in [usr/libjuucp/Devices. If there is no dial program of
that name, then uucico, ct, and cu use a built-in dialer, together with the chat-
script of that name in fusr/libfuucp/Dialers.

dial -h is executed by getty when it is respawned on a line shared between
dial-in and dial-out. If there is no dial program, then getty uses
[usr[libjuucpfuuchat, passing it the & chat-script from /usr/libjuucp/Dialers.

Files
[usr(libfuucp/dial*.c source files for the dialer programs
[usr(libjuucp/makefile makefile to compile new dialer
[usr/libjuucpfuuchat

See also
ct(C), cu(C), dialers(F), getty(M), uucico(ADM), uugetty(ADM)

Notes
You must have the Development System installed in order to compile and
install a new dial program.

Value added
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diskusg

generate disk accounting data by user ID

Syntax

tusr/lib/acct/diskusg [ options ][ files ]

Description

diskusg generates intermediate disk accounting information from data in
files, or the standard input if omitted. diskusg outputs lines on the standard
output, one per user, in the following format: uid login #blocks

where

uid the numerical user ID of the user.

login the login name of the user; and

#blocks the total number of disk blocks allocated to this user.

diskusg normally reads only the inodes of file systems for disk accounting. In
this case, files are the special filenames of these devices.

diskusg recognizes the following options:

-s the input data is already in diskusg output format. diskusg
combines all lines for a single user into a single line.

-V verbose. Print a list on standard error of all files that are
charged to no one.

-ifnmlist ignore the data on those file systems whose file system name is
in famlist. fnmlist is a list of file system names separated by
commas or enclosed within quotes. diskusg compares each
name in this list with the file system name stored in the volume
ID (see labelit(ADM)).

-p file use file as the name of the password file to generate login names.
[etc[passwd is used by default.

-u file write records to file of files that are charged to no one. Records
consist of the special filename, the inode number, and the user
ID.

The output of diskusg is normally the input to acctdisk (see acct(ADM))

which generates total accounting records that can be merged with other
accounting records. diskusg is normally run in dodisk (see acctsh(ADM)).
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Examples

The following will generate daily disk accounting information:

for i in /dev/dsk/0sl /dev/dsk/0s3; do
diskusg $i > dtmp. ‘basename $i‘ &
done
wait
diskusg -s dtmp.* | sort +0On +1 | acctdisk > disktacct

File

[etc[passwd used for user ID to login name conversions

See also

acct(ADM), acct(FP), acctsh(ADM)

Standards conformance

diskusg is conformant with:

AT&T SVID Issue 2.
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displaypkg

display installed packages

Syntax

displaypkg

Description

The displaypkg command will list the names of all the AT&T-style UNIX pack-
ages that were installed using the installpkg command.

See also

installpkg(ADM), removepkg(ADM)

Note

This command does not work on packages installed with custom(ADM).
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divvy

disk dividing utility

Syntax

divwy[-m | -i[-n] | -D# | -P[#] | -C#1#2#3] [ device ]

Description

Options

divvy divides an fdisk(ADM) partition into a number of separate areas known
as “divisions”. A division is identified by unique major and minor device
numbers and can be used for a filesystem, swap area, or for isolating bad
spots on the device.

The default device is /dev/hdOa. To access non-default disks, specify a device
file on the command line.

With divvy you can:

¢ Divide a disk or fdisk partition into separate devices.

¢ Create new filesystems.

Change the size of filesystems.

Remove filesystems.
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Options to divvy are:

-i  Installation only. Disk being divided will contain a root filesystem on
division 0. Only to be done from a non-active partition, or the root

floppy.

-m  Disk being divided should be made into a number of mountable filesys-
tems.

-n  Non-interactive installation; automatic option. Disk being divided will
contain the following:
root filesystem on division 0
swap on division 1
Ju filesystem on division 2
scratch on division 5

-D # delete division number #.




Usage

divoy(ADM)

-P # print start block number and end block number of division number # (or
all divisions if #is missing).
-C#1#243

Create division number #1 starting at block number #2 and ending at
block number #3.

divvy can be used on any character or block disk device file that refers to a
UNIX or XENIX partition. If no device is specified, divvy defaults to the active
UNIX partition on the root hard disk.

The -i option is used during installation. It specifies the device being divided
will contain a root filesystem. With this option, device nodes are created rela-
tive to the new root, generally a hard disk, instead of the current root, often an
installation floppy. A root filesystem, swap area, and recover area are created.
divvy prompts for the size of the swap area. If the disk is large enough, then
divvy prompts for a separate /u (user) filesystem. divvy also prompts for
block-by-block control over the layout of the filesystem(s). If the root filesys-
tem is large enough to require a scratch filesystem, (more than 40,000 blocks)
then divvy will prompt for whether one should be created.

The -m option is used for initial installation on devices that will not be used as
the root. It causes the user to be prompted for a number of filesystems.

When divvy is invoked from the command line, you see a main menu:

nlame] Name or rename a division.

clreate] Create a new file system on this division.

t[ypel Select or change filesystem type on new filesystems.

plrevent] Prevent a new file system from being created on this division.
s[tart] Start a division on a different block.

e[nd] End a division on a different block.

restore] Restore the original division table.

Please enter your choice or ‘q’ to quit:

(After the first command has been chosen, an additional option will be dis-
played in the main menu:

u[ndo] Undo the last change
This command may be selected at any time and will reverse the effect of the
most recent previous change to the division table.) To choose a command,
enter the first letter of the command, then press (Return).
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The divvy division table might look something like this:

e L ettt === B T Fommmmmmeeeem +
| Name | Type | New FS | # | First Block | Last Block |
R R et pommmmm dommtm e tommmmmm e +
| root | EAFS | no | 0| 0] 47402
| swap | NON FS | no | 1] 47403 50368|
| u | EAFS | no | 2 | 50369 70368
| | NOT USED | no | 3] =1 =1
| | NOT USED | no | 4| -1 -1
| | NOT USED | no | 51 =1 =1
| recover | NON FS | no | 6 | 703691 70378
| hd0a | WHOLE DISK | no |71 0] 70676
tommmmmmeem Hommmmmmm e et R i T tommmmmm e +

70379 1K blocks for divisions, 298 1K blocks reserved for the system

divvy also displays information about block allocation for system tables and
bad tracks.

You can change the name of the device with the n command. divvy prompts
you for the division number (from the divvy table displayed above), then for a
new name.

The ¢ command causes a given division to become a new, empty filesystem
when you exit from divvy. After using the c command, you will see a “yes” in
the “New File System?” column. If you use command p, the “yes” in the “New
File System?” column will change to a “no”, and the contents of the division
will not change. The ¢ command must be used when changing the size of a
filesystem.

With the s or “start” command, you can start a division on a different block
number. With the e or “end” command, you can end a division on a different
block number. Note that when you alter a division, that filesystem will be
remade (mkfs is run) and the contents destroyed. If you are resizing your
filesystems, make certain you have made backups first.

You can use these commands to change the size of a division. For example, if
your disk is similar to the one in the sample divvy table above, and you want
to make the /u filesystem larger and the swap area smaller, do this:

e Reduce the size of the swap area with the e command.
e Increase the size of the /u division with the s command.
e Recreate the /u filesystem using the ¢ command.

Note that if any of the divisions overlap, divvy will report an error when you
try to exit and put you back in the menus to correct the situation.

The r or “restore” command restores the original partition table. This is useful
if you make a serious mistake and want to return to where you started.




Examples

divoy(ADM)

When you exit from divvy, you are prompted whether you want to save any
changes you made, or exit without saving the changes. At this time, you can
also go back to the divvy menu, and may also have the option to reinstall the
original, default partition table. If you elect to save your changes, the new
partition table will be written to the hard disk and any new filesystems (desig-
nated with the ¢ command) will be created.

See also

divvy active partition on root disk
divvy /dev/hd0a same

divvy /dev/hd12  second partition on second disk
divvy /dev/rthd12 same

Notes

badtrk(ADM), fdisk(ADM), fsck(ADM), fsname(ADM), hd(HW), mkdev(ADM),
mkfs(ADM), mknod(C)

divvy requires kernel level support from the device driver. If divvy lists the
size of a disk as 0 blocks, or displays the following error messages, the device
may not support dividing:

cannot read division table
or:

cannot get drive parameters
These errors may also occur if the prerequisite programs dparam, fdisk and
badtrk are not run correctly.

If you change the size of filesystems (such as /u) after you have installed a
XENIX filesystem, you will have to use the ¢ command to re-create the filesys-
tem and reinstall the files that are kept there. This is because the free list for
that filesystem has changed. Be sure to backup the files in any filesystem you
intend to change, using backup(ADM), tar(C), or cpio(C), before you run
divvy. To change the size of the root filesystem, the operating system must be
reinstalled.

During installation, if the filesystem on division 0 (generally root) becomes or
remains large enough to require a scratch area during fsck, and one does not
already exist, divvy prompts for whether one should be created. (The result-
ing filesystem, /dev/scratch, is used by autoboot if it runs fsck. /dev/scratch
should also be entered when fsck prompts for a scratch filename, provided
that the filesystem being checked is not larger than the root filesystem.) If all
disk divisions have been used up, divvy will not prompt for a scratch filesys-
tem, even if the root filesystem is large enough to require one.
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Should division 0 ever extend beyond the 1024th cylinder of the hard disk,
divvy warns that the division may not be bootable and offers the user an
opportunity to correct the situation. If this occurs during non-interactive in-
stallation, divvy tries to adjust the divison table automatically, but still warns
the user of the fact before allowing manual interaction. divvy does not force
division 0 to be located within the first 1024 cylinders if the user specifically
requires an unusual location.

This utility uses 1K-byte blocks.

Value added
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divr_audit

produce audit records for subsystem events

Syntax

letc/auth/dlvr_audit [ -v ] tstamp event record pid cmd code [ args ... ]

Description

See also

dlvr_audit is used by programs implementing protected subsystems as the
means for sending audit records to the audit subsystem. Because those pro-
grams do not have the writeaudit privilege, they invoke dlvr_audit which
sends the data over a message queue to the audit daemon, which appends the
record to the audit trail. Because dlvr_audit is run as a child process of the
process producing the record, it does not have the ability to write the audit
device either. The message queue that it uses is only usable by the audit user,
so dlvr_audit must be run SUID to the audit user. The group is inherited
from the invoking process and is checked against those groups associated
with protected subsystems. If the group cannot be identified with a protected
subsystem, the record is ignored (so that general user programs cannot flood
the audit subsystem with invalid messages).

The -v flag forces the program to report all of its actions. Normally, this flag
is not used so that audit records can be made without the knowledge of the
program user.

The required arguments apply to all audit records. The tstamp argument is
the (ASCII number representation of the) time in seconds past Jan 1, 1970 that
the audit record was produced. The event argument is the number of the
event type as described in sysfaudit.h. Similarly, the record argument is the
audit record format type as described in sys/audit.h. The pid is the process ID
of the event process. cmd is the name of the protected subsystem command.
code is specific to the event type being generated.

There may be 0 or more optional arguments depending on the code.
dlvr_audit uses the extra arguments to fill in specific fields required by the
particular record format.

audit(HW), authaudit(S)
“Using the audit subsystem”, chapter of the System Administrator’s Guide

Value added

dlvr_audit is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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dmésg

display the system messages on the console

Syntax
dmesg [ -]

Description
The dmesg command displays all the system messages that have been gen-
erated since the last time the system was booted. If the option — (the dash
key) is specified, it displays only those messages that have been generated
since the last time the dmesg command was performed.
dmesg can be invoked periodically by placing instructions in the file
[ust/libjcrontab. It can also be invoked automatically by the /etc/rc2 scripts
whenever the system is booted. See “Notes”, below.
dmesg logs all error messages it prints in [usrfadm/messages. If dmesg is
invoked automatically, the messages file continues to grow and can become
very large. The system administrator should occasionally erase its contents.

Files
[etc/dmesg
[usrladm|messages
[usrjadm[msgbuf

Notes
dmesg is included in this release for backwards compatibility only. The de-
vice /dev/error provides a more flexible means of logging error messages, and
is recommended over dmesg. See error(M) for more information.

See also
cron(C), error(M),

Credit

dmesg was developed at the University of California, Berkeley, and is used
with permission.
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dparam, dkinit

display/change hard disk characteristics

Syntax

dparam [ -w ]

dparam /dev/rhd[0| 1]0 [ characteristics ]
Description

dkinit - front end to dparam.

The dparam command displays or changes the hard disk characteristics
currently in effect. These changes go into effect immediately and are also
written to the master boot block for subsequent boots. If a non-standard hard
disk is used, this utility must be called before accessing the drive.

(dkinit provides a menu-driven front end to dparam. For full details on the
use of dkinit, please refer to the System Administrator’s Guide.)

-w  Causes a copy of fetc/masterboot to be copied to disk to ensure that non-
standard hard disks are supported for the specified drive. This call
must precede a call to write non-standard disk parameters for the
desired parameters to be saved correctly in the masterboot block.

When called without options or disk characteristics, dparam prints the
current disk characteristics (on the standard output) for the specified hard
disk. These values are printed in the same order as the argument list.

When writing characteristics for the specified hard disk, dparam changes the
current disk controller status and updates the masterboot block. The argu-
ment ordering is critical and must be entered as specified below. All charac-
teristics must be entered when writing disk characteristics, otherwise an error
is returned. Hard disk characteristics (in respective order) are:

number of cylinders total number of cylinders on the hard disk
number of heads number of heads

reduced write current cylinder  hardware specific, consult your hardware
manual

write precompensation cylinder hardware specific, consult your hardware
manual

ecc number of bits of error correction on I/O
transfers, consult your hardware manual

control hardware specific, consult your hardware
manual
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landing zone cylinder where to park heads after shutting down
the system
number of sectors per track number of sectors per track on the hard
disk
Examples
dparam -w
dparam /dev/rhd10

dparam /dev/rhd00 700 4 256 180 5 0 640 17

Notes

This utility changes the kernel’s view of the hard disk parameters. It may be
subject to restrictions imposed by the hardware configuration.

Value added

dparam is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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ecc, eccd

memory Error Correction Code (ECC) facility

Syntax

letc/ecc

Description

ecc - add/delete entries from the bad page table
eccd - ECC daemon

The memory Error Correction Code (ECC) utilities periodically check RAM for
single and double-bit errors to increase data integrity. This feature is specific
to Corollary smp RAM used in Corollary and Corollary-compatible systems.

The ECC daemon: eccd

The ECC daemon, or background program, scans the smp RAM checking for
single bit errors. Single bit errors themselves are harmless and are automati-
cally corrected by hardware. However, if an additional bit is corrupted at the
same location, a double bit error occurs and the system panics.

The ECC daemon helps avoid double bit errors by informing the system
administrator of existing single bit errors. Errors are reported via the system
console and /usrjadm|messages. The system administrator should periodically
check /usr/adm/messages for any single bit error notifications and use the ecc
utility to map the affected 4K page out of memory.

The script that controls this process, /efc/idrc.dfecc, is built manually using
mkdev eccd. The jetc/idrc.dfecc script is thereafter invoked automatically
when the system enters multiuser mode.

The ecc utility

The administrator should check periodically for memory ECC errors. The ECC
errors are displayed on the console and stored in [usr/adm/messages. The mes-
sages appear as follows:

found a single-bit error
board=n bad addr=xxxx

where n is the board number and xxxx is the address of the error.
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Note

ECC errors are mapped and stored in a bad page table using the ecc utility.
The main ecc menu appears as follows:

1. Print Current Bad Memory Page Table
2. Add Entries to Current Bad Memory Page Table
3. Delete Entries from Current Bad Memory Page Table

Enter your choice or ‘g’ to quit:

Option 1 prints the current bad memory page table. Option 2 is used to add
new entries to the table. Option 3 can be used to delete entires from the bad
page table when memory boards or individual SIMMs have been replaced.

You must reboot the system after modifying the bad page table for it to take
effect.

Files

This utility works only with Corollary smp RAM and compatibles.

Jdevfecc ECC device

Jetcfidrc.dfecc ECC daemon startup script
Jetcfidsd.dfecc ECC daemon shutdown script
Jetcleccdata bad page table

[etcleccdpid deamon process ID

Value added
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ecc is an extension of AT&T System V provided by The Santa Cruz Operation,
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eisa(ADM)

report on boards that are installed on the EISA bus

Syntax

letc/eisa [slots |h | H]

Description

The eisa command provides information about the host adapters that are
installed on the system. By default, eisa reports on the motherboard and 15
slots (slots 0-15). You can specify a number of slots for which you want a
report. If you specify a higher number of slots than you have on your com-
puter, the eisa report for those slots is invalid. If you do not specify slot infor-
mation, use the H or h options to get usage information.

Here is a sample report:

Slot:
MB

4

6
15

EISA ID: Vendor: Prod#: Revi: EISA Ver:
22 £0 £d 09 HWP Oxfd 01 1

04 90 00 00 ADP 0x000 00

04 90 00 00 ADP 0x000 00

22 £0 08 01 HWP 0x080 01

These columns have the following meanings:

Slot

EISA ID

Vendor

Prod#

Rev#
EISA Ver

logical number of the slot on the EISA bus to which the board is
attached. The motherboard is always configured as slot 0, so
slot 0 is reported as “MB”.

standard EISA ID. The first four digits represent the vendor; the
next four digits represent the product number and the revision
number for the product.

abbreviation for the vendor of the board. The sample report
shows that the motherboard and the board in slot 15 are sold by
HP and the boards in slots 4 and 6 are sold by Adaptec. Note
that this column merely interprets the vendor information given
in the first four digits of the EISA ID column.

product number of the individual board. These numbers are
assigned by the vendor and should be explained in the docu-
mentation that accompanies the board.

hardware revision number for the board

EISA version number. Each motherboard is encoded with a ver-
sion of the EISA specification to which it conforms, and that ver-
sion number is given in this column.

115




eisa(ADM)

Notes
The eisa command reports only EISA boards that are installed on an EISA sys-
tem, not the 8- or 16-bit ISA (XT/AT) boards.
Only root can execute the eisa command.

Diagnostics

eisa returns a 0 value if successful. A return value of 1 indicates a command
line error, a return value of 2 indicates that the motherboard was not located,
and a return value greater than 2 indicates an unspecified error.

If the slot number that you specify is larger than the actual number of slots,
the results are unpredictable; however, the return value is still 0.

Value added

eisa is an extension of AT&T System V provided by The Santa Cruz Opera-
tion, Inc.
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maintain disk partitions

Syntax
letc/fdisk [ [-p ] [ -ad partition ][ -c partition start size ]
[ -t ostype 11 | -f devicename ] [ -f devicename 1]
Description

fdisk displays information about disk partitions. It also creates and deletes
disk partitions and changes the active partition. fdisk functionality is a super-
set of the MS-DOS command of the same name. fdisk is usually used interac-
tively from a menu.

The hard disk has a maximum of four partitions. Only one partition is active
at any given time. It is possible to assign a different operating system to each
partition. Once a partition is made active, the operating system resident in
that partition boots automatically once the current operating system is halted.

The fdisk utility reports disk sizes in tracks. The number of tracks available
on a hard disk is equal to the number of heads times the number of cylinders.
The fdisk utility does not allocate the first track or the last cylinder on the
hard disk when the “Use Entire Disk for UNIX” option is used. The first track
on the hard disk is reserved for masterboot and the last cylinder is generally
used when running hard disk diagnostics. You should not allocate the last
cylinder if you plan to run diagnostics on your hard disk.

For example, if a disk has 4 heads and 615 cylinders, it has 2460 tracks, which
fdisk reports as tracks 0-2459. If you choose the “Use Entire Disk for UNIX”
option, fdisk will create a UNIX partition on tracks 1-2455. Track 0 is reserved
for masterboot, and the last cylinder (tracks 2455-2459) is not assigned with
the “Use Entire Disk for UNIX” option.

Partitions are defined by a “partition table” at the end of the master boot
block. The partition table provides the location and size of the partitions on
the disk. The partition table also defines the active partition. Each partition
can be assigned to the UNIX system, DOS, or some other operating system.
Once a DOS partition is set up, DOS files and directories resident in the DOS
partition may be accessed from the UNIX system partition by means of the
dos(C) commands. DOS may be booted without the DOS partition being
active by entering dos at the boot prompt. See boot(HW).
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Arguments

-p, -a, -d,c These flags are used to invoke fdisk non-interactively. The
argument number, below, refers to a valid partition number
(1-4).

-p Prints out the disk partition table, one partition to a line.
For each partition, fdisk displays the following informa-
tion:
partition start stop size status type

-a number Activates partition number.

-d number Deletes partition number.

Options

-c number start size
Creates a partition number that is size tracks long beginning
at track start. The -c option is used to use the entire disk
for UNIX; the appending of a dash (-) to the end of the com-
mand line accomplishes this, as in the following example:

fdisk-c11-

This syntax is used only during installation. If there are any
existing partitions on the disk, this command will fail.

-f name Open device name and read the partition table associated
with that device’s partition. The default is /dev/rhd00.

-t ostype Specify the partition type of the partition being created,
where ostype is one of the following: UNIX, XENIX, DOS,
DOS_12, DOS_16, DOS_32, 0S/2 or CCPM. DOS is the same as
DOS_16. If no -t option is specified, the default partition
type is UNIX.
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When invoked interactively (without the -p, -a, -d, or -c options), fdisk dis-
plays a prompt and a menu of five options. No changes are made to the parti-
tion table on the disk until you enter “q” from the main menu.

1. Display Partition Table
This option displays a table of information about each partition on the hard
disk. The “PARTITION” column gives the partition number. The “STATUS”
column tells whether the partition is active (A) or inactive (I). “TYPE” tells
whether the partition is a UNIX system partition, a DOS partition, or
“other”. The option also displays the starting track, ending track and total
number of tracks in each partition.




Notes

fdisk(ADM)

. Use Entire Disk for UNIX

fdisk creates one partition that includes all the tracks on the disk, except
the first track and the last cylinder. This partition is assigned to the UNIX
system and is designated the active partition.

. Use Rest of Disk for UNIX

fdisk creates one partition that occupies the largest available contiguous
area of the disk. This partition is assigned to the UNIX system and is desig-
nated the active partition.

. Create UNIX Partition

This option allows the creation of a partition by altering the partition table.
fdisk reports the number of tracks available for each partition and the
number of tracks in use. fdisk prompts for the partition to create, the start-
ing track and size in tracks. The change is written to the hard disk when

" ”

you enter “q” from the main menu.

. Activate Partition

This option activates the specified partition. Only one partition may be
active at a time. The change is not effective until you exit. The operating
system residing in the newly activated partition boots once the current op-
erating system is halted.

. Delete Partition

This option requests which partition you wish to delete. fdisk reports the
new available amount of disk space in tracks. The change is not effective
until you exit.

Exit the fdisk program by typing a “ q” at the main fdisk menu. Your changes
are now written to the hard disk.

See also

The minimum recommended size for a UNIX system partition is 40 mega-
bytes.

Since fdisk is intended for use with DOS, it may not work with all operating
system combinations.

0S/2 partitions are displayed as UNKNOWN.

dos(C), hd(HW)

Value added

fdisk is an extension of AT&T System V provided by The Santa Cruz Opera-
tion, Inc.
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fdswap

swap default boot floppy drive

Syntax
fdswap [ on | off ]

Description
fdswap tells the CMOS to swap the default floppy drive used to read boot in-
formation at boot time. For example, if your computer defaults to read boot
information on drive A, fdswap on changes the default drive to drive B.
fdswap with no arguments reports the current fdswap state, on or off.
fdswap off switches the drive setting back to the default configuration.
Changing the drives take effect on the next boot of the system.

Notes
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Support for this functionality is only available on a small number of ma-
chines. The ROMs must recognize and interpret the CMOS flag that specifies
that the floppy drives are swapped.
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ff

list file names and statistics for a filesystem

Syntax

letc/ff [options] special

Description

The ff command reads the i-list and directories of the special file, assuming it
is a file system. Inode data is saved for files which match the selection cri-
teria. Output consists of the path name for each saved inode, plus other file
information requested using the print options below. Output fields are posi-
tional. The output is produced in inode order; fields are separated by tabs.
The default line produced by £f is:

path-name i-number
With all options enabled, output fields would be:
path-name i-number size uid

The argument #n in the option descriptions that follow is used as a decimal
integer (optionally signed), where +n means more than n, -n means less than
n, and n means exactly #n. A day is defined as a 24-hour period.

-1 Do not print the inode number after each path name.

-1 Generate a supplementary list of all path names for
multiple-linked files.

-pprefix The specified prefix will be added to each generated path
name. The defaultis “.” (dot).

-s Print the file size, in bytes, after each path name.

-u Print the owner’s login name after each path name.

-an Select if the inode has been accessed in n days.

-mn Select if the inode has been modified in n days.

-cn Select if the inode has been changed in n days.

-nfile Select if the inode has been modified more recently than the
argument file.

-iinode-list Generate names for only those inodes specified in inode-list.
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See also

Notes

find(C), ncheck(ADM)
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If the -1 option is not specified, only a single path name out of all possible ones
is generated for a multiple-linked inode. If -1 is specified, all possible names
for every linked file on the file system are included in the output. However,
no selection criteria apply to the names generated.

This command only works on UNIX filesystems.
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fixmog, cps

make all system files consistent with the authentication database,
make specific system files consistent with the authentication database

Syntax
Jtcb/bin/fixmog [-i]1[-v ]
Itcb/bin/cps [ absolute_pathnames ]
Description

fixmog attempts to correct inconsistencies found by integrity(ADM). integrity
traverses the File Control database and compares each entry to the real file in
the filesystem. Each file is checked to ensure it has the specified owner, group,
access permissions and type. fixmog changes the owner, group and access
permissions of files to those in the File Control database. If the -i (interactive)
option is used, fixmog requests confirmation before making any changes. If
the -v (verbose) option is in effect, fixmog displays a line detailing each change
made. The -i option overrides the -v option. If a file is of the wrong type (for
example, a regular file when it should be a directory), a message giving the
expected and actual types is output and no changes are made to that file. If a
change fails, an error message giving the change attempted is output.

Like fixmog, cps is used to correct problems in the TCB. However, cps checks
specified files rather than all files in the File Control database. cps is used pri-
marily by the crash recovery script to ensure files critical to the TCB exist and
have the correct owner, group and access permissions specified in the File
Control database.

cps accepts absolute pathnames of directories and files to be created. Absolute
pathnames are complete pathnames (for example /tcb/bin/cps) as opposed to
relative pathnames (for example ../file). An entry (containing a mode) for each
component of each pathname must be present in the File Control database,
otherwise a fatal error is returned.

Each missing element of each path is created as specified in the File Control
database. Elements of each path that already exist, but have incorrect owner,
group or access permissions, are changed so they agree with their File Control
database entries.

If no parameters are supplied, the pathnames are read from the standard
input, which should contain absolute pathnames separated by newlines.

Only the super user can use the fixmog and cps commands.
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File

See also

Jetc/auth/systemfiles File Control database

integrity(ADM), fixmog(ADM), tcbck(ADM)

Diagnostics

Notes

fixmog returns an exit status of 1 if the user attempting to run the program is
not the superuser, invalid options were specified or the integrity(ADM) com-
mand could not be run: otherwise 0 is returned. Errors cause appropriate error
messages to be displayed.

cps returns an exit status of 1 if a fatal error was detected; otherwise O is
returned if no changes were required and 2 if any changes to the file system
were made. Errors cause appropriate error messages to be displayed.

cps converts the pathnames supplied to canonical pathnames, i.e. ones that
don’t contain consecutive “/”s, and none of the directories are “.” or “..”.
This enables pathnames to be looked up in the File Control database where

pathnames should also be in this format.

Value added

124

fixmog and cps are an extension of AT&T System V provided by The Santa
Cruz Operation, Inc.
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fixperm

correct or initialize file permissions and ownership

Syntax

letc/fixperm [ -acCDfgilLnOpsSUvwX ] [ -d pkg ] [ -u pkg ] specfile

Description

For each line in the specification file specfile, fixperm makes the listed path-
name conform to a specification. fixperm is typically used to configure a
UNIX system upon installation. It can only be invoked by a super user, and it
only works from the root directory. If it is invoked from any other directory,
incorrect results will be returned.

The specification file has the following format: Each non-blank line consists
of either a comment or an item specification. A comment is any text from a
number sign (#) up to the end of the line. There is one item specification per
line. User and group ID numbers must be specified at the top of the specifica-
tion file for each user and group mentioned in the file. The syntax for the
definition section is simple: the first field indicates the type of ID (either uid or
gid), the second contains the name reference for the ID, and the third is the
corresponding numeric ID. For example:

uid root 0

An item specification consists of a package specifier, a permission specifica-
tion, owner and group specifications, the number of links on the file, the file
name, and an optional volume number.

The package specifier is an arbitrary string which is the name of a package
within a distribution set. A package is a set of files.

After the package specifier is a permission specification. The permission spe-
cification consists of a file type, followed by a numeric permission specifica-
tion. The file type is one of the following characters:

a  Archive.

b Block device.

¢ Character device.

d  Directory.

e  Empty file (create if -c option given).

f Text file.
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Options

p  Named pipe.

OK. It indicates to fixperm that there should be no file type checking
allowing any format or contents in what would normally be the header
section of an executable file. For example, data files and encrypted files
should be of type “o”.

b% Executable.

C  Compress file. This is optional and can be used in addition to the previ-
ous file types described above. When used with the -C option, it enables
the file to be compressed.

U Uncompress file. This is also optional and enables the file to be
uncompressed when used with the -U option.

If the file type is used as an upper-case letter, then the file associated with it is
optional, and fixperm will not return an error message if it does not exist.

The numeric permission conforms to the scheme described in chmod(C). The
owner and group are in the third column separated by a slash: for example:
“bin/bin”. The fourth column indicates the number of links. If there are links
to the file, the next line contains the linked filename with no other informa-
tion. The fifth column is a pathname. The pathname must be relative, that is,
not preceded by a slash “/”. The sixth column is only used for special files,
giving the major and minor device numbers, or volume numbers.
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The following options are available from the command line, unless otherwise
noted:

-a Ensures that all files specified in the list exist on the hard disk.

-c Create empty files and missing directories. Also creates (or modi-
fies) device files.

-C Compress all types of files with the additional “C” permission specif-
ication.

-dpkg Process input lines beginning with given package specifier string
(see above). For instance, -dBASE processes only items specified as
belonging to the Basm utilities set. The default action is to process all

lines.

-D List directories only on standard output. Does not modify target
files.

-f List files only on standard output. Does not modify target files.
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Instructs fixperm to list devices as specified in the permlist (similar
to the -f flag, which lists files on standard output). No changes are
made as a result of this flag.

(Available from a program or shell script only)

Check only if the selected packages are installed. Return values are:

0: package completely installed
3: not found

4: package not installed

5: package partially installed

List files and directories on standard output. Does not modify target
files.

List files on standard output but any compressed files (that is, C file
types) are printed with a “.Z” suffix.

Report errors only. Does not modify target files.

Omit link names from lists when used with the list options; -D, -f, -1,
-L or -w.

Override default uid/gid found in /etc/passwd and /etc/group with the
value found in the permlist. Because UNIX and XENIX have different
values for certain uid and gids (for example, in UNIX bin=2, and
XENIX bin=3) the default value is gleaned from the /etc/passwd and
Jetc/group files. This option forces the values to be taken from the
perms list. It also generates a warning if the perms list doesn't
include /etc/passwd and Jetc/group.

Modify special device files in addition to the rest of the permlist.
Issues a complaint if files are not in x.out format.
Like -d, but processes items that are not part of the given package.

Uncompress all types of files with the additional “C” permission spe-
cification.

Verbose, in particular, issues a complaint if executable files are word
swapped, not fixed stack, not separate “I” and “D”, or not stripped.

Lists where (what volume) the specified files or directories are
located.

Print only files and /or directories not installed.
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The following two lines make a distribution and invoke tar(C) to archive only
the files in /etc/perms/inst on [dev/sample:

/etc/fixperm -f /etc/perms/inst > list
tar cfF /dev/sample list

This example reports BASE package errors:
/etc/fixperm -nd BASE /etc/perms/

or
/etc/fixperm -nd BASE /etc/perms/filename

Note

Usually fixperm is only run by a shell script at installation.

See also

custom(ADM)

Value added

fixperm is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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fsave(ADM)

interactive, error-checking filesystem backup

Syntax

fsave filesystem [ backupinfo | [ mediainfo ][ sitename ]

Description

fsave is used by fsphoto(ADM) to provide a semi-automated interface to
xbackup(ADM) and cpio(C) for backing up filesystems. Operator intervention
is required to mount and dismount tapes or floppies at the appropriate times,
but is kept to a minimum to reduce the potential for error.

The operator is prompted each time some action is required, such as mount-
ing or unmounting a tape or floppy. These prompts, and their possible selec-
tions, are described below.

For all prompts, an answer of h, H, or ? will display a short summary of the
possible answers.

Filesystem dump (backup)

The following prompt displays the defaults (gleaned from the schedule data-
base file) and presents options to alter them:

Level dumplevel dunp of filesystem filesystem , date
media size: size feet [or Kb]
media drive: drive

This media will be saved for howlong, and is howwvital.

M)ounted volume, P)ostpone, C)heck or F)ormat volumes, R)etension or H)elp:

The values displayed dictate the following instructions: filesystem is to be
backed up using size-foot long magtapes (or size-kilobyte big floppies)
mounted on drive drive. The media will be saved for howlong (“1 year”, “2
months”, etc.), and being a level dumplevel dump, is howwvital (“critical”, “pre-
cautionary”, etc.).

The menu options are:

m A volume of the asked for size has been mounted (write-
enabled), so begin the dump.

mnewsize Insufficient volumes of the originally asked for size are avail-
able, so a newsize big volume has been mounted instead. If the
dump extends across more than one volume, each volume must
be of the same size.

P Postpone this backup until later (fsphoto will automatically
retry this filesystem next time it is run).
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c Recheck the volumes used to back up filesystem for errors. This
answer is useful when a dump mysteriously fails and fsave is
starting over from the beginning, but the operator doesn’t
believe there really is a problem (for example, the tape drive
was accidentally left offline or the floppy door was left open),
and wants to check the volumes again.

f Format the currently mounted volume (useful mainly for flop-
pies).
r Retension cartridge tape using tape(C).

If multiple volumes are required, backup will pause for the next volume to be
mounted. Be certain to keep track of the volume order.

Format check
The format of “critical” volumes is checked using dumpdir(ADM):

Check vital volumes for format errors
M)ounted first volume, S)kip format check, or H)elp:

The menu options are:

m The first volume has been (or still is) mounted, and dumpdir
can now check the volume format.

s Skip checking the volume format, and continue on to the read
error check (below).

The format is not always checked, but when it is, the first volume written
must be mounted.

Read error check

All volumes created using xbackup(ADM) are read using xrestore(ADM),
which checks for errors during reading. If an error occurs, the dump is
declared unsuccessftil and is retried from the beginning.

Check vital volumes for read errors
M)ounted which volume, E)rror on previous volume, D)one, S)kip checks, or H)elp:

The menu options are:

m The which (“first” or “next”) volume has been mounted on the
drive and is ready to be checked for read errors.

e An error occurred on the last volume checked, and the dump
should be retried.

d All volumes have been checked and no errors occurred, so the
filesystem has been successfully backed up.

s Don’'t bother (skip) checking the rest of the volumes for read
errors.
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Every volume should be checked for read errors; xrestore requires the vol-
umes to be checked in first-to-last order. Volumes that produce read errors
should be marked “suspect”, discarded, and the dump run once again.

After the backup has been successfully performed, instructions are given on
how to label the volumes.

Arguments

fsave is normally run by fsphoto, which passes all the proper arguments
based on the schedule(ADM) database.

filesystem
dumpinfo

The filesystem to be backed up.

A set of blank-separated strings that give some optional infor-
mation about this backup:

dumplevel size savetime importance marker

Each of these component strings may be quoted and can thus
contain spaces.

dumplevel The level of the dump to be performed. This is a
single digit from 0 to 9 (passed to xbackup), or the
letter x (which means no backup is to be done).
The default is to perform a level 0 backup.

size The size of the media volumes that should be
used. This should be in feet for tapes and kilo-
bytes for floppies. A size of - means to use the first
size listed in mediainfo. This is the default.

savetime ~ How long this backup is to be saved (for example,
“3 months”). Default is “1 year”.

importance How important is this backup? (For example,
“critical” or “precautionary.”) Those which are
“critical” have their format checked by xdumpdir.
Default is “important”.

marker Either “none” (the default) or an additional label to
place on each volume (for example, “a pink
sticker”).

A typical dumpinfo might look like:
9 1200 "2 weeks" useful "a blue X"

which specifies that a level 9 dump is to be performed on a 1200
foot tape (or 1200 kilobyte floppy) which will be saved for 2
weeks and is to be marked with a blue cross (in addition to a
more descriptive label). This backup is merely considered “use-
ful” and thus will not be checked by xdumpdir.
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mediainfo

sitename

A set of blank-separated strings that give some optional infor-
mation about this the media to be used:

drive d density sizes... [format]
drive k sizes... [format]

drive The name of backup device to use. The default is
Jdev/rmt0.
k sizes... If k is specified, drive is assumed to be a floppy,

and the list of sizes which follow define the allow-
able capacities of the floppies that can be used (in
kilobytes).

d density sizes...
Otherwise, d must be specified. In this case, drive
is assumed to be a magtape at density BP], in one
of the possible sizes (in feet).

format The command used to format the tape or floppy so
described.

A mediainfo describing 9-track magtape would be:

media /dev/rmt0 d 1600 2400 1200 600
media /dev/rmt2 d 800 1400 1200 600

which specifies that /dev/rmt0 is a 1600 BPI magtape capable of
handling 2400, 1200, and 600 foot reels, and that /dev/rmt2 is the
800 BPI device.

A floppy might be described with:
media /dev/fd0 k 1024 format /dev/fd0

which describes device /dev/fd0 as a megabyte (1024 kilobytes)
floppy formatted by the command:

format /dev/fd0

Where this backup was made (for example, the name of the

company or which building). Note that the uucp(C) nodename
from Jetc/systemid is automatically placed on the volume labels.

Only the super user can execute the fsave command.
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Files
Jetc[systemid Name of this machine.
[etc/ddate xbackup-maintained record of last time each filesystem
was backed-up.
[dev]tty Always-existent character-special device.
See also
basename(C), cpio(C), dumpdir(ADM), fsphoto(ADM), schedule(ADM),
xbackup(ADM), xrestore(ADM)
Diagnostics

A successful backup exits successfully (0), but errors generate a complaint
and an exit status of 1. fsave complains about illegal or incorrect arguments,
and exits with a status of 2.

If the backup of filesystem is postponed, fsave exits with a status of 3.

Value added

fsave is an extension of AT&T System V provided by The Santa Cruz Opera-
tion, Inc.
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fsck, dfsck

check and repair filesystems

Syntax

letc/fsck [ options ] [ filesystem ] ...

letc/dfsck [ optionsl] filesys1 ... -[ options2 ] filesys2 ...
Description
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dfsck - check and repair filesystems

The fsck command audits and interactively repairs inconsistent conditions for
all supported filesystems. If the filesystem is consistent, the number of files,
number of blocks used, and number of blocks free are reported. If the filesys-
tem is inconsistent, the operator is prompted for concurrence before each
correction is attempted. It should be noted that most corrective actions result
in some loss of data. The amount and severity of the loss may be determined
from the diagnostic output. (An experienced operator can resolve discrepan-
cies manually using fsdb(ADM), the filesystem debugger.) The default action
for each consistency correction is to wait for the operator to respond “yes” or
“no”. If the operator does not have write permission fsck defaults to the
action of the -n option.

The following flags are interpreted by fsck:

-a (Autoboot.) When called with this option, fsck examines the FSCKFIX
flag in the Jetc/default/boot file. If FSCKFIX is set to YES, fsck behaves as
if it had been called with the -y flag.

-b (S851K and AFS filesystems only.) Reboot. If the file system being
checked is the root file system and modifications have been made, then
either remount the root file system or reboot the system. A remount is
done only if there was minor damage.

-Clclustersizel

(S51K filesystems only.) Converts the named S51K filesystem into an
AFS (Acer Fast Filesystem). The -s option must also be present. The
clustersize argument must be a power of 2 and less than 16 (8 is the
recommended value). The increase in speed that is possible with a fast
filesystem will not be immediately apparent; it will take affect only
with the new files added to the filesystem. There is little or no benefit
in transforming a filesystem that is nearly full; if it is within a few
blocks of being full, the conversion will not work. (This option can
only be used to convert an S51K fileystem.)

-E Converts the named AFS filesystem to Extended Acer Fast Filesystem
(EAFS), which includes support for long filenames and symbolic links.
Can be combined with -C option to convert an S51K filesystem to
EAFS.
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Assumes a yes response to all questions asked by fsck.

Assumes a 1o response to all questions asked by fsck; do not open the
filesystem for writing.

Ignores the actual free list and (unconditionally) reconstructs a new
one by rewriting the super-block of the filesystem. The filesystem must
be unmounted while this is done.

The -sb:c option allows for creating an optimal free-list organization.
The following forms are supported:

-s
-sBlocks-per-cylinder:Blocks-to-skip (filesystem interleave)
(for anything else)

If b:c is not given, then the values used when the filesystem was creat-
ed are used. If these values were not specified, then a reasonable
default value is used.

Conditionally reconstructs the free list. This option is like -sb:c above
except that the free list is rebuilt only if there are no discrepancies dis-
covered in the filesystem. Using -S forces a 1o response to all questions
asked by fsck. This option is useful for forcing free list reorganization
on uncontaminated filesystems.

If fsck cannot obtain enough memory to keep its tables, it uses a
scratch file. If the -t option is specified, the file named in the next argu-
ment is used as the scratch file, if needed. Make certain you leave a
space between the -t and the filename, or fsck will use the entire
filesystem as a scratch file and erase the entire disk. If you created a
scratch filesystem during installation then you can use /dev/scratch as
the filename, provided that the filesystem being checked is no larger
than the root filesystem. Without the -t flag, fsck prompts the operator
for the name of the scratch file. The file chosen should not be on the
filesystem being checked, and if it is not a special file or did not already
exist, it is removed when fsck completes. If the system has a large
hard disk there may not be enough space on another filesystem for the
scratch file. In such cases, if the system has a floppy drive, use a blank,
formatted floppy in the floppy drive with (for example) /dev/fd0 speci-
fied as the scratch file.

Quiet fsck. Do not print size-check messages in Phase 1. Unreferenced
FIFO files will selectively be removed. If fsck requires it, counts in the
super-block will be automatically fixed and the free list salvaged.

Directories are checked for bad blocks. Useful after system crashes.

Fast check. Check block and sizes (Phase 1) and check the free list
(Phase 5). The free list will be reconstructed (Phase 6) if it is necessary.
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-ir (XENIX filesystems only.) Recovers the root filesystem. The required
filesystem argument must refer to the root filesystem, and preferably
to the block device (normally /dev/root). This switch implies -y and
overrides -n. If any modifications to the filesystem are required, the
filesystem will be automatically mounted.

If no filesystems are specified, fsck reads a list of default filesystems from the
file Jetc/checklist.

Inconsistencies checked are as follows:
¢ Blocks claimed by more than one inode or the free list

¢ Blocks claimed by an inode or the free list outside the range of the
filesystem

e Incorrect link counts

e Size checks:
Incorrect number of blocks
Directory size not 16-byte aligned

¢ Bad inode format
¢ Blocks not accounted for anywhere

e Directory checks:
File pointing to unallocated inode
Inode number out of range

e Super-block checks:
More than 65536 inodes
More blocks for inodes than there are in the filesystem

e Bad free block list format
e Total free block or free inode count incorrect

Orphaned files and directories (allocated but unreferenc>d) are, with the
operator’s concurrence, reconnected by placing them in the lost+found direc-
tory. The name assigned is the inode number. The only restriction is that the
directory lost+found must preexist in the root of the filesystem being checked
and must have empty slots in which entries can be made. This is accom-
plished by making lost+found, copying a number of files to the directory, and
then removing them (before fsck is executed).

dfsck allows two filesystem checks on two different drives simultaneously.
optionsl and options2 are used to pass options to fsck for the two sets of
filesystems. A “-” is the separator between filesystem groups.

The dfsck program permits an operator to interact with two fsck programs at
once. To help in this, dfsck displays the filesystem name for each message to
the operator. When answering a question from dfsck, the operator must pre-
face the response with a 1 or a 2 (indicating that the answer refers to the first
or second filesystem group).

Do not use dfsck to check the root filesystem.
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See also

Jetc/checklist Contains default list of filesystems to check
[etc/default{boot Automatic boot control

Notes

autoboot(ADM), checklist(F), filesystem(FP), fsdb(ADM), init(M)

Warning

The directory /etc/fscmd.d/TYPE contains programs for each filesystem type;
each of these programs applies some appropriate heuristic to determine
whether the supplied special file is of the type for which it checks.

fsck will not run on a mounted non-raw filesystem unless the filesystem is the
root filesystem or unless the -n option is specified and no writing out of the
filesystem will take place. If any such attempt is made, a warning is displayed
and no further processing of the filesystem is done for the specified device.

Although checking a raw device is almost always faster, there is no way to tell
if the filesystem is mounted. Cleaning a mounted filesystem will almost cer-
tainly result in an inconsistent super-block.

Filesystems created under UNIX-86 version 3.0 are not supported under UNIX
System V/386 Release 3.2 because the word ordering in type long variables
has changed. fsck is capable of auditing and repairing UNIX System V/386
version 3.0 filesystems if the word ordering is correct.

For the root filesystem, fsck -b /dev/root should be run. For all other filesys-
tems, fsck /dev/?? on the unmounted block device should be used.

Diagnostics

Initialization phase
Command syntax is checked. Before the filesystem check can be performed,

fsck sets up certain tables and opens some files. The fsck terminates on ini-
tialization errors.

General errors

Three error messages may appear in any phase. While they seem to offer the
option to continue, it is generally best to regard them as fatal, end the run, and
investigate what may have caused the problem.
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CAN NOT SEEK: BLK B (CONTINUE?)

The request to move to a specified block number B in the filesystem
failed. The occurrence of this error condition indicates a serious prob-
lem (probably a hardware failure) that may require additional help.

CAN NOT READ: BLK B (CONTINUE?)

The request for reading a specified block number B in the filesystem
failed. The occurrence of this error condition indicates a serious prob-
lem (probably a hardware failure) that may require additional help.

CAN NOT WRITE: BLK B (CONTINUE?)

The request for writing a specified block number B in the filesystem

failed. The disk may be write-protected.

Meaning of yes/no responses

Prompt n(no) ylyes)
CONTINUE?  Terminates program. Attempts to continue to run
(This is the recommended filesystem check.

response.)

Often, however, the
problem persists. The error
condition does not allow a

complete check of the
filesystem. A second run of
fsck should be made to
recheck this filesystem.
Phase 1: check blocks and sizes
This phase checks the inode list.
Meaning of yes/No responses—Phase 1
Prompt n{no) y(yes)
CONTINUE?  Terminates the program. Continues with the
(Recommended response.) program.
This error condition means
that a complete check of the
filesystem is not possible. A
second run of fsck should
be made to recheck this
filesystem.
CLEAR? Ignores the error condition. ~ Deallocates i-node I by
A NO response is only zeroing its contents.
appropriate if the user This may invoke the
intends to take other UNALLOCATED error condition
measures to fix the problem.  in Phase 2 for each directory
entry pointing to this i-
node.
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Phase 1 error messages

EMPTY SYMLINK (CLEAR?)
There is no pathname associated with a symbolic link.

UNKNOWN FILE TYPE I=I (CLEAR?)
The mode word of the i-node I suggests that the i-node is not a pipe,
special character i-node, regular i-node, or directory i-node. This is
also displayed when a non-EAFS version of fsck is run on a filesystem
containing symbolic links.

LINK COUNT TABLE OVERFLOW (CONTINUE?)
An internal table for fsck containing allocated i-nodes with a link count
of zero has no more room.

B BAD I=I
I-node I contains block number B with a number lower than the num-
ber of the first data block in the filesyste:n or greater than the number
of the last block in the filesystem. This error condition may invoke the
EXCESSIVE BAD BLKS error condition in Phase 1 if i-node I has too many
block numbers outside the filesystem range. This error condition
invokes the BAD/DUP error condition in Phase 2 and Phase 4.

EXCESSIVE BAD BLOCKS I=I (CONTINUE?)
There is more than a tolerable number (usually 10) of blocks with a
number lower than the number of the first data block in the filesystem
or greater than the number of the last block in the filesystem associated
with i-node I.

B DUP I=I
I-node I contains block number B, which is already claimed by another
i-node. This error condition may invoke the EXCESSIVE DUP BLKS error
condition in Phase 1 if i-node I has too many block numbers claimed by
other i-nodes. This error condition invokes Phase 1B and the BAD/DUP
error condition in Phase 2 and Phase 4.

EXCESSIVE DUP BLKS I=I (CONTINUE?)
There is more than a tolerable number (usually 10) of blocks claimed
by other i-nodes.

DUP TABLE OVERFLOW (CONTINUE?)
An internal table in fsck containing duplicate block numbers has no
more room.

POSSIBLE FILE SIZE ERROR I=I
The i-node I size does not match the actual number of blocks used by
the i-node. This is only a warning. If the -q option is used, this mes-
sage is not printed.

DIRECTORY MISALIGNED I=I
The size of a directory i-node is not a multiple of 16. This is only a
warning. If the -q option is used, this message is not printed.
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PARTIALLY ALLOCATED INODE I=I (CLEAR?)
I-node I is neither allocated nor unallocated.

Phase 1B: rescan for more DUPS

When a duplicate block is found in the filesystem, the filesystem is rescanned
to find the i-node that previously claimed that block. When the duplicate
block is found, the following information message is printed:

B DUP I=I
I-node I contains block number B, which is already claimed by another
i-node. This error condition invokes the BAD/DUP error condition in
Phase 2. I-nodes with overlapping blocks may be determined by exa-
mining this error condition and the DUP error condition in Phase 1.

Phase 2: check path names

This phase removes directory entries pointing to bad i-nodes found in Phase 1
and Phase 1B.

Meaning of yes/no responses—Phase 2

Prompt n(no) y(yes)

FIX? Terminates the program In Phase 2, a y(yes) response
since fsck will be unable to to the FIX? prompt says:
continue. Change the root i-node type

to “directory.”

If the root i-node data
blocks are not directory
blocks, a very large number
of error conditions are
produced.

CONTINUE?  Terminates the program. Ignores DUPS/BAD error
condition in root i-node and
attempt to continue to run
the filesystem check.

If root i-node is not correct,
then this may resultin a
large number of other error
conditions.

REMOVE? Ignores the error condition. Removes duplicate or unal-
A NO response is only located blocks.
appropriate if the user
intends to take other
measures to fix the problem.
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Phase 2 error messages

ROOT INODE UNALLOCATED. TERMINATING
The root i-node (always i-node number 2) has no allocate mode bits.
The occurrence of this error condition indicates a serious problem. The
program stops.

ROOT INODE NOT DIRECTORY (FIX?)
The root i-node (usually i-node number 2) is not directory i-node type.

DUPS/BAD IN ROOT INODE (CONTINUE?)
Phase 1 or Phase 1B found duplicate blocks or bad blocks in the root
i-node (usually i-node number 2) for the filesystem.

I OUT OF RANGE I=I NAME=F (REMOVE?)
A directory entry F has an i-node number I that is greater than the end
of the i-node list.

UNALLOCATED I=I OWNER=0 MODE=M SIZE=S MTIME=T NAME=F (REMOVE?)
A directory entry F has an i-node I without allocate mode bits. The
owner O, mode M, size S, modify time T, and filename F are printed. If
the filesystem is not mounted and the -n option was not specified, the
entry is removed automatically if the i-node it points to is character
size 0.

DUP/BAD I=I OWNER=0 MODE=M SIZE=S MTIME=T DIR=F (REMOVE?)
Phase 1 or Phase 1B found duplicate blocks or bad blocks associated
with directory entry F, directory i-node I. The owner O, mode M, size
S, modify time T, and directory name F are printed.

DUP/BAD I=I OWNER=0O MODE=M SIZE=S MTIME=T FILE=F (REMOVE?)
Phase 1 or Phase 1B found duplicate blocks or bad blocks associated
with file entry F, i-node I. The owner O, mode M, size S, modify time
T, and filename F are printed.

BAD BLK B IN DIR I=I OWNER=0O MODE=M SIZE=S MTIME=T

This message only occurs when the -D option is used. A bad block was
found in DIR i-node I. Error conditions looked for in directory blocks
are nonzero padded entries, inconsistent “.” and “.\&.” entries, and
embedded slashes in the name field. This error message means that the
user should at a later time either remove the directory i-node if the
entire block looks bad or change (or remove) those directory entries
that look bad.
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Phase 3: check connectivity

This phase is concerned with the directory connectivity seen in Phase 2.

Meaning of yes/no responses—Phase 3

Prompt n(no) ylyes)

RECONNECT? Ignores the error condition. ~ Reconnects directory i-node
This invokes the UNREF error I to the filesystem in
condition in Phase 4. directory for lost files
A NO response is only (usually lost+found).
appropriate if the user This may invoke a
intends to take other lost+found error condition if
measures to fix the problem.  there are problems

connecting directory i-node
I to lost+found.
This invokes CONNECTED

Phase 3 error messages

information message if link
was successful.

UNREF DIR I=I OWNER=O MODE=M SIZE=S MTIME=T (RECONNECT?)
The directory i-node I was not connected to a directory entry when the
filesystem was traversed. The owner O, mode M, size S, and modify
time T of directory i-node I are printed. The fsck program forces the
reconnection of a nonempty directory.

SORRY. NO lost+found DIRECTORY
There is no lost+found directory in the root directory of the filesystem;
fsck ignores the request to link a directory in lost+found. This invokes
the UNREF error condition in Phase 4. Possible problem with access
modes of lost+found.




SORRY. NO SPACE IN lost+found DIRECTORY
There is no space to add another entry to the lost+found directory in the
root directory of the filesystem; fsck ignores the request to link a direc-
tory in lost+found. This invokes the UNREF error condition in Phase 4.
Clean out unnecessary entries in lost+found or make lost+found larger
(see Procedure 5.2).

DIR I=I1 CONNECTED. PARENT WAS I=I2
This is an advisory message indicating a directory i-node I1 was suc-
cessfully connected to the lost+found directory. The parent i-node I2 of
the directory i-node I1 is replaced by the i-node number of the
lost+found directory.

Phase 4: check reference counts
This phase checks the link count information seen in Phases 2 and 3.

Meaning of yes/No responses—Phase 4

fsck(ADM)

Prompt n(no) y(yes)

RECONNECT?  Ignores this error condition. = Reconnect i-node I to
This invokes a CLEAR error filesystem in the directory
condition later in Phase 4. for lost files (usually

lost+found).

This can cause a lost+found
error condition in this phase
if there are problems
connecting i-node I to
lost+found.

CLEAR? Ignores the error condition. ~ Deallocates the i-node by
A NO response is only zeroing its contents.
appropriate if the user
intends to take other
measures to fix the problem.

ADJUST? Ignores the error condition.  Replaces link count of file i-
A NO response is only node I with Y.
appropriate if the user
intends to take other
measures to fix the problem.

FIX? Ignores the error condition. ~ Replaces count in super-

A NO response is only
appropriate if the user
intends to take other
measures to fix the problem.

block by actual count.
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Phase 4 error messages

UNREF FILE I=I OWNER=0O MODE=M SIZE=S MTIME=T (RECONNECT?)
I-node I was not connected to a directory entry when the filesystem
was traversed. The owner O, mode M, size S, and modify time T of
i-node I are printed. If the -n option is omitted and the filesystem is
not mounted, empty files are cleared automatically. Nonempty files
are not cleared.

SORRY. NO lost+found DIRECTORY
There is no lost+found directory in the root directory of the filesystem;
fsck ignores the request to link a file in lost+found. This invokes the
CLEAR error condition later in Phase 4.

SORRY. NO SPACE IN lost+found DIRECTORY
There is no space to add another entry to the lost+found directory in the
root directory of the filesystem; fsck ignores the request to link a file in
lost+found. This invokes the CLEAR error condition later in Phase 4.
Check size and contents of lost+found.

(CLEAR)
The i-node mentioned in the immediately previous UNREF error condi-
tion cannot be reconnected.

LINK COUNT FILE I=I OWNER=0 MODE=M SIZE=S MTIME=T COUNT=X SHOULDBE Y
(ADJUST?)
The link count for i-node I, which is a file, is X but should be Y. The
owner O, mode M, size S, and modify time T are printed.

LINK COUNT DIR I=I OWNER=0 MODE=M SIZE=S MTIME=T COUNT=X SHOULD BE Y
(ADJUST?)
The link count for i-node I, which is a directory, is X but should be Y.
The owner O, mode M, size S, and modify time T of directory i-node I
are printed.

LINK COUNT F I=I OWNER=0 MODE=M SIZE=S MTIME=T COUNT=X SHOULD BE Y
(ADJUST?)
The link count for F i-node I is X but should be Y. The filename F,
owner O, mode M, size S, and modify time T are printed.

UNREF FILE I=I OWNER=0 MODE=M SIZE=S MTIME=T (CLEAR?)
I-node I, which is a file, was not connected to a directory entry when
the filesystem was traversed. The owner O, mode M, size S, and
modify time T of i-node I are printed. If the -n option is omitted and
the filesystem is not mounted, empty files are cleared automatically.
Nonempty directories are not cleared.

UNREF DIR I=I OWNER=0 MODE=M SIZE=S MTIME=T (CLEAR?)
I-node I, which is a directory, was not connected to a directory entry
when the filesystem was traversed. The owner O, mode M, size S, and
modify time T of i-node I are printed. If the -n option is omitted and
the filesystem is not mounted, empty directories are cleared automati-
cally. Nonempty directories are not cleared.
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BAD/DUP FILE I=I OWNER=0 MODE=M SIZE=S MTIME=T (CLEAR?)
Phase 1 or Phase 1B found duplicate blocks or bad blocks associated
with file i-node I. The owner O, mode M, size S, and modify time T of
i-node I are printed.

BAD/DUP DIR I=I OWNER=0 MODE=M SIZE=S MTIME=T (CLEAR?)
Phase 1 or Phase 1B found duplicate blocks or bad blocks associated
with directory i-node I. The owner O, mode M, size S, and modify
time T of i-node I are printed.

FREE INODE COUNT WRONG IN SUPERBLK (FIX?)
The actual count of the free i-nodes does not match the count in the
super-block of the filesystem. If the -q option is specified, the count
will be fixed automatically in the super-block.

Phase 5: check free list
This phase checks the free-block list.

Meaning of yes/no responses—Phase 5

Prompt n(no) ylyes)

CONTINUE?  Terminates the program. Ignores rest of the free-block
list and continue execution
of fsck.

This error condition will
always invoke BAD BLKS IN
FREE LIST error condition

later in Phase 5.
FIX? Ignores the error condition. Replaces count in super-
A NO response is only block by actual count.

appropriate if the user
intends to take other
measures to fix the problem.

SALVAGE? Ignores the error condition.  Replaces actual free-block

A NO response is only list with a new free-block

appropriate if the user list.

intends to take other The new free-block list will

measures to fix the problem.  be ordered according to the
gap and cylinder specs of
the -s or -S option to reduce
time spent waiting for the

disk to rotate into position.
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Phase 5 error messages

EXCESSIVE BAD BLKS IN FREE LIST (CONTINUE?)
The free-block list contains more than a tolerable number (usually 10)
of blocks with a value less than the first data block in the filesystem or
greater than the last block in the filesystem.

EXCESSIVE DUP BLKS IN FREE LIST (CONTINUE?)
The free-block list contains more than a tolerable number (usually 10)
of blocks claimed by i-nodes or earlier parts of the free-block list.

BAD FREEBLK COUNT
The count of free blocks in a free-list block is greater than 50 or less
than 0. This error condition will always invoke the BAD FREE LIST con-
dition later in Phase 5.

X BAD BLKS IN FREE LIST
X blocks in the free-block list have a block number lower than the first
data block in the filesystem or greater than the last block in the filesys-
tem. This error condition will always invoke the BAD FREE LIST condi-
tion later in Phase 5.

X DUP BLKS IN FREE LIST
X blocks claimed by i-nodes or earlier parts of the free-block list were
found in the free-block list. This error condition will always invoke the
BAD FREE LIST condition later in Phase 5.

X BLK(S) MISSING
X blocks unused by the filesystem were not found in the free-block list.
This error condition will always invoke the BAD FREE LIST condition
later in Phase 5.

FREE BLK COUNT WRONG IN SUPERBLOCK (FIX?)
The actual count of free blocks does not match the count in the super-
block of the filesystem.

BAD FREE LIST (SALVAGE?)
This message is always preceded by one or more of the Phase 5 infor-
mation messages. If the -q option is specified, the free-block list will be
salvaged automatically.
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Phase 6: salvage free list

This phase reconstructs the free-block list. It has one possible error condition
that results from bad blocks-per-cylinder and gap values.

Phase 6 error messages

DEFAULT FREE-BLOCK LIST SPACING ASSUMED
This is an advisory message indicating the blocks-to-skip (gap) is
greater than the blocks-per-cylinder, the blocks-to-skip is less than 1,
the blocks-per-cylinder is less than 1, or the blocks-per-cylinder is
greater than 500. The values of 7 blocks-to-skip and 400 blocks-per-
cylinder are used.

Cleanup phase

Once a filesystem has been checked, a few cleanup functions are performed.
The cleanup phase displays advisory messages about the filesystem and
status of the filesystem.

Cleanup phase messages

X files Y blocks Z free
This is an advisory message indicating that the filesystem checked con-
tained X files using Y blocks leaving Z blocks free in the filesystem.

**x%% BOOT UNIX (NO SYNC!) ***%x
This is an advisory message indicating that a mounted filesystem or
the root filesystem has been modified by fsck. If the UNIX system is
not rebooted immediately without sync, the work done by fsck may be
undone by the in-core copies of tables the UNIX system keeps. If the -b
option of the fsck command was specified and the filesystem is root, a
reboot is automatically done.

k*kx% FILE SYSTEM WAS MODIFIED ***x*

This is an advisory message indicating that the current filesystem was
modified by fsck.
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fsdb

filesystem debugger

Syntax

letc/fsdb special [ - ]

Description

148

fsdb can be used to patch up a damaged filesystem after a crash. It has
conversions to translate block and inumbers into their corresponding disk
addresses. Also included are mnemonic offsets to access different parts of an
inode. These greatly simplify the process of correcting control block entries or
descending the filesystem tree.

fsdb should only be used on an unmounted filesystem.

fsdb contains several error-checking routines to verify inode and block
addresses. These can be disabled if necessary by invoking fsdb with the
optional — argument or by the use of the “O” symbol. ( fsdb reads the i-size
and f-size entries from the superblock of the filesystem as the basis for these
checks.)

Numbers are considered decimal by default. Octal numbers must be prefixed
with a zero. During any assignment operation, numbers are checked for a
possible truncation error due to a size mismatch between source and destina-
tion.

fsdb reads a block at a time and will therefore work with raw as well as block
I/0. A buffer management routine is used to retain commonly used blocks of
data in order to reduce the number of read system calls. All assignment
operations result in an immediate write-through of the corresponding block.

The symbols recognized by fsdb are:
# absolute address
i convert from inumber to inode address
b convert to block address
directory slot offset
+,- address arithmetic
q  quit
>, < save, restore an address

= numerical assignment
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=+ incremental assignment

=-  decremental assignment

= character string assignment
O error checking flip flop

p  general print facilities
general print facilities

file print facility

byte mode

word mode

U s w =~

double word mode

! escape to shell

The print facilities generate a formatted output in various styles. The current
address is normalized to an appropriate boundary before printing begins. It
advances with the printing and is left at the address of the last item printed.
The output can be terminated at any time by typing the delete character. If a
number follows the “p” symbol, that many entries are printed. A check is
made to detect block boundary overflows since logically sequential blocks are
generally not physically sequential. If a count of zero is used, all entries to the
end of the current block are printed. The print options available are:

i print as inodes

d  print as directories

o  print as octal short words

e  print as decimal short words

x  print as hexadecimal short words
¢ print as characters

b  printas octal bytes

The f symbol is used to print data blocks associated with the current inode. If
followed by a number, that block of the file is printed. (Blocks are numbered
from zero.) The desired print option letter follows the block number, if
present, or the f symbol. This print facility works for small as well as large
files. It checks for special devices and that the block pointers used to find the
data are not zero.

Dots, tabs, and spaces may be used as function delimiters but are not neces-
sary. A line with just a new-line character will increment the current address
by the size of the data type last printed. That is, the address is set to the next
byte, word, double word, directory entry or inode, allowing the user to step
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Examples

through a region

of a filesystem. Information is printed in a format appropri-

ate to the data type. Bytes, words and double words are displayed with the
octal address followed by the value in octal and decimal. A .B or .D is
appended to the address for byte and double word values, respectively.
Directories are printed as a directory slot offset followed by the decimal inum-
ber and the character representation of the entry name. I-nodes are printed
with labeled fields describing each element.

The following mnemonics are used for inode examination and refer to the
current working inode:

md mode

In link count

uid user ID number

gid group ID number

sz filesize

a# datablock numbers (0 - 12)

at  access time

mt modification time

maj major device number

min minor device number

150

3861

In=4
In=+1
fc

2i.fd

d5i.fc

512B.p0x

prints inumber 386 in an inode format. This now becomes
the current working inode.

changes the link count for the working inode to 4.
increments the link count by 1.

prints, in ASCII, block zero of the file associated with the
working inode.

prints the first 32 directory entries for the root inode of this
filesystem.

changes the current inode to that associated with the 6th
directory entry (numbered from zero) found from the above
command. The first logical block of the file is then printed in
ASCIIL

prints the superblock of this filesystem in hexadecimal.



Notes

fsdb(ADM)

2i.a0b.p3d prints the first 3 entries in the root directory. This example
also shows how several operations can be combined on one
command line.

2i.a0b.d7=3 changes the inumber for the seventh directory slot in the root
directory to 3.

d7.nm="name" changes the name field in the directory slot to the given
string. Quotes are optional when used with nm if the first
character is alphabetic.

a2b.p0d prints the third block of the current inode as directory
entries.

See also

The directory /etc/fscmd.d/TYPE contains programs for each filesystem type;
each of these programs applies some appropriate heuristic to determine
whether the supplied special file is of the type for which it checks.

dir(FP), filesystem(FP), fsck(ADM),

“Troubleshooting your system” in the System Administrator’s Guide.
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fsname

print or change the name of a file system

Syntax

letc/fsname [ -p ] [ -s name ] /dev/device

Description

The fsname utility is used to print or change the name of a XENIX filesystem.
The options are:

-p Select the “pack” name field instead of the filesystem name field.
-sname  Change the specified field in the superblock.

The default action is to print the name of the filesystem.

Note
This program only works on XENIX filesystems. For other filesystem types,
use labelit(ADM).

See also
filesystem(FP), labelit(ADM), mkfs(ADM), ustat(S)

Value added
fsname is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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fsphoto(ADM)

perform periodic semi-automated system backups

Syntax

fsphoto [ -i ] schedule [ drive ]

Description

fsphoto, in conjunction with fsave(ADM), provides a semi-automated inter-
face to xbackup(ADM) and cpio(C) for backing-up filesystems (xbackup can
only be used to back up XENIX fileystems). A human operator is required to
mount and dismount tapes or floppies at the appropriate times, so some
interaction is necessary, but all such interaction is kept to a minimum to
reduce the potential for human error.

The selection and timing of backups for all filesystems is governed by the

schedule(ADM) database. The system administrator must set up this file, and

Files

make arrangements to run fsphoto on the implicitly defined schedule (nor-
mally once per weekday). fsphoto can be invoked most easily from the
sysadmsh(ADM). fsphoto interprets schedule, and for each filesystem that
should be backed-up on that day, runs fsave to interact with the operator and
backup the filesystem without error.

The optional argument drive specifies the magtape or floppy device to use;
the default is specified in the schedule file.

Backups may be postponed (via fsave) or interrupted. The resulting “partial”
backups are automatically resumed the next time fsphoto is run: any missed
filesystems are backed-up as if the original backup had not been delayed. The
-i flag ignores any pending partial backups.

If there is a pending partial backup, the normally scheduled backups are not
done. This means that if a partial backup is resumed, and the normally sched-
uled backups are to be done, fsphoto must be run twice.

You must be the super user to use this program.

[usr/libjsysadmin/schedule =~ Database describing which filesystems are to be
backed-up when, and at what dump level.

[dev/tty Source of interactive input.

fust/lib[sysadmin/past Record of filesystems successfully backed-up in
the pending partial backup.

[tmp/[backup$$ Temporary file for recording successfully
backed-up filesystems.
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See also

basename(C), fsave(ADM), schedule(ADM), xbackup(ADM),

Diagnostics

fsphoto complains of syntax errors in schedule, and exits with a status of 1.

fsphoto complains about illegal or incorrect arguments, and exits with a
status of 1.

An interrupt will cause an exit status of 2.

Notes
If a drive is explicitly given, the “raw” (/dev/r*) form of the device should be
used.

Value added
fsphoto is an extension to AT&T System V developed by The Santa Cruz
Operation, Inc.
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fsstat

report file system status

Syntax
letc/fsstat special_file

Description
The fsstat command reports on the status of the file system on special_file.
During startup, this command is used to determine if the file system needs
checking before it is mounted. The fsstat command succeeds if the file system
is unmounted and appears okay. For the root file system, it succeeds if the file
system is active and not marked bad.

See also
filesystem(FP)

Diagnostics

The command has the following exit codes:

0 the file system is not mounted and appears okay, (except for root where
0 means mounted and okay)

1 the file system is not mounted and needs to be checked
2 the file system is mounted

3  the command failed

This command does not work on DOS filesystems.

The directory [etc/fscmd.d/TYPE contains programs for each file system type,
fsstat invokes the appropriate binary.

|
|
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fstyp

determine file system identifier

Syntax

letc/fstyp device

Description

See also

The fstyp command allows the user to determine the file system identifier of
mounted or unmounted file systems using heuristic programs. The file system
type is required by mount(S) and sometimes by mount(ADM) to mount file
systems of different types.

fstyp runs the programs in /etc/fscmd.d/TYPE in alphabetical order, passing de-
vice as an argument; if any program succeeds, its filesystem type identifier is
printed and fstyp exits immediately. If no program succeeds, fstyp prints

Unknown_fstyp
to indicate failure.
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fuser

identify processes using a file or filesystem

Syntax

letc/fuser [ -ku ] files | filesystems [ - ][ [ -ku ] files | filesystems ]

Description

The fuser command outputs the process IDs of the processes that are using
the files or local filesystems specified as arguments. (fuser does not work on
remote (NFS) filesystems.) Each process ID is followed by a letter code, inter-
preted as follows: if the process is using the file as

1. its current directory, the code is ¢;

2. the parent of its current directory (only when the file is being used by the
system), the code is p; or

3. itsroot directory, the code is r.

For block-special devices with mounted filesystems, all processes using any
file on that device are listed. For all other types of files (text files, executables,
directories, devices, etc.), only the processes using that file are reported.

The following options may be used with fuser:
-u the user login name, in parentheses, also follows the process ID.

-k the SIGKILL signal is sent to each process. Since this option spawns kills
for each process, the kill messages may not show up immediately (see
kill(s)).

If more than one group of files are specified, the options may be respecified
for each additional group of files. A lone dash (-) cancels the options
currently in force; then, the new set of options applies to the next group of
files.

The process IDs are printed as a single line on the standard output, separated
by spaces and terminated with a single new line. All other output is written
on standard error.

You cannot list processes using a particular file from a remote filesystem
mounted on your machine. You can only use the filesystem name as an argu-
ment.

Any user with permission to read /dev/kmem and /dev/mem can use fuser. Only
the super user can terminate another user’s process
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Files
funix for system name list
/dev[kmem for system image
/dev[mem also for system image
See also

kill(S), mount(ADM), ps(C), signal(S)
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fwtmp, witmpfix

manipulate connect accounting records

Syntax
Hast/lib/acct/fwtmp [ -ic ]
hasr/lib/acct/witmpfix [ files ]
Description

wimpfix - corrects wtmp files

fwtmp

fwtmp reads from the standard input and writes to the standard output, con-
verting binary records of the type found in wtmp to formatted ASCII records.
The ASCII version is useful to enable the editing, via ed(C), of corrupt records
or general purpose maintenance of the file.

The argument -ic is used to denote that input is in ASCII form, and output is
to be written in binary form.

wtmpfix examines the standard input or named files in wimp format, corrects
the time/date stamps to make the entries consistent, and writes to the stan-
dard output. A — (the (dash) key) can be used in place of files to indicate the
standard input. If time/date corrections are not performed, acctcon(ADM)
will fault when it encounters certain date-change records.

Each time the date is set, a pair of date-change records are written to
fetcfwtmp. The first record is the old date denoted by the string “old time”
placed in the “line” field and the flag OLD_TIME placed in the “type” field of
the <utmp.h> structure. The second record specifies the new date and is
denoted by the string “new time” placed in the “line” field and the flag
NEW_TIME placed in the “type” field. wtmpfix uses these records to syn-
chronize all time stamps in the file.

In addition to correcting time/date stamps, wtmpfix will check the validity of
the “name” field to ensure that it consists solely of alphanumeric characters or
spaces. If it encounters a name that is considered invalid, it will change the
login name to INVALID and write a diagnostic to the standard error. In this
way, wtmpfix reduces the chance that acctcon(ADM) will fail when pro-
cessing connect accounting records.
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File

[etcfwtmp

See also

acct(ADM), acct(FP), acct(S), acctems(ADM), acctcom(ADM), acctcon(ADM),
acctmerg(ADM), acctprc(ADM), acctsh(ADM), ed(C), runacct(ADM), utmp(F)

Standards conformance

fwtmp and wtmpfix are conformant with:

AT&T SVID Issue 2.
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goodpw

check a password for non-obviousness

Syntax

goodpw [ -absm ] [ -d file ] [ -r reason ] [ -MR expr ]

Description

goodpw reads a proposed password from the standard input and applies a
variety of heuristic checks intended to spot poor password choices. These
checks can include checking against user names, English words, and too short
or too simple passwords. The checks applied depend on the settings in
Jetc/default/goodpw, the file specified by the -d option, and the expressions
specified by the -M and -R options.

The first line read from the standard input is taken to be the proposed pass-
word. A list of “canonical forms” is then generated; the canonical form is the
password without any non-letters and with all letters converted to upper-
case. The list always includes the canonical form of the password and may,
depending on the settings in /etc/default/goodpw, also contain left or right “rota-
tions” of the canonical form. A rotation to the left is a shifting of the second
through last character one position to the left, with the first character becom-
ing the last; a rotation to the right is similar but in the opposite direction. The
canonical list so generated is what most of the checks are applied against; if
any (possibly rotated) canonical form in the list fails a check, the password is
considered inadvisable and is rejected.

Any subsequent lines read from the standard input are taken to be a “stop
list” of disallowed passwords. Each line in the stop list is reduced to its
canonical form and checked against the canonical list; if there is a match, the
password is rejected.

When a password is rejected, the reason is written to the standard error out-
put and goodpw exits with a non-zero status. If a password passes all checks
and hence is not rejected, no message is issued and goodpw exits with a zero
status.

The -s and -m options modify this behavior: If -s is specified, no reason is
issued. If -m is specified, then:
1. the stop list terminates with an empty line,

2. one line is written to the standard output indicating the acceptance or
rejection of the password, and

3. the entire procedure is repeated using a new password and stop list read
from the standard input.
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This allows one goodpw process to check multiple passwords. The line writ-
ten by goodpw to the standard output if -m is specified is one of:

8

rreason

eerror

The password passed all checks and seems to be acceptable.
The password was rejected for the indicated reason.

The indicated system error occurred and it cannot be determined
whether or not the password is acceptable.

If -s was specified, then no reason or error is written after a r or e, respec-

tively.

The other options are:

-a
-b

=rreason

-dfile

-Mexpr

-Rexpr

Use American spelling (default).
Use British spelling.

Specify the message to be issued in case the proposed password
matches one of those in the stop-list. The default reason is “same
as previous password”.

Read the named file (which should be in the same format as
[etc/default/goodpw) and apply the various checks specified.

The password must match expr, a boolean combination of regular
expressions. If the first character of expr is a slash (“/”) and a reg-
ular file by that name exists, the contents of that file are used as
the expression. (If the file cannot be read, an error results.)

The password must not match expr.

The boolean combination of regular expressions (expr) is built from the fol-
lowing operations:

exprl & expr2 True if, and only if, both expressions exprl and expr2 are true.

If exprl is not true, expr2 is not evaluated.

exprl | expr2 True if either (or both) of exprl or expr2 is true. If exprl is

true, expr2 is not evaluated.

exprl "expr2  True if exactly one of exprl and expr2 are true. Both exprl and

! expr
(expr)
Irel

$n = /rel

expr2 are always evaluated.
True if expr is not true; expr is always evaluated.
True if, and only if, expr is true; expr is always evaluated.

True if, and only if, regular expression re matches the pass-
word. Any regular expression defined by regemp(S) is under-
stood; substrings defined by (...)$n are placed in “accumula-
tor’ n.

True if, and only if, accumulator 7 (0-9, or *) matches regular
expression re; accumulator star (*) is the entire password.
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$n 1" Irel True if, and only if, accumulator n is not matched by regular
expression re.

The possible goodpw checks, their control settings in /etc/default/goodpw, and
default values are:

MATCH=/usr/lib/goodpw/match
An expression (expr), or the name of file containing an expression,
that the password must match. This expression also may be speci-
fied by the -M option.

REJECT=/usr/lib/goodpw]reject
An expression, or the name of a file containing an expression, that
the password must not match. This expression may also be speci-
fied by the -R option.

LEFT_ROTATIONS=UNIQUE
How left rotations of the canonical form of the password should
be treated: NO - ignored; YES - considered in other checks (that is,
added to the canonical list) and may contain duplications;
UNIQUE - considered in other checks but must not contain any
duplications.

RIGHT_ROTATIONS=UNIQUE
Similarly for right rotations.

BOTH_ROTATIONS=UNIQUE
Similarly for rotations in both directions taken together.

AVOID_USERS=YES
Should the canonical list be checked against user login names and
real names, obtained from /etc/passwd?

AVOID_GROUPS=YES
Should the canonical list be checked against group names and
group member lists, obtained from /etc/group?

AVOID_MACHINES=YES
Should the canonical list be checked against machine names
obtained from a number of files, including /etc/systemid and
[usr/libfmail[top?

AVOID_ALIASES=YES
Should the canonical list be checked against mail aliases obtained
from Jusr/lib/mail/aliases?

AVOID_WORDS=YES
Should the canonical list be checked for properly spelled English
words?
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BRITISH=NO

Should spell use American or British spelling? Which spelling to
use may be specified by the -a and -b options.

SITECHECKS=NO

The name of a program to run to provide additional checking. The
program is run with no arguments. Passed to the program on its
standard input, on separate lines, is first the actual proposed pass-
word and then the canonical list. If the program exits with a non-
zero status, the password is rejected.

SITEREASON=Rejected by site-specific check(s)

The reason to give when the SITECHECKS program rejects the
password. The values for the default settings can be adjusted to
reflect the local system’s security concerns. If [etc/default/goodpw
does not exist or cannot be read, the above default values are used
(except for MATCH and REJECT). The default MATCH expression
matches any password which:

Contains lower-case letters, upper-case letters, and digits, and
whose length is four or more characters; o7,

Contains no lower-case letters, no upper-case letters, and no digits,
and whose length is four or more characters; or,

Contains both lower-case letters and digits, or both upper-case
letters and digits, or both lower- and upper-case letters, and whose
length is five or more characters; or,

Contains nothing but lower-case letters, and whose length is six or
more characters; or,

Contains nothing but upper-case letters, and whose length is six or
more characters.

The default REJECT expression is:

/[SslCcllOo)/ | /IXxI[Ee]INn][Iil[XxV/

which matches any password that contains either “SCO” or “XENIX” regard-
less of case.

Files
[usr/lib/goodpw|match Expression that all passwords must match; by
default, it contains the above-described MATCH
expression.
[usr(lib/goodpw]reject Expression that no passwords should match; by
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See also

default(F), group(F), passwd(C), passwd(FP), regex(S), systemid(F), spell(CT)

Notes
Not all valid English words are known to spell, and hence some English
words are considered acceptable as passwords.
The maximum length of a password is 100 characters, none of which may be
an ASCII NUL or LF (newline).
Empty passwords are always rejected.

Value added
goodpw is an extension of AT&T System V provided by The Santa Cruz
Operation, Inc.
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graph

draw a graph

Syntax

graph [ options ]

Description

166

The graph command with no options takes pairs of numbers from the stan-
dard input as abscissas and ordinates of a graph. Successive points are con-
nected by straight lines. The graph is encoded on the standard output for dis-
play by the tplot(ADM) filters.

If the coordinates of a point are followed by a non-numeric string, that string
is printed as a label beginning on the point. Labels may be surrounded with
quotes (" "), in which case they may be empty or contain blanks and numbers;
labels never contain newlines.

The following options are recognized, each as a separate argument:

-a Supply abscissas automatically (they are missing from the input);
spacing is given by the next argument (default 1). A second
optional argument is the starting point for automatic abscissas
(default 0 or lower limit given by -x).

-b Break (disconnect) the graph after each label in the input.

-c Character string given by next argument is default label for each
point.

-8 Next argument is grid style: 0 no grid, 1 frame with ticks; 2 full
grid (default).

-1 Next argument is label for graph.

-m Next argument is mode (style) of connecting lines: O disconnected,

1 connected (default). Some devices give distinguishable line
styles for other small integers (for example, the Tektronix 4014:
2=dotted, 3=dash-dot, 4=short-dash, 5=long-dash).

-S Save screen, do not erase before plotting.

x[1] If 1is present, x axis is logarithmic. Next 1 (or 2) arguments are
lower (and upper) x limits. Third argument, if present, is grid
spacing on x axis. Normally these quantities are determined auto-
matically.
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-y[1] Similarly for y.
-h Next argument is fraction of space for height.
-w Similarly for width.
I Next argument is fraction of space to move right before plotting.
-u Similarly to move up before plotting.
-t Transpose horizontal and vertical axes. (Option -x now applies to
the vertical axis.) A legend indicating grid range is produced with
a grid unless the -s option is present. If a specified lower limit
exceeds the upper limit, the axis is reversed.
See also
spline(C), tplot(ADM)
Notes

The graph command stores all points internally and drops those for which
there is no room.

Segments that run out of bounds are dropped, not windowed.

Logarithmic axes may not be reversed.
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grpck

check group file

Syntax

grpek [ file ]

Description

grpck verifies all entries in the group file. This verification includes a check of
the number of fields, group name, group ID, and whether all login names
appear in the password file. The default group file is /etc/group .

Files
[etc/group
fetc/passwd
See also
group(F), passwd(FP), pwck(ADM)
Diagnostics
Group entries in /etc/group with no login names are flagged.
Value added
tgirpcl; is an extension of AT&T System V provided by The Santa Cruz Opera-
on, Inc.
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haltsys, reboot

close out filesystems and shut down the system

Syntax
letc/haltsys [ -d ]
/etc/reboot

Description
haltsys - shuts down the system
reboot - shuts down the system and reboots
The haltsys utility performs a uadmin() system call (see uadmin(S)) to flush
out pending disk I/0, mark the filesystems as clean, and halt the processor.
haltsys takes effect immediately, so user processes should be killed before-
hand. shutdown(ADM) is recommended for normal system shutdown, since
it warns users, terminates processes, then calls haltsys. Use haltsys directly
only if you cannot run shutdown; for example, because of some system prob-
lem. —
haltsys displays a prompt indicating that the system has been shut down and
can be rebooted or powered down. If the -d option is used, the system will
remain down and you are not given the option to reboot.
The reboot command performs the same function as haltsys, except that the
system is rebooted automatically afterwards.
Only the super user can execute haltsys or reboot.

Note
haltsys locks hard disk heads.

See also
shutdn(S), uadmin(S), shutdown(ADM)

Value added
haltsys is an extension of AT&T System V provided by The Santa Cruz Opera-
tion, Inc.

Credit

reboot was developed at the University of California, Berkeley, and is used
with permission.

169




idaddld(ADM)

idaddid

add or remove line disciplines from kernel configuration files

Syntax

letc/conf/bin/idaddld [ -a prefix routinel ... routine8] [ -dc prefix ]

Description

Options

idaddld is used to add or remove line discipline declarations from kernel con-
figuration files. If no arguments are given, idaddld enters an interactive mode.
In this mode the user can add, delete or view the current configuration. If a
change is specified then the user is prompted to relink the kernel. If argu-
ments are given on the command line, idaddld enters a non-interactive mode,
executing the specified command silently. It is the responsibility of the calling
program to insure that the kernel is relinked to effect the desired changes.

Notes

The following options are available from the command line.

-a prefix routinel ... routine8

Add a line discipline to configuration files. prefix is a tag used to
identify the line discipline for future inquiries or removal. For
example, the terminal line discipline uses the prefix tty. routinel
through routine8 define the list of line discipline routines. There
must be eight routines with the keyword “nulldev’ used as a
placeholder. The order of the routines is critical. They must be
ordered as follows:

open close read write ioctl rxint txint ~modemint
-dprefix  Remove the line discipline whose identifier matches prefix.
-cprefix  Scan the line discipline switch table for an entry which matches

prefix. The program will exit with a return status 0 if a match is
found and 1 otherwise.

When a line discipline is added, it is appended to the current switch table con-
figuration.

Value added
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idbuild, idmkenv, idmkunix, idconfig, idvidi,
idscsi

build new UNIX system kernel

Syntax

letc/conf/bin/idbuild

Description

idconfig - configure UNIX system kernel

The idbuild script builds a new UNIX system kernel using the current system
configuration in /etc/conf. The idconfig script builds the system kernel config-
uration files. Kernel reconfigurations are usually performed after a device
driver is installed, or system tunable parameters are modified. The script uses
the shell variable $ROOT from the user's environment as its starting path.
Except for the special case of kernel development in a non-root source tree,
the shell variable $SROOT should always be set to null or to “ /”. idbuild exits
with a return code of zero on success and non-zero on failure.

Building a new UNIX system image consists of generating new system config-
uration files, then link-editing the kernel and device driver object modules in
the /etc/conf/pack.d object tree. This is done by idbuild by calling the following

commands:
letc/conf/bin/idconfig To build kernel configuration files.

letc/conf/bin/idmkunix ~ To process the configuration files and link-edit a
new UNIX system image.

The -p option to idbuild specifies that temporary files created during the
build should not be deleted. This results in object modules and C source
modules remaining on the system. These modules can be used as an aid to
debugging. Temporary files created during earlier builds will, however, be
removed.

The system configuration files are built by processing the Master and System
files representing device driver and tunable parameter specifications. The
files Jetc/conf/cf.d/mdevice, and fetc/conf/cf.d[mtune represent the Master informa-
tion. The file /etc/conf/cf.d[stune, and the files specified in [etc/conf[sdevice.d[*
represent the System information. The kernel also has file system type infor-
mation defined in the files specified by /etc/conf/sfsys.d[+ and Jetc/conf|mfsys.d/*.

idvidi and idscsi read the video driver and SCSI driver configurations, respec-
tively.
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idconfig reads the system configuration files and reports any conflicts and
errors.

idmkunix links the necessary modules to create the new kernel.

Once a new UNIX system kernel has been configured and linked, idmkenv is
invoked to back up the current /unix and replace it with the new kernel, and
rebuild the kernel environment.

Diagnostics

See also

Since idbuild calls other system commands to accomplish system reconfigu-
ration and link editing, it will report all errors encountered by those com-
mands, then clean up intermediate files created in the process. In general, the
exit value 1 indicates an error was encountered by idbuild.

The errors encountered fall into the following categories:

Master file error messages.

System file error messages.

Tunable file error messages.

Compiler and Link-editor error messages.

All error messages are designed to be self-explanatory.
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idcheck

return selected information about system configuration

Syntax

letc/conf/bin/idcheck

Description

This command returns selected information about the system configuration.
It is useful in add-on device Driver Software Package (DSP) installation scripts
to determine if a particular device driver has already been installed, or to ver-
ify that a particular interrupt vector, I/O address or other selectable parameter
is in fact available for use.

To check whether a vector is in use, use vectorsinuse(ADM) rather than
idcheck. idcheck -v vector may be used to determine whether a vector is
shareable. (This option returns the type field (as defined in the sdevice(F)
reference page) corresponding to the given vector.)

The various forms are:
idcheck -p device-name [-i dir] [-1]
idcheck -v vector [-i dir] [-1]
idcheck -d dma-channel [-i dir] [-1]
idcheck -a -1 lower_address -u upper_address [-i dir] [-1]

idcheck -c -1 lower_address -u upper_address [-i dir] [-1]

This command scans the System and Master modules and exits with the fol-
lowing status:

100 if an error occurs.

0 if no conflict exists.

a positive number greater than 0 and less than 100 if a conflict exists.
The command line options are:
-r Reports device name of any conflicting device on stdout.

-p device-name  This option checks for the existence of four different com-
ponents of the DSP. The exit code is the addition of the
return codes from the four checks.

Add 1 to the exit code if the DSP directory under
Jetc/conflpack.d exists.
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-v vector

-d dma-channel

-a

-C

-1 address
-u address
-idir

Diagnostics

Add 2 if the Master module has been installed.

Add 4 if the System module has been installed.

Add 8 if the Kernel was built with the System module.
Add 16 if a Driver.o is part of the DSP (vs. a stubs.c file).

This option returns the value of the “type” field in the mde-
vice file for the device that is already using the vector. Do
not use this option to check whether a vector is in use; some
devices use interrupt 0, and this will cause idcheck to
return the same result as a free vector. To check whether a
vector is available, use vectorsinuse(ADM) instead.

Returns 1 if the dma channel specified is being used.

This option checks whether the IOA region bounded by
“lower” and “upper” conflict with another DSP (“lower” and
“upper” are specified with the -1 and -u options). The exit
code is based on the first conflicting device found.

The exit code is 1 if the IOA region overlaps with another
device.

The exit code is 2 if the IOA region overlaps with another
device and that device has the ‘O’ option specified in the
“type” field of the Master module. The O’ option permits a
driver to overlap the IOA region of another driver.

Returns 1 if the CMA region bounded by "lower" and
"upper” conflict with another DSP ("lower" and "upper” are
specified with the -1 and -u options).

Lower bound of address range specified in hex. The lead-
ing 0x should not be included.

Upper bound of address range specified in hex. The lead-
ing 0x should not be included.

Specifies the directory in which the ID files sdevice and mde-
vice reside. The default directory is /etc/conf/cf.d.

There are no error messages or checks for valid arguments to options.
idcheck interprets these arguments using the rules of scanf(S) and queries the
sdevice and mdevice files. For example, if a letter is used in the place of a digit,
scanf(S) will translate the letter to 0. idcheck will then use this value in its

query.
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See also

idinstall(ADM), mdevice(F), sdevice(F)
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idinstall

add, delete, update, or get device driver configuration data

Syntax
/etc/conf/bin/idinstall -[adu] [-e] [-k] [-msnirhclopt] dev_name
letc/conf/bin/idinstall -g -[snirhclpt] dev_name
Description

The idinstall command is called by a Driver Software Package (DSP) Install
script or Remove script to Add (-a), Delete (-d), Update (-u), or Get (-g) device
driver configuration data. idinstall expects to find driver component files in
the current directory. When components are installed or updated, they are
moved or appended to files in the /etc/conf directory and then deleted from the
current directory unless the -k flag is used. The options for the command are

as follows:
Action Specifiers:
-a  Add the DSP components
-d  Delete the DSP components
-u  Update the DSP components
-g  Get the DSP components (print to stdout, except Master)
Component Specifiers: (*)
-m Master component
-s  System component
-0 Driver.o component
-p  Space.c component
-t Stubs.c component
-n  Node (special file) component
-<i  Inittab component
-r  Device Initialization (rc) component
-h  Device shutdown (sd) component
-c  Mifsys component: file system type config (Master) data
-1  Sfsys component: file system type local (System) data

176

(*) If no component is specified, the default is all except for the -g
option where a single component must be specified explicitly.
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Miscellaneous:
-e  Disable free disk space check
-k Keep files (do not remove from current directory) on add or update.

In the simplest case of installing a new DSP, the command syntax used by the
DSP’s installation script should be idinstall -a dev_name. In this case the com-
mand will require and install a Driver.o, Master and System entry, and
optionally install the Space.c, Stubs.c, Node, Init, Rc, Shutdown, Mfsys, and
Sfsys components if those modules are present in the current directory.

The Driver.o, Spacec, and Stubs.c files are moved to a directory in
[etc[conflpack.d, and end up in [etc/conf/pack.d/dev_name. The dev_name is
passed as an argument, which is used as the directory name. The remaining
components are stored in the corresponding directories under /etc/conf in a file
whose name is dev_name. For example, the Node file would be moved to
[etc/conflnode.d|dev_name.

The idinstall -m usage provides an interface to the idmaster command which
will add, delete, and update mdevice file entries using a Master file from the
local directory. An interface is provided here so that driver writers have a
consistent interface to install any DSP component.

As stated above, driver writers will generally use only the idinstall -a
dev_name form of the command. Other options of idinstall are provided to
allow an Update DSP (that is, one that replaces an existing device driver com-
ponent) to be installed, and to support installation of multiple controller
boards of the same type.

If the call to idinstall uses the -u (update) option, it will:
overlay the files of the old DSP with the files of the new DSP.

invoke the idmaster command with the ‘update’ option if a Master
module is part of the new DSP.

idinstall also does a verification that enough free disk space is available to
start the reconfiguration process. This is done by calling the idspace com-
mand. idinstall will fail if insufficient space exists, and exit with a non-zero
return code. The -e option bypasses this check.

idinstall makes a record of the last device installed in a file (fetc/.last_dev_add),
and saves all removed files from the last delete operation in a directory
(fetc/.last_dev_del). These files are recovered by /etc/conf/bin/idmkenv when-
ever it is determined that a system reconfiguration was aborted due to a
power failure or unexpected system reboot.
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Diagnostics

See also

An exit value of zero indicates success. If an error was encountered, idinstall
will exit with a non-zero value, and report an error message. All error mes-
sages are designed to be self-explanatory. Typical error messages that can be
generated by idinstall are as follows:

Device package already exists.Cannot make the driver package directory.

Cannot remove driver package directory.

Local directory does not contain a Driver object (Driver.o) file.

Local directory does not contain a Master file.

Local directory does not contain a System file.

Cannot remove driver entry.
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idleout(ADM)

log out idle users

Syntax

idleout [ minutes | hours:minutes ]

Description

Files

The idleout command monitors line activity and logs out users whose termi-
nal remains idle longer than a specified period of time. Minutes are assumed;
if a colon appears in the number, hours are assumed.

The utility uses a default file, fetc/default/idleout, to indicate the interval a user’s
terminal may remain idle before being logged out. This file has one entry:

IDLETIME=time

The time format is identical to that used on the command line. The time
specified in the default file is overridden by idletime if idletime is specified
on the command line. Note that, if idletime is zero, no monitoring takes place
and idle users are not logged out. You can either run idleout from the com-
mand line, or, to have continuous coverage, you must add the program name
in /etc/rc2.d/S88USRDEFINE to see to it that the program is run each time the
system is rebooted.

See also

[etc/default/idleout
[etc[utmp
fetcfwtmp

getut(S), kill(S), who(C)

Value added

idleout is an extension of AT&T System V provided by The Santa Cruz Opera-
tion, Inc.
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idmkinit

read files containing inittab specifications

Syntax

/etc/conf/bin/idmkinit

- Description
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This command reads the files containing specifications of /fefc/inittab entries
from /etc/conffinit.d and constructs a new inittab file in Jetc/conf/cf.d. It returns 0
on success and a positive number on error.

The files in /etc/conf/init.d are copies of the Init modules in device Driver Soft-
ware Packages (DSP). There is at most one Init file per DSP. Each file contains
one line for each inittab entry to be installed. There may be multiple lines (that
is, multiple inittab entries) per file. An inittab entry has the form (the “id” field
is often called the tag):

id:rstate:action:process
The Init module entry must have one of the following forms:
action:process

rstate:action:process

id:rstate:action:process

When idmkinit encounters an entry of the first type, a valid “id” field will be
generated, and an “rstate” field of 2 (indicating run on init state 2) will be gen-
erated. When an entry of the second type is encountered, only the “id” field is
prefixed. An entry of the third type is incorporated into the new inittab
unchanged.

Since add-on inittab entries specify init state2 for their “rstate” field most
often, an entry of the first type should almost always be used. An entry of the
second type may be specified if you need to specify other than state 2. DSPs
should avoid specifying the “id” field as in the third entry since other add-on
applications or DSPs may have already used the “id” value you have chosen.
The /etc/init program will encounter serious errors if one or more inittab
entries contain the same “id” field.
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idmkinit determines which of the three forms above is being used for the
entry by requiring each entry to have a valid action keyword. Valid action
values are as follows:

off
respawn
ondemand
once
wait
boot
bootwait
powerfail
powerwait
initdefault
sysinit

See inittab(F) for a description of the action keywords.

The idmkinit command is called automatically upon entering init state 2 on
the next system reboot after a kernel reconfiguration to establish the correct
[etc[inittab for the running kernel. idmkinit can be called as a user level com-
mand to test modification of inittab before a DSP is actually built. It is also
useful in installation scripts that do not reconfigure the kernel but need to cre-
ate inittab entries. In this case, the inittab generated by idmkinit must be
copied to /etc/inittab, and a telinit(M) command must be run to make the new
entry take effect.

The command line options are

-o directory  inittab will be created in the directory specified rather than
Jetc/conf]cf.d.

-idirectory  The ID file init.base, which normally resides in /etc/conf/cf.d, can
be found in the directory specified.

-edirectory  The Init modules that are usually in /etc/conffinit.d can be
found in the directory specified.

Diagnostics

See also

An exit value of zero indicates success. If an error was encountered, idmkinit
will exit with a non-zero value and report an error message. All error mes-
sages are designed to be self-explanatory.

idbuild(ADM), idinstall(ADM), idmknod(ADM), init(M), inittab(F)
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idmknod

remove nodes and read specifications of nodes

Syntax

/etc/conf/bin/idmknod -odirectory -i directory -edirectory -s

Description

This command performs the following functions:

¢ Removes the nodes for non-required devices (those that do not have an “r”

in field 3 of the device’s mdevice entry) from /dev. Ordinary files will not
be removed. If the /dev directory contains subdirectories, those subdirec-
tories will be traversed and nodes found for non-required devices will be
removed as well. If empty subdirectories result due to the removal of
nodes, the subdirectories are then removed.

Reads the specifications of nodes given in the files contained in
Jetc/conf/node.d and installs these nodes in /dev. If the node specification
defines a path containing subdirectories, the subdirectories will be made
automatically.

¢ Returns 0 on success and a positive number on error.

idmknod is run automatically when idbuild(ADM) installs a newly built ker-
nel as /unix. idmknod can be called as a user level command to test modifica-
tion of the /dev directory before a DSP is actually built. It is also useful in in-
stallation scripts that do not reconfigure the kernel, but need to create /dev
entries.

The files in /etc/conf/node.d are copies of the Node modules installed by device
Driver Software Packages (DSP). There is at most one file per DSP. Each file
contains one line for each node that is to be installed. The format of each line

1s:
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name type minor [ owner group mode ]

Name of device entry (field 1) in the mdevice file (The mdevice entry will
be the line installed by the DSP from its Master module). This field must
be from 1 to 8 characters in length. The first character must be a letter.
The others may be letters, digits, or underscores.

Name of node to be inserted in /dev. The first character must be a letter.
The others may be letters, digits, or underscores. This field can be a path
relative to /dev, and idmknod will create subdirectories as needed.

The character “b” or “c”. A “b” indicates that the node is a ‘block’ type
device and “ ¢ ” indicates ‘character’ type device.

Minor device number. This value must be between 0 and 255, except for
drivers that have duplicate entries with the ‘M’ characteristic in mde-
vice(F). In such a case, the upper limit is determined by adding 255 to
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the maximum OFFSET value defined in mdevice(F) for the particular
driver; that is, upper limit = 255 + maximum OFFSET. If this field is a
non-numeric, it is assumed to be a request for a streams clone device
node, and idmknod will set the minor number to the value of the major
number of the device specified.

“owner”. (Optional field). Contains the name of the owner of the device
node.

“group”. (Optional field). Contains the name of the group to which the
device node belongs.

“mode”. (Optional field). Contains the mode of the device node, as an
octal number (see chmod(C) for details).

Some example node file entries are as follows:
asy tty00 c¢ 1

makes /dev/tty00 for device ‘asy’ using minor device 1.
qt rmt/c0s0 c 4

makes /dev/rmt[c0s0 for device ‘qt’ using minor device 4.
clone net/nau/clone c nau

makes /dev/net/nau/clone for device ‘clone’. The minor device number is set to
the major device number of device ‘nau’.

The command line options are:

-o directory Nodes will be installed in the directory specified rather than
/dev.

-i directory The file mdevice which normally resides in /etc/conf/cf.d can
be found in the directory specified.

-e directory The Node modules that normally reside in /etc/conf/node.d
can be found in the directory specified.

-s Suppress removing nodes (just add new nodes).

Diagnostics

See also

An exit value of zero indicates success. If an error was encountered due to a
syntax or format error in a nodes entry, an advisory message will be printed
to stdout and the command will continue. If a serious error is encountered
(i.e., a required file cannot be found), idmknod will exit with a non-zero value
and report an error message. All error messages are designed to be self-
explanatory.

idinstall(ADM), idmkinit(ADM), mdevice(F), sdevice(F)
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idspace

investigate free space

Syntax

Description

/etc/conf/bin/idspace [ -i inodes ] [ -r blocks ] [ -u blocks ] [ -t blocks ]
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This command investigates free space in /, fusr, and /tmp filesystems to deter-
mine whether sufficient disk blocks and inodes exist in each of potentially 3
filesystems. The default tests that idspace performs are as follows:

Verify that the root filesystem (/) has 400 blocks more than the size of the
current /unix. This verifies that a device driver being added to the current
funix can be built and placed in the root directory. A check is also made to
insure that 100 inodes exist in the root directory.

Determine whether a /usr filesystem exists. If it does exist, a test is made
that 400 free blocks and 100 inodes are available in that filesystem. If the
filesystem does not exist an error is returned, but since files used by the
reconfiguration process will be created in the root file system, space
requirements are covered by the test above.

Determine whether a /tmp filesystem exists. If it does exist, a test is made
that 400 free blocks and 100 inodes are available in that filesystem. If the
filesystem does not exist an error is returned, but since files used by the
reconfiguration process will be created in the root file system, space
requirements are covered by the test above.

The command line options are:

-iinodes This option overrides the default test for 100 inode in all of the

idspace checks.

-rblocks This option overrides the default test for /unix size + 400 blocks

when checking the root (/) filesystem. When the -r option is used,
the fusr and /tmp filesystems are not tested unless explicitly speci-
fied.

-ublocks This option overrides the default test for 400 blocks when check-

ing the fusr filesystem. When the -u option is used, the root (/) and
[tmp filesystems are not tested unless explicitly specified. If fusr is
not a separate filesystem, an error is reported.

-tblocks This option overrides the default test for 400 blocks when check-

ing the /tmp filesystem. When the -t option is used, the root (/) and
[usr filesystems are not tested unless explicitly specified. If /tmp is
not a separate filesystem, an error is reported.



idspace(ADM)

Diagnostics

An exit value of zero indicates success. If insufficient space exists in a filesys-
tem or an error was encountered due to a syntax or format error, idspace will
report a message. All error messages are designed to be self-explanatory. The
specific exit values are as follows:

0  success.

1 command syntax error, or needed file does not exist.

2 filesystem has insufficient space or inodes.

3  requested filesystem does not exist (-u and -t options only).

See also

idbuild(ADM), idinstall(ADM)
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idtune

attempt to set value of a tunable parameter

Syntax

letc/conf/bin/idtune [ -f | -m ] name value

Description

This script attempts to set the value of a tunable parameter. The tunable
parameter to be changed is indicated by name. The desired value for the tun-
able parameter is value.

If there is already a value for this parameter (in the stune file), the user will
normally be asked to confirm the change with the following message:

Tunable Parameter name is currently set to old_value.
Is it OK to change it to value? (y/n)

If the user answers y, the change will be made. Otherwise, the tunable param-
eter will not be changed, and the following message will be displayed:

name left at old_value.

However, if the -f (force) option is used, the change will always be made and
no messages will ever be given.

If the -m (minimum) option is used and there is an existing value which is
greater than the desired value, no change will be made and no message will
be given.

If system tunable parameters are being modified as part of a device driver or
application add-on package, it may not be desirable to prompt the user with
the above question. The add-on package Install script may chose to override
the existing value using the -f or -m options. However, care must be taken
not to invalidate a tunable parameter modified earlier by the user or another
add-on package or to set a value outside the minimum and maximum values
allowed by the mtune file.

In order for the change in parameter to become effective, the UNIX system
kernel must be rebuilt and the system rebooted.

Diagnostics

See also

The exit status will be non-zero if errors are encountered.
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infocmp

compare or print out terminfo descriptions

Syntax
infoomp [-d][-c]1[-n][-I]1[-L]1[-CI[-x][-ul[-sdlilllc]l[-v][-V]
[-1]1[-w width ][ -A directory ] [ -B directory ] [ termname ...]
Description

The infocmp command can be used to compare a binary terminfo(F) entry
with other terminfo entries, rewrite a terminfo description to take advantage of
the use= terminfo field, or print out a terminfo description from the binary file
(term(F)) in a variety of formats. In all cases, the Boolean fields will be printed
first, followed by the numeric fields, followed by the string fields.

Default options
If no options are specified and zero or one termnames are specified, the -I

option will be assumed. If more than one termname is specified, the -d option
will be assumed.

Comparison options [-d] [-c] [-n]

The infocmp command compares the terminfo description of the first terminal
termname with each of the descriptions given by the entries for the other
terminal’s termnames. If a capability is defined for only one of the terminals,
the value returned will depend on the type of the capability: F for boolean
variables, -1 for integer variables, and NULL for string variables.

-d  produce a list of each capability that is different. In this manner, if one
has two entries for the same terminal or similar terminals, using
infocmp will show what is different between the two entries. This is
sometimes necessary when more than one person produces an entry for
the same terminal and one wants to see what is different between the
two.

-c  produce a list of each capability that is common between the two
entries. Capabilities that are not set are ignored. This option can be
used as a quick check to see if the -u option is worth using.

-n  produce a list of each capability that is in neither entry. If no termnames
are given, the environment variable TERM will be used for both of the
termnames. This can be used as a quick check to see if anything was left
out of the description.
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Source listing options [-1] [-L] [-C] [-r]

The -I, -L, and -C options will produce a source listing for each terminal
named.

-I  use the terminfo names

-L  use thelong C variable name listed in <term.h>

-C  use the termcap names

-r  when using -C, put out all capabilities in termcap form

If no termnames are given, the environment variable TERM will be used for
the terminal name.

The source produced by the -C option may be used directly as a termcap entry,
but not all of the parameterized strings may be changed to the termcap format.
infocmp will attempt to convert most of the parameterized information, but
that which it doesn’t will be plainly marked in the output and commented
out. These should be edited by hand.

All padding information for strings will be collected together and placed at
the beginning of the string where fermcap expects it. Mandatory padding
(padding information with a trailing ’/”) will become optional.

All termcap variables no longer supported by terminfo, but which are derivable
from other terminfo variables, will be output. Not all terminfo capabilities will
be translated; only those variables which were part of termcap will normally
be output. Specifying the -r option will take off this restriction, allowing all
capabilities to be output in termcap form.

Note that because padding is collected to the beginning of the capability, not
all capabilities are output, mandatory padding is not supported, and termcap
strings were not as flexible; it is not always possible to convert a terminfo
string capability into an equivalent terfncap format. Not all of these strings
will be able to be converted. A subsequent conversion of the termcap file back
into terminfo format will not necessarily reproduce the original terminfo
source.
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Some common terminfo parameter sequences, their termcap equivalents, and
some terminal types which commonly have such sequences are:

Terminfo Termcap Representative Terminals
%pl%c %. adm

%pl%d %d hp, ANSI standard, vt100
%p1%’x Yo+%C Jo+x concept

%oi %oi ANSI standard, vt100
%p1%?% X %>%tTopl %'y Yot+%;  Fo>xy concept

%p?2 is printed before %p1 %ot

Use= option [-ul

-u produce a terminfo source description of the first terminal termname
which is relative to the sum of the descriptions given by the entries for
the other terminals’ termnames. It does this by analyzing the differences
between the first termname and the other termnames and producing a
description with use= fields for the other terminals. In this manner, it is
possible to retrofit generic terminfo entries into a terminal’s description.
Or, if two similar terminals exist, but were coded at different times or by
different people so that each description is a full description, using
infocmp will show what can be done to change one description to be
relative to the other.

A capability will get printed with an at-sign (@) if it no longer exists in the
first termname, but one of the other termname entries contains a value for it.
A capability’s value gets printed if the value in the first termname is not
found in any of the other termname entries, or if the first of the other term-
name entries that has this capability gives a different value for the capability
than that in the first termname.

The order of the other termname entries is significant. Since the terminfo
compiler tic(C) does a left-to-right scan of the capabilities, specifying two
use= entries that contain differing entries for the same capabilities will pro-
duce different results depending on the order that the entries are given.
infocmp will flag any such inconsistencies between the other termname
entries as they are found.

Alternatively, specifying a capability after a use= entry that contains that
capability will cause the second specification to be ignored. Using infocmp to
recreate a description can be a useful check to make sure that everything was
specified correctly in the original source description.

Another error that does not cause incorrect compiled files, but will slow down

the compilation time, is specifying extra use= fields that are superfluous.
infocmp will flag any other termname use= fields that were not needed.
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Files

Other options [-sd | i | 1 | c] [-v] [-V] [-1] [-w width]

-s  sort the fields within each type according to the argument below:

d  leave fields in the order that they are stored in the terminfo data-
base.

i sort by terminfo name.
1 sort by the long C variable name.
¢ sort by the termcap name.

If no -s option is given, the fields printed out will be sorted alphabeti-
cally by the terminfo name within each type, except in the case of the -C
or the -L options, which cause the sorting to be done by the termcap
name or the long C variable name, respectively.

-v  print out tracing information on standard error as the program runs.
-V print out the version of the program in use on standard error and exit.

-1  cause the fields to print out one to a line. Otherwise, the fields will be
printed several to a line to a maximum width of 60 characters.

-w  change the output to width characters.

Changing data bases [-A directory] [-B directory]

The location of the compiled terminfo database is taken from the environment
variable TERMINFO. If the variable is not defined or the terminal is not found
in that location, the system terminfo database, usually in /usr/lib/terminfo, will
be used. The options -A and -B may be used to override this location. The -A
option will set TERMINFO for the first termname and the -B option will set
TERMINFO for the other termnames. With this, it is possible to compare
descriptions for a terminal with the same name located in two different data-
bases. This is useful for comparing descriptions for the same terminal created
by different people. Otherwise the terminals would have to be named dif-
ferently in the terminfo database for a comparison to be made.
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Diagnostics

malloc is out of space!
There was not enough memory available to process all the terminal
descriptions requested. Run infocmp several times, each time including
a subset of the desired termnames.

use= order dependency found:
A value specified in one relative terminal specification was different
from that in another relative terminal specification.

"use=term’ did not add anything to the description.
A relative terminal name did not contribute anything to the final
description.

must have at least two terminal names for a comparison to be done.
The -u, -d, and -c options require at least two terminal names.

See also

captoinfo(ADM), curses(S), term(F), terminfo(F), tic(C)
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initcond

special security actions for init and getty

Syntax

/tcb/lib/initcond [ init | getty ] [ args ... ]

Description

Files

To save space in the init(M) and getty(M) programs, which are memory
resident, the space intensive security actions are done in initcond as a sub-
process of these programs.

If the argument is init, one of two actions may occur. First, no argument
means that sulogin(ADM) should prompt for and verify a single user pass-
word if required by the System Default database. This is used for password
checking before a single user shell. Second, if two other arguments are sup-
plied, they are the terminal device name and the user name respectively of the
session that just terminated. This information is reflected in both the Pro-
tected Password and Terminal Control databases.

If the argument is getty, and one additional argument is provided, it is the ter-
minal to be invalidated before a login. initcond invalidates a terminal by set-
ting a restricted set of permissions on the terminal device and by using
stopio(S) to invalidate all open file descriptors that reference the terminal.
These include synonym devices for the same physical device as listed in the
device assignment database.

See also

[teb/files[initcondlog Log file for init and getty events
Jetclauth/system/ttys Terminal Control database
[etclauth/system/devassign Device Assignment database

getdvagent(S), getprtcent(S), stopio(S)

“Maintaining system security”, chapter of the System Administrator’s Guide

Value added
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initscript

script that executes inittab commands

Syntax

/bin/sh /etc/initscript id rstate action process

Description

letc/initscript is the shell script used by init(M) to execute commands in
Jetcfinittab.

Your system'’s initscript will look similiar to the following;:

@(#) initscrp.dfl 22.2 90/02/23

Copyright (C) The Santa Cruz Operation, 1989, 1990.

This Module contains Proprietary Information of

The Santa Cruz Operation, and should be treated as Confidential.

set up the default environment for command started by init.

Usage: /etc/initscript id level action cmd

= S S S e S S S S e ee

PATH=/bin:/usr/bin
export PATH

HZ=100
export HZ

[ -x /etc/TIMEZONE ] && . /etc/TIMEZONE
umask 027
eval exec "$4"

initscript sets the PATH variable, sets the HZ variable, checks for an
/etc/TIMEZONE file and executes it, sets the umask, and runs the fourth argu-
ment (process), which is the process field from /etc/inittab.

HZ is the hertz value, as described in environ(M).

/etc/TIMEZONE sets and exports the TZ variable, as described in environ(M).
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Files

[etc/initscript
Jetc/inittab

See also

environ(M), init(M), inittab(F), sh(C)
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install

install commands

Syntax
letc/install [ -<c diral [ -fdirb][-i] [ -ndirc][-m mode ][ -u user]
[-ggroupl[-01[-s]file[dirx..]

Description

The install command is most commonly used in “makefiles” (see make(CP))
to install a file (updated target file) in a specific place within a file system.
Each file is installed by copying it into the appropriate directory, thereby
retaining the mode and owner of the original command. The program prints
messages telling the user exactly what files it is replacing or creating and
where they are going.

If no options or directories (dirx ... ) are given, install will search a set of
default directories (/bin, [usr/bin, Jetc, [lib, and [usr/lib, in that order) for a file
with the same name as file. When the first occurrence is found, install issues
a message saying that it is overwriting that file with file, and proceeds to do
so. If the file is not found, the program states this and exits without further
action.

If one or more directories (dirx ... ) are specified after file, those directories will
be searched before the directories specified in the default list.

The meanings of the options are:

-c dira Installs a new command (file) in the directory specified by dira,
only if it is not found. If it is found, install issues a message say-
ing that the file already exists, and exits without overwriting it.
May be used alone or with the -s option.

-f dirb Forces file to be installed in given directory, whether or not one
already exists. If the file being installed does not already exist,
the mode and owner of the new file will be set to 755 and bin,
respectively. If the file already exists, the mode and owner will
be that of the already existing file. May be used alone or with
the -0 or -s options.

-i Ignores default directory list, searching only through the given
directories (dirx .. ) May be used alone or with any other
options except -c and -f.

-ndirc If file is not found in any of the searched directories, it is put in
the directory specified in dirc. The mode and owner of the new
file will be set to 755 and bin, respectively. May be used alone or
with any other options except -c and -f.
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-m mode The mode of the new file is set to mode. Only available to the

super user.

-u user The owner of the new file is set to user. Only available to the
super user.

-g group The group id of the new file is set to group. Only available to
the super user.

-0 If fil