lifalilta]

!
g

3

Educational Services "

-
bios

VMS System Management I
Student Workbook

EY-9766E-SG-0003




s —

U

The information in this document is subject to change without notice and should not be construed as a commitment
by Digital Equipment Corporation. Digital Equipment Corporation assumes no responsibility for any errors that may
appear in this document.

The software described in this document is furnished under a license and may be used or copied only in accordance
with the terms of such license.

No responsibility is assumed for the use or reliability of software on equipment that is not supplied by Digital Equipment
Corporation or its affiliated companies.

Copyright ©1989 by Digital Equipment Corporation

All Rights Reserved.
Printed in U.S.A.

The following are trademarks of Digital Equipment Corporation:

ALL-IN-1 RAS1 TU78 VAX 8200
CI ReGIS UETP VAX 8250
DEC RK06 UNIBUS VAX 8300
DECale RKO7 VAX VAX 8350
DECgraph RLO2 VAX APL VAX 8500
DECnet/SNA RM03 VAX C VAX 8600
DECnet-VAX RMO05 VAX COBOL GENERATOR VAX 8650
DECspell RM80 VAX CORAL 66 VAX 8800 ~\
DELUA RMS . VAX DATATRIEVE VAX 8810
DEQNA RMS11 VAX DECale VAX 8820
DEUNA RP05 VAX DECspell VAX 8830
EDT RPO6 VAX DIBOL VAX 8840
HSC RPO7 VAX DSM VAXBI
HSC50 RSTS VAX FORTRAN VAXcluster
HSC70 RSX VAX LISP VAXset
MASSBUS RT-11 VAX MACRO VAXstation
MicroVAX 3000 RX01 VAX RMS VAXstation 2000
MicroVAX II RX02 VAX-11/730 VMS

NMI RX50 VAX-11/750 VT300
PDP-11 TK50 VAX-11/780 .
Q-bus TU58 VAX-11/785 dlilgli]tla]1]
RAS0 TU77 VAX 6230




CONTENTS

About This Course . .. ... oot ii it ittt inereneennesenesennesanessosnnns xxi
Module 1 UNDERSTANDING THE USER ENVIRONMENT .................. 1-1
INTRODU CTION ...ttt ittt tteenateennnneenenenneesennnnneeenns 1-3
OBJIECTIVES . ...ttt ittt iteteentreasteneeaneeneeenneneneeenseennens 13
RESOURCES ...ttt itentereneeeeeeneeeenaaeeeeneennnneeens 14
COMPONENTS OF THE HARDWARE ENVIRONMENT . ...........c0ivveeennn. 1-5
Central Processing Unit (CPU) .. .......ciiiiiiiiniiniiennennnneennnenns 1-5
Console Subsystem . ..........0itiiiiiiiienniintiintinnnenneennnennns 1-6
Main Memory ... oiiit ittt iie ettt ettt e 1-7
Input/Output Subsystem . ....... ..ottt ittt iiinrnnnannn 1-7
INTERCONNECT DEVICES (BUSES) . ... iitiititit ittt iieneenneennnenenns 1-8
PERIPHERAL DEVICES .. ..... . ititiiintttntnneeteneeeeeenennnnnneens 1-9
TermiNalS ... ittt et i ettt ittt ettt et e 1-9
Printers and Printer/Plotters .............00iitiiiiiinitinninnnernnnnnn 1-10
LD T < T 1-11
BT o D o 1T 1-13
Hierarchical Storage Controller (HSC) ......... ...t iitiiiiiiiiereerennnns 1-15
DEVICE NAMES ... ... ittt ittt rennaeeeennaeeennanseeernennnnnns 1-16
SYSTEM CONFIGURATIONS ... ... it ttiiittttnnneeernennnnnerennnnnnes 1-17
Single Processor Configurations ...........cciiiiiiiiiiieinnniinnnreennnns 1-17
Multiple Processor Configurations .............ouutiiireernnnnnnnneeenns 1-19
Tightly Coupled Configurations ............ciuttiiinereernnnnnnnneeenns 120
Loosely Coupled Configurations ...........ccoiutiiniinerrennnnnnnnneeenns 1-21
Communication Devices . .......ciiiitiiiiiirrnnneeennnnnnneerennnns 1-23
Data Transmission Media. . ......ccvviiinttinnernnneeeerennennnneennns 1-24
Terminal Servers . ........oiiitiininnneeennneeennneeeeenennnnneeoens 1-24
Clustered Systems (VAXcluster Systems) .. .....cvviiitiinniiiierennnnnnnns 1-26
REVIEW OF VMS CONCEPT S . ...ttt ii it ititiieeinneeenreneeeenneennneans 1-31
Digital Command Language (DCL) and the VMS Operating System .............. 1-32
Programs, Images, and Utilities ...........cciiitiiiiiiiiiininnnnnnennnnnns 1-33
ProcesBES. . .. ittt i et ittt e 1-34
Hardware and Software Contexts . ........cciiiitiinneeiinnnneereennnns 1-36
Virtual Address Space. ... ......ciiiiii ittt tterennnnnnnnnnneennnnnnnnnns 1-37
Working Setsand Balance Set ............ciiiiiiiiiiinniirrnnnneeennns 1-38
Paging . . i i et ettt e e 1-39
FreePage List ..........000iiuttiiiiiiiiiiiitiiiiiittitnennnansnsnons 140
Modified Page List . ........ccuiutttiiineeinnneeeeeennnoeeeennnnaneess 141
Scheduling .......ccutuiinnnnneenenennsoeneeeneeeeeeeeeeeosnnnannnnnns 143
B ¢ 37 1 O 144




Processor Access Modes ... ...ttt ettt 1-45

SYSTEM FILES, DIRECTORIES, AND LOGICALNAMES ..............ccov.... 148
System Files . ... ..ottt i ettt ittt e e i e e e 148
System Directories . .......couiutiitnnnieeeernneeeennneeeeenneeeeananns 148
Concealed Root Directories . ...........cuuiiinintennnneeennnnneeennnnnns 1-51
System File and Directory Protection .............ccitititiiiriineeeennnnnnn 1-52

SOFTWARE AVAILABLE FORVMS SYSTEMS .. ...ttt iiiiiii i iinnnannn 1-53

USER WORKING ENVIRONMENT . ... ......iititiinnteennnneeeeennnannnns 1-55

LEARNING AIDS . ... ..ttt it ttneeesoenaneeeenaeeennoeeeeennnnnns 1-59

SUMMARY . ...ttt ittt it neenaeeeeeaaneeesnneeeeennanneesnnns 1-61

Module 2 MANAGING SYSTEMUSERS ..................... ... ..., 2-1

INTRODUCTION ...t iiiiititetteennnresoeeneesesnnsoseanansanennnnns 23

OBIECTIVES ... . ittt iieneneeesonnaeseesaneesonnsaesananessans 24

RESOURCES .......iiiiiiitttiennnnneeseeennessnenaeennaossennnnnnens 24

DEFINING THE USER ENVIRONMENT ...........cciitttitinnneerennnnnnns 2-5
User Authorization File (UAF) .. ... ...ttt ennneneenns 2-5
AUTHORIZE Uty . . . oo v ittt ittt tteennnesonennseeennooenannnnnas 2-9
Creatinga User Account . . .......iiiiiiineiiennneereennneeronnnneeennans 2-16

Preparing to Create the Account . ............ ... it ennnns 2-16
Creating the Default Disk Directory . ... ....ccoiiiiii ittt itiiennnennnns 2-17
Settingthe Disk Quotas . ......... .. ittt iiiiennnnreoneenenns 2-17
Stepsfor Adding a User .. ........oiiiiiiiiininieeeenonnneeeeonannnenas 2-21
Modifying the DEFAULT Record. .. .......cciiitiit it ietnnnnnnennnanennns 2-22
Tailoring User Accounts . ...........iiiiirienrnnnnnonennonnnnnncoanenssss 2-22
Identification and Environment Fields .. .............. .. ittt 2-24
Login Command Procedures . . ..........c.iiiiiiinnnnnnneeenneeannnnnns 2-25
Accessand Security Fields . ... .......citttiiiiiiiiiiiiinnnnnnennnennns 2-28
Access Timesand Modes ............cciiiiienrennnneeneennacesnaennns 2-28
Login Flags .......cciiiiiiiiiiiiiieeneeeeeeennnnneosesensessennanas 2-30
Security Fields .. .....ciiiiiiiii ittt iiiiiiitnnaeeeneneeeeenennnns 231
Quotas and Resource Limits . ... ...ttt iiinnneerennenneens 2-32
Privileges ........iiiiiiiiii i i it ettt e i i e, 2-33
Removinga User Account . .............iitiiiiiiieeeennnnnnnnnnnnnannnns 2-36
Stepsfor Removing a User . .............iiiiiiiiiinnnnnennnnnnonnnnnnns 2-38

MANAGING USERS ON A DAILY BASIS .......ciiittinntrnnrnneennneeennns 2-39
Restricting User Activity Using DCLCommands .............cc0iiiuennennnnns 242
Restricting the Use of Disk Space . .. .......iiiiiiiiiiiiiineeirnnnneeeeeens 244

SYSMAN Utility and DISKQUOTA Functions . ..........cvvetiinnnneeeernns 244
Establishing QuotasonaVolume...............oiiiiiiiiiinnnennnnnns 246
Managing Disk Space Using DCLCommands. .. ........ccoiitiiiiiineeennnnns 2-54




COMMUNICATING WITH USERPROCESSES . .. ... ...ttt 2-56

Handling Requests for Operator Assistance ...............coviiutiiinnennn 2-57
REPLYCommand ............ccoiuvevinnnnnn ettt e e e e e, 2-65
Operator’s Log File . ... ...ttt i i ittt et i e ans 266
SUMMARY ...ttt ittt et te et eseantese st 2-67
Module 3 MANAGING QUEUES ......... ... ... ittt 3-1
INTRODUCTION ...ttt iiiiiteneenennnenesonnneeenonnasesnsnessannans 3-3
OBIE CTIVES ...ttt ittt ieeneeeeeeneaeeeeeenaeseseenonennnneens 34
RESOURCES .. iiiiiitittiittttteenaneeeennanoeeeeneeeenenaeenennnnas 34
OVERVIEW OF QUEUE FACILITIES AND OPERATIONS . .........coiiiinnnnnn.. 3-5
Queue Manager and the System Queue File .. .................. ... oivinnn. 3-5
TYPes Of QUEUES . .o v v vvt ittt ittt eteressseessnenoeseennnnnennns 3-6
Execution QUeUeS . ... oottt it tiee i ie e tane e et 3-7
GENETIC QUEUES . « . o v vttt tee ettt tneeeneennesoneeansenaneanoneenneenns 3-8
Logical QUeues .. ...ovviit ittt ittt tereereeneeseneannnnnnnnnnnans 3-8
HOW THE VMS SYSTEM HANDLES PRINT JOBS ............cciiiittinennnns 3-9
Print Job Scheduling . .. ... . i it iiii ittt ittt nnennerennnns 3-10
PRINT QUEUE OPERATION S . ...ttt ittt it itninteiennnaneenenenaannnns 3-12
Types of Print Queues . . ... ..o i ittt ittt ittt i iee e e oennnnnnnns 3-12
Creating Print Queues ... .......coiiiiinnnnennnnnnnnnnnnnnnnnnnnnennnas 3-13
Creating Generic Print Queues. . . .. ... . oottt ittt iiiiiiineiinnnnnensnn 3-15
Creating Logical Print Queues . ..........ciiiiiiinnnnnnnnnnnnnneennnnns 3-16
Automatic Queue Creation . .........ciiiititiiiinnerreiennereneeeeannns 3-19
Monitoring Print QUeues . ..........tttiintettennnneeeeennnerensonnnnens 3-20
Monitoring Print Jobs . . .. ... i it i i i i e i e e e e e 3-22
Setting Print Queue Attributes . .. ........ .. i i i e 3-23
Specifying Separation Pages . ..........cc0iiiiiiiiii ittt 3-24
Limiting Print Job Sizes . ... ..o v viii it ittt i e i et 3-30
Controlling Print Queues . ........oiiiiiiiiiiiiiiinnnnennnnnennnnnnannns 331
StopPPINg QUEUES . . ... ittt ittt i it e i it et e 3-32
Change the Assignment of a Logical Queue .............. . ivtiiiinnnennn 3-34
Keep Jobs from Being Entered in a Queue: $ SET QUEUE/CLOSE............. 3-35
Moving Jobs from One Queue to Another . .. .......... ..ot ennns 3-35
Deleting a QUeue . .......iiiiiiiiin ettt sosssssnenssnnsnsnans 3-36
Managing Printer Forms and Characteristics . . ..........coiiiiiiiieiininn. 3-37
Creating Print Forms and Characteristics ............ciiiiiiiiinieeiinenn 3-38
Using Forms and Characteristics with Printer Queues ....................... 3-40
Handling Print Queue Problems . .. ......... ... i ittt ienreenns 341
HOW THE VMS SYSTEM HANDLES BATCH JOBS . . ......ciiitiiiinnnnenrnnns 342
BatchJob Scheduling ..........cciiiiiiiiiiiiiiiiiiiiieiiiirierinneeenes 344
BATCH QUEUE OPERATIONS ......ittttuuuettninnenesnnnnessennseeessns 346




Typesof Batch Queues ............... ittt iinennennnnn. 346

Creating Batch Queues . .. ......... ..ottt iiiiiii it ittt inennnnnn. 346
Stopping Batch Queues . . .............ciiitiiiii i iiiinininennnn. e 3-50
Restricting Access and Control of Queues . .. ............ciitiiiiininnenn... 3-52
UIC-Based Queue Protection ...............cciuiiiiininineinennnnnennnns 3-52
ACL-Based Protection. ... .......c.oiiuitininennnnenennnnnnenenenenennns 3-53
OVERVIEW OF QUEUE COMMANDS . ... .i\tititttietet it enineenenenenennss 3-56
SUMM ARY ..ottt ittt ittt ettt 3-57
Module 4 MANAGING DISKAND TAPEVOLUMES ........................ 4-1
INTRODUCTION ...ttt ittt tttttennenneeneneeneeneeneenenneneenns 4-3
L0 2 0 1 1 44
RESOURCES ...ttt ittt ittt it te et eeenneeneneenenneeneneenns 4-5
RESOURCES (OPTIONAL) . ..t ottt ittt teetteteenenteenennennenseneensnns 4-5
PRIVATE DISKAND TAPE VOLUMES . . .....ciiitiiiiiiiitiinrrnnnennnenns 4-7
PUBLIC VOLUMES . ...ttt iitttttentnntenennennenneenennennenesnnens 4-7
DCL COMMANDS FOR USING DISK AND TAPE VOLUMES .............0u.... 4-8
PREPARING VOLUMES FORUSE .. .....ci0tiitiniiiinnntennnneennennnns 4-11
Locating Bad BlockS . . ... ciittiiiiniiti ittt etinennneeeennnnnesenns 4-11
Initializing and Mounting the Volume ................ ... iiiiiriinnrnnn. 4-12
Defining User Access to Volumes . ...........c0iiiiiiininnnrnnrenneennnns 4-12
OBTAINING AND MODIFYING VOLUME INFORMATION .........covvvenenn.. 4-19
CREATING APUBLIC VOLUME . . .....itiittiiiitittieietinineenneneenns 4-20
Defining Space Allocation on PublicVolumes ................cciiitrinennn. 4-23
ALLOCATION OF DEVICES . .. ...t itttttiitnnetrtenentenenenenennennnens 4-24
Private Volumes . .........oitiiniiiiiiiiiiiiiiiiiitiennienneeeneeennns 4-24
Public Volumes . ... ..ottt ittt ittt it i ittt teerenenneeneenennns 4-24
Creating Volume Sets . ........c.iiiiiiiiiiiiitiiiintinnnenneeeeneenenns 4-25
MAINTAINING PRIVATE AND PUBLICVOLUMES . ........cciiiiiiinnennnnn. 4-27
On-Line BACKU P . ...ttt ittt ittt ittt ettt eenaenenennesenenennns 4-28
BACKUP QUalifiers .......uuiitttttennnnneennnneeeeennneesenannaneens 4-30
Operator Action During Multivolume Disk or Tape Set Backups ................ 442
Creating Multivolume Tape Sets on More than OneDrive . .. ..........cccvvvn.. 4-45
BACKUP Tape Label Processing. . ... ....uuviititnnrnenrnerenrnenenenenns 446
BACKUP Journal Files. . ..o vviiiiitiniiniiiiii i innnneeneenenneennnns 447
Standalone BACKUP .........iuutttiiiiiieiniitteiiininiiiinennneennns 4-50
VERIFY UTILITY ..ottt ettt ittt eteneneneenenenoeeenenenenennas 4-51
TRANSFERRING FILES BETWEEN VAX AND PDP-11 SYSTEMS ............... 4-53
SUMM ARY ..ttt tiitittie it et eetteneeeeeeeneneneneneesensnsnnenenss 4-54

vi




INTRODU CTION ...ttt ttiinanneeesanasasenseneeeseeeaeeennannnnnans 5-3
1025 5 0 031 4 17271 T 54
RESOURCES ittt ittt inieettesenenesosoensonassensaasesannnnnnsss 54
USER ENVIRONMENT . ......i0ttiiiiiittettinnnnseseennnnatonnnnnnnsss 5-5
SYSTEM STARTUP FILES . . ...t ttiiteet e ttenaanesessnannsssennnnnnees 5-6
SYSSSYSTEM: STARTUP.COM . ...t iiiiit it ieetnnnasennannnssssannnnns 5-7
SYSSMANAGER:SYPAGSWPFILES.COM . .....0iitiiiiiirintinnnnnennnnnens 5-8
SYSSMANAGER:SYCONFIG.COM . ... ...ttt iitiineneiennnnetnennannees 5-9
SYSSMANAGER:SYLOGICALS.COM . . ... ittt iiiitieneiennnnnesennnnness 5-10
Executive Mode Logical Name Requirements . . ......... ..., 5-10
SYSSMANAGER:SYSTARTUP_V5.C0M. .. ...ttt iteeeeietennntennennns 5-12
Mounting Site-Specific Volumes .......... ...ttt 5-14
Setting Device Characteristics . .........civiiiiiiiiiiiiiitnnnnnneeennns 5-16
Initializing and Starting Queues ........... ..ottt 5-19
Installing Known Images .........c.cciiiiiiiiiettiiiinneirennnnaeeesonnns 5-20
Starting Local DECnet Software ............c.0iiiiitiiiitininernnneennnns 5-23
Creating Reports About the Last System Failure . . ................. ... . ..., 5-24
Setting the Maximum Number of Interactive Logins ......................... 5-25
Announcing System Availability ... ......... .. i i e 5-25
SUMMARY .t ittt ttttitiennneeessoennsassssssoasasssssnnssessannanas 527
Module 6 STARTING UP AND SHUTTING DOWN THE SYSTEM............ 6-1
INTRODUCTION . ..iiiiitittiittteennnaeesssosssansssenennsssannanesss 6-3
OBIE CTIVES ittt iiittt ittt teeenanaeeesoonessasosossensssannnneess 64
RESOURCES ittt ittiitittnneeeeeennneeeesessosansenssassssssnnnssss 64
STARTING UP A VMS SYSTEM .....iiiiiitttrnnennneesenanasosasnnnnens 6-5
Phases of Startup .. ... vvvitiiiiiitiirtinieteieeinnnneesesennesonenanns 6-5
VAX Console Subsystem . ..........cotiiiitteinnerennnennsroeneneneonnnns 6-7
Front Panel Switchesand Lights .. ........... . ittt 6-8
Console Processor and Console Device . ............ccvtiteernencrrnnnnnnns 6-8
Default System Device ..........cvivitttiiteteererttninsnesansaeeseenaes 6-9
Automatic Restart . ... .. viii ittt ittt ittt ettt e 6-10
Alternate System Devices . ... .cvvvviieiiitiiiiitiiiieieeeersatrtannnnnnns 6-10
Standalone Utilities and Diagnostics ..........vvittitiiiieiiennnieeeeanns 6-11
CONSOLE COMMANDS . ...t iitttetennaneessssnnasscesannnassennnansess 6-11
Issuing Console Commands at System Startup.................. ... 0ty 6-11
Issuing Console Commands While the VMS System is Running.................. 6-12
Customizing Startup and AutomaticRestart ................. ... ..o, 6-13
SYSTEM PARAMET T E RS . . ...ttt ittt ittt innnetettssennsssseronnasnsssenns 6-14

vil




SPECIFYING THE SYSTEM CONFIGURATION .. . ......iiiiiiiin i nnnenn. 6-16

Controlling Multiprocessing . ..........uuieeeeeenneteisrennnenneennnnneens 6-17
SHU D OW N . ..ttt ittt ittt ettt ens et ennassoneeenneennneenneenns 6-19
Orderly Shutdown . .. ...ttt ittt ittt tenneiinnennnennns 6-19
Functions of SHUTDOWN.COM . . ... ittt ittt eennnnnnnns 620
Automatic Reboot After Orderly Shutdown.................. ... ..., 6-20
Emergency Shutdown with DCL Commands. . ...........ciittiininnnernnnnns 6-22
Forcing a Shutdown with CCL Commands . ............citittiinnnnnnrnnnnnn. 6-23
Automatic Reboot After Forcinga Shutdown .............ccciiiiiiinnnnn. 6-23
SUMMARY ..ttt ittt iteeeneteneeeneeensenneeenaeeeneeeeseenneenns 6-25
APPENDIX . ...ttt iitititiiiettettennaeseenaseeeeennaneeseeennnennenns 6-27
Module 7 INSTALLING AND UPDATING SYSTEM SOFTWARE ............. 7-1
INTRODU CTION ...t iiiiiitittteneeeennaeeeennneeeeseennaneennnneens 7-3
OBJE CTIVES ... ittt ittt eteneeeneseneenneenneeenneeeneeeneennns 7-3
RESOURCES . ...ttt iiititittiinttiinteensenneeeeeeeneeenaesennennnenns 7-3
MANAGING PRODUCT LICENSES USING THE LICENSE MANAGEMENT
FACILITY (LME) .. it iit i iettinenneneneeeeeeeeeneeeeeeoneesnennnsennnns 7-5
Overview of the LMF ... ... ... ... ittt it tirnnnnnnerennnnnas 7-5
LMF Featuresand Benefits ...............ciiitiiiiitiiiiiiiiiiinnnennnns 7-6
Components of the LMF . . ... ... .0iiuitiiitiineinnteenneennnennnnennenns 7-7
License Units and License Unit Requirement Tables ......................... 7-8
License Unit Requirement Tables (LURTS) . ... .....ciitiit it enenns 7-8
Product Usage with Activity LicenseinaCluster ...............ccvivvnnn.. 7-9
LICENSE UTILIT Y . .ttt ittt e teeenneeeennaeeeeenanaeseeeennaneennnnns 7-10
LICENSE Subcommand OVerview . ...........cceeeeeeeeenereennennnnnannns 7-10
AMEND ... ittt tiiietnettietnateeenantteannteetetaaneteeenann 7-11
CANCEL . ..ttt ittt ttetinentenaeseneonneesassnnseenasenaeanness 7-11
CREATE . ... ittt ittt ieeeteneeeensoneeenesenneennesenaennnnes 7-12
DISABLE . ... tiiitiiiniinetenasonsoeeasenseensseeneeenaseensennns 7-12
ENABLE . .. ittt iiiiiiit ittt teenenneseennaseeennsoseeenennnneens 7-12
S ] 1 7-13
) £ 7-13
710 7 5 7-15
MOD Y ..t iiiietittienneeeennaeeeennaeeeeeenasoeeennnseesnnnnnns 7-15
REGISTER ... .iiiiiiiitt ittt eteenaneeeenaeeeeennnssoeeeennnnaeeens 7-16
S N 7-16
UNLOAD ..ttt ittt it tettnnteneeseateaeeneeneeneensenennenns 7-17
P 1T Y 7-17
SOFTWARE INSTALLATION . ... ittiitittententnnenernneenennonnsnnennens 7-21
Installing a Major Release of the OperatingSystem .. ..............ccovvvvnnnn. 7-21
Basic Stepsin Installation ...........coitiiiiiiiiiii ittt 7-21

vill




Upgrading the Operating System . ......... ... ...ttt 7-23

Installing Maintenance Updates . . .......... ..ottt ittt iinnnnaeeens 7-24
Running UE TP .. ... . ittt tiernetiteetseseetossssssoonansssnsos 7-25
Installing Optional (Layered) Products ... ..........ciiiiiiiiiinnnnnnennnens 7-26
CUSTOMIZING AND BACKING UP THE CONSOLEVOLUME.................. 7-29
CREATING A NEW SYSTEM DISK FROM ANOTHER SYSTEMDISK ............ 7-33
STANDALONE BACKUP . ... ..iiiiiittiitnenesenanneeeennsensonennasssas 7-34
Creating a Standalone BACKUPKIit ...........c0iiiiiinntnennennnnnnnnnns 7-34
Using a Standalone BACKUP Kit.......... ... ittt nnnnnnnnns 7-36
SUMM ARY ... .iiiiiiitiitienneeenneeeeoeeeseeeeeeseeeeaseeenneenenons 7-37
Module 8 MAINTAINING SYSTEMINTEGRITY ..., 8-1
INTRODUCTION ... ...t iiiiitiiinneteeesanesenanoesoenneaeeeenanesnens 8-3
OBIE CTIVE S .. i i iiiiiittiinnestonsoasseenasensnnnnseseenneeaenans 84
RESOURCES ... . it iiiiiiiitnntrennnonsoseesooeeoneesenesenesnensas 84
HARDWARE MAINTENANCE .. ...ttt eeeennnnnnnennnaeeenas 8-5
Handlingand Storing Media . . .........ciititiiiiintiitnennnnreneneeeeenns 8-5
Cleaning Medi . .....ooviieneeeeeeroreeeeeeeeeeeeeeenneneeesneeeneens 8-6
Maintaining the Environment . . ........co ittt ittt it 8-7
Preventive Maintenance . ..........ccoiiiiiiieiennnneereenoneeeeonnnneens 8-7
SOFTWARE MAINTENANCE . ......c0itttrtenneeeeeeeeeeeneneeenannnnanns 8-8
SYSTEM SECURITY ...ttt eeeeaeeeeeeeeeeeeereesnneaenanns 89
Physical Security .......cciueetiiiieeeieiieiereeereroeneeneeeeeennenans 8-9
Software Security . ....cvvviiititiiirtieeeititeteereertttttteetetteeeaas 8-10
Erase-On-Delete and Erase-On-Allocate . .. .......iiiiiinnninnnnnnneenennns 8-11
Login Security ........cctiiiieieiinnnnettsneetenenaneosanennacssenons 8-13
AUTHORIZE and UAF Record Controls. . . . ....ovviiinnnenennnnnnnnnns 8-13
Protecting Terminals and Other Nonshareable Devices ...................... 8-16
Break-InDetection at Login . . . ... ..o ii it iiiiiiiiiiiiiiennneerennnanns 8-18
UICand ACL Protection. ... ...ccoivvvutetiernersosssesasnnssonsssnnnns 8-21
Security Auditing ..........iii ittt ittt it ittt et 8-35
Audit Analysis .. .ovvi ittt it it i et ettt e et 840
SYSTEM PROBLEMS . ... . i iiiitiitteennnneonsesnossestsesssoasnannnns 841
Software Problems .........c000iiiiiittierinttitonnnntttonasnstcennnnnns 8-42
Hardware Problems ............0iiitiiiiiieineeeenecerneeeeesenssanees 843
Error Logging Facility ..........cciiiiiiiiiiiineiiininnnnrosnenenenans 844
System Failure Dump Facility .........c0iiiiiiiiiiiiniiiiiinnieeennnns 848
Hardware Diagnostics. ... ...c.ciiiiiiiiiiinnnnneereanonserssrannsnsosns 8-55
On-Line Diagnostics . . . ..o vi ittt iiiinnin it soersoresnensssnnnnnns 8-55
Standalone Diagnostics .........coiiiiiiiiiieiiiiiii ittt aas 8-56
Remote Diagnosis . . ... cvv i iiniinereieniennneseeennnseseanenaseas 8-56

ix




User and Operator Comments . .........c0iitiiiiiinnnnnnenereeeeeeeenns 8-57

Operator Log File . .. ...ttt ittt i et ieteaeennnnenannneens 8-57
User Environment Test Package (UETP). ... .........0iiiititrrreeeennnn 8-58
SUMMARY ...ttt iiitiet et ittt tetaettennnssenaeeeaenaaaes 8-59
Module 9 MONITORING THESYSTEM .................0 ittt 9-1
INTRODUCTION ... ittt ittt i ittitteeeteennseeneneeeneneeanannens 9-3
OBIE CTIVES ... ittt ettt iet ettt iaeeeeenaeeeeneneenanenenns 9-3
RESOURCES ... . iiitiiiiiitttetinenneeeeeeenaseseneeeenneeeeennneas 9-3
MONITORING SYSTEM ACTIVITY . ... iiiit ittt itttee it renneeeananeens 9-5
Monitoring Active Processes .. ........c.ivtiitttrerrennennnnnnoneeaeenaens 9-6
Monitoring System Processes . ...........uvieerrtrennennnnnnenoeeoeennens 9-9
Obtaining Information About a Device .............iiiiiiiiereereennnnnnn 9-10
Monitoring Memory Resources ............ciitiiiieinereneennnenansonnnns 9-12
Monitoring Printand Batch Queues . .. ......... ... i ittt nnnnnn 9-13
MONITOR Utility . . oottt ii ittt ittt itteeeenenntesenaeennannennnns 9-14
Information on a Specific Process ...........civitiiiirennnnnenneeeneeneneens 9-19
Interactive UsSers ...........iitiiiiiiiieirneerteranensesiorseessanennans 9-20
Collecting Process Information with the Accounting Utility..................... 9-21
Using the Accounting Utility to Produce Reports .. ......... ..., 9-24
MAINTAINING SYSTEM PERFORMANCE . ... ....ciiiiiittnnnneennnneennnns 9-32
Reconfiguring the System with AUTOGEN . ............cciiiiiiinnnneennnnn 9-34
Running AUTOGEN ... ....c.iiiiiintteeeneenetereenoreeenneeeannaneenns 9-36
Modifying System Parameters Without Changing File Sizes ................... 9-36
Changing System File Sizes .. ...ttt ittitiitieteerennnenneeenennnns 9-36
Reconfiguring the System with SYSGEN . .........c0iiiiiiiiiinnnennnnnnns 9-37
Performance Tuning ...........iiiiiitiiiiiiiitieettinieerennnnennncnnnnnas 940
SUMMARY ...ttt iiiiiittetetenneeeeennnneeessennaeseeneseenanassnenns 941
Module 10 EXERCISES ...ttt it ittt 10-1
UNDERSTANDING THE USER ENVIRONMENT . . .......c0iittiiiinnerrnnnnns 10-3
Written ExXercises . .......couiiiiitiiiiintineenoeeeseteeeeeenaannnnnnnnns 10-3
S 10 LT T Y- 10-7
MANAGING SYSTEM USERS .. ...ttt ittt teennntennneeeennnneeenns 10-11
Written EXerciSes . ... ivviieittinnneetenennnneeeenneeeennaesnnnneennns 10-11
o 10-11

S0 LT3 ¢ 10-13
MANAGING SYSTEM USERS .. ... ittt itiittneteennetrennssenennneneens 10-15
Written Exercises .........cciittititiiiiiienreneeeeeeeerieneennnnnnnnns 10-15
5 ot 10-15
YR T e 10-16




MANAGING SYSTEM USERS . .. ... .ciitiiiiiiitiiinernrnernennnnnsnnnns 10-17

Laboratory Exercises. . ..o o iiiiiiiiiit it e ettt ettt eeaeaaeans 10-17
2 1 o 10-17

L Te) U T Y- 10-18
MANAGING SYSTEM USERS ... ...t iiiit ittt itnnnnreennneeeeennnnnss 10-19
Laboratory Exercises. . .. ....oiiiiiiiiiiinenreeeeeeeeeeneeneensanennnes 10-19
1 o 10-19
LT T o - 10-20
MANAGING SYSTEM USERS . ... ...ttt itnntettnenneesnnnnneerennnnnes 10-23
Laboratory Exercises. . ... ..o iitiiiiiniiiiinie ettt eteeeneennenennnes 10-23
=% o/ 1 10-23

S Te) LT Y- 10-24
MANAGING SYSTEM USERS ... ... iiiiitittinneerennarenennnaeeennnnnns 10-25
Laboratory ExXerciBes. . . oo v oottt iinneeieenneeeeeenaeeeeennnnasenennnn 10-25
% o L/ 10-25

T LT Y- 10-26
MANAGING QUEUES ... ...ttt ittitneeernenaneeeenneeeennnnnsesennnns 10-27
Laboratory Exercises. . . ..o vviitiitiinieetinnnnneeeennnneeeennennaeeenns 10-27
1 o 7 10-27

L T0) L 103 Y- 10-28
MANAGING QUEUES .. ... i ittt iitiinnetrennnneeeenaeereeennnaennnns 10-29
Laboratory Exercises. . .. ..ottt it iititie it ettt reeeearaaaeanens 10-29
1 o 7 10-29

S0 10 7 3 T 10-30
MANAGING QUEUES . ... ...ttt iittnnnerennneeeeeeneeeeeennnneennnns 10-31
Laboratory ExXercises. . . ..o vvve it iennneneeennnneeeeeenaneeseennnnneens 10-31
1 10-31
TR T V- 10-32
MANAGING QUEUES ... ... .ttttittinnnnnerennnneeeeeaesenennnaeeennnns 10-33
Laboratory Exercises. . . ..o vviitiittiinnneeeennneeeeennnoeeeenennnnenes 10-33
ot 0 L/ 10-33

10 L) Y- 10-34
MANAGING DISK AND TAPE VOLUMES . ......¢ciiiiiiiiiiiinnnnnnnnnnnnns 10-35
Written Exercises . ....oviiiiiiiiiiiee e tieeeeeeeereneeeeeeennnnnnnnnns 10-35
70 1T LA T - AP 10-36
MANAGING DISK AND TAPE VOLUMES . ......ciiiiiiinnnnnnnnnnnnnnnnnns 10-37
Laboratory Exercises. . . oo vvvt it iinieeerenennneeeennaneesennasaeenans 10-37
- ot P 10-37

T4 L v Y- P 10-38
MANAGING DISK AND TAPE VOLUMES . .....0iiiiiiiiiiiiineneenenenenns 10-39
Laboratory EXercises. . ..o voveeeeenneeeeeenennneeeeesonneennannennnnnnnns 10-39
2% o 72 | e 10-39

xi




xil

SOIUEIONS « -« v v v vt e e e e e e e e e e e e e e e B 1040

MANAGING DISKAND TAPE VOLUMES ..... ...t iiiiiiiiiiiiininennn 1041
Laboratory ERercises. . . .o v v vttt ittt ittt e e, 1041
2 o 1 1041
1) 1L 1) ¢ - P 1042
CUSTOMIZING THE SYSTEM . ...ttt tiiit ittt ittt eeaneeeeenns 1043
Laboratory EXerCiSes. . o o v v vt ittt ittt et tae ettt e e 1043
T R0 ) ¢ - T 1045
STARTING UP AND SHUTTING DOWN T THE SYSTEM .. ......civiiiiinenennnn 1049
Laboratory EXerCiBes. . . ..o v vttt iiieei et eneneennsnaeeneenaaeneeens 1049
% o 2 N 1049

11 L5 U o - 10-50
STARTING UP AND SHUTTING DOWN T THE SYSTEM .. .......coiitenrennnnn 10-51
Laboratory ExXercises. ... ..ot iiiiiiiiiiiiiieneeeenoneneeneeeeaeeeeens 10-51
. o 10-51

10 L5813 o - TP 10-52
STARTING UP AND SHUTTINGDOWN THE SYSTEM .. ......coiiiiiirnnennnns 10-53
Laboratory ExXercises. ... ..ottt i ennnnonenneneenneennnnnnansannnas 10-53
0 o 1 10-53
Solutions . .. ... it i i i i i i i ettt it et e ettt 10-54
STARTING UP AND SHUTTING DOWN T THE SYSTEM . ... ....covittteeneenenn 10-55
Laboratory EXercises. . .. oo vvetinenenennennnneenneeneeeennnennnnennannnns 10-55
% o 10-55

10 L rTe) o T 10-56
STARTING UP AND SHUTTING DOWN THE SYSTEM . .......cciiiiiinnnnnnn 10-67
Laboratory ExXerciSes. . . v vvvvvtrinttennteenneseneeeeneeeneenneenneeenas 10-57
% o 10-57

S 10) U T Y- 10-59
INSTALLING AND UPDATING SYSTEM SOFTWARE ............cciivvvevunnn 10-61
Laboratory Exercises. . oo vve ettt tnnnneeeeeenenaeeeeeennaeeenennnneenns 10-61
10 LB T3 o - 10-63
MAINTAINING SYSTEM INTEGRITY . .. ...ttt ittt it iiiineennnneeenns 10-65
Laboratory EXerCiBes . . . .o oo vttt ittt ittt eeeenseeeeeneeeeeneneennnnnnnns 10-65
o 7 e 10-65
18] L8 Te3 o V- 10-67
MAINTAINING SYSTEM INTEGRITY . . ..iiiiiiiii ittt ittt trinennnnnnnnnns 10-69
Laboratory ExerciSses. . .o vvvvetiinn et ennneeeneeenneeennennnnennennns 10-69
T o 1 10-69

S T0) 10 £ T3 o T 10-70
MAINTAINING SYSTEM INTEGRITY . .. ..ottt ittt ittt i ieitneeennneeenns 10-73
Laboratory ExerciSes. . ..o v v ien et eeneineneeenneeenneennseeneenneeens 10-73
o 1 10-73




SOl OIS . . . it i e e e e e e e e e 10-74

MAINTAINING SYSTEM INTEGRITY . .. ... ittt e 10-75
Laboratory ExXerciBes. . . vttt t e et ettt e e e 10-75
Part IV . et e et e et e e 10-75
10 L5 ) T 10-76
MAINTAINING SYSTEM INTEGRITY . . ... .ottt ittt ittt iinnneeenns 10-79
Laboratory EXercises. . . ... ..o viiiitiiniii it ineeinneeranneeneennneneens 10-79
220 o 10-79
7o) L T4 Y- 10-80
MONITORING THE SYSTEM .. .....ctttiiiiiitteetnennaeeennneenennnnnenn 10-81
Laboratory Exercises. . .. ....covutiiiiiniiiittnnnnneeteenneeeenennannnss 10-81
1 o 2 10-81
1o)UY 10-82
MONITORING THE SYSTEM ...ttt eeteeennneeens 10-83
Laboratory ExXerciSes. . . oo v vt i itiene et ietneeeeenneneeenenonnenennnnnnes 10-83
0 o 1 AP 10-83
LT 5 T o Y- 10-84
MONITORING THE SYSTEM .......c0tiiiiitittiertnnnneeeennoeeeennnneens 10-85
Laboratory ExXerciBes. . . oo v vttt innee it itnneeeeenneeeneeeennnneeennnnnns 10-85
% o 2 1 AN 10-85
1o L 5 T Y- P 10-86
Module 11 POST-TEST . ...t i et et e et 11-1
QUESTION S . .. ittt it ittt ettt eenteetesnannseesenneeseaennanensas 11-3
ANSWE RS .. ittt ittt ettt ieeeetteennaeeeeeeneasoeannneeeannnnns 11-11
EXAMPLES
1-1 Displaying the Values of Your Process Parameters ........................ 1-58
2-1 UAF ReCOrd . ..o vt ittt ieiet e it iate s ieenaneneeeenneeseenenneeenns 2-6
2-2 Brief List of UAF Records . . .. ...ttt ittt ittt ittt ittt ieenaeennen 2-15
2-3 Adding a System User. ... ..cvvettiiiinntieteenereeenonnneesosneeannns 2-21
24 UAF Record Field Categories ..........c.oviiiiiiietieenennesronnnsnns 2-23
2-5 Usinga Turnkey Account . ..........ccotiiiiiiieierneerrnnnnsnessonns 2-27
2-6 Command Procedure to Delete a UFD and its Subdirectories . ............... 2-37
2-7 Removinga System User..........ciiiiiiiiiiienennereonenaenonnnnns 2-38
2-8 List of Volume Quota File Records . ........c.vtiiiiiniiiinninneneeenns 2-50
2-9 Using REQUEST/REPLY . .. ......iitttiiinnnnteeenanetsseannnnsssas 2-60
2-10 Operator Aborts a Request . ......... ...ttt iiiniiinnieerneennen 260
2-11 Operator Receives Message from REQUEST/REPLY Command .............. 2-61
2-12  Operator Receives Message from MOUNT Program ..............c00veennn 2-61
2-13 Operator Receives Message from REQUEST Command, No Reply Required.... 2-61
2-14  Operator Receives Two Messages from AUTHORIZE Utility................. 2-61
2-15  Request-Reply Interaction Between User JONES and User TAPES ........... 2-63




LLLLLY

3-9
3-10

QA (AR A A N N N N G 5

A i

Le

6-9

6-10
6-11
6-12
6-13
6-14
7-1
7-2
7-3
74

xiv

JOB_CONTROL and Print Symbiont Processes .............covvviunnnnn.
Scheduling Print Jobs . . ......ciiiiiiiiittt ittt ettt iennnnnnnn
Queue Status Display of Current, Pending, and Holding Jobs ...............
Startup Commands in SYSTARTUP_V5.COM. .. .....ciiiittiineneennnnns
Modifying a Running Queue . ...........ciiiiiiintnnnneeeeennnnnnnenn
SHOW QUEUE - Job and File Separation Page Defaults ...................
Displaying Queue Forms and Characteristics . .............ccivivinuennn.
JOB_CONTROL, Input Symbiont, and Batch Job Processes . ................
Current and Pending Jobsona BatchQueue ......................cc.....
Stopping Batch Queues . ... ...ttt ittt
The SHOW DEVICE/FULL Command ..........c..0tiuenneenernnrnnenns
Initializing and Mountinga PublicDisk ...................civiivnnnnn..
Creating a Volume Set from an Existing Volume. .........................
Mounting a Disk with an Unknown Label................ccooiiiinnnn.,
Listing the Contents of a Save Set ............. .
Restoring Specific FilesfromaSave Set . ................coiitiiiiinenn.
Creating a Multivolume Tape SetonOneDrive ..............ccvvvvuenn..
Usingthe VERIFY Utility . . . ... ootiti ittt ittt ittt it iiieiiienenenn
Assigning Site-Specific System Logical Names (SYLOGICALS.COM) ..........
SYSTARTUP_V5.COM Command Procedure. . ... ...ovuoeeeeeeennnnnnnnnns
Mounting Site-Specific Volumes (MOUNTDSK.COM) .........oovvvinvnnnn.
Setting Device Characteristics (TERMINALS.COM) . .........cvvvinnennnnns
Installing Known Images (INSTALL.COM) . .......ovviiiintnneeneenennss
System Failure Report Procedure (REPORT_FAILURE.COM) ...............
Announcing System Availability (START_ANNOUNCE.COM) ...............
Using the Console Terminal Interactively After Startup . ...................
Using the Console Terminal in Console Mode .. ............ccovivvnennnnn.
User View of Orderly System Shutdown . ..............cciiiiiiinnnnn..
Default Startup of a VAX-11/780 from Power Off ................ccvvvunn.

Default Startup of a VAX-11/750 Using the Default System Disk from Power
L0

Default Startup of a VAX-11/730 from Power Off .................ccccu....

Startup of a VAX-11/780 Specifying an RMO05 as System Device from Power
L0

L

L 5

Customizing the Console Volume. . .........ccitiiiininrnnnnrenennnnnns
File RESTAR.CMD from a VAX-11/780 Console Volume . ...................
Typical Conversational Startup .. ..........ccovtiiiininenenrnrnennnns
Performing an Orderly System Shutdown on a VAX-11/780 System ...........
$ LICENSE LIST/FULL/HISTORY Output . . . oo oot vt ee e eeeneennnenn,
Product Authorization Key ..........c0itiitiiiiniininnenneennnnnnns
VMSLICENSE Se88I101 . .ttt tvttttintenenennnneneneensneneeneennnens




7-5 Saving the Contents of the Console Volume ................. ... ........ 7-30

m 7-6 Building a System Disk with VMSKITBLD.COM ..................cocvun. 7-33
7-7 Creating a Standalone BACKUP Kit on the System Disk .. ................. 7-35
8-1 Suspect Logsin Successfully ... .....ccivtiiiit ittt 8-19
8-2 Suspect Becomes anIntruder ............. it i i 8-20
8-3 AUTHORIZE Utility Creates Identifiers Automatically .................... 8-29
84 Displaying Identifiers and Values in the Rights Database................... 831
85 Managing the Rights Database . .. ............ ... ... i i 832
8-6 Definingan ACLfora File ........ ...ttt titiiiitiiinnnrnrrennennns 8-34
8-7 Security Alarm Message on Console Terminal . ........................... 8-38
8-8 Portion of Device Error and Volume Changes Report Generated by
ANALYZE/ERROR . . ... .ottt ittt ittt titnnanenannnensnnannnss 846
8-9 Copying the Dump File at Startup and Creating Reports . .................. 8-50
8-10  First Page of Report Produced by SDA Command SHOW CRASH ............ 8-51
8-11 Second Page of Report Produced by SDA Command SHOW CRASH .......... 8-52
ﬁ 8-12  Third Page of Report Produced by SDA Command SHOW CRASH............ 8-53
8-13 Fourth Page of Report Produced by SDA Command SHOW
SUMMARY/IMAGE . ...ttt it ittittennnnnnnnsaaeananonaaenns 8-54
9-1 Output from the SHOW SYSTEM/FULL Command ............ccvo0veennnn 9-7
9-2 SHOW DEVICES /MOUNTED Qutput . .......ciiutiinnnnneeernnnnnnans 9-10
9-3 SHOWDEVICES /FULL OQutput. . .....coittiiiintiieinnieernennceenns 9-11
94 SHOWMEMORY Output . .....cvitiiiinttininneenennnneeenannnanans 9-12
9-5 Invoking the MONITOR Utility. .. ...... i iiiiini ittt ittt it et eenennn 9-14
9-6 MONITOR Screen Display of the PAGEClass ...........cciiiiiinnnnnnn. 9-16
(’\ 9-7 MONITOR PROCESSES /TOPCPU Screen Display ............ciiienvenn. 9-17
‘ 9-8 MONITOR SYSTEM Screen Display . . . .. ... ci it iiii it iiinienennns 9-18
9-9 Output from SHOW PROCESS /CONTINUOUS . ...........ciiiiiieeenn.. 9-19
9-10 Outputfrom SHOW USERS .........ciiiiiiiiiiiiiintreernnnnneennns 9-20
9-11 Accounting Record, Full Format ............... .0ttt inenrenns 9-22
9-12  Accounting Records, Brief Format . .................coiiiiiiiiiiien. 9-26
9-13  Accounting Report, Summary Format . ..............ccciiiiiiiiiinnnnn 9-27
9-14  Selecting Accounting Files. ... ..ottt 9-29
m 9-15 MODPARAMS. DAT File ......0iiiiiiiintinnnnnneronnnnessnennnneens 9-36
3 10-1 Process Parameters of a Sample Interactive Process . . ..................... 10-12
FIGURES
1-1 VAX Hardware Subsystems . . . ....coiviiiiiii ittt iineenrnrenssesens 1-5
1-2 Hard-Copy and Video Terminals . .........ciiiiiintriinernnnernneennnns 1-9
1-3 Printers and Printer/Plotter ............ .. ittt nnnns 1-10
14 Examples of Disks . . ... ...ttt ittt irienneaesennanennns 1-12
1-5 Disk Drives . ... vt ittt ittt ittt ittt ettt 1-12
1-6 Tape Media . ...cvvviiiiniinnenoenoeeetoassoeseesosssnsscsenssonon 1-14
1-7 Tape Drives . .. ci ittt ittt ttentensetoeennasessonnnsessanns 1-14
1-8 MicroVAX II System ......coveteinnetienneeerennneeeeeanasssssannns 1-18
1-9 VAX 8600 System . .......ovvieriennneeseannesessnnssssensnssssesss 1-18
m 1-10  Tightly Coupled System Configuration ...............ccoviiiiiiiinn, 1-20

XV




1-11
1-12
1-13
'1-14
1-15
1-16
1-17
1-18
1-19
1-20
1-21
1-22
2-1
2-2

CLLLLLEED

39
4-1
4-2
4-3
44
6-1
6-2
6-3

8-1
9-1
9-2

TABLES
1
1-1
1-2
1-3
14
1-5
1-6
1-7
2-1
2-2

xvi

DEChnet Network . . .. oovt ittt ettt ettt e e e e e e 1-22

Configuration with Terminal Servers ...............covuvrnrerennnnn.. 1-25
CI-Only VAXcluster Configuration. .. .......ouvttintinneenennennennnnn 1-28
Local Area VAXcluster Configuration ...............c0oviinennennnnnnn. 1-29
Mixed-Interconnect VAXcluster Configuration............................ 1-30
Translating a ProgramintoanImage ..............cooitiinrinnnnnnnnn. 1-33
Components of @8 VMS Process .. ........uovieiiiiiennnenenenenennenns 1-34
Pages in Memory and in Auxiliary Storage . .. ..............ccvuvnn.... L. 142
Priority Levels in a VMS Operating System .. ...........c0vviiineennnn.. 143
Access Mode Hierarchy . ..........c.ciiiiiiiiintiinntienrennnennnn. 146
Layered Design of the VMS Operating System . .............cocvvveunnnnn. 147
System Directory Tree Diagram . ............cciuiieirnnennennnnennnnn 1-50
Addingand Usinga UAF Record .............iiiiiiiiinnnnnnnnenennns 2-12
Creating a User File Directory (UFD) . ... ...ccititiiinin e ininiennnnnsn 2-19
Adding a Quota Record toa Volume Quota File .......................... 248
JOB_CONTROL Process Handles All Print Jobs . . . ...........coovvvvnun... 3-5
Print QUeUe. . ..ttt ittt ittt i et et et e 3-10
Current, Pending, and Holding Jobs . ..............cciiiiitiinennnnnnn. 3-17
File Separation Burst and FlagPages. ..............citiiiiinnrnnnnn.. 3-26
File Separation Trailer Page ... .........c0uiiiuiinininenenennennnnns 3-27
Job Separation Burst and Flag Pages . ... .........cviiiitininnennennenns 3-28
Job Separation Trailer Page ............couiiiiiiiniiineninennnnennns 3-29
JOB_CONTROL Process Handles All BatchJobs ................0ovvun... 342
JobsonaBatch Queue ...........c.iiiiiniiitiiinnneennnnneennnnnnns 344
Volume Manipulation Commands . ...........cooitiitnnrrenrennneennns 4-9
Preparing and Using a Diskor Tape Volume. . ..............ccovvevnnn... 4-10
User Access to Files on Diskand Tape Volumes .............c.c0vvuuunn.. 4-13
Output Media Used for Backups . . .. .ovviiniiniiin et intineenennennnnn 443
Startup Phases of a VMS System . ..........c.0ititiiiiiininennenennns 66
Effect of VMS Startup on System Parameters. ..............ccooveeuunn.. 6-15
VAX Console Control Panels ...........ouititiiiinneneneneneneennnns 6-30
Security Auditingona VMS System .. ........cvitiitiiinrnrennennnnn. 8-36
System Accounting File . .. .......ouitiiiniiiii it ittt it iiieenns 9-25
Using the SYSGEN Utility to Modify System Parameters .................. 9-39
Course Conventions . . .. ..ouitit ittt ittt ittt eneneenenenens xxix
Device Codes . ..o viiiii ittt ittt it ittt ettt et e 1-16
Comparing Multiple Processor Configurations ..............c.0vuvenne.n. 1-19
System Directories ... ......ouutintneitenenenneneneneneneeeenenenens 149
Programs and Utilities Distributed witha VMS System . . ... ............... 1-53
Some of the Optional Programs and Utilities Available for a VMS System . . . ... 1-54
Parameters that Identify Interactive Processes . ...........covovveenennnnn.. 1-56
Parameters that Control Interactive Processes ...........c.ovveenennenn.. 1-57
Fields in a UAF Record Usually Uniqueto Each User .............000vn... 2-7
Fields in a UAF Record Usually Common to Groupsof Users................ 2-8



FLLTLXL

10

13

PYEPPEY
b

15
2-16
2-17
2-18
2-19
2-20
2-21

3-10
3-11
3-12
3-13
3-14

Standard User Records in the User AuthorizationFile .. ...................
Starting the AUTHORIZE Utility ... .....covtiiiitineinninnnennneenn
Summary of AUTHORIZE Commands ..........cccuterumueeennenneeenens
Managing the User Authorization File with the AUTHORIZE Utility .........
Creating a User’s Default Directory or Other UFD ... .....................
Basic Steps to Add a New User tothe System ........................ ...
AUTHORIZE Qualifiers for Identification and Environment Fields ...........
Typical Login Command Procedures (DCL) . . .........c0iiiiiiiieennnnnns
Login Access Modes . . ... oviiiiit it iiii et iienennasosnenossssnnnsess
AUTHORIZE Qualifiers for Access Fields .. .......... ... ...,
Login FlagParameters ..........c.ciiiiiniuirinnnnnneennnnneeeennnnenns
AUTHORIZE Qualifiers for Security Fields. . ............ ..o
AUTHORIZE Qualifiersfor Quota Fields ................ ...,
AUTHORIZE Qualifiers for Privilege Fields .............................
VM S Privileges . . v v vt i ittt ittt teteeeeieesneenennnnnnnnns
Methods of Regulating VMS Processes . ........c.vvuiveereeenneeeennnnns
Controlling Processes .........c.uvueeeeeennneneeeennnneseneannsennns
DISKQUOTA Commands Within the SYSMAN Utility .. ...................
FieldsinaQuotaFile Record ............. ittt nnnnnnns
Establishing Quotas on a New Volume Called DISK$DATA .................
Displaying the Contents of a Volume Quota File..........................
Managing Individual Records in the Volume Quota File . ...................
Establishing Quotas on an Existing Volume Called DISK$USER .............
Controlling Files with DCLCommands. . .. ......c.iiiiiiiiiiiieennnnenn
Controlling Directories and Volumes with DCL Commands .................
Communication Methods . .. ..o i iiiiiiiiiiii ittt i eiirineeennns
Operator Categories Enabled/Disabled with the REPLY Command ...........
Events Requiring Operator Assistance .............. ...ttt
Providing Operator Assistance ............ccovoiiieeinnnnennenneennnnnn
Sending Messages to USers . .. ... v iiinetinnennneerennnneeennnnnnsn
Qualifiers tothe REPLY Command . . . ......ciiiiiiiiiiiiiinnienennnns
Controlling the Operator’s Log .. .......cciiiiiiiiiiinnnneeernnnneeenns
Types Of QUEUES ... uvviiiineneeeeeeeeeaneeeeeennnoeesonnneennanas
Initializing and StartingQueues . ...........itiiii ittt
Creating and Using Print Execution Queues. ............coviveneenn.n..
Creating and Using GenericPrint Queues ..............cccitenieeneennns
Creating and Using Logical Queues .............cccitiiiiiinneeeennnnns
SHOW QUEUE Qualifiers for Displaying Types of Queues..................
SHOW QUEUE Qualifiers for Displaying the Amount of Queue Information. . ..

Queue Status Codes . .......ccoiiititiinereierinnereenanneneeennnnnans
JobStatus Codes . ....coiiiiiiiiiiiiii i ittt i ettt e
Commands to Modify Queue Attributes at Certain Times...................
Job Separation Page Options for the /SEPARATE Qualifier .................
File Separation Page Options for the /DEFAULT Qualifier . .................
Setting Block Limits on Print Queues . . .. .....oiviviinnnennnnnnennnnans
Aborting and Requeuing Jobs .. ........coiiiiiiiiiii ittt

xvil



3-15
3-16
3-17
3-18
3-19
3-20
3-21

4-10
4-11
4-12
4-13
4-14
4-15
4-16
4-17
4-18
4-19
4-20

4-21
4-22
4-23
4-24
4-25
4-26

LLLL

xvlil

StopPINg QUEUES . .. ..ottt it e et e 3-32

Assigning and Deassigning Logical Queues. . .............ccittiinnnnnnnnn 3-34
Moving Jobs from One QueuetoAnother ................. ... ... 3-35
Deleting a QuUeute. .. .... ottt ittt ittt ietiat e nennnneneennn 3-36
Deletingadobina Queue. . ..........0iiiiiiiiin it nennns 3-36
Qualifiers for the DEFINE/FORM Command ............c.coiverunnnnenann 3-39
Defining Printer Forms and Characteristics .................. ..o 0vn... 340
Positioning a Print Job .. ...... ... . it i i i e i e 341
Aligning Printer Paper ...........c.ciuiuuittiiiiiiiiinrnnnneensannnns 341
Batch Queue Names and Parameter Values .................civvvennn.. 347
Qualifiers to INITIALIZE/QUEUE for Batch Queues ...................... 348
Categories of UBer .. ... ittt iiiit ittt innnneesennanneneannas 3-52
Access 10 QUEUES . .. ...ttt ittt ittt ittt ettt et a et 3-52
Preparing a Privately Controlled Printer Quevue . ......................... 3-54
Summary of Queue-Related DCL Commands .................coveuuennn. 3-55
The BAD Utility .....o0iuittiiiiiii ittt iettineeessnenasenas 4-11
Summary of Effects of Access RightstoFiles ............................ 4-14
Defining Specific Volume Protection Codes During Initialization ............. 4-15
Establishing Predefined Volume Protection Codes During Initialization ........ 4-16
Overriding Volume Protection Codes Established at Initialization ............ 4-17
Qualifiers to the MOUNT Command Specifying User Access to a Volume ...... 4-18
Obtaining and Modifying Volume Information ........................... 4-19
Commands for Creating and Accessing Private Disk and Tape Volumes . ....... 4-21
Commands for Removing Private Disk and Tape Volumes .................. 4-22
INITIALIZE Command Qualifiers that Affect Space Allocation .............. 4-23
BACKUP TEITIS ...t vviieitienennaneeoenenaesessnsennsssasananesons 4-29
BACKUP Qualifier Types .. ....viiiintiiiineeeeeneeeneonneeennnnnans 4-30
BACKUP Command Qualifiers ...........ciiiiitiinnernrnnneeennnnnns 4-31
BACKUP/IGNORE Qualifier Options .........000itiiiinnneeerennnneens 4-32
BACKUP Input File-Selection Qualifiers. .............cciiiiiiiennnnnn. 4-33
BACKUP Input Save Set Qualifiers ...............cc0tiirirrrnnnnnns 4-33
BACKUP Output File Qualifiers . . ............ciiiiiiinerirnnnnnneenn. 4-34
BACKUP OQutput Save Set Qualifiers ................cciiiiiiiiiiennnn 4-35
Saving Files and Directories with On-Line BACKUP ...................... 4-36
Output-Specifier Formats Used to Restore Save Sets with On-Line

5 0] L0 4-38
Image Backups .......ccoiiiiiiiiiiiiiitiiiiiiiieiiiiirinnenenannn 4-40
Incremental Backupand Restore ............... .. i iiiinnnannnn. 441
Generating Labels Automatically ................... ... ... .. ot 4-45
Examples of Common BACKUP Operations ..........ccviviutinnnernnnnn. 448
Usingthe VERIFY Utility . . . ... ... oi ittt ittt ittt ie e iaeen 4-51
Transferring Files Between VAX and PDP-11 Systems ..................... 4-53
Files Controlling the VMS Environment . ...............ciitiiinneennn... 5-5
Assigning System Logical Names .............c0iittetiinineeneeennnns 5-11
Some Standard Logical Names to Define in SYLOGICALS.COM ............. 5-11
Setting Permanent Characteristicsof Terminals . . .. .........ccvviernen.. 5-17




L

TILE

ITITIT

6-9

6-10

6-11
6-12
6-13
6-14
6-15
6-16
6-17
6-18
6-19
7-1

7-2

QR

L

86
817
8-8
8-9
8-10
8-11
8-12
8-13
8-14
8-15
8-16
8-17
8-18
9-1

Establishing Ownership and Protection of Terminals and Other Nonshareable
0= T
Functions of the INSTALL Utility . .. ... ... cii ittt ittt
INSTALL Command Qualifiers . ...........ccoiiitttiiittitnnnnnreennns
VAX Console Subsystem . .........ccciuieiintennnreenneennnereneeennns
Using SYSBOOT During Conversational Startup .........................
Customizing the System Configuration ................. .. iiiiiennn
SYSGEN Parameters for Multiprocessing Systems . . . ............covueven.
DCL Commands to Control Multiprocessing Systems ......................
VAX Front Panel Switches ...........c.ciiii it ittt nnrenns
VAX Front Panel Lights .............iiutiiiiiiiinneiinnnnnnanenenes
VAX Console Devices . . oo vvvveneenennnnnenennssssssesasesssasansenns
Starting Up a VMS System from Power Off Using the Default System

T T

Starting Up a VMS System from Power On Using the Default System
0 7 T

Automatic Powerfail Recovery .. ........o.iitiiiirnennnnnnnnnnnnnenns
Starting Up a VMS System, Explicitly Specifying the System Device ..........
Device Codes Used at System Startup................ ..ot
Typical Console Commands . ......ovvt it iiinietriennneeeeennnnns
Issuing Console Commands While the VMS System is Running . ... ..........
Disabling the Use of Console Mode . ..........cciiiiiiiinerrnnnnnnnnes
CCL Command Files Usedat Startup . .. .......ciiiiiiniiiinneeeennnnns
Starting Up a VMS Operating System Conversationally....................
Forcing a Shutdown Using CCL Commands ............coctititinnnnnnnns
Values for an Activity License LURT ... .......c.ciitiiiiinnnnnnnnnnnenns
LICENSE Subcommands. .. .......oivttttttteerennensnsnensnnnsnsnns
Setting Erase-On-Delete fora Fileor Volume ....................cvvuuetn
Defining User Passwords. .. .....coiititttit it ncnasnnnssanssnssas
Defining a System Password foraTerminal .....................c0vuuun.
Using Passwords . ... ..cvverttinnnneteoennneressoosonnssssssnnnanss
Establishing Ownership and Protection of Terminals and Other Nonshareable
D 1= T T
SYSGEN Parameters for Break-In Detection .................. ...
Dividing Users into Groups . . . .. ..o vt v ittt ittt iiinnnunnnnnsnnnnnonns
Interaction Between Processes in Same Group .. .......covviivnennnnnanss
Some Qualifiers for the SET RIGHTS_LIST Command.............ccovvuune
Terminology Used to Discuss VMS Access Control ...............covvvnnnn
ACL- and UIC-Based Protection ...........citiiiiinnnnerronnnnneneess
AUTHORIZE Commands Used to Manage the Rights Database ..............
EventClasses YouCan Audit ..........cciiiiiiiieniirnnnenreoneeeenns
Defining and Listing Audit Classes . . .........ccoiiiiiiiiinniiieinnnnns
Enabling and Disabling Error Logging ............c00ittiiiiiineeennnnn
Selecting Entries for an Error Log Report............. ..o,
Analyzinga SystemDump ........... ittt
Types of Reports Generated by the System Dump Analyzer .................
System, Process, and Device Monitoring ..................ocoviiiin.,




EERETLETY

9-10
9-11
9-12
9-13
9-14
9-15

Syt Processes . . . o vttt et e e 9-9
Results of System Process Deletion . .. .........coviiitnennnnnnennnnnn.. 9-9
SHOWDEVICES Command . . ....vuvtentnnenineneereeenenenennnnnn.. 9-10
Effect of Memory Sizes on Performance ...............cououuimeeunnennn. 9-13
MONITOR Class Names . . ... ovvvttnieee ittt e eeeeee e annnnnn. 9-15
MONITOR PROCESSES Class Qualifiers . . .. .........coovivnrnnenen.n.. 9-17
Recording Accounting Information ..............ccovvineinrnnnenennnn. 9-23
Some Qualifiers Used to Specify Content of Accounting Report .............. 9-28
Qualifiers Affecting Output Format of Accounting Report................... 9-28
Creating an Accounting Report .. ........cooiiiitiintneieinnnnnnn.. 9-30
System Files . .....couininiiit ittt it e e e 9-32
AUTOGEN Phases . .......ouvitininnennnnnenneenennennenneneenennns 9-35
Using the SYSGEN Utility .......coviitiiintintnteneenenennannnns 9-38



m

About This Course

About This Course xxi







INTRODUCTION

The VMS System Management | course is designed to teach students how to manage a com-
puter running the VMS operating system.

This Student Workbook is divided into a nhumber of modules, each designed to cover a well-
organized topic, or group of topics. Most modules include figures, tables and examples to enable
students to better understand the material. A separate exercise book can be found at the back
of this workbook to allow students to test their VMS system management skills.

This About This Course module describes the contents of the course and suggests ways to
use its materials most effectively. The following topics are discussed here:

* Resources

* Course Description
*  Prerequisites

*  Course Organization
* Course Goals

* Nongoals

» Course Conventions

* Course Map

RESOURCES

Students must have access to the following manuals to perform the recommended learning
activities of this course. Students may be given their own copy of some of these manuals, and
the instructor may provide others for reference during the week.

1. Guide to Setting Up a VMS System
2. VMS SYSMAN Utility Manual
3. VMS Install Utility Manual
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Guide to Maintaining a VMS System

VMS Analyze/Disk_Structure Utility Manual
VMS Backup Utility Manual

VMS Mount Utility Manual

VMS Authorize Utility Manual

© ® N © @ a

VMS Accounting Utility Manual
10. VMS Monitor Utility Manual
11. VMS License Management Utility Manual

Instead of the individual manuals listed above, you may have a copy of the
VMS System Manager’s Manual.

At least one copy of the entire extended VMS documentation set should be available for refer-
ence.

COURSE DESCRIPTION

VMS System Management | is designed to train the system manager or advanced system
operator of a VAX computer running the VMS operating system.

The course gives a theoretical as well as a practical insight into system management. In addition
to routine system management skills, it introduces tools for monitoring system performance and
integrity. It discusses various techniques needed to assist users on the system, back up and
restore system and user files, start up and shut down the system, manage system devices, and
maintain data security.
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PREREQUISITES

To derive the greatest benefit from this course, students must be able to:

* Loginto a VMS system

* Use the appropriate VMS utilities and commands to:

Display on-line help text

Create and manage directories and files

Submit print and batch jobs

Define and use logical names and command synonyms
Display information about the system

Create and maintain private disk volumes

Communicate with other system users

* Develop DCL command procedures that:

Control I/O
Create and access sequential files
Use symbols to manipulate constants and variables

Use lexical functions

» Define virtual memory and virtual addressing, and describe how virtual memory and physical
memory are related.

* Define a process and describe process concepts, including:

Working set

Paging

Types of processes
States

Priority

Privileges
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These prerequisites can be satisfied by taking the following courses:
* VMS Utilities and Commands

* VMS System Architecture

COURSE ORGANIZATION

This course is organized into a series of modules. Each module has its own learning objectives
and covers a single topic or group of closely related topics. Each module consists of:

* An Introduction, which describes the purpose of the module, provides motivation for mas-
tering its objectives, and outlines its contents.

* One or more objectives, which identify the skills taught in the module. Objectives are
designed to focus your study efforts on a selected number of skills.

* The module text, which consists of:
— Descriptive text organized in a list format

— lllustrations, which clarify the relationships among various elements of a VMS system,
or summarize steps of a particular process or command

— Examples containing sample listings from actual interactive sessions on a VMS system

* A module summary, which reviews important concepts and skills taught in the module

Written and laboratory exercises are also provided with this course. Exercises help students to
review and practice the skills learned during the lecture session.
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COURSE GOALS

After completing this course, students should be able to:

Manage system users, which requires:
— Maintaining such files as the User Authorization File and volume quota files

— Creating user file directories (UFDs)

— Controlling user processes

Manage system resources, which requires:

— Managing disk and tape volumes

— Defining device characteristics

— Creating and managing print and batch queues
— Backing up and restoring files and volumes
Start up and shut down the system

Customize the system

Install maintenance updates and optional software

Establish security measures on the system and audit security-related actions done by users

Monitor the system for behavior and performance problems, and submit Software Perfor-

mance Reports when appropriate

About This Course
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NONGOALS

Programming using system services, run-time library routines, or other VMS features (taught
in Utilizing VMS Features courses)

Advanced VMS concepts or system programming (taught in VMS Internals courses)
Details of layered prbduct features and functions (taught in layered product courses)
Installation under unusual circumstances

Details of system performance management and tuning (taught in VMS System
Performance Management course)

Details of system security features (taught in VMS System Security Features course)
VAXcluster management (taught in VAXcluster System Management course)
Network management (taught in DECnet Network Management course)

Creating new DCL commands, help files, and error messages (mentioned in this course,
but covered in detail in VMS System Management Il course)

Troubleshooting error conditions (taught in VMS System Management Il course)
System configuration (taught in VMS System Management Il course)

The Files-11 structure of disk and tape volumes (discussed in VMS System
Management Il course)

Converting software or data to the VMS system from another operating system

COURSE CONVENTIONS

Table 1 describes the conventions used in the listings and command tables of the Student

Workbook.
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Table 1: Course Conventions

Convention Meaning

CTRL/X Press and hold the key labeled CTRL while you press another key (X).
Many control keys have special meanings.

UPPERCASE In commands, uppercase characters indicate words you type exactly as
they appear. For example, you would type the following commands as
they appear:
$ DIRECTORY
$ TYPE LOGIN.COM

lowercase Lowercase characters represent elements that you must replace according
to the description in the text. For example, you must follow certain rules
when you replace "file-spec” in the following example:
$ TYPE file-spec

Ellipsis Horizontal ellipses indicate that you can enter additional parameters,

(...) values, or information. For example, you can enter any number of file
specifications in the following example:
$ TYPE file-spec, . . .

Vertical series of periods or ellipses mean that not all of the data that the
system would display in response to the particular command is shown, or
that not all the data a user would enter is shown.
$ TYPE MYFILE.DAT
$
Square Square brackets indicate that the enclosed item is optional. (Square
Brackets brackets are not optional, however, in the syntax of some file speci-

(§)

Quotation Marks
and Apostrophes

fications.) For example, the logical name is optional in the following
command:

$ MOUNT/FOREIGN $TAPE1l
Braces indicate that you must select from the included items.

The term quotation marks refers to double quotation marks ("). The term
apostrophe refers to a single quotation mark (’).
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INTRODUCTION

When you begin work on a VMS system, you enter an environment consisting of devices,
programs, and data. The devices that compose the physical computer are called hardware.
The programs that control the hardware and process the data are called software. To perform
job-related tasks on the system, you must use both the hardware and the software.

This module provides an introduction to VAX hardware, and an overview of the VMS software
environment.

OBJECTIVES

To maintain a VMS system, you should be able to:

Identify the functions of each component of the hardware environment, namely:
— The central processing unit (CPU)

— The console subsystem

— Main memory

— The input/output subsystem

Identify the purpose of an interconnect device, and list some common interconnect devices
for VMS systems

Recognize the peripheral devices supported by VMS systems
Recognize the format for device names on a VMS system

List the characteristics of the following types of system configurations:
— Single processors

— Tightly coupled systems (multiprocessors)

— Loosely coupled systems (networks)

— VAXcluster systems
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» Identify the major software components of the VMS operating system
* Identify software tools and utilities distributed with VMS systems
* Identify some optional software products that can be used on VMS systems
* Identify important system directories, files, and logical names
— Describe the concept and uses of concealed root directories

* Identify the components of a user's process

RESOURCES

1. VMS Installation and Operation Guide for your particular VAX system
VAX Systems and Options Catalog

VMS DCL Dictionary

VMS DCL Concepts Manual

Digital Terminals and Printers Handbook

Digital Networks and Communications Buyer’s Guide

N o o » 0 DN

User’s Guide for each device in which you are interested
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COMPONENTS OF THE HARDWARE ENVIRONMENT

* VAX computer hardware is divided into four subsystems

* Each subsystem has a different function

Figure 1-1: VAX Hardware Subsystems

CONSOLE
SUBSYSTEM
CENTRAL
PROCESSOR Mé“g;Y
(CPU)

1/0 SUBSYSTEM
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Central Processing Unit (CPU)

e Executes instructions one at a time

* Relative speeds and physical sizes vary
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Console Subsystem

«  Communicates directly with the CPU
* Is primarily used for:
— Starting up and shutting down the system
— Installing software
— Remote hardware diagnosis
» Components of the console subsystem include:
— Indicators and controls (implemented in software on some VAX processors)
— Console terminal
— Console storage device (not present on some VAX processors)
* Console subsystem runs in:
— Console mode: accepts console commands

— Program mode: use as a normal VMS terminal
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Main Memory

« Main memory is used to store instructions and data
*  Two types of memory on VAX systems:

— READ-ONLY memory (ROM)

— READ/WRITE merﬁory

» Each VAX system supports a different amount of memory

Input/Output Subsystem

* Consists of peripheral devices
* Provides input to, and output from, the system
»  Common peripherals include:

— Terminals

— Printers

— Disk drives

— Tape drives
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INTERCONNECT DEVICES (BUSES)

» Cables that connect various subsystems

— Example: connect peripherals and memory to processor

* Types include:

— MASSBUS bus

— UNIBUS bus

— Q-bus bus

— VAXBI (VAX Backplane Interconnect bus)

« Different VAX processors support different buses

« Different buses support different peripherals
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PERIPHERAL DEVICES

Terminals

* Used by people to communicate with the computer
*  Two types of terminals:

— Hard-copy

— Video

r) Figure 1-2: Hard-Copy and Video Terminals

m | .
AVIDEO
TERMINAL
A HARD-COPY
TERMINAL
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Printers and Printer/Plotters

» Printers provide hard-copy output from the system

* Various sizes and types include:

Line printers High speed
Laser printers High quality print and graphics

» Printer/plotters are used for both hard-copy and graphic output

i
|
|
|
Letter quality printers  High quality
Figure 1-3: Printers and Printer/Plotter
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Disk Drives

* Record and read data on magnetic or optical disks
* Often called auxiliary memory
* Sometimes called mass storage devices
» Disks used in the drives are called storage media
* Various types of disks include:
— Cartridges
— Disk packs
m — Diskettes (also called “floppies”)
— Two types of optical disks:
Read-Only (CDROM)
Commonly called “compact disks”
Mastered by the manufacturer, read by the user

Small format (5.25 inches in diameter)
Typically used to provide large amounts of text information, such as reference

f’\ manuals, abstracts, etc.

Wirite-Once, Read-Many (WORM)

Commonly called simply “optical disks”

Available in both small and large (12 and 14 inch) format

The disk can be written one time, then read many times

Typically used for archival data storage, and large volume storage of data with
slow retrieval requirements '

‘ ‘ ¢ Disks can be:
— Fixed

— Removable
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Figure 1-4: Examples of Disks
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Tape Drives

* Record and read data on magnetic tapes
* Tapes usually store:
— Backup copies of data
— Infrequently used data
* Reel tapes
— Various lengths
— Various densities
* Tape cartridges
— Resemble cassette tapes

— VMS systems treat TUS8 cartridges as disks
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Figure 1-6: Tape Media

REEL TAPE

Figure 1-7: Tape Drives
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Hierarchical Storage Controller (HSC)

» Intelligent disk and tape controller
* Performs all disk I/O operations
* Allows data sharing in a VAXcluster system
* Can also be used with single VAX systems
* Examples of HSCs:

— HSC50 subsystems

— HSC70 subsystems
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DEVICE NAMES

* All devices have a unique name in the format: ddcu

dd
c

A two-letter device code.

A one-letter code that specifies the hardware controller for the device.

(Controllers provide the interface between the bus and the device, or
between two buses.)

The unit number of the device.

« Device code specifies device type

*  The hardware controller number:

— |dentifies the device controller

— Is represented by a letter from A to Z

— Is assigned by the system

e The unit number:

— Indicates the position of the device on the controller

— Can be changed by:

1. Setting a button or switch on the device

2. Installing a unit plug on the device

Table 1-1: Device Codes

Code Device

CS Console storage device
DU RA80 or RA81 disk drive
LP Line printer

MF TU78 tape drive
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SYSTEM CONFIGURATIONS

e You can build different configurations with:

— VAX processors

— Interconnects

— Peripheral devices

«  System configurations can be classified as:

— Single processors

— Multiple processors

* A system can be:

— A single VAX processor and its peripheral devices

— A collection of VAX processors

Single Processor Configurations

» Any single VAX processor and its peripheral devices

» The family of single VAX processors includes:

VAX 8810 processor

VAX 8600 processor

VAX 8500 processor

VAX 8200 processor
VAX-11/780 processor
VAX-11/750 processor
MicroVAX 3000 processor

MicroVAX |l processor
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Figure 1-8: MicroVAX Il System
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Figure 1-9: VAX 8600 System
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Multiple Processor Configurations

«  Two or more communicating processors

« Three classifications:
— Tightly coupled configurations (multiprocessors)
— Loosely coupled configurations (networks)

— VAXcluster systems

Table 1-2: Comparing Multiple Processor Configurations

Tightly Coupled <—————> Loosely Coupled

System Characteristic =~ Multiprocessor VAXcluster Network

CPU booting Together Separate Separate

CPU failure Together Separate Separate

CPU cabinet location Single or adjacent  Same local area Can be widely sepa-
rated

Security domain Single Single Multiple

Management domain Single Single Multiple

Operating system Shared (VMS) Separate (all VMS) Separate (some may
not be VMS)

File system Integrated Integrated Separate

Growth potential Limited Very great Very great
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Tightly Coupled Configurations

* Share operating system code

« Cannot operate independently

* Operated and managed as single domains

* Provide high performance

* Used primarily in compute-intensive applications

« Example: VAX 8800 Series processors

— Two or more CPUs share memory by means of a high speed bus

— Multiple processors are transparent to the system users

Figure 1-10: Tightly Coupled System Configuration
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cPU cPU
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Loosely Coupled Configurations

* Example: Network

* Can consist of two or more communicating processors

* VMS systems can be connected to:

— Other Digital systems

— Other manufacturers’ systems

» Local Area Network (LAN) - limited geographical area

«  Wide Area Network (WAN) - larger area

* Digital-to-Digital networks are established using:

Two or more processors
Hardware communication devices
Data transmission devices
Terminal servers (optional)

DECnet software
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Figure 1-11: DECnet Network
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Communication Devices

»  Synchronous devices
— Provide communication between computers
— Run at relatively high speeds
— Examples: DEUNA, DELUA, DEQNA, and DMR11 devices
*  Asynchronous devices
— Typically provide communication between terminals and computers
— Are slower than synchronous devices
— Examples: DL11, DZ32, and DMZ32 devices
*  Synchronous/Asynchronous Devices
— Perform both synchronous and asynchronous communications
— Example: DMF32 device
« Different communication devices vary by:
— Characteristics
— Function

— Performance
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Data Transmission Media

» Transmits data between communication devices
* Various types of media include:

— Ethernet cable

— Fiber optic cable

— Telephone lines (twisted-pair)

— Satellite links
» Different transmission media vary by:

— Transmission speeds

— Distances they can span

— Operating and performance characteristics

— Capabilities and services

Terminal Servers

*  Optional

* Provide increased flexibility

* Connect terminals to computers in a LAN

» Each terminal can access other systems connected to the same LAN

« Can also be used to make printers accessible to other systems on the LAN
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Figure 1-12: Configuration with Terminal Servers
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Clustered Systems (VAXcluster Systems)

* Flexible multiprocessing systems
* Have characteristics of both loosely and tightly coupled systems
* Managed as single domains
*  VAXcluster nodes can share:
— Disk and tape devices and printers
— A common file system
* VAXcluster nodes can be configured:
— To present an identical user environment on every node
— So that each node boots and fails separately
» In addition to providing the functions of a network, a VAXcluster system provides:
— Higher availability of system resources
— Faster and easier sharing of information and resources between nodes

* May start with one or two VMS systems connected by way of a Computer Interconnect (Cl)
or Ethernet

— Can be expanded as computing needs increase
*  VAXcluster hardware components include:
— VMS computer systems, composed of:

VAX processors
Local peripherals

— HSC storage subsystems
— A Cl composed of:

A Cl bus
An SC008 Star Coupler
An intelligent I/O port (a CI780, C1750, or CIBCI)

— Ethernet hardware
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* A VAXcluster configuration:
— Can be very similar to a network configuration
— Can contain the same components as a network:

VAX processors
Communication devices
Transmission media
Terminal servers (optional)
DECnet software

*  Maijor difference between a VAXcluster and a network:

— VMS cluster software, which synchronizes access to shared resources
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Figure 1-13: CI-Only VAXcluster Configuration
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Figure 1-14: Local Area VAXcluster Configuration
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Figure 1-15: Mixed-Interconnect VAXcluster Configuration
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REVIEW OF VMS CONCEPTS

Topics to be covered:

DCL and the VMS Operating System
Programs, Images, and Utilities
Processes

Hardware and Software Contexts
Virtual Address Space

Working Sets and Balance Set
Paging

Scheduling

Swapping

Processor Access Modes

Understanding the User Environment 1-31




Digital Command Language (DCL) and the VMS Operating System

« The VMS Operating System performs three major functions:
— Provides communications between users and devices
— Creates a protected working environment for each user
— Schedules the use of system resources among all users in a fair manner
« Many operating system activities are transparent to the user
— Some activities initiated by the system
— Other activities initiated by users through commands
« The Digital Command Language (DCL)
— A language definition of English-like commands
— A set of routines that executes user commands
« The Command Language Interpreter (CLI)
— Translates English-like commands from a user

— Dispatches translated commands for execution
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Programs, Images, and Utilities

e et

- U ke P‘ \ “ \

L Sounrce v '
Seurce
* A program: i,

S |

— Also called a source program - OBT R
) Y N

— A logical sequence of instructions

— Wiritten in human-readable form (computer language) l N
* An object file:
— A collection of machine code (binary) instructions <7
— Created as a result of translating (or compiling) the source program < R A\
« Animage:
— Also called an executable image
— A sequence of machine code instructions with addressing information
— Created as a result of linking object files together
«  Autllity:
— Program supplied with VMS system
— Sometimes has a command language all its own

— Typically uses DCL to call (invoke) the utility

Figure 1-16: Translating a Program Into an Image
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Processes

* A process is:
— The total environment in which an image executes
— The fundamental entity that the VMS system schedules for execution
* A process is composed of four parts:
— Virtual address space
— Hardware context N _
— Software context Do . BXE
— Image
* Hardware and software contexts are collectively called the process context

— VMS needs this information to save/restore the process during context switching

Figure 1-17: Components of a VMS Process

VIRTUAL
ADDRESS
SPACE

HARDWARE
CONTEXT

SOFTWARE
CONTEXT

TTB_X0258_88

1-34 Understanding the User Environment




Linode & = PRC LM

A ~ "
Do s e v e e e R A

* A subprocess is: ; ol -y By e o
m — Just another process
— Controlied by the parent process Shavre St o Suotas w /[»Q ot e
— Defined by the attributes and capabilities of the parent process (by default)
— Automatically deieted when the parent process is deleted
— Able to create subprocesses Te creades rA;C? NN

* The total number of subprocesses a job can create depends on the job’s subprocess quota,
as authorized by the VMS system manager

NOTE

A job is a unit of work performed by the CPU. In the VMS operating
A system environment a job is the accounting unit equivalent to a process
and its subprocess.

* Images come and go, but the process remains until:
— Deleted by the user logging out of the system
— Deleted by the parent process
— The parent process is deleted
ﬁ — Deleted by invoking one of the following DCL commands:
 STOP process_name
* STOP/ADENTIFICATION=pid
* A job possesses a process structure

— Arranged in a hierarchical (“tree”) structure
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Hardware and Software Contexts

» The process hardware context is:
— The state of the VAX processor at any given moment
— Specifically the contents of the processor registers

— What the VMS system requires to be able to restore a process so it can continue
execution at exactly the point it was interrupted

* The process software context is:
— Analogous to the hardware context
— Identified by a unique process identification number (PID)
— Accounting information
— A collection of information about what the process can and cannot do
Priority

Privileges
Resource Limits (Quotas)

* The VMS system manager authorizes the priorities, privileges, and quotas associated with
a process
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Virtual Address Space

* Virtual address:

— A symbolic or logical representation of a physical memory location in hardware
* Virtual address space:

— Range of virtual addresses referenced by the image
e Virtual memory system:l VM S |

— A way for a program to be written as ifit had a very large number of contiguous memory
locations available for use

« The VMS operating system manages the translation of virtual memory addresses to physical
memory locations in hardware

— Transparent to the user and program
* Memory management subsystem:
— Part of the VMS operating system
— Consists of three components:
Page fault handler

Modified page writer
Swapper

4
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NAT Lo\ page © VA
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Working Sets and Balance Set

* Managing virtual memory:

— Involves moving pieces (called pages) of the image to and from auxiliary storage
* Process working set:

— Pages of physical memory currently used by a process

— Limited by various working set quotas:

Working set default
Working set quota
Working set extent

* The system balance set:
— Set of processes whose working sets are resident in physical memory

— Analogous to the working set of a process
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Paging

* Page fault:
— Occurs when an image references a virtual address not currently in the working set
— Handled by the memory management routine called the page fault handler

* Pages are faulted into the process’ working set as the image executes
— Called paging on demand, or demand paging

*  Working set extent:

— A kind of “overdraft” allowed when a process reaches its working set quota but still
needs additional pages

— Managed by the VMS system manager

— When the working set extent is reached, the process must surrender pages from the
working set if additional pages are needed

*  Which pages are surrendered are determined by examining the working set list
— Ordered list of pages in the working set
— Pages in the list are ordered according to age
— Old pages which have not been recently referenced are surrendered first

— New pages are appended to the end of the list
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Free Page List

» List of unused (free) pages available for use by processes
* An ordered list of pages similar to the process working set list

— Oldest pages are at the top of the list, given to processes when they request additional
pages

— Unmodified pages surrendered by processes are placed at the bottom of the list
* Controlled by the memory management subsystem
» Size of the list can be controlled by the VMS system manager
*  When a process incurs a page fault for a page previously included in the working set:
— The page fault handler retrieves the page from either:

The free page list
The image file (if the page has already been given to another process)

* This procedure is performed for unmodified pages only
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Modified Page List

« Similar to the free page list, but for modified pages (those written into by a process)
» Controlled by the memory management subsystem
*  When the free page list falls below a certain minimum limit:

— The modified page writer takes pages away from the modified page list and writes
them into a paging file

— The pages taken from the modified page list are placed on the free page list
* A paging file:
— A specially designated file in auxiliary storage
ﬂ — Created under the direction of the VMS system manager
— Used to retain pages removed from the modified page list
— Controlled by the memory management subsystem
— There can be more than one paging file in a VMS system

Multiple paging files can improve system performance
ﬁ The memory management subsystem manages access between the files

* When a process incurs a page fault for a modified page:
— The page fault handler finds the page in one of these locations:
Modified page list

Free page list
Paging file
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Figure 1-18: Pages in Memory and in Auxiliary Storage
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Scheduling

« A technique for providing fair sharing of the processor among a number of competing pro-
cesses ‘

* This function is managed by the VMS scheduler

« Processes are scheduled for execution using a combination of two techniques:
— Priority scheduling
— Time-sliced (“round-robin”) scheduling Quant una - Lo tec

*  Priority levels:

p — Two groups of 16 levels each

Real-time priority levels (16-31)
Normal priority levels (0-15)

Figure 1-19: Priority Levels in a VMS Operating System
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Swapping
e The technique used to move entire process working sets from physical memory to auxiliary
storage
— Required to allow a large number of processes to share the system
— All process’ working sets may not fit into the available system physical memory
— Managed by the VMS swapper
— Closely coordinated with scheduling
* The swapping file:
— A special system file in auxiliary storage
— Managed by the swapper

— Created under the direction of the VMS system manager
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Processor Access Modes

a

» A mechanism to safeguard memory from:
— Accidental actions (untested or faulty programs)
— Malicious actions (reading or writing to memory not owned by the process)
« Four different access modes (in decreasing order of privilege):
» 1. Kernel
2. Executive
3. Supervisor
m » 4. User
| » A process can change modes during image execution
— Implicitly, through execution of certain system service routines
— Explicitly, by executing a VAX change mode instruction

Requires special privileges, the most common of which is CMKRNL
Authorized by the VMS system manager on a per-user basis
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Figure 1-20: Access Mode Hierarchy
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Figure 1-21: Layered Design of the VMS Operating System
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SYSTEM FILES, DIRECTORIES, AND LOGICAL NAMES

System Files

» VMS stores its image files, data files, and other files in special locations in auxiliary storage:

System volume Disk volume, which holds system files
System device Disk drive on which the system volume is mounted

System directories Directories on the system volume that store the system
files (see Table 1-3)

« Alist of all the files distributed in the system directories can be found in the VMS Installation
and Operation Guide for your particular VAX processor.

System Directories

« Each system directory has its own logical name, specifying:
— The system device
— The specific system directory

* To use the directory name to refer to a file in a system directory, use the logical name
SYS$SYSROOT as the device name.

— Defined as a concealed root directory
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Table 1-3: System Directories

Directory Name Used
in Combination with

SYS$SYSROOT: Logical Name Principal Contents

[SYSEXE] SYS$SYSTEM Executable images, user au-
thorization file, site-independent
startup and shutdown command
procedures, system parameter
files, paging file, swap file, crash
dump file

[SYSLIB] SYS$LIBRARY Macro libraries, object libraries,

SYS$SHARE shareable image libraries, share-

able images

[SYSHLP] SYS$HELP Help libraries

[SYSMSQG] SYS$MESSAGE Error message files

[SYSMGR] SYS$MANAGER Site-specific startup and shut-
down command procedures, print
forms definitions, operator’s log,
accounting file

[SYSMAINT] SYS$SMAINTENANCE Hardware diagnostics (not dis-
tributed with a VMS system)

[SYSTEST] SYS$TEST UETP command procedures,
images, data

[SYSERR] SYS$ERRORLOG Error log file

[SYSUPD] SYS$UPDATE Command procedures used for
system installation, upgrade, and
update

[SYSUPD.EXAMPLES] SYS$EXAMPLES Sample source programs such
as device drivers and system
services

[SYSCBI] SYS$INSTRUCTION Computer-based instruction
software

[SYS$LDR] SYS$LOADABLE_IMAGES Loadable executive images and
device drivers

[SYS$STARTUP] SYS$STARTUP Startup command procedures

- J K " 5—
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Figure 1-22: System Directory Tree Diagram
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Concealed Root Directories

*  Allows flexible handiing of multiple versions of VMS software on the same system
* The system root directories are of the form: [SYSn]

— Where “n” is a single hexadecimal digit from O through F

— A typical VMS system will only have one system root directory: [SYSO]
* Be sure not to mix the use of root directory names and top-level directory names:

Incorrect: SYSSSYSROOT: [SYSO.SYSEXE]LINK.EXE

Correct: SYS$SYSROOT: [SYSEXE]LINK.EXE
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System File and Directory Protection* -

» System directories distributed with sufficient protection
* The VMS system manager should not change their protection
» Be sure you fully understand the VMS file protection mechanisms

— Consult the command description for SET PROTECTION in the VMS DCL Dictionary.

« Don't forget you can actually over-protect certain files, usually by accident
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SOFTWARE AVAILABLE FOR VMS SYSTEMS

Table 1-4: Programs and Utilities Distributed with a VMS System

Editors and Word Processing Tools

EDT editor
TPU editor
EVE editor

SOS Interactive Text Editor
RUNOFF Text Formatter
SLP Batch Text Editor

Program Development Tools

VAX MACRO Assembler
VAX Linker
VAX Debugger

VAX Librarian
VAX Common Run-Time Library

File Manipulation Tools

VMS COPY Utility
VMS DIRECTORY Utility
VMS BACKUP Utility

Device and Volume Manipulation Tools

VMS ALLOCATE Utility
VMS INITIALIZE Utility
VMS MOUNT Utility

Assorted Utilities

File Sorting and Merging Utility (SORT/MERGE)
Information Utilities (SHOW)

Personal Mail Utility (MAIL)
Telephone Utility (PHONE)
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Table 1-5: Some of the Optional Programs and Utilities Available for a VMS System

Languages

VAX APL VAX DSM

VAX BASIC VAX FORTRAN

VAX BLISS-32 VAX LISP

VAX C VAX PASCAL

VAX COBOL VAX PU/I

VAX CORAL 66 VAX RPG |l

VAX DIBOL Professional Host Tool Kit Languages

Development Productivity Tools

VAX Code Management System (CMS)
VAX Language Sensitive Editor (LSE)
DEC Test Manager (DTM)

VAX Module Management System (MMS)
VAX Source Code Analyzer (SCA)

Graphics Tools

VAX ReGIS Graphics Library (RGL)
VAX DECgraph Plotting Package

VAX DECslide Graphic Presentation Utility
VAX Graphics Kernel System (GKS)

Information and Data Management Products

VAX Common Data Dictionary (CDD)
VAX DATATRIEVE Software

VAX Database Management System
(DBMS)

VAX Forms Management System (FMS)

VAX Terminal Data Management System
(TDMS)

Rdb

Office Products

ALL-IN-1 Office Menu
VAX DECalc Spreadsheet Calculator
VAX DECspell Software

Networks and Communications Products

DECnet-VAX Software
DECnet/SNA Gateway Products

1-54 Understanding the User Environment



USER WORKING ENVIRONMENT

The software working environment (process) established with the User Authorization File

(UAF)

Each user has a record in the UAF

Each process contains various Informational parameters, among these:

User name

Password

Account name

Process name

uic

Process identification number (PID)

Interactive terminal specification (interactive processes only)

Default device and directory specification

» Each process also contains various control parameters:

Priority

— Resource limits (Quotas)

— Privileges

* Many parameters come from the user's UAF record; others are defined or recorded by the
VMS system when the user logs in
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Table 1-6: Parameters that Identify Interactive Processes

Parameter

Function

Syntax/
Examples

Account Name

Default Device
and Directory
Specification

Interactive Terminal/
Specification
Password

Process Identification
Number (PID)

Process Name

User Identification
Code (UIC)

User Name

Identifies a user whose
computer usage is com-
bined for billing purposes.

Names the device and
directory where, by default,
you keep your files.

Names the terminal you are
using.

Confirms your right to log in.

Identifies your process to
the operating system.

Identifies your process to
other users.

Names the owner of a given
mass storage volume (disk
pack or tape reel), file, or
other data structure; also
used to name the owner of
a given process.

Names the record in the
user authorization file
through which you have
gained system access.

1-8 characters

GRP11

(See Managing System Users
module)

DISKS$USER: [ SMITH]

TXC3

1-31 characters

phantom
8 hexadecimal digits

20200232
1-15 characters

SMITH

1-15 alphanumeric characters, or
2 octal numbers separated by a
comma, and enclosed by brackets.
When using 2 octal numbers, the
numbers lie between 0 and 37776,
and 0 and 177776, respectively.

[SMITH]
[11,2]

1-12 characters

SMITH
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Table 1-7: Parameters that Control Interactive Processes

Syntax/

Parameter Function Examples

Priority Determines how soon Decimal integer between 0 and 31
operations are executed,
relative to other processes
present on the system.

Privileges Determines which protected  Refer to the VMS DCL Concepts
system operations you are Manual for a complete list of privi-
allowed to perform. leges.

OPER
GROUP
GRPNAM

Resource Limits Determines how much of Decimal integers, the range of which
certain system resources depends on the parameter. See the
you can consume. VMS DCL Dictionary for a compre-

hensive list.

Open file quota: 20
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Example 1-1: Displaying the Values of Your Process Parameters

$

$ SHOW PROCESS/ALL

19-APR-1989 16:56:08.99 User: SMITH Process ID:
. Node: BROWNY Process name: SMITH 1

Terminal: LTA28: (ZK1123/LC-4-2)

User Identifier: [ADMIN, SMITH]

Base priority: 4

Default file spec: DISKSUSER:[SMITH]

Devices allocated: BROWNYSLTA28:

Process Quotas:

Account name: PUBLIC

CPU limit: Infinite Direct I/O limit:
Buffered I/O byte count quota: 29872 Buffered I/0 limit:
Timer queue entry quota: 20 Open file quota:
Paging file quota: 19538 Subprocess quota:
Default page fault cluster: 64 AST quota:

Enqueue quota: 600 Shared file limit:
Max detached processes: 0 Max active jobs:

Accounting information:

Buffered I/0 count: 3655 Peak working set size: 7317
Direct I/O count: 381 Peak virtual size: 3348
Page faults: 6658 Mounted volumes: 0

Images activated: 41
Elapsed CPU time: 0 00:01:00.12
Connect time: 0 08:12:40.83

Process privileges:

TMPMBX may create temporary mailbox
NETMBX may create network device
Process rights identifiers:

INTERACTIVE

LocAL

SYSSNODE_BROWNY

Process Dynamic Memory Area

Current Size (bytes) 25600 Current Total Size (pages)
Free Space (bytes) 21984 Space in Use (bytes)
Size of Largest Block 21872 Size of Smallest Block
Number of Free Blocks 4 Free Blocks LEQU 32 Bytes
Processes in this tree:
Choccholic
SMITH 1 (*)
$
$ SHOW WORKING_SET
Working Set /Limit= 1024 /Quota= 2048 /Extent= 4096

Adjustment enabled Authorized Quota= 2048

$
$
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LEARNING AIDS

Software documentation
— Extensive documentation exists for every component of the VMS system
— Places to search when looking for a particular topic:

Overview of VMS Documentation
VMS Master Index

— Other major sources of information on VMS and optional software:

VMS System Software Handbook
VMS Software Product Description (SPD)
VMS Software Languages and Tools Handbook

Course offerings
— Digital offers a wide variety of courses in two formats:

Lecture/Lab (at Digital facilities or on the customer’s site)
Text-Based Instruction (TBI)

Contact your nearest Digital Customer Training Center or your Digital sales representative
for more information
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SUMMARY

* VAX system configurations can be classified as:
— Single processors

— Multiple processor configurations

* A single processor configuration is any single VAX processor and its peripheral devices.

* There are three types of multiple processor configurations:

— Tightly coupled configurations - multiprocessors

— Loosely coupled configurations - networks

— VAXcluster systems - configured midway between multiprocessors and networks

*  Multiple processor configurations consist of:
— Processors
— Interconnects
— Peripheral devices
— Communication devices
— Transmission media
— Terminal servers (optional)

* Device names have the form: ddcu

* Alocal area network (LAN) spans a limited geographical area.

* A wide area network (WAN) spans a larger area.

« Important difference between a network and a VAXcluster system:

— Sharing of information between nodes is much faster and easier in a cluster due to
software-synchronized access to shared resources in a cluster
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»  Major software components of a VMS system
— DCL
— Processes

Software context
Hardware context
Virtual address space
Image

— Memory management subsystem
Page fault handler
Modified page writer
Swapper
— Scheduler
* Important memory-related system files
— Paging files
— Swap files
»  Four processor access modes
— Kernel
— Executive
— Supervisor
— User
» System directories
— Contain system files
— Have system-wide logical names assigned to them
— Concealed root directory, SYS$SYSROOT, treated as a pseudo-device
— Subdirectories of the system directory are top-level directories of SYS$SYSROOT

— Should be suitably protected to ensure security
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MODULE 2
MANAGING SYSTEM USERS
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INTRODUCTION

The resources of a single VMS operating system are limited. A given configuration has a fixed
amount of physical memory and disk storage. It also has a fixed number of peripheral devices.
All system users must share these resources.

A VMS system restricts each user’s access to system resources. By controlling these restrictions,
the system manager can promote fair and effective resource sharing.

A VMS system also restricts each user’s ability to affect other users and the system itself.
The system manager and individual users can maintain system security by controlling these
restrictions.

The principal VMS features that regulate individual processes are:
*  Priority

*  Privileges

e Limits

» Disk quotas

*  Protection

* Access mode

To define restrictions on individual user processes and to record system activity, the system
manager uses certain VMS utilities and DCL commands. These utilities and commands create
and maintain the following files, which are discussed in this module:

»  User authorization file (SYS$SYSTEM:SYSUAF.DAT)

* Quota files on disk volumes ([000000JQUOTA.SYS)

* Login files (for example, SYS$MANAGER:SYLOGIN.COM)
*  Accounting file (SYS$MANAGER:ACCOUNTING.DAT)

The system manager or operator must also respond to requests for assistance and send mes-
sages to users. The manager uses several utilities, including the MAIL and PHONE utilities, to
accomplish this.
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OBJECTIVES

To divide limited system resources among users and processes, a system manager should be
able to:

» Identify the relationships between process characteristics and the information stored in UAF
records.

* Add a user account to the system by creating the necessary user authorization records,
directories, and disk quotas.

* Remove a user account from the system.

* Regulate the use of system resources.

* Regulate processes running on the system.

« Restrict the abilities of certain users or applications.

* Communicate with system users and operators.

RESOURCES

1. VMS DCL Dictionary

VMS System Manager’'s Manual
Guide to Setting Up a VMS System
Guide to Maintaining a VMS System
VMS SYSMAN Utility Manual

VMS Authorize Utility Manual

N o o » ® DN

Guide to VMS System Security
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DEFINING THE USER ENVIRONMENT

User Authorization File (UAF)

* Users are identified on VMS systems by user names

* The system manager defines user names in the user authorization file (UAF)

« User name records are often called accounts
* Each UAF record consists of a number of fields:
— User name
— Encoded password
— Default device and directory
— Access restrictions
— Quotas and limits
— Privileges
— UIC and identifiers

* The system manager can modify any record field

» Field values should reflect the needs of users and system resources

* The AUTHORIZE utility is used to manage the UAF:
— Specifies who may use the system
— Defines the user’s default device and directory

— Limits the amount of space in memory for each user

— Permits interaction between users by establishing groups

— Runs a command procedure for any user at login time

— Limits the number of files a user may have open at any one time

— Sets limits on other resources
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Example 2-1: UAF Record

$

$ SET DEFAULT SYS$SYSTEM
$ RUN AUTHORIZE

UAF> SHOW SMITH

@ vsername: SMITH @ Owner: MARY SMITH
© nccount: GRP11 O vic:

[11,2] ([ADMIN, SMITH])

CLI: DCL O Tables: DCLTABLES

Default: WORK1: [SMITH]
LGICMD: SYS$SMANAGER:GRP11LOGIN
Login Flags: Diswelcome Disnewmail

ﬂ)Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun
Primary 000000000011111111112222 Secondary
Day Hours 012345678901234567890123 Day Hours

Network:  —------- #hEddEHAS- -

Batch: =  —----=--- L2222 2 5233 Shtltt

Local: ###4# Full access ######

Dialup: = =—=====-- t223222 3273 Shttly

Remote: = ---—-——- 1222322373 Satta

Expiration: (none) Pwdminimum:

Pwdlifetime: 180 00:00 Pwdchange:

Last Login: (none) (interactive),
® Maxjobs: 0 Fillm: 20 Bytlm:

Maxacct jobs: 0 Shrfillm: 0 Pbytlm:

Maxdetach: 0 BIOlm: 6 JTquota:

Prclm: 2 DIOlm: 6 WSdef:

Prio: 4 ASTlm: 10 WsSquo:

Queprio: 4 TQElm: 10 WSextent:

CPU: (none) Englm: 10 Pgflquo:

® 2uthorized Privi leges:

GROUP TMPMBX NETMBX
Default Privileges:
TMPMBX NETMBX

UAF> EXIT

000000000011111111112222
012345678901234567890123
----- No access ======
————— No access ======
###4# Full access ######
----- No access ======
----- No access ==-—-—--
6 Login Fails: (o]
(pre-expired)
(none) : (non-interactive)
4096
0
1024
1024
2048
4096
10000

$UAF-I-NOMODS, no modifications made to system authorization file
$UAF-I~-NAFNOMODS, no modifications made to network authorization file
$UAF-I-RDBNOMODS, no modifications made to rights database

$
$
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Table 2-1: Fields in a UAF Record Usually Unique to Each User

AUTHORIZE Key
Field Meaning Qualifier 1
User Identifies user for whom the VMS system creates  User name is a (1]
Name process. Typed in response to Username: parameter, not a
prompt. qualifier.
Password Confirms identity of user. Typed in response to /PASSWORD 1

Password: prompt. Note that it is possible to
create an OPEN account by specifying a null

password (/NOPASSWORD). The Password:
prompt is not output for OPEN accounts.

uic Used to enforce protection of devices, vol- /uIc (4]
umes, and files. Also used to regulate ability of
process to communicate with and affect other
processes. (UIC may be displayed in a numerical
or character string form.)

Owner Records full name of user, for convenience of /OWNER (2]
the system manager. Not used by the VMS
system. To allow spaces in the name, enclose it
in quotation marks.

Device Used by the VMS system to establish both initial ~ /pevice 7]
Directory  default device and initial default directory at login  /pIrRECTORY
time.

Note that it is preferable to identify the default
device by a logical name based on the volume
label (such as WORK1) rather than by a physical
device name (such as DUAT).

1 Refer to Example 2-1 for key numbers.
1 Not displayed, to preserve integrity.
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Table 2-2: Fields in a UAF Record Usually Common to Groups of Users

AUTHORIZE
Field Meaning Qualifier Key T
Account Used by ACCOUNTING utility to identify pro-  /ACCOUNT (3]
cesses whose activities are billed in common.
To include spaces in the account name, enclose
it in quotation marks.
CLI Command language interpreter. Usually, DCL. /CLI (5]
Tables Specifies which CLI table the process will use. /CLITABLES (6]
(Create a new CLI table by using the Com-
mand Definition utility to copy an existing CLI
table. Then use the same utility to modify the
new table by removing or adding commands to
it.)
LGICMD Specifies a system-wide or group-wide login /LGICMD 0
command file. Commands in this file are
executed before the user can issue commands
interactively or through a batch command file.
The manager typically assigns the same login
file to all members of a group, or to all users on
the system. (If this field is left blank, the VMS
system executes the LOGIN.COM file in the
user’s default directory before executing user
commands.)
Login Special restrictions during and after logging in /FLAGS
flags to the system.
Primary Access allowed during specific times and days, /ACCESS
days and with specific access modes. /PRIMARY
Secondary /INTERACTIVE
days /NETWORK
‘ /BATCH
/LOCAL
/DIALUP
/REMOTE
Limits Used to restrict use of various resources by One qualifier for each ®
process. limit. For example:
/TQELM
/ASTLM
Privileges Privileges to add to user record or remove /PRIVILEGES (12]
from user record. Default privileges are /DEFPRIVILEGES

given to user at login. Authorized privi-

leges are given when user enters the SET
PROCESS/PRIVILEGE command.

Qualifiers have a keyword
for each privilege. For
example, GRPNAM (to
add this privilege) and
NOGRPNAM (to delete it).

t Refer to Example 2—1 for key numbers.
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AUTHORIZE Utility

» Standard UAF file shipped with a VMS system

— SYS$SYSTEM:SYSUAF.DAT

* Contains four Digital-supplied UAF records:

— SYSTEM
— FIELD

— SYSTEST and SYSTEST_CLIG

— DEFAULT

Table 2-3: Standard User Records in the User Authorization File

User Name (and
Initial Password)
of UAF Record

Purpose of This Record

SYSTEM (MANAGER) t

FIELD (SERVICE) #

SYSTEST (UETP) £
SYSTEST_CLIG

DEFAULT (USER)

For software installation, system bootstrapping, and system
problem diagnosis

Do not log in as SYSTEM for routine system management
functions. There are too many dangerous privileges, par-
ticularly BYPASS. Create a UAF record with UIC [1,4] and
SETPRYV, but without dangerous privileges, to use for routine
system management functions. NOTE: You should substitute
the READALL privilege for BYPASS.

For running hardware diagnostics

For running the User Environment Test Package (UETP),
which tests VMS hardware and software

Not possible to log in as DEFAULT

The AUTHORIZE command ADD uses this record to supply
default values for new UAF records.

1 These records are present whenever a UAF is created. They cannot be removed or renamed. The
password of DEFAULT cannot be changed. System security requires that you change the password

of SYSTEM.

¥ These records are present in the UAF that is distributed with a VMS system. It is possible to
remove them, but removal is not recommended. System security requires that you change the
passwords of SYSTEST and FIELD.
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Table 2-4: Starting the AUTHORIZE Utility

Step DCL Commands

Comments

1 Log in as SYSTEM
2 $ SET DEFAULT SYS$SYSTEM
3 $ RUN AUTHORIZE

You need to be in a system account (group number
0-10) to run the AUTHORIZE utility. To accomplish
this, log in using the SYSTEM user name or another
user name that specifies a system UAF record, or give
yourself the SYSPRYV privilege while in a nonsystem
process. The SYSPRYV privilege allows you to do the
same things you can do in a system process.

The AUTHORIZE utility always manages the
SYSUAF.DAT file stored in the current default direc-
tory for your process. To affect the system-wide UAF
file, SYS$SYSTEM:SYSUAF.DAT, set your default to
SYS$SYSTEM.

If the SYSUAF.DAT file does not exist, AUTHORIZE
asks whether you want to create a SYSUAF.DAT. If
you answer “yes,"” it creates one.

If you know SYS$SYSTEM:SYSUAF.DAT really does
exist, answer “no.” Then:

1. Make sure that the system logical name SYSUAF
points to SYS$SYSTEM:SYSUAF.DAT, if the
logical name exists. The module Customizing
the System discusses how to display and modify
system logical names in more detail.

2. Follow steps 1-3 again.
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Table 2-5: Summary of AUTHORIZE Commands

Command Function

ADD Add a user

MODIFY Modify a user record

REMOVE Remove a user

RENAME Rename a user record

COPY Copy one user record to another

LIST Create a file of user names that can be printed
SHOW Display user records

HELP List commands and qualifiers available

EXIT Return to DCL
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Figure 2-1: Adding and Using a UAF Record

( )

$ SET DEFAULT SYS$SYSTEM
$ RUN AUTHORIZE

UAF>ADD SMITH-

_UAF> /PASSWORD=SECRET
UAF>EXIT

$

[ -

SYSTEM MANAGER

USER AUTHORIZATION FILE
SYS$SYSTEM:SYSUAF.DAT

RECORD: USER NAME SMITH

Username: SMITH
Password:
Welcome to VAX/VMS V5.0

$

SP2

L4
C

USER SMITH
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Table 2-6: Managing the User Authorization File with the AUTHORIZE Utility

Operation on the UAF

Command Format and Examples

Displays the complete UAF record for
account JONES on your terminal

Displays an abbreviated list of all accounts
in the UAF file on your terminal

Displays an abbreviated list on your
terminal of all accounts starting with the
letter B

Writes a brief list of all accounts to the file
SYSUAF.LIS

Writes a list of complete values for all
accounts starting with the letter B to the
file SYSUAF.LIS

Adds a new user record, copying all
values not specified by qualifiers from

the DEFAULT record (If the /PASSWORD
qualifier is omitted, the password USER is
supplied.)

Adds a new user record, copying all
values (except password) not specified
by qualifiers from an existing user record
(You must specify the password, even if it
is to remain the same.)

Modifies an existing user record
Modifies all existing user records

Modifies all existing user records with the
same group UIC

Renames an existing user record (You
must specify the password, even if it is to
remain the same.)

Modifies the DEFAULT record (The qual-
ifier /PASSWORD does not affect the
default password, which is always USER.)

Removes an existing user record

UAF> SHOW user-name
UAF> SHOW JONES

UAF> SHOW/BRIEF *

UAF> SHOW/BRIEF B¥*

UAF> LIST user-name
UAF> LIST ¥

UAF> LIST/FULL B*

UAF> ADD new-user-name [/qualifier...]
UAF> ADD SMITH /PASSWORD=SECRET

UAF> COPY existing-user-name new-user-name -
_UAF> /PASSWORD=password [/qualifier][,...]
UAF> COPY SMITH JONES /PASSWORD=FRANK

UAF> MODIFY user-name /qualifier([,...]
UAF> MODIFY SMITH /DEVICE=WORKDISK

UAF> MODIFY * /qualifier(,...]
UAF> MODIFY * /PRCLM=5

UAF> MODIFY [group-number, *] /qualifier([,...]
UAF> MODIFY [310,*] /LGICMD=GRP310:LOGIN.COM

UAF> RENAME existing-user-name -
_UAF> new-user-name /PASSWORD=password
UAF> RENAME PRAUSS MASON /PASSWORD=JAR

UAF> MODIFY DEFAULT /qualifier(,...]
UAF> MODIFY DEFAULT -
_UAF> /DEV=DISK_SCRATCH /DIR=[GUEST]

UAF> REMOVE user-name
UAF> REMOVE MASON
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The AUTHORIZE utility lists UAF records alphabetically by user name.

Example 2-2: Brief List of UAF Records

$

$ SET DEFAULT SYS$SYSTEM

$ RUN AUTHORIZE |
UAF> LIST |
$UAF-I-LSTMSGl, writing listing file |
$UAF-I-LSTMSG2, listing file SYSUAF.LIS complete

UAF> EXIT

$UAF-I-NOMODS, no modifications made to system authorization file
%UAF~I-NAFNOMODS, no modifications made to network proxy data base
$UAF-I-RDBNOMODS, no modifications made to rights data base

$ TYPE SYSUAF.LIS

Owner Username UIC Account Privs Pri Directory
Amy Becker BECKER [11,35] Normal 4 SYSS$SSYSDEVICE: [BECKER]
’ﬂ~\ Carolyn COVERDALE [101, 6] All 4 SYSS$SSYSDEVICE: [COVERDALE]

DEFAULT [200,200] Normal 4 Disuser

John DUFFY [101,5] All 4 SYSSSYSDEVICE: [DUFFY]

FALS$SERVER DEFAULT FALSSERVER [376,373] DECNET Normal 4 Disuser

FIELD SERVICE FIELD [1,10] FIELD aAll 4 SYS$SYSROOT: [SYSMAINT]

Holly HENDRICKS [200,1] All 4 SYSSSYSDEVICE: [HENDRICKS]

Joanne HOWELL [101, 4] All 4 SYSS$SSYSDEVICE: [HOWELL]

PrintServer 40 LPS$SERVER [477,477] LPS40 Normal 4 SYSS$SYSDEVICE:[LPSS$SERVER]

MAIL$SERVER DEFAULT MAIL$SERVER [376,374] DECNET Normal 4 SYS$COMMON: [MAILSSERVER]

Fred MARSH [11,40] All 4 CACAOS$DUAO: [MARSH]

Val MATTHEWS [101,1] All 4 SYSSSYSDEVICE: [MATTHEWS]

NOTES SERVER NOTESSSERVER [376,377] DECNET Normal 4 SYSSSYSDEVICE: [NOTESS$SERVER]

(—“\ PHONES$SERVER DEFAULT PHONES$SERVER [376,372] DECNET Normal 4 SYSS$SSPECIFIC: [PHONE$SERVER]

Mel REGNELL [101, 3] All 4 SYS$SYSDEVICE: [REGNELL]

Kristin ROUNDS [101,7] All 4 CACAOSDUAO: [ROUNDS]

VAX SPM SPM [1,100] SYSTEM aAll 4 SYS$SYSDEVICE: [SPM]

SYSTEM MANAGER SYSTEM [1,4] SYSTEM All 4 SYSS$SSYSROOT: [SYSMGR]

SYSTEST-UETP SYSTEST [1,7] SYSTEST All 4 SYS$SSYSROOT: [SYSTEST]

SYSTEST-UETP SYSTEST CLIG [1,7] SYSTEST All 4 Disuser

VPMS$SERVER DEFAULT VPMS$SERVER [376,375] DECNET Normal 4 SYSSSPECIFIC: [VPMS$SERVER]

Elinor WOODS [101,10] All 4 SYS$SYSDEVICE: [WOODS]

Julie Ywoskus YWOSKUS [200,2] 3F4 Normal 4 SYSS$SSYSDEVICE: [YWOSKUS]

$

m NOTE

The privileges listed in Example 2-2 are categories of privileges, not actual
privileges. The category of the highest privilege owned by the user is listed,
even if the user does not have all the privileges in that category.
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Creating a User Account

«  Creating accounts for your user environment requires advanced considerations:
— Variety of user categories
— Security and sharing

— Management of auxiliary storage (disks)

Preparing to Create the Account

e Primary considerations when going to add a new user:
— How should the user be categorized?
— Where should the user’s disk files reside by default?
e When the user’s requirements are understood, determine nondefault field values:
— User name and password
— User identification code (UIC)
— Default device and directory
— Special resource quotas
— Additional security parameters

— Login command procedures to be executed
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Creating the Default Disk Directory
*  When a user logs in, the VMS system uses the UAF record to define the default device and
directory
— Called the user file directory (UFD)
— Usually named similar to the user name
— The logical name SYS$LOGIN created to point to the UFD
* AUTHORIZE does not create the default directory

— System manager creates the default directory using DCL commands
(or a DCL procedure)

F\ « Each disk volume contains a master file directory (MFD)
— The “top-level” directory on the volume
— Contains UFDs (and possibly other files)
» A corresponding entry in the volume’s disk quota file must be created

— Only if disk quotas are enabled on the volume

Q Setting the Disk Quotas

« The System Management (SYSMAN) Utility contains DISKQUOTA commands
— Creates and maintains disk quota files
— Assigns disk quotas to users
('\ — Monitors disk usage
« SYSMAN performs operations on the device name by the /DEVICE qualifier

»  SYSMAN requires OPER privilege. The DISKQUOTA commands generally require SYSPRYV,
in addition.

*  The DISKQUOTA functions of SYSMAN are introduced now. Further discussion of SYSMAN
continues later in the course.
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Table 2-7: Creating a User’s Default Directory or Other UFD

Step Commands

Comments

1 $ SET DEFAULT volume-name

2 $ CREATE/DIRECTORY -
_$ /OWNER=uic ufd-name -
_$ /PROTECTION= (prot-mask)

3 $ DIR volume-name: [000000]

If the volume is not mounted, follow the in-
structions for mounting it. Use the name of
the device where the volume is loaded or the
logical name of the volume for the volume-
name part of this command. More detailed
information on device names and volumes are
presented in the Managing Disk and Tape
Volumes module.

The UIC supplied with the /OWNER qualifier
should be the user’s own UIC, as recorded in
the UAF. A user should always own a private
UFD (one that is not shared with anyone else).
The /OWNER qualifier requires SYSPRV. (See
Figure 2-2)

NOTE: Users may not create their own UFD
unless they have write access to the Master
File Directory (MFD) for the volume. Also,

be sure to protect the new UFD with the
appropriate protection mask.

List the contents of the MFD to check that you
did create a User File Directory in it, or set your
default to [000000] on the volume and list the
name of the directory, as shown in Figure 2-2.
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Figure 2-2: Creating a User File Directory (UFD)
n ( )

$ SET DEFAULT DISK$DATA
$ CREATE/DIRECTORY-
_$/OWNER_UIC=[11,2]-
T$[SMITH]

$ SET DEFAULT [000000]

$ DIR SMITH.DIR

- J MASTER FILE DIRECTORY
[000000)000000.DIR  ——

USER FILE DIRECTORIES
ON VOLUME DISK$DATA
‘ SYSTEM MANAGER

— [000000]SMITH.DIR ——

USER FILE v
[SMITH]FILE.DAT —

Username: SMITH
Password:

Welcome to TIDE
$
$ EDIT [SMITH]FILE.DAT

r‘\ \_ ;} J

USER WITH UFD [SMITH] ON DISK$DATA

TTB_X0473_88
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Table 2-8: Basic Steps to Add a New User to the System

Command 1

Comments

$ SET DEFAULT SYS$SYSTEM

$ RUN SYSMAN
SYSMAN> DISKQUOTA ADD [11,2] -

_SYSMAN> /DEVICE=DISKS$USER /PERMQUOTA=200 -

_SYSMAN> /OVERDRAFT=50
$ RUN AUTHORIZE

UAF> ADD SMITH/PASSWORD=PERCHANCE -

_UAF> /DEVICE=DISK$USER/DIRECTORY=[SMITH] -

_UAF> /UIC=[ADMIN, SMITH]

UAF> EXIT

$ CREATE/DIRECTORY USER1: [SMITH] -
_$ /OWNER= [ADMIN, SMITH] -
_$ /PROTECTION=(S:RWED, O:RWE,G:RE,W:E)

Set your default disk directory to the
system directory in which SYSUAF.DAT
resides.

Invoke the System Management (SYS-
MAN) utility to assign the user disk
quota. (SYSMAN is discussed later in
this module.)

Invoke the AUTHORIZE utility.

Add the new account SMITH, using the
default UAF record values for those fields
not specified in the ADD command.
ADMIN and SMITH identifiers must exist in
order for /UIC qualifier to work.

Exit from the AUTHORIZE utility and return
to DCL.

Create the user’s default disk directory

on the default device as specified when
the UAF record was created. Note that
the disk directory can be created before
the UAF record is created. The protection
mask given to the new directory is only an
example; the exact protection mask should
reflect your particular system’s security

policy.

1 You must be logged in to either the SYSTEM account or an account with the OPER and SYSPRV

privileges enabled.
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Steps for Adding a User

Example 2-3: Adding a System User

$

$ SET DEFAULT SYS$SYSTEM

$

$ RUN SYSMAN

SYSMAN> DISKQUOTA ADD [11,2] /DEVICE=DISK$USER /PERMQUOTA=500 /OVERDRAFT=100
SYSMAN> EXIT

$

$ CREATE/DIRECTORY /OWNER_UIC=[11,2] DISK$USER: [SMITH]

$

$ RUN AUTHORIZE

UAF> ADD SMITH /PASSWORD=ENIGMA /UIC=[11,2] -

_Uar> /DEVICE=DISKS$USER /DIRECTORY=[SMITH] -

_UAF> /OWNER="Mary Smith" /ACCOUNT=GRP11

%UAF-I-ADDMSG, user record successfully added

$UAF-I-RDBADDMSGU, identifier SMITH value: [000011,000002] added to RIGHTSLIST.DAT
UAF> EXIT

%UAF-I-DONEMSG, system authorization file modified

%UAF-I-RDBDONEMSG, rights database modified

$ LOGOUT

(Now try logging into the new SMITH account)

Username: SMITH
Password:
Welcome to VMS Version 5.2

$ SHOW PROCESS

19-APR~-1989 16:55:20.37 User: SMITH Process ID: 20200263
Node: BROWNY Process name: "Smith"

Terminal: TTC1l:

User Identifier: [ADMIN, SMITH]

Base priority: 4

Default file spec: DISK$USER: [SMITH]

Devices allocated: BROWNYSTTC1:
$
$ SHOW DEFAULT

DISKSUSER: [SMITH]
$
$ SHOW QUOTA
User [SMITH] has 6 blocks used, 494 available, of 500
authorized and permitted overdraft of 100 blocks on DISKSUSER
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Modifying the DEFAULT Record

 The AUTHORIZE ADD command is similar in function to the COPY command.
— Simulates copying of the DEFAULT record for the new user

 The DEFAULT record is used as a template to specify most field values. 1
— The password field should always be specified when using the ADD cornmand. ‘

* Modify the DEFAULT record to reflect typical user account requirements.

Tailoring User Accounts

UAF record fields fall into four basic categories: U
1. Identification and environment

2. Access and security

3. Quotas and resource limits

4

Privileges
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Example 2-4: UAF Record Field Categories

"Username: SMITH
Account: GRP11
CLI: DCL
Default: DISKSUSER: [SMITH]
LGICMD: SYSSMANAGER :GRP11LOGIN
Login Flags: Diswelcome Disnewmail
Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

Primary  000000000011111111112222 Secondary

Day Hours 012345678901234567890123 Day Hours

Network:  =—=====-- #hdt -

Batch: =  -===-=-- 122228

Local: ##### Full access ######

Dialup: = =-======- ittt

Remote: = ======—- #hddddd o

Expiration: (none) Pwdminimum:

Pwdlifetime: 90 00:00 Pwdchange:

Last Login: (none) (interactive),
© Maxjobs: 0 Fillm: 20 Bytlm:

Maxacct jobs: 0 Shrfillm: 0 Pbytlm:

Maxdetach: 0 BIOlm: 6 JTquota:

Prclm: 2 DIOlm: 6 WsSdef:

Prio: 4 ASTlm: 10 Wsquo:

Queprio: 4 TQElm: 10 WSextent:

CPU: (none) Englm: 10 Pgflquo:

O Authorized Privileges:
GROUP TMPMBX NETMBX
Default Privileges:
TMPMBX NETMBX

Notes on Example 2—4

Owner: MARY SMITH

UIC: [11,2] ([ADMIN,SMITH])

Tables: DCLTABLES

000000000011111111112222
012345678901234567890123
————— No access =====-
----- No access =-=-=-
$###4 Full access ######
————— No access ==----
————— No access ==-----
6 Login Fails: (o]
(pre-expired)
(none) (non-interactive)
4096
0
1024
1024
2048
4096
10000

In Example 24, each of the following field categories are grouped together, starting with a

numbered identifier:

© Identification and environment fields
® Access and security fields

©® Quotas and resource limits fields

(4]

Privileges fields
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Identification and Environment Fields

» Certain UAF record fields are used for:
— Accounting
— User identification

— Environment initialization

Table 2-9: AUTHORIZE Qualifiers for Identification and Environment Fields

Qualifier Function

/ACCOUNT=account -name A 1 to 8 alphanumeric character string identifying the account

/CLI=cli-name Name of the default command language interpreter

/CLITABLES=table-name Specifies user-defined CLI tables for the account

/DEVICE=device-name Specifies the default disk device at login

/DIRECTORY=directory-name Specifies the default disk directory at login

/LGICMD=file-spec Specifies the name of the login command procedure to be
executed after the system-wide login procedure is executed (if
one exists)

/OWNER=owner-name Specifies a 1 to 31 character string identifying the owner of the
account

/UIC=uic Specifies the user identification code (UIC) for the account
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Login Command Procedures

Define the user environment using login command procedures

— System-wide login command procedure

— Other login command procedures (created by system manager or user)

Login command procedures are executed each time an interactive process or batch job is
created

The VMS system finds these command procedures in:

— System logical name SYS$SYLOGIN (system-wide procedure)

— LGICMD field in each user's UAF record

— Default user login file LOGIN.COM

VMS login command procedure execution sequence:

— 1f SYS$SYLOGIN defined, execute command file it designates

— |f LGICMD contains name of command procedure, execute it

i

— If LGICMD blank, execute SYS$LOGIN:LOGIN.COM
Four common uses of login command procedures:

— Personal login only

— System and personal login

— System and group login

— Captive login < ) s 2 SY S, |
\E &){ S \‘E L_QEB\*\ =~ \)}f NSERR N M\ \._xlﬂ_.mtjir. s < }" < LOG' ”\/
AT A
\ N ¢ ; \ . i i
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Then ® Tooan.,
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Table 2-10: Typical Login Command Procedures (DCL)

Definition of System
Logical Name SYS$SYLOGIN

and UAF
Function of Login Command Files Record Field LGICMD
Personal login only: SYS$SYLOGIN undefined

DCL users create the file LOGIN.COM in their own login  LGICMD undefined
default directories to customize their own environments.

System and personal login: SYS$SYLOGIN defined as
The system manager creates the DCL command file SYS$MANAGER:SYLOGIN
SYS$MANAGER:SYLOGIN.COM to customize a com-

mon user environment for all users on the system, and LGICMD undefined

users each create a file, LOGIN.COM, in their own login

default directories to customize their own environments.

System and group login: SYS$SYLOGIN defined as

The system manager creates the DCL command file SYS$MANAGER:SYLOGIN
SYS$MANAGER:SYLOGIN.COM to customize a com-

mon user environment for all users on the system, and LGICMD defined as the file cre-
group managers create a DCL command file to cus- ated for the group that the user

tomize a common user environment for all users in their  belongs to (see Example 2—4).
group.

Captive login: SYS$SYLOGIN definition optional;
The system manager creates a file in the SYS$MANAGER affects captive and non-captive
directory, such as SYS$MANAGER:CAPTIVE.COM, to users.

customize the user environment and prevent a user

from changing it. Typically, the command procedure LGICMD contains the name of
examines each DCL command the user enters, to de- a captive command procedure,
cide whether or not to allow it to be executed. It may such as

even implement a private command language for the SYS$MANAGER:CAPTIVE, or
user. Turnkey accounts may also use the captive login a logical name translating to
method. Typically, more than one person uses a turnkey  the captive command proce-
account. When users log in to a turnkey account, the dure name. A captive command
login procedure runs a program for them, and they procedure must contain a loop
communicate with that program. Normally, a user of to prevent it from exiting, and

a turnkey account never sees the DCL prompt (see the FLAGS field of the UAF
Example 2-5). record must specify the CAPTIVE,

DISCTLY, and LOCKPWD flags.
Table 2—13 discusses the FLAGS
field of the UAF record further.
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Example 2-5: Using a Turnkey Account
‘ , Username: SPECULATE
Password:

Welcome to SPECULATE

Speculate> USE INVESTMENT DATA

Spec: Consider it done.

Speculate> COMPUTE FOR NEXT 10 YEARS
SPEC: Please specify commodity.
Speculate> GOLD

Spec: $933,999,456,657.32
Speculate>

(User continues to interact with the SPECULATE program)

Speculate> BYE
SPECULATE logged out at 20-0OCT-1988 16:00:15.16
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Access and Security Fields

* Used to limit the use of the account according to time/day or access mode
* Used to limit certain capabilities once logged into the system

* Used to authenticate user requests for access to files and other resources

Access Times and Modes

* You can limit an account’s access to the system in three ways:
— Time of the day
— Day of the week
— Access mode

* You can combine these values to further specify the account’s ability to gain access to the
system:

UAF> MODIFY SMITH/LOCAL=(PRIMARY, 8-17, SECONDARY, 8-17)
UAF> MODIFY SMITH/DIALUP=(PRIMARY, 18-7, SECONDARY, 0-23)

‘&1 b
N A
”

-
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Table 2-11: Login Access Modes

Mode Description

INTERACTIVE Any kind of interactive login

LOCAL Directly connected terminals (no LATs or modems)

DIALUP Modem connections using telephone services (or network services
emulating telephone services)

REMOTE Virtual terminal connection across DECnet

BATCH Batch jobs (noninteractive access method)

NETWORK DECnet noninteractive network access, for example: file transfers,

electronic mail to/from other nodes, etc.

Table 2-12: AUTHORIZE Qualifiers for Access Fields

Qualifier Function

/ACCESS [=(rangel[, ...]) Specifies hours of access for all modes of access

/BATCH[=(range[,...]) Specifies hours of access permitted for batch jobs

/DIALUP [=(range[,...]) T Specifies hours of access permitted for dialup jobs

/INTERACTIVE [=(range[,...]) Specifies hours of access permitted for interactive
logins

/LOCAL[=(range[,...]) T Specifies hours of access permitted for interactive

logins initiated on local terminals

/PRIMEDAYS=([NO]day[,...]) Specifies the primary and secondary days of the week
for logins. Specify primary days as MON, TUE, WED,
THU, FRI, SAT, and SUN. Specify secondary days as
NOMON, NOTUE, NOWED, etc.

/NETWORK [= (range[, ...]) Specifies hours of access permitted for network batch
jobs
/REMOTE [=(range[,...]) T Specifies hours of access permitted for interactive

logins initiated by network remote terminals

t These are interactive logins, so you can use the INTERACTIVE qualifier to specify all three
interactive access methods.
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Login Flags

Login flags are used to restrict certain activities of the user job.

Table 2-13: Login Flag Parameters

/FLAG Parameter t Purpose

AUDIT Audits all security-relevant actions

AUTOLOGIN Restricts this account to autologins only

CAPTIVE Prevents user from changing any defaults at login
DEFCLI Prevents user from changing default CLI or CLI table
DISCTLY Disables CTRL/Y interrupts

DISFORCE_PWD_CHANGE Disables forced user expired password changes
DISMAIL Prevents mail delivery to this user

DISNEWMAIL Suppresses “New Mail...” announcements
DISRECONNECT Disables automated reconnections

DISREPORT Disables time of last login and other security reports
DISUSER Disables this account completely

DISWELCOME Suppresses “Welcome to...” login message

GENPWD Requires user to use generated passwords

LOCKPWD Prevents user from changing password

PWD_EXPIRED Marks password as expired

PWD2_EXPIRED Marks second password as expired

+ Any flag can be prefixed with NO to turn off the flag’s intended purpose, for example:
/NOLOCKPWD
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Security Fields ‘

{ § Security fields are used to authenticate user requests for access to files and other resources.

Table 2-14: AUTHORIZE Qualifiers for Security Fields

Qualifier Function
/ADD_IDENTIFIER Adds identifiers for the user name and account name to

the rights database |
/EXP TRATION=time Expiration date and time of the account |
/GENERATE_PASSWORD [=keyword] Invokes the password generator to generate user pass- |

words. Details of the possible keywords are discussed |
in the module Maintaining System Integrity. ;

/ \ /MODIFY_ IDENTIFIERS Specifies whether the identifier associated with a user |
record is to be modified in the rights database ‘

/ 74;” /PASSWORD= (pwd1 [, pwd2]) ’w Specifies the primary and optional secondary pass-
“‘f\,,,._.-//" }(

o O words |
X |
/PWDEXPIRED oo o Specifies whether a password is valid only for the first !
AN ) .
veD o L . login i
B L) E e . . . |
/PWDLIFETIME=time . (' Specifies the length of time a password is valid, entered
A as a delta-time value
/PWDMINIMUM=value Specifies the minimum number of characters allowed
for a password
/REMOVE_IDENTIFIER Specifies whether the user name and account name

identifiers should be removed from the rights database
when the UAF record is removed from SYSUAF.DAT.
Works only for the REMOVE command.

~
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Quotas and Resource Limits

Table 2-15: AUTHORIZE Qualifiers for Quota Fields

Qualifier

Function

/ASTLM=value

/BIOLM=value
/BYTLM=value
/CPUTIME=t ime
/DIOLM=value

/ENQLM=value
/FILLM=value

/JTQUOTA=value
/MAXACCTJOBS=value
/MAXDETACH=value
/MAXJOBS=value
/PGFLQUOTA=value
/PRCLM=value

/PRIORITY=value

/SHRFILLM=value
/TQELM=value
/WSDEFAULT=value

/WSEXTENT=value

/WSQUOTA=value

Number of ASTs the user can have queued at any one time

Maximum number of buffered I/O operations the user can have
outstanding at any one time

Maximum number of bytes of nonpaged system dynamic memory
that the user’s job may consume at any one time

The maximum CPU time a user’s process can take per session,
specified as a delta-time value

Maximum number of direct I/O operations (usually disk) that the
user can have outstanding at any one time

Maximum number of locks that can be queued at any one time
Maximum number of files that can be open at one time

The initial maximum number of bytes with which the job-wide
logical name table is to be created

Maximum number of batch, interactive, and detached processes
that may be active at any one time for all users of the account.
The default value of O represents an unlimited number

Maximum number of detached processes allowed at any one time

Maximum number of batch, interactive, detached, and network
processes that may be active at any one time

Maximum number of pages the user’s process can use in the
system paging files

Maximum number of subprocesses that can exist at one time for
the user’s process

The default base priority for all processes created by the user

Maximum number of shared files the user may have open at any
one time

Total number of entries in the timer queue, plus the number of
temporary common event flag clusters the user can have at any
one time

The number of pages in the user’s default working set
The number of pages in the user’'s working set extent
The number of pages in the user’'s working set quota
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Privileges

« Two sets of privileges are specified in each UAF record:
— Authorized privileges
— Default privileges
*  Authorized privileges
— Privileges enabled only by explicit use of the DCL command
SET PROCESS/PRIVILEGE
* Default privileges

— Privileges automatically enabled once the user has logged in

Table 2-16: AUTHORIZE Qualifiers for Privilege Fields ;

Qualifier T Function ‘

/DEFPRIVILEGES=( [NO]privname[,...]) Specifies the list of privileges that are enabled
at login time. The keyword [NOJALL disables or

enables all user privileges.

/PRIVILEGES= ([NO]privname[,...]) Specifies the list of privileges granted (but not
enabled) at login time.

+ Any privilege keyword used with either qualifier may be prefixed with NO to turn off the
privilege.
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Table 2-17: VMS Privileges

Privilege Description

ACNT May suppress accounting message
ALLSPOOL May allocate spooled device
ALTPRI May set any priority value
BUGCHK May make bugcheck log entries

BYPASS

Bypasses UIC checking

CMEXEC May change mode to exec
CMKRNL May change mode to kernel
DETACH May create detached processes
DIAGNOSE May diagnose devices
EXQUOTA May exceed quota
GROUP May affect other processes in same group
GRPNAM May insert in group logical name table
GRPPRV Group access by system protection
LOG_IO May do logical I/O
MOUNT May execute mount ACP function
NETMBX May create network device
OPER Operator privilege
PFNMAP May map to specific physical pages
PHY_IO May do physical I/O
PRMCEB May create permanent common event clusters
PRMGBL May create permanent global sections
PRMMBX May create permanent mailbox
PSWAPM May change process swap mode
READALL May read anything as the owner
4 KA N t N S
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Table 2-17: VMS Privileges (Cont.)

Privilege Description
SECURITY May perform security functions
SETPRV May set any privilege bit
SHARE May assign channels to nonshared device
SHMEM May create/delete objects in shared memory
SYSGBL May create system-wide global sections 1
SYSLCK May lock system-wide resources |
SYSNAM May insert in system logical name table I
SYSPRV May access objects by system protection }
TMPMBX May create temporary mailbox |
VOLPRO May override volume protection |
WORLD May affect other processes in the world |
|
|
1
|
1
|
, |
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Removing a User Account

* Basic steps for most systems:

Remove the UAF record
Dispose of any remaining disk files
Remove the user’s entries in volume quota files (if any)

Remove associated mail information for the account

*  All steps require that the SYSPRYV privilege be enabled

*  Removing the UAF record:

Use the AUTHORIZE REMOVE command

» Disposing of remaining disk files:

— Save any necessary files using the BACKUP utility (or any other acceptable method,

based on your site’s data management policies)

Delete all files

* Removing quota file entries on volumes used by the user:

Use the SYSMAN utility to remove entries from each volume (requires OPER privilege)

$ SET DEFAULT SYS$SYSTEM

$ RUN SYSMAN

SYSMAN> DISKQUOTA REMOVE uic /DEVICE=volume-name
SYSMAN> EXIT

$

*  Removing mail information:

— Use the MAIL utility to remove the user’s mail address

$ MAIL

MAIL> REMOVE username
MAIL> EXIT

$
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2

Example 2-6: Command Procedure to Delete a UFD and its Subdirectories

$! DELTREE.COM (Pl = name of device, P2 = name of directory)

$!

$! Command procedure to delete a UFD and all its subdirectories.
$! Procedure deletes files from bottom of specified directory
$! structure to top of structure.

St Requires SYSPRV privilege or a system UIC

$! Back up all useful files before running this procedure.

$!

$ SET NOON

$!

$! Get name of directory structure to delete if not already known
$!

$ IF P1 .EQS. "" THEN INQUIRE Pl "Device, omit colon"

$ IF P2 .EQS. "" THEN INQUIRE P2 "Directory (UFD, omit brackets)"
$!

$! Set protection to allow deletion of all files in structure
$!

$ SET PROTECTION=(S:RWED) 'Pl/:['P2...]%.%;%*

$!

$! Set up counter and loop label

$!

$ COUNTER=8

$LOOP:

$!

$! Delete files

$!

$ DELETE/LOG 'Pl’:['P2...]*.%*;*

$!

$! If more files, delete them also

$!

$ COUNTER=COUNTER-1

$ IF COUNTER .GT. O THEN GOTO LOOP

$!

$! Delete UFD from MFD

$!

$ SET PROTECTION=(S:RWED) 'P1l’:[000000]’P2.DIR

$ DELETE/LOG 'P1’:[000000]’P2.DIR;1

$
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Steps for Removing a User

To remove a user, log in as SYSTEM, or be sure you process the SYSPRYV privilege enabled. If
you employ disk quotas, then you will also need OPER privilege. The following comments are
keyed to Example 2-7.

©® Remove Mary Smith’'s UAF record. (NOTE: If Mary is just on a long vacation, you
should instead disable her account by entering the MODIFY command with the qualifier
/FLAGS=DISUSER, rather than removing it using these instructions.)

® Remove Mary Smith’s UFD and subdirectory files on her default volume, using the command
procedure DELTREE.COM shown in Example 2—-6. (Before this step, you should examine
her files and back up those you want to save, or transfer them to another user’s directory.)

© Remove Mary Smith's record in her default volume’s quota file.
NOTE

If Mary has quota records in quota files on other volumes, you should
also remove those records. However, do not remove any quota records
if Mary’s UIC is not unique; if you remove the record, then other users
of that UIC will not be able to use space on that volume.

O Remove Mary Smith's mail information.

Example 2-7: Removing a System User

$
$ SET DEFAULT SYS$SYSTEM
$
$ RUN AUTHORIZE
@ uaF> REMOVE SMITH
$UAF-I-REMMSG, record removed from SYSUAF.DAT
$UAF-I-RDBREMMSGU, identifier SMITH value: [000011,000002] removed from RIGHTSLIST.DAT
UAF> EXIT
$UAF-I-DONEMSG, system authorization file modified
$UAF-I-RDBDONEMSG, rights database modified
$
e$ @DELTREE DISKSUSER SMITH
$
$ RUN SYSMAN
9 SYSMAN> DISKQUOTA REMOVE [11,2] /DEVICE=DISKS$USER
SYSMAN> EXIT
$ MAIL
MAIL> REMOVE SMITH
MAIL> EXIT
$
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MANAGING USERS ON A DAILY BASIS

« Common daily management activities:
— Managing user processes
— Managing disk space

— Communicating with users

Managing System Users
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Table 2-18: Methods of Regulating VMS Processes

Method of

Regulation

Comments

Access to CPU

Priority

A VMS system uses process priority to schedule process execution.
Priority ranges from O (lowest) to 31 (highest).

Timesharing processes have priorities 0-15. A VMS system can automati-
cally adjust the priorities of timesharing processes to promote greater CPU
sharing.

Real-time processes have priorities 16-31. A VMS system does not automat-
ically adjust the priorities of real-time processes.

Ability to affect VMS and system users

Privileges

In many cases, exercising a privilege results in the use of physical memory
or other system resources.

There is no restriction on the number of times a process can exercise a
privilege.

Ability to use certain system resources

Limits

Limits restrict the amount of a system resource a process can use at a given
time.

Limits are expressed numerically.

Limits are also called quotas in some documentation. Do not confuse limits
with disk quotas described below.

Ability to store files on a disk volume

Disk quotas

Disk quotas restrict the number of blocks of storage a process can use on a
volume.

Disk quotas are established on volumes (which can be moved from device to
device) rather than on devices.

Disk quotas do not have to be established for every volume on a system;
you can select which volumes have this restriction.
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Table 2-18: Methods of Regulating VMS Processes (Cont.)

Method of
Regulation Comments

Access to devices, volumes, files, and interprocess communications

Protection Every process has a UIC.

Devices, volumes, files, and interprocess communication structures have an
owner UIC and a protection code.

One type of VMS protection compares the process UIC with the owner UIC
and protection code of the protected structure.

Another type of VMS protection compares a user's access rights list with the
access control list that belongs to the protected structure.

Ability to modify or delete certain data structures, such as logical names

Data structures created at more powerful access modes can be used at less
powerful access modes; however, they cannot be modified or deleted at less

powerful access modes.

Access mode

Ability to use or not use certain DCL commands

CLI tables If a command is listed in the default DCL command table for the system,
SYS$LIBRARY:DCLTABLES.EXE, all users on the system can use the
command. However, you may create additional CLI tables and assign them
to particular users to broaden or restrict their use of DCL commands.
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Restricting User Activity Using DCL Commands

A process can always control itself and its subprocesses
Process control over subprocesses might be used for:
— Handling several subprocesses simultaneously

— Exception handling for subprocess problems
Processes can be restricted by:

— Changing their execution priority

— Suspending their execution

— Resuming their execution

— Stopping execution and deleting the process
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Table 2-19: Controlling Processes

Operation

Command Format and Examples

Comments

Suspending
a process

Resuming a
suspended
process

Changing
the base
priority of a
process

Stopping
and deleting
a process

$ SET PROCESS/SUSPEND -

_$ [/ID=pid] [process-name]

$ SET PROCESS/SUSPEND/ID=21A
$ SET PROCESS/SUSPEND JONES

$ SET PROCESS/RESUME -

_$ [/ID=pid] [process-name]
$ SET PROCESS/RESUME/ID=21A
$ SET PROCESS/RESUME JONES

$ SET PROCESS/PRIORITY=n -
_$ [/1D=pid] [process-name]
$ SET PROCESS/PRIORITY=4 /ID=21A

$ STOP [/ID=pid] [process-name]
$ STOP/ID=21A

Every process has a unique
process identification (PID), a
hexadecimal number. To refer to
a process by PID, as shown in
the example, use the /IDENTIFI-
CATION qualifier. The command
SHOW SYSTEM displays PIDs.
You are not required to enter
leading zeros.

Every process has a process
name, unique within its UIC group.
To refer to a process in your UIC
group by process name, supply the
name as the command parameter.
To refer to a process not in your
UIC group, you must use its PID,
not its process name. $ SET
PROCESS/PRIORITY requires
ALTPRI privilege.
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Restricting the Use of Disk Space

*  UAF restricts use of many system resources
* No value in the UAF record restricts use of disk space
» Disk space restriction is handled through disk quotas
— Quotas are based on UICs, not individual user names
» Disk quotas are managed through use of the SYSMAN utility
— DISKQUOTA command subset
* Disk quotas are enabled on a volume-by-volume basis
— Default is no disk quotas enabled
*  Quota files
— One file per enabled volume: [000000]JQUOTA.SYS
— Contains quota entries, one per UIC

— Created and manipulated by SYSMAN

SYSMAN Utility and DISKQUOTA Functions

* SYSMAN serves many system management functions
— Used primarily for VAXcluster systems

» SYSMAN DISKQUOTA command subset
— Used to create, enable, disable, and delete quota files
— Used to add, modify, and remove quota entries

* To run SYSMAN (must have OPER privilege enabled):

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN>

* To get help on SYSMAN DISKQUOTA commands:

SYSMAN> HELP DISKQUOTA
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Table 2-20: DISKQUOTA Commands Within the SYSMAN Utility

Command Format 1

Description

DISKQUOTA ADD uic

DISKQUOTA CREATE

DISKQUOTA DISABLE

DISKQUOTA ENABLE

DISKQUOTA MODIFY uic

DISKQUOTA REBUILD

DISKQUOTA REMOVE uic
DISKQUOTA SHOW
EXIT

HELP DISKQUOTA

Adds an entry to a disk quota file and initializes its usage
count to zero

Creates and enables a quota file for a disk volume that does
not currently contain one. It is strongly recommended that you
do not create and enforce quotas on the system disk.

Suspends the maintenance and enforcement of disk quotas on
a volume

Resumes quota enforcement on a disk volume containing an
existing quota file

Changes an entry in a quota file, or adjusts default values
for quotas and overdrafts. Default values for entries on the
volume are taken from the entry [0,0].

Updates a quota file, adding new UICs and correcting usage
counts for each user on the volume

Deletes an entry from the quota file

Displays quotas, overdrafts, and usage counts

Exits user from the SYSMAN utility

Obtains help information on the DISKQUOTA commands

1 For all of these commands, be sure to use the qualifier /DEVICE=volume-name to specify the
proper volume; otherwise SYSMAN will use either the last volume specified with the most recent
/DEVICE=volume-name, or the volume associated with your current default directory (if you had
not yet used /DEVICE=volume-name in a DISKQUOTA command.) Most of these commands

require SYSPRV.

Managing System Users 2-45




Establishing Quotas on a Volume

* A quota file must be created in the volume’s MFD (directory [000000]).

* Exact steps for properly creating the quota file depend on whether:

— The volume has just been created (no user files exist yet)

— The volume‘ has been in use for a while (user files already exist)
*  One entry must be created for each UIC allowed to use the volume.
* Each quota entry contains the following fields:

— uiC

— Usage

— Permanent Quota

— Overdraft

* Quotas should not be enabled on the system disk.
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Table 2-21: Fields in a Quota File Record
Field Meaning DISKQUOTA Qualifier
uic Identifies the user who is permitted to use Specify the UIC as a parame-
the volume. Note that files are owned by ter, not as a qualifier, in
UICs, not by user names. Therefore, if more DISKQUOTA commands.
than one user shares the same UIC, all of
them have the same access to files. They
also share the quota assigned to that UIC
for the volume. When you log in, the VMS
system reads your UAF record to determine
your UIC.
Usage Shows the number of blocks of storage this None. This value is updated
UIC owns. by the VMS system as files
are created by the UIC. It is
not assigned by the system
manager.
Permanent  Determines the number of blocks of storage /PERMQUOTA
Quota this UIC can own before the VMS system
refuses to create new files or extend existing
files. If the UIC has an Overdraft value
greater than 0, a user with this UIC can retry
the file operation (create or extend).
Overdraft Determines the number of blocks above the /OVERDRAFT

permanent quota this UIC can own before
the VMS system refuses to create new
files or extend existing files. Therefore, the
permanent quota plus the overdraft define

the total number of blocks available to a user

on a volume.

Table 2-22: Establishing Quotas on a New Volume Called DISK$DATA

Steps Commands

Comments

1 Log in as SYSTEM You can alternatively give your current process
the OPER privilege to use the SYSMAN utility.

2 $ RUN SYS$SYSTEM: SYSMAN Invoke the SYSMAN utility.

3 SYSMAN> DISKQUOTA CREATE - Creates the file DISK$DATA:[000000]QUOTA.SYS

and automatically enables quotas on the vol-
ume.

_SYSMAN> /DEVICE=DISK$DATA
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Figure 2-3: Adding a Quota Record to a Volume Quota File
(" )

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> DISKQUOTA ADD [11,2]-
_SYSMAN> /DEVICE=DISK$DATA
SYSMAN> EXIT

$

L

SYSTEM MANAGER

VOLUME QUOTA FILE
[000000]QUOTA.SYS

FOR VOLUME A
DISK$DATA
4 RECORD: UIC [11,2]
(" )

$ SET DEFAULT DISK$DATA
$ CREATE [SMITH]FILE.DAT

E}

USER WITH UIC [11,2]

TTB_X0474_88A
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Table 2-23: Displaying the Contents of a Volume Quota File
SYSMAN Command Format

Operation
Displaying the entry of a particular user DISKQUOTA SHOW [uic]

Displaying the entries of all users with UICs ina  DISKQUOTA SHOW [group-number, *]
particular group

Displaying the entries for all users DISKQUOTA SHOW [*, *]

Displaying DISKQUOTA commands HELP DISKQUOTA

NOTE

The disk volume usage recorded by the VMS system and displayed by SYS-
MAN includes some overhead. Therefore, the disk usage displayed by
the SYSMAN command DISKQUOTA SHOW and the DCL command SHOW
QUOTA is usually different than the disk usage displayed by the DCL com-
mand DIRECTORY/SIZE=ALLOCATED.
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Example 2-8: List of Volume Quota File Records

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> DISKQUOTA SHOW [*,*] /DEVICE=DISK$USER

vic
[0,0]

[SYSTEM]

[VMS, BEYER]
[11,2]

[VMS, CLARK]

[VMS, DORSEY]
[VMS, HARKINS]
[VMS, HUNT]
[11,340]

[VMS, DISALVO]
[VMS, TARGONSKI ]
[12,1]

[BEYER2]
[GROUP21, ALBERT]
[21,10]

[21, 20]

[GROUP21, EBERT]
[GROUP21, GALVIN]
[GROUP21, TATAR]
[31,5]

[GROUP31, HARBO]
[GROUP31, CONNOR]
[PAPISON]
[CHERPAS]
[GROUP101, ALCOCK]
[GROUP101, LUCAS]
[GROUP101, MASORS]
[GROUP101, WILSON]
[123,321]
[DATA_COMM, DELLA]
[DATA_COMM, LENTZ]
[200,3]

[200,200]
[DECNET]
[J65,DOE]

SYSMAN> EXIT
$
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0
12047
11685
56
16233
13510
18221
21060
22905
9021
2425
4

142
14137
10

2
5962
3295
32

2
6117
3261
666
19
29806
27257
125
20968
20
12931
6341
2

60

78

4

Permanent Quota
690
13000
15000
56
20000
20000
20000
30000
30000
18000
4000
690
144
20000
690
690
12000
5000
2000
2
10000
8000
690
690
30000
30000
690
25000
690
20000
20000
690
690
690
100

Overdraft Limit
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
100



Table 2-24: Managing Individual Records in the Volume Quota File

Operation t SYSMAN Command Format
Adds a new entry, specifying values SYSMAN>DISKQUOTA ADD uic -
different from the default entry ([0,0]) _SYSMAN> [/PERMQUOTA=blksl] [/OVERDRAFT=blks2]
Modifies an existing entry SYSMAN>DISKQUOTA MODIFY uic -

_SYSMAN> [PERMQUOTA=blksl] [/OVERDRAFT=blks2]
Modifies the entry for [0,0], used to SYSMAN>DISKQUOTA MODIFY [0,0] -
supply default values for Permquota _SYSMAN> [/PERMQUOTA=blksl] [/OVERDRAFT=blks2]
and Overdraft ([0,0] should never own
any files.)

Modifies all entries for UICs in a partic-  sYSMAN>DISKQUOTA MODIFY [group-number, *] -
_SYSMAN> [/PERMQUOTA=blksl] [/OVERDRAFT=blks2]

ular group

Modifies all entries, including the SYSMANSDISKQUOTA MODIFY [*,*] -~

default entry, [0,0] _SYSMAN> [/PERMQUOTA=blksl] [/OVERDRAFT=blks2]
Removes an existing entry SYSMAN>DISKQUOTA REMOVE uic

t The SYSMAN utility performs all operations on the current QUOTA.SYS file. The current file is
the one on your current default device if you did not specify one with the /DEVICE qualifier. Be
sure to specify the proper volume for your command; otherwise, the most recently used /DEVICE

qualifier sets the current file specification.
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Table 2-25: Establishing Quotas on an Existing Volume Called DISK$USER

Comments

Steps Commands

1 Notifies users that DISK$USER will
be unavailable

2 $ RUN SYS$SYSTEM: SYSMAN

3 SYSMAN> DISKQUOTA -
_SYSMAN> CREATE /DEVICE=DISKSUSER

4 SYSMAN> DISKQUOTA MODIFY [0,0] -
_SYSMAN> /PERMQUOTA=10000 -
_SYSMAN> /OVERDRAFT=1000

5 SYSMAN> DISKQUOTA REBUILD

6 SYSMAN> EXIT

7 Notifies users that DISK$USER is

available for use

There are a number of ways to notify users
of the volume. See the Communicating
with User Processes section in this module.

Invoke the SYSMAN utility. Make sure your
current process has the OPER (to use the
SYSMAN utility) and SYSPRYV (to issue
DISKQUOTA commands) privileges.

Creates a quota file on the DISK$USER
volume (DISK$USER:[000000JQUOTA.SYS)
and automatically enables quotas on that
volume.

Sets the default entry values for the quota
file on DISK$USER. Use appropriate values
for PERMQUOTA and /OVERDRAFT to re-
flect your management policy on the volume.
Note that the /DEVICE=DISK$USER qual-
ifier need not be specified, as the qualifier
was properly specified in Step 3.

Updates the newly created quota file to
add existing UICs that own files on the
DISK$USER volume. Note again that
/DEVICE=DISK$USER qualifier need not be
specified in this case.

Exit from the SYSMAN utility.

See the section Communicating with User
Processes for possible techniques of user
notification.
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Disabling and Enabling Quotas on a Volume
To disable quotas, use the SYSMAN command DISKQUOTA DISABLE

Use the SYSMAN command DISKQUOTA REBUILD to properly assess user space on a

volume if:

— The volume previously had a quota file created
— Quotas were once enabled on the volume

— Quotas were later disabled

An automatic DISKQUOTA REBUILD performed when a volume is mounted after being

improperly dismounted

— Typical situation after a system failure (crash)
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Managing Disk Space Using DCL Commands

Table 2-26: Controlling Files with DCL Commands

Operation

Command Format
and Examples

Comments

Changing the owner-
ship of a file

Remember that VMS
records the use of
disk space on a UIC
basis, so changing
the owner UIC of a
file changes which
disk quota entry the
space is recorded
under.

Establishing auto-
matic version dele-
tion for a particular
file

Adding an ACL to a
file or modifying an
existing ACL on a
file

Deleting unwanted
versions of files

$ SET FILE/OWNER _UIC=uic -
_$ file-spec

$ SET FILE/OWNER_UIC=[320,63] -

_$ INVENTORY.DAT

$ SET FILE/VERSION_LIMIT=n -
_$ file-spec

$ SET FILE/VERSION_LIMIT=2 -
_$ [MARTIN...]*. *

$ EDIT/ACL/... filespec ; or
$ SET ACL/OBJECT_TYPE=FILE -
_$ /qualifiers -

_$ file-spec

$ SET ACL/OBJ'ECT_TYPE=FILE -

_$ /ACL=(IDENTIFIER=DEVELOPERS, -

_$ ACCESS=WRITE) -
_$ [ADMIN]PAYROLL.DAT

$ PURGE filespec /KEEP=n
$ PURGE TEMP .DAT /KEEP=1

This operation requires
SYSPRYV privilege or a system
UIC. One reason for using
this would be if you forget

the /OWNER qualifier when
copying a file to a user’s
directory.

The VMS system automatically
deletes the file with the lowest
version number when you
create a new version to keep
the total number of versions
equal to the version limit for
the file.

Use the ACL editor or make a
direct change. The keyword
FILE specifies that the ACL
being added or modified
belongs to a file. /OBJECT _
TYPE=FILE is the default.

The /KEEP qualifier is used
to specify how many versions
to retain. If no parameter is
specified, the qualifier defaults
to 1.
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Table 2-27: Controlling Directories and Volumes with DCL Commands

Operation

Command Format
and Examples

Comments

Changing the owner-
ship of a directory

Changing the UIC
changes which quota
file entry the space
is recorded under

Establishing au-
tomatic version
deletion for all files
in a directory

Adding an ACL to

a directory file or
modifying an existing
ACL on a directory
file

Disabling special
protection on a
directory file

Changing the owner-
ship of a volume

$ SET DIRECTORY/OWNER_UIC=uic -

_$ directory-spec

$ SET DIRECTORY/OWNER_UIC=[ENG] -

_$ DISKSDESIGNS: [PRODUCT_ X]

$ SET DIRECTORY/VERSION LIMIT=n -
_$ directory-spec

$ SET DIRECTORY/VERSION LIMIT=3 -
_$ DISK$MFG: [ INVENTORY]

$ EDIT/ACL/...
or

$ SET ACL/... -
_$ directory-spec

$ EDIT/ACL WORK1: [USERS] SMITH.DIR

directory-spec ;

$ SET FILE/NODIRECTORY file-spec
$ SET FILE/NODIRECTORY -
_$ [USERS]SMITH.DIR

$ SET VOLUME/OWNER_UIC=uic -

_$ device-spec

$ SET VOLUME/OWNER_UIC=[ADMIN] -
_$ DISKS$DATA

This operation requires
SYSPRV privilege or a system
UIC. One reason for using
this would be if you forget

the /OWNER qualifier when
creating the directory for a
user.

This sets a version limit on all
files subsequently created in
the directory. It does not affect
previously created files. You
can also use the SET FILE
command to set a different
limit for a particular file.

SETs new values in an ex-
isting ACL or invokes the

ACL editor, discussed in the
Maintaining System Integrity
module. The values set for the
directory affect access to the
files within and are inherited
by files added to the directory.

This command enables you
to delete a corrupted directory
file. It is not intended for use
on normal (valid) directory
files.

This operation requires the
VOLPRO privilege.

Like files, volumes have
protection masks. A user

who does not pass the volume
protection mask cannot access
any directories or files on the
volume. If you change the
owner UIC of a volume, you
affect who will be able to
access space on that volume.
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COMMUNICATING WITH USER PROCESSES

+ System managers must be fluent in user communication methods
» Communication methods on a VMS system:
— Common directory for collecting and distributing information

— VMS tilities and commands

Table 2-28: Communication Methods

Communication Method u
Operator/user direct dialogue PHONE utility
System-wide distribution of messages and information MAIL utility
User requests to the operator REQUEST command
MOUNT command
Operator responses to user requests, or short REPLY command

messages to users
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Handling Requests for Operator Assistance

The operator communication process: OPCOM

— Coordinates all requests by users for operator assistance

— Coordinates all operator responses to users

Requests for operator assistance come from:

— MOUNT or REQUEST/REPLY commands

— /O events

Requests are sent to operator terminals:

— Based on the category of the request

— Operator terminals must be enabled for requests

Use the REPLY/ENABLE command to enable operator terminals (OPER privilege required)
$ REPLY/ENABLE= (PRINTER, TAPES) TXG6

Use the REPLY/DISABLE command to disable operator terminals (OPER privilege required)
$ REPLY/DISABLE=PRINTER TXG6

Use the REPLY/STATUS command to determine request categories enabled on your
terminal
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Table 2-29: Operator Categories Enabled/Disabled with the REPLY Command

Category

Keyword Description

CARDS Displays messages sent to the card readers

CENTRAL Displays messages sent to the central system operator

CLUSTER Displays messages from the connection manager pertaining to cluster state
changes

DEVICES Displays messages pertaining to mounting disks

DISKS Displays messages pertaining to mounting and dismounting disk volumes

NETWORK Displays messages pertaining to networks; the keyword CENTRAL must also
be specified to inhibit network messages when disabling network messages
with qualifier /DISABLE=NETWORK.

OPER1 Displays messages sent to operators identified as OPER1 through OPER12

through

OPER12

PRINTER Displays messages pertaining to print requests

SECURITY Allows messages pertaining to security events. Requires SECURITY privilege

TAPES Allows messages pertaining to mounting and dismounting tape volumes
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Table 2-30: Events Requiring Operator Assistance

Event Causing Category of

Request Operator Notified Operator Action Comments

MOUNT DISKS or TAPES Mount a disk or tape By default, all MOUNT

commands volume. commands request
operator assistance
unless the appropriate
volume is already
loaded on the drive.

REQUEST/REPLY  All operators or Perform the operation ~ The user is waiting

commands only the group(s) (or not), then respond for a reply from the

I/O event: any
command that
reads a file

on a tape

of operators you
specify. Group
names include
DISKS, TAPES and
OPERI1.

TAPES

to the user.

Mount a new tape
reel for the file system
when it is reading a
multireel volume set.
Mount a new tape
reel for the file system
when it is writing a
multireel volume set.

operator, and can do
no other work until a
reply is received.

The operator receives
a message from

the MOUNT utility

to mount another
volume. The message
looks similar to the
message received
from the MOUNT
command when a
user is attempting to
mount a tape that is
not loaded.
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Example 2-9: Using REQUEST/REPLY

S

$ REQUEST/REPLY "Please respond to this message" \hd,
%0PCOM-S-OPRNOTIF, operator has been notified, waiting... 20:18:40.03

$0PCOM-S-OPREPLY,

Hold on just a minute, please.

20:20:46.88, request 13578 is pending by operator _SUPERSTTD6:

%$OPCOM-S-OPRNOTIF, operator has been notified, waiting... 20:20:46.99

*CANCEL*

%OPCOM-I-RQST PROMPT, REQUEST - Enter message or cancel request with control/Z.
REQUEST - Message? *EXIT*

%$OPCOM-S-OPREPLY,

FEE5E%5¥%%%% OPCOM 24-APR-1989 20:21:03.89 $%%%%%%%%%%

Request 13578 was canceled

$

$

Example 2-10: Operator Aborts a Request

$ REQUEST/REPLY "Please mount the tape labeled MYBACKUP"
$OPCOM-S~-OPENOTIF, operator has been notified, waiting... 20:25:58.64
$OPCOM-S-OPREPLY,

There is no such tape

20:26:20.81, request 14602 was aborted by operator _SUPER$TTD6:

$

$
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Example 2-11: Operator Receives Message from REQUEST/REPLY Command

55555 5%%%% OPCOM 24-APR-1989 19:00:15.00 $%%%%%%%%%%
Request 5377, from user JONES on CACAO
_pACAosTWAlsz, Please connect remote sensor 3A

$

Example 2-12: Operator Receives Message from MOUNT Program

FEEEEE¥%5%%% OPCOM 24-APR-1989 19:00:57.60 $%%%%%%%%%%
Request 6401, from user SMITH on FUDGE
_FUDGE$TWAl6:, Please mount volume DATAlS in device MUAO:

$

Example 2-13: Operator Recelves Message from REQUEST Command, No Reply Re-
quired

FE¥EE5%%%% OPCOM 24-APR-1989 19:01:15.00 $%%%%%%%%%
Message from user GREEN on TRUFFL
_TRUFFLSTTB2:, Please check the line printer

$

Example 2-14: Operator Recelves Two Messages from AUTHORIZE Utility

F5EEEH%%5%%% OPCOM 24-APR-1989 19:02:16.92 $%%%%%%%%%%

Message from user AUDIT$SERVER on SUPER

Security alarm (SECURITY) and security audit (SECURITY) on SUPER,
system id: 64063 / System UAF record modification

Event time: 24-APR-1989 19:02:16.82

PID: 21E0009A

Username: DUFFY

Image name: SUPERSDUAO: [SYS10.SYSCOMMON. ] [SYSEXE]AUTHORIZE .EXE
Object name: SYS$SCOMMON: [SYSEXE] SYSUAF.DAT; 1

Object type: file

User record added: SMITH

Fields modified: FLAGS, PWDLIFETIME, UIC

$EEEEEE$%%% OPCOM 24-APR-1989 19:02:37.41 $%%%55%%55%%%

Message from user AUDIT$SERVER on SUPER

Security alarm (SECURITY) and security audit (SECURITY) on SUPER,
system id: 64063 / System UAF record modification

Event time: 24-APR-1989 19:02:37.32

PID: 21EO0009A

Username: DUFFY

Image name: SUPERSDUAO: [SYS10.SYSCOMMON. ] [SYSEXE]AUTHORIZE .EXE
Object name: SYSSCOMMON: [SYSEXE]SYSUAF.DAT; 1

Object type: file

User record modified: SMITH

Fields modified: PASSWORD

$
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Table 2-31: Providing Operator Assistance

Circumstance

Command Format

Comments

User-requested function

User enters MOUNT com-
mand without loading a
disk or tape volume in drive

User enters MOUNT com-
mand without the volume
first being loaded. You at-
tempt to load the volume

on the drive, but fail. You
decide to load the volume on
an alternate drive (MUA2).

User needs to read informa-
tion that spans more than
one volume. You must load
the next volume when the
system requests it.

User needs to write more
information than one vol-
ume can contain. You must
load another volume when
the system requests it.

Cannot perform user-
requested function; must
abort request

May be able to perform
requested function; want to
notify interactive user, but
leave request pending

$ REPLY/TO=request-id -
_S$ "message-text"

No command required. Just load the

volume requested on the drive.

$ REPLY/TO=request-id -

_$ "Reissue mount using MUA2"

$ REPLY/TO=request-id -
_$ "volume-label"

$ REPLY -

_$ /INITIALIZE TAPE=request-id -

_$ "tape-label"

$ REPLY -
_$ /BLANK_TAPE=request-id -
_$ "tape-label"

$ REPLY/ABORT=request-id ~
_$ "message-text"

$ REPLY/PENDING=request-id -

_S$ "message-text"

Users request various func-
tions. Use the REPLY com-
mand with an appropriate
message to respond.

The MOUNT utility sends

a message to the operator
terminal(s). The message in-
cludes the name of the volume
requested.

Tell the user where you are
loading the volume. The user
must enter the MOUNT com-
mand again.

Respond to the system message
after you have loaded the
volume. Specify the volume’s
label in the message.

Use the /INITIALIZE_TAPE
qualifier if the tape has been
initialized before. The VMS
system checks the tape’s pro-
tection code. If you are not
allowed access according to the
code, you need the VOLPRO
privilege to gain access.

Use the /BLANK_TAPE qual-
ifier for new tapes. You need
VOLPRO privilege because it
bypasses volume protection
checking.

Typically used when you can-
not locate or use a resource
requested by the user, (such
as a volume, a drive, paper, or
ribbon). You abort the request
to cancel the repeated messages
sent to the operator terminal.
Then find the resource or use
the REPLY command or the
MAIL utility to explain the
situation more completely.

Since the request is pending,
the user can regain control of
the terminal (returns to the
DCL prompt) only by cancelling
the request or by waiting until
the operator completes it.
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Example 2-15: Request-Reply Interaction Between User JONES and User TAPES

Tapes: $ REPLY/ENABLE=(TAPES, OPER1)
FEEEEEEEE%Y OPCOM 24-APR-1989 19:28:18.57 %%%$%%%%%%%%
Operator _SUPERSTTAl: has been enabled, username TAPEOPR

EEEEEEE5%%% OPCOM  24-APR-1989 19:28:18.73 $%%%%%%%%%%
Operator status for operator _SUPER$TTAl:
TAPES, OPER1

$

Jones: § REQUEST/TO=TAPES/REPLY "Please mount tape 362F"
%$0OPCOM-S—-OPRNOTIF, operator has been notified, waiting... 19:31:18.65

Tapes: $
FEEEE54%%%% OPCOM  24-APR-1989 19:31:18.67 %$%%%3%%%%%%
Request 9482, from user JONES on SUPER
_SUPERSTTA2:, Please mount tape 362F

$
F5EE5E%%%%% OPCOM 24-JUL-1984 19:31:18.67 $3%%%5%%%%%

Request 9482, from user JONES on SUPER
_SUPERSTTA2:, Please mount tape 362F

$ REPLY/PENDING=9482 "You are second in line"

Jones: %OPCOM-S-OPREPLY,
You are second in line
19:31:48.82, request 9482 is pending by operator SUPER$TTAL:

%0OPCOM-S—-OPRNOTIF, operator has been notified, waiting... 19:31:49.05

Tapes: § REPLY/TO=9482 "Tape 362F is now mounted"
Tape 362F is now mounted
19:39:18.48, request 9482 was completed by operator _SUPER$TTAl:

$

Jones: $%OPCOM-S-OPREPLY,
Tape 362F is now mounted
19:39:18.48, rquest 9482 was completed by operator _SUPER$TTAL:

$ REQUEST/TO=TAPES "Thank you"

Tapes: §
FEEEEEE%%%% OPCOM  24-APR-1989 19:39:43.16 $%¥%5%%%%%
Message from user JONES on SUPER
_SUPERSTTA2:. Thank you

$ REPLY/DISABLE=(TAPES)

5555 5%%%%% OPCOM 24-APR-1989 19:40:02.16 $%%%%%%%%%%
Operator status for operator _SUPER$TTAl:

OPER1

$
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Table 2-32: Sending Messages to Users

Operation 1

Command Format and Examples

Sending a message to all
terminals on the system

Sending a message to
all terminals where users
are logged on

Sending a message to
specified users

Sending a message to
a specified terminal or
terminals

Sending a message
about system shutdown

t

Sending an urgent mes-
saget

$ REPLY/ALL "message-text"
$ REPLY/ALL/BELL "DISKSUSER will be unavailable at noon."

$ REPLY/USERNAME "message-text"
$ REPLY/USERNAME "Policy Meeting in 10 minutes"

$ REPLY/USERNAME= (name [, ...]) "message-text"
$ REPLY/USERNAME= (JKMARTIN, BECKER) "DISKSDATA is available"

$ REPLY/TERMINAL=(term [,...]) "message-text"
$ REPLY/TERMINAL=(TXQ2,TXQ3) "Terminal repairperson due at
3pm!"

$ REPLY/SHUTDO "message-text"
$ REPLY/SHUTDOWN "System will be down for PM at 2."

$ REPLY/URGENT "message-text"
$ REPLY/URGENT "Everyone off the system NOW!!"

+ To ring or buzz the terminal receiving the message, use the additional /BELL qualifier. More
bells ring for URGENT and SHUTDOWN messages than for other types of messages.

t Use the /ALL qualifier. URGENT and SHUTDOWN messages are NOT sent to user terminals
that have done SET TERMINAL/NOBROADCAST.
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REPLY Command

Table 2-33: Qualifiers to the REPLY Command

Function Qualifier
Responding to Requests
Lists the requests that have not been sent a final /STATUS

message
Sends a final response to a request

Sends a response to a request, but not the final re-
sponse

Cancels the request

Sends the label of an initialized tape as the final re-
sponse

Sends the label of a blank tape as the final response

/TO=request-id

/PENDING=request-id

/ABORT=request-id

/INITIALIZE TAPE=request-id

/BLANK_IAPE=request—id

Sending Messages and Information

Sends a message to a specific terminal

Sends a message to all users presently logged in to the
system, or to specific users

/TERMINAL=(term [, ...])

/USERNAME
/USERNAME= (name [,...])

Sends a message to all terminals whether a user is /ALL
logged in or not

Sends an urgent message to all users /URGENT
Sends a shutdown message to all users / SHUTDOWN
Causes the terminal receiving the message to buzz or /BELL
ring (add this to any of the above qualifiers)

Requests that the originating terminal be notified when /NOTIFY
the message is successfully received

Controlling Operator Terminals and the Log File

Sets up a nonconsole terminal as an operator’s terminal  /ENaBLE
Stops a terminal from being an operator’s terminal /DISABLE
Closes the current OPERATOR.LOG file and opens a /1LOG

new file with a higher version number

Designates this terminal to be an operator’s terminal /TEMPORARY
only for the current interactive session

Lists the categories enabled for this terminal /STATUS
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Operator’s Log File

+ SYS$MANAGER:OPERATOR.LOG
* Entries made by OPCOM process
* Logs operator requests and replies

* Controlled by the system manager

Table 2-34: Controlling the Operator’s Log

Operation Command Format Comments

Closing the 6perator’s log $ REPLY/LOG Requires OPER privilege
and opening a new one

Closing the operator’s log $ REPLY/NOLOG Requires OPER privilege

but not opening a new one

Printing the operator’s log $ SET DEFAULT SYS$MANAGER In this command format, “;n"
file $ PRINT OPERATOR.LOG; n indicates the version number
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SUMMARY

« The system manager is responsible for the management of key system databases and
command procedures

— User authorization file (SYS$SYSTEM:SYSUAF.DAT)

— Quota files on disk volumes ([000000]JQUOTA.SYS)

— Login files (for example, SYS$MANAGER:SYLOGIN.COM)
* Many process characteristics are defined by values in the corresponding UAF record
* Add a user account to the system by creating

— UAF record, specifying:

n Identification and environment information |
Access and security constraints |
Quotas and resource limit
Privileges -

— Default disk device and directory ‘\
— One or more disk quota entries
ﬁ * To remove a user from the system :
— Remove the UAF record ‘
— Remove remaining disk files
— Remove quota entries (if unique to user’s UIC)
« Establish and maintain disk quotas on volumes using SYSMAN utility ‘

f\ — DISKQUOTA subcommands ‘

* Use DCL commands to regulate resources and processes running on the system ‘

SET PROCESS Set process characteristics

STOP Stop a process ‘
PURGE Delete old versions of files ﬁ
SET FILE Set file characteristics |
SET DIRECTORY Set directory characteristics

SET VOLUME Set volume characteristics
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Respond to user requests and send messages using
— REPLY command
— MAIL utility

— PHONE utility
Define operator terminals using REPLY/ENABLE=(class,...)

— Set reception of certain operator-related messages by specifying appropriate class key-
words with the /ENABLE qualifier

Manage the operator log file using
— REPLY/[NOJLOG
— PURGE
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MODULE 3
MANAGING QUEUES
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INTRODUCTION

When you issue the PRINT command to print a file, all the system printers may already be in
use. Because this condition occurs often, the VMS system maintains a list of all print requests
in the order in which they occur. This ordered list is called a print queue, and the requests are
called print jobs. The PRINT command places your job in the queue. When the system is ready
to process your job, it passes it to the printer associated with the queue or the first available
printer, which prints the file. Similarly, when you issue the SUBMIT command to execute a
command procedure in a batch process, system resources may not be sufficient to support the
immediate creation of a batch process for you. Therefore, VMS maintains a list of all batch
requests in the order in which they occur. This ordered list is called a batch queue, and the
requests are called batch jobs. When the system is ready to process your batch job, it creates
a batch process and executes your command procedure in the context of that batch process.

System managers customize batch and print queues on their systems. They attempt to maxi-
mize the performance of the system by matching the system queue structure to the workioad
and resources of their system. Usually, the system manager includes queue customization com-
mands in startup procedures, so queues are created automatically when he or she starts the
system. The module Customizing the System contains a more detailed discussion on startup

procedures.

As the queues are used, various problems may require the system manager’s intervention. For
example, paper can get jammed in a line printer, printers can run out of paper, or a batch job
may need to be aborted. In these and other cases, the system manager must enter queue
management commands to control the jobs in a queue while fixing the problem.

Managing Queues 3-3




OBJECTIVES

To share limited printing and CPU resources among users and processes, a system manager
must be able to:

Describe how the VMS operating system handles print and batch jobs

Assess user requirements for batch and print facilities

Perform the following queue management tasks:

Select proper queue attributes and characteristics to match user requirements
Create print and batch queues

Restrict access to queues

Modify the attributes and characteristics of queues

Control queues

Handle queue problems

RESOURCES

To complete this module, you must have access to the following documents:

1.

® o p @ N

VMS System Manager’s Manual

Guide to Using VMS Command Procedures

VMS DCL Dictionary

Guide to VMS System Security

VMS Access Control List Editor Manual

Guide to Maintaining a VMS System
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~ OVERVIEW OF QUEUE FACILITIES AND OPERATIONS
»  The queue manager process (JOB_CONTROL)

»  The system queue file (SYS$SYSTEM:JBCSYSQUE.DAT)

* Types of queues

Queue Manager and the System Queue File

e Queue information stored in SYS$SYSTEM:JBCSYSQUE.DAT |

(T\ - START/QUEUE/MANAGER 1
— Creates SYS$SYSTEM:JBCSYSQUE.DAT (if it does not already exist)

— Starts the queue manager function of the JOB_CONTROL process ;

— Should be included in the startup command procedure (SYSTARTUP_V5.COM)

— Should use the qualifier /RESTART if the command must be used interactively to restart
m the queue manager \

Figure 3-1: JOB_CONTROL Process Handles All Print Jobs |

( Y outpur

| s SPOOLER ‘
JOB_CONTROL [

| § COPY A.DAT LPAO: INTERMEDIATE JoB
‘ s OUTPUT FILE ‘

o~ SPOOLER JOB_CONTROL PRINT
| f\ : oM FRaNM JOB | SYMBIONT ‘
‘ |
| $ PRINT/QUEUE=LPAO: -~
Tile: FILE.DAT
7 JOB_CONTROL

JOB ‘
| \ y, ‘
|
| USER TERMINAL QUEUE LPAO: i
| SESSION FILE PRINTER ‘
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Types of Queues

+ Two classes of queues:
— Execution

Accepts either batch or print jobs for processing, depending on how the queue was
initialized (created)

— Generic
Holds jobs until they are transferred to an assigned execution queue
» Queue classes are further categorized into types of queues, depending on:
— The kind of job the queue accepts
— The type of device to which output is directed

« Three types of queues: execution, generic, and logical

Table 3—1: Types of Queues

Queue Type Action

Execution Executes the job

Generic Moves jobs to specified execution queues when resources for executing
the job are available

Logical Moves jobs to execution queues when the manager sets up an association

between a logical queue and an execution queue. The association does
not have to be permanent and it does not always have to be made with the
same execution queue.
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Execution Queues

« Performs the actual processing of the job
» Two types of execution queues:
— Batch

Can only accept (process) batch jobs
Executes as a detached process

— Output

Accepts (typically) print jobs for processing by an independent process called
a symbiont

Three types of output execution queues:

Printer Directs output to line printers

Terminal Directs output to terminal printers (printers attached to
terminal lines)

Server Processes files in the queue using a specially created
symbiont

Symbionts for server execution queues are user-written

Not necessarily used for print output operations
Not covered in this course
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Generic Queues

* Used to hold a job until an associated execution queue becomes available
* The list of associated execution queues is defined when the generic queue is initialized

*  When an execution queue becomes available, the job is requeued from the generic queue
to the execution queue

* Two types of generic queues:

Generic batch queue Directs jobs only to batch execution queues. These
are typically used in VAXcluster systems to distribute
the workload across several systems.

Generic output queue Directs jobs to any of the three types of output
execution queues: printer, terminal, or server.

Logical Queues

« Specially defined output execution queue
* Not really an output execution queue
— Has its output redirected to another execution queue
— Holds a job until it can be transferred to the execution queue
» Appears as a sort of “holding” queue
* Logical queues and generic queues are somewhat similar:

— Alogical queue is usually associated with a single output execution queue (“one-to-one”
relationship)

— Multiple logical queues can be associated with a single execution queue (“many-to-one”
relationship)

— A generic queue can be associated with one or more execution queues (“one-to-one”
or “one-to-many” relationship)

* Both the logical and associated execution queues must be started for jobs to be processed

* Can only be used with output execution queues, not with batch queues
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HOW THE VMS SYSTEM HANDLES PRINT JOBS

«  Print queues solve waiting and scheduling problems
* PRINT command places a job in the queue
* Print symbionts execute print jobs

« JOB_CONTROL sends jobs to print symbionts

Example 3-1: JOB_CONTROL and Print Symbiont Processes

$ SHOW SYSTEM

§ ’ VAX/VMS 5.2 on node BROWNY 19-APR-1989 16:55:43.02 Uptime 10 03:36:27
Pid Process Name State Pri I/0 CPU Page flts Ph.Mem
20200021 SWAPPER HIB 16 0 0 00:00:21.96 0 0
20200222 Chocoholic HIB 9 4000 0 00:01:00.00 6658 328
20200263 DUFFY CUR 4 328 0 00:00:10.49 1057 299
20200185 VPA_DC HIB 15 4623 0 00:13:00.43 1374 1333
20200027 ERRFMT HIB 8 9995 0 00:02:59.54 82 118
20200028 CACHE_ SERVER HIB 16 152 0 00:00:00.75 62 93
20200029 CLUSTER_SERVER HIB 8 39 0 00:00:02.20 151 314
20200022 OPCOM HIB 8 4321 0 00:02:13.76 645 211
2020002B AUDIT SERVER HIB 10 54 0 00:00:54.84 1300 223
@ 2020002¢ JOB_CONTROL HIB 8 3320 0 00:00:42.08 201 348
2020002D CONFIGURE HIB 10 122 0 00:00:12.96 111 159
@ 2020002E SYMBIONT_ 0001 HIB 6 85 0 00:00:03.92 670 46
2020002F SMISERVER HIB 9 104 0 00:00:03.07 406 437
20200251 NETACP HIB 10 1493 0 01:24:58.28 2321834 3500
20200112 EVL HIB 5 1390 0 00:00:39.21 49642 38 N
202001B3 REMACP HIB 9 59 0 00:00:00.56 80 50
20200075 WOODS LEF 4 14551 0 00:09:09.52 37853 170
20200079 _RTAl: HIB 6 22780 0 00:20:36.65 10459 4096
2020029A SPM CAPACITY LEF 24 1975 0 00:00:40.75 217 170

ﬁ Notes on Example 3—1
© The JOB_CONTROL process

® A print symbiont process
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Print Job Scheduling

» Job with highest queue priority executed first
« Smaller jobs executed before larger jobs (within the same priority group)
— This is the default action
* Jobs executed in order of submission if they are same size and have same priority
* Priority of jobs in queues limited by two system parameters:
— DEFQUEPRI
— MAXQUEPRI
«  Scheduling can be changed to “first-come-first-served” with the qualifier SCHEDULE=NOSIZE

Figure 3-2: Print Queue
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Example 3-2: Scheduling Print Jobs

$
$ SHOW QUEUE LPAO/FULL

Printer queue LPAO

/BASE_PRIORITY=4 /DEFULAT=(FLAG) /FORM=DEFAULT Lowercase

/OWNER=[SYSTEM] /PROTECTION=(S:E,0:D,G:R,W:W)
Entry Blocks Status

Jobname Username

ACTION JONES 228 6 Printing
Submitted 13-DEC-1987 12:02 /FORM=DEFAULT /PRIO=100

_DRAL: [JONES]ACTION.COM;1 /COPIES=2
NOTES JONES 231 12 Pending
Submitted 13-DEC-1987 12:15 /FORM=DEFAULT /PRIO=120
_DRAL: [JONES]NOTES. TXT; 1 (2]
3]

MEMO JONES 230 1 Pending
Submitted 13-DEC-1987 12:08 /FORM=DEFAULT /PRIO=100

_DRAl: [JONES]MEMO.MEM; 1

JONES 229 6 Pending

m O maH
) Submitted 13-DEC-1987 12:04 /FORM=DEFAULT /PRIO=100

_DRAL: [JONES]MATH.LIS;1

$
$

Notes on Example 3-2

© Job 228 is currently executing. The JOB_CONTROL process examines the parameters of

the pending jobs to determine which job it will print next.

@ Since Job 231 has the highest priority of the pending jobs, it will be printed next.

NOTE

The priority of a job in a queue is limited by two system parameters:

e DEFQUEPRI - the default queue priority assigned to all print jobs

e MAXQUEPRI - the maximum queue priority any user can assign to
a job (range is 0-255) (Regardless of the values of these parameters,
users with OPER or ALTPRI privilege can submit jobs at any priority

using the /PRIORITY qualifier.)

© Job 230 is smaller than Job 229, and they have the same priority, so Job 230 will be printed

third.

O Finally, Job 229 will be printed. However, if another job is submitted before Job 229 begins
printing, the JOB_CONTROL process will examine the parameters of Job 229 and the new

job to determine which job it will print first.
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PRINT QUEUE OPERATIONS

Types of Print Queues

*  Four types of print queues:

Printer execution queue Feeds a physical printer

Terminal execution queue Feeds a physical printer attached to a terminal line

Generic queue Feeds execution queues enabled with /ENABLE_
GENERIC attribute

Logical queue Feeds execution queue associated with ASSIGN/QUEUE
command

» System moves jobs from generic and logical queues to execution queues

— Will not move jobs from generic queues to execution queues initialized with
/NOENABLE_GENERIC qualifier

— Execution queues given /ENABLE_GENERIC attribute by default
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Creating Print Queues

» To establish a print execution queue (requires OPER privilege):
— Set physical attributes of device
— Spool device

— Initialize and start an execution queue for device
* Queues can be created either:
— Interactively

— Automatically

* Can create and start queues using one or more commands

Table 3-2: Initializing and Starting Queues

Command Comments

$ INITIALIZE/QUEUE [/qualifiers] - Creates the queue. If the queue is already
running, this command has no effect. If a
queue exists but is stopped, you can use this
$ INITIALIZE/QUEUE/TERMINAL/ON=TXC2 - command to modify queue parameters. Jobs
listed in the queue and new jobs will execute

_$ queue-name

_$ LASER
under the new parameters.

$ START/QUEUE [/qualifiers] queue-name Starts a stopped queue. If the queue is

$ START/QUEUE/FORM=WIDE LPAO already running, the system displays an error
message.

$ INITIALIZE/QUEUE/START [/qualifiers] - Creates and starts a queue. Include this

_$ queue-name command for each queue in the procedure

$ INITIALIZE/QUEUE/START SYS$PRINT SYSTARTUP_V5.COM. If the queue is

already running, this command has no effect.
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Table 3-3: Creating and Using Print Execution Queues

Creating a Creating a
Operation  Printer Queue Terminal Queue Comments
Determine $ SHOW DEVICE L $ SHOW DEVICE T List the devices and select
the device one.
Set the $ SET PRINTER - $ SET TERMINAL - Set the attributes of the
device _$ /UPPER LPAO _$ /PERMANENT - printer or terminal to match
attributes _$ /NOTYPE_AHEAD - its physical attributes or to
_$ /SPEED=2400 - force the printer to produce
_$ /NOBROADCAST - specific output. (For example,
_$ TTA3 /UPPER causes all jobs to
be printed in uppercase.)
Terminals must have certain
attributes set as shown
(speed should be specified to
match the terminal speed)
Spool the $ SET DEVICE - $ SET DEVICE - Enables COPY commands
device _$ /SPOOLED LPAO _$ /SPOOLED=WORK1 - and write statements for that
_$ TTA3 device; you can specify an
intermediate device or use
the current default device
(SYS$DISK).
Create and  $ INITIALIZE/QUEUE - $ INITIALIZE<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>